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Abstract: The Commonwealth of Virginia and local government partners now have increasing
experience implementing loT sensors such as flood and wildfire sensors, and their related
data systems and user-facing applications. This talk provides a description of the journey,
lessons learned, and a look towards the future as these increasingly ubiquitous sensors
become a primary driver for situational awareness and delivery of services.
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Virginia Smart Community Testbed




Smart Community loT Flood Sensors

Stafford County Using Data for Emergency
Management of Flooding




Smart Community loT Flood Sensors

» Stafford lead site for statewide pilot

» Significant uptake from all communities —
some buying their own supplements

» Low cost a primary factor

» Advanced uses in discussion for Stafford




Smart Community loT Flood Sensors

Commonwealth Investment

Commonwealth
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VA-FIX Supports Airspace Coordination
For Drone Operators

Stafford County Using Data for Emergency
Management of Flooding
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Data Security and Governance

CHIEF DATA
OFFICER

> Real-time loT Data streams shared via
Data Trust permissions and governance

» VA-FIX now registered user, VIPC as Data Trust Member
can upload streams or provide metadata for access




loT Device Security

» “Zero Trust Security”

» Makes groups of loT devices
invisible to hackers

» In place for Stafford Security
cameras

» Wider applications demo at Ft.
Belvoir for power infrastructure




loT Device Security




loT Data Infrastructure Supports Many

Types of Sensors

Air Quality/Wildfire

Drone Video/Data

Micro Weather Stations

The MWS®-M625 includes all the
same great features as our line of
proven line of Micro Weather
Stations (MWS®) and adds cloud
height measurement and two-way
Iridium satellite for more accurate
and reliable meteorological reporting.



loT Data Infrastructure Supports Many
Types of Sensors

» Wastewater data more accurate than VDH,
presents earlier, enables passive monitoring

» ldentifies both asymptomatic and pre-symptomatic cases
» Allows potential for more targeted response
» First of its kind testing in U.S.




Lessons Learned
> Get Started!

» Cost Matters

> Users Are the Best Innovators

» A secure, integrated architecture is critical for
successful adoption

» Commonwealth Data Trust Provides a Model for
Data Governance and Information Sharing
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Thank You!
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