
From: Faraz, Yawar
To: Fitch, Kelly L; WrightAL@CentrusEnergy.com
Cc: Nelson, David; Flanders, Scott; Moses, John; Nalabandian, Garo; Mangefrida, Michael; Bauer, Bill; Gavrilas,

Mirela; Erlanger, Craig; Lee, Samuel; Parsons, Darryl; Everly, JKeith; Bazian, Samuel; Zimmerman, Jacob; Helton,
Shana; Pitts, Leonard; Hutson, Jimmy; Pitoniak, Noel; Vukovinsky, Thomas; Feibus, Jonathan; Tobin, Jennifer;
Fischels, Raymond A

Subject: CISO Advisory GA-22-046-01 For Licensees with Classified Systems
Date: Wednesday, February 16, 2022 2:15:00 PM
Attachments: NRC CISO Advisory GA-22-046-01 2-15-22.pdf

CISA January 11 2022 AA22-011A Understanding and Mitigation Russian State-Sponsored Cyber Threats to US
Critical Infrastucture.pdf

Kelly, Angel,
 
Please find attached, and take notice of the NRC’s Chief Information Security Officer
(CISO) Advisory and the related Alert concerning the February 12, 2022 Cybersecurity and
Infrastructure Security Agency (CISA) general advisory release of Shields Up in response
to recent developing geopolitical events surrounding potential conflict in the Ukraine with
Russia.  This CISO Advisory is for information purposes only. 
 
Thank you,
Yawar H. Faraz, Senior Project Manager
Fuel Facility Licensing Branch
Division of Fuel Management
Office of Nuclear Material Safety and Safeguards
U.S. Nuclear Regulatory Commission, MS T-4A60
Washington DC  20555
Ph:  301-415-7220
Fax:  301-415-0020
Cell:  240-401-8705
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February 15, 2022  NRC CISO Advisory GA-22-046-01 


  


Nuclear Regulatory Commission 


Chief Information Security Officer (CISO) 
On February 12, 2022 the Department of Homeland Security (DHS) Cybersecurity and 
Infrastructure Security Agency (CISA) released the general advisory Shields Up in response to 
recent developing geopolitical events surrounding potential conflict in the Ukraine with Russia.   


While there are currently no specific credible threats to the U.S. homeland, CISA urges 
cybersecurity personnel in critical infrastructure to review the January 11, 2022 CISA Alert 
AA22-011A “Understanding and Mitigating Russian State-Sponsored Cyber Threats to U.S. 
Critical Infrastructure.” 


The Shields Up advisory recommends that organizations adopt a heightened posture for 
protecting critical assets that may include actions such as: 


• Ensuring software is up to date, prioritizing updates that address known vulnerabilities 
identified by CISA; 


• Ensuring cybersecurity personnel are focused on identifying and assessing unexpected 
or unusual network behavior; 


• Ensuring incident response teams are aware of their roles and responsibilities; and  
• Ensuring Industrial Control Systems or other operational technology manual controls, if 


applicable, are working as designed. 
 


As the nation’s cyber defense agency, CISA is available to help organizations improve 
cybersecurity and resilience.  If you are not receiving alerts from CISA, I recommend you reach 
out to the Nuclear Reactor, Materials, and Waste Sector Risk Management Agency at 
NuclearSSA@hq.dhs.gov or contact the NRC CISO for assistance.   


Please feel free to contact the NRC CISO at CISO@nrc.gov if you have questions or concerns. 


Thank you, 


Jonathan Feibus, CISO 
U.S. Nuclear Regulatory Commission 
Office of the Chief Information Officer 
11545 Rockville Pike, Rockville, MD 20850 
Office: 301-415-0717 | TWFN 6B85 



https://www.cisa.gov/shields-up

https://www.cisa.gov/uscert/ncas/alerts/aa22-011a

https://www.cisa.gov/uscert/ncas/alerts/aa22-011a

https://www.cisa.gov/nuclear-reactors-materials-and-waste-sector

mailto:NuclearSSA@hq.dhs.gov

mailto:CISO@nrc.gov
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