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A. INTRODUCTION

Purpose

This RG is being issued in draft form to involve the public in the development of regulatory guidance in this area. It has not received final staff
review or approval and does not represent an NRC final staff position. Public comments are being solicited on this DG and its associated
regulatory analysis. Comments should be accompanied by appropriate supporting data. Comments may be submitted through the Federal
rulemaking Web site, http://www.regulations.gov, by searching for draft regulatory guide DG-5067 or Docket ID NRC-XXXX-XXXX.
Alternatively, comments may be submitted to Office of the Secretary, U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001,
ATTN: Rulemakings and Adjudications Staff. Comments must be submitted by the date indicated in the Federal Register notice.

Electronic copies of this DG, previous versions of DGs, and other recently issued guides are available through the NRC’s public Web site under
the Regulatory Guides document collection of the NRC Library at https://nreweb.nrc.gov/reading-rm/doc-collections/reg-guides/. The DG is also
available through the NRC’s Agencywide Documents Access and Management System (ADAMSYS) at http://www.nrc.gov/reading-rm/adams.html,
under Accession No. ML21145A433. The regulatory analysis may be found in ADAMS under Accession No. ML21159A069.




This regulatory guide (RG) describes a method that the staff of the U.S.- Nuclear Regulatory
Commission (NRC) considers acceptable to implement the requirements in Title 10; of the Code of
Federal Regulations—Seetion (10 CFR) 73.56, “Personnel Aceess-Authorization Requirementsaccess
authorization requirements for Nuelear PewerPlantsnuclear power plants” (10 CFR 73.56) (Ref. 1), and
10 CFR Part 26, “Fitness for Duty Programs” (Ref. 2), related to an access authorization program.

Applicability

This RG applies to each applicant for an operating license under the provisions of
10 CFR Part 50, “Domestic Licensing of Production and Utilization Facilities” (Ref. 3), and each holder
of a combined license under the provisions of 10 CFR Part 52, “Licenses, Certifications, and Approvals
for Nuclear Power Plants” (Ref. 4).

Applicable Regulations

e 10 CFR Part 26 prescribes requirements and standards for the establishment, implementation, and
maintenance of fitness-for-duty programs.

e 10 CFR Part 50 provides regulations for licensing production and utilization facilities.

e 10 CFR Part 52 governs the issuance of early site permits, standard design certifications,
combined licenses, standard design approvals, and manufacturing licenses for nuclear power
facilities.

e 10 CFR Part 73, “Physical Protection of Plants and Materials,” governs requirements for the
establishment and maintenance of a physical protection system that will have capabilities to
protect against acts of radiological sabotage and to prevent the theft or diversion of special
nuclear material.

o 10 CFR 73.55, “Requirements for physical protection of licensed activities in nuclear power
reactors against radiological sabotage,” ensures licensees establish and maintain a physical
protection program, to include a security organization, which will have as its objective to

provide high assurance that activities involving special nuclear material are not inimical to
the common defense and security and do not constitute an unreasonable risk to public health

and safety.

o 10 CFR 73.56 ensures the licensee’s or applicant’s access authorization program provides
high assurance that individuals are trustworthy and reliable, such that they do not constitute
an unreasonable risk to public health and safety or the common defense and security,

including the potential to commit radiological sabotage.

= 10 CFR 73.56(a)(3) states, in part, each applicant for an operating license under
10 CFR Part 50, and each holder of a combined license under 10 CFR Part 52. shall
implement the requirements of 10 CFR 73.56 before initial fuel load into the reactor.

o 10 CFR 73.57, “Requirements for criminal history records checks of individuals granted
unescorted access to a nuclear power facility, a non-power reactor, or access to Safeguards
Information,”

= 10 CFR 73.57(b)(1) states, in part, that each licensee subject to the provisions of
10 CFR 73.57 shall fingerprint each individual who is permitted unescorted access to the
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nuclear power facility, or access to safeguards information. The licensee will then
review and use the information received from the Federal Bureau of Investigation and,
based on the provisions contained in 10 CFR 73.57, determine either to continue to grant
or to deny further unescorted access to the nuclear power facility, or access to
safeguards information, for that individual. Individuals who do not have unescorted
access or access to safeguards information shall be fingerprinted by the licensee, and the
results of the criminal history records check shall be used before making a determination
for granting unescorted access to the nuclear power facility or to safeguards information.

Related Guidance

e Nuclear Energy Institute (NEI) 03-01. “Nuclear Power Plant Access Authorization Program,”
Revision 3, issued May 2009 (Ref. 5), contains security-related information in accordance with
10 CFR 2.390(d)(1) (Ref. 6).

Purpose of Regulatory Guides

The NRC issues regulatoryguides-RGs to describe to-the-publie-methods that the-staff
considersare acceptable to the staff for-use-in implementing specific parts of the agerey=sagency’s

regulations, to explain techniques that the staff uses in evaluating specific preblemsissues or postulated
aeeidentsevents, and to previde-guidance-to-appheants—describe information that the staff needs in its
review of applications for permits and licenses. Regulatory guides are not substitutesforNRC regulations
and compliance with them is not required. -Methods and solutions that differ from those set forth in RGs
are acceptable if supported by a basis for the issuance or continuance of a permit or license by the
Commission.

Paperwork Reductlon Act

This RG provides voluntary guidance for implementing the mandatory information collections in
10 CFR Parts 26, 50, 52, and 73 that are subject to the Paperwork Reduction Act of 1995 (44 U.S.C. 3501
et. seq.). These information collections were approved by the Office of Management and Budget (OMB)
approved-under-), approval numbers 3150-0146, 3150-0011, 3150-0151, and 3150-0002. Send comments
regarding this information collection to the FOIA, Library, and Information Collections Branch (T6-
A10M), U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, or by e-mail to
Infocollects.Resource@nrc.gov, and to the OMB econtrelnumber3150-002—reviewer at: OMB Office of
Information and Regulatory Affairs (3150-0146, 3150-0011, 3150-0151, and 3150-0002), Attn: Desk
Officer for the Nuclear Regulatory Commission, 17th Street, NW Washington, DC 20503; e-mail:
oira submission@omb.eop.gov.

Public Protection Notification

The NRC may neithernot conduct aeror sponsor, and a person is not required to respond to, an
informationa collection request-orrequirementof information unless the document requesting deectment

or requlrmg the collection dlsplays a currently valid OMB control number —"Phnrs—regﬁlra{erygbﬁd%rs—a—rule
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B. DISCUSSION

Reason for Revision

This revision of the guide (Revision 3) addresses changes to requirements in 10 CFR 73.56
resulting from the final rule for the “Alignment of Licensing Processes and Lessons Learned from New
Reactor Licensing” (RIN 3150-Al166). This revised guide contains information specific to personnel
access authorization requirements for facilities licensed under 10 CFR Part 50 or 10 CFR Part 52.

Background

Previously, 10 CFR 73.56(a)(3) required applicants for a power reactor operating license under
10 CFR Part 50 and holders of a combined license under 10 CFR Part 52 to implement the requirements
of 10 CFR 73.56 before unirradiated reactor fuel is allowed on site at nuclear power reactors (i.€., within
the protected area). The NRC amended this requirement to clarify that applicants and licensees may bring
unirradiated reactor fuel on site and protect it in accordance with 10 CFR 73.67, “Licensee fixed site and
in-transit requirements for the physical protection of special nuclear material of moderate and low
strategic significance.” until initial fuel load into the reactor.

Consideration of International Standards

The International Atomic Energy Agency (IAEA) works with member states and other partners
to promote the safe, secure, and peaceful use of nuclear technologies. The IAEA develops Safety
Requirements and Safety Guides for protecting people and the environment from harmful effects of
ionizing radiation. This system of safety fundamentals, safety requirements, safety guides, and other
relevant reports, reflects an international perspective on what constitutes a high level of safety. To inform
its development of this RG, the NRC considered IAEA Safety Requirements and Safety Guides pursuant
to the Commission’s International Policy Statement (Ref. 7) and Management Directive 6.6, “Regulatory
Guides” (Ref. 8). The NRC staff did not identify any IAEA Safety Requirements or Guides with
information related to the topic of this RG.

Documents Discussed in Staff Regulatory Guidance

This RG endorses, in part, the use of one or more codes or standards developed by external
organizations, and other third party guidance documents. These codes, standards and third party guidance
documents may contain references to other codes, standards or third party guidance documents
(“secondary references™). If a secondary reference has itself been incorporated by reference into NRC
regulations as a requirement, then licensees and applicants must comply with that standard as set forth in
the regulation. If the secondary reference has been endorsed in a RG as an acceptable approach for
meeting an NRC requirement, then the standard constitutes a method acceptable to the NRC staff for
meeting that regulatory requirement as described in the specific RG. If the secondary reference has
neither been incorporated by reference into NRC regulations nor endorsed in a RG, then the secondary
reference is neither a legally-binding requirement nor a “generic” NRC approved acceptable approach for
meeting an NRC requirement. However, licensees and applicants may consider and use the information in
the secondary reference, if appropriately justified, consistent with current regulatory practice, and
consistent with applicable NRC requirements.
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C. STAFF REGULATORY GUIDANCE

The NRC revised its regulations for access authorization in 10 CFR 73.56 to incorporate lessons
learned during the implementation and application of the original rule published in Volume 56 of the
Federal Register (FR), page 19007 (56 FR 19007; April 25, 1991) (Ref. 39), and to incorporate the
enhanced requirements that were issued in orders following the terrorist attacks of September 11, 2001.

The access authorization program required by 10 CFR 73.56 consists of a background
investigation with periodic reinvestigations, a psychological assessment with periodic reassessments for
enumerated critical personnel, a behavior observation program that includes self-reporting requirements,
and determinations of trustworthiness and reliability for contractors thatwho support licensees in meeting
these rule requirements.- The background investigation is designed to identify past actions that are
indicative of an individual’s current trustworthiness and reliability-and. It is supported by a periodic
reinvestigation designed to maintain the required high assurance standard during continued unescorted
access or unescorted access authorization. -The psychological assessment is designed to evaluate the
possible impact of any noted psychological characteristics that may have a bearing on trustworthiness and
reliability and is additionally supported by periodic reassessments for particular categories of employees.
Behavior observation is designed to detect behavioral changes that, if left unattended, could lead to acts
detrimental to public health and safety or the common defense and security. -In addition, an employee
self-reporting requirement supports behavior observation.

The Nuelear Energy-Institate {NEI) prepared NEI 03-01, “Nuelear Power Plant-Aecess
AutherizationPregram;Revision 3, ﬂsued—May—zGGQ—GRef—@—as the industry standards (hereafter
referred to as “the Standards™)-") on this topic. The Standards contain security-related information in
accordance with 10 CFR 2.390(d)(1)-and;); therefore, the document is not publicly available. -The
Standards meet the intent and substance of theregtlation—In-10 CFR 73.56. In that regulation, the NRC
requires each applicant and holder of an operating license under the provisions of 10 CFR Part 50;

“Demestie Licensing-of Production-and- Utilization Faeilities™(Ref—>5); and each holder of a combined
license under the provisions of 10 CFR Part 52;~Fieenses;-Certifications;and-Approvalsfor Nuelear
PowerPlants™ (Ref—6); to establish, maintain, and implement, in part, the requirements in 10 CFR 73.56
before faelis-alowed-onsite-(inaproteeted-area)—initial fuel load into the reactor. The NRC established
these requirements to provide high assurance that individuals granted unescorted access and those
certified for unescorted access authorization are trustworthy and reliable and do not constitute an
unreasonable risk to public health and safety or the common defense and security, including the potential
to commit radiological sabotage.

The Standards describe the components of these elements and include evaluation criteria for
granting and maintaining unescorted access and for certifying and maintaining unescorted access
authorization. -The Standards also provide details for the reinstatement of access and authorizations;
requirements for contractor and vendor performance-and, trustworthiness, and reliability;; audits and
corrective actionss; protection of information;; and required sharing of information between licensees and
licensee contractors and Vendors supportlng a licensee access authorlzatlon prograrn Reviston-1to-this

Revision 1 to this RG, issued April 2009, identified this guidance as an acceptable method to
meet 10 CFR 73.56. The NRC has-prepared Revision 2 to this guide, issued October 2011, to provide
additional information to the public. Revisiontineladed-an-attachment-with-seeurity-related
mformationThe NRC is issuing Revision 3 to this guide to address changes to the requirements in
10 CFR 73.56 resulting from NEF03-01the final rule for the “Alignment of Licensing Processes and

therefore-is-notpublically-available—The-staffhas-omitted-the-attachmentLessons Learned from
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Regu%&%efy—PesmefH—teJe%eeﬁs&steﬂHwﬁﬁhfswmﬂ—New Reactor Llcensmg ” The NRC has no
requirement for a licensee whethat conforms to Revision 1 or 2 to this guide to make any changes as a
result of the issuance of Revision 23.

%herefe%%rs—net—pabhely—aw—x—l—abl%The NRC staff con31ders conformance w1th the prov1s1ons of

NEI 03-01 an acceptable approach to meet the requirements in 10 CFR 73.56 and 10 CFR Part 26 that
relate to granting and maintaining unescorted access and to certifying and maintaining unescorted access
authorization, subject to the following condition:

o +——TLicensees whethat adopt this reglateryeguideRG, and its endorsement of NEI- 03-01,
should include the following statement in their physical security plans:
All elements of Regulatory Guide 5.66, Revision 23, have been implemented to

satisfy the requirements of 10 CFR 73.56 and 10 CFR Part 26, related to
unescorted access and unescorted access authorization.
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D. IMPLEMENTATION

*NRC staff

appheab}%ﬁﬂalﬂpromoﬂsregulatorv gurde asa reference in }O—GFR—PartéQ—

Usebv-Apoli I Li
Applicants-and-licensees-may-voluntarily-“its regulatory processes, such as licensing, inspection,

or enforcement. However the NRC staff does not intend to use the guldance n thrs doeume&t—to

Licensees-may-regulatory guide to support NRC staff actions in a manner that would constitute
backfitting as that term is defined in 10 CFR 50.109, “Backfitting,” and as described in NRC
Management Directive 8.4, “Management of Backfitting, Forward Fitting, Issue Finality, and Information
Requests,” (Ref. 10), nor does the NRC staff intend to use the guidance to affect the issue finality of an
approval under 10 CFR Part 52. “Licenses, Certrﬁcatrons and Approvals for Nuclear Power Plants.” The
staff also does not intend to use the in 0

basrs—for—a—ﬁaerhty—th%sta#ﬁmayﬂot—repfeseﬁﬁo—th%heeﬂseea manner that th%heense&s—faﬁur&te
comp bt s eribe -k el e e constitutes st kato s,
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pooleiome et Lopolenmeldena L lan e Dl deﬁned S s OO0 e b e d e b
. a; » Cthe i Finali > 10 CER Part 52

and described in Management Dlrectlve 8. 4 Ifa hcensee beheves that the NRC is e&her—usmg

this regulatory guide-e :
regulatory-guide in a manner 1ncons1stent w1th the dlscuss1on in thls Implementatlon section, then the
licensee may file a baekfitbackfitting or forward fitting appeal with the NRC in accordance with the
guidaneeprocess in NUREG1409-and NREC-Management Directive- 8.4.
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