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ABSTRACT

An embedded digital device (EDD) is a component consisting of one or more electronic parts that
requires the use of software, software-developed firmware, or software-developed programmable
logic, that is integrated into hardware equipment to implement one or more system safety
functions.

This report provides a technical basis for developing guidance for the safe use of EDDs in
commercial nuclear power plants (NPPs) in the United States (U.S.), along with relevant
observations, based on their classification, functionality, configurability, consequences of failure,
and potential for common-cause failures (CCFs), and it reviews how other agencies worldwide,
both nuclear and nonnuclear, regulate, approve the use of, and actually use EDDs.

Areas of interest include the types of components in safety-related applications most likely to have
EDDs, methods used by other industries and countries to regulate the use of EDDs, and potential
issues noted in industry. This information serves to support the technical basis for a graded
approach in the selection and use of EDDs. A tangential supply chain issue is the use of
replacement parts or parts in upgrades that may contain an undeclared digital device, as it may
not meet the requirements for the safety-related application it is being used in.

Other attributes such as reliability (the ability to perform with correct, consistent results),
diagnostics, operating experience, and failure modes were reviewed because of their use in risk
informing the acceptance of the use of EDDs. Emerging technologies associated with EDDs were
noted during this work, and are described in this report.

International experience is similar to that acquired in the United States, and regulators around the

world are evaluating the safe use of EDDs. Other industries are further along in the use of EDDs
and therefore can provide useful insights into their use and regulation.
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EXECUTIVE SUMMARY

Nuclear facilities are increasing their use and reliance on digital technology in systems and
equipment. The first digital systems mimicked the analog systems, but as experience with digital
systems increased, so did the complexity, functionality, communications, etc., of the systems. The
same evolution has occurred in other industries and is likely to occur with the use of embedded
digital devices (EDDs) in the nuclear industry. An EDD is a component consisting of one or more
electronic parts that requires the use of software, software-developed firmware, or software-
developed programmable logic that is integrated into equipment to implement one or more
system safety functions. Equipment with EDDs can include sensors, breakers, priority logic
modules, time delay relays, pumps, valve actuators, motor control centers, and uninterruptible
power supplies.

In the United States and around the world, engineering and licensing activities in standards and
guidance have been and continue to be developed to address the use of EDDs in safety-related
systems. This report provides a technical basis for developing guidance for the safe use of EDDs,
along with relevant observations.

The Oak Ridge National Laboratory (ORNL) review found that following the guidance for systems
and 10 CFR 50, Appendix B, Quality Assurance, should be sufficient for the functionality of EDDs
currently in use and that should be expected in the near term in safety-related applications.
However, the effort in a simplistic application of all the associated criteria in these guidance
documents may be more than is necessary for EDDs, as these documents were developed to
support systems that may be more complex and require more application-specific code and
customization than is necessary or applicable to a particular EDD.

Therefore, this report includes material to serve as a technical basis for graded approaches that
the agency could apply to EDDs. Existing flexibilities within the regulations and guidance
applicable to EDDs can be applied using a graded approach to the review of devices: (1)
developed under 10 CFR Appendix B quality assurance program or (2) dedicated using the
commercial grade dedication (CGD) process. Based on ORNL’s review, the technical basis for
performing such graded approaches is presented based on the classification, functionality,
configurability, consequences of failure, and potential for common-cause failures (CCFs). Another
possible way to apply a graded approach would be to allow the use of the four safety integrity
levels (SILs) available in International Electrotechnical Commission (IEC) standards. This work
identifies and describes how industry and many regulators, both foreign and domestic, use IEC
SIL certifications to support the CGD process. Another means for applying a graded approach
would be to allow the use of different Software Integrity Levels in Institute of Electrical and
Electronics Engineers (IEEE) standards such as IEEE 1012-2004 (or similar in later versions of
IEEE 1012).

Diagnostics, operating experience, and failure modes were reviewed because of their use in risk
informing the acceptance of the use of EDDs. The performance objectives of the EDDs can be
demonstrated by showing that they are sufficiently reliable and robust commensurate with their
safety significance. EDDs should be designed for a reliability level that is commensurate with the
safety significance of the function(s) to be performed. Supporting issues for achieving a given
level of functional reliability and robustness include quality, awareness of what digital content is in
the EDD, the use of software tools, cyber security vulnerabilities, redundancy, diversity, failure
detection, periodic testing (including the use of self-diagnostic features and surveillance tests),
and understanding of failure data/failure modes. Verification and validation (V&V) processes
should be included at appropriate design stages to confirm that the necessary safety functions
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have been identified and will operate as intended. The metrics and attributes covered in this
report provide readers with information to understand the functions of the EDD.

Areas of interest include the supply chain, the types of components in safety-related applications
most likely to have EDDs, methods used by other industries and countries to regulate the use of
EDDs, and potential issues noted in industry. Being able to leverage the reviews of other
countries could also be useful in facilitating more efficient reviews of EDDs. The processes used
by Canada and the United Kingdom, which are very different from those of the United States,
were reviewed and contrasted in this report.

A supply chain issue related to obsolescence is the use of replacement parts that may not meet
the EDD requirements for the safety-related application or an undeclared digital device used in an
upgrade to an existing device. This has led to issues in NPP safety-related equipment. This
report provides information to be used as a technical basis in supporting potential guidance in this
area.

In this work, the term emerging technologies refers to devices related to EDDs, practices, design
development and assessment methods and tools, and issues associated with evolving technology
and new initiatives from the industry that could be included in license amendment applications or
that could impact NPP digital systems, but which are not yet widespread in the U.S. nuclear
industry.

Emerging technologies were not investigated as an independent effort considering all types of
emerging technologies, but this analysis served to capture those that were identified during the
evaluation of EDDs and that are related to EDDs. In addition, existing literature reviewing
emerging technologies in the U.S. nuclear industry was reviewed for relationships with EDDs. In
many cases, these emerging technologies could also generally apply to digital instrumentation
and control systems.

As noted in the report, awareness of an EDD’s failure modes is important, and failure modes and
effects analyses (FMEAs) have been used to identify the effects of those failures. Issues have
been identified with the use of FMEASs for high complexity devices or within interacting systems.
As EDDs are expected to increase in complexity and connectivity, the use of FMEAs to
adequately address establishing the critical characteristics needed for dedication becomes
questionable. Modern methods and tools designed to address more complex and connected
systems may be needed for such EDDs as described in this report.

International experience is similar to that acquired in the United States, and regulators around the
world are evaluating the safe use of EDDs. Other industries are further along in the use of EDDs
and therefore can provide useful insights into their use and regulation in the U.S. nuclear power
sector..
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1 INTRODUCTION

The commercial marketplace for commercial instrumentation and control (1&C) components and
systems is now dominated by digital technology designed to serve the needs of honnuclear
industries, which demand the advanced capabilities and features the digital technology supports.
New nuclear power plants will employ digital technology in safety and nonsafety systems
extensively. Therefore, the nuclear power industry stakeholders and U.S. Nuclear Regulatory
Commission (NRC) staff must have confidence in the safety-relevant characteristics of this
equipment to enable effective and efficient regulation and implementation.

Today, components come from a range of international suppliers, including many companies
primarily focused on non-nuclear-industry customers. Additionally, the pool of nuclear power plant
(NPP) vendor companies has decreased due to mergers and consolidation and a reduced
number of plants being built. Many vendors and original equipment manufacturers (OEMSs) in the
nuclear industry partner with different sub-suppliers for different projects. For embedded digital
devices (EDDs), these market conditions mean that such devices can be introduced through
system upgrades, component replacements, and new equipment applications, from many
sources.

Regulatory Issue Summary (RIS) 2016-05 [1] heightened the awareness that EDDs might exist in
procured equipment used in safety-related systems without the devices having been explicitly
identified in procurement documentation, and it recommends that licensees implement efforts to
identify these devices. RIS 2016-05 [1] states,

... an embedded digital device is a component consisting of one or more electronic parts
that requires the use of software, software-developed firmware," or software-developed
programmable logic, and that is integrated into equipment to implement one or more
system safety functions. . . . EDDs include digital components with executable code or
software-developed programmable logic that is permanently or semi-permanently installed
within the device (commonly referred to as firmware). Firmware includes, but may not be
limited to, devices such as programmable logic devices, field programmable gate arrays,
application specific integrated circuits, erasable programmable read only memory,
electrically erasable programmable read only memory, and complex programmable logic
devices.

Firmware includes programmable logic devices (PLDs), complex programmable logic devices
(CPLDs), field-programmable gate arrays (FPGAs), application-specific integrated circuits
(ASICs), erasable programmable read-only memory (EPROM), and electrically erasable
programmable read-only memory (EEPROM). The benefits of EDDs include:

* Improvements in accuracy, performance, and reliability
» Asset management improvement through access to a wider selection of suppliers
+ Easy access to device maintenance information

A disadvantage of an EDD is the increased design complexity and varied regulatory issues.

Equipment with EDDs can include sensors, breakers, priority logic modules, time delay relays,
pumps, valve actuators, motor control centers, and uninterruptible power supplies.

1 Firmware refers to the combination of a hardware device, computer instructions, and data that reside as
read-only software on that device (IEEE 100 [150], “Authoritative Dictionary of IEEE Standards Terms”).
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RIS 2016-05 cites regulations, NRC guidance, and industry guidance to heighten awareness of
the following key issues:

1. the need to ensure adequate quality and reliability of EDDs,

2. the need to address potential facility vulnerabilities to software common-cause failures
(CCFs) of equipment with EDDs, and

3. the need to ensure sufficient procurement planning and material control to identify, review,
test, and control EDDs.

Not only is equipment consisting of analog and older digital technology being replaced with
commercial grade products containing EDDs, but EDDs can also be retrofitted to work in existing
components. For example, valve controllers with EDDs can fit any existing rotary or sliding-stem
valve; licensees can mount the instruments to pneumatic actuators to help improve performance
and reliability. This significantly increases the number and types of components that may have
EDDs, and it also increases the number of vendors and suppliers. Terminology differences can
cause confusion because different names have the same meaning and the same names can
have different meanings (which relates to functionality). Terminology differences can also make it
difficult to discern if an EDD has been added to or is present in a device potentially resulting in the
increased use of EDDs without the end user being aware of any changes.

1.1 Scope of Study

The objective of this research is to develop a technical basis for evaluating the safe use of EDDs
and related emerging technologies. This technical basis should support both existing guidance
and the development of new guidance to review (and/or commercial grade dedication of) EDDs
and emerging technologies.

Key issues associated with EDDs [2] are detailed below:

o Replacement of an analog device or a solid-state component with a digital device may
change the manner needed to ensure adequate quality and reliability, including qualification
such as electromagnetic combability (EMC).

o Digital devices may have an increased susceptibility to radiation effects.

e There is new potential for software CCFs that did not exist in the analog components.

e Potential for cyber security vulnerabilities including supply chain as well as the use of
wireless technology.

o Sufficient procurement planning, identification in procured equipment, and adequate quality
and reliability including qualification (such as EMC) are necessary.

e Testing sufficiency and completeness must be ensured.
These issues can impact any sector of the nuclear community, including conversion and

deconversion fuel cycle facilities, power reactors, non-power production or utilization facilities, and
enrichment, fuel fabrication, or mixed-oxide (MOX) fuel fabrication fuel cycle facilities.



This report provides a technical basis for evaluating the safe use of EDDs, along with
observations, based on the classification, functionality, configurability, consequences of failure,
and potential for CCFs and reviews how other sectors regulate, approve the use of, and actually
use EDDs. Other attributes such as reliability (the ability to perform with correct, consistent
results), diagnostics, operating experience, and failure modes were reviewed because of their use
in risk informing the acceptance of the use of EDDs. Although these can impact the reliability of
an EDD, maintainability (the ability to be easily serviced, repaired, or corrected), availability (the
ability to be accessed and operated when needed), flexibility (the ability to be easily adapted to
changing requirements), portability of software (the ability to be easily modified for a new
environment), reusability (the ability to be used in multiple applications), testability (the ability to be
easily tested), and usability (the ability to be easily learned and used) were not reviewed because
they are primarily commercial (operability) concerns.

Areas of interest include the supply chain, the types of components in safety related applications
most likely to have EDDs, methods used by other industries and countries to regulate the use of
EDDs, and potential issues noted in industry. This information serves to support the technical
basis for a graded approach in the regulation of EDDs. A tangential supply-chain-related issue
with respect to obsolescence is the use of replacement parts that may not meet the EDDs’
requirements for the safety-related application. Equipment obsolescence is a concern for all
nuclear plants. It affects plants with old and new systems and components, whether analog or
digital. Obsolescence cannot be prevented. Replacement parts that do not meet the original
design specifications could result in undeclared digital content that could be introduced through
aftermarket parts, special manufacturing, repair/build, equivalency, reverse engineering, or design
change. (Replacement parts from existing stock and the surplus market should meet
requirements.)

1.2 Research Approach

This review used the knowledge of NPP systems and components to identify systems that could
receive a digital upgrade in a safety related application as well as the types of devices and
technologies that could be applied to them.

The first step was to review the use of EDDs in NPPs, the makeup of an EDD, and the supply
chain for EDDs for use in NPPs. The next step was to identify the components most likely to have
an EDD. Oak Ridge National Laboratory (ORNL) investigated the literature and nuclear power
industry marketplace to identify specific examples and categories of devices, technologies, and
systems that contain EDDs or could be upgraded to contain EDDs or emerging technologies.
ORNL then solicited information from industry stakeholders on the most significant categories of
devices, their functionality, quality, how they are developed, and how they meet regulation via
internet searches and personal contact. This part of the analysis consisted of literature reviews
with an emphasis on recent scientific and technical journals, internet searches, vendor contacts,
and discussions with technology experts. Input was solicited from nuclear industry
representatives such as the Nuclear Energy Institute (NEI), research teams under the U.S.
Department of Energy (DOE) Nuclear Energy Enabling Technologies (NEET) program, foreign
regulators, IAEA staff, IEC standards committee members, and vendors for components used at
NPPs on the most significant categories of devices and technologies.

An initial survey of other other sectors and international regulatory practices was also performed
to support future detailed work.



ORNL also determined the potential safety implications—new hazards, vulnerabilities, failure
modes, and triggering mechanisms, and other potential safety concerns—based on the use of
digital I&C systems and components in safety-related or important to safety applications at NPPs.
ORNL then identified existing practices and solutions to address the safety implications from other
industries or from international organizations.

The laboratory identified and reviewed NRC's current related regulatory infrastructure for EDDs
and proposed categories of devices and technologies for evaluation. Direction was given to
continue research with a technology neutral, general, high level approach to EDDs with a primary
focus on information that could serve as a technical basis for graded approaches and the
actionable results of that grading. This involved describing and evaluating EDD related processes
and solutions from other nuclear regulators, other safety critical industries, and any methods and
standards that are proposed or in use to address these technologies. Further decisions that could
be supported in the future included grading based on IEEE Std. 1012, or the Office of Nuclear
Regulation’s (ONR’s) technical assessment guide TAG-046, “Computer Based Safety Systems.”

A secondary issue of interest that was identified was collecting the different terms and definitions
used by other regulators and in other industries instead of “EDD.” Based on that input ORNL
performed evaluations of existing practices and solutions to addressing those issues and
identified failure modes and other issues with EDDs. The results of these evaluations were then
organized into “supporting issues” and attributes that would support graded approaches.
Information on existing solutions and practices by other regulators, industries, and standard
development organizations is also presented in their own sections as supporting information, or
reference for future initiatives, as were emerging technologies related to EDDs that were identified
during this work.

Summaries and observations were then developed.



2 EMBEDDED DIGITAL DEVICES

Interest in EDDs for monitoring and providing control of components is increasing as pure analog-
based components continue to disappear from the industrial 1&C marketplace and as the added
functionality of digital systems is welcomed.

A typical EDD in an industrial system performs a defined function. EDDs are typically
configurable but not programmabile (i.e. fixed firmware with configurable parameters or
changeable settings), and they can sometimes perform a safety role as temperature transmitters,
pressure transmitters, voltage regulators, gas analyzers, boiler controllers, relays, and radiation
monitors. In other cases, EDDs may be configurable and programmable.

EDDs may provide monitoring capabilities and diagnostics with human-machine interfaces (HMI),
or they may provide autonomous control of a component. Technology trends seem to be moving
toward EDDs with communication capabilities connected into a system arrangement. Thus,
EDDs can provide more functionality independently at the component level, and could increase
functionality further when coupled with other EDDs to make operational decisions based on inputs
from other EDDs within the same flow loop or instrument channel or in another loop/channel.

Important trends in the development of EDDs are detailed below [6]:

1. Because of the high industrial competition and the advances in hardware and software
technology, there is a continuous demand for products with more functionality.

2. The functionality is shifting from hardware to software.

3. The functionality is not limited to development by just one manufacturer but may be host to
multiple parties.

4. More and more integration in networked environments that affect these devices in ways
that might not have been foreseen.

2.1 What Is an EDD?

RIS 2016-05 [1] states:

“... an embedded digital device is a component consisting of one or more electronic parts that
requires the use of software, software-developed firmware, or software-developed programmable
logic, and that is integrated into equipment to implement one or more system safety functions.”

The term EDD is used primarily in the U.S. nuclear industry, while most other industries and
countries use related terms such as smart device, intelligent device, or device of limited
functionality.

In general, EDDs currently in NPPs operate in a manner similar to existing analog technology.
However, unlike analog technology, the digital hardware and the associated software in an EDD
can introduce new functionality, failure modes, operability issues, and 100% testing may not be
achievable. In the emerging technology (ET) arena, increased communication capabilities and



wireless technology would increase the capabilities of the EDD significantly beyond its analog
counterpart.

In the nuclear industry, EDDs currently primarily perform monitoring, diagnostics, or display
functions, but an EDD can also perform control functions. However even if the primary additional
functionality afforded by the use of an EDD is only diagnostics, the operation of the EDD may still
be integral to the safety function of the device. In other cases the EDD may be entirely separate
within the device from the portions responsible for the safety function. There have been cases
where there are essentially two EDDs present, one for the safety function, and another for other
functionality.

EDDs are generally considered to be installed physically within a component. However, this work
identified external devices that are in almost all technical ways identical to one internal to a
component. That is, the actual digital device can be bolted externally onto an existing SSCs or,
for various reasons, portions of the device can be external in a manner that is in almost all
technical ways identical to being internal. For example, relays may have the digital device
embedded within the device with a container enclosing the component similar to the Allen-Bradley
RTC-700 relay [3], whereas valves, pumps, and similar components may have the digital device
attached to the outside of the component similar to the FieldVUE DVC6200 controller which is
attached externally to a valve [4]. This is an example where diagnostics is actually performed by
a “bolt on” device. In fact, the digital portions of devices may be located hundreds of feet from the
actual component and installed on a rack similar to the devices at Pickering [5]. A rack of digital
devices would easily allow information and data to be collected and transmitted as a package to a
local control station or even to the control room.. Regulatorily such devices would require
treatment similar to that described for an EDD.

There can be debate as to whether a particular digital device should be considered an EDD. For
example some digital devices are considered to be standalone devices, not embedded or
integrated as part of another equipment. This draws a distinction between smart transmitters
which may be considered standalone devices, while some digital devices or components for
circuit breakers, motor control centers, etc. are embedded or integrated as part of the
corresponding equipment. Instances of a digital device embedded into a card used as part of a
reactor protection system may or may not be considered an EDD. Again, regulatorily, these
devices would require treatment similar to that described for an EDD.

In this report such technologies are sometimes described alongside EDDs.
2.1.1 Hardware

The hardware part of an EDD is the physical unit that consists of the digital device that may be
installed in or on a component.

Firmware is software specifically designed for a piece of hardware, such as
e microprocessors/microcontrollers,

e PLDs, including CPLDs,

FPGAs,

ASICs,



e programmable read-only memory chips, including EPROM and EEPROM.

Of the component types of interest that were identified and reviewed, some of the vendors
contacted indicated that the technologies currently used by them in EDDs were primarily ASICs
for NPPs. Other vendors indicated that they would use ASICs, CPLDs, or whatever the
customer wanted. In light of the potential costs for dedicating commercial software-based
systems, it is possible that development of ASIC-based or FPGA-based components for nuclear
power safety applications will expand in the long term. In fact, these types of components are
installed in digital devices around the world. Therefore, maintaining an awareness of the
technology is warranted as standard integrated circuit (IC) chips are replaced with FPGA and
ASICs. Only limited use of CPLDs such as the Allen-Bradley relay, the solid state protection
system (SSPS) circuit boards, and the Hagan 7300A ASIC-based circuit boards from
Westinghouse used in plant protection systems was found. Other examples are provided in the
subsection on undeclared digital content.

2.1.2 Software

Software includes the operating software, application software, and software tools, and can be
embedded in the EDD firmware or logic. Some EDDs do not contain software during operation
although software tools were used during their development.

Embedded software is software that interacts with and controls hardware. More specifically,

e The software is permanently or semi-permanently installed within the device (commonly
referred to as firmware).

e The software is embeded in read only memory (ROM); it does not need secondary
memories like the hard disk drive in a computer.

e Sensors observe the input and the software processes the data and transmits a signal to the
actuators to control the actions or to an HMI.

EDD software may be manually written by coders or through the use of software tools. COTS
software is usually dedicated. However, COTS software tools may or may not be dedicated.
One vendor contacted indicated that they write software code and use software tools according
to the customer and the application of the component.

2.2 Diverse Terminology Related to EDDs

Inside and outside the nuclear industry, different terms for EDDs may mean the same thing or
may mean different things. Outside of the nuclear industry, however, the same words may refer
to different functions or even to a system. A list of common terms which can apply to a
component or system and which may or may not be referring to the same functionality is provided
below:

Embedded digital devices (EDDs)
Embedded programmable device
Embedded systems
Programmable digital device
Microprocessor-controlled device
Configurable device



Smart device

Intelligent device

Intelligent electronic device (IED)

Intelligent field device

Digital field device

Industrial digital device of limited functionality
Smart manufacturing systems

A single term may refer to different types of devices, or different terms may refer to the same type
of device and use. For example, components with EDDs may also be referred to as smart
devices, intelligent devices, digital field devices, industrial digital devices of limited functionality,
etc. However these terms should not be considered synonymous. For example a particularly
complex and flexible EDD may not meet the definition of an industrial digital device of limited
functionality. In other uses, the term smart device may refer to a single component, or it may refer
to its use in a system.

The difference in functionality and terminology should be carefully reviewed when considering any
regulatory guidance, standard, method, or operating experience because its use could be different
than thought. Based on this review, smart device and intelligent device are the most frequently
used terms for components in the nuclear industry, whereas industrial internet of things (110T)?

refers to interconnected devices used in the process industries.

Therefore, when determining how digital devices are used and regulated, the term EDD may be
too limiting or confusing. In this report, if quoted or referenced material from industry or regulators
refers to these devices using another term, then that term is maintained. However, this report
otherwise uses the term EDD and the definition provided in RIS 2016-05 [1].

Some examples of the most common terms related to EDDs are provided below.
2.2.1 Smart Device

Digital commercial-off-the-shelf (COTS) devices are generally referred to as smart devices in
process industries and outside the U.S. This is the most frequent term used. Smart devices are
assimilated to computer-based safety systems (CBSSs) [7].

For some companies, the term smart device refers to devices that communicate with neighboring
devices to optimize their own performance based on information about surrounding conditions.
An example is a flow transmitter that can autonomously compensate its measured value with data
from connected pressure or temperature sensors [8]. For an NPP, this would still be an emerging
technology (ET) because of limitations on interconnectivity.

In Canada, a smart device is configurable but not programmable and has limited and pre-
developed functionality and low complexity. Example devices are uninterruptible power supplies,
transmitters, netting switches, and relays. Example configurations include set points, input/output
(1/0) ranges, proportional—-integral—derivative controller (PID) parameters, menu settings (event

2 lloT refers to interconnected sensors, instruments, and other devices networked together with computers in
industrial applications, including manufacturing and energy management. This connectivity allows for data
collection, exchange, and analysis, potentially facilitating improvements in productivity and efficiency, as well as
providing other economic benefits. The lloT is an evolution of a distributed control system (DCS) that allows for a
higher degree of automation to refine and optimize the process controls.

2-4



logging setting, trend settings, user interface, etc.), and enabling features (write protection,
passwords, etc.) [9].

In many instances, a smart device is identical to an EDD, but it simply has another name.
However, Sellafield® defines a smart instrument as one that measures or directly controls a single
process variable, uses a microprocessor, and is a COTS instrument [10]. At Sellafield, the smart
instruments could communicate by using highway addressable remote transducer (HART)
protocols, although this feature is not currently being used.

Smart devices are not restricted to measurement devices; they also include actuators, valves,
motor variable speed drives, and other control equipment. Some users of the term smart devices
mean devices that provide control capabilities, such as smart thermostats as used in homes or
business environments.

Based on guidance in technical guidance note (TGN) 032, the ONR defines a smart device as
[11]:

e COTS
e Based on microprocessors/microcontrollers running software/firmware
e User configurable but not user programmable; user cannot add new functionality

Devices that are typically excluded from the definitions of smart devices are programmable logic
controllers (PLCs), supervisory control and data acquisition (SCADA) systems, and distributed
control systems (DCSs). Also excluded are unique programmable systems—in essence, anything
that contains full variability language.# By this definition, non-smart, “dumb” instruments do not
feature a microprocessor and firmware. For example, a dumb pressure transmitter would include
simple pressure switches and older transmitters based on analog operational ampliers, etc.

2.2.2 Intelligent Device of Limited Functionality

International Society of Automation (ISA)-108.1-2015 [13] defines an intelligent device as a
“device having digital communication and supplementary functions such as diagnostics in addition
to its basic purpose.”

Regulators in France use the terms intelligent device and intelligent device of limited functionality.

The French define a device with limited functionality as a device that contains pre-developed
software or programmed logic whose primary function is well defined and applicable to only one
type of application within an 1&C system [14]. Furthermore, the primary function of the device is
conceptually simple, is limited in scope, and is not re-programmable after manufacturing. If the
device’s primary function can be tuned or configured, then this capability is restricted to
parameters related to the process. Examples of a digital device with limited functionality include

3 Sellafield is a large multi-function nuclear site on the coast of Cumbria, England. As of 2019, activities at the site
include nuclear fuel reprocessing, nuclear waste storage and nuclear decommissioning, and it is a former
nuclear power generating site.

4  The IEEE Digital Engineering Guide (DEG) defines full variability language (FVL) as “language designed to be
comprehensible to computer programmers and that provides the capability to implement a wide variety of
functions and applications.” For the EPRI DEG, FVL conveys the idea of programming an I&C system or
component using languages like C, C++, assembly, etc., to achieve the application. Examples of FVL systems
include general purpose computers, such as a plant process computer. However, it must be understood that FVL
is also found in software embedded in an I1&C system or component, but the FVL is typically hidden from the
user’s point of view.
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sensors, actuators, electrical protection devices, etc., that are functionally simple. Since 2016, the
French standard RCC-E has two possible qualification paths: via use of IEC 61508, or via IEC
62671 with provisions for accelerated qualification for devices already certified per IEC 61508.

The Multi-national Design Evaluation Programme (MDEP) and IEC 62671 use the term industrial
digital device of limited functionality instead of EDD. MDEP CP-DICWG-07 [15] uses this same
term and definition, while the International Atomic Energy Agency (IAEA) [16] uses the same
terminology and a similar definition. MDEP does not consider complex devices such as those that
use commercial computers (PCs, PLCs) to be an industrial digital devices of limited functionality.

IEC 62671 [17] defines a digital device with limited functionality as a device that complies with the
following criteria:

a) The device is a pre-existing digital device that contains pre-developed software or
programmed logic (e.g., an [hardware description language programmed device] HPD)
and is a candidate for use in an application important to safety.

b) The primary function performed is well-defined and applicable to only one type of
application within an I1&C system, such as measuring a temperature or pressure,
positioning a valve, or controlling speed of a mechanical device, or performing an alarm
function.

¢) The primary function performed is conceptually simple and limited in scope (although the
manner of accomplishing this internally may be complex).

d) The device is not designed so that it is re-programmable after manufacturing nor can the
device functions be altered in a general way so that it performs a conceptually different
function: only pre-defined parameters can be configured by users.

e) Ifthe primary device function can be tuned or configured, then this capability is restricted
to parameters related to the process (such as process range), performance (speed or
timing), signal interface adjustment (such as selection of voltage or current range), or
gains (such as adjustment of proportional band).

IEC notes that limited functionality is a synonym for dedicated functionality, in which the device is
dedicated, as it is used for one specific function that cannot be changed in the field. IEC defines
dedicated functionality as the

property of devices that have been designed to accomplish only one clearly defined function or only
a very narrow range of functions, such as, for example, capture and signal the value of a process
parameter, or invert an alternating current power source to direct current. This function (or narrow
range of functions) is inherent in the device, and not the product of programmability by the user.

Ancillary functions such as self-monitoring, self-calibration, and data communication may also be
implemented within the device, but they do not change the fundamental, narrow scope of the
device’s applicability.

This same document (IEC 62671) provides the following examples of devices that would not be
considered to be devices of limited functionality [17]:

e PICs,



o Devices provided with a programmable language, regardless of its restricted nature (in
terms of number of function blocks (or equivalent) or inputs and outputs), where such
devices have been designed to allow them to be configured for more than one application
(example: single loop digital controller with a function block language).

Thus, devices of limited functionality have restricted configurability so that they can be configured
in only very limited ways, with relatively few options to control the manner in which a device will
function in its intended application. The primary function or singular function (or minimal set of
related functions) of the candidate device is required for the system and is important to safely to
perform its function, as claimed in the safety analysis, and which is relied on to operate
autonomously to achieve this function.

A multi-function device may offer the possibility of using several of its main functions as a primary
function, but such a device would not meet the definition of having limited functionality and would
be less favored for use than a single-function device.

IAEA SSG-39 [16] states that a device of limited functionality has the following characteristics:
o It contains predeveloped software or programmed logic;

¢ Itis autonomous and performs only one conceptually simple principal function, which is
defined by the manufacturer and which is not modifiable by the user;

e |tis not designed to be reprogrammabile;

o Ifitis reconfigurable, then the configurability is limited to parameters relating to compatibility
with the process being monitored or controlled or to interfaces with connected equipment.

EPRI 1002833 seems to relate limited functionality to a device that can be comprehensively
tested; this update to NEI 01-01 states that “Example 4-1 describes the case of a digital “smart”
transmitter that uses a relative simple digital architecture internally, drives the existing 4-20mA
instrument loop, has limited functionality that can be comprehensively tested, and has extensive
operating history.” [18].

Regulators in Japan identify the following devices as having limited functionality rather than
defining the functionality: actuator, relay, breaker, monitoring device, recorder, and controller [19].

2.2.3 Embedded System

Another frequently used term is embedded system, which is used more in industry and in the
internet of things (loT) industry (see below). An embedded system is a combination of computer
hardware and software, either fixed in capability or programmable, that is designed for a specific
function or functions within a larger system [20]. The global market for embedded systems has
been growing because of the increase in devices that include embedded systems. The market
has also witnessed vast developments owing to advancements in areas such as material
sciences, manufacturing techniques, and research and development (R&D) activities. The result
is an increased demand for advanced capability of the devices and product choices.

One of the largest users of embedded systems is the automotive industry that is projected to
account for almost 20% of the overall market by 2021 [21].



Other key markets for embedded systems include consumer electronics, defense, and aerospace
[21]. In particular, the consumer electronics industry has been gaining market share over the
years as consumers increase spending on devices such as smartphones, laptops, and tablets for
personal use. Adoption of smart electronics devices as a part of smart home setups also helps
make the electronics industry a leading embedded systems market.

One area in which embedded systems are different from operating systems and development
environments of other larger-scale computers is in the area of debugging [22]. Programmers
working with desktop computer environments have systems that can run both the code being
developed and separate debugger applications that monitor the actions of the development code
as it is executed; however, embedded system programmers sometimes cannot do both.

Some programming languages run on microcontrollers with enough efficiency that rudimentary
interactive debugging is available directly on the chip. In many instances, however, debugging of
embedded systems requires attaching a separate debugging system to the target system via a
serial or another port. In this scenario, the programmer can see the source code on the screen of
a conventional personal computer just as would be the case in the debugging of software on a
desktop computer. A separate, frequently used approach is to run software on a PC that
emulates the physical chip in software, thus making it possible to debug the performance of the
software as if it were running on an actual, physical chip.

2.2.4 Internet of Things

The internet of things (10T) builds on the embedded system base, which is expected to continue
growing rapidly, driven in large part by the loT. Expanding loT applications such as wearables,
drones, smart homes, smart buildings, video surveillance, 3D printers, and smart transportation
are expected to increase the growth of embedded systems.

Companies are incorporating smart technology such as IoT into their systems and devices by
expanding network-capable sensors and equipment to observe from monitors and
communications links how a plant is operating. In the past, machines only sent small packets of
data to a supervisory manufacturing execution system (MES) or SCADA platform; today, more
information is being sent from sensors, equipment, and the plant floor over the same backend
network.

In the manufacturing arena, the use of the term smart devices represents the convergence of
information technology (IT) with operational technology (OT). IT/OT convergence is the
integration of IT systems used for processing and storing all forms of electronic data with OT
systems traditionally associated with manufacturing and industrial environments used to monitor
events, processes and devices, and allow for adjustments in industrial operations. The purpose is
to maintain the availability of the production process and to inform the operators of plant status.

IT/OT convergence may also be referred to as the IoT or the Industrial Internet of Things (lloT).

Whereas IT inherently includes communications as a part of its information scope, OT has not
traditionally been networked technology [20]. Many devices for monitoring or adjustment did not
contain programmable devices, and those with computational capabilities generally used closed,
proprietary protocols and PLCs rather than technologies that afford full computer control.

Like IT networks, OT networks are generally made up of computers, servers, and network
switches. However, unlike IT networks, OT networks are comprised of an entirely different set of



hardware components that would typically be found on a manufacturing plant floor. The OT may
be referred to as the industrial control system (ICS) or SCADA system. Some components in the
control system include PLCs that control manufacturing equipment or HMIs that allow operators to
interface with machinery.

Companies have begun integrating their IT and OT networks by employing loT sensors on
machinery to monitor valves, pumps, gauges and other pieces of equipment. By converging
these systems, companies can monitor and harness data in new ways, implementing live
dashboards, anomaly detection, process automation, relevant generation of key performance
indicators (KPIs), and hundreds of other features now possible with IT/OT convergence [24].

Other benefits of the IT/OT convergence is that the information on plant status can now be
remotely accessed. Avanceon’s Industry 4.0 [25] provides information at industrial plant levels by
allowing workers to remotely access process sensors or final element information like measured
value, configuration settings, etc. Among other things, this allows device- and system-
performance optimization though delivery of remote services for maintenance and upgrades or
repair from a remote location via the cloud.

It was estimated that by 2019, 35% of large global manufacturers with smart manufacturing
initiatives had integrated IT and OT systems [21]. This percentage will likely increase as a
Gartner survey reports that organizations are increasingly integrating and upgrading their
systems, as advancements in technology have demonstrated that integrated systems produce
optimized data results [24].

2.2.5 Programmable Digital Device

EDDs are a subset of programmable digital devices (PDDs). Institute of Electrical and Electronics
Engineers (IEEE) 7-4.3.2-2016 [26] defines programmable digital device as “any device that relies
on software instructions or programmable logic to accomplish a function. Examples include a
computer, a programmable hardware device, or a device with firmware.”

2.3 Examples of How EDDs Are Currently Being Used

The trend towards using EDDs is pervasive—from intelligent refrigerators to power plants to the
loT. EDDs are being commaoditized into products and components that enhance their
performance to make them easier to use. In part, this ease of use results in a move away from
supplying data to that of supplying information. An EDD can process raw data into graphs or
tables with alarms, indicators, or trends.

EDDs typically monitor parameter inputs, monitor components and their health, and provide an
HMI. In some cases, an EDD may provide limited control capabilities. Because of the manner of
their current use, EDDs may be too complex for vendors or suppliers to easily analyze and verify.

The use of EDDs in other industries was surveyed in the DOE NEET program, where the market
for EDDs is focused now, but its use will migrate to the nuclear industry. Some examples from
outside the nuclear industry are provided in the subsections below.

2.3.1 Personal Electronics and Appliances

Embedded digital capabilities in consumer products are making their way into industrial uses in
pumps, valves, breakers, etc., with sophisticated new diagnostic, monitoring, and control



capabilities. For example, many consumer products rely on HMI to select or launch applications
in appliances or cell phones. The worldwide use of these products and advancements in their
capabilities is merging into the components used in the nuclear market. Thus, it is preferable to
address the issue now.

Not surprisingly, home appliances are benefitting from the use of EDDs through added
functionality and communication capabilities. For example, a smart oven with an EDD can
communicate over Wi-Fi or Bluetooth to an application on the user’'s smart phone [28].

2.3.2 Industrial Sector

Embedded digital capabilities in various industrial sectors are making their way into control
systems and autonomous controls.

EDDs may also transform how the component operates. ITT Industrial Process has developed a
pump with an EDD that can derive pump flow for centrifugal pumps without using separate flow
sensors. The EDD uses the pump flow information to protect the pumps from minimum flow,
deadhead, run-out conditions, and cavitation. When multiple parallel pumps are in use, the EDDs
can coordinate and balance all the pump outputs [27]; this communication capability makes the
EDD more of a system than a component.

2.3.2.1 Aerospace

The aerospace industry was an early adopter of embedded systems. Specifically, guidance
computers and avionics packages. These devices can perform complicated measurements and
control functions that increase the safety of complex, unstable craft. For example, spacecraft use
an embedded computer to take inertial measurements and absolute attitude data from a star
tracker and synthesize them into altitude and heading information using Kalman filtering of the
variables. These technologies would generally not be considere embedded digital devices.
However some features of these early systems can now be found within EDDs, such as Kalman
filtering.

2.3.2.2 Medical

Medical devices are also employing embedded digital systems, particularly in wearable devices
like intelligent asthma monitors that can identify an oncoming asthma attack before the wearer
notices symptoms. Another example is the SMART(rill surgery tool that recommends where and
how to drill based on resistance, bone density, and other factors while also providing surgeons
real-time performance feedback.



3 IDENTIFYING DEVICES WITH EDDS

EDDs can be introduced through system upgrades, component replacements, and new
equipment applications. With over 6,000 vendors that supply components or services to NPPs
and thousands upon thousands of components, a strategy was developed to select types of
components in safety systems or systems important to safety that would be likely to have EDDs in
the near term.

The use of EDDs in components used in the market is already very prevalent and is expected to
expand into the nuclear market. Some current statistics are outlined below that shows its
prevelance in industrial commercial and residential use and the limited market in the nuclear
industry.

¢ Industrial, commercial, and residential use:
o 1.5 million valve positioners with digital field devices are currently installed around the
world [30].

o 8 million Rosemount 3051 pressure transmitters with digital field devices are currently
installed around the world [31].

o 1.5 million Rosemount 644 temperature transmitters, with an optional local operator
interface (LOI) are installed around the world [31].

o 1.8 million pressure transmitters are sold annually in the United Kingdom [32].

e Nuclear industry:
o 540 pressure transmitters were purchased by the entire UK nuclear industry [32].

Thus, the data shows that a general market search would not indicate how EDDs are in use at
NPPs. Several approaches were considered for identifying components with EDDs and their
functions that would be relevant to safety-related applicatons at NPPs. One approach would be to
focus a survey strictly on EDDs. DOE’s Nuclear Energy Enabling Technology (NEET) program
used this approach and focused their internet searches on EDDs. They identified the EDDs in
use primarily for residential, business, and industry [33]. Their searches showed that the
pervasive use of EDDs are outside the nuclear industry, which is supported by the data above. In
terms of functionality, the research performed for this effort showed that EDDs primarily provide
communications and diagnostics. However, based on the prevalence of EDDs as shown by the
NEET study, it is very likely that as the use of EDDs increases, EDDs will migrate to the NPP
industry, and other suppliers currently outside the nuclear industry will become NPP
suppliers/vendors.

Of interest are the vendors that supply components with EDDs to NPPs. To this end, the
approach was to specifically identify NPP vendors that supply selected components of interest.
With over 6,000 vendors that supply components to NPPs, it was surmised that vendors that also
design, build, and install I&C systems would be the most likely to first couple EDDs to their
components. This lead to another choice: develop questionnaires (surveys) or perform focused
surveys by directly contacting the down-selected list of vendors.



A review of studies that sent questionnaires to licensees showed unfavorable response rates.
Some examples are provided below:

o EPRI developed a questionnaire (survey) about retrofits for utilities [34]. EPRI did not
pursue this approach at the recommendations of the utilities themselves.

o EPRI conducted a survey of the application of advanced technologies to systems within
NPPs by developing a questionnaire to identify the use of advanced 1&C and control room
technology [35]. The questionnaire was distributed to representatives of numerous
domestic NPPs. There is no publication available that documents survey findings from this
activity.

¢ ORNL did have some success in its survey of emerging technologies [36] when combined
with literature reviews, internet searches, vendor contacts, and discussions with technology
experts. The key to ORNL’s success was the direct contact with vendors.

The responses to surveys and their usefulness (or lack thereof) and ORNLs success of directly
contacting vendors led to a different approach. The chosen path forward was to

e identify vendors that provide I&C systems to NPPs
o identify those types of componets likely to have EDDs that are used in safaty applications
¢ idenfity those vendors that supply one or more of the components likely to have EDDs

¢ identify those vendors that provide I&C systems and one or more of the comonents likely to
have EDDs

e contact the vendors to determine the characteristics and functionality of the EDDs

3.1 1&C Vendors for NPPs

Because it was surmised that the vendors who also design, build, and install I&C systems in
NPPs would be those most likely to couple EDDs to their components supplied to NPPs, the first
step was to identify those I&C vendors.

Our review identified those digital I&C systems and components that are currently used or are
planned for use in domestic NPPs. The research approach involved data mining of available
publications, reports, and information sources, followed by a more detailed search of operational
data. The result of the review identified 42 I&C vendors who had some type of I&C system or
platform approved by the NRC or that was undergoing NRC review. The I&C systems included
PLCs, microprocessors, and FPGA-based systems.

3.2 Types of components in NPPs in safety applications likely to have EDDs

A typical NPP may contain ~200 pumps and over 5,000 valves [37]. That same plant may
contain some 10,000 sensors and detectors,including up to 20 neutron detectors, 60 resistance
temperature detectors (RTDs), as many as 100 thermocouples, and 500-2,500 pressure
transmitters [38]. AZZ/Nuclear Logistics, Inc. partners with manufacturers and can offer over
10,000 prequalified components [39]. Thus, the number of components, component types, and



vendors is too large to thoroughly review, and a random collection of data would likely produce
indefensible results.

In selecting a representative set of components likely to contain EDDs, a review was performed of

the list of component vendors, along with information from previous studies on EDDs [47, 48]—all

while overlaying the function of an EDD. Component lists were reviewed from the following

sources:

¢ Nuclear Utility Obsolescence Group (NUOG) [40]

¢ Nuclear Suppliers Association (NSA) [41]

¢ Nuclear Plant Journal (NPJ), web site [23] and digital copy of journal [43]

¢ Nuclear Engineering International (NEI) [44]

o American Nuclear Society (ANS) products and services issue of Nuclear News [39]

¢ Nuclear Procurement Issues Corporation (NUPIC) [45]

e World Nuclear Association [46]

e Nuclear Engineering Enabling Technologies (NEET) workshop on the Qualification of
Embedded Digital Devices that included government and industry, utilities, universities, and

vendors [47]

¢ University of Tennessee Knoxville (UTK) identification of EDDs in selected components [33,
48]

Eighteen types of components were identified as likely to be used in NPPs in safety related
applications (Table 3-1) (Appendix B). This list is not necessarily a complete list of components
that may include EDDs, but a down-selection process was necessary to determine the scope of
the problem. During the down-selection process, services (non-components), passive
components (e.g., piping), and structural components (including cable trays) were removed from
further review.

Table 3-1 Types of Components in NPPs in Safety Related Applications Likely to have

EDDs
Chart (data) recorders Priority logic modules
Circuit breakers Pumps
Diesel generators Radiation monitors
Flowmeters Relays, time-delay relays
Gas analyzers Temperature transmitters
Level meters Uninterruptible power supplies (UPSs)
Motor control centers (MCCs) Valve actuators
Power supplies Valves
Pressure transmitters Voltage regulators




3.3 Component Vendors for NPPs

To determine the quality and functionality of the EDDs, those vendors with approved I1&C systems
in NPPs that also produce a component in the list of most likely components to be installed in an
NPP were identified. Thus, this review focused on those vendors that provide components to
NPPs. Component vendor lists were reviewed from the same sources used to identify types of
components listed above.

From the over 6,000 vendors that provide components, structures, or services to NPPs.
Eliminating those vendors that provide at least 1 of the 18 component types of interest reduced
the number of unique vendors to 320.

3.4 Vendors of Interest

To reduce the number of vendors to consider further, it was hypothesized that those vendors most
likely to embed digital devices into their components would be those that also design, build, and
install I&C systems in NPPs. Thus, the list of vendors that supply at least one of the component
types of interest to NPPs likely to be used in safety related applications was reduced to those
vendors that also design, build, and install 1&C systems in NPPs. When the list was reduced to
only include vendors that supply at least 1 of the 18 component types to NPPs and that also
provide I&C systems, 17 vendors remained (Figure 3-1).

Very large number of components and vendors

320 NPP vendors with
components of interest

~6000 NPP vendors

interest

Figure 3-1 Down-Selection Process to Identify Vendors of Interest for Focused Search for
EDDs in 18 Component Types.



These 17 I&C vendors were contacted for the focused vendor searches:

e Allen Bradley e Areva/Meggitt ¢ Eaton/Curtler Hammer

e Emerson/Rosemount e Areva/Miron e Framatome

o GE/GE-Hitachi e Foxboro ¢ Invensys/Schneider Electric
o KEPCO/KNCH e Honeywell ¢ Rolls-Royce

o SAIC e Mitsubishi e Westinghouse

e Yokogawa e Siemens

ORNL contacted these selected vendors via personal communication using the contacts provided
in the products and services lists. Although surveys are typically not productive, this method of
personal communication proved beneficial.

The personal contact with vendor engineers and representatives was insightful, and beneficial. In
fact, the perception was that the vendors would partake in a workshop to discuss the use of EDDs
and the requirements related to the use of firmware.

From discussions with vendors, it was noted that the software developer may be the licensee, the
vendor, a company working on behalf of either, or a commercial software development company.
For example, Allen Bradley, owned by Rockwell Automation, has PLC-based bus load
sequencers, a feedwater controller, and BOP controls. For components, Allen Bradley has safety
relays, solid-state pressure sensors, flow switches, solid-state temperature sensors, and
temperature controllers, to name a few. For the Allen Bradley 700-RTC relay however, Texas
Instruments (TI) was responsible for the design change from an IC chip to the CPLD [49].
Thomasnet.com, which provides over 500,000 detailed supplier profiles, states that Tl is a
“Manufacturer of analog and embedded processing devices.” This shows that outsourcing does
occur, although it is not readily apparent.

Other 1&C vendors or component vendors not contacted may or may not develop their own EDDs.
However, the information obtained from this subset of vendors will most likely remain the same
regardless of the sample size. In fact, randomly contacting these other vendors did not provide
additional information on the quality and functionality of the component types beyond what was
already known.

A complication affecting this selection process is that over time, companies merge or are
acquired. For example, Eaton, which was included in our selection process, now includes Cooper
Power Systems, Cutler-Hammer, Holec, Kearney, Kyle, McGraw-Edison, Pedersen Power
Production and the distribution and control business unit from Westinghouse.

3.5 Quality and Functionality

The desired output of this process involving contacting vendors was to learn about the quality and
functionality of the EDDs. Not surprisingly, most of those vendors that provide I&C systems for
use in NPPs have a 10 CFR 50, Appendix B program. Somewhat surprisingly (to the ORNL
researchers), because not all of the internal components come from Appendix B—approved
suppliers, some vendors sent the EDDs to a commercial grade dedicaiton (CGD) facility, even
though the vendor’s design and manufacturing were performed under an Appendix B program.



Functionality/function for EDDs can be used to categorize devices. The functionality/function(s) of
these 18 component types selected for review were determined to allow the classification of the
devices at the component level rather than the system level. At the device level, functionality
attributes identify significant functional activities and actions performed by the EDDs. This
attribute addresses the functionality provided by an EDD that enables implementation of its
functions. For the 18 component types, it was determined that the EDDs perform the following

functions:

Non-control functionality

e Monitor the components’ inputs

o

Monitoring can be used to provide component health information or process variables;
or it could be used by licensees to reduce surveillance activities and extend calibration
intervals of I&C equipment.

The process variables monitored in the EDDs by component type is dependent upon
the purchase order received by the vendor. Depending upon the type of device, the
process variables include voltage (v), frequency (f), current (i), temperature (T),
pressure (P), flow, etc. These variables can be transmitted to a control system such as
the RPS.

There could be an interface between the EDD controls and the sensors or the sensor
could be part of the EDD.

e Diagnostics

o

Self-diagnostics are one means that can be used to assist in detecting partial failures
that can degrade the capabilities of the system but may not be immediately detectable
otherwise.

Diagnostics are typically coupled with a monitor or a display device. The diagnostics
can be separate from the control device and could even be developed and certified to
different safety integrity levels (SILs).

A software-to-system interface provides the data necessary for diagnostic coverage
and alarms.

e Display (i.e. provide an HMI)

o

HMIs used in the industrial context are mostly screens or touchscreens that connect
users to machines, systems, or devices. HMIs can be simple screen displays
mounted on components, advanced touchscreens, multi-touch—enabled control
panels, push buttons, computers with keyboards, mobile devices or tablets.

In industrial facilities, factory operators use HMIs to control and automate machinery,
as well as their production lines. A remote integrated HMI with a control function that
has 2-way communication should follow guidance for systems rather than guidance
tailored for devices.

The basic HMI display of the process variables monitored can display alerts if a
variable is outside of expected parameters, and it can display diagnostic results.



o

The HMI screen can be integrated with a control function to allow operators to turn
on/off components or to allow for adjustment of parameter displays, EDD operating
parameters, etc.

There will be an interface between the EDD and the display monitor (i.e. HMI).

Control functionality

e Control

o

o

An example of a control function for an EDD would be to take a reference signal in the
process, compare it to the setpoint, and then change the output to the control device
accordingly to minimize the error (such as a voltage regulator).

A device with limited functionality could have a control function. That is, a device of
limited functionality is a device whose primary function is well defined and applicable to
only one type of application within an I&C system.

Communications functionality

e Communications

O

For this report, digital communications are not considered to be a functionality of an
EDD because the communication function would be in support of a control or non-
control function. If the primary purpose of a digital device were communications this
would be a part of a system as opposed to an EDD. Further, while the lloT inherently
covers communications as a part of its information scope, the current use of EDDs in
the nuclear power industry has not used networked technology. Once an EDD is
connected and communicating (with possible voting logic), it's functionality would
affect system level concerns, such as independence between redundant trains or
safety/non-safety interactions, which would need to be reviewed; current regulations
and guidance adequately cover this.

Communication capabilities may be present to allow the capability to perform
diagnostics, maintenance, or software updates. These types of capabilities may not
require networking.

The functionality of diagnostics allows the health of a device to be monitored continuously and
remotely (through one-way communications). Devices with communication capabilities in use in
industry can be configured remotely, and some devices allow firmware updates to be installed
remotely. The process industry uses diagnostics to identify degradations, thus allowing corrective
action to be taken and avoiding an upset condition.



As an example, the functionality of diagnostics related to a control valve is the capability to detect
a variety of issues such as the following potential problems:

Air leakage

Valve assembily friction and dead band
Instrument air quality

Loose connections

Supply pressure restriction

Valve assembly calibration

The diagnostic capability can also facilitate characterization of the valve’s performance following
maintenance to increase the assurance that the valve will function properly when returned to
service.

The control functionality uses onboard processing and sensor information or inputs such as from
RPS or ESFAS for local open-loop and closed-loop control of process parameters. Utilizing
feedback and sensor information within the EDD could be used to improve the transient response
and accuracy of the controlled process parameters without resorting to centralized control.

The onboard processing ability in EDDs can be used to locally perform tasks such as:

Self-calibration

Continuous device diagnostics

Statistical process information analysis

Detection of sensor failures and switching to backup sensors
Digital filtering

Temperature compensation

Known sensor error compensation

Local data storage

Signal analysis

EDDs with expanded communication capabilities (an ET) would enable new modes of interaction
between the operator and the device and inter-device communication and coordination.
Communication functions would be expected to be separate from those that allow for modification
of the configuration of the EDD or for making program changes to the EDD. Once the device has
a sufficiently expanded communications function it would behave more like a system rather than a
simple component because of the interconnectivity between devices.

An EDD can have one or more of the functionalities—monitoring, diagnostics, display, control, and
communications—during its operation. In fact, many devices have several of the functional
characteristics listed above. That is, if the EDD were to provide some sort of control, then it would
likely have diagnostics and monitoring capabilities. For example, low-voltage circuit breakers may
incorporate embedded digital equipment to provide (1) monitoring functions or (2) monitoring and
control functions.

A number of important trends can be observed in the development of embedded systems (which
would apply to or include certain EDDs) and their functionalities [51]:

1. Users demand that products have more functionality.



2. The functionality provided by embedded systems is shifting from hardware to software.

3. The functionality of embedded systems is not solely developed by just one manufacturer
but is common to multiple parties.

4. Embedded systems are more and more integrated into networked environments that affect
plant systems in ways that were not foreseen during their construction.

At the component level, the functionalities required from the device, as well as the performance
attributes associated with that functionality, include performance characteristics such as response
time, memory allocation, reliability, and environmental qualification requirements. Many studies
on functionality are focused at the micro level and specifically evaluate the functionality of the
system.

At the system level, the functionalities required from the device reflect the purpose of the device.
Simply stated, the software should operate as it is supposed to, and the macro level evaluation
addresses the impact of its failure on the system and the device’s fitness for purpose. The macro
level analysis identifies the user’s/product’s needs that are documented as the features of the
system. This is typically described by documenting the intended use of the device to be designed.

This difference between component and system level analysis is important. The functionality of
new features (compared to analog) is important only for those devices providing a function
required for the system level function or that could impact providing the system level function such
as through timing or internal communications. That is, for those functions such as monitoring, the
component may still be operable, even if the displays fails.






4 SUPPORTING ISSUES

The introduction of EDDs can affect safety by creating new hazards, vulnerabilities, failure modes,
triggering mechanisms, and other potential safety concerns at both component and system levels.
New vendors into the market may not be familiar with the quality requirements associated with the
nuclear power industry, especially for safety related applications.

The NRC issued RIS 2016-05 [1] to clarify their technical position on existing regulatory
requirements for the quality and reliability of safety-related equipment with EDDs. RIS 2016-05,
which applies to equipment, instrumentation, and controls that contain EDDs in safety-related
systems, states that potential safety issues from using EDDs should adequately address the
following:

1. The quality and reliability of EDDs that exist in actuation equipment
2. The potential vulnerabilities to CCFs

3. Sufficient procurement planning and material control to identify, review, test, and control
EDDs

Other issues include the potential for undeclared digital content in the devices, the difficulty in

obtaining information about a device’s design and operating history, the use of software tools,

accepting certifications (similar to dedication) from other entities, new cyber security concerns,
and the possibility that a graded approach may be beneficial for approving the use of EDDs.

In addition to meeting performance requirements, the EDDs should be designed for a reliability
level that is commensurate with the safety significance of the function(s) to be performed.
Design attributes for achieving a given level of functional reliability and robustness include those
related to quality, knowledge of the digital content in the EDD, the use of software tools, cyber
security vulnerabilities, redundancy, diversity, failure detection, periodic testing (including the
use of self-diagnostic features and surveillance tests), and failure data/failure modes.
Verification and validation (V&V) should be included at appropriate stages of the design to
confirm that the necessary safety functions have been identified and will operate as intended.

These issues, discussed below, can be used to guide regulatory judgements and
recommendations when undertaking technical assessments of the use of EDDs in safety related
applications. The supporting issues can be used to appropriately grade the review of the use of
EDDs. In addition, the supporting issues can be used to guide assessments of components in
proposed new nuclear facility designs.

4.1 Quality Assurance

The NRC has regulatory requirements to provide adequate assurance that the appropriate Quality
Assurance(QA) is achieved; however, making this determination has proven to be problematic for
components that contain EDDs, particularly if the presence of the EDD is not explicitly identified.



Quality Assurance is considered acceptable if the component or system is designed,
manufactured, and maintained as required in 10 CFR 50, Appendix B. Some other countries and
industries use International Standards Organization (ISO) 9001 to ensure adequate QA. SECY-
03-0117 reviewed 1ISO 9001-2000 against the existing framework of Appendix B and concluded
that ISO 9001 does not meet the requirements of Appendix B [52].

Two different methods of approving a component for use in safety-related applications are
described in 10 CFR Part 21. The first method is to design and manufacture the component under
a 10 CFR 50, Appendix B—compliant QA program. The second method is to dedicate a
commercial grade item (CGlI), which, if implemented correctly, is considered to be equivalent to
the first method. The key in CGD is being able to identify and verify appropriate critical
characteristics. Only if a safety-related component has appropriate critical characteristics that can
be verified without requiring in process inspections and verifications can the component be
purchased as a CGl and commercially dedicated.

Commercial grade dedication must be performed under an Appendix B QA program. In some
cases, the licensees perform the CGD themselves.

The basis for a CGD program is provided in 10 CFR 21 for the reporting of defects and
noncompliance. EPRI 3002002982 [53] (an update of EPRI NP-5652) provides guidelines for the
CGD program, which can be used to dedicate hardware, software, and services. Software
includes the operating (platform) software, application software, and software tools (compilers,
assemblers, libraries) and can be embedded in programmable/configurable/fixed firmware, or it
can be logic embedded in digital CGls. The same requirements that apply to dedication of CGls
also apply to the dedication of CGD services, such as calibration [53].

The guidance in EPRI TR-106439 [54], which the NRC concluded contains an acceptable method
for dedicating commercial grade digital equipment for use in NPPs, already includes provisions for
flexibility in quality based on other factors, thus allowing for describing graded approaches within
the existing guidance. Specifically it states:

The dedicator must determine which activities are appropriate for each application.
In general, the choice and extent of activities undertaken to verify adequate quality,
and the specific criteria applied in making the assessment, depend on the safety
significance and complexity of the device.

Safety significance depends on the function of the device and the consequences of
its failure, and includes consideration of backups or other means of accomplishing
the safety function. This includes consideration of the cumulative effects of
upgrades to systems and equipment that provide diverse backup functions,
especially in regard to preserving integrity of the intended diversity. Complexity
includes the complexity of the device (e.g., overall architecture, number of
functions, inputs and outputs, internal communications among processors or
modules, and interfaces with other systems or devices) and complexity of the
software.

Table 4-2 in EPRI TR-106439 identifies the following activities for assessing the built-in quality for
commercial digital equipment; this list is not all-inclusive [54]:

¢ Review of the design, its documentation, and hardware and software implementations



¢ Review of the design/development process and its documentation, as it was applied for the
item being evaluated

¢ Review of qualifications and experience of personnel involved in design and verification
¢ Review of vendor QA program and practices, including SQA

e Review of vendor configuration control program and practices

e Failure analysis

¢ Review of vendor testing

Review of product operating history

Regardless of whether the licensee used a commercial grade dedicating entity or performed
testing and analyses for dedication themselves, under 10 CFR 21.21(c)(1) [55], the licensee is
responsible for identifying defects and failures for dedicated items. If a commercial grade
dedicating entity is used, they also have this responsibility.

EPRI TR-106439 (endorsed by NRC) identifies NUREG/CR-6421, NUREG/CR-6294, and EPRI
TR-104159 (not endorsed by the NRC’s endorsement of EPRI TR-106439) as documents that
provide lists of attributes (not considered to be all-inclusive) related to the quality of commercial-
grade digital equipment.

As noted in IEEE Std. 7-4.3.2-2016 (not currently endorsed by NRC), not every piece of
commercial equipment is manufactured with the quality and design integrity necessary to be
dedicated [26]. A preliminary determination of the likelihood of success should be performed to
determine whether pursuit of commercial grade acceptance and dedication is likely to succeed.
This should include an evaluation of how cooperative the equipment vendor will be to detailed
design analysis of its equipment, as well as the degree to which compensatory actions are
required and if required if they are possible, and how sufficient these compensatory measures can
be for missing design, review, testing, and other essential documentation.

The safety significance and simplicity of the system also play a role in assuring quality and
dependability [18]. Software development activities must be more rigorous for applications with
high safety significance. Simple systems with well-defined failure modes tend to allow for more
thorough testing of all I/O combinations than complex systems; complexity increases the
uncertainty associated with demonstrating software quality.

Typically, evidence of QA and the manufacturer’s use of appropriate development and
manufacturing processes is obtained by performing a site visit, audit or inspection, or survey of
the manufacturer’s site and quality controls. The scope of this activity focuses on the particular
device being assessed, although some procedures might be applied to a number of different
devices by the same manufacturer.

Paragon, a commercial grade dedicating entity of printed circuit boards, power supplies, breakers,
motor control center components, pressure gauges and switches, electrical components,
mechanical components, identified the following as challenges in dedicating components [56]:

o Access to Design Information/Requirements
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o Lack of Information from Utility

Design attributes

Safety function

Qualification requirements

Host component information (if required)

IP/Proprietary issues

Purchase orders have dated information, old specifications
Utilities are doing their own CGD vs. outsourcing

o Lack of information from OEM
= Unwilling to provide adequate detalil
= Proprietary
= Obsolescence; no longer supported
= OEM Information stagnant
= Many OEMs are now gone; obsolescence

The dedication process requires access to numerous documents, which include development
process artefacts such as verification documents and results of analysis and testing performed by
the manufacturer. Experience shows that it is important that manufacturers and dedicators
access design documentation early in the engagement process with the manufacturer, e.g.,
setting up non-disclosure agreements [7]. The degree of a design’s testability promotes proper
operation and provides confidence that no new failure modes will be introduced. Adequacy of
testability of EDDs is more likely to be successfully proven through its simplicity of design. EDDs,
unlike systems, are typicaly simple devices of limited functionality with few interfaces, so their
testing should be comparatively straightforward.

Nevertheless, despite a quality development process and thorough V&V and testing, complexity

and other factors such as the inability to detect and eliminate errors may mean that defect-free
EDDs cannot be guaranteed with reasonable assurance.

4.2 Undeclared Digital Content

Commercial off-the-shelf (COTS) devices may consist of digital components with embedded
software (i.e., firmware, FPGAs), but the user or assessor may be unaware of their presence.
Even for I&C devices, it may be difficult for the user or assessor to identify an embedded digital
component. As digital content has become increasingly available and more cost effective to
incorporate into devices, many COTS devices’ analog subcomponents are being replaced with
digital devices that offer more options, reduce subcomponent part counts, and provide increased
configurations at a reduced cost to the manufacturer. Because the device function remains the
same, the product literature and part number for the device may not be revised to reflect this
change. If a digital subcomponent is not identified, then its digital/software quality would not be
assessed, and the component (i.e., COTS device) may have new failure mechanisms and modes
that were not considered [7]. This condition may be referred to as COTS with undeclared content
[57].

If it is unknown if a replacement component has digital content, replacing an analog component
may result in more than a minimal increase in the frequency of occurrence of an accident or the
likelihood of a malfunction. The undeclared digital content may also introduce new failure modes
that should be evaluated during the dedication process. The new failure modes may increase the
consequences of a malfunction or failure or create the possibility for an accident type different
than any previously evaluated.



The 18 types of components with EDDs identified earlier may contain digital content and could be
the types of items with digital content with the end user being unaware.

One of the key issues identified in RIS 2016-05 related to the use of EDDs is that licensees
include adequate procurement controls to include the identification of EDDs in procured
equipment [1].

A licensee’s 10 CFR 50.59 process should recognize any added digital content, and if necessary,
a license amendment request (LAR) should be submitted per 10 CFR 50.90. The unique
configuration of each plant, and each application within each plant, makes it imperative that each
licensee analyze whether the EDDs can be installed under 10 CFR 50.59. However, if the device
contains undeclared digital content it is unlikely that the 10 CFRR 50.59 process would properly
evaluate the failure modes of the device or its impact on system reliability and thus plant safety.
Those options that could introduce replacement parts that do not meet the original design
specifications include aftermarket parts, special manufacturing, repair/build, equivalency, reverse
engineering, or design change. (Replacement parts from existing stock and the surplus market
should meet existing requirements.)

Undeclared digital content may result from design changes made by the manufacturer that are not
communicated to the end user via notification, markings, or other indications that the device has
been changed to incorporate digital content. Left undetected, undeclared digital content could find
its way into, and become a de facto change to, the plant’s licensing basis.

EPRI uses the term undeclared digital content [57] to describe digital content that is supplied as
part of a CGI without the recipient’s knowledge and identifies three means for identifying digital
content:

1. Supplier literature (type certification, microprocessor, ASIC, FPGA, or CPLD, software
version number, configurable, communication capabilities, connection ports, RCC Class in
the French standard RCC-E, or Conformite Européenne [CE] marking, ISASecure
Embedded Device Security Assurance, or IEC certification)

2. External indications (a picture or visual inspection of the item may indicate digital content
or a software version number, or a “hexadecimal” data scheme may be included on the
label)

3. Internal indications (a picture or visual inspection of the item showing a printed circuit
board, a chip with a sticker indicating a software version number)

Because disassembling the EDD for an internal visual inspection could break seals or damage the
internals, this approach should be treated as a destructive evaluation.

Other ways to identify digital content are as follows:
1. Contact the vendor / OEM

2. Include a requirement stipulating that the vendor inform the licensee of digital content, its
form, pedigree, etc., in the purchase order. This would also serve as an aid for inspectors



If one is unsure on the possibility of undeclared digital component within a device, RIS 2016-05
[1], Curtiss Wright [58] and EPRI 3002008010 [57] provide guidance on identifying and assessing
undeclared digital content.

4.2.1 Examples of Undeclared Digital Content

As noted in Information Notice (IN) 2014-11 [59], NRC inspections identified examples in which
previous qualification testing and analysis was improperly applied, as similarity between the
previously tested and the currently supplied components was not established. This is of concern
for CGils, as changes made by a commercial OEM could impact the component’s qualification and
dedication and could go undetected. Inadequate implementation of the CGD process might result
in CGls not being properly qualified to perform their safety functions. Particular attention to this
potential concern is necessary when an item will be qualified or dedicated by an entity other than
the OEM, and potential changes to the component design might impact that process. Therefore,
care must be taken to ensure that replacement components are qualified and dedicated to
perform their safety functions prior to installation in a nuclear power plant.

Examples of undeclared digital content are provided below.
4.2.1.1 Allen Bradley 700-RTC Relay

This is an example where the digital content is not externally visible, it was used extensively in the
industry, and its failures were reported but not recognized.

In mid-2009, Texas Instruments replaced the solid state integrated circuit logic chip (i.e., old style
16 pin Motorola timing IC chip) with a complex programmable logic device (CPLD) in the Allen
Bradley 700-RTC relay. This was a rolling change, with no specific manufacturing date to help
distinguish between the old and new configurations [60]. Upon incorporation of the design
change, Allen Bradley did not change the part number of the relay, did not issue any product
update/technical service bulletin noting the change, and did not update or indicate in the 700-RTC
relay technical literature that a digital CPLD device had been incorporated into the product
design. Thus, the relay replaced a solid-state device with a programmable CPLD with the relay
having the same make, model number, form, fit, and function. The CGD of the modified relays did
not identify or address the new design or the failure mechanisms associated with the design
change [61]. The change is not visible externally because the timer circuit board containing the
CPLD is enclosed within the relay body, requiring disassembly to see it.

After replacing a governor and voltage regulator on an emergency diesel generator (EDG-3) at
Brunswick 2 in March 2015 (6 years after the design change), the output breaker failed to remain
closed during post-maintenance testing [62]. It was determined that the Allen-Bradley Timing
Relay Model 700-RTC in the breaker control logic was susceptible to an inductive kick produced
by the downstream relay when it deenergized. During subsequent post-maintenance testing on
EDG+4 after replacing the same type relay, its output breaker attempted to close four times before
finally closing. The EDG-3 relays passed a post-event site acceptance test (SAT); however, it
was determined that a recorder across the relay acted as a suppression device that prevented
inductive kick, which was the cause of the relay chattering and then failing. All 9 Allen-Bradley
700-RTC relays were subsequently bench tested, and all chattered.

Duke Energy reported the digital content in the Allen-Bradley 700-RTC relay per 10 CFR 21 [55].
Brunswick Steam Electric Plant (BSEP) did not appear in the affected plant’s list because the
relays had been obtained as commercial grade and were later dedicated for safety-related use.



Therefore, industry operating experience published via the 10 CFR 21 process was not
recognized as applicable to BSEP. Brunswick had a protocol in place to perform sample
inspection of incoming electrical CGD candidates for potential unauthorized digital devices [63].
This protocol applied to components likely to contain a digital device, such as transmitters, relays,
timers, transducers, indicators and similar products with more complex circuitry. This process
should have identified the Allen Bradley relay as having digital content [62].

In its evaluation of the cause of the event, Duke Energy indicated that the procedure for
purchasing engineering products did not contain any guidance or requirement for the examination
of dedicated high-risk items that may be susceptible to a manufacturer introducing a digital device
such as a CPLD in the component’s circuitry [62]. Thus, its CGD process did not recognize the
modification of the relay.

AZZ/Nuclear Logistics Inc. (AZZ/NLI) was the supplier of the 700-RTC relays to Brunswick 2 and
performed its own inspection of the internals of the timing relay in May 2015 [64]. AZZ/NLI
determined that the timing relays contain a CPLD that meets the definition of a digital device
under the guidance of EPRI and NEI [18]. AZZ/NLI submitted a 10 CFR 21 report indicating that
130 relays were supplied to 11 U.S. licensees since 2009. Shortly thereafter, Nutherm
International, Inc. and United Controls International (UCI) submitted 10 CFR 21 reports regarding
the Allen Bradley 700-RTC relays in June 2015 and July 2015, respectively. UCI indicated that
four relays were sent to one plant [65], and Nutherm indicated that relays were sent to two plants
[60]. Nutherm did not indicate the number of relays. A total of 5 dedication facilities dedicated
nearly 700 of these 700-RTC relays that were sent to 12 different licensees that were used in
safety-related applications [49].

Testing confirmed that the old-style relays—the ones with the 16-pin Motorola chip—did not
experience chatter and worked properly every time [49]. Testing also confirmed that those relays
with the CPLD chattered based on dc inductive kick that was produced by downstream relays de-
energizing. An inductive kick occurred when the coil de-energized, and the magnetic field
collapsed, generating a voltage spike of about 3,200-3,500 volts. That voltage spike was then
transmitted back upstream to the relay, which basically kept resetting the timer. The breaker
would reclose, and the process would start again.

4.2.1.2 Reactor Trip Breakers
This is an example of where digital content was not originally recognized.

Three-Mile Island (TMI)-1 requested a change to replace the reactor trip breakers (RTBs) in
connection with the replacement of the existing control rod drive control system (CRDCS) with a
digital CRDCS [66]. The licensee’s original submittal dated September 29, 2008 states, “[t]he
replacement of the RTBs, although included in the overall modification, is not a digital upgrade.”
However, the licensee's May 6, 2009, submittal informed the NRC staff that, subsequent to the
September 29, 2008, submittal, NLI notified the licensee that the RTBs contained
microcontrollers. In the May 6, 2009, submittal, the licensee identified the use of microcontrollers
in the RTBs as a digital upgrade to a safety system. Although this was originally a device with
undeclared digital content, the vendor recognized that the licensee was likely to be unaware of the
change and notified them.



4.2.1.3 Smart Chart Recorder

Although the smart chart recorders were recognized to contain digital content, the extent and
added functionality was not recognized.

Sellafield’s overall experience with smart devices was that it was often very difficult to tell whether
an instrument was “dumb” or “smart” [50]. Specifically, Sellafield found that manufacturers’ data
sheets never specified if microprocessors were used, operation and maintenance manuals never
included this level of detail on component parts, and visual examination often proved inconclusive.
However, Sellafield’s experience shows that even when you recognize that the device has a
digital component unnecessary software may be added that inhibits proper operation.

Several paperless chart recorders were installed in a low-SIL application at Sellafield (UK) [50].
Once installed, the recorders started to exhibit faults, mostly “going to sleep” or requiring constant
rebooting. Recorders were swapped with identical spares, returned to the manufacturer, and
reconfigured over a period of about 18 months, with no real improvement in reliability. It was
discovered that the chart recorders contained a game called Cave Fly that was based on the film
Hunt for Red October, and the game could not be deleted from the firmware; it could only locked-
out from the operators. After the game was locked out, reliability seemed to improve, but faults
were never completely eliminated. Sellafield decided to change the recorders for another make.

4.3 Software Tools

Early software development methods relied on human inspection and testing for V&V; however,
with increased automation (i.e., tool use) there is a comparable reduction in human involvement.
That is, there is a tendency to rely on the software tools more. Many of the software tools in use
have a large user base that provides feedback, are well supported, and have been in use long
enough to be well tested. However, undetected faults in the automated tools or tool-assisted
engineering activities may pose serious risks to nuclear safety. In either case, having a good
process and consistent method to assess the safety of the software development is important to
all stakeholders in the nuclear industry from equipment vendors, utility licensees, and government
regulatory organizations. The guidance and use of software tools is addressed further in
Appendix C. Very generally, there are two concerns with software tools: (1) they should be
evaluated to be appropriate for their manner of use (explained further below), and (2) they should
be evaluated to ensure they are appropriate for the secure development and operational
environment (SDOE).

IEEE Std. 603-1991 also does not specifically discuss software tools; however, IEEE Std. 7-4.3.2
specifies additional computer-specific requirements (incorporating hardware, software, firmware,
and interfaces) to supplement the criteria and requirements of IEEE Std. 603. |IEEE Std. 7-4.3.2 is
used in conjunction with IEEE Std. 603 to assure the completeness of the safety system design
when a computer is to be used as a component of a safety system.

A major change implemented in the 2016 revision of IEEE Std. 7-4.3.2 [26] (currently not
endorsed by NRC) provides more specific criteria on the use of software tools used for digital
devices and development of hardware, software, firmware, and programmable logic. |IEEE Std.
7-4.3.2-2016 defines software tools as “a sequence of instructions and commands used in the
design, development, testing, review, analysis, or maintenance of a programmable digital device
or its documentation.” IEEE Std. 7-4.3.2-2016 requires that software be developed, modified, or
accepted in accordance with a software QA plan and that the software QA plan shall address the
software tools used for system development and maintenance.
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RGs 1.152 and 1.168—-1.173 provide some guidance on software used in safety systems, primarily
through the endorsement of various IEEE standards. RG 1.152 endorses IEEE Std. 7-4.3.2-2003
(which is addressed below) and includes a specific regulatory position on establishing and
maintaining a secure operational environment and a secure development environment for system
software. Because this regulatory position does not specifically address software tools, the
software tools used to develop the software, as well as the development environment of the
software tool, do not need to have been secure to later develop safety-related software if it is
determined defects not detected by the software tool will be detected by V&V activities. However
while in use on safety-related software the tools would need to be within the secure development
environment. |IEEE Std. 7-4.3.2 2016 includes a clause that such software tools shall be
incorporated into the secure development and operational environment and controlled under
configuration management.

EPRI TR-1025243, endorsed by RG 1.231, provides guidance for using a CGD process to accept
safety-related, commercial-grade design and analysis tools that are used in the design and
analysis of safety-related plant SSCs. EPRI TR-1025243 guidance does not apply to all software
tools used to support the design and development of safety-related software.

NRC Branch Technical Position (BTP) 7-18 states that “EPRI TR-106439 and EPRI TR-107330
describe an acceptable process for qualifying commercial systems. NUREG/CR-6421 provides
additional information on the characteristics of an acceptable process for qualifying existing
software and discusses the use of engineering judgment and compensating factors for purchased
PLC software.” EPRI TR-106439 describes the generic functional and qualification requirements
fora PLC. EPRI TR-107339 (not endorsed by the NRC) contains supplemental guidance for
qualifying commercial digital equipment through tailoring the guidance in EPRI TR-106439
consistent with the importance of the digital equipment to safety. The primary focus of EPRI TR-
107339 is on the differences in the technical evaluation and acceptance process required for
digital, software-based equipment and systems. EPRI TR-107339 provides guidance for each of
the phases of the CGI dedication process—beginning with project definition, defining detailed
requirements, defining critical characteristics for acceptance, formulating an acceptance strategy,
and verification of critical characteristics. Regarding the supplemental guidance of EPRI TR-
107339, Information Systems Laboratories, Inc. (ISL) observes [67] that it is “particularly relevant
to commercial-grade software but not particularly relevant to software tools.” In a review of
software development tools, ISL notes that many software tools have a large user base that
provides feedback, are well supported, and have been in use long enough to be well tested.

NRC’s guidance in NUREG-0800 on the use of software tools [C.2] states that “The software tool
should be used in a manner such that defects not detected by the software tool will be detected by
V&V activities. If, however, it cannot be proven that defects not detected by software tools or
introduced by software tool will be detected by V&V activities, the software tools should be
designed as Appendix B quality software itself, with all the attendant regulatory requirements for
software developed under an Appendix B program.”

This is further elaborated on as discussed in EPRI TR-106439 [54] (referenced in RG 1.173 and
RG 1.206) which states that

Because the output of the software tool as loaded into the PLC can be verified
independently, and the tool is not connected to the PLC during operation in the plant (the
PLC would be taken out of service during any re-configuration activity), the use of the tool
is examined as part of dedicating the PLC but the tool itself does not require dedication.



The PLC, its hardware and the embedded operating software (firmware) do require
dedication for the ESFAS application.

ISL surveyed standards, regulatory guidance, review/approval practices, and other industry
practices concerning the use of software tools upon which the reliability of a digital safety-related
system depends. Conclusions from ISL are given below:

o EPRI's CGD process is similar to the aerospace industry’s safety litmus test [67]. Only
safety-related items need to be dedicated. Determining the critical characteristics is similar
to the identification and assignment of a tool’s confidence level in ISO 26262. The CGD
acceptance process for EPRI is a combination of four alternative methods with similarities to
methods from other industries.

o The CGD process can be applied to software tools, and many of the steps described in the
dedication process specific to hardware or software dedication would be difficult to
accomplish and must be adapted for software tools [67].

e The civil aviation industry software classification system is similar to the method used by the
commercial nuclear power industry described in IEC 61508 and associated standards, as
are the automotive industry practice described in ISO 26262, the high-speed railway
industry practice described in BS EN 50128, and the method used in IEEE 1012-2004.
However, the civil aviation industry practice is based on a deterministic assessment of
software-related errors and their impact on aircraft, crew, and system safety compared to
the probabilistic risk-based methods of IEC 61508, ISO 26262, and BS EN 50128. These
software classification methods are different from the guidance in RG 1.152 (Institute of
Electrical and Electronics Engineers [IEEE] 1012-2004) that assigns the highest SIL to
software executed in a commercial NPP [67].

e |EC standards lack consistency, do not include a comprehensive review and approval
process, and do not contain a probabilistic risk-based process to design safety-related
systems and may not be appropriate for commercial nuclear power safety-related software
development since software failures® are impossible to quantify [67].

Other industries also struggle with the use of software tools.

Atomic Energy of Canada Limited (AECL) CE-1001-STD [251] specifies requirements and a
minimum set of software engineering processes for safety-critical software development for
Canadian-invented Deuterium-Uranium (CANDU®) nuclear generating stations. AECL CE-1001-
STD does not distinguish between different types of software tools, does not use software tool
categories or classifications, and does not contain any specific software tool qualification
requirements tailored to the type of tool.

NASA requires that the software tools used in developing software for safety-critical systems
should be identified and the level of rigor associated with the verification, validation, and
accreditation of software tools should be determined based on the tool functions and the safety
classification of the systems in which the software will be used [70]. NASA also encourages the
use of simulators or an in-circuit emulator (ICE) system for debugging in embedded systems;
these tools allow the programmer or tester to find subtle problems more easily. However, the

5 See Appendix A for the IEC 61513 definition of the “software failure” term, which is used consistently used
throughout this report.



guidebook does not discuss simulator or ICE system verification, validation, qualification, review,
or approval practices.

Both the Federal Aviation Administration (FAA) and Radio Technical Commission for Aeronautics
(RTCA) publish documents that address various aspects of verification, validation, certification,
qualification, and use of software and software tools. The FAA requires that all software tools be
identified, validated, and addressed within the software development activities and
documentation. Software is classified based on how an error affects the software and system
containing the software. The software classification defines the rigor necessary to demonstrate
compliance with software development requirements. The primary method of tool qualification in
accordance with RTCA DO-330 [71] is development, verification, and validation in accordance
with a high-quality, well-organized software tool development life cycle process. Alternative tool
qualification methods include using service history, exhaustive input testing, formal methods, and
dissimilar tools. Unlike most other industries that superficially address COTS software tools,
RTCA DO-330 provides a comprehensive qualification process for COTS tools that divides
qualification responsibilities between the COTS developer and tool user. Unlike the aerospace
industry, which classifies software tools separately from embedded system software, the civil
aviation industry classifies software tools to the same level as the software developed with the
tool.

ISO 26262 [72] is an international standard that is an automotive specific implementation of IEC
61508. SO 26262 requires that a tool confidence level (TCL) be determined when (1) a software
tool supports or enables the tailoring of activities and tasks of the safety life cycle and (2) the
output of the software tool has not been examined or verified. This practice is consistent with the
civil aviation industry as described in Radio Technical Commission for Aeronautics (RTCA) DO-
178C; however, the ISO 26262 TCL process does not distinguish between software development
tools and verification tools, and the TCL is based on a probabilistic assessment that a malfunction
and its corresponding erroneous output will be prevented or detected. The TCL is used, along
with the automotive safety integrity level (ASIL) to select an appropriate combination of four
methods for qualifying software tools. The four qualification methods are: confidence from prior
tool use, evaluation of the tool development process, tool validation, and tool development in
accordance with a safety standard. Although ISO 26262 identifies four alternative software tool
qualification methods, ISL concluded that they are not specific enough to ensure a consistent
methodology within the automotive industry [67].

IEC 60880 and IEC 62138 identify types of software tools that require different levels of
verification and assessment. |IEC 60880 does not require tool qualification if the tool cannot
introduce faults into the software: the tool output is always systematically verified, or tool faults are
mitigated.

IAEA SSG-39 [16] requires software tools to be verified and assessed in a manner consistent with
(1) tool reliability requirements, (2) the type of tool, (3) the potential for the tool to introduce fault or
to fail to make the user aware of existing faults, and (4) the extent to which the tool may affect
redundant elements of a system or diverse systems. Tools that can introduce faults or fail to
detect faults need to be verified to a greater extent than tools less likely to introduce or detect
faults; however, verification is not necessary if the tool output is systematically and independently
verified.

Appendix C provides a more thorough discussion of software tools.



4.4 Credit for Other Certifications

Many countries do not use the same CGD process as the NRC but still approve components for
use in NPPs. This subsection provides some insight into how others approve components for use
in safety applications.

In Canada, the justification process is specifically an activity for design suitability or qualification,
as opposed to having a seperate commercial grade dedication process.

For the smart device justification in the UK [7]

...there is generally limited reliance on certifications, especially at the higher safety
classes. While the review of an independent qualified certification body can be
used as evidence, its relevance depends on the scope of the certification and the
availability of the supporting analyses. Often, the certifications are commissioned
by a manufacturer and hence need a level of independent review (including of the
supporting documents and analyses). Examples of certifications that can be
credited as evidence as part of the justifications in the UK are related to quality
assurance (e.g. ISO 9001) and hardware certification (e.g. environmental
qualification).

Similarly, a proven in use argument is generally a weak justification for a smart
device. In fact, the relevance of the operational experience significantly depends
on the quality of data collection (e.q. including the version number, the number of
demands, the failure mode) and the contractual arrangement for defect
notifications. Operational experience is also limited in identifying systematic
failures and hence needs to be complemented, for example with additional
assessment of the design process and further analyses.

While the review of an independent qualified certification body can be used as evidence, its
relevance depends on the scope of the certification and the availability of the supporting analyses.
Often, the certifications are commissioned by a manufacturer and hence need a level of
independent review; this review must include the assessment of supporting documents and
analyses. Examples of certifications that can be credited as evidence as part of the justifications
in the UK are related to QA (e.g. ISO 9001) and hardware certification (e.g. environmental
qualification).

An alternative type of certification is that performed by Adelard. This method is accepted by the
United Kingdom. The information needed from the device vendor to perform validation needs to
be easily accessible by the third-party dedicator. Adelard, through NDAs, has obtained
information from vendors but this is a long, difficult task.

Guidance on the proper dedication of CGls to be used in safety-related applications have received
industry-wide acceptance. Guidance is provided in documents such as EPRI 3002002982 [53]
(an update of EPRI NP-5652 [73]; EPRI TR-102260 [74] provides supplemental guidance to EPRI
NP-5652).

Similarly, industry outside the nuclear industry have certification requirements and methods for
certifying products for use in different environments. Companies and testing facilities are
approved for certification of these products.



The documents identified in Table 4-1 address the topic of suitability evaluations of COTS
equipment. Common terms to be familiar with are CGD, proven in use, and prior use.

Table 4-1

Non-
Industry
Specific

Process
Industry

e |[EC e [SA
61508 84.00.01
Part 2 Part 1
[79] [76]

U.S. (IEEE) Nuclear

EPRI NP-5652 R1
Guidance for CGD
[73]

EPRI TR-106439
Guidance for CGD of
Digital Equipment [54]
EPRI TR-107339
Guidance for CGD of
Digital Equipment [77]
EPRI 1011710
Handbook for Critical
Digital Reviews [78]
IEEE 7-4.3.2-2003
Criteria for Computers
in Safety Systems
[263]

International (IEC)
Nuclear

IEC 61513 General
Requirements [79]
IEC 60987 Computer
Based Hardware [80]
IEC 60880 Category
A Software aspects
[81]

IEC 62138 Category
B or C Software
aspects [82]

IEC 62671 Selection
of Industrial Digital
Devices of Limited
Functionality [17]

Certification of Components in the U.S. Nuclear Industry and Other Industries

U.S. Department of
Defense

e MIL-STD-882E
Standard Practice
for System Safety
[83]

¢ Joint Software
Systems Safety
Engineering
Handbook [84]

Because of extensive reviews, design information made available, and testing, completion of the
Adelard/Emphasis evaluation approved for use by ONR in the UK appears to be comparable to a
CGD. This may be an alternative path for dedication and could provide credit for vendors that

successfully complete this process.

Although there are differences in what constitutes certification, other industries recognize its need
and its use is prevelant. The commercial industry has certification processes for safety systems
and equipment. Examples of components certified to IEC 61508, UL 1998, and others include

[85]:

Green Hills RTOS

ABB Metcon PT

Triconix Trident PLC

Wind River RTOS

Phoenix Contract relays
Yokogawa ProSafe PLC, EJX pressure transmitters

Samson 3730 positioner

Rosemount Pressure and temperature transmitters
Siemens AS-I limit switches, position sensors, light curtains, logic

Emerson Delta V logic solver, FieldVue valve controller
Maxcon air operated valves
ADS Tech single board computer




Honeywell SafetyManager PLC
Allen-Bradley GuardPLC
Schmersal limit switches
Ominfles annunciators

Allowing credit for components that have been approved by other countries or dedicators/certifiers
outside the U.S. nuclear power industry may be an option to explore given a thorough review of
the dedication/certification process through inspections and audits. In addition, leveraging the
experience of those commercial products with a successful operating history outside the nuclear
industry that may be useful in helping justify these units for use in nuclear facilities although care
must be taken when using operating history as a basis for acceptability.

The World Nuclear Association (www.world-nuclear.org), in 2014 planned to have pilot audits with
suppliers to develop a common consistent audit checklist and guidance linked to National Quality
Standard Association (NQSA) document NSQ-100 [37]. The status of this effort is unknown to the
authors.

4.5 Cyber Security

Increased communication capabilities and wireless technology would advance the capabilities of
the EDD significantly beyond its analog counterparts. Cybersecurity and issues with
electromagnetic propagation (electromagnetic and radio frequency interference, fading,
interference abatement) are the major concerns with implementation of digital technologies.
Wireless technologies, which are currently not in use in NPPs in safety-related applications,
create additional cyber security concerns. Because of their availability, advantages, and
extensive usage in process industries, wireless technologies will migrate into the nuclear arena in
the near future.

10 CFR 73.54 [86] requires licensees to protect their critical digital assets (CDAs). NRC'’s

RG 5.71 provides guidance for meeting 10 CFR 73.54. NEI 08-09 [87] (Addendum 3 of Revision
6 was endorsed by NRC September 8, 2017) is an alternative to RG 5.71 for meeting 10 CFR
73.54.

To avoid confusion between the coverage of the provisions of 10 CFR 73.54 and RG 1.152 with
respect to cyber security, RG 1.152 defines the conditions for controlling a secure development
environment and a secure operational environment. Cyber security issues are relevant
throughout the entire supply chain, which includes the development and operational
environments. EPRI 3002012753 [88] introduces a common supply chain model that was created
with segments and transitions for describing cyber security across the supply chain that is risk-
informed and that allows for a graded approach based on procurement type. It is recognized that
the supply chain represents a significant cyber-attack pathway for digital assets and systems.

NEI 10-04 [89] provides guidance on the identification of digital computer and communication
systems and networks subject to the requirements of 10 CFR 73.54. NEI 13-10 [90] provides
guidance for addressing technical cyber security controls for CDAs. NEI 13-10 was developed to
streamline the process for addressing the application of cyber security controls to the large
number of CDAs identified by licensees when conducting the analysis required by 10 CFR
73.54(b). The goal is to minimize the burden on licensees for complying with their NRC-approved
cyber security plan while continuing to ensure that the adequate protection criteria of 10 CFR
73.54 are met. Insights from NEI 13-10 may be helpful when assessing the risk of EDDs
throughout the plant from nuclear and non-nuclear vendors.
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Although it is written for the protection of critical infrastructure protection (CIP) programs [91],
IEEE Std. 1686-2013 [92] defines functions and features to be provided in intelligent electronic
devices (IEDs). Electronic access to IEDs (e.g., EDDs) can be locally through a control panel,
locally through a communication/diagnostic port with a test set or personal computer, or remotely
through communications media. This standard can help users identify which features a system
should have in order to raise the security level of an IED. Access control, an audit trail,
supervisory control and monitoring, and the use of cyber security features such as encryption and
QA of the firmware are cyber security control features addressed in the standard.

Pacific Gas and Electric (PG&E) indicated that they have two main expectations when dealing
with vendors from a cyber security perspective [93]:

1. Expectations for the vendor: This includes the requirement that the specified product is
free of defects, malware, bugs, and unauthorized components and that the product is
protected while in transit to PG&E.

2. Expectations of the product: PG&E expects that the product has the necessary features to
enable PG&E to comply with the provisions of NEI 08-09. This includes system hardening
and access control.

Because the use of EDDs at NPPs will likely increase, and more vendors of EDDs will not be from
inside the nuclear industry (see the Subsection on ET in EDDs), cyber security vulnerabilities and
concerns will be greater.

4.6 Common-Cause Failures (CCFs)

Understanding the likelihood of CCFs of EDDs is a real concern with respect to the ability to
properly assess plant risk and protect public health and safety. These CCFs can be related to
software or hardware. Recent events discussed in Subsection 4.6.6 support both of these
concerns. It should be noted that this is an area of significant ongoing work and is undergoing
changes concurrently with this work. This brief treatment is intended to provide some high level
background and a focus on how it may relate to EDDs specifically.

The potential for CCFs exists because of common components, identical hardware, identical
software, the same requirements, and the same operating environment. For cases in which such
commonalities are identified, justification should be provided to demonstrate that the potential for
CCF is low. Hardware and software CCFs may cause identical components to fail at the same
time. If CCF vulnerabilities may be of concern as a contributor to risk, a simple estimator for its
contribution would be to use the B-factor model.® The B-factor model is the most commonly used

CCF model and is recommended by IEC 61508-6. The S-factor model is simple and easy to
understand and use because it has only the one extra parameter (8). Typical implementation of
the beta factor method calculates the CCF failure rate (Accr) for a component as the B-factor times
the total component failure rate (At). Thatis, Accr = S-AT.

This procedure for estimating B, as described in IEC 61508-6, is based on a set of questions and
a scoring system of the answers to these questions. The IEC 61508-6 checklist includes 37

6 The B factor method is an approximation method used for the quantitative evaluation of CCFs. In this method,
the likelihood of the CCF is evaluated in relation to the random failure rate for the component. A g factor is
estimated such that 8% of the failure rate is attributed to the CCF and (1- 8)% to the random failure rate of the
component. Ideally, this factor is obtained through historical data by determining the percentage of all the
component failures in which multiple similar components failed.
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questions in eight groups. A slightly different approach to determine the B-factor is suggested in
IEC 62601 for high-demand field machinery. The IEC 62061 checklist only has 14 questions and
is less complicated than the IEC 61508-6 checklist.

The values used for B in the B-factor model can range from nearly zero to up to 25%, depending
upon the device and the particular common cause issues under consideration [196]. For
components with little to no data available, their failure probabilities or failure rates should be low
and they are not likely to be significant contributors to core damage frequency, and a conservative
generic B-factor of 0.1 is likely to be adequate [197]. This provides an estimate of the CCF as
7LCCF = 0.1 -7\.T.

Software faiures are another potential cause of a CCF, commonly referred to as a software CCF
(SCCF). A software design defect in an EDD can occur in the operating system (OS) (if it has
one) or application system software that can cause one or more controllers to simultaneously
generate erroneous outputs, or it may cause the outputs to freeze in their current state.

¢ The OS alone does not perform any application-specific logic that would be designed for
influencing or controlled any SSC.

o An OS can be a commercially available, multi-tasking, real-time package available from a
third party, or it can be a single task, once-through firmware program designed by the
equipment vendor and embedded in their digital product.

e OS and application software often have different characteristics under the control of different
entities.

The scope of software CCFs considered in diversity and defense-in-depth analyses include those
faults and failures that could impair an automatic safety actuation or could impact the main control
room instrumentation required to support operator manual action. For a software CCF to occur
simultaneously in multiple EDDs, two conditions must be present:

1. Anidentical, latent defect must exist in the software (firmware) of multiple EDDs.

2. Atriggering condition must occur almost simultaneously in multiple EDDs that exposes the
latent defect.

The possibility of simultaneous failure of multiple redundant digital components exists if all of the
components are executing the same program with essentially the same 1/O and are more-or-less
synchronous (i.e., software CCF). For a software CCF to occur in an EDD, a latent defect in the
OS or the application software must exist, or the software is not suitable for a particular
application.

Because of independent sensors, OS, application software, plant loop, etc., the likelihood of a
software CCF occurring simultaneously at numerous EDDs because of these types of failures is
likely low. This does not mean that software CCFs cannot occur, it is that the relative rankings
from these failure modes are lower because of how the EDDs operate and receive sensor data.

Measures to reduce the likelihood and consequences of a CCF in an EDD include diversity,
defense in depth, and no communication with other devices. The use of the EDD also needs to
be considered. For example, considering the EDD as a component similar to a pump or valve,
CCFs do exist, but plants may not have redundant and diverse components such as valves or
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pumps in the same loop. If the EDD is an extension of the component (e.g., valve or pump), then
its failure is bounded by the failure of the component to which it is attached.

Applying diversity to EDDs could be addressed through the use of EDDs from different vendors
on different flow loops.

Another defensive measure to minimize the likelihood of a CCF (both in hardware and software) is
through testing.

Communication independence, which is a defensive measure for a system, is a given for an EDD
when it does not share data or resources.

Operating experience can be used to inform the design decisions and any review. This is a very
important aspect of operating experience.

Thus, at the device level, with each device having its own sensor and operating on its own time
scale, the risk of a CCF is reduced unless caused by external events, misuse of component, faulty
requirements, or a software-related CCF similar to the chart recorder at Sellafield (extraneous
code). Diversity on the highly redundant subsystem level may introduce maintenance problems,
spare parts issues, etc. Thus, diversity at the device level may not be a practical solution.

EDDs in components in different channels/flow loops with possible software triggers may create
CCF concerns. However, placing valve controllers for different valves on a rack could cause a
CCF because of their physical location. Thus, while one problem may be solved the solution
could create other problems.

How the NRC addresses CCFs and software CCFs is addressed below. How other agencies and
IEC address CCFs is also discussed with the purpose of providing examples. Commonalities
between agencies for reducing the likelihood and consequences of CCFs are the use of defense-
in-depth, testing, QA, and fault tolerance. The military, however, does not address CCF per se;
rather, it evaluates the consequences (hazards) of a failure. The likelihood of failure is reduced
because the software system and environment are operated and tested either on a set frequency
or continually.

For an EDD, the most likely contributors to CCF have been environmental effects such as EMI,
DC inductive kick, temperature, seismic effects, fire, flooding, and errors in requirements or
improper use of the component (i.e., use outside its critical characteristics). Likely failure modes
of 1&C systems are discussed below in the subsection on failure modes.

4.6.1 NRC

NRC uses the defense-in-depth approach to the design and operation of nuclear facilities in a
manner that prevents and mitigates accidents that release radiation or hazardous materials. The
key is to create multiple independent and redundant layers of defense to compensate for potential
human and mechanical failures so that no single layer, no matter how robust, is relied upon
exclusively. The defense-in-depth approach includes the use of access controls, physical
barriers, redundant and diverse key safety functions, and emergency response measures.



Standard Review Plan (SRP) BTP 7-19, Rev. 7, Chapter 7 of NUREG-0800, and Item 11.Q of
SECY-93-087 note that hardware design errors, software design errors, and software
programming errors are all credible sources of CCF for digital safety systems.

BTP 7-19, Revision 7, provides guidance to the NRC staff on evaluating the defense-in-depth and
diversity of a DI&C system. However, similar to a system, the EDD’s testability could be used to
eliminate consideration of CCF. In fact, compared to a system, the EDD is more likely to be
simple enough that every possible combination of inputs and every possible sequence of device
state can be tested, and all outputs can be verified for every case (i.e., 100% tested).

RIS 2016-05 [1] identifies NRC’s regulatory requirements to address potential vulnerabilities to
CCFs for safety-related equipment with EDDs. Supplement 1 to RIS 2002-22 [223] offers
potential relief through qualitative assessment of the likelihood of failure. The RIS addresses two
potential outcomes of the qualitative assessment:

1. Failure likelihood is sufficiently low
2. Failure likelihood is not sufficiently low

4.6.2 IEC

IEC 61513 covers the system aspects of I&C systems important to safety at NPPs, including
computer-based systems. |IEC 61513 states that combinations of signal and functional diversities
are cited as “particularly effective methods to reduce risk of CCF due to errors in the requirements
specifications or in the specification and implementation of application software” [79].

In IEC 61513 [79], the design goal for defending against CCF is specified as providing “measures
against the occurrence of a CCF within 1&C systems implementing different lines of defence
against the same PIE [postulated initiating event].” The identified measures include the following:

o design provisions promoting tolerance of hazardous plant events (e.g., external influences
and internal hazards),

o design provisions resulting in insensitivity to plant demand design (e.g., decoupling
execution from plant status to avoid common triggering conditions),

e design provision to minimize the use of common elements or support systems among lines
of defense,

e quality assurance and fault tolerance to minimize the potential impact of systematic faults,
o strategic design decisions to manage complexity, and
o design differences through application of diverse features.

For each design measure, requirements and recommendations are presented to guide the usage
of these defensive approaches.

These measures are for I&C systems protecting against postulated IEs. The measures for
tolerance can be applied to EDDs, but their application must be focused at the component level
and not the system/plant level. For example, external influences such as EMI can be a significant
CCEF initiator to an EDD.



4.6.3 CSA N290.14-15

CSA N290.14-15 [94] is the standard used by Canadian licensed utilities to qualify commercial-
grade software for use in safety-related applications.

For predeveloped software, CSA recognizes IEC SIL and other certifications. Testing can be
used to support partial compliance with applicable industry standards. Testing can also be used
for proof of acceptability for low complexity software. This appears to be similar to the 100%
testing option for addressing CCF identified by NRC in BTP 7-19 revision 7.

4.6.4 DOE

The use of defense-in-depth design principles provides a means for addressing CCF
vulnerabilities. Defense-in-depth is used to ensrue that no single function is relied upon. A digital
CCEF of all layers of defense would require the same digital fault to be present and concurrently
actuated in each layer. A defense-in-depth analysis may reveal direct or indirect impacts on
interfaces with existing plant SSCs. Defense-in-depth analysis requires assessments of the ability
to prevent (reduce susceptibility) and to mitigate (cope with) a CCF.

DOE uses a much more detailed definition (9 aspects) for providing layers of protection and
defense-in-depth, as shown below:

a) choose an appropriate site;
b) minimize the quantity of material-at-risk;
c) apply conservative design margins;
d) apply quality assurance;
e) use successive/multiple physical barriers for protection against radioactive releases
f) use multiple means to ensure that safety functions are met by—
1. controlling processes,
2. maintaining processes in safe status,

3. providing preventive and/or mitigative controls for accidents with the potential for
radiological releases, and

4. providing means for monitoring facility conditions to support recovery from upset or
accident conditions;

g) use equipment in combination with administrative controls that—
1. restrict deviation from normal operations,
2. monitor facility conditions during and after an event, and

3. provide for response to accidents to achieve a safe condition;



h) provide the means to monitor accident releases as required for emergency response; and
i) establish emergency plans for minimizing the effects of an accident

The DOE NEET Advanced Sensors and Instrumentation (ASI) program is evaluating how to
extend a diversity and defense-in-depth (D3) analysis method to treat EDDs. This approach
involves [48] the following actions:

o Evaluate equipment to ensure awareness of the presence of an EDD.

o Determine the role and safety relevance of the digital device in the performance of safety-
related functions.

¢ Investigate whether the implementation of relevant functions in the EDD meets either of the
two criteria—internal diversity or testability—for which the CCF is considered to be resolved.

e Evaluate the performance characteristics of the equipment to determine the nature of its
failure response (e.g., whether failure is detectable and whether adequate time is available
to respond).

o Assess whether the component-level CCF has an unacceptable system level or safety
function impact (e.g., performance of a best-estimate analysis).

e If necessary, determine the availability of diverse alternatives to mitigate the impact of CCF.

By injecting faults into the software, the DOE NEET program may be able to identify software
faults, and possibly software CCFs. lts findings could support this assessment.

4.6.5 Military

The military does not address CCF per se; rather, it evaluates the consequences (hazards) of a
failure. The likelihood of failure is reduced because the software system and environment are
operated and tested either on a set frequency or continually.

DoD practices for software-based system development are given in the Software System Safety
Handbook [95]. Testing is relied on to provide evidence of suitability; however, there is very
limited ability to test COTS software to provide evidence that the software cannot influence
system hazards. Testing in a laboratory cannot duplicate every nuance of the operational
environment; nor can it duplicate every possible combination of events. During testing, COTS
software is treated as a black box, and the tests measure the response of the software to input
stimulus under presumably known system states.

DoD recognizes that hazards identified through black box testing are sometimes happenstance
and difficult to duplicate [95]. Without detailed knowledge of the software design, the system
safety and test groups can only develop limited testing to verify the safety and fail-safe features of
the system. However, the DoD does perform supplemental environmental testing and additional
mitigating strategies that could address CCFs.
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4.6.6 Examples of CCFs

If the failure rates are comparable for analog and digital devices, then the difference between the
dependability of a redundant configuration and its counterpart using conventional technology
would be driven by its susceptibility to a CCF. The question then reduces to, “Are smart sensors
[EDDs] more prone to CCFs than conventional devices? [121]”

Safety-related equipment with EDDs must satisfy regulatory requirements consistent with the
safety significance of the equipment. Quality and reliability considerations must include potential
vulnerabilities to CCFs, including software CCFs. However, 38 out of approximately 100
operating plants have reported potential and actual common-mode failures in safety-related
disigal systems [96]. Some common-mode failures affected a single plant, while others affected
several plants that were using the same digital system.

Operating history shows that hardware and software CCFs can occur. The examples provided
are for I&C systems and not necessarily from the operating history of EDDs.

4.6.6.1 Hardware CCFs

The selection of hardware-related CCF events are discussed below. Experiences at Brunswick 2,
Shearon Harris, Beaver Valley Unit 2, Waterford 3, and Browns Ferry 3 reinforce regulatory
concerns regarding the quality and reliability of safety-related equipment with EDDs and also
highlight the use of components in a manner not intended.

The examples were chosen to demonstrate the variety of causes or types of CCFs.
Brunswick 2

The Allen-Bradley 700-RTC breakers having undeclared digital content is discussed in the
examples of undeclared digital content. lts susceptibility to CCFs is discussed here.

The introduction of the CPLD made the device susceptible to DC-inductive kick produced by the
downstream relay when it de-energized. Although this was not a new failure mode for digital
systems, it was a new failure mode for the 700-RTC relay.

This is a potential CCF of all four EDGs, because the Allen-Bradley relays were installed in the
breaker control logic of all 4 EDGs. Although one of the primary concerns of EDDs failing is the
simultaneous CCF of the embedded software or firmware, the introduction of the CPLD made the
device susceptible to DC-inductive kick produced by the downstream relay when it de-energized
[97].

As part of this effort, ORNL searched the 10 CFR 21 event reports for the terms “EDD,”
“‘embedded,” “Allen-Bradley,” and “CPLD” to identify reports related to CPLDs replacing solid state
or analog parts within a component. No similar events were identified using these terms.
However, searches of the 10 CFR 21 event reports related to inductive kick identified this failure
mechanism also occurred at Shearon Harris, Beaver Valley 2, and Waterford 3.

Both the undeclared digital content and the dc inductive kick failure mechanism are applicable to
EDDs.
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Shearon Harris

Both emergency load sequencers at Shearon Harris 1 were subject to a common mode failure
because of improper application of the relays not accounting for dc inductive load rating [98]. The
deficiency in the sequencer circuit design that existed since plant startup in 1986, failed to
properly account for dc inductive loading of contacts.

There are two failure mechanisms relevant to DC inductive loading of contacts to be considered in
evaluating sequencer performance. The first involves the Potter-Brumfield relays in which the
tabs of the contact melt into the cam, and the second involves the microswitch contact mounted
on the Agastat relays.

The contacts of the Potter-Brumfield relays do not have a specified dc rating, and testing was not
performed prior to their application in the design of the sequencer by Ebasco. Previous failures of
these contacts has occurred during sequencer testing, and during the special testing conducted
on May 4, 1990.

The Agastat relay microswitches were installed in an inductive application where the DC current
was 0.9 amps, while the contact rating was only 0.5 amps resistive. The sequencer circuit design
failed to consider these ratings in the actual application.

Beaver Valley 2

In 1993, during testing of an EDG load sequencer, the load sequencer of Train A failed to
automatically load safety-related equipment onto the emergency bus. After the load sequencer
for Train A failed, two suspect relays were replaced, and the surveillance test was successfully
repeated. Two days later, an EDG load sequencer of Train B failed to automatically load safety-
related equipment onto the emergency bus [99].

The cause of both load sequencers failing was a CCF caused by voltage spiking (e.g. inductive
kicks) by the auxiliary relays.

A review of these events indicated that the microprocessor-based timer/relay failed as a result of
the voltage spikes that were generated by the auxiliary relay coil controlled by the timer/relay. The
voltage spikes, also referred to as inductive kicks, were generated when the timer/relay time-delay
contacts interrupted the current to the auxiliary relay coil. These spikes then arced across the
timer/relay contacts. This arcing, in conjunction with the inductance and wiring capacitance,
generated fast electrical noise transients called arc showering (electromagnetic interference). The
peak voltage noise transient changes as a function of the breakdown voltage of the contact gap,
which changes as the contacts move apart and/or bounce. These noise transients caused the
microprocessor in the timer/relay to fail. The failure of the microprocessor-based timer/relay
caused the time-delay contacts to reclose shortly after they had properly opened as part of the
load sequencer operation. Closing the time-delay contact locked out (deenergized) the load
sequencer master relay and prevented the load sequencer from operating. To correct the
identified problem, the licensee installed diodes across the auxiliary relay coils to suppress the
voltage spike that had caused the microprocessor-based timer/relay failure. This modification was
confirmed to correct the problem through successful testing of the EDG load sequencer.

It was determined that the design control for the selection and review for suitability of the

microprocessor timer/relays for this application was not adequate. The modification design data
did not identify the potential for voltage spiking by the auxiliary relays and translate that potential
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into electromagnetic interference requirements for the equipment purchase specification and the
dedication testing specification. As a result of inadequate design control, a CCF mechanism was
introduced into the diesel generator load sequencers.

This event highlights the need to ensure proper design control activities when replacing discrete
electrical or electromechanical devices with digital microprocessor-based electronic devices.
Specifically, the event shows that safety-significant, common-mode failures can occur when the
design review does not ensure that the digital, microprocessor-based replacement equipment is
compatible for the specific application and service environment.

Waterford 3

At Waterford 3, an inadequate design change rendered the fast bus transfer system inoperable.
Modifications to the fast bus transfer circuitry in May 2017 did not properly account for the
increased susceptibility to DC coil inductive kick of electronic devices and resulted in the
licensee’s inability to maintain offsite power to the 6.9 kilo-volt (kV) and 4.16 kV electrical buses
following a trip of the main generator [100].

The direct cause of the failure of the fast dead bus transfer was the Struthers Dunn (S-D) 237
Series Direct Current (DC) Time Delay on Dropout (TDDO) relays installed in the fast dead bus
transfer circuitry instantaneously timed out when they were exposed to DC coil inductive kick,
which prevented automatic transfer of the safety and non-safety electrical busses from the Unit
Auxiliary Transformers to the Startup Transformers.

The Root Cause of this event was that the design change procedures in effect during the
development of the 1997 and 2017 modifications to the fast dead bus transfer circuitry did not
include guidance that electronic devices have a greater susceptibility to DC coil inductive kick
than electro-mechanical devices and did not require identification of critical characteristics for
non-quality related plant changes.

The Contributing Cause of this event was the post-modification testing performed following the
change of the relays from Allen Bradley to Struthers Dunn did not exercise the fast dead bus
transfer timing circuitry. This contributed to this condition by delaying detection of relay failure.

Shearon Harris

Shearon Harris 1 replaced the SSPS control circuit boards with CPLD-based boards in 2013
[101]. Note that this represents a conern about a software CCF versus an actual failure event.

In this case, the licensee performed a review but erroneously concluded that the change could be
implemented without performing a formal 10 CFR 50.59 evaluation and without obtaining a
license amendment. Specifically, in the spring of 2012, Shearon Harris failed to perform a 10
CFR 50.59 evaluation that was sufficient to demonstrate that a license amendment was not
required prior to replacing the original SSPS circuit boards with CPLD-based boards. The
violation was due in part to the licensee’s misinterpretation of the NEI 01-01 guidance [102]. With
the replacement of the SSPS boards, the licensee implemented a change that did not adequately
evaluate and document that they did not create the possibility of a software CCF in the reactor
protection system (RPS) and engineered safety features actuation systems (ESFAS) had not
previously been evaluated in the Updated Final Safety Analysis Report (UFSAR) [103]. The
licensee failed to recognize that the software used in the replacement boards had the potential to
adversely affect the design functions of the SSPS.
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Unlike the original circuit boards, which used fixed logic devices, the replacement boards were
CPLD-based boards that required an application-specific software (data file) to configure the
board’s logic functions. These data files that are placed in the board’s CPLD memory perform a
specified design basis safety function in the SSPS. Because potential software-related failures
represent a new failure mode for the SSPS, and these failures could occur on each of the
redundant SSPS safety trains, there is a potential increase in the likelihood of a software CCF of
the safety function performed by the CPLDs and ultimately, the SSPS.

Browns Ferry 3

In August 2006, a manual reactor trip of Browns Ferry Unit 3 occurred following the loss of 3A and
3B reactor recirculation pumps. The pump variable frequency drive (VFD) controllers became
unresponsive, and the condensate demineralizer controller (CDC) failed simultaneously with the
VFD controllers. Both the CDC and VFD controllers are connected to the ethernet-based plant
integrated computer system network, and due to excessive network traffic, they failed
simultaneously, resulting in a manual reactor trip [104].

This event demonstrates that digital CCF can occur due to digital communications.
4.6.6.2 Software CCFs

The potential for software CCF has been recognized for many years. IEC 60800 states that
“software design and coding faults” can result in the potential for CCF in software-based
implementations of Category A functions. The standard states that software “by itself does not
have a CCF mode. Instead, CCF is a system failure issue that arises from “faults in the functional
requirements, system design, or in the software.” Thus, the standard recommends that the
potential effects of software CCF be considered in the application of the defense-in-depth
principle, with appropriate countermeasures employed throughout the development and
evaluation processes.

EPRI 1016731 [105] includes an evaluation of plant operating experience, noting that because
safety systems are intentionally kept as simple as possible, they are subjected to rigorous design
and quality assurance requirements, and are not often called upon to perform their safety
functions; attempts to gather statistically significant data on number-of-demands and failures-to-
actuate-on-demand may be futile in any relevant time frame.

A selection of software-related CCF events are discussed below. Experiences at Palo Verde 3,
Turkey Pont 3 and 4, Savannah River, and Sellafield reinforce regulatory concerns regarding the
quality and reliability of safety-related equipment with EDDs. EPRI also provides an example of a
software CCF. The examples were chosen to demonstrate the variety of causes or types of
software CCFs.

Palo Verde 3

On November 14, 1991, Palo Verde 3 tripped on low Departure from Nucleate Boiling Ratio
(DNBR) signals [106]. During the post trip investigation, personnel discovered that a problem with
the control element assembly calculator (CEAC) software design may have delayed the reactor
trip for up to 16 seconds when a second core protection calculator (CPC) time delay was initiated.
A second time delay was the result of the CEAC software design not anticipating that there would
be CEA slips lasting less than 0.5 seconds.
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EPRI, in its review of actual and potential software CCF events, defined this as an active CCF
because a bad setting was in all 4 CEAC/CPC's, but triggered in only 1 channel (1 rod slipped
faster than expected) [105]. The reactors tripped immediately on deviation/low DNBR, instead of
experiencing the 16 sec trip delay. The root cause is an incorrect parameter value with a
contributing factor of an inadequate requirements definition.

Turkey Point 3 and 4

In November 1994, it was discovered that although the sequencer is supposed to allow valid
safety injection (SI) signals to pass through while in test mode, a logic defect inhibited a valid S
signal during testing at Turkey Point [107]. This event is the only one found by EPRI that could
have resulted in an actual CCF of a 1E system under certain conditions. The root cause was
determined to be inadequate software design coupled with inadequate software V&V [105].

This digital system was deployed with a selectable automatic self-test feature. It was discovered
later, during surveillance testing, that 5 of 18 automatic self-test routines running in each of
asynchronous sequencer channels had an error in the application logic that would have prevented
an actual Sl signal from passing through while in auto test mode. The licensee determined that
this condition resulted in all 4 sequencers being inoperable some of the time, triggered by
asynchronous yet overlapping automatic tests. These individual channel tests were set up on a
set frequency, not on every processor scan cycle. The immediate corrective action was to take
the system out of automatic test mode and then correct the self-test logic with a software change.

This software logic defect was introduced during the detailed logic design phase of the software
development. The detailed logic designer and the independent verifier failed to recognize the
interaction between some process logic inhibits and the test logic. The defect in the software logic
was not detected during V&V because the response to valid inputs was not tested during all
stripping and loading sequences of the automatic and manual testing logic.

EPRI stated [105],

it is important to note that in this case [the event at Turkey Point 3 and 4] at least
one important defensive measure had apparently not been applied in developing
the application software. A cyclic software design, free of conditional statements
(timed, periodic tests), independent of external conditions (test switch position)
might have been used to ensure that multiple channels could not be disabled
simultaneously.

EPRI also notes [105]

adding automated self-testing features to the relatively simple safety function logic
led directly to the problem. It added complexity to the system functionality, with
corresponding adverse effects on several aspects of system development that are
important from a dependability perspective. For example, requirements become
more complicated and more difficult to specify with high confidence that they are
complete, correct, unambiguous, etc. It becomes more difficult to anticipate,
specify and test all the potential abnormal and faulted conditions that the system
might see..., and so on. This event reinforces the notion that safety systems in
nuclear plants tend to be functionally simple (compare a signal to a setpoint and
change a zero to a one if the setpoint is exceeded), and changes that increase
complexity should be considered very carefully.
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Turkey Point 3

A latent design error in PLC coding prevented the two instrument air compressors from loading at
Turkey Point 3. The design error was due to overreliance on the vendor to provide a complex
digital modification without adequate in-house review [108].

Operations personnel in the control room at Turkey Point 3 acknowledged the instrument air (1A)
low pressure annunciator and directed immediate operator action to start all available instrument
air compressors. The diesel driven 3CD and 4CD IA compressors are designed to be backup
sources for the electric-driven compressors. As backups, the compressors are placed in normal
standby operation which bypasses all safety trip and shutdown protections to ensure that the
compressors function and supply air when needed. If the diesel driven compressors experience
trouble, an alarm will be activated giving operations personnel time to resolve the problem. The
standby feature is unique to the diesel compressors.

As configured at the time of the event, it was expected that the 4CD and 3CD IA compressors
would automatically start and load when IA system pressure dropped below the identified setpoint.
Instead, system pressure continued to drop, and both the 3CD and 4CD compressors were found
running unloaded in a non-responsive state. Several attempts to take local control of the
compressors and load were not successful. Ultimately, operators had to employ an emergency
stop and locally start them in order to load and supply A to the system. Both diesel-driven IA
compressors were restarted and loaded; however, the IA pressure decreased below 65 psig for
Unit 3, which required the manual reactor trip.

A cooling fan permissive in the PLC coding but not needed for standby operation rendered the
compressors in a non-responsive state, requiring an emergency stop to exit the code and allow
manual operation. The vendor-supplied compressor software was not subject to a detailed
technical review by in-house personnel of the operating logic of the PLC.

The root causes of the event were as follows:

o A latent design error was in PLC coding which prevented the 3CD and 4CD IA compressors
from loading

e The design error was due to overreliance on the vendor to provide a complex digital
modification without adequate in-house review.

Contributing causes include difficulty in reading the 3CM LCD control panel screen in direct
sunlight and lack of control panel screen instructions or operator aid. During rounds, the turbine
plant operator could not see the control panel display on the running electric-driven compressor,
3CM. The operator pressed what was thought to be the administrative button to get the screen to
a different mode. The load button was pressed instead, causing the compressor to unload. The
control panel is difficult to view in direct sunlight. In addition, instructions for operating the 1A
compressor control panels were not readily available during the operator rounds.

Savannah River
In July 2010, the Savannah River Site (SRS) experienced a failure in a safety-significant PLC
processor module for a tritium air monitor in the Metallography Test Facility. The triple modular

redundant (TMR) T8110B PLC processor module—with firmware version build (b)115, designed
to provide visual/audible alarms to alert workers of increased tritium activity—was displaying only
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a visual alarm in the process room. Investigation revealed that the processor had unexpectedly
gone offline, and the system, as designed, went into a safe configuration to energize the visual
alarm [109].

The vendor ICS Triplex (a Rockwell Automation Company) had earlier issued a product notice in
June 2010 that indicated that TMR T8110 processors with firmware versions b115-b127 were
defective. Because the installed system had a processor model TMR T8110B (with firmware
version b115), no further action was taken because the product notice did not include model TMR
T8110B.

Diagnostic information obtained from the processor was relayed to the vendor to assist with the
failure analysis. At that time, the vendor informed SRS that the product notice also applied to the
TMR T8110B processor with firmware version b115. The vendor attributed the problem to a
defect in the processor module firmware for versions b115-b127. It therefore affected both TMR
processor modules T8110 and T8110B with the same firmware version b115. The vendor
provided an updated copy of the firmware (version b128) to SRS, which corrected the problem.

Sellafield (UK)

Sellafield (UK) installed vacuum transmitters to monitor ventilation depressions in gloveboxes [50].
Commissioning tests revealed that a vacuum transmitter worked correctly between atmospheric
pressure and -6mB. If the transmitter were pressurized it again worked correctly to about +6mB
overpressure. However, at about +6mB pressurization, the electrical output would increase, and
in effect, the transmitter would work in reverse (i.e., +7mB would read -1mB, +8mB would

read -2mB, +9=-3, etc.). This was clearly an unrevealed dangerous condition because the
glovebox could be dangerously pressurized but the indicators would show that the pressure was
within limits.

Discussions with the manufacturer revealed a poor approach to quality. The fault was “a well-
known software bug,” but the manufacturer had not contacted any of the customers to inform
them of the fault. The manufacturer was not clear which of the serial numbered transmitters were
affected with this problem. These transmitters have been removed, a search was completed for
any others at Sellafield, and steps were taken to forbid all future purchases from this
manufacturer.

Sellafield (UK)

The Sellafield experience with digital recorders is discussed in the subsection on undeclared
digital content [50]. Addressed here is the CCF vulnerability of those recorders.

The event at Sellafield shows that software CCF can actually occur, but not in the usual way,
making this a new software failure mode to be considered. The added software caused the chart
recorders to “go to sleep.” Although this occurred in a noncontrol-capable device, this shows why
guidance calls for no added, unnecessary software.

One of the regulatory positions in RG 1.152 includes a Regulatory Position prohibiting unwanted
software. The case of the Sellafield chart recorders, which had gaming software installed,
demonstrated that any safety-related device, even one with a high level of simplicity and low
functionality, should still have some level of review.
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EPRI example

EPRI provides the following example of a redundant system failing because of inadequate
configuration controls [110]:

A redundant system failed completely due to inadequate configuration controls. A
spare part for a system with redundant trains was purchased and put on the shelf
after the original system was installed and tested. Firmware on that spare part had
a different revision level than the working system, but the module was purchased
from the same manufacturer with the assumption that it was an identical part.
Later, one train failed, and the other took over, so there was no loss of function.
The bad part was replaced with the spare, at which time the entire system crashed
and could not be restored until the spare part was removed. The firmware on the
spare board was incompatible with the original board’s firmware, which caused
both trains to abort. When both trains had the same revision level of the firmware,
then everything worked.

4.7 Operating Experience

It is generally accepted that operating experience can be used to help prove the suitability and
reliability of components and can therefore be used in support of meeting the regulatory
requirements for the use of the device. However, rather than the reliability data provided, the
greatest benefit from operating experience seems to be from the lessons learned as shown by the
examples of CCFs such as susceptibility to dc inductive kick.

While operating experience alone does not provide sufficient evidence for the safety justification of
a safety-related digital 1&C system, it may provide, with proper documentation and under certain
conditions, supporting evidence when performing licensing reviews and/or 1&C system
inspections. However, the large volume of operational experience from industrial applications
may not be applicable because of a lack of documentation, uncertainty in the version of the device
used, process conditions, operating environment, service history, proper failure reporting and
recording of data, and any modifications made to the device.

Guerra et al. [111] state, “under-reporting by the smart device users could lead to over-optimistic
estimates of the MTTF [mean time to failure].” In fact, in Research Information Letter (RIL)-1002
[112], NRC recognizes that data from operating experience cannot be aggregated and is
statistically insignificant, spotty, and scattered. The staff has indicated that operating experience
and failure mode data provided by industry to support claims of digital equipment reliability in
submittals such as “Benefits Associated with Expanding Automatic Diverse Actuation System
Functions” [113] has been insufficient [114].

Traditionally, 1&C operating experience is recorded and evaluated only if disturbances and failures
occur. One of the problems with operating experience is that manufacturers do not disclose
details on the design and operating experience of their products, so operating experience at the
component and system level is difficult to obtain, and manufacturers and users do not readily
share data. Although specific operational experience data for digital devices has proven difficult to
come by, especially for software failures, what data is available has been reviewed to identify the
failure modes (see Subsection 4.8).

It is recognized that operating experience by itself is insufficient for estimating the reliability of the
device. High reliability of software can only be demonstrated by means of an independent
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assessment with full access to the design documentation [115]. A user of a smart
sensor/actuator, however, would not usually have access to the design documentation. The
supplier would not normally allow other parties to review its design documentation, and as a
result, it is not usually produced for that purpose. The Adelard process, discussed in this report,
has access to design information, operating history, and essentially dedicates the component.

Factors that may compensate for lack of operating experience—a digital device’s simplicity and
high testability—may provide assurance of dependability that helps to compensate for a lack of
operating history.

EPRI TR-106439 states, “Successful operating experience in applications that are relevant to
nuclear power plant safety systems may be used as part of the means for determining the
acceptability of a commercial item. ... applicable operating experience can be a determining factor
for COTS [commercial off-the-shelf] product qualification but is only a part of the dedication
process and should not be considered the only determining factor."” EPRI has analyzed the

operating experiences of Korea, France, China, and other countries where digital I&C has been
deployed to some extent. The analysis showed that, according to the operating experience,
software CCFs is no more problematic than non-software CCFs [116].

Section 5.1 of EPRI TR-107339 refreshes the studies of software-based systems, showing that a
large fraction of problems with software is attributable to problems in the requirements
specifications. It recommends a controlled procedure or methodology for development of system
requirements similar to that described in EPRI TR-108831 [110]. Based on the system
requirements, a set of critical requirements can then be generated for the CGD process or
evaluation of the software tools used.

Similarly, proven-in-use arguments are based on objective evidence that is generally insufficient
to justify use as a Category 1 (safety related) component [94]. In Canada, a “mature product”
that builds on proven-in-use data, cannot be used at Category 1 [176]. Also in Canada, proof
through testing, “which can only be used at Category 3, and only for low-complexity items,
requires a certain level of in-use tests in a configuration representative of the application” [176].
Preponderance of evidence allows a previous qualification to be considered provided the scope
and applicability are justified.

The relevance of the operational experience significantly depends on the quality of data
collection (including the version number, the number of demands, and the failure mode, for
example) and the contractual arrangement for defect notifications. Operating experience is also
limited in identifying systematic failures and hence must be complemented with efforts such as
additional assessment of the design process and further analyses.

A key issue regarding operating experience is that extensively used products can still have crucial
faults that could cause problems in safety systems. The tendency is to consider operational
experience to be like extensive random testing. In this regard, operational experience suffers
from the same shortcoming as testing in that testing cannot prove the absence of faults, except for
very simple devices [117].

Operating experience can be a useful tool for identifying lessons learned. The examples of
hardware-related CCF events at Brunswick, Shearon Harris, Browns Ferry, and Beaver Valley

7  The safety evaluation (SE) on EPRI TR-106439 (NRC ADAMS Accession No. ML092190664) states, “TR-106439
contains an acceptable method for dedicating commercial grade digital equipment for use in nuclear power plant
safety applications and meets the requirements of 10 CFR Part 21.”

4-29



reinforce regulatory concerns regarding the quality and reliability of safety-related equipment with
EDDs and also highlight the use of components in a manner not intended.

Industry seems to overly rely on operating experience without focusing that experience on
critical characteristics for their specific use. The review of vendor material for EDDs highlights
the overall use of the EDDs and licensees may not question the process conditions, operating
environment, service history, proper failure reporting and recording of data, and any
modifications made to the device.

4.8 Failure Modes

Understanding of dominant failure mechanisms helps in estimating failure probabilities and beta
factors and on understanding the failure modes that can result in the specific failure being studied.
The failure mode is linked directly to the failure mechanism. IEEE Std 100 defines failure
mechanism as “the physical, chemical, or other process that results in failure.” It notes that “The
circumstance that induces or activates the process is termed the root cause of the failure.” The
failure mechanism defines the physics of the failure. This involves the description and sequence
of those mechanical, electrical, or chemical processes or a comblnatlon of these, which occurred
during the period in which the failed item changed from an operational item to a failed item. Thus,
the failure mode is the physical or functional manifestation of a failure. For example, the failure
mode for a system may be characterized by slow operation, incorrect outputs, or complete
termination of execution [127]. EPRI 1019182 [128] states that “A failure mode of a system,
component or function is defined by its external behavior, with the system, component or function
effectively viewed as a black-box.”

Understanding the failure modes of EDDs is vital when relying on self-diagnostics to identify and
correct for failures. The presence of new and potentially unknown failure modes in digital systems
and components translates into a slower rate of incorporating digital systems into NPPs compared
to the process industries [129].

The term failure mechanism should not be confused with the term failure mode. Failure modes
result from the activation of failure mechanisms. That is, as defined in IEEE Std 100, the failure
mode is the effect by which a failure is observed to occur. The failure mode is generally
categorized as electrical, mechanical, thermal, and contamination. IEEE Std. 100 defines the
software failure mode as “The physical or functional manifestation of a failure. For example, a
system in failure mode may be characterized by slow operation, incorrect outputs, or complete
termination of execution.” For electronics, failure modes are usually identified as shorts, opens,
or electrical deviations beyond specifications. For mechanical components, the failure mode
may be low-cycle fatigue.

RIL-1002 provides a synthesized generic set of system-level DI&C failure modes that may be
useful when developing a system’s design basis and analyzing the degradation of its
performance. This is relevant because EDD failure modes could degrade the safety function of a
DI&C safety system. However, RIL-1002 notes that

“The synthesized set of system level DI&C failure modes, however, may not be
helpful for determining the level of safety of a DI&C safety system. Additional
critical generic and system—specific failure modes may exist. Some or all of the
failure modes identified may not manifest in a particular system. In addition, the
staff also learned that a digital system may experience unintended or undesired
behaviors without the occurrence of a failure. As such, the synthesized set may not
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be comprehensive for purposes of making determinations of reasonable
assurance.”

IEC 61508 only acknowledges two types of failure—safe and dangerous. Summers states that
“analysts believe that any degraded, not safe, or not dangerous failure can be assumed to be a
safe failure. Ironically, while these non-failures are generally included in the SSF [safe failure
fraction] calculation, the analysis reports actually recommend not including them in any spurious
trip rate calculation [123].”

Most recognize that the special nature of the design of smart sensors compared to analog
sensors have a greater potential for unintended behaviors and subtle or new failure modes.
However, an NRC review of the new design boards for the SSPS, which uses PLDs, states that
the programmable devices do not produce a different failure mode than previously analyzed [125].
Thus, the I&C portion of the EDD may be shown through extensive testing to behave and fail just
like other I&C systems and components.

There are significant differences between the dependability aspects of deploying smart sensors
vs. conventional ones. Some failure modes do not exist in conventional sensors, such as those
involving information overload and timing aspects. Other failure modes emerge through the use
of different technologies, such as those involving complexity, data integrity and human interface.
Not surprisingly, failures originating in human interface, complexity, and information overload are
dominant [121]. Operating experience (see Subsection 4.7) is well suited for identifying failure
modes and failure mechanisms.

In a PRA, very simplistic high level failure modes are represented explicitly on an application-
specific basis, as detailed below:

e Probabilities of failures on demand

o Frequencies of failures in continuous conditions (e.g., spurious actuation and mission time
failures, if applicable)

Many NPPs maintain maintenance records and use this information to update their PRAs.
However, licensees do not provide the specific failure data in their PRAs; instead they use the
generic failure mode of “fails” (i.e., “the component fails to function”).

Although there may be a large amount of failure data for the products delivered, this information is
typically proprietary and is seldom made publicly available. This makes identifying and collecting
a set of failure modes for EDDs difficult.

For an EDD, the failure modes could be defined by function—monitoring, diagnostics,
communication, and control. For those EDDs that provide control, the failure modes should
explore complexity by identifying the type of device and providing details on whether it has
configurable/programmable internals such as CPLD, etc. The many combinations of types and
functions of EDDs can be used to create a list of failure modes specific to that EDD.

At present, FMEAs and PRAs that include software/digital failures assess the same typical failure
modes as analog systems, such as fails on/off, high/low, causes/prevents actuation, etc., for its
digital failures. These failure modes are applicable to both analog and digital systems, but they
fail to account for any potential new failure modes introduced by the digital systems.
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Knowing the failure modes can serve two purposes—evaluating the effects of those failures and
providing input for diagnostics. To identify any new failure modes for digital 1&C-based systems,
ORNL reviewed the following databases or data handbooks [134]:

OREDA Offshore Reliability Data Handbook;

Reliability Data for Safety Instrumented Systems, PDS Data Handbook, 2006 Edition;
Guidelines for Process Equipment Reliability Data, with Data Table, AICHE;

Safety Equipment Reliability Handbook, Exida.com;

Reliability, Maintainability, and Risk: Practical Methods for Engineers, 6th edition (D. J.
Smith);

SPIDR—System and Part Integrated Data Source; and

Nuclear Plant Reliability Data Systems (NPRDS) and Equipment Performance and
Information Exchange (EPIX), INPO.

All of these sources are available for purchase except the INPO databases (NPRDS and EPIX).

aobron-~
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Exida’s Safety Equipment Reliability Handbook (SERH) provides a collection of failure rate data
that contains equipment item reliability data from over 200 OEMs.

Technological failure modes in embedded systems can be divided into two main groups:
1. Physical failures of the hardware

2. Failures associated with errors in design such as improper requirements, integration, or
software faults.

ORNL/TM-2010/32 [132] identified new failure modes for digital systems compared to analog
systems such as relay race, complexity of the software program allowing an undetected latent
error to escape testing, communications presenting unique problems for digital systems because
of the ease of changing digital programs, and a quasi-trip state in which the output of the failed
NAND gate would not allow a true HI. These examples represent failures of the hardware, the
software, and its integration. In these reports design errors that may result from requirements or
integration are often allocated conceptually to the “software fault” category.

The events at Brunswick with the Allen-Bradley relay and the CPLD boards at Shearon Harris
also show changing some aspect of the digital devices may introduce new failure modes for that
device.

All failure modes of 1&C systems identified in ORNL/TM-2010/32 can be characterized as
(a) detectable/preventable failures, (b) age-related failures, (c) random failures,
(d) random/sudden failures, or (e) intermittent failures.

For convenience, a list of failure modes collected from these sources is presented in Table 4-2.

This table may include failure mechanisms (as defined above) but because the original sources
identified these as failure modes this report maintained that classification.
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Table 4-2 Collection of Digital System Failure Modes [132,133,134,135]

Open Shorted Output stuck high (high output)
Output stuck low (low output) |Supply open Data bit loss

High leakage current Slow transfer of data Incorrect results

Alters data, address, memory | No output Spurious operation

Fails to function

Erratic output

In-service problem

Faulty signal

Software failure

Instrument failure

Control failure

Calibration error

Human error

External events

Overload

No change in output
(with change in input)

Functioned without signal

No function with signal

Maximum output

Intermittent operation

Functioned at improper signal
level

Out of sequence

Corrupted input

Specific operational experience data for digital devices has proven difficult to come by, especially
for software failures. However, a review of software errors uncovered during integration and

system testing of two spacecraft found that safety-related software errors are shown to arise most
commonly from the following [137]:

1. Discrepancies between the documented requirements specifications and the requirements
needed for correct functioning of the system, and

2. Misunderstandings of the software’s interface with the rest of the system

Similarly, another study [138] found that only a tiny proportion of software failures can be
attributed to bugs,® as detailed below:

1. The largest class of software problems arises from errors made in the eliciting, recording,
and analysis of requirements.

2. The second largest class of problems arises from poor human factors design.

The two classes are related.

Gruhn and Lucchini report similar results for the failure cause of software errors [139]:

e Requirements: 56%
e Design errors: 27%
e Other errors: 10%
e Coding errors: 7%

The primary causes of failure by lifecycle phase are [140]:

8 Bugs refer to errors in the software code that cause a program to fail to meet its specification
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Specification: 44%

Changes after commissioning: 20%
Operations and maintenance: 15%
Design and implementation: 15%
Installation and commissioning: 6%

Especially for complex systems, it is difficult to discover all errors. In practice, one must assume
that an undiscovered error remains when the system becomes operational.® especially for

complex systems. Typically, a system (dormant error) may be discovered (i.e., becomes active).
Thus, a software failure occurs as a result of the combination of a dormant error and the onset of
the specific set of conditions that triggers the error. In general, it is difficult to predict the impact of
a triggered fault. The fault may cause the system to behave in undesirable ways. In addition,
since the fault is unknown, it is difficult to predict how it will impact the system when it does occur.

For convenience, a list of the causes of software-related failures collected from these sources is
presented in Table 4-3.

Table 4-3 Causes of Software-related Failure Modes [135]

Incomplete description of requirements Incorrect firmware coding

Faulty calculation in program Requirements error

Incorrect interpretation of requirements Task/Application crash

Inadequate software version control Software update incompatible with design basis
Inadequate software V&V Software lockup

Application-independent classes of failure modes from the DI&C processor can be defined and
standardized at the processor level, with the 1&C effects defined separately. The Advisory
Committee on Reactor Safeguards (ACRS) provided a list of processor classes of failure modes
reported in the literature (Table 4-4).

9 While developing the avionics software for the space shulttle, the National Aeronautics and Space
Administration (NASA) determined that the statistical average for software used in critical systems (e.g., flight
control, air traffic control, etc.) averaged 10 to 12 errors for every 1,000 lines of software code. Because this
was unacceptable to NASA for use on the space shuttle, NASA forced one of the most stringent test and
verification processes ever undertaken for the primary avionics system software. An analysis performed after
the Challenger accident showed that the primary avionics system software (PASS) for the space shuttle had a
latent defect rate of just 0.11 errors per 1,000 lines of code. However, this achievement did not come easily or
cheaply. In an industry where the average line of code costs the government (at the time of the report) about
$50 (written, documented, and tested), PASS cost NASA slightly over $1,000 per line. The total cost for the
initial development and support for PASS was $500 million
(http://history.nasa.gov/sts25th/pages/computer.html).
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Table 4-4 Causes of Processor-related Failures [136]

Failure Mode Description

Task crash The control software task exits unexpectedly

Task hang The process goes into an infinite loop

Task late response The output of the task exceeds the specified response time

Task early response The output of the task is too early

Task incorrect response The output of the task is timely but violates specifications

Task no response There is no output from the task (but the task is not hung)

Processor crash The processor software kernel (or operating system) crashes
bringing down all tasks running on the operating system

Corrupted input The input signal from the plant sensors receives corrupted data

due to either an analog electrical problem, an analog-to-digital
conversion problem, or noise in a digital network

Corrupted output The output signal to plant actuators is corrupted due to an analog
electrical problem, a digital-to-analog conversion problem, or noise
in a digital network is corrupted

Out-of-sequence data Data packets arrive at the destination in a sequence different than
expected (applicable to digital networks using transmission)

4.9 Component Data

Component data is hard to collect and even harder to assess if the failure data is appropriate for
the use intended. May factors such as attributes, properties, critical characteristics, operating
environment, use, how the data is collected, etc. is typically not provided and users accept the
values without question. Failure data, even vendor supplied data, with millions of hours of use,
does not reflect how the component will be used for specific applications and can result in
unsubstantiated claims of reliability. As always, care should be used when relying on operating
experience and component reliability data,

The limited data from operational experience in the NPP industry makes the use of reliability
claims difficult to defend, although the non-nuclear industry has extensive operating experience,
and vendors claim increased reliability. Complexity of the software can also impact its reliability.
Even though the single execution sequence of a complex software system has a vanishingly small
probability of occurrence, there is very little one can say about the reliability of any such system,
no matter how long it has actually executed without a failure [119].

Some databases—such as the Equipment Performance and Information Exchange System
(EPIX) that is maintained by the Institute of Nuclear Power Operation (INPO)—contain data, but
the specifics are time consuming and difficult to obtain, and the data are not publicly available.

The reporting of hardware and software failures is critical for monitoring the reliability of EDDs.
This is addressed under 10 CFR Part 21. Just as critical is the vendor’s willingness to provide
assurance that the licensee would be notified of OS software errors and to support any necessary
configuration controls for any future required software changes. Although the use of EDDs is
widespread in industry and vendors have data, specifics have not been obtained for review by this
project.
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Although EDDs are not systems (even though they are frequently treated as such), the software
process characteristics for a system are applicable, including completeness, consistency,
correctness, style, traceability, unambiguity, and verifiability.

Data for the evaluation of the credit that can be given to feedback experience should be collected,
including site information, operational profiles, demand rate, operating time, error reports, release
history [115].7° However, an acceptable amount of feedback to take credit for operating

experience requires data on devices with the same make, model, and software/hardware version
operating in the same environment. Data on devices are difficult to obtain and become very
difficult to collect on specific devices.

Vendor failure rates assume perfect operating conditions and perfect mechanical integrity,
ignoring how the process and the operating environment contribute to equipment degradation and
failure. Actual failure rates highly depend on the operating environment and Ml and can be
orders-of-magnitude higher than vendor-reported rates. Consequently, reliability data should be
assessed based on field feedback: the less feedback, the more the uncertainty in the data [120].

The physical failure rates of smart sensors seem to be comparable to those of conventional
sensors. Examples given by Meulen [121] show that the failure rate of the digital Honeywell
STT250 smart temperature transmitter is calculated to be 3.9 x 10-7/h, and the failure rate of the
digital Fisher-Rosemount 3051C Pressure Transmitter is 7 x 10-7/h: both failure rates are for all
failure modes. The Nuclear Plant Reliability Data System (NPRDS) failure rate for analog
transmitters is 1.42 x 10-7/h [122]. There is no reason to believe that the failure rate of smart
sensors will be significantly better than for analog sensors, because conventional sensors are
typically built using robust components, whereas smart sensors may contain more vulnerable
components.

Prior to the release of IEC 61508, many manufacturers provided in-service and accelerated test
failure data. Following the approval of IEC 61508, manufacturers increasingly began claiming
compliance based on a shelf-state analysis with seemingly perfect operating environment
conditions. IEC 61508 allows manufacturers to make SIL claims based on predictive analysis
without any burden to substantiate the claims later using actual field data. However, the failure
rates and PFD values declared in analysis reports are much better than those that can be
achieved in actual field applications [123].

Failure rates are used to estimate the reliability of the devices. SAP ERL.1 [124] states,

The reliability claimed for any structure, system or component should take into
account its novelty, experience relevant to its proposed environment, and
uncertainties in operating and fault conditions, physical data and design methods.

Paragraph 191 in the SAP further states,

Where reliability data is unavailable, the demonstration should be based on a
case-by-case analysis and include:

10 NRC staff participated in the meetings of the Regulator Task Force on Safety Critical Software (TF SCS) for
nuclear reactors, which is comprised of international nuclear regulators and authorized technical support
organizations. The task force met from 2009 to early 2016 and NRC provided input to the 2015 revision of
the report. Although the NRC did not endorse the 2015 revision for regulatory use by the NRC, it published it
as a technical report in NRC’s NUREG/IA series [NUREG/IA-0493].

4-36



(a) a comprehensive examination of all the relevant scientific and technical
issues;

(b) a review of precedents set under comparable circumstances in the past;

(c) where warranted, e.g., for complex items, an independent third-party
assessment; and

(d) periodic review of further developments in technical information, precedent
and relevant good practice.

Because embedded systems are now largely defined and controlled by software, it is likely that
software failures will form a major threat for reliability. Therefore, appropriate reliability analysis
and design techniques should be provided to support the anticipation and prevention of potential
failures. Diagnostics of active components should be self-evident, whereas diagnostics of
standby components, although problematic, could be used to actuate and monitor the device’s
health.

Analyses can be used to support the reliability assessment of the EDDs [125]:

¢ Reliability

¢ Mean time between failure calculations
¢ Single point vulnerability studies

o Failure modes and effects analyses

If the reliability assessment demonstrates that the EDD’s reliability is at least as good as the
reliability of analog boards, then the reliability of the EDDs should be acceptable, and credit may
be able to be given to the sufficiency of the device to meet its safety standards.

EDDs that have a limited amount of software and lines of code in EDDs (some contain as little as
a few kilobytes of assembler code) may support a proven-in-use argument based on their large
operating history. However, for licensees to use this argument they (or the vendors) would have
to provide the data and basis to demonstrate EDD reliability.

Although there are significant differences in the systems in the various industries that use IEC
SlLs for demonstrated integrity and reliability of components, there is not much difference at the
individual component level. Leveraging the similarities at the component level has the potential to
lead to a mutually beneficial relationship for industries and manufacturers through a larger pool of
operating history because of the larger customer base. However, care must be taken before
installing any EDD in a safety application based on a generic reliability value rather than choosing
one based on its integrity and reliability in a similar operating environment.

The available data on failure rates and diagnostic coverage do not provide detailed design
information [121]. Manufacturers’ evaluations may provide the numerical data required by IEC
61508-6—failure rates and fault coverage—but the details for arriving at those values may not be
provided and may not be applicable.

Industry seems to over rely on failure data compiled from operating experience without
determining if that data is appropriate to make a determination with respect to the critical
characteristics for their specific use. The review of vendor material for EDDs highlights the overall
reliability of the EDDs and licensees may not question the process conditions, operating
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environment, service history, proper failure reporting and recording of data, and any modifications
made to the device.

4.9.1 FMEA

After the failure modes for the digital parts of the EDDs are identified, an FMEA can be used to
identify the potential effects of these failures on the components/system. Vendors, licensees, and
applicants must understand the operation and failure modes of digital systems, including EDDs,
as well as the effects of these failure modes on operations and safety.

The failure modes need to be understood and fully specified for each operating mode . Software
requirements for handling both hardware and software failures should be provided, including
requirements for analysis of and recovery from computer system failures. It is important to
understand the full functionality of an EDD and its behaviors.

FMEA is a logical, structured process for identifying process areas of concern. FMEAs are
typically used to show that the design meets the single failure criterion in 10 CFR 50, Appendix A,
and to assess the potential for an undetectable failure. However, these uses of FMEA are at the
system level.

More specific to this work is that FMEASs, at the component level, are used as part of the CGD
process, determining the completeness of the diagnostics (if applicable). For evaluating
component level reliability for IEC 61508 certifications, a failure modes, effects, and diagnostic
analysis (FMEDA) is sometimes used.

In some cases, as described below, such as to determine if a malfunction with a different result
could occur, multiple levels could need to be considered.

The effects of failure modes for the EDDs can be investigated at the following levels:

1. First-level effects: at the digital device’s boundary

2. Second-level effects: on the component

3. Third-level effects : on the control or safety system

4. Fourth-level effects: on the plant/the safety function of the system

Determining the first-level effects requires knowledge of the failure modes for the 1&C portion of
the EDD.

Typically, the results from an FMEA at the component level are inputs to the FMEA at the system
level. Similarly, the results from an FMEA at the EDD (device) level are input to the FMEA at the
component level. The failure of the EDD and its effect on the associated component may be
bounded by an existing FMEA that evaluates the failure of the component. This is bounding if no
new failure mechanisms at the component level are introduced.

NEI 96-07, Rev. 1 (endorsed by RG 1.187), states,

Malfunctions of SSCs are generally postulated as potential single failures to evaluate plant
performance with the focus being on the result of the malfunction rather than the cause or
type of malfunction. A malfunction that involves an initiator or failure whose effects are not
bounded by those explicitly described in the UFSAR [Updated Final Safety Analysis Report]
is a malfunction with a different result. A new failure mechanism is not a malfunction with a
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different result if the result or effect is the same as, or is bounded by, that previously
evaluated in the UFSAR.

Certain malfunctions will not be explicitly described in the FSAR because their effects are
bounded by other malfunctions that are described.

The safety evaluation of the SSPS board replacements reported in Topical Report WCAP-17867-
P [125], describes the FMEAs performed on the three safety-related boards. The FMEA studies
resulted in two conclusions (as documented in the topical report):

1. There are no non-detectable failures that when paired with a detectable failure would
cause a loss of safety function (Addressing IEEE 603-1991, Clause 5.1).

2. The new design boards do not produce a different failure mode than has been previously
analyzed (Addressing GDC 23).Rather than using the FMEA for an EDD as input to the
system and to the plant FMEA, an FMEA could, within the same table, consider the failure
modes of the EDD and evaluate their effects to assess if there are any new failure modes
at the system level or that affect the safety function. This is important to know prior to
installation, because having no new failure modes at the component or system level
means that there are no new consequences other than what has been considered
previously.

This is similar to the FMEDA on the RadICS platform. The safety evaluation for the RadICS [144]
states that the RadlCS FMEDA was used as input data to support a system-level FMEA and
reliability analysis for an NPP-specific RadICS Platform system. The RadlCS FMEDA for the
FPGA based Safety Controller (FCS) was performed for each platform module and includes four
groups of module components.

In regard to the issue of CGD and FMEA, NRC IP 38703 [142] includes the following statement:

An evaluation of credible failure modes of an item in its operating environment and the
effects of these failure modes on the item’s safety function may be used in the safety
classification of an item and as a basis for the selection of critical characteristics.

Subsequently, NRC IP 43004 [143] states that technical evaluations should include “performance
of a failure modes and effects analysis (FMEA) to identify the credible failure mechanisms of the
item in the specific application under consideration.”

Although not the only method, EPRI noted that “A failure modes and effects analysis (FMEA) is
an effective tool to determine critical characteristics when complete design information is not
available” [53].

Additionally, evaluating EDDs and their potential impacts at the system level may require
extending the results of a component level FMEA to the system level, which then could be used in
a plant level FMEA or PRA.

FMEDA is similar to an FMEA in that a systematic analysis technique is used to obtain subsystem
/ product level failure rates and failure modes with an added assessment of the diagnostic
capabilities (i.e., the “D” in FMEDA) to detect failures. That is, an FMEDA combines the FMEA
techniques with an extension to identify diagnostics techniques with failure modes relevant to
safety instrumented systems. For example, the FMEDA for the RadICS platform analyzed
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potential failures in each of its component groups and categorized the effects of these failures in
terms of detectability/undetectability [144]:

Fail-safe state (detected/undetected)

Fail dangerous state (detected/undetected)

Analog input (deviation more than 2% of span)
Annunciation (detected/undetected)

No effect

Fail dangerous (undetected after surveillance test)

FMEA and extensions such as FMEDA are widely accepted methods for systematically analyzing
a device to determine its hardware failure modes, their frequency, and their impact.

However, the key point is that these methods, FMEDA in particular for IEC 61508 certifications,
are focused on random hardware failures. They explicitly do not consider systemic failures, and
use operating experience indicating failures beyond what is anticipated by the FMEDA as an
indication that there may be systemic issues with the component and would as a result require
further review [276].

Further, FMEAs are limited in that they focus on singular events, CCFs are typically not evaluated,
and the likelihood of multiple failures that are not evaluated could be more likely than the single
failures.

Another challenge for FMEAs is software. Based on a review of software hazards analyses and
software FMEAs, a collection by ORNL, based on the ORNL researcher’s experience, of the
consequences (effects) of a software hazard is provided in Table 4-5. Because the
consequences (effects) from the failures of software in Table 4-5 are at the system level, they do
not all apply at the EDD level. They can be used to inform those performing an FMEA on an EDD
what types of effects are typically considered.

Table 4-5 Collection of the Consequences (Effects) of a Software Hazard

None Loss of redundancy

Inadvertent trip Failure to trip when required

False channel trip Partial loss of redundancy; system remains
operable

Display data failure Loss of redundancy for division voting; system
remains operable

Processor display; operator receives Inadvertent alarm

erroneous information

Inadvertent partial trip Erroneous input data

Erroneous output display

The NRC ACRS stated that “software FMEA methods should be investigated and evaluated to
examine their suitability for identifying critical software failures that could impair reliable and
predictable DI&C performance” [141]. This resulted in research by the NRC which is reported in
RIL-1002 , which states that:
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Appendix C describes six different SFMEA [software FMEA] techniques that were adapted
from techniques originally developed for analyzing hardware failures. No sound technical
basis was found to require or endorse that any of the SFMEA techniques be performed or
submitted as part of licensing applications. Therefore, changes to established regulations
and guidance is not recommended.

Below is a short (i.e., not inclusive) list of references that show issues or deficiencies
with FMEASs that NRC staff and inspectors could consider that demonstrate additional methods of
determining appropriate failure modes:

¢ NRC Information Notice 1997-081 [145] is not digital specific, nor EDD specific, but rather
relates to failures under certain conditions where a component would not operate as it
should under certain circumstances.

e L. Betancourt, et. al., [146] recognize that finding faults in CPLDs through FMEA “is akin to
searching for a needle in a haystack.” Although FMEAs have been successfully used for
analyzing traditional hardware applying the technique to Complex Logic does not yield
similar benefits.

¢ RIL-1002 [112] reviewed 11 sets of DI&C system failure modes. These failure mode sets
are not supported by documented public consensus and are not endorsed by any accepted
standards. The staff's analysis in the RIL found that a synthesized set of system level
DI&C failure modes may not be helpful for determining the level of safety of a DI&C safety
system. In addition, a limitation of the FMEA is that a digital system may experience
unintended or undesired behaviors without the occurrence of a failure. The RIL recognizes
that it is unlikely that anyone can identify a complete set of failure modes that can occur in
a moderately complex digital system

¢ EPRI 300200509 [147] concludes that FMEA has its place, but also “The FMEA methods
are well suited for postulating single failures and their effects on other systems, sub-
systems or components, and they can make use of the proposed failure taxonomy
provided in Attachment B. However, these methods are not well suited for use in
identifying misbehaviors or hazards beyond single failures, such a multiple hardware
failures or unintended interactions of hardware and software components.”

e The FAA System Safety Handbook, Chapter 8 [148] considers FMEA and FMEC as
means of reliability analysis versus safety analysis.

These issues apply more to some uses of FMEA than others. For example, in the case of using
an FMEA to determine if there are new failure modes present at the system level, a review may
find that new or potentially new failure modes at the level of the EDD or component are bounded.
For example, although some new failure modes had been identified at the 1&C level in ORNL/TM-
2010/32 [132], these new failure modes did not create new failure modes at the system level.
However even if certain types of failures are already considered at the system level, critical
characteristics should still be utilized to prevent their occurrence. This particular type of bounding
also does not address CCF concerns.

In conclusion, FMEAs are used at different levels and for different purposes and are utilized within
the NRC'’s regulatory infrastructure and in industry. In some applications using the FMEA of an
EDD as input to the FMEA for the system or considering them together could be useful. However,
an FMEA has limited utility for assessing systemic causes in newer digital configurations.
Specifically, systemic causes have pervasive effects whereas an FMEA is oriented to “point-
failures” (localized, isolatable) as in the case of hardware items. Therefore, an FMEA may not be
as robust in the discovery of (or confirming absence of) system-internal hazards rooted in system
development activities. Multiple failures may be more important than single failures. Software
failures are difficult to identify, so the effects are hard to predict. In these cases, modern methods
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and tools designed to deal with more complex and connected systems may be needed for some
applications of FMEA.

4.10 Graded Approach

A graded approach accounts for the characteristics of the risk relevant to a components function
and application in a system. A number of parameters can be identified that together describe the
nature of the hazardous situation when safety-related components/systems fail or are not
available. Several parameters are identified that, when combined, demonstrate an acceptable
design to meet the safety functions of the system. Attributes or metrics that can be applied to
grade the classification of the EDD could be based on several factors, including
complexity/simplicity, redundancy, diversity, safety function of the EDD, failure modes/hazards
analysis, etc. Each of the characteristics—digital content, functionality, configurability,
classification, and consequences of failure—can provide a basis for guidance on the acceptability
of the design and functioning of the EDD. This would start with the current/default position for
regulating the use of EDDs and could be tailored to specific component-based guidance.

The regulatory basis for using a graded approach based on safety significance derives from 10
CFR 50 Appendix B, which states, “The quality assurance program shall provide control over
activities affecting the quality of the identified structures, systems and components, to an extent
consistent with their importance to safety.”

The CGD process (i.e., EPRI TR-106439) is key in the use of EDDs, as most components are not
developed under a 10 CFR 50 Appendix B process. A risk-informed approach was proposed in
10 CFR 50.69 and RG 1.174. As described below in observations, a risk-informed approach
could also be used for CGD of simple digital devices.

he term graded approach could refer to the selective assignment of QA elements with which the
software must comply based on its assigned quality classification, or it can refer to the grading of
components based on risk. For this assessment, a graded approach is based on the latter—risk
to the plant. Thus, a graded approach would tailor the effort’s requirements according to the
complexity of the system and application and the importance to safety and plant economics. NRC
Inspection Procedure 38703 [142] states:

The application of graded quality assurance to the CGl dedication process should include
consideration of the item's importance to safety and the factors specific to the item being
procured. Certain items and services may require extensive controls throughout all stages
of development while others may require only a limited quality assurance involvement in
selected phases of development.

There are two factors to be considered in an EDD—the component in which it is embedded, and
the sensor/actuator heart of the EDD. Sensors interact with the plant’s physical processes to
measure process variables such as temperature, pressure, and flow. When sensors are
embedded in components, they may provide surveillance and diagnostic capabilities that monitor
process variables for abnormalities. Actuators such as valves and motors physically operate plant
components to adjust physical processes to optimize plant performance for efficiency, safety,
and/or shutdown. Actuator status indicators can also visually reflect automatic or manual control
actions, such as the switching on or off of a motor or the opening or closing of a valve.

Devices vary widely in terms of functionality, complexity, and testability. EDDs serve many

functions in components used in NPPs—monitoring, diagnostics, and/or control. The functionality
provided by embedded systems is shifting from hardware to software. The functionality of
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embedded systems is not solely developed by just one manufacturer, but it is host to multiple
parties. In addition, embedded systems are increasingly integrated in networked environments
that affect these systems in ways that might not have been foreseen during their construction.

Factors that could be considered for risk-informing the safety classification, level of review, and
dedication of EDDs include:

Complexity / simplicity
Classification / quality
Functionality
Consequences of failure
Configurability
Redundancy
Dependability
Diversity
Defense-in-depth
Self-diagnostics
Testing

A risk-informed process would adjust the level of rigor associated with the design to the safety
significance of the equipment.

A two legged approach is expected in the demonstration of the suitability of a smart device for a
nuclear application in the UK. The two legs consist of:

e Production excellence (PE), which is a demonstration of excellence in all aspects of
production from the initial specification through to the finally commissioned system;

¢ Independent confidence building measures (ICBMs), which provide an independent and
thorough assessment of the safety system’s fitness for purpose.

The ICBMs provide a graded approach according to class. Examples of ICBMs at the highest
class (Class 1/pfd = 10%) are:

Instrument type tests

Examination, inspection, maintenance and test records
Proof test records

Commissioning tests

Hardware reliability analysis

Prior use

Supplier pedigree

Independent certification

Independent review of supplier's standards and procedures
Independent functional safety assessment
Independent review of tools

Static analysis

Dynamic analysis

Statistical testing
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ONR TAG-046, with respect to a graded approach, stresses that:

It is important to stress that the independent confidence building measures should be
applied only to the finally delivered product - ie after completion of the manufacturer’s
verification and validation, including the completion of any compensating activities. The
duty-holder may, however, be able to make a case for applying techniques to code that has
completed the manufacturer’s independent verification.

One key part of the regulatory process, upon which NS-TAST-GD-046 [126] is based, is that the
grading allowed in the guidance impacts the reliability claim that the licensee can take for the
device. While ONR does use a best estimate PRA (called PSA within their regulatory
infrastructure) for certain purposes, when it comes to determining the needed grade of a system,
a high confidence value (limited as in Table 1 of the reference) must be used. This means that if
one device is implemented at a lower grade, then it may result in others being required to be
implemented at a higher grade. However, currently, no such reliability feedback mechanism as a
consequence of using a graded approach exists within the NRC’s regulatory infrastructure.

From a standards perspective, both the nuclear IEEE (e.g., IEEE Std. 603) and the nuclear IEC
(e.g., IEC 61513) standards suites use system-level requirements that are not easy synthesized
down to component- or EDD-level requirements. The area of reliability is a good example of this.
In both nuclear standards suites, the system-level requirement for reliability is the single failure
criterion. This requirement assumes some minimum level of reliability of the individual
components, but it does not provide a clear requirement. There is no clear target for the reliability
of the individual components. The situation is similar for other system-level requirements related
to system architecture, such as redundancy, independence, and diversity. Of particular note is
the area of CCF, which assumes that the systematic integrity of the individual components is
insufficient, thus defeating redundant architectures. It remains a challenge to translate the IEEE
and IEC system-level requirements related to this topic into component-level requirements.

Considering the complexity, classification, functionality, configurability, and consequence of failure
is an approach that could be considered. Those countries with multiple safety classifications
incorporate function or consequence into the safety classification. NASA uses a consequence-
based approach. The IAEA’s approach to the safety classification of SSCs considers safety
classification (important to safety and not important to safety), functionality, and consequences
that result if the function fails when it is required to perform, and it is also related to the
consequences in the event of a spurious actuation [173]. DoD relates consequence to a
condition, event, operation, process, or item whose mishap severity consequence is either
marginal or negligible (safety-related) or a condition, event, operation, process, or item whose
mishap severity consequence is either catastrophic or critical (safety-critical). EPRI recommends
using a safety-significance—based graded approach that considers the context of the 1&C in the
plant, the likelihood of failure, and the failure consequences in assessing the adequacy of the
implemented preventive and mitigative measures.

Each of these factors are addressed below and could be combined in some manner to provide a
structured, defensible graded approach for the use of EDDs.

4.10.1 Complexity / Simplicity
While there is no consensus on the best way to quantitatively measure complexity, there is broad
agreement that simplicity helps ensure high dependability, and it is expected that a qualitative

assessment of platform and functional simplicity may be practical [150]. The simplicity of critical
functions is fundamental in achieving reliable components and systems.
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The complexity of the EDD, and whether it has a processor, and if so, the type of processor it has,
all also impact the level of potential risk.

Other factors that could affect the complexity of the device include (1) whether the code manages
the hardware directly, if there is a distinct operating system, if interrupts are used for device inputs
and outputs and timing, and the size of the code (number of lines).

Changes that increase complexity should be considered very carefully. For example, adding
automated self-testing features to the relatively simple safety function logic may add complexity to
thefunctionality, with corresponding adverse effects on several aspects of development. More
specifically, the requirements can become more complicated, making it more difficult to specify
with high confidence that they were complete, correct, unambiguous, etc. With added complexity,
it becomes more difficult to anticipate, specify, and test all the potential abnormal and faulted
conditions that the system might observe, etc.

4.10.1.1 Complexity

There are many definitions of complexity with the common theme of “difficult to understand and
verify.”

IEEE defines complexity as “the degree to which a system or component has a design or
implementation that is difficult to understand and verify” [150].

The UK Ministry of Defence states that a system is classified as complex if its behavior cannot be
verified by exhaustive testing [151].

The IEEE defines complexity as “the degree to which a system or component has a design or
implementation that is difficult to understand and verify” [150, 152].

EPRI's digital engineering guide (DEG) [154] addresses complexity in terms of configurability.
This measure of complexity is based on the degree of configurability and how configurable a
system or component is in the field. A key aspect of EPRI’s digital engineering guide is grading
engineering processes by complexity. However, this complexity is not in terms of the absolute
complexity of the functions being performed by the device, but rather by the degree of
configurability left for the integrator to perform or for creation of application-specific code.
Therefore, a device could ultimately achieve the exact same function, but in one case, more
design was performed by the OEM, leaving only parameter setting and connections to the
integrator or licensee, and in the other case, parts of the design were left to the integrator or
licensee. Hypothetically this could result in identical devices, but the DEG would treat each case
very differently.

Part of the appeal of smart sensors is that they allow integration without the need to understand
the particulars of the sensor’s design. For example, for a smart sensor, purchasers rely on the
OEM code and hardware within the sensor itself to perform functionality, such as analog-to-digital
(A/D) conversion, filtering, and various checks on the signal being performed in the device itself.
Furthermore, the software and hardware are created by the same company that created the
sensor itself. However, the purchaser’s understanding of the complexity of the device and any
potential consequences would be limited.
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For manufacturers, higher complexity may mean a higher probability of errors in the design of the
EDD. For users, higher complexity may lead to a greater probability of errors when setting up and
maintaining an EDD. (Note that this also applies to I&C systems.)

The issue related to EDDs is that of complexity. For very simple and very old systems, the failure
modes were relatively straightforward. As complexity increases, which can be the case in EDDs,
using methods designed for more complex systems makes sense. When discussing the technical
evaluation, EPRI TR-106439 supports this concept, stating that a step is to “determine how
complex the device and the software are, which sets the levels of scrutiny for many aspects of the
assessment.” However, the additional digital oriented guidance in EPRI TR-106439 does not
discuss FMEA nearly so much as it discusses a broader failure analysis in order to correctly
identify requirements and critical characteristics.

A risk-based/graded approach would evaluate the complexity of the EDD with its level adjusted
accordingly.

4.10.1.2 Simplicity
Simplicity—the converse of complexity—may provide a more useful attribute.

IEEE defines simplicity as “the degree to which a system or component has a design and
implementation that is straightforward and easy to understand” [150, 152]. IEEE also recognizes
that “All else being equal, a simpler system will be more reliable [155].”

RIS 1002 [112] defines simplicity (by changing the negative expression of complexity to positive)
as “the degree to which a system or component functionality, design or implementation can be
understood and verified.”

For simplicity, IEEE Std. 7-4.3.2-2016 [26] states,

it is recognized that simplicity is not a measurable characteristic of a safety system. As
such, no acceptable degree of simplicity can be established for these systems however,
measures should be taken to avoid unnecessary complexity. Added complexity associated
with the performance of functions not directly related to the safety function may introduce
design errors or create system hazards. As an example, the added the complexity
resulting from self-test and self-diagnostics can improve safety and reliability. A balanced
approach is required between the hazards associated with adding functionality and the
benefits those functions provide. All functions allocated to safety systems shall be justified,
documented and analyzed to determine if hazards are introduced to the safety system.

This shows that any added features to the EDDs, such as human systems integration (HSI), will
result in additional risk of failures not associated with the original equipment when used by
operators and maintenance personnel.

The question still remains as how to measure simplicity. A review by EPRI on Rosemount
transmitters [156] provides qualitative metrics on assessing simplicity:

¢ No internal looping

o Embedded software is very small in size (less than 8K lines of executable code)
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e Hardware is relatively simple
¢ Limited diagnostics (helps limit the size and complexity of the software)
e A single version of the software used for all identical EDDs

These qualitative metrics and the overall simplicity of the device strengthen the use of historical
data in evaluating the adequacy of the transmitter.

To have very high simplicity in a design, the component (or system) should:

¢ Contain simple priority commands
e Have minimized device functionality as much as possible
e Demonstrate 100% testability

Appendix B of CSA N290.14-15 [94] provides guidance for determining an item’s complexity.
That appendix must be used in conjunction with the mature product method. A good summary of
the approach to determining the complexity of a digital item is show in Table 4-6:

Table 4-6 Determination of Software Complexity [94]

Complexity categories

Complexity level

Interface complexity

Lines of code Internal modules .
index
Low <1000 <20 <5
Medium 1000-9999 20-199 5-9
High 10,000-99,999 200-1999 10-29
Very high >100,000 > 2000 =30

The proof-through-testing method can only be used for category 3 applications that involve items
that fit into the low complexity designation as determined by Appendix B of CSA N290.14-15.
This method involves running enough testing on an item to provide confidence that it operates
correctly. The minimum successful test executions for a category 3 low complexity item is 250,
and the minimum successful test hours is 100.

The preponderance-of-evidence method may be used for category 1, 2, or 3; this approach is
dependent on engineering judgement. This method considers the following elements: proven-in-
use arguments, partial compliance with applicable industry standards, evidence from a previous
qualification, complementary testing, analysis of the candidate product, and use of verified
software modules, objects, libraries, or components. A case is built to justify the use of a digital
item based on any or all of these elements. This method is the most like the approach typically
used in the United States based on EPRI TR-106439. This method also has some similarities to
the approach prescribed in IEC 62671.

The code for smart sensors used in the United Kingdom has a number of distinctive features
[111]:
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e Assembly language was used in early devices, but C code is found in most modern smart
devices.

o The code size is small; there are tens of thousands of lines of code, although this may
increase significantly if the instrument includes fieldbus or other types of communication
protocols. (A discussion of communication protocols is provided in Appendix E of this
report.)

e There is no distinct OS; the code manages the hardware directly.
o Interrupts are used for device I/0O and timing, so there are concurrent code threads.

These features are not surprising for small, embedded systems. The benefit of using EDDs
compared to a system is that they are simple enough to be amenable to a wide variety of
techniques while still providing real, practical examples for which the outcome of the analysis has
value.

From the information gathered, a risk-informed / graded approach for the classification of EDDs
was evaluated. A risk-informed / graded approach would eliminate requirements for low safety
significant uses of EDDs and would have little adverse effect on safety while reducing
unnecessary regulatory burden. An FMEA may be suitable to fully evaluate simple devices and
could provide insights into more complex devices. That is, if the EDD has been designed to
accomplish only one clearly defined function or only a very narrow range of functions, the
complexity is low, and including V&V efforts as part of a component’s quality design process
should minimize the likelihood of a latent fault. In contrast, if the device is designed so that it is
reprogrammable after manufacturing, or if the device functions can be altered in a general way so
that it performs a conceptually different function, it would not be considered a simple device. To
be deemed a simple device only pre-defined parameters can be configurable by users. These
variables could be used in defining a classification of EDDs.

In conclusion, simplicity may be measured primarily through executable code size, functionality,
and testability. These can be useful in making guidance on a graded approach.

4.10.2 Classification

In the nuclear power industry 1&C systems have been historically classified according to safety
significance. This classification approach is based on a deterministic assessment of the system
functions’ ability to assure safety. Safety classification is well established, and the scope of this
project does not involve replacement or modification of the current structure. Nevertheless, safety
significance is a key characteristic of I&C systems at NPPs, and there are notable variations
within international safety classifications. A risk informed/graded approach to providing guidance
to assess the risk of EDDs would require insights into a classification scheme for components and
subcomponents, such as an EDD. Therefore, this section provides an overview of the prevailing
safety classification approaches employed by the international nuclear power industry.

Safety classification is one of the fundamental safety concepts used to ensure that NPPs pose
minimal risk to public safety. The classification of SSCs identifies the importance to safety for that
SSC and the consequence of its failure. The classification of SSCs is closely related to the plant
states and the postulated initiating events.

4-48



The term plant states can refer to the events to be considered for plant operation— normal
operating states and anticipated operational occurrences [AOOs], or the term can be used to
identify the status of the plant to be reached after an event has occurred—physical conditions
such as pressure, temperature, radiation, etc.

The classification of safety systems between countries, organizations, and even within the same
organization may have a common term, but the terms may or may not have different meanings.
For example, within the NRC, there are examples of terminology differences and overlaps
regarding coverage for safety-related, regulatory treatment of non-safety systems (RTNSS),
safety-significant systems requiring special treatment, and important-to-safety SSCs. If a
component is classified as RISC-2, it is in a nonsafety-related system that performs a safety-
significant function.

10 CFR 50 establishes a classification approach for SSCs in a nuclear facility. 10 CFR 50.2
defines safety-related SSCs in terms of reliance on those SSCs to remain functional during and
after design basis events to assure (1) the integrity of the reactor coolant pressure boundary,
(2) the capability to shut down the reactor and maintain a safe shutdown condition, and (3) the
capability to prevent or mitigate the consequence of accidents that could result in unacceptable
offsite exposures.

For electrical and 1&C equipment, 10 CFR 50.49 documents the requirements associated with
environmental qualification of electric equipment important to safety for nuclear power plants. The
scope of the electric equipment important-to-safety covered by this regulation is safety-related
systems, those nonsafety-related systems whose failure under postulated environmental
conditions could prevent satisfactory accomplishment of safety functions, and certain post-
accident monitoring systems.

NRC'’s regulatory guidance for classification for EDDs would be the same as for systems: safety
or nonsafety, although in some instances the classification could be at the subcomponent level.
This allows individual pieces parts, like a spring or bonnet to be classified at a lower level than the
component it is a part of. The U.S. nuclear industry has a clearly defined level of rigor at the
system level, but because the framework only contains two categories, the level of rigor at the
individual component level is vague. A prime example of this is in commercial-grade dedication of
digital components. In the guidance and standards associated with this type of activity, it is
commonly stated that the level of rigor should be determined based on the “safety significance and
complexity of the device” [157]. EPRI 107339 [77] states that “the safety significance and
complexity of the equipment and the application determine the scope of activities required to
accept the equipment — this is referred to as a ‘graded approach’.”

IEEE identifies 1&C systems that are important to safety as Class 1E equipment. More
specifically, IEEE Std. 323-2003 [158] defines Class 1E as the “safety classification of the electric
equipment and systems that are essential to emergency reactor shutdown, containment isolation,
reactor core cooling, and containment and reactor heat removal, or are otherwise essential in
preventing significant release of radioactive material to the environment.”

In addition to the traditional deterministic classification approach, a risk-informed approach to
safety classification has been established in 10 CFR 50.69. Specifically, SSCs are divided into
risk-informed safety classes based on both deterministic safety classification and probabilistic
significance to plant safety. In this classification approach, insight from a probabilistic risk
assessment (PRA) on the safety significance of the function performed by a system is captured
based on its contribution toward reducing the risk of release of radioactive material to the
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environment. 10 CFR 50.69 defines a safety-significant function as “a function whose degradation
or loss could result in a significant adverse effect on defense-in-depth, safety margin, or risk.”

10 CFR 50.69 applies a risk-informed categorization and treatment of SSCs into four risk-informed
safety classes (RISCs) for passive advanced light water reactors:

RISC-1 SSCs: safety-related SSCs that perform safety significant functions.
RISC-2 SSCs: nonsafety-related SSCs that perform safety -significant functions.
RISC-3 SSCs: safety-related SSCs that perform low safety significant functions.
RISC-4 SSCs: nonsafety-related SSCs that perform low safety significant functions.

A safety significant function is a function whose degradation or loss could result in a significant
adverse effect on defense-in-depth, safety margin, or risk.

The RTNSS process applies broadly to those nonsafety-related SSCs that perform risk-significant
functions and therefore are candidates for regulatory oversight. The RTNSS process uses the
following five criteria to determine those SSC functions:

1. SSC functions relied on to meet deterministic NRC performance requirements such as
those set forth in 10 CFR 50.62 for mitigating anticipated transients without scram (ATWS)
and in 10 CFR 50.63 for station blackout (SBO).

2. SSC functions relied on to ensure long-term safety (beyond 72 hours) and to address
seismic events.

3. SSC functions relied on under power-operating and shutdown conditions to meet the
Commission’s safety goal guidelines of a core damage frequency (CDF) of less than
1x10* each reactor year and a large release frequency (LRF) of less than 1x10¢ each
reactor year.

4. SSC functions needed to meet the containment performance goal, including containment
bypass, during severe accidents.

5. SSC functions relied on to prevent significant adverse systems interactions.

The Regulator Task Force on Safety Critical Software (TF SCS) for nuclear reactors is comprised
of international nuclear regulators and authorized technical support organizations. Although the
NRC is not a member of the TF SCS, the NRC staff have participated in meetings and have
documented this participation in NUREG/IA-0463 [179]. A common position of those participating
in the task force is as follows:

For a smart sensor/actuator, the licensee shall define the safety class, which shall be the same as
the class of the system in which the smart sensor/actuator is embedded unless justified otherwise.

Using lessons learned from how other regulators, industries, and countries are addressing the
regulation and use of EDDs requires an understanding of how the devices are classified in terms
of safety. The World Nuclear Association’s task force on digital I&C [161] identified the following
difficulties in classifying the 1&C safety functions:
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o Inconsistency between international standards and local regulations
o Ambiguous requirements for safety classification
o Incomplete rules for I1&C function categorization

o Inconsistent requirements for systems provided specifically as diverse backup to protection
systems

A summary table of classification grades for systems is provided in Table 4-7. The data in this
table is based on information from several organizations [159, 160, 161, 162]. The table does not
represent precise relationships among the various categories in the classification of systems, but
rather, it provides a qualitative assessment of the relative binning. While the table does not
constitute a high-fidelity mapping of the classes and categories, it is intended to provide a general
indication of the approximate relationship among the classification approaches. The summary
table shows that the classification is not standard between countries and that the classifications
and require interpretation by vendors and utilities. Therefore, classification based the methods
used in other countries could be challenging to extend to U.S. regulations. However, lessons
could be learned from other classification systems that may align with NRC regulations. For
example the NRC may be uncomfortable with using reasoning for class 3 systems in the UK
classification in safety-related systems, but class 1 systems might be acceptable for any safety
related system. Similarly, the classification using IEC SILs and the ability to have different SliLs for
the same component depending upon its application and having separate hardware and software
SlLs for the same device may provide insights into providing guidance for EDDs at the individual
component level.

The United States has the most coarsely graduated classification scheme—safety-related/not
safety-related—and a more finely graduated scheme based on 10CFR50.69—RISC values. GDC
1—quiality standards and records, and GDC 21—protection system reliability and testability,
provide some flexibility in that the systems important to safety, including the protection system,
shall be designed fabricated, erected, and tested to quality standards commensurate with the
importance of the safety functions to be performed. However, when ordering parts from vendors
for nuclear facilities, licensees order safety or nonsafety parts; other designations are confusing to
vendors (e.g., the DOE safety class designations, based on the experience of the ORNL
researchers).

The critical characteristics are identifiable and measurable attributes and variables of a CGl,
which once selected to be verified, provide reasonable assurance that the item received is the
item specified [73]. When applied to NPPs licensed pursuant to 10 CFR Part 50, critical
characteristics are those important design, material, and performance characteristics of a CGlI
that, once verified, will provide reasonable assurance that the item will perform its intended safety
function [163].

If the classification systems in use or proposed based on consequences were tailored to
components, then the EDDs that monitor or provide diagnoses of the health of the component
would likely be in the lowest classification category. In addition, because the consequences of a
single failure are low, the classification category, even for those EDDs that provide control
functions, would not be very high if the likelihood of a CCF were considered low. If
communication is added, then the device now behaves like a system, and CCFs are a potential
contributor.
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NUREG/CR-6421 [164] uses a classification scheme based on the importance to safety of the
system in which the product will be used. The suggested number of categories is larger than two
(safety and nonsafety) and less than five. The suggested safety categories of A, B, C, and
unclassified in the NUREG/CR are derived from a predecessor to IEC 61226 and RG 1.97.

Table 4-7 Comparative NPP I&C Safety Classifications [159, 160, 161, 162, 173]

National or
international
standard

Safety classification grade

Systems important to safety

Not important to

fet
U.S. (NRC) Sarely
Safety-related Not safety-related
(Nonsafety)
t i rtant to safet
IAEA NS-G-1.3 Sys ems Important to sarety . Systems not
Safety system Safety-related system important to safety
IAEA SSG-39 Systems important to safety ' Systems not
Safety system Safety-related system important to safety
IAEA SSG- |Function Category A Category B Category C »
Non-classified
30 System Class 1 Class 2 Class 3 on-ciassiiie
IEC 61508 IEC SIL 3/4 IEC SIL 2 IEC SIL 1 IECSILO
IEC 61226 Category A Category B Category C Unclassified
IEC 61513 Class 1 Class 2 Class 3
Canada Category 1 Category 2 | Category 3 Category 4
European utility F1A F1B (automatic F2 Not classified
requirements (EUR) (automatic) and manual)
time dependent
Finland Class 2 Class 3 EYT/ STUK EYT
France N4 1E 2E SH Important to Systems not
safety important to safety
France F1A F1B F2 Non classified
Germany Category A Category B Category C Non-classified
Japan PS1/MS1 PS2/MS2 PS3/MS3 Non-nuclear safety
India 1A 1B 1C NINS
Korea IC-1 IC-2 IC-3
Russia Class 2 Class 3 Class 4
Switzerland 1 2 ‘ 3 Non-classified
UK Class 1 Class 2 | Class 3 Not classified

EPRI 1025243, Rev. 1 [165], endorsed by RG 1.231 [166] (with exceptions), uses two functional
safety classifications for the acceptance of commercial-grade computer programs—safety-related
and non-safety—related. A subset of non-safety—related items may be classified as augmented
quality. EPRI 3002002289 [167], which is not endorsed by RG 1.231, supersedes EPRI 1025243.
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As with hardware, when a computer program having the functional safety classification of safety-
related is furnished as a commercial item, it should be procured as commercial grade and dedicated
for use as a basic component in a safety-related application.

EPRI NP-6895 [168] documents the functional safety classification process for plant SSCs in
detail. The safety classification of computer programs is performed to determine if any function(s)
performed by the computer program could prevent associated SSCs from accomplishing their
safety-related functions. If a postulated failure of a computer program (failure of a function
performed by the computer program) could impact the capability of an associated SSC to perform
its safety-related function(s), then the computer program is considered to be safety-related.
Therefore, functions of a computer program associated with SSCs could be identified as part of
the safety classification process for computer programs.

The U.S. Department of Energy (DOE) uses three categories of SSCs plus an additional category
that does not involve equipment: safety class, safety significant, non-safety, and specific
administrative controls. None of these categories correspond to the definitions used by NRC.

The NEET project proposed a four-category classification structure:

No impact
Low impact
High impact
Critical impact

The classification structure is based on the high-level characterization of potential impact of failure
of an EDD on an instrument’s performance of its fundamental function. The classification
framework can provide a means of preprocessing information about equipment with an EDD to
support a determination of when and how a diversity and defense-in-depth analysis should be
performed. This project is complementary to and not duplicative of the current NRC EDD project.

For the FAA, software is classified based on how an error affects the software and the system
containing the software [169]. The software classification defines the rigor necessary to
demonstrate compliance with software development requirements.

NASA uses a software classification system that is unique to the industry in that embedded
system software, support software, software tools, and routine office software are all covered by
the single classification system [170].

The railway industry uses a probabilistic risk-based process for safety-related system and
software development [171].

Another name for safety categorization could be risk index. NASA separates the system risk,
which specifies the hazard risk for the system as a whole. NASA'’s Software Hazard Risk Index is
given in Table 4-8. The level of risk relates directly to the amount of analysis and testing that
should be applied to the software.

NASA'’s hazard prioritization is important for determining allocation of resources and acceptance
of risk. Hazards with the highest risk of Level 1 are not permitted in a system design. A system
design exhibiting “1” for hazard risk level must be redesigned to eliminate the hazard. The lowest
risk levels of "5" and above require minimal, if any, safety analysis or controls. For risk levels 2, 3,
and 4, the amount of safety analysis required increases with the level of risk.
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Table 4-8 Software Hazard Risk Index [70]

Software hazard risk index Suggested criteria
1 High risk: significant analysis and testing resources
2 Medium risk: requirements and design analysis and in-depth
testing required
34 Moderate risk: high level analysis and testing acceptable with
management approval
5 Low risk: acceptable

EPRI 1025243 uses two functional safety classifications: safety-related and non-safety-related. A
subset of non-safety-related items may be classified as augmented quality.

EPRI NP-6895 documents the functional safety classification process for plant SSCs in detail.
The safety classification of computer programs is performed to determine if any function(s)
performed by the computer program could prevent associated SSCs from performing their safety-
related functions. If a postulated failure of a computer program (failure of a function performed by
the computer program) could impact the ability of an associated SSC to perform its safety-related
function(s), the computer program is safety-related. Therefore, functions of a computer program
associated with SSCs could be identified as part of the safety classification process for computer
programs. There are two deterministic methodologies that result in a functional safety
classification—one that considers failure modes, and effects and one that considers the impact
that the computer software has on associated SSCs.

The primary contributors to assuring adequate protection will likely be different for safety and non-
safety equipment for several reasons. EPRI succinctly discusses the differences between safety
and nonsafety equipment in the passage shown below [149]:

Safety Systems

Safety equipment have nuclear quality assurance pedigree, including qualification testing, with
corresponding documentation. Software development practices and documentation will be in
accordance with relevant nuclear safety standards and quidance. The system functionality will tend
to be relatively simple, permitting high test coverage and a lower likelihood of requirements and
design errors, but the operating experience may be limited, especially for systems developed
specifically for nuclear safety applications. Safety equipment will also benefit from design
requirements for separation and independence, which help decrease the likelihood of CCF. For
safety systems, coping analysis is typically done using best estimate assumptions, ostensibly
because its nuclear safety pedigree is adequate assurance that the likelihood of a CCF is quite low.

Non-Safety Systems

In contrast, non-safety equipment is likely to be commercial grade, for which development practices,
qualification testing and documentation vary widely. Operating experience may prove far more
useful, provided it is sufficient, successful, relevant to the intended application and adequately
documented. Mature commercial systems are likely to have defensive design measures that have
been shown to be effective in avoiding and eliminating potential triggers, because of efforts to
address problems and increase dependability as the product evolved. Nonsafety systems are often

4-54



of lesser risk significance, so for them, reasonable assurance and adequate protection may be
achievable at a more modest level than for safety equipment. For non-safety systems, coping
analysis using best-estimate methods may be justifiable on the basis of its strong defensive design
measures and lesser risk significance.

The IAEA defines a deterministic safety classification for I&C systems in IAEA Safety Guide NS-
G-1.3[172]. The classification approach involves assigning a safety class based on the
importance to safety of the function performed by the 1&C system. Thus, the safety guide divides
I&C systems into systems important to safety and systems not important to safety. An I&C
system important to safety is one whose malfunction or failure could lead to unacceptable
radiation exposure of the site personnel or members of the public. Systems important to safety
are further subdivided into safety systems and safety-related systems. Safety systems perform
protective functions, while safety-related systems are those 1&C systems that perform important
functions other than the main protective functions.

IAEA’s approach to classification typically begins with categorization of the functions to be
performed by 1&C systems, which are assigned to categories according to their importance to
safety. The safety importance of a function is related to the consequences that result if the
function fails when it is required to perform, and it is also related to the consequences in the event
of a spurious actuation [173].

The IAEA classifies the safety class of SSCs based on the severity of consequences of their
failures (Table 4-9).

Table 4-9 1AEA Safety Classes of SSCs Based on Consequence of Failure [174]

Safety class Description

1 Any SSC whose failure would lead to consequences of high severity
2 Any SSC whose failure would lead to consequences of medium severity
3 Any SSC whose failure would lead to consequences of low severity

The standards issued by the IEC adhere to the safety principles established by the IAEA. The
IAEA and IEC approaches that start with the classification of the functions and then assign
categories according to their importance to safety agree well with the use of a graded approach.
However, the IEC refines the safety classification approach established by the IAEA by resolving
the important to safety class based on a three-tiered approach to identifying both I&C systems
and the functions they perform. The IEC safety classification approach is based on the IAEA
safety philosophy and the plant design basis. All SSCs that are items important to safety,
including software for digital I&C systems, are classified on the basis of their function and their
significance with regard to safety. Basically, I&C systems that provide functions to cope with
postulated initiating events (PIEs) are classed in the highest safety class, whereas less important
functions and equipment are assigned to lower safety classes. The IECs highest safety class is
similar to the NRC’s definition of safety-related SSCs as those SSCs that are relied upon to
remain functional during and following design basis events.

IEC standards provide criteria for assignment of functions to safety categories and establish
design requirements for the corresponding I&C systems and equipment. In IEC 61513 [79], the
general requirements for I&C systems important to safety are established in terms of safety
classes. 1&C systems are assigned to one of three safety classes—Class 1, Class 2, and Class
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3—or they are unclassified based on their main safety function. The determination of
classification for safety functions is established in IEC 61226 [175]. This standard classifies
functions into three categories—Category A, Category B, and Category C. Category A
corresponds to functions that play a principal role in achieving or maintaining safety by preventing
design basis events from leading to unacceptable consequences. Category B covers functions
that play a complementary role to the Category A functions in assuring safety, especially functions
required to operate after a nonhazardous stable state has been achieved. Category B also
includes functions whose failure could initiate a design basis event or worsen the severity of an
event. Category C addresses functions that play an auxiliary or indirect role in the achievement or
maintenance of NPP safety. Other functions that do not meet the criteria of the three categories
are identified as nonclassified (NC).

IEC 61226 [175] establishes a method to classify 1&C systems and equipment according to their
importance to safety. The classification of I&C functions depends on their contribution to the
prevention and mitigation of PIEs. The resulting classification is then used in IEC 60880 [81] and
IEC 62138 [82] to determine relevant specification and design requirements, including
qualification requirements for software tools used to develop 1&C software and systems important
to safety.

IEC categories of I&C functions [177] are:

e Category A: any function that plays a principal role in ensuring nuclear safety
e Category B: any function that makes a significant contribution to nuclear safety
e Category C: any other safety function contributing to nuclear safety

IEC 61513 [79] defines the following classes, which are similar to the categories in IEC 61226:
1. Class 1: —any SCC that forms a principal means of fulfilling a Category A safety function

2. Class 2 —any SCC that makes a significant contribution to fulfilling a Category A safety
function or forms a principal means of ensuring a Category B safety function

3. Class 3 — any other SCC contributing to a categorized safety function

Office for Nuclear Regulation (ONR) TG-046 [126] relates the safety class to the probability of
failure on demand for standby and frequency of failure per year for active components. TG-046
states that “the safety demonstration of hardware elements of CBSIS [computer-based systems
important to safety] should take account of relevant standards. In particular, systems classified as
either class 1 or class 2 should follow IEC 60987. Class 3 systems should follow IEC 61508 as a
minimum.”

By default, EDD/component combinations in those systems with potential safety consequences
given their failure (e.g., digital sequencers, sensors, motor control centers, diesel generator
sequencers, uninterruptible power supplies) will pose regulatory challenges to implementation.
This is because guidance for classification of components is based on the classification of
systems or the safety functions of those systems and not on the consequences of the failure of
those components. Thus, an EDD is typically treated as the same safety class as the component,
which is the same safety class as the system, regardless of the consequences of failure.

It is unlikely that the failure of a single EDD, even one used for control, would lead to high or
medium severity consequences. Consider as an example one of the components likely to have
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an EDD—a pump controller. The pump controller used in this example contains a
microprocessor, and therefore contains both hardware and software. Pump controllers can be
used for managing pump flow and/or pressure, from full off to full on, and may incorporate flow or
pressure control via varying pump speed or use of flow or pressure control valves, utilization
bypass lines, etc. Digital displays provide access to the performance and condition of the pump
and well as other integrated components. Failure modes of the pump controller are not taking
corrective action when needed or incorrectly taking action by adjusting pump flow and/or pressure
when no action is required. The effect on the system, via the pump, is no flow, low flow, or high
flow. Thus, an incorrect response from the pump controller results in the incorrect control of the
pump flow and/or pressure for one pump in one flow loop. Failure to correctly respond or an
incorrect response from this pump (and its controller) meets the single failure criterion because of
redundant pumps in redundant flow loops.

A risk-informed approach allows a finer gradation of classifications than the safety/nonsafety
method. Any deviation from this categorization must account for what vendors can provide. For
example, a vendor may not be able to provide a RISC-3 component but could deliver a safety-
related component or an IEC SIL 2 or 3 component. Some countries assume that an IEC SIL 3
component is comparable to a component designated as safety related, so their licensees can
purchase IEC SIL 3 components. However, regulators that accept IEC SIL ratings recognize that
certifications to a specific IEC SIL by themselves cannot be used as a basis for qualification
because licensees are responsible for what is installed in their plant [176].

It is difficult to correlate safety classifications across agencies, standards, and uses. The NRC’s
categorization of safety/not safety does not match well with most other agencies and does not
lend itself to risk-informing component/system failures. In the nuclear arena, IAEA, Canada,
Finland, France, Germany, Japan, India, Switzerland, and the UK have finer granulations of safety
classifications. This finer granulation could present a viable risk-informed classification of
components/systems.

4.10.3 Functionality

Function relates to purpose and could serve as a primary basis for establishing safety
classification. For example, UK, Germany, and France relate the safety function of the device to
its classification of safety for the SSC whereas India considers the consequences of the failure
rather than the function. Much of the guidance on functionality acknowledges the difference
between control and non-control functionality. However, a low functionality EDD may still provide
a control function. In addition, the functionality of the EDD may be different than the functionality
of the device. For example an EDD that only performs diagnostics could be present within a
pump without having a control function, or within a sensor without having a monitoring function.

SRP BTP 7-17 [178] states that “The safety classification of the hardware and software used to
perform automatic self-testing should be equivalent to that of the tested system unless physical,
electrical, and communications independence are maintained such that no failure of the test
function can inhibit the performance of the safety function.” A device with diagnostic or display
functionality will need to maintain physical, electrical, and communications independence from the
control functionality, otherwise it would need to be considered part of the control functionality or an
“other auxiliary feature.”

NUREG/IA-0463 does not separate the functionality from the classification of the component, but
it aligns with Appendix B and Part 21 with the statement “unless justified otherwise.”
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The first step in the development of a graded approach is to identify the types of functions
performed by EDDs and to separate those functions into non-control functions and control
functions.

A risk-informed / graded approach based on the functionality of the EDD would evaluate the
complexity of the EDD with its function to set the level of review sufficient to reach a safety
conclusion. Devices performing simple monitoring, a low functionality with the lowest complexity
level, may not require much guidance on software tools or type of digital device. At the other end
of the graded approach, existing guidance would apply to those EDDs that perform a control
function with more scrutiny if the component performs a safety function. However, the control
function assessment could be graded based on its simplicity. Thus, an understanding of the
EDD'’s functionality can be applied to facilitate a graded approach to qualification, testing, and
inspections.

Even a device with non-control functionality must demonstrate that its failure would not
compromise a safety function, either by demonstrating non-interference or by constructing a
safety demonstration that considers the nonsafety functions as if they are safety functions [126].

EDDs that perform self-diagnostics and can alert users to failures or degradations should reduce
the failure rate of the NPP. In addition, the operability of the component (i.e., active or on-
demand) will influence the likelihood of a failure being detected or not. The use of a watchdog
timer could initiate a corrective action given certain software malfunctions.

As defined at the device level (in this case the EDD), this functionality differs significantly from that
at the system/plant level. The functions identified in IEC 61226 [175] are very high level and are
the measures of quality by which the adequacy of each function in relation to its importance to
plant safety is ensured. For example, one of the Category A functions for the I&C system is to
shut down the reactor and maintain it in a subcritical state. An initial safety analysis of the specific
NPP design is required to be completed prior to the classification of the 1&C functions.

Similarly, the fundamental safety functions identified in IAEA NS-R-1 [180] and IAEA SSG-39 [16]
are at the plant level. These functions identify the following fundamental safety functions for an
NPP for all plant states: (i) control of reactivity, (ii) removal of heat from the reactor and from the
fuel store, and (iii) confinement of radioactive material, shielding against radiation, control of
planned radioactive releases, and limitation of accidental radioactive releases.

IAEA recommends that the functions required for fulfilling the main safety functions in all plant
states, including modes of normal operation, should be categorized on the basis of their safety
significance. These documents acknowledge that at a lower level, the use of digital systems for
I&C functions provides advantages that include the flexibility to provide complex functions,
improved plant monitoring and improved interfaces with operators, as well as the capability for
self-test and self-diagnostics, a better environment to facilitate the feedback of the operating
experience based on tremendous capabilities for data recording, small physical size, and minimal
cabling needs. Digital systems can include test and self-check functions that improve reliability,
and they can provide a means for monitoring the status of the plant to ensure that the required
safety functions are fulfilled. The required safety functions are determined based on the NPP
design process, and a systematic approach must be required to be followed to allocate these
functions to plant SCCs. A risk-informed / graded approach could eliminate or reduce
requirements for low safety significant uses of EDDs and would have little adverse effect on safety
while reducing unnecessary regulatory burden.
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Software CCF is always a concern for digital systems. The functionality of the EDD will greatly
influence the concern of a software CCF. If the functionality is to monitor, provide information, or
perform diagnostics, its failure could be more of a nuisance rather than a safety concern.
However a CCF of sensors measuring a process variable could prevent a reactor trip. A risk-
informed approach may recognize that there is not an increase in plant risk if used in this way.
Thus, even if the EDD has some limited control function, its failure may or may not be a safety
concern.

One method that could be used to assess the risk because of the failure of an EDD would be to
evaluate its risk using an FMEA at the component level and as input to a system level FMEA. An
FMEA may be applicable for simple devices and could provide insights into more complex
devices. If the EDD has been designed to accomplish only one clearly defined function or only a
very narrow range of functions, then the complexity is low (i.e. it is a simple device of limited
functionality), and V&V efforts on a quality-designed component should minimize the likelihood of
a latent fault. Furthermore, if the device is designed so that it is re-programmable after
manufacturing or the device functions can be altered in a general way so that it performs a
conceptually different function, then it would not be considered a simple device; only pre-defined
parameters can be configured by users.

Related to this, an FMEA would evaluate the failure modes from any known hardware and
software faults and failures and would also assess how the vendor resolved or addressed each of
these known failure modes. The FMEA would evaluate whether these failures affect the
functionality of the EDD and whether the vendor has addressed these failures in the user
documentation, although the FMEA may not be available.

4.10.4 Configurability

Programmablity represents the capability within hardware and software to change; that is, to
accept a new set of instructions that alter its behavior. Programmability generally refers to
program logic. Configurable logic and flip-flops can be linked together with programmable
interconnects. Memory cells control and define (1) the function that the logic performs, and (2)
how the logic functions are interconnected. PLDs come in a range of types and sizes, from simple
programmable logic devices (SPLDs) to FPGAs.

Configurability represents the extent to which the system/component facilitates selection, setting
up and arrangements of its modules to perform I&C tasks. For hardware, configuration methods
include connections by wiring, setting jumpers or switches, and inserting modules (on-line or off-
line) [34]. Software configuration methods include selecting and setting parameters,
programming, inserting software modules, down-loading programs (on-line or off-line), etc. An
EDD may be configurable but not programmable, such as one with fixed firmware. Other devices
can be configurable and programmable. Thus, configurability, programmability (and complexity)
can vary greatly between devices. It is important to note that the ancillary functions that provide
configurability must also be evaluated.

In most instances, dedicated devices are typically pre-developed devices with specific
functionality. Once the configuration is changed it is not the same as the device that underwent
factory acceptance testing or CGD. Therefore, prior to installation its use it would need to be
reevaluated.

The configurability or programmability of the EDD represents the extent to which the
system/component facilitates selection, setting up and arrangements of its modules to perform
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I&C tasks. Configurability can be either through hardware, such as through the use of wiring,
setting jumpers or switches, inserting modules, or through software configuration methods such
as selecting and setting parameters, programming, inserting software modules, down-loading
programs. |EC 62671 [17] states that restricted configurability applies to devices that can be
configured in only very limited ways to select from among relatively few options the manner in
which a device will function in its intended application. An HMI can allow increased configurability.

The more complex a device, the greater the potential that it is configurable; reconfigurability
increases the likelihood of the device being reused, which in turn increases the potential for the
reconfigured device adversely affecting the execution of a safety function [181]. Reconfigurable
devices will also necessitate an increase in the level of V&V that should be required.

HMI can significantly increase the capabilities and ease of changing the configurability of the
EDD. By separating aspects of the system such as configurable vs. programmable or critical vs.
non-critical functions of the device, it is possible to bound the scope of the dedication process.
The goal is to reduce uncertainty via techniques to provide more supporting evidence for devices
that lack pedigree (i.e., a lower RISC or IEC SIL).

Some devices are designed not to be re-programmable after manufacturing; nor can the device
functions be altered in a general way so that it performs a conceptually different function. In these
types of devices, only predefined parameters can be configured by users.

Examples of types of firmware are listed as follows:

¢ Non-configurable, non-modifiable firmware: oven controller, diesel generator, pump
o Configurable, nonmodifiable firmware: fire alarm control panel, flow meter, spectrometer
¢ Modifiable firmware: PLC, PAL, PLA, CPLD, FPGA

The engineers at ORNL’s HFIR classify devices in two forms—configurable or modifiable—by
asking the question “can you make changes to the software on the EDD?” If changes cannot be
made to the software, then it is classified as configurable.

IEC 62671 [17] provides the following guidance for the functions of a candidate device of limited
functionality that is configurable and the ancillary functions that provide configurability:

a. The configuration parameters of the primary functions shall be limited in capability to on/off
(activate/de-activate) settings or scale-like adjustments such as calibration of process range
and output, gain or damping setting, efc.

b. For systems applications of class 1 and 2, configuration protection shall include deliberate
design features so that more than one mistake is necessary before an error in setting a
configuration parameter is committed.

c. The configuration parameters of the primary functions shall be protected from inadvertent,
malicious or unauthorised adjustment in a manner consistent with the overall security plan for
the nuclear facility (see 5.4.2 of IEC 61513). This protection shall include password protection if
it is supported by the candidate device.

d. Where it is necessary to configure ancillary or superfluous functions so that they cannot

interfere with primary functions these configuration parameters shall be protected as in items b)
and c).
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e. It shall be possible to check a device after its configuration parameters have been changed to
verify that the change has been done correctly.

f.  If the device provides operators with display or modify-enabled access to configuration
parameters, then the device shall provide enabled access for only those configuration
parameters that they require to execute their duties.

g. Where the device provides operators with modify-enabled access to configuration parameters,
all operator inputs shall be subject to applicable range and validity checks and or limits
appropriate to the application.

h.  Where it is required that configuration parameters and any necessary associated logic states
be automatically restored following a power failure, whether partial or total, and this property is
configurable, these configuration parameters shall be protected as in b) and c).

i.  Ifthe device is to operate in a channelized system, provisions shall be in place to ensure that
only one channel of the redundant system can be subject to configuration changes at a time.

An objective of EPRI's DEG is to provide a graded approach to engineering activities using
applicability, configurability, and consequence of error as key attributes to achieve a level of risk-
informed efficiency. EPRI’s technology configurability screen is a proxy for the likelihood of error.
As technology configurability increases, so does the likelihood for errors in requirements, design,
implementation, operations, and maintenance. The DEG matches the risk as a function of two
measures: (1) I&C system or component configurability, and (2) the consequences of an error.

Beyond configurability is programmability. Control devices may be considered to be
nonprogrammable or programmable, although both types of devices are programmable to a
degree. IEC 61508-4 [182] defines a programmable electronic (PE) device as a component
based on computer technology which may be comprised of hardware, software, and of input
and/or output units. This term covers microelectronic devices based on one or more central
processing units (CPUs) together with associated memories, etc. Examples provided by the IEC
for programmable electronic devices include:

Microprocessors,

micro-controllers,

programmable controllers,

ASICs,

PLCs, and

other computer-based devices (for example smart sensors, transmitters, actuators).

All CPLDs allow simple design changes through reprogramming, and all commercial CPLD
products are re-programmable although not necessarily by the user. With in-system
programmable CPLDs, it is even possible to re-configure hardware—an example might be to
change a protocol for a communications circuit—without powering down [184].

Devices can be designed with fixed programming language (FPL) software that cannot be
modified by the end-user, or limited variability [programming] language (LVL) that is modified by
the end user. The IEC 61508 compliance process does not extend to the application software
that resides in LVL devices.
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4.10.5 Consequence

Safety-related systems are designed to reduce the frequency or probability of the hazardous
event and/or its consequences.

When determining the safety integrity requirements, it should be recognized that when making
judgments on the severity of the consequence, only the incremental consequences should be
considered. That is, one must determine the increase in the severity of the consequence if the
function did not operate compared to that when it operates as intended. This can be done by first
considering the consequences if the system fails to operate, and then considering what difference
will be made if the mitigation function operates correctly. In considering the consequences that
would occur if the system fails to operate, there will usually be a number of outcomes, all with
different probabilities to be considered.

The principal consequence that physical barriers are designed to preclude is the uncontrolled
release of radioactivity. Thus, for purposes of this review, the term consequence means dose.

The three physical barriers that provide defense-in-depth are:

1. Fuel and clad boundary
2. Reactor coolant system boundary
3. Containment boundary

Safety systems are required to mitigate the consequences of accident events. Maintaining the
integrity of these three barriers can prevent or mitigate the consequences of an accident event.

In this review, the focus is not at the system level but at the device level (i.e., EDD) and its effect
on the system. The objective is to assess the consequences resulting in the action or inaction of
an EDD on the component and then to assess the consequences of the component’s failure on
the system. This is different than evaluating the use of the EDD to mitigate the consequences of
an accident event. In this use, the definition of safety-related for the EDD based on the system
may not correspond to the consequences of its failure.

There are three ways to assess if the failure has an increased consequence:

1. lIts failure is modeled in the PRA or FMEA, or via similar tools and its consequences can
be calculated.

2. The safety class of the SSC is known (although again, this is based on the system rather
than device in a component).

3. Supporting issues, appropriately evaluated, may allow a risk-informed approach for the
review and use of EDDs. The quality process (10 CFR 50, Appendix B), very high usage
and operating experience outside the nuclear industry (millions of component types with
EDDs), completeness of diagnostic coverage, etc. may inform a graded approach on the
review and use of EDDs.

4.10.5.1 Device-level risk

The proposed use of a graded approach is based on the consequences from the failure of a
single device. The proposed consequence-based approach at the device level is similar to the
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NASA-GB-1740.13 grading based on the consequences to the system because the
consequences of the device failure are evaluated according to their impact on the system.

At the device level, an EDD with its own independent sensor data and the OS software for the
EDD operating on its own time and is thus also independent from other devices. Therefore, from
the plant’s point of reference, the failure of an EDD and its associated component is a single
failure that the plant is designed to withstand, so long as it is not a failure of a new type or occurs
as a CCF. Such a single failure (again at the device level), based on the plant’s safety basis, may
not have unacceptable consequences.

The use of a graded approach also can provide relief from the design standpoint by relaxing the
IEEE SIL 4 requirements for safety SSCs. Based on the guidance in Annex B of IEEE Std. 1012-
2004, a risk-based approach could categorize devices with announced failures or with diagnostics
as IEEE SIL 1-2 in the opinion of the ORNL researchers. This same approach would categorize
devices with unannounced failures anywhere from IEEE SIL 1—4. If there are other devices that
monitor the same parameter of interest to the EDD, then the failure of an individual EDD becomes
less important.

For EDDs in their current usage, independence is maintained. However, based on foreign reactor
usage, loT, and industry, failures that were previously postulated to be independent on a train or
system level may no longer be independent, or the proposed activity introduces a cross-tie or
credible CCF. This would change the consequence-based assessment results.

EPRI 3002012755 [184] confirms that faults and misbehaviors in digital I&C systems manifest
themselves by the impact they have on controlled equipment. Risk models indicate that controlled
equipment has varying degrees of importance relative to events like core damage or lost
generation.

In some simple EDDs, the digital-based board does not have the characteristics associated with
microprocessor-based systems such as modifiable code, branches or interrupts, decision-making
capability, and therefore would not be susceptabilie to lockups, and have significantly less
software CCF susceptibility. That is, these EDDs primarily operate as fixed logic devices. Thus,
failures are primarily single random hardware failures. However, CCFs, including CCFs due to
software, such as the software used to design the device, can still occur.

Although CCFs result from a single cause, they would not all necessarily manifest themselves in
all channels simultaneously. For example, if an error occurred in the EDD due to a sensor,
processor, or programming error, then the error could be common to all identical EDDs and could
thus lead to a CCF. However, all of the EDDs may not be on the same time scale, sensor
reading, etc. and therefore would not have the same critical factor leading to failure. Therefore,
failures may occur at different times in the different EDDs or not at all.

In addition, the architecture of programmable systems allows them to carry out internal diagnostic
testing functions during their on-line operation. If internal faults are revealed before they can
result in a failure, then the probability of single localized fault or failure that can ultimately
contribute to a CCF is significantly reduced.

The above classes of failure modes (see section 4.8) could also be useful in the review of CCF
analyses. Suppose for example that the application software has an algorithmic or arithmetic flaw
of some type and that this flaw could be triggered on all channels simultaneously. However, for
timing-related failures such as crashes or hang ups, this is not necessarily the case. The
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particular sequence of events that causes a hang up because of a priority inversion on one
processor in a multi-channel system might not cause the same event to occur on another
processor simply because of the difference in which events were processed. Even in the case of
coding flaws that cause memory leaks leading to a processor crash, it is unlikely that memory
leaks will cause all processors to fail at precisely the same time. However, non-concurrent
triggers still need to be evaluated on a case-by-case basis and the applicant/licensee should
technically justify why a non-concurrent trigger is not applicable for a given EDD
design/configuration.

A four-category consequence-based classification structure was proposed by a research project
sponsored by the DOE NEET program [118]. The proposed structure involves four classes:

e No impact
e Low impact
e High impact
e Critical impact

Like classification, consequences must be defined. NRC generally invokes three categories of
consequences; two are in regulations (10 CFR 20 and 10 CFR 50.34), and one is in the safety
goal policy that provides a quantitative health objective (QHO). The DOE consequence threshold
is set for the public, co-located worker (CLW), and facility worker (FW) based on the total effective
dose equivalent (TEDE) for the public, TEDE for CLW, and prompt death for FW.

Because EDDs may perform their functions differently than similar components without EDDs,
their failure modes and the consequences of their failure may be different. These consequences
can be at the individual device level or the CCF level.

Because each EDD is its own component, diagnostics on each individual component could
indicate any detectable fault or failure of software or hardware almost immediately. Diagnostics
could monitor hardware and software. A watchdog timer could indicate a software lockup.
However, it is important to ensure that failure of an EDD cannot cause another failure or render a
safety system unavailable or to spuriously actuate.

This is not to say there will not be a software-related error, which in itself is a potential CCF; it is
just that the likelihood of a software CCF is lower because of the diagnostics, independent
environments they are interacting with, and independent sensor readings.

The likelihood of a software fault is small, and a trigger is necessary to activate the fault to result
in a failure. For an EDD, the likelihood of a software CCF will be largely dependent upon the type
of component and how it is used. Independent relays on the same electrical line reading
frequency, voltage, or current are likely to read the same values. Components such as valve
controllers that read temperature, flow, etc., are more likely to have different input readings. Thus,
having individual digital devices acting on independent localized sensor readings can minimize the
concern of CCFs for some component types, but it does not eliminate the concern for all types. In
addition, internal diagnostics and watchdog timers in the EDD can identify software hang-ups or
failures, as well as hardware failures.

The independent application software and independent OS software (based on timing) reduces
the CCF risk of multiple EDDs resulting from a concurrent software-related failure. However,
external factors such as EMI, electrical, or operating environment factors are potential CCF
contributors. For example, the voltage, current, or frequency inputs to an EDD would be the same
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for any EDDs in the same division of power, regardless of distance. EMI would have a sphere of
influence around the source and could cause the failure of any EDD within that sphere.

Control devices can be divided into active control devices or on-demand devices. The primary
difference is that the failure of an active control device will be evident either through faulty output
or diagnostics. The failure of an on-demand device is not known until the device is demanded for
service unless the built-in testing/self-diagnostic features could indicate that there is a failure
present in the device prior to demanding its service. This is important if other acceptance
processes are deemed acceptable such as IEC SIL because they are tied to probability of failure
or probability of failure on demand.

4.10.5.2 System-level risk

The understanding of risk and how it is managed is paramount to ensuring protection of computer
systems.

The ASME/ANS PRA Standard [185] defines the term risk as the “probability and consequences
of an event, as expressed by the ‘risk triplet,’” that is the answer to the following three questions:
(a) What can go wrong? (b) How likely is it? (c) What are the consequences if it occurs?” (NRC
website glossary [186]).

IEC 61226 [175] categorizes the functions for I&C systems based on the consequence of
malfunction. IEC 61226 classifies the 1&C functions important to safety into categories based on
their contribution to the prevention and mitigation of PIE, and to (1) develop requirements
consistent with the importance to safety for each category, and (2) to assign specification and
design requirements to I&C systems and equipment which perform the classified functions.

Similar to the IEC requirements, IAEA SSG-30 [174] states that “The functions required for
fulfilling the main safety functions in all plant states, including modes of normal operation, should
be categorized on the basis of their safety significance.” The severity of consequences is divided
into three levels—high, medium and low—on the basis of the worst consequences that could arise
if the function were not performed. The current version of IAEA SSG-30 [174] identifies the
relationship between functions credited in the analysis of postulated initiating events and safety
categories (Table 4-10).
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Table 4-10 Relationship Between Functions and PIE [174]

. I Severity of the consequences
Functions credited in the if the function is not performed

safety assessment

High Medium Low
Functions to reach the Safety category 1 Safety category 2 | Safety category 3
controlled state after AOO
Functions to reach the Safety category 1 Safety category 2 |Safety category 3
controlled state after design-
basis accident (DBA)

Functions to reach and maintain | Safety category 2 Safety category 3 |Safety category 3
a safe state (transfer from
controlled state to safe state)

Functions for the mitigation of Safety category 2 or 3 |Not categorized | Not categorized
consequences of a design
extension criterion (DEC) (i.e.,
beyond design-basis accident
[BDBAY))

Table 4-10 shows the method specified by SSG-30 for categorization of functions depending on
the magnitude of PIE (AOO / DBA / DEC) in relation to the plant states to be reached (controlled
state / safe state) and the severity of consequences (high / medium / low) if the related function is
not performed. The use of severity levels supports the process for safety categorization of the
required functions. To optimize the process, a more detailed level of severity (e.g. by probabilistic
values) should be identified.

NASA ties the required software safety review effort to the hazard severity level. The level of
effort is related to the criticality of the software and is divided into the following:

Full software safety effort: Systems and subsystems with severe hazards which can
escalate to major failures in a very short period of time require the greatest level of safety
effort.

Moderate software safety effort: Systems and subsystems which fall into this category
typically have either a limited hazard potential or, if they control serious hazards, then the
response time for initiating hazard controls to prevent failures is long enough to allow for
notification of human operators and for them to respond to the hazardous situation.

Minimum software safety effort: For systems in this category, either the inherent hazard
potential of a system is very low or control of the hazard is accomplished by non-software
means. Failures of these types of systems are primarily reliability concerns.

For NASA, the scope of the software development and software safety effort is dependent on risk.
Similarly, the review and certification of EDDs is broadly tied to risk through the use of safety and
nonsafety classifications. This does not address nonsafety related components whose failure can
be risk significant.
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Like IEEE 1012, NASA-GB-1740.13 provides guidance on the types of assurance activities which
may be performed during the life-cycle phases of safety-critical software development for the
different criticality levels of the software.

The U.S. Department of Defense (DoD) assesses and documents risk based on the severity
category and probability level of the potential mishap(s) for each hazard across all system modes
[83]. To determine the appropriate severity category as defined in Table 4-11 (MIL-STD-882E,
Table I) for a given hazard at a given point in time, the potential for death or injury, environmental
impact, or monetary loss is identified. A given hazard may have the potential to affect one or all of
these three areas.

Table 4-11 Severity Categories [83]

Severity
category

Description

Mishap result criteria

Catastrophic 1 Could result in one or more of the following: death, permanent
total disability, irreversible significant environmental impact, or
monetary loss equal to or exceeding $10 M.

Critical 2 Could result in one or more of the following: permanent partial
disability, injuries or occupational illness that may result in
hospitalization of at least three personnel, reversible significant
environmental impact, or monetary loss equal to or exceeding $1
M but less than $10 M.

Marginal 3 Could result in one or more of the following: injury or occupational
illness resulting in one or more lost work day(s), reversible
moderate environmental impact, or monetary loss equal to or
exceeding $100 K but less than $1 M.

Negligible 4 Could result in one or more of the following: injury or occupational
illness not resulting in a lost workday, minimal environmental
impact, or monetary loss less than $100 K.

To determine the appropriate probability level as defined in Table 4-12 (MIL-STD-882E, Table II)
for a given hazard at a given point in time, the likelihood of occurrence of a mishap is assessed.
Probability level F is used to document cases in which the hazard is no longer present. No
amount of doctrine, training, warning, caution, or Personal Protective Equipment (PPE) can move
a mishap probability to level F.
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Table 4-12 Probability Levels [83]

Description | Level Specific individual item Fleet or inventory
Frequent A Likely to occur often in the life of an item Continuously experienced
Probable B Will occur several times in the life of an item Will occur frequently
Occasional C Likely to occur sometime in the life of an item | Will occur several times
Remote D Unlikely, but possible to occur in the life of an | Unlikely, but can

item reasonably be expected to
occur
Improbable E So unlikely, it can be assumed occurrence Unlikely to occur, but

may not be experienced in the life of an item. |possible
(The improbable level is generally considered
to be less than one in a million)

Eliminated F Incapable of occurrence. This level is used Incapable of occurrence.
when potential hazards are identified and later | This level is used when
eliminated potential hazards are

identified and later
eliminated

DoD uses MIL-STD-882E to perform and document a subsystem hazard analysis (SSHA) to verify
subsystem compliance with requirements to eliminate hazards or reduce the associated risks, to
identify previously unidentified hazards associated with the design of subsystems, and to
recommend actions necessary to eliminate identified hazards or mitigate their associated risks. At
a minimum, the analysis shall not only verify subsystem compliance with requirements to
eliminate hazards or reduce the associated risks, but it shall also identify previously unidentified
hazards associated with the design of subsystems. Identifying previously unidentified hazards
includes ensuring that the implementation of subsystem design requirements and mitigation
measures has not introduced any new hazards. It also includes determining the modes of failure,
including component failure modes and human errors, single point and common mode failures
(i.e., CCFs), the effects when failures occur in subsystem components, and the effects resulting
from functional relationships between components and equipment comprising each subsystem.
This process should also include consideration of the potential contribution of subsystem
hardware and software events, including those developed by other contractors/sources, COTS
software tools, government-off-the-shelf (GOTS) software tools, and modified-off-the-shelf
(MOTS) software tools, as well as nondevelopmental items (NDls), government furnished
equipment (GFE) hardware or software, faults, and occurrences such as improper timing.

The goal for the military is to always eliminate the hazard if possible. When a hazard cannot be
eliminated, then the associated risk should be reduced to the lowest acceptable level within the
constraints of cost, schedule, and performance by applying the system safety design order of
precedence, which identifies alternative mitigation approaches and lists them in order of
decreasing effectiveness [83].

a) Eliminate hazards through design selection. Ideally, the hazard should be eliminated by selecting a
design or material alternative that removes the hazard altogether.

b) Reduce risk through design alteration. If adopting an alternative design change or material to

eliminate the hazard is not feasible, consider design changes that reduce the severity and/or the
probability of the mishap potential caused by the hazard(s).
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¢) Incorporate engineered features or devices. If mitigation of the risk through design alteration is not
feasible, reduce the severity or the probability of the mishap potential caused by the hazard(s) using
engineered features or devices. In general, engineered features actively interrupt the mishap
sequence and devices reduce the risk of a mishap.

d) Provide warning devices. If engineered features and devices are not feasible or do not adequately
lower the severity or probability of the mishap potential caused by the hazard, include detection and
warning systems to alert personnel to the presence of a hazardous condition or occurrence of a
hazardous event.

e) Incorporate signage, procedures, training, and PPE. Where design alternatives, design changes,
and engineered features and devices are not feasible and warning devices cannot adequately
mitigate the severity or probability of the mishap potential caused by the hazard, incorporate
signage, procedures, training, and PPE. Signage includes placards, labels, signs and other visual
graphics. Procedures and training should include appropriate warnings and cautions. Procedures
may prescribe the use of PPE. For hazards assigned Catastrophic or Critical mishap severity
categories, the use of signage, procedures, training, and PPE as the only risk reduction method

should be avoided.

The software and review could be classified based on how an error affects the software and
system containing the software (see classification).

Redundancy for the use of EDDs could be
1. redundant processors in the same EDD package,
2. two EDDs supporting the same component or function, or

3. the component itself could be redundant either in a bypass line or in a redundant train,
each with its own EDD.

EDDs could have internal redundancy, and theoretically, these redundant internals could be
diverse. The concern with this arrangement is that the processors could compete (e.g., Byzantine
General problem), or they could create an electromagnetic field that could be a likely contributor to
CCF for an EDD.

Other means for adding fault tolerance (i.e., redundancy) at the device level would be similar to
what is done in other systems: like a valve or pump in a train, an additional bypass line or another
component in series with EDDs, placing redundant operating systems in the EDD, or having
redundant EDDs to the same component or function. Note that some industries correlate
redundancy, or the number of independent protection layers (IPLs), to IEC SlLs.

There are a number of recognized methods for determining IEC SILs, such as layer of protection
analysis (LOPA), which uses frequency of the event as a basis, or safety layer matrix (SLM),
which uses available information of IPLs as a basis for selection of the SIL for the safety
instrumented system (SIS). The DOE standard uses a deterministic methodology (a modified
SLM methodology), which is the approved method in ANSI/ISA 84.00.01-2004 [76]. The basis for
this modified SLM methodology is that the safety classifications of SSCs are based on
documented safety analyses (DSAs), so likelihoods and consequences do not have any further
role in SIL determination.

As an example of correlating IPLs to IEC SlLs, Appendix B of DOE-STD-1195 [187] correlates the
number of IPLs to IEC SILs (Table 4-13) when determining the appropriate SIL for safety
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significant (SS) safety instrumented function (SIFs) for DOE nonreactor nuclear facilities. The
target SIL provides design input to a SS SIS that is credited with reducing the risk of a hazardous
event by itself or in combination with other features to an acceptable level, as defined in the safety
basis documentation.

Table 4-13 SIL Determination Based on IPLs [187]

Number of IPLs | IEC SIL
3 1
2 2
1 2

Table 4-13 shows that if only two IPLs are credited in the hazard analysis for a particular event,
and one of them is an SS SIS, then the SS SIS target SIL is SIL-2. If three or more IPLs are
credited for this scenario, then the SS SIS would have a target SIL of SIL-1.

If two SISs are credited with preventing or mitigating the same event, then one of the SS SISs
may be assigned as SIL-1. The second SS SIS would have its SIL determined according to Table
4-13. Both SS SISs can be credited if they meet the following requirements [187]:

e The IPL shall be designed to prevent an event or to mitigate the consequences of an event to a
level that is supported by safety basis documents;

e The IPL safety function shall be identified and documented in the safety basis documents of a
facility;

o The IPL shall be designed to perform its safety function during normal, abnormal, and design basis
accident environmental conditions for which it is required to function, and

o The IPL shall be sufficiently independent so that the failure of one IPL, or of a component or
subsystem of an IPL, does not adversely affect the probability of failure of another IPL credited for
the same event.

DOE applies the following rules to the selection of SiLs:

¢ If some combination of components or systems is required to function together to
complete the safety function, then they are considered as one IPL.

¢ Ifaninstrumented system has been classified as SS, then regardless of the number of
IPLs credited, it shall have a target SIL of no less than SIL-1.

o The SIL determination methodology cannot be used by itself to reduce the classification
of a SS SIS to non-safety significant.

The greater the fault tolerance in the system, the lower the SIL requirement. Redundancy would
increase fault tolerance, thereby lowering the IEC SIL for an individual component. This
combination could be used to assign a higher IEC SIL to a system through a combination of
individual devices, or it could be used to incorporate lower IEC SIL components into the system.
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The SIL provides confidence in the design and development of the component. Thus, multiple
SIL components can be used to increase the comparable SIL, or lower grade SIL components
can be used to maintain the system SIL. Theoretically, 8 SIL-1 components in series could be
comparable to a SIL-4 safety level. However, the quality and processing of the SIL-1 component
is much lower than that for SIL-2 or SIL-3 components. It is important to remember that the lower
IEC SlL-rated device does not have the same quality and pedigree as the higher rated device.

Some industries correlate redundancy, or the number of IPLs or LOPA to IEC SlILs. Similarly,
adding EDDs to the same component or function may not be a viable solution because of cost
and the possibility of having competing EDDs.

The device manufacturer must provide data on the SIL rating with respect to systematic faults.
This information is usually present in the conformity certificate of the individual devices [188]. This
information can be supported by certificates produced by independent organizations such as the
TUV (German Technical Inspectorate) or companies specialized in testing.

Redundancy can be used to reduce the SIL of each component, or it can be used to increase the
SIL if an extra or redundant sensor is implemented into the SFF [11]. Tables 4-14 and 4-15 show
this concept. The IEC 61508 certificate provides an SFF. Table 4-14 and Table 4-15 provide the
corresponding hardware fault tolerance (HFT) for that SFF. The HFT at the top of that column is
used to determine the number of redundant devices required. For example, an SFF of 91% is in
the range of the third row in the table. The HFT for this component for SIL-2 is 0, which means
that a SIL-2 application does not require any redundant sensors. Similarly, the HFT for a SIL-3
application is 1, which means that SIL-3 requires one redundant sensor (i.e., two sensors total).

Table 4-14 Architectural Constraint Table for Type A Devices [75]

Hardware fault tolerance

Safe failure fraction 1 p)
(2 sensors) (3 sensors)
<60% SIL-2 SIL-2 SIL-3
60% to <90% SIL-2 SIL-3 SIL-4
90% to <99% SIL-3 SIL-4 SIL-4
>99% SIL-3 SIL-4 SIL-4
11 Safe failure fraction (SFF) describes the proportion of failures that are either not hazardous or hazardous but

revealed by some auto-test. For example, SFF = 1, the proportion of unrevealed hazardous failures. The
IEC 61508 standard specifies the levels of SFF required to claim conformance to a given SIL target
according to the amount of redundancy being employed. There are two tables of rules indicating whether an
item of equipment or component is simple (with well-defined failure modes, known as Type A) or complex
(such as a programable instrument, known as Type B).
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Table 4-15 Architectural Constraint Table for Type B Devices [75]

Hardware fault tolerance

Safe failure fraction 0 1 2
(1 sensor) (2 sensors) (3 sensors)
<60% Not Allowed SIL-1 SIL-2
60% to <90% SIL-1 SIL-2 SIL-3
90% to <99% SIL-2 SIL-3 SIL-4
>99% SIL-3 SiL-4 SIL-4

The SFF can be related to the diagnostic coverage (DC) (see Subsection 4.10.8) and to detected
and undetected failures, as shown below [189]:

P AS + ADD
~ AS+ AD

e = ADD
~ ADD + ADU

where SFF is the safe failure fraction; DC is the diagnostic coverage; As is a safe failure; Asp is a
safe, detectable failure; Asy is a safe, undetectable failure and Ap is a dangerous failure; App is a
dangerous, detectable failure; Apy is a dangerous, undetectable failure.

Safe failure may not affect the system’s ability to perform its functions whereas dangerous failures
prevent the system from working properly. Both safe and dangerous failures are divided into
detectable and undetectable failures.

Redundancy is unlikely for EDDs. The safe failure fraction in IEC 61508-2 (Tables 4-14 and 4-15
above) would require SIL-3 for 299% safe failure fraction. The use of IPL and SFF does not
appear to provide relief for risk-informing a safety related component from a SIL-3 to a SIL-2.
That is, functionality and consequences of failure are not considered.

However, in the railroad industry, Mikro Elektronik (MEN) has taken redundancy to the board level
[190]. Its A602/D602 — SIL 4 / DAL-A SBCs has triple redundancy on a single board. The board
was developed according to RTCA DO-254, EN 50129, and IEC 61508, and it is certifiable up to
SIL 4 (report from TUV SUD) and DAL-A. MEN’s railway computer platform complies with the

EN 50126 (Reliability, Availability, Maintainability, Safety [RAMS]), EN 50128 (software) and EN
50129 (hardware) railway development standards for functional safety, and the single
components are certified up to SIL 4.
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4.10.6 Dependability

Dependability is a measure of correctness. The amount of published research in the area of
dependability of smart sensors is limited [121]. However, the overall objective of how to achieve
dependability does apply to EDDs. RIS 2002-22, Supplement 1 recognizes that a key element in
determining dependability is through having a quality design process. Other factors to consider in
determining dependability include evaluating relevant operating experience and using suppliers
that incorporate quality processes such as continual process improvement and incorporation of
lessons learned and document how that information demonstrates adequate equipment
dependability provide another measure of providing a dependable product.

Per the guidance In EPRI TR-106439 and IEEE Std. 7-4.3.2-2003, dependability characteristics
address attributes that typically cannot be verified through inspection and testing alone and are
generally affected by the process used to produce the device. EPRI TR-106439 [54] indicates
that dependability is a broad concept that incorporates various characteristics of digital equipment,
including reliability, safety, availability, maintainability, and others. EPRI 3002002982 [53] (an
update of EPRI NP-5652 [73]; EPRI TR-102260 [74]) measures dependability with respect to
built-in quality (quality of design and manufacture), failure modes and failure management,
problem reporting, and reliability. Others identify the following dependability characteristics:
integrity, reliability, maintainability, and security [35].

In the process industry, the most important standards regarding the use of software are IEC
61508 and IEC 61511. The requirements for software in both of these standards also apply to the
EDDs software and follow the standard and expected life cycle process, configuration
management, specification methods, the use of formal methods, error detection and correction,
etc.

IEC 62671 Clause 7 addresses dependability by providing evidence of correctness. This can be
achieved through QA, design and development process, design configuration management, and
design change control. Compensating measures to support dependability include operating
experience and documentation improvement.

IAEA NE series document NP-T-3.27 [191] addresses the dependability of smart devices. Not
surprisingly, vulnerabilities in a system could be detrimental to its dependability. Examples of
vulnerabilities include uninitialized variables, divide by zero, timing issues, and tool chains.

Laprie [192] addresses the attributes, means, and impairments (threats) of dependability:

o Attributes of dependability include properties such as availability, reliability, safety,
confidentiality, integrity, and maintainability.

o Means of achieving dependability include fault prevention, fault tolerance, fault removal,
and fault forecasting.

e Threats to dependability are characterized as faults, errors and failures.
EPRI 1002833 [18], the final guideline on Licensing Digital Upgrades (NEI 01-01 / EPRI TR-
102348, Revision 1), provides guidance on implementing and licensing digital upgrades and

provides guidance on performing qualitative assessments of the dependability of digital 1&C
systems. RIS 2002-22 Supplement 1 [223] provides a pathway for implementation of EDDs as
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digital modifications, and cites NEI 01-01/EPRI TR-102348, Revision 1, as industry guidance for
evaluating EDDs in NPPs and fuel cycle facilities.

The qualitative assessment factors are (1) design attributes, (2) quality of the design process, and
(3) operating experience.

Some important characteristics that should be evaluated for determining dependability include
[18]:

e The development of QA processes implemented for both the digital platform and the
plant-specific application software

¢ Demonstration of compliance with appropriate industry standards and regulatory
guidelines for development, software safety analysis, V&V, and configuration control

¢ Hardware and software design features that contribute to high dependability such as
built-in fault detection and failure management schemes, internal redundancy and
diagnostics, and use of software and hardware architectures designed to minimize
failure consequences and facilitate problem diagnosis

In addition, the maturity of the product and in-service experience with the platform and the plant
system application should be considered. Substantial applicable operating history reduces
uncertainty in demonstrating adequate dependability. Credit should also be taken for using digital
platforms that have previously been reviewed by the NRC as part of dedication for safety-related
applications.

As shown, dependability is a broad, general term that covers many characteristics. The difficulty
is in determining if and when a system is sufficiently dependable. When a system is sufficiently
dependable, its likelihood of failure should also be sufficiently low.

For EDDs with non-control functionality, the failure of the EDD is an individual component failure;
the lack of control functions eliminates most CCF concerns. All analog and digital components
can be susceptible to other factors such as EMI. Even diverse, redundant, independent EDDs
could be susceptible to EMI to different degrees. For example, an Allen Bradley relay generated
an inductive kick [49]. External effects of EMI can be mitigated by proper shielding; however,
internal effects such as the inductive kick in the Allen Bradley may be more difficult to identify and
address.

4.10.7 Diversity and Defense-in-Depth

Diversity and defense-in-depth are design measures used to demonstrate that vulnerabilities to
CCFs have been adequately addressed. NUREG/CR-7007 [193] identifies three diversity
strategies that include the use of

1. fundamentally diverse technologies, such as analog and digital implementations,
distinctly different technologies, such as the distinct approaches represented by general-
purpose microprocessors and field-programmable gate arrays, and

3. variations within a technology within the same technology, such as that provided by
different microprocessors (e.g., Pentium and Power PC).
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For digital systems, the defense-in-depth and diversity in the overall plant design are analyzed
to assure that where there are vulnerabilities to software CCFs, the plant has adequate
capability to cope with these vulnerabilities. Most defense-in-depth and diversity analyses
generally focus on system-level consideration of CCF and does not explicitly address treatment
of equipment/components. Characteristics that can serve to alleviate concerns about CCF
vulnerability include 100% testability, which is applicable to EDDs, and sufficient internal
diversity, which is not practicably applicable within a single EDD.

SRP BTP 7-19 provides measures guidance for evaluation of diversity and defense-In-depth in
digital computer-based instrumentation and control systems. Diversity and defense-in-depth
analysis methods are consequence based and system focused. This creates a challenge for
assessing equipment with EDDs. Supplement 1 to RIS 2002 offers potential relief through
qualitative assessment of the likelihood of failure—the failure likelihood is sufficiently low, or the
failure likelihood is not sufficiently low.

For EDDs, diversity in the use of sensors has the advantage that it can reduce the probability
that two or more sensors failing simultaneously, although this effect is limited by the fact that
diverse sensors may still contain the same faults. A disadvantage of diversity can be the
increased complexity of maintenance, which in itself can lead to a higher probability of failure of
the sensors in EDDs. Whether the use of diversity is advisable depends on the design of the
and the details of their application.

Meulen explores how diversity could improve the dependability of redundant EDD configurations.
Diversity can reduce the main causes of CCF information overload, complexity, and HMI, or as
Meulen calls it, human computer interactions (HCls) [121]:

1. Diverse sensors might react differently to information overload conditions.

2. EDDs designed for the same use will likely have comparable design, algorithms, and
complexity; however, diversity will reduce the possibility of CCF because of complexity.

3. Diverse EDDs will most probably have different user interfaces.

Diversity of individual EDDs (e.g., each component has two or more diverse sensors) is not
currently a practical solution and could cause competing information to operators or control
capabilities in addition to maintenance issues. At the device level, with each device having its own
sensor and operating on its own time scale, the risk of a CCF is reduced unless caused by external
events or a software-related CCF similar to the chart recorder at Sellafield. Diversity on the highly
redundant subsystem level introduces maintenance problems, spare parts issues, etc. Thus, diversity
at the device level may not be a practical solution. As noted by Meulen [121] and supported by this
review that at this stage for EDDs, “it is not possible to give general recommendations for the use
of diversity.”

Other diversity measures may not be at the component level but at the V&V level. This could
include conventional testing with simulator testing and the use of independent testing facilities.

4.10.8 Self-Diagnostic Coverage
Self-diagnostics can be used to detect faults in a safety instrumented system, can be performed

on a system or component level and can enforce a known state as the fault recovery action.
Many EDDs and systems have embedded self-diagnostics that are executed continuously. These
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self-diagnostics can be used to determine the health status of the EDD. Self-diagnostic coverage
could never be 100%, similar to how testing could never provide 100% coverage, because of the
unknown unknowns and not knowing all of the failure modes. Nevertheless, the greater the
knowledge and history of a component could provide a means to provide a graded review by
accepting the diagnostic coverage and the confidence in that coverage.

Self-diagnostics, also referred to as diagnostics, are used to ensure that failures are detected, and
as a result, they will use the appropriate default states. Self-diagnostics for EDDs are dependent
on knowing the failure modes of the device. This is one reason why knowing the failure modes of
the EDDs are so important.

Diagnostic coverage is defined as the “fractional decrease in the probability of dangerous
hardware failure resulting from the operation of the automatic diagnostic tests,” and a dangerous
failure is defined as a “failure which has the potential to put the safety-related system in a
hazardous or fail-to-function state” [194].

The main purpose of self-diagnostics is to increase reliability, so introducing diagnostics has
benefits, even if the volume of surveillance tests cannot be reduced. With periodic testing, some
faults may remain undetected until the next periodic test, or in the worst case, until functional
failure. The probability of these events can be greatly reduced using self-diagnostics. As there
are potential unrevealed failures, some of which may be unsafe failures, there is still a need to
perform functional testing to ensure that there are no unsafe failures remaining. The use of self-
diagnostics may help to reduce the extent of the functional testing, but it will not eliminate the
need for this testing.

Self-diagnostics can reduce the likelihood of a single failure, but it is practically impossible to
detect all failure modes. This is why having as compete set of failure modes and an
understanding of the EDD is so important. With self-diagnostics, EDDs installed in non-safety and
safety applications should be able to reliably detect failures, provide early warning of potential
failures, and notify plant operators to take appropriate action so that safety margins are
maintained. Moreover, EDDs with self-diagnostics can provide added assurance that time-related
degradation due to operation has not accumulated to a point that necessitates tests or preventive
maintenance ahead of an extended surveillance interval.

Ideally, self-diagnostics would provide comprehensive coverage of the failure mechanisms.
However, this is not always possible, and it can be difficult to conclusively prove that the self-
diagnostics can provide 100% coverage of all faults. Hence, it is necessary to make a
conservative assumption about the percentage of failures that the self-diagnostics will identify.

IEC 61508-2 [75] provides levels of diagnostic coverage. This is usually a judgement based on
the extent of the self-diagnostics and the complexity of the digital device, and it is often supported
by a component-level FMEA or similar tool and operating history. By combining the percentage of
failures detected by the self-diagnostics with the predicted failure rate, the unrevealed failure rate
can be calculated.

EDDs that perform self-diagnostics and that can alert users to failures or degradations should
lower the rate of failure identified as part of surveillance testing. In addition, the operability of the
component (i.e., active or on-demand) will influence the likelihood of a failure being undetected.

SRP BTP 7-17 [178] defines a self-test as “a test or series of tests performed by a device upon

itself. Self-tests include on- line continuous self-diagnostics, equipment-initiated self-diagnostics,
and operator-initiated self-diagnostics.” The BTP recognizes that, although there are positive
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aspects of self-test features, these should not be compromised by the additional complexity that
the self-test features may add to the safety system. Simply stated, the improved ability to detect
failures provided by the self-test features should outweigh the increased probability of failure
associated with the self-test feature.

IEEE Std. 7-4.3.2-2003, Clause 5.5.3, states that

Computer systems can experience patrtial failures that can degrade the capabilities of the computer
system but may not be immediately detectable by the system. Self-diagnostics are one means that
can be used to assist in detecting these failures. ... If self-diagnostics are incorporated into the
system requirements, these functions shall be subject to the same V&V processes as the safety
system functions.

..., Self-diagnostic functions shall not adversely affect the ability of the computer system to perform
its safety function, or cause spurious actuations of the safety function. A typical set of self-diagnostic
functions includes the following:

e  Memory functionality and integrity tests (e.g., PROM checksum and RAM tests)
e Computer system instruction set (e.g., calculation tests)
o  Computer peripheral hardware tests (e.g., watchdog timers and keyboards)

o Computer architecture support hardware (e.g., address lines and shared memory
interfaces)

e  Communication link diagnostics (e.qg., cyclic redundancy check [CRC] checks)

Much of the operability of EDDs rely on self-diagnostics to identify failures and the failure of the
device in a safe mode, etc. This makes the reliance on self-diagnostics one of the most important
aspects to be evaluated. Self-diagnostics can add a lot of benefit by identifying errors and
deviating performance; however, self-diagnostics add complexity, may have untested steps, and
may falsely increase confidence in a device.

Excessive diagnostic coverage claims are routinely made on programmable electronic field
devices [123]. Claims in excess of 90% are common, even with the restricted boundary and
operating environment assumptions. A high diagnostic coverage translates directly into a high
IEC SIL claim limit and low reported PFD. Such a claim makes sense when the credited
diagnostic actually yields safer operation and is periodically proven to work—the same rule
applied to any safety device. Self-diagnostics must be verifiable and auditable. Unfortunately,
many manufacturer-supplied self-diagnostics are not capable of being tested in compliance with
IEC 61511 Clause 11.3, “requirements for system behavior on detection of a fault,” and 16.3.1.1,
which states that “periodic proof tests shall be conducted using a written procedure to reveal
undetected faults that prevent the SIS from operating in accordance with the safety requirements
specification.” Additionally, analysis reports do not include information on the product’s integrity if
the self-diagnostics are not configured per the safety manual or if the product fails during
operation.

The basis and accuracy of self-diagnostics, like operating experience, is difficult to assess with
actual data because collecting data and information is very difficult because of intellectual property
(IP) issues. Access to design documentation presents a challenge to nuclear operators/licensees.
In practice, this access is hindered by several factors, such as:
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o the need to protect the supplier’s IP rights,

¢ the potential revelation of anomalies in the suppliers’ processes and products,
¢ the time and effort required of the manufacturer,

¢ the argument that previous certification (if available) should suffice, and

o the relatively small size of the nuclear market, which typically means that nuclear licensees
have limited influence on smart sensor/actuator suppliers.

Self-diagnostics and fault detection are features within a design that can provide immediate
identification of a failure. Failures can be announced or unannounced. One of the worst
scenarios for a safety system is that it is in a failed state and there is no indication of a problem
until the system is called upon to perform its safety function.

A risk-informed approach would evaluate the likelihood and consequences of failures in
application software, the OS, or self-diagnostics software. The very high usage and operating
experience outside the nuclear industry (millions of component types) will reduce the likelihood of
software failures, including software CCFs. Self-diagnostics help identify failures. If an OS or
application software CCF occurs, then there should be feedback of the failure to the vendor, and
the vendor could revise (fix) the software. No indication of this type of CCF was found, most likely
because all EDDs are locally controlled and are on different time loops.

Self-diagnostics would monitor hardware and software. This is not to say there will not be a
software-related error, which in itself is a potential CCF, it is just that the likelihood of a software
CCEF is low because of the self-diagnostics and independent sensor readings for the independent
EDDs.
Diagnostic coverage (DC) represents the fraction of dangerous failures rates detected by self-
diagnostics [195]. Overall, DC has four failure states in which the component fails in a
safe/unsafe state and the failure is detected/undetected by self-diagnostics:

Asp - failed in a safe manner, and failure is detected by the diagnostics or plant trip

Asu - failed in a safe manner, but failure was undetected by the diagnostics but identified
through proof tests

Aop - failed in a dangerous manner, and failure is detected by the diagnostics

Apu - failed in a dangerous manner, and failure is undetected by the diagnostics but
identified through proof tests or incident

The total dangerous failure rate is then as follows:
Aot is the total dangerous failure rate (A\ot = App + Apu)
For safety applications, the DC is typically applied to dangerous failures:

¢ the DC for the dangerous failures of a device is DC = App/AoT
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o for a safety instructed subsystem with internal redundancy, DC is time dependent:
DC(t) = )\DD(t)/)\DT(t).

The specific percentages of DC are specified to make it likely that any dangerous failure is
detected by the self-diagnostics, thereby reducing the probability of the existence of an
undiscovered failure.

DC can be:

o low: 60—90 % coverage
o medium: 90-99 % coverage
e high: >99% coverage

The hardware assessment consists of a failure modes, effects and diagnostics analysis (FMEDA).
A FMEDA is one of the steps taken to achieve functional safety assessment of a device per IEC
61508. From the FMEDA, failure rates are determined, and consequently, the SFF is calculated
for the device. For full assessment purposes, all requirements of IEC 61508 must be considered.

Complete practical fault insertion tests can demonstrate that the DC corresponds to the assumed
DC in the FMEDAs.

It has become easier to certify a high total failure device with a high DC claim to SIL 3 thaniitis to
certify one with a low total failure rate but no diagnostics [123].

Often, self-diagnostics cannot be directly tested [198]. In fact, in most cases, there is no means to
test the self-diagnostics to determine if they are working.

ISA-TR84.00.02-2015 [140] defines detected failures in relation to hardware and software failures,
or faults, which are not hidden because they announce themselves or are discovered through
normal operation or through dedicated detection methods. Undetected failures is the term used
for failures or faults which do not announce themselves when they occur and which remain hidden
until detected by some means (e.g., diagnostic tests, proof tests, or operator intervention like
physical inspection and manual tests). Such failures cannot be repaired until they have been
revealed. The term revealed is used for failures or faults that become evident due to being overt
or as a result of being detected.

DOE Order 420.1C requires safety-significant SSCs to be designed to reliably perform all of their
safety functions. The order states that this can be achieved through a number of means,
including use of redundant systems/components, increased testing frequency, high reliability
components, and diagnostic coverage (e.g., on-line testing, monitoring of component and system
performance, and monitoring of various failure modes) [199].

ISA 84.00.01-1 Clause 11.9, ISA-TR84.00.02, provides guidance on (a) assessing random and
systematic failures, failure modes and failure rates; (b) understanding the impact of diagnostics
and mechanical integrity activities on the SIL and reliability; (c) identifying sources of common
cause, common mode, and systematic failures; and (d) using quantitative methodologies to verify
the SIL and spurious trip rate.

The consequence of the failures can be classified as safe or dangerous based on the impact or
effect that the failure has on the device’s operation [140]. A safe failure is a failure which favors a
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given safety action, whereas a dangerous failure is a failure which impedes or disables a given
safety action; a failure is dangerous only with regard to a given SIF.

IEC-61508 [194] defines these as follows:

Dangerous Detected Failure - A detected failure which has the potential to put the safety
instrumented system in a hazardous or fail-to-function state. Dangerous detected failures do not
include hardware failures and software faults identified during proof testing, represented by the
plant’s surveillance testing.

Dangerous Undetected Failure - An undetected failure which has the potential to put the safety
instrumented system in a hazardous or fail-fo-function state. Dangerous undetected failures do not
include hardware failures and software faults identified during proof testing.

Detected failures are in relation to hardware and software failures, or faults, which are not hidden
because they announce themselves or are discovered through normal operation or through
dedicated detection methods. The term undetected is used to describe failures or faults which do
not announce themselves when they occur and which remain hidden until detected by some
means (e.g., diagnostic tests, proof tests, operator intervention like physical inspection and
manual tests). The repair of such failures can begin only after they have been revealed. The
term revealed is used to describe failures or faults that become evident due to being overt or as a
result of being detected.

In IEC 61511, the term dangerous detected failures/faults describes dangerous failures detected
by diagnostic tests. The word overt is used to describe failures or faults which announce
themselves when they occur (e.g., due to the change of state). Repair of such failures can begin
as soon as they have occurred. When the detection is very fast as when discovered using
diagnostic tests, detected failures or faults are considered overt failures or faults. When the
detection is not as fast, as when discovered using proof tests, the detected failures or faults
cannot be considered overt when addressing SILs. A dangerous, revealed failure can only be
treated as a safe failure if effective automatic or manual compensating measures are taken early
enough to ensure that safety integrity requirements are met for the safety function.

In IEC 61511, the term dangerous undetected failures/faults describes dangerous failures/faults
that are not detected by diagnostic tests. However, undetected failures may also go undetected
by operator intervention such as physical inspection and manual tests, or through normal
operation.

Annex C of IEC 61508-6 gives an example of calculating diagnostic coverage and should be read
in conjunction with Annex C of IEC 61508-2. M. van der Meulen [121] notes that:

A problem that remains is the confidentiality of information; manufacturers do not want to disclose
details on the design of their sensors. This explains why reports on failure rates and diagnostic
coverage exist on sensors, but they do not provide detailed design information. These evaluations
give the numerical data—most importantly, failure rates and fault coverage—required by IEC 61508
for the calculations as presented part 6.

Sometimes independent assessors will perform fault insertion testing. In principle, this is
comparable to performing a FMEDA. One advantage is that it concerns real insertion of faults, a
disadvantage is that the number of faults that can be tested is lower and that some tests might be
catastrophic. Also, the distribution of inserted faults might not reflect the distribution in actual use,
and thus give a biased assessment of the fault behaviour that is to be expected. At the moment, the
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approach to smart sensor assessment, including fault insertion testing, is the subject of a new IEC
standard [IEEE 60770, Part 3], now in its draft phase.

The absence of design details makes it hard for users to assess the validity of the results and their
applicability to each user's setting. Independent assessors (like EXIDA.com, TUV, TNO and Factory
Mutual) are therefore essential.

4.10.8.1 Announced Failures

Failure modes described as self-monitored or covered are faults that can be detected and
compensated for using the components downstream and operator actions. This does not indicate
that non-covered faults are not detected; instead, faults that are not covered through self-
monitoring will likely need to be subjected to periodic surveillance tests [200]. Fault coverage (i.e.,
self-monitored versus non-self-monitored failure modes) could play an important role in whether
on-line monitoring (OLM) and self-diagnostic feature can be credited in a risk-informed
assessment of the EDDs. This assumes that there is sufficient coverage of the self-diagnostics to
detect the failure mechanisms and a determination of uncertainty, which is important if an EDD
that provides self-diagnostics is relied upon to extend technical specification surveillance intervals.

A key consideration in the crediting of monitoring is the treatment of what are termed dangerous
detected and dangerous undetected failure fractions, which are established to provide input to the
reliability model for the device and the associated system [201].

IEC 61508-2 was developed to provide requirements for achieving safety integrity in the hardware
of the safety-related systems, including sensors and final elements. Techniques and measures
against both random and systematic hardware failures are required. These techniques and
measures include an appropriate combination of fault avoidance and failure control measures.
For cases in which manual action is needed for functional safety, requirements are given for the
operator interface. IEC 61508-2 specifies diagnostic test techniques and measures based on
software and hardware (for example diversity) to detect random hardware failures.

IEC 61508-3 was developed to provide requirements for achieving safety integrity for the
software, including both embedded (including diagnostic fault detection services) and application
software. IEC 61508-3 requires a combination of approaches to ensure fault avoidance (QA) and
fault tolerance (software architecture). IEC 61508-3 requires the adoption of such software
engineering principles as (1) top-down design, (2) modularity, (3) verification of each phase of the
development lifecycle, (4) verified software modules and software module libraries, and (5) clear
documentation to facilitate verification and validation. The different levels of software require
different, appropriate levels of assurance that these and related principles have been correctly
applied.

Diagnostics may not be capable of detecting systematic errors such as software bugs [202].
However, appropriate precautionary measures to detect possible systematic faults can be
implemented.

The detection of a fault on a standby device can be identified by exercising most devices, such as
an isolation valve. Faults on active devices are in most cases self-identified. Standby devices
such as a relay or breaker may be more difficult to exercise. Condition monitoring by exercising a
standby device allows process variables or inputs to be read.

Unavailability of protection includes problems that lead to a failure to operate one or more
functions of the device [203]. The deficiency must be self-demonstrating and must be signaled by
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the device via target or display messages, fail-safe relay, communication protocols, or other
means so that manual or automatic corrective actions can be taken to rectify the problem. If the
problem is not self-demonstrating, then it belongs to the category of hidden failures to operate.

The prevailing NRC policy and guidance specifically invokes a consequence-based assessment
approach that is primarily applied at the safety system (or redundancy/subsystem) level for sense
and command functions. These safety functions are generally characterized as on-demand, in
which the safety action is commanded and executed when indication of an infrequent (transients)
or rare (accidents) PIE is sensed. This conventional assessment approach has not been
extensively applied at the component level; nor has it been applied to equipment for which the
safety-related function is generally characterized as continuous, frequent, or predictable (such as
for many sensing, actuation, and support service equipment) [204].

A latent error in software is an undetected defect in the software caused by incorrect
requirements, software implementation error, untested hardware failures, etc., that only occurs
when triggered. The probability of an undetected latent error increases with complexity.
ORNL/TM-2010/32 [132] identifies new failure modes or the increased likelihood of failures for
digital vs. analog systems such as relay race, the probability of an undetected latent error
increasing with complexity, communications presenting unique problems for digital systems
because of the ease of changing digital programs, and a quasi-trip state in which the output of the
failed NAND (NOT AND) gate does not allow a true HI output.

Under IEC 61508 requirements, a product with a high total failure rate can achieve a high SIL
claim limit as long as its failure is detected and annunciated. 1SA-TR84.00.04-2015, Part 1 [205]
notes safe failure fraction (SSF) is a ratio of failure rates. It is a measurement that does not
depend on the total failure rate. A device can have a high total failure rate, and as long as the
failures are safe or detected, the SFF is also high. This means that a device can have a high SFF
and be highly unreliable. Process users need reliable equipment to ensure safe operation.
Possessing a high SFF does not necessarily mean that the device performance is adequate for
safe service. Summers [120] notes that “the SFF is not penalized by the choice to alarm rather
than achieving the safe state. Therefore, the more failures that are detected, the higher the SFF
becomes, regardless of the number of times, or the total amount of time, that the device is in the
failed state, essentially dumping responsibility for process protection back on the operator.”

Fault detection simply informs the user that the device is no longer capable of operating as
required; it does not achieve or maintain process safety.

The self-diagnostics can detect failures (if it has a complete set of failure modes); however, if the
device cannot communicate to the safety/control system that a failure has been detected, or if the
alarms on the device are not visual or audible to staff, then the benefits of self-diagnostics are
minimal. This is true even if the diagnostic coverage is 100% and its fault detection capabilities
(self-diagnostics) are working properly. In this case, the operators would not know that the device
has failed, even though the device is capable of warning them. This means that the SIL
requirement of the SIF / instrumented protective function (IPF) implementation is not satisfied.
This is a tradeoff for the use of EDDs in an NPP, because the communication capabilities,
especially 2-way communication, increases the complexity of the EDD and could then require a
much more complicated system review. Although 2-way communication is not an issue with the
current use of EDDs, it is expected to be an ET that will be implemented sooner rather than later.
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Industry and the available standards seem to over rely on diagnostic coverage. Diagnostic
coverage is very dependent on knowing and understanding the failure modes of the EDDs. A
diagnostic cannot detect a failure mode that it is not testing for.

4.10.9 Testing

No matter the diagnostic, the only way to be certain that a device is working is to test it. However,
the test itself must adequately simulate real demand conditions.

Testing is one method to provide assurance of the availability and effectiveness of functions
important to safety and to confirm that these have not been degraded. For an EDD, testing is
implemented to ensure that device functions as intended. In EDDs where failures would not be
detected by testing or revealed by alarms or anomalous indications, the EDD should be analyzed
for such undetected failures: the preferred course is to redesign the system or the test schemes to
make the failures easily detectable. Interconnected systems should also be tested to confirm that
all of their interfaces operate correctly.

Testing falls into two areas:
1. Initial — Design V&V
2. Periodic (surveillance)

Initial testing can be used to prove functionality and operability upon completion of design or at the
end of the CGD process. Periodic testing of an installed device can never be comprehensive. In
particular, it is difficult to ensure that the test (or the self-diagnostics) will find and announce
internal failures is still working.

The surveillance test is manually initiated but may include automated or semi-automated test
equipment to implement the test and/or record the test results. Proof testing is a synonym for
surveillance testing used by IEC 61508. Surveillance testing should be designed to confirm that
safety-critical functions of the EDD are being performed properly (e.g. overlapping end-to-end)
with the test frequencies preferably being risk-based. Self-diagnostics are testing protocols
embedded within the EDD and can be executed continuously. They try to perform most of the
same functions but are implemented differently.

Failures of an EDD are grouped in IEC 61508 into two main categories—safe failures and
dangerous failures. Safe failures are divided into detectable (Asp) and undetectable failures (Asu)
that do not affect the system’s ability to perform its functions. Dangerous failures prevent the
system from working properly on demand. Dangerous failures are also divided into detectable
and undetectable failures with failure rates App and Apu, respectively. Some dangerous detectable
failures can be detected by online self-diagnostics, whereas dangerous undetectable failures
remain unobserved until the surveillance test. Therefore, the purpose of surveillance testing is to
detect unrevealed faults at the time of testing, while diagnostic coverage allows the detection and
remediation of fail-to-danger fault conditions between surve