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ABSTRACT

To become a modern, risk-informed regulator, the NRC focused on four transformational areas:
(1) managing the workforce, (2) applying risk in decision-making, (3) generating innovative
ideas to improve the way that NRC works, and (4) adopting new technologies and approaches
to data analytics. The Be riskSMART framework supports the second transformation area by
providing a systematic approach to making risk-informed decisions across disciplines. Be
riskSMART combines traditional concepts, such as the risk triplet, risk management, the risk
heat map and risk appetite, into a plain language framework that gives the staff confidence to
apply and communicate risk-insights for all kinds of NRC decisions whether they are in the
technical, corporate, or legal arena. This NUREG/CR provides detailed guidance on using the
Be riskSMART framework and contains example case studies from across a series of
disciplines.






Be riskSMART: Guidance for Integrating Risk Insights into NRC Decisions

TABLE OF CONTENTS

S I X O iii
ABBREVIATIONS AND ACRONYMS ...t sses s s s sss s ms s me s ssms s ms s sssmns e vii
I = 7Y 04 €1 300 LU 0 1
2 FRAMEWORK .......ooiiieeccereereessmeessme s s messsme e s sme e s s me e e s smnesesmnesesmneeessneeesaneeessneesensesssnsessannes 3
21 INEFOAUCTION ... e a e e e e e 3
2.2 Step 1: Be...clear aboutthe problem ... 4
2.3 Crosswalks to Discipline-Specific GuidancCe............ccccccvvvvviiviiiiiiiiiieeeeeeeeeeeeeeeeeeee 5
24 Step 2a: Spot...what can go wrong/right? ............oeeiiiiiiiii e 5
25 Step 2b: Spot...what are the consequences? ... 6
2.6 Step 2¢: Spot...how liKely iSit? ..o, 8
2.7 HeEat M e 8
2.8 Step 3: Manage...whatyoucan ..............ccc e, 9
2.9 Step 4: Act...on adeCiSiON .......ccoooiiiiiiiii 10
210 RISK APPEEILE ..uvuiiiiiiiiiiii s 11
211 Facilitating Discussions ADOUL RISK..........ciiiiiiiriiiiiiiei e 13
212  Step 5: Realize...the rESUIL.......uuueeiii e 13
2.13 Step 6: Teach...others what you learned .............ccccooiiiiiiiiiiiiicecccce e, 14
204 TRE ATTOW ...ttt ettt ettt e e e e e e e et e e e e e e e e e e e et b e e e e e e e e e e aaan 15
3 CASE STUDIES........iiiiriir s s ss s s e ms e m s s a s m e e m e s s me e s e s s nn e s mn e s nn s 17
4 ADDRESSING CHALLENGES TO RIDM ........coiiiiiiiriissse s s s s ssss s s 19
5 PERFORMANCE MANAGEMENT OF RISK-INFORMED DECISIONMAKING................... 21
I £ ST 0 1 30 25
7 STAFF ACKNOWLEDGMENTS........ccoiiiiiiererses s ssssss s s s s sms s s s s mn s s smn s ssmns 27



Be riskSMART: Guidance for Integrating Risk Insights into NRC Decisions

APPENDIX A APPLICABILITY OF THE BE riskSMART FRAMEWORK TO

REACTOR SAFETY DECISIONS.........ccccoiiimninnrnnensrsssns s saneas A-1
APPENDIX B APPLICABILITY OF THE BE riskSMART FRAMEWORK TO

MATERIAL SAFETY DECISIONS ... B-1
APPENDIX C APPLICABILITY OF THE BE riskSMART FRAMEWORK TO

SECURITY, PREPAREDNESS, AND RESPONSE DECISIONS................... C-1
APPENDIX D APPLICABILITY OF THE BE riskSMART FRAMEWORK TO

RESEARCH DECISIONS..........irirnn s D-1
APPENDIX E APPLICABILITY OF THE BE riskSMART FRAMEWORK TO OFFICE

OF THE GENERAL COUNSEL LEGAL ADVICE ........coociimerrnnnerennaneennns E-1
APPENDIXF APPLICABILITY OF THE BE riskSMART FRAMEWORK TO

CORPORATE SUPPORT DECISIONS .........cccconiriirnnnse s F-1
APPENDIX G BE riskSMART CASE STUDIES..........ccooiniimminsnsnnsssssssanenns G-1
APPENDIXH FACILITATED DIAGNOSTIC TOOL—MEASURING CURRENT STATE

OF USING RISK INSIGHTS........cccoiiiiirrinnrr s snssn e H-1
APPENDIX 1 2020 DIAGNOSTIC SURVEY RESULTS .......cccccniimniinnnnne e snnn 1-1

Vi



Be riskSMART: Guidance for Integrating Risk Insights into NRC Decisions

ABBREVIATIONS AND ACRONYMS

ADAMS Agencywide Documents Access and Management System
ANO Arkansas Nuclear One

ATF accident-tolerant fuel

CRDM control rod drive mechanism

DBT design-basis threat

DOE U.S. Department of Energy

DRP Division of Reactor Projects

ECCS emergency core cooling system

EDG emergency diesel generator

EPU extended power uprate

ERM enterprise risk management

FBI Federal Bureau of Investigation

FOF force-on-force

FR Federal Register

FY fiscal year

GAO Government Accountability Office

ISFSI independent spent fuel storage installation
NRC U.S. Nuclear Regulatory Commission
NSIR Nuclear Security and Incident Response
OcCIO Office of the Chief Information Officer
OGC Office of the General Counsel

oIG Office of the Inspector General

OMB Office of Management and Budget

PHE public health emergency

PM project manager

PRA probabilistic risk assessment

PWR pressurized-water reactor

RAPT Reasonable Assurance of Protection Time
RG Regulatory Guide

RFO refueling outage

RES Office of Nuclear Regulatory Research
RIDM risk-informed decisionmaking

SBT security bounding time

SCCS Safety Culture and Climate Survey
SPAR standardized plant analysis risk

SSC structures, systems, and components
TCD thermal conductivity degradation

TTC Technical Training Center

Vii






Be riskSMART: Guidance for Integrating Risk Insights into NRC Decisions

Be riskSMART: Guidance for Integrating Risk Insights into NRC
Decisions

1 BACKGROUND

The U.S. Nuclear Regulatory Commission (NRC) has a long history of integrating risk insights
into its decisionmaking processes. Among the most foundational policy-setting documents in
this area are the Commission policy statements on safety goals' and the use of probabilistic risk
assessment (PRA).? These policy statements establish goals that broadly define an acceptable
level of radiological risk and formalize the NRC’s commitment to increasing the use of risk
assessment technology to the extent supported by the state-of-the-art methods and data and in
a manner that complements the NRC’s deterministic approach and supports its traditional
defense-in-depth philosophy. The Commission later defined relevant terminology and
reaffirmed its expectations in a white paper on the NRC'’s risk-informed, performance-based
approach to regulatory decisionmaking.®

Specifically, the Commission affirmed the NRC as a risk-informed regulator that embraces a
philosophy whereby risk insights are considered together with other factors to establish
requirements that better focus licensee and regulatory attention on design and operational
issues commensurate with their importance to public health and safety. For example, in the
reactor safety area, the NRC employs integrated risk-informed decisionmaking (RIDM) for
several regulatory activities where quantitative risk information is considered alongside
adequate defense in depth, safety margins, regulatory compliance, and performance
measurement strategies.* This philosophy has been adopted in other areas, such as materials
and security applications.

The NRC staff developed and executed several plans to implement Commission policy related
to RIDM. These include the PRA Implementation Plan, the Risk-Informed Regulation
Implementation Plan, and the Risk-Informed and Performance-Based Plan in 1994, 2000, and
2006, respectively.® More recent agencywide efforts include the development of NUREG-1860,
“Feasibility Study for a Risk-Informed and Performance-Based Regulatory Structure for Future
Plant Licensing,” issued December 2007;5 NUREG-2150, “A Proposed Risk Management
Regulatory Framework,” issued April 2012;” and recommendation 1 of the Fukushima

1 Volume 51 of the Federal Register (FR), page 30028 (51 FR 30028), “Safety Goals for the Operation of
Nuclear Power Plants; Policy Statement,” dated August 21, 1986 (republished) (Agencywide Documents
Access and Management System (ADAMS) Accession No. ML051580401).

2 60 FR 42622, “Use of Probabilistic Risk Assessment Methods in Nuclear Regulatory Activities; Final Policy
Statement,” dated August 16, 1995.

8 SRM-SECY-98-144, “Staff Requirements—SECY-98-144—White Paper on Risk-Informed and
Performance-Based Regulation,” dated March 1, 1999 (ADAMS Accession No. ML003753601).

4 Regulatory Guide 1.174, “An Approach for Using Probabilistic Risk Assessment in Risk-Informed Decisions

on Plant-Specific Changes to the Licensing Basis,” Revision 3, issued January 2018 (ADAMS Accession
No. ML17317A256).

5 Information on these plans and risk-informed activities is available at https://www.nrc.gov/about-
nrc/regulatory/risk-informed/rpp.html.
6 NUREG-1860, “Feasibility Study for a Risk-Informed and Performance-Based Regulatory Structure for

Future Plant Licensing,” Volumes 1 and 2, issued December 2007 (ADAMS Accession Nos. ML080440170
and ML080440215).

7 NUREG-2150, “A Proposed Risk Management Regulatory Framework,” issued April 2012 (ADAMS
Accession No. ML12109A277).
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Near-Term Task Force.® Under these plans and initiatives, the NRC developed key RIDM
regulatory guidance documents and processes that continue to be successfully applied to
advance the use of RIDM today.

Additionally, in 2016, the Office of Management and Budget (OMB) issued a requirement® for
Federal agencies to implement enterprise risk management (ERM), a forward-looking approach
that addresses the full spectrum of an organization’s risks in a portfolio view. The NRC
established an ERM capability coordinated with its strategic planning, performance
management, and internal control processes.

The NRC can further enhance its effectiveness and efficiency by integrating risk insights into all
programs and at all levels across the agency. However, several cultural and structural
challenges have hindered the development and widescale adoption of an agencywide RIDM
framework beyond senior leadership. 112

In June 2019, the NRC hosted the NRC Futures Jam to identify challenges and seek out new
and modernized approaches to the way that the agency operates, which included the
advancement of agencywide RIDM. The staff had the ability to make and respond to comments
and to participate in facilitated discussions with agency leaders. Based on themes that
emerged from the NRC Futures Jam, NRC leadership established a framework for
transformation that encompasses a broad set of activities intended to advance the agency
toward the vision of becoming a modern, risk-informed regulator. The NRC identified four key
focus areas for transformation: (1) managing the workforce, (2) applying risk in decisionmaking
(also referred to as Be riskSMART), (3) generating innovative ideas to improve the way that the
NRC works, and (4) adopting new technologies and approaches to data analytics. It is to be
noted that the scope of transformation, as presently conceived, primarily concerns how the
agency conducts its work and does not envision substantive changes to existing regulatory
policies.

During 2020, the NRC developed the Be riskSMART transformation initiative and associated
framework to address the cultural and structural challenges to RIDM.

8 SECY-13-0132, “U.S. Nuclear Regulatory Commission Staff Recommendation for the Disposition of
Recommendation 1 of the Near-Term Task Force Report,” dated December 6, 2013 (ADAMS Accession
No. ML13277A413).

o OMB Circular A-123, “Management’s Responsibility for Enterprise Risk Management and Internal Control,”
M-16-17, dated July 15, 2016.
10 Memorandum from Daniel H. Dorman to Margaret M. Doane, “Implementing Commission Direction on

Applying Risk-Informed Principles in Regulatory Decision Making,” dated November 18, 2019 (ADAMS
Accession No. ML19319C832).

" SECY-17-0112, “Plans for Increasing Staff Capabilities to Use Risk Information in Decision-Making
Activities,” dated November 13, 2017 (ADAMS Accession No. ML17270A192).

12 SECY-18-0060, “Achieving Modern Risk-Informed Regulation,” dated May 23, 2018 (ADAMS Accession
No. ML18110A186).
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2 FRAMEWORK
2.1 Introduction

RIDM is an integrated approach to the decision process that considers risk (i.e., the possibility
that events will occur (a loss or an opportunity) and affect the achievement of objectives) in
addition to requirements and deterministic factors. The Be riskSMART RIDM framework is a
collaborative tool to bring people together to authoritatively speak on the challenges and
opportunities that exist for each type of risk. This framework can empower people to accept or
reject risk, depending solely on the attributes and risk appetite. The framework is designed to
give the staff confidence in applying risk insights to achieve the following:

. Ensure that all NRC decisions appropriately focus on the most significant endeavors to
enhance safety and operational effectiveness.

. Remove the stigma from “risk” information and replace it with an understanding of the
value added by considering risk.

. Express that when the NRC considers risk, it also considers benefits.
. Support interdisciplinary decisions.
° Further technological advancement in the NRC’s mission delivery.

To accomplish the above design requirements, the team made the framework scalable from
simple to complex issues. To accommodate staff members who are unfamiliar with RIDM and
risk information, the framework uses plain language and provides a step-by-step structure to
consider risk systematically, especially qualitative information. To accommodate staff members
who already use a risk-informed approach, the framework does not invent new concepts but
rather serves as an umbrella to increase consistency, awareness, and usability.

While the framework applies to technical, legal, and corporate decisions, it does not replace any
existing RIDM approaches, such as PRA and ERM. It does not revise any of the criteria already
in place for making risk-informed decisions, such as reactor safety decisions involving the
significance determination process. Instead, it incorporates existing RIDM approaches.

Figure 1 illustrates the six steps of the Be riskSMART framework:

(1) Be...clear about the problem

(2) Spot...what can go right or wrong? what are the consequences? and how likely is it?
(3) Manage...what you can

(4) Act...on a decision

(5) Realize...the result

(6) Teach...others what you learned

The arrow below the SMART portion of the logo represents continual learning and indicates that
the framework is iterative between steps and as an overall process when necessary. Together,
the steps comprise the “Be riskSMART” acronym for the actions to be taken in using the
framework.

3
Be riskSMART
e



Be riskSMART: Guidance for Integrating Risk Insights into NRC Decisions

Be ... clear about the problem

SPOT MANAGE ACT REALIZE

-.what can go .whatyoucan  ..on a decision .the result
right or wrong?

-.what are the
consequences?

..how likely is it?

Figure 1 The Be riskSMART Framework
The following sections provide guidance on how to apply the Be riskSMART framework. Each
step is illustrated using the example problem statement: Should | commute to work using a bike
to get more exercise?

2.2 Step 1: Be...clear about the problem

Yc_au cannot r_each your destination ...clear about the problem
without knowing where you are
going. That is why it is essential
first to have a clear picture of the
problem or what you want to solve [ —
when applying the Be riskSMART . A . Y
framework.

Articulate the Problem Statement

With that in mind, clearly identify
the issue or question that you are
trying to address. Or more simply

stated, Be...clear about the Consider: o sk th
* Dol need to ask the question
prObIem' * Is there a pre-determined answer

(e.g., employer commuting policy, law)

In applying the Be riskSMART
framework, binary decisions (weighing two options, such as yes or no) are usually the most
straightforward, especially if the issue is limited to one type of risk.”™ You can also use the

13 Types of risk include technical/programmatic, security, legal, financial, reputational, information technology,
and human capital.
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framework to select from among several options. A more complex use of the framework would
be an open-ended question, such as how to solve an issue or how to develop a new process.
The more complex the issue or types of risk involved; the more analysis is needed for each step
of the framework.

Find out if the issue has already been solved. If not, then begin the framework process by
asking, “What is required?” Part of being clear about the problem is identifying compliance
requirements that the solution must meet. For help finding requirements and guidance related
to an issue, consult the Be riskSMART crosswalk chart for the discipline pertaining to the issue’s
topic (Appendices A—F).

Anyone using the Be riskSMART framework should remember that risk exists in all we do and
that we should always strive to understand the risk of the problem and the options being
considered for resolution.

2.3 Crosswalks to Discipline-Specific Guidance

Appendices A—F provide guidance for specific topical areas, as summarized in Table 1. Within
these appendices, crosswalk charts link each step of the Be riskSMART framework with existing
NRC guidance. The crosswalk charts are tools to (1) demonstrate that existing agency
guidance often incorporates RIDM techniques, (2) provide information resources to complete
the framework steps, and (3) illustrate that the framework steps are scalable to support a broad
range of issues, whether simple decisions or complex issues requiring research and indepth
analysis.

In some cases, existing risk-related guidance documents provide complementary
application-specific approaches for holistically implementing all of the Be riskSMART framework
steps. In other cases, application-specific guidance may be limited to select steps, and the Be
riskSMART framework guidance can be used to complete the RIDM process.

Table 1 Crosswalk Charts to Discipline-Specific Guidance

Technical
Appendix A Reactor Safety
Appendix B Material Safety
Appendix D Security, Preparedness, and Response
Appendix C Regulatory Research
Legal
Appendix E | Office of the General Counsel Legal Advice
Corporate
Appendix F | Corporate Support

24 Step 2a: Spot...what can go wrong/right?

After clearly defining your issue or question, the next step is to spot the risk information related
to it. Spot what can go wrong or right, what are the consequences, and how likely is it. These
three questions are referred to as the “risk triplet.”

What are the challenges (i.e., what can go wrong?) and opportunities (i.e., what can go right?)
associated with the issue or question you developed? Prepare a comprehensive list of
challenges and opportunities. You will use the identified challenges and opportunities in Step 4

5
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of the framework, “Act...on a decision,” weighing their importance to the decision based on the
consequences and likelihood of what may occur. Your list of “what can go right?” and “what can
go wrong?” can take several different forms.

For binary decisions, the
consideration of “what can go right”
and “what can go wrong” will lead to a
list of pros (what can go right) and
cons (what can go wrong). The focus
should not be solely on what can go
wrong because without a full
appreciation of what can go right, new
ideas may never be adopted.

For more complex decisions involving
an open-ended question, such as
solving an issue or developing a new
process, the list for “what can go right”
may appear as process objectives and

Need exercise to stay - - :
healthy :

...what can go wrong/right?

Spot

What event(s) or circumstance(s) present a challenge or opportunity?

So

Challenge

Opportunity

the list for “what can go wrong” may appear as process pitfalls. In the context of all decisions,
risk information supplements minimum acceptable requirements for compliance and quality.
Some issues will likely require an indepth analysis that uses risk insights to complement
deterministic methods and prescriptive requirements. For example, quantitative risk information
is considered alongside adequate margin, defense in depth, regulatory compliance, and
performance measurement strategies. This is one reason that the framework is intended to be
scalable and incorporate agency guidance on discipline-specific RIDM approaches within the Be
riskSMART steps. For all complex decisions, in addition to analyzing known risk or risks, use
research and discovery methods to attempt to identify unknown risks of all types.

The icon for this step in the Be riskSMART framework is a magnifying glass (see Figure 1). The
magnifying glass serves as a reminder to carefully study the problem being addressed and to
use the risk triplet: “What can go right/wrong?”, “What are the consequences?”, and “How likely

is it?”

25

Step 2b: Spot...what are the consequences?

What are the consequences associated
with the challenges and opportunities
identified in the previous step?
Consequences are the possible
outcomes of opportunities (what can go
right) or challenges (what can go
wrong). In identifying and considering
consequences, it is important to clearly
separate the consequences of
opportunities and challenges from the
opportunities and challenges
themselves.

For example, in the reactor area, the
decision of whether to adopt a new,
streamlined licensing review process

...what are the consequences?

Spot

What are the possible outcomes of the challenges or opportunities?

Challenge Opportunity

So

++++++++++
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that would eliminate time-consuming and onerous calculation reviews could result in the failure
to identify errors in the calculations (i.e., what can go wrong). The consequence of an
unidentified calculation error could be additional dose to workers resulting from safety limits
being exceeded. This is an example of why existing NRC guidance is incorporated within the
steps of the framework.

The severity of consequences for each opportunity and challenge must be carefully considered
in Step 4, “Act...on a decision,” in the framework. Consequences may impact people,
environment, quality, time, cost (e.g., financial risk to current resources and reputational risk that
could impact future congressional budget requests), and the ability to meet compliance
requirements. Consequences can include both quantitative and predictable impacts, such as a
calculated increase or decrease in staff hours, or qualitative and unpredictable impacts, such as
an organization’s morale in response to a decision.

It is also important to focus on the opportunities and challenges that are within your control. For
example, streamlining a process may provide an opportunity for you or your organization to
focus attention on other important issues. However, speculating on challenges or opportunities
from unknown, external stakeholder actions because of the process change may not be
appropriate.

When assessing consequences, do not build in any “Manage...what you can” actions yet.
Instead, focus solely on the raw consequences anticipated to potentially occur and their impact.
In Step 3 of the framework, you will develop “Manage...what you can” actions and reexamine
differences in the consequences that most likely can be managed. These will better inform the
“Act...on a decision” step of the framework.

The concept of “consequence adjustment” can be used in “Manage...what you can” and
“Act...on a decision.” The consequence adjustment reflects information that may not be easily
quantifiable or may not be within a Be riskSMART user’s control but that can amplify or diminish
the consequences. Examples where a consequence adjustment, or weighting factor, could be
applied include repeated poor performance by a licensee in addressing safety culture issues,
the history of a licensee’s completion of regulatory commitments, and external stakeholder
interest.

Throughout all of the steps in the Be riskSMART framework, it is important to communicate your
responses to the framework questions and the basis for each response (e.g., a requirement or
standard, agency guidance, proven formula). As you communicate your responses, consider
the logical relationship between risk and documentation: More risk will require more
documentation.

7
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2.6 Step 2c: Spot...how likely is it?

What is the Ilkellhooq ot)aF _..how likely is it?

. . Using the best available information (could be quantitative and/or
consequence occurring « or some po

ISsues, this can be calculated qualitative), what is the chance of event(s) or circumstance(s) leading to a
quantitatively. However, many particular consequence

decisions lead to consequences —— & SO—
whose likelihood must be assessed - olo P ¥

using qualitative considerations.
Health Declines: ~100%
Consider all available data.
Examples of data that can be used to : .
. . . . Injury: % Depends on severity, traffic,
assign a relative likelihood of a terrain, proficiency
specific consequence include survey

results; hard data, including trending
data (e.g., has it occurred within an
industry or occupation?, has it
occurred within other Federal agencies?, has it occurred in our organization? If so, how many
times?); and anecdotal information.

When assessing the likelihood (i.e., low, medium, or high) of qualitative risk for a decision that
will require alignment among stakeholders, it is essential that everyone has a common
understanding of relative values of terms, such as low, medium, and high.

Similar to evaluating consequences, when assessing likelihood, do not build in any
“Manage...what you can” actions at this point. After developing “Manage...what you can”
actions, you will be able to reassess the likelihood of your identified consequences and better
inform Step 4, “Act...on a decision,” in the process.

2.7 Heat Map

Proceeding through the framework, you can visually document each risk as a point on a heat
map. A heat map is a graph of risks plotted by consequence and likelihood.

On the heat map pictured to the right,
the “X” represents the bike example’s
risk of falling and its high

consequence and medium likelihood.

Document Spotting Results Using a Heat Map

T

v
Note the difference in how
challenges and opportunities in a
heat map are read. The higher a
consequence for a challenge, the
greater the potential loss, whereas
the higher the consequence for an
opportunity, the greater the potential L M H

gain. Likelihood

Consequence
<

—
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2.8 Step 3: Manage...what you can

The objective of Step 3, "Manage...what you can,” in the framework is to reduce the
consequences and likelihood of what can go wrong and improve the consequences and
likelihood of what can go right by applying risk management techniques (mitigating, preventing,
preparing for, and transferring challenges and enhancing opportunities). Risk management is
an activity to control challenges to achieving an organization’s objectives. Consider the agency
as a whole, using techniques from ERM.

It is important to keep in mind that an . .
action to mitigate a bad outcome may Adjust Results Based on Management Strategies

reduce the overall impact of a good
outcome, especially in complex ‘

T

decisions. As a result, actions to N
manage or mitigate a bad outcome

must be carefully evaluated, and I
more significant “Manage...what you
can” actions may need to be set
aside to provide a better final result.
At an advanced level, this step may
include strategies to mitigate
unknown as well as known risks. L M H
Taken collectively for the various Likelihood

Consequence
2

—

opportunities and challenges that are
enhanced and reduced, “Manage...what you can” actions can serve as a powerful tool for
reaching a successful outcome.

In public affairs, “Manage...what you can” actions commonly include elements of
communications to external stakeholders, including nongovernmental organizations, other
Federal and State partners, and individual members of the public. Careful preplanning and
thoughtful messaging can go a long

way to prevent or minimize the ...what you can
challenges identified in “what can go
wrong?” when tackling an issue or
problem.

Manage How can | mitigate, prevent, prepare for, and transfer challenges and/or
enhance the opportunities?

. Challenge (Mitigate & Opportunity (Enhance
As a result of managing ge (Mitigate) i, Opportunity ( )

consequences and their likelihoods, No Exercise -> Health Declines:
the point on the heat map can move. EnEage °“i‘:srtt:::s°fe*‘"°'se
In the bike example heat map

pictured to the right, we reduced the Fall > Injury: buy protective gear, get
consequences of the accident shown
in the previous heat map by using
protective gear, and then we
minimized the likelihood by traveling

better bike, don’t ride in bad weather,
carry first aid kit, ride on better roads

on roads with dedicated bike lanes—
this moves the point on the top right (representing a high consequence with a medium
likelihood) down to the point on the left (representing a medium consequence with a low
likelihood).
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The icon for this step in the Be riskSMART framework is an umbrella (see Figure 1). The
umbrella serves as a reminder that the actions in this step can help protect against adverse
consequences.

2.9 Step 4: Act...on a decision

After receiving inputs, evaluating ...on the decision
information, and documenting what
you “spotted” and “managed,” you
can now make a decision. Fully
informed, strategic decisions require
fair consideration of all views. Itis
also important to develop
contingency plans and be prepared
to make course corrections as
needed.

Act After hearing everyone and evaluating the information, document what
you “spotted” and “managed,” and make a decision.

High risk appetite

O% Go Biking!

Consequence
X

This step involves the actual decision
on what action(s) to take after the !
previous steps in the process have Likelihood
been fully and thoroughly developed
and considered. One critical aspect of this step is identifying the decisionmaker. For example,
in the reactor and materials areas, technical issues with potential generic implications will likely
involve stakeholders in both the regional office where the issue occurred and at the NRC
Headquarters office with expertise in the technical area. When this occurs, identify early in the
decision process who has final decisionmaking authority. Otherwise, the absence of a clear
consensus could significantly hamper the ability to make a decision.

Before the decision itself, the NRC’s advisory organizations help to ensure the development of a

strong and accurate basis for a decision. This includes legal advice from the Office of the

General Counsel and technical advice

from the Advisory Committee on

Act After hearing everyone and evaluating the information, document what Reactor Safeguards and the Advisory
you “spotted” and “managed,” and make a decision. Committee on the Medical Uses of

Isotopes.

...on the decision

At the NRC, issues are often decided
by steering committees with members
across the agency, which supports a
holistic view of a decision. Decision
bodies, processes, and
documentation are built into the
regulatory process.' For example, in
the area of licensee oversight, the
annual Agency Action Review

UUNT Meeting ensures that coordinated
Likelihood courses of action are developed and
implemented for licensees with performance issues. In the corporate support area, the Human
Capital Council, Information Technology/Information Management Portfolio Executive Council,

Consequence

14 How We Regulate, NRC Web site, https://www.nrc.gov/about-nrc/regulatory.html.
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and Strategic Sourcing Group make decisions about human resources, information technology,
and procurement, respectively. In strategic decisions for all NRC program areas, the Executive
Director for Operations’ Quarterly Performance Review Meetings address enterprisewide risks.

For a binary problem, “Act...on a decision” will simply be a decision of whether to move forward
with whatever was proposed in Step 1, “Be...clear about the problem.” It is a simple “Yes” or
“No” question. If the decision is “Yes,” the next step is to implement the actions needed to put
the decision into effect. If the decision is “No,” the process may end at this step. However, you
could restart the Be riskSMART framework with a revised, Step 1, possibly leading to a different
result.

Choosing one from a range of options is also fairly straightforward in this step as you weigh and
consider the individual, “Spot...the risk triplet,” and “Manage...what you can,” actions for each
option. To gain stakeholder alignment, sometimes you may adjust options or combine
components of options as part of negotiations, as long as they are still supported by the
underlying analysis and meet compliance requirements.

More complex problems will likely require a choice among many “Manage...what you can”
actions developed in the previous step. The decision on which actions to use can be made by
comparing the before and after consequences and likelihood of “What can go right/wrong?” with
the “Manage...what you can” actions selected. The “Adjust Results Based on Management
Strategies” heat map illustrates this choice: The results of what you have spotted may change
based on what management strategy you choose. The data point may move to a different place
on the heat map if you select a different risk management strategy.

The decision to move forward in a specific direction is frequently driven by the risk appetite that
exists. For example, we may decide to move forward with a new process that has medium
overall risk if the risk appetite is medium or high, but not move forward if the risk appetite is low.

The icon for this step in the Be riskSMART framework is a hand ready to press a START button

(see Figure 1). The hand and button serve as a reminder that before any actions can be
implemented and results realized, a definitive decision must be made.

210 Risk Appetite

The amount of risk we are willing to ...on the decision
accept in making a decision must
aISO be Carefu”y ConSidered. ThlS iS Aﬂe:hearingl'levery:?ne andev”a.l'uaﬁng the J'n_fm:n:laﬁon, document what
referred to as a risk tolerance level or i et A el

risk appetite (illustrated by the dotted
lines in the figures in the preceding @  Low risk appetite
step, “Act...on a decision”). In ERM, g
these terms have specific meaning: g —
o W
o Risk appetite establishes the D S f:_‘ > ¢
context for making a decision. | § - Nah... not worth
As determined by the entire ) W it—continueto (s
organization, it is the amount : go to the gym
of risk (on a broad or macro Likelihood

level) an organization is
willing to accept in pursuit of strategic objectives and value to the enterprise.
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. A risk tolerance level is the amount of risk acceptable for a decision. Risk tolerance
translates risk appetite into meaningful terms at the operational level. In setting risk
tolerance levels, consider the relative importance of the related objectives and align risk
tolerance with risk appetite. '°

Naturally, acceptance varies based on the type of risk (e.g., technical, security, legal,
reputational, financial, information technology) and is closely linked with an organization’s
mission and culture. You can gauge an organization’s risk appetite by looking at its past
decisions related to a type of risk. Additionally, an organization can establish a risk appetite
philosophy.'®

The NRC has a safety and security mission and a strong safety culture. To determine the
amount of risk acceptable in a specific area, see references such as Regulatory Guide 1.174,
“An Approach for Using Probabilistic Risk Assessment in Risk-Informed Decisions on Plant-
Specific Changes to the Licensing Basis.” Overall, any risk tolerance consideration should
focus on the impact to the NRC’s mission and be guided by the Principles of Good Regulation.'”

15 “Playbook: Enterprise Risk Management for the U.S. Federal Government, Chief Financial Officers Council
and Performance Improvement Council,” Draft Revision, issued January 2021.]

16 “U.S. Agency for International Development Risk Appetite Statement,” issued June 2018.

7 The NRC Principles of Good Regulation are Independence, Openness, Efficiency, Clarity, and Reliability,

https://www.nrc.gov/about-nrc/values.html#principles.
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211 FEacilitating Discussions About Risk

The heat map used in the bike example can also be used as a discussion tool, as illustrated

below.

Challenges

Consequence

—

L M H
Likelihood

Opportunities
v H
S L
L M H
Likelihood

For complex decisions with numerous answers to the questions of what can go right and what
can go wrong, risks can be prioritized by severity. Plot each answer as a data point using
consequence and likelihood. The data points can be compared (above or below) a risk
appetite. It is essential for all stakeholders to be transparent about the amount of acceptable
risk. A populated heat map can support discussions about different perspectives and lead to an

optimal decision.

For enterprise risk management, you can plot every major challenge and opportunity that an
organization has, resulting in a snapshot of all risks for management to discuss and prioritize.

212 Step 5: Realize...the result

Step 5, “Realize...the result,” involves
implementing the decision while
managing what you can and measuring
your performance and progress.

Carry out actions resulting from the
decision, including any “Manage...what
you can” actions. For example, in the
enforcement area, a change to the
Enforcement Manual could require
training in addition to issuance of a
revised manual.

It is time to ascertain efficacy. In addition
to the data required to support

.the result

Realize
Now it's time to implement and ascertain efficacy!

o
O% Do what you decided under “Act” while
managing what you can and

measuring your performance and progress

compliance requirements, objectives and key results, the final step in the process,
“Teach...others what you learned,” should drive what data to collect and measure since this
information will inform others of the results. You can use effectiveness reviews and other
similar assessment tools to measure results and the success of the decisions made. These
results can then be used as part of a performance management strategy to adjust and fine tune,
as necessary, the “Manage...what you can,” actions to optimize the results. The annual review
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and revision to the Reactor Oversight Process is one of many great examples of NRC
processes that are revised after information is gathered as part of an assessment effort.

The icon for this step of the Be riskSMART framework is a lit lightbulb (see Figure 1). The
glowing lightbulb should serve as a reminder that actions have been initiated and results can be

seen.

213 Step 6: Teach...others what you learned

The goal of the final step in the framework
is to manage knowledge by providing
lessons learned and insights to a broader
audience—spread the word! In other
words, share information gathered from
use of the Be riskSMART framework with
others who can benefit from it.

As part of Step 6, “Teach...others what
you learned,” ensure that internal and
external stakeholders affected by a
decision are fully aware of it and how it will
affect their work.

Each time the Be riskSMART framework is

...0thers what you learned

Teach Take the time to manage knowledge by synthesizing lessons-learned and
insights, and disseminating to a broader audience—spread the word!

ﬁt * Bring a colleague next time
OYO - Share information on best gear,

routes, sites with biking group/blog
* Apply lessons-learned to a new
activity

used, one or more of the following areas will likely emerge and be of interest to others:

. Use the experience to inform requirements. The results may provide valuable input to

update guidance.

. Consider that the decision may impact other areas of the NRC’s work.

. Inform future RIDM by sharing your experience, for example, the consideration, impact,
and adoption or elimination of a large number of “Manage...what you can” actions before
making a decision; a decision that required consideration of many areas of risk and
associated risk appetites; or a risk appetite that was established in an area.

o In the legal area, decisions made by the courts that were litigated by the NRC with a
consideration of risk and risk appetite would be good candidates for sharing with other
interested stakeholders. The use of the Be riskSMART framework to make a decision
that resulted in a hearing would also be of interest to other legal professionals.

The icon for this step of the Be riskSMART framework is a classroom (see Figure 1), and it
serves as a reminder that sharing information with others improves the overall effectiveness in
the use of the Be riskSMART framework, improves agency processes and actions, and
improves the NRC as it strives to become a modern, risk-informed regulator.
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214 The Arrow

It is important to note the arrow symbol
extending from the “T” to the “S”
underneath the Be riskSMART logo. The
arrow serves as a reminder that the
framework is iterative, both overall and
among the steps. Adjust for changing
conditions and as you learn.

Any step may be repeated, and a decision
may be revisited. Before revisiting a
decision, remember that the framework is
meant to be iterative but ultimately drive to
a conclusion. It will be helpful to establish
a threshold to meet before changes would
be made.

Be riskSMART
Nz

Make adjustments as
things change (weather)
and you learn new
things (traffic pattern)

Learning

Organization
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3 CASE STUDIES

The team applied the Be riskSMART framework to case study exercises (past and present-day
decisions) to validate and refine the framework steps. Table 2 lists the case study topics.
Appendix G contains the step-by-step application of the Be riskSMART framework for each
decision.

Table 2 Case Studies Applying the Be riskSMART Framework

Technical
1 | Subsequent License Renewal
2 | Licensing of Accident Tolerant Fuel
3 | Refueling Outage Inspection
4 | Independent Spent Fuel Storage Installation Inspection
5 | Security Bounding Time
6 | Research Regulatory Readiness for Emergent Technical Issues
7 | Dispositioning Emergent Issues—Control Rod Drive Mechanism
8 | Generic Issue and Extended Power Uprate Licensing Action
9 | Pilot Resident Inspector Site Coverage
10 | Cybersecurity Onsite Inspection During a Public Health Emergency
11 | Force-on-Force Exercise During a Public Health Emergency
Legal
12 | Timing of the Office of the General Counsel’s Legal Review
Corporate
13 | Office Restack
14 | Forward Funding
15 | Summer Recruiting Process
16 | Use of the NRC’s Collaborative Learning Environment to Generate Exams

17
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ADDRESSING CHALLENGES TO RIDM

The Be riskSMART framework was developed to address the cultural and structural
challenges '® to risk-informing decisions. Culturally, the framework serves as a shared
foundation to give the NRC staff confidence in applying risk insights and to empower individual
contributors to drive the RIDM process. Structurally, the framework provides a consistent
approach and common language to communicate risk information across disciplines.

Challenges are listed below with the corresponding framework steps. The asterisk denotes
cultural challenges:

Inconsistent management support and expectations (A, T)— The “Act” step provides that
the decisionmaker recognize the agency’s risk appetite, and the “Teach” step reinforces
expectations.

Reluctance to adapt processes* (T)—The “Teach” step and arrow incorporate adapting
to change and making adjustments.

Applied too late in process™ (S)—The “Spot” step ensures that risk is considered early in
a decision process.

Presence of uncertainties® (S, M)—The “Spot” step illustrates consequences and
likelihood in a heat map, and the “Manage” step is related dealing with the opportunities.

Treatment of low-likelihood events* (S)—The “Spot” step consequence multiplier
addresses subjective consequences in the treatment of low-likelihood events.

Lack of or limited awareness of guidance (T)—The “Teach” step and arrow support the
establishment of guidance, awareness of guidance, and updating the guidance as new
information is obtained.

Potential flexibilities not reflected in guidance (S); rigid interpretation of regulations*
(S)—The “Spot” and “Manage” steps address potential flexibilities not reflected in
guidance and rigid interpretation of regulations. You must thoroughly understand what
flexibilities are available to answer the risk triplet question, “What could go wrong?” and
how to manage that risk.

Limited consideration of benefits* (S)—The “Spot” risk triplet question, “What can go
right?” helps to prevent overemphasis on the negative attributes of a decision without
crediting the positive attributes.

Siloed organizations (SMART)—AIl steps work together to solve siloed organizations
through cross-organizational common language, risk management, and decision
implementation.

Summarized from “Implementing Commission Direction on Applying Risk-Informed Principles in Regulatory
Decision Making,” dated November 18, 2019 (ADAMS Accession No. ML19319C832).
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5 PERFORMANCE MANAGEMENT OF RISK-INFORMED DECISIONMAKING

How do we monitor progress?

The NRC envisions that individual contributors at all levels and across the agency are
empowered to drive the RIDM process (ideal state in Figure 2). In an ideal state, management
will have established the infrastructure and culture. Management continues to play a key role in
supporting the process, but risk-informing starts earlier in the decision process and occurs
organically as part of everyday operations. The ideal state considers everyone’s opinion:
individual contributor, supervisor, every layer of management, and external stakeholders.

Risk-Informed Decisionmaking
oo
=
= T ———
S R
5 Paths to overcoming
Tg M challenges—eqch
g \orgam’zarfon is unique
- N\
?30 L —-—--"'"/
S e
> typical
2 L M H
Management Driving

Figure 2 The Be riskSMART objective

The Be riskSMART initiative was tasked with developing a tool to measure the agency’s
progress toward reaching this objective. Using the criteria of culture, processes, management
expectations, and organization infrastructure, the team converted the diagram of the objective
(Figure 2) into a facilitated diagnostic tool. The facilitated diagnostic tool can be applied at any
level; from a team to an agency. It establishes a baseline state for RIDM in an organization and
can be revisited to monitor progress. Additionally, the diagnostic tool describes each state and
provides actions to support overcoming the challenges to move forward from the current state to
the ideal state. The path to the ideal state depends on the organization, type of decisions,
risk-acceptance stance, and the obstacles to overcome from the current state to the ideal state.
Appendix H provides the facilitated diagnostic tool.

Trajectory of perspectives

In 2018, the Office of Nuclear Reactor Regulation (NRR) conducted surveys on perspectives
about risk and RIDM within the office. From this survey, attitudes toward risk were generally
positive, and only about 25 percent of the staff surveyed were unfavorable toward the idea of
expanding the use of risk or risk insights in decisionmaking. However, the Office of the
Inspector General (OIG) Safety Culture and Climate Survey (SCCS) in 2020 found about a
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10-percent shift toward even more positive perspectives on risk, raising favorable responses up
to 58 percent at the agency level. (For a direct comparison, NRR’s favorability rate for this
question from the SCCS is even higher, up to 67 percent.) Figure 3 illustrates these findings.

2018 NRR RIDM Survey I 2020 OIG SCCS
It would be appropriate for the agency The risk-informed initiative effectively
to expand the use of risk or risk insights supports NRC’s mission
@ &
%0 50
Most staff favorable towards . )
a0 expanding use of RIDM, but about a fo Slgmﬁ:an.t shift towards
g quarter of staff unsure g favorable since 2018 survey
5% 5%
1] 0
Favorable Meutral Uniavorable Favorable Neutral Unfavorable

Figure 3 Trajectory of perspectives from 2018 to 2020 on using risk insights

The 2018 NRR RIDM survey—consistent with anecdotal evidence received over the years—
also identified that staff members were not comfortable with the available guidance for making
risk-informed decisions in their daily work. Only a quarter of those surveyed felt comfortable
with the existing guidance. The survey also found that the majority of staff perceived a gap
between management expectations for the use of risk or risk insights in decisionmaking (only
one favorable response on perception of an expectations gap out of more than

100 respondents). Figure 4 illustrates these data.

2018 NRR RIDM Survey

Currant guidance is sufficiant for you to
feel comfonable using “risk” or “risk insigs”
in youd decision-making

Thsre & 0 Qap babhwesn manegement axipectations
and stalf uss of "risk® of "risk insighis™

® = Most staff not
Most staff comfortable with

_ perceived gap “ guidance
Fo :
1 in expectations -
:» regarding risk
E .o
i‘-‘a 2

v} b

'ﬂ _—— D

Farvorable Moutral Undarveenble Favorable Hmitral il

Figure 4 RIDM Guidance and Management Expectations
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During 2020, each NRC office and region applied the facilitated diagnostic tool to identify who in
each NRC organization initiates or drives the use of risk insights in decisionmaking: the
individual contributor or management. This survey captured responses from approximately

25 percent of the agency (Figure 5). Appendix | provides full results by individual offices and
regions. Comparing the results of the 2018 NRR RIDM survey with the 2020 Be riskSMART
Diagnostic survey, the majority of responses indicate that management and staff are equally
driving the adoption of RIDM at the NRC.

2020 Be riskSMART Diagnostic Survey

Who drives risk-informed decisionmaking at the NRC?

2 = 76 80 29 200
=
£
(]
w
5 160
3
= 55
= E
5 3 ~ 120
O 3
= =
S
= = BO
2 3 37 a1 36
o |
- 40
Low Medium High

Management Driving
Figure 5 Current State of RIDM in 2020

The conclusion: Be riskSMART meets staff members where they are.

Following the issuance of a Be riskSMART framework training course, the NRC will develop
objectives and key results for RIDM for use as a baseline for comparison with a future
diagnostic survey.
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6 RESOURCES

In addition to the Be riskSMART Training Course in the NRC Talent Management System and
the Be riskSMART Community of Practice, the following NRC resources are relevant to the Be
riskSMART initiative:

. Regulatory Guide 1.174, “An Approach for Using Probabilistic Risk Assessment in
Risk-Informed Decisions on Plant-Specific Changes to the Licensing Basis,” Revision 3,
January 2018 (ADAMS Accession No. ML17317A256).

° Management Directive 4.4, “Enterprise Risk Management and Internal Control,”
December 14, 2017 (ADAMS Accession No. ML17312B109).

° NUREG-2122, “Glossary of Risk-Related Terms in Support of Risk-Informed
Decisionmaking,” November 2013 (ADAMS Accession No. ML13311A353).

o NUREG-2150, “A Proposed Risk Management Regulatory Framework,” April 2012
(ADAMS Accession No. ML12109A277).

. Office of the Executive Director for Operations, Procedure 0960, “Enterprise Risk
Management Reporting Instructions,” March 4, 2020 (ADAMS Accession
No. ML19161A125).

o “Risk-Informed Thinking Workshop,” public slides, August 2, 2017 (ADAMS Accession
No. ML17265A846).

° “The Dynamic Futures for NRC Mission Areas,” February 1, 2019 (ADAMS Accession
No. ML19022A178).

25
Be riskSMART
e


https://www.nrc.gov/docs/ML1731/ML17317A256.pdf
https://www.nrc.gov/docs/ML1731/ML17312B109.pdf
https://www.nrc.gov/docs/ML1331/ML13311A353.pdf
https://www.nrc.gov/docs/ML1210/ML12109A277.pdf
https://adamsxt.nrc.gov/idmws/ViewDocByAccession.asp?AccessionNumber=ML19161A125
https://www.nrc.gov/docs/ML1726/ML17265A846.pdf
https://adamsxt.nrc.gov/navigator/AdamsXT/content/downloadContent.faces?objectStoreName=MainLibrary&ForceBrowserDownloadMgrPrompt=false&vsId=%7b1A87D244-99E9-4C9E-9702-32B75396052F%7d




Be riskSMART: Guidance for Integrating Risk Insights into NRC Decisions

7 STAFF ACKNOWLEDGMENTS
Be riskSMART Agency Transformation Initiative

Initiative Lead

Mirela Gavrilas, Office of Nuclear Security and Incident Response (NSIR)

Champions

Margaret M. Doane, Executive Director for Operations

Darrell J. Roberts, DEDM

Sponsors
John B. Giessner, Region (R) Ill

John W. Lubinski, Office of Nuclear Material Safety and Safeguards (NMSS)
L. Ben Ficks, Office of the Chief Financial Officer (OCFO)

Team

Core Team:

Eric Duncan, NRR/Regions, Co-Team Lead

Jason Paige, NRR, Project Manager

Brian Harris, Office of Nuclear Regulatory
Research (RES)

Candace de Messieres, NRR

Elizabeth Bowlin, OCFO

Michael Gartman, Office of the General Counsel
(OGC)/Office of the Chief Human Capital
Officer (OCHCO)

Rebecca Richardson, NSIR/Office of

Extended Team:

Gladys Figueroa Toledo, Office of Enforcement
James Beardsley, NSIR

Jason Piotter, NMSS

June Cai, NMSS

Katie McCurry, NRR

Mirabelle Shoemaker, NMSS

Patrick Moulding, OGC

Roger Hannah, Office of Public Affairs, RII
Samson Lee, NRR

Administration (ADM)
Reed Anzalone, NRR

Ambassadors

Allison Robinson, OCHCO

Amanda Marshall, NSIR

Amy Hsu, Office of International
Programs (OIP)

Arlette Howard, OCFO

Betsy Ullrich, Rl

Brian Harris, OGC

D.A. Adams, Office of
Congressional Affairs (OCA)

Dennis Morey, NRR

Diana Betancourt-Roldan, RIII

Elba Sanchez Santiago, RIlI

Emma Hayward, OCHCO NRAN

Erick Martinez Rodriguez, NSIR

Fanta Sacko, NSIR

Geoffrey Miller, RIV

Glen Sanabria Otero, NMSS
NRAN

Shilp Vasavada, NRR
Stacey Prasad, NSIR
Woody Machalek, ADM

Jake Dolecki, RI

Jakob Steffes, RIII

Janice Owens, OIP

Jennifer Whitman, NRR

Joanne Savoy, OIP

Jonathan Fiske, NSIR

Jonathan Marcano Lozada,
NMSS

Joshua Havertape, RIlI

Julie Winslow, NRR

Kathy Lyons-Burke, Office of the
Chief Information Officer
(OCIO)

Lindsay Merker, RIV

Lynnea Wilkins, OCA

Matt Whorral, Ol

Michael Dean, RI

Patricia Walker-Webb, OCIO

27
Be riskSMART
e

Paul Krohn, RI

Peter Davis, RIlIl NRAN

Ronald Cureton, RII

Russell Chazell, Office of the
Secretary

Sarah Lopas, NMSS

Shane Sandal, RII

Shaun Anderson, NRR

Tam Tran, NMSS

Tania Martinez Navedo, NRR

Tanner Robertson, OCFO NRAN

Taylor Lamb, NRR

Trish Gallalee, OCHCO

Wendy Reed, RES

William Cook, RI






Be riskSMART: Guidance for Integrating Risk Insights into NRC Decisions

APPENDIX A APPLICABILITY OF THE BE riskSMART FRAMEWORK TO REACTOR
SAFETY DECISIONS

N
NRC Uses Its SRR U
REACTOR SAFETY
Guidance and Tools to SPOT MANAGE ACT REALIZE

..what can go .whatyoucan  ..on a decision ..the result

[ ] right or wrong?
Be r'SkSMART ..what are the

consequences?
\/ ~how likely is it?

[ Regulations Met

Key Principles of

Risk-Informed
Integrated 1 Maintenance of Safety Margins

Decisionmaking | | Risk Analysis

Defense-in-Depth Consistency

| | Performance Monitoring

[ Standard Review Plan (NUREG-0800)
Regulatory Guide 1.174*

Licensing Modernization Project (LMP)
Enhanced Safety Focused Review (ESFRA)

Guidance

or
Processes Reactor Oversight Process

Backfit Process (MD 8.4, NUREG-1409)

Process for Emergent Issues (LIC-504)

(7 7 7 BIR7 7 W7 N7 W7
< = £/ = ==

<

| Notice of Enforcement Discretion

* Includes related risk-informed licensing guidance (e.g., RG 1.177, 1.201)

Key Principles of Risk-Informed Integrated Decisionmaking:

The Be riskSMART framework steps align with risk-informed decisionmaking (RIDM) for reactor
safety.

Regulatory Guide (RG) 1.174, “An Approach for Using Probabilistic Risk Assessment in
Risk-Informed Decisions on Plant-Specific Changes to the Licensing Basis,” describes one
acceptable approach for assessing the nature and impact of proposed licensing basis changes
using integrated RIDM. Specifically, RG 1.174 describes a framework composed of five key
principles for integrated RIDM. These principles consider quantitative risk information as just
one of five key principles of RIDM: (1) regulations met or exemption requested,

(2) defense-in-depth consistency, (3) maintenance of safety margins, (4) risk analysis, and
(5) performance monitoring strategies. The relationship between these key principles and the
Be riskSMART framework steps is described below. In the context of reactor safety,
probabilistic risk assessments (PRAs) provide crucial input to the implementation of the Be
riskSMART framework. Senior reactor analysts in the regional offices and reliability and risk
analysts at U.S. Nuclear Regulatory Commission (NRC) Headquarters serve as important
resources in the development and implementation of the Be riskSMART framework.
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Examples of Specific Guidance and Processes:

The items listed below contain Office of Nuclear Reactor Regulation sources of information and
processes that can be used to complete an evaluation using the Be riskSMART framework:

Be—Key Principle 1, “regulations met” (or exemption requested), helps to identify and
be clear about the problem to be addressed by the Be riskSMART framework.
Ultimately, the problem is related to whether and how a regulation is being proposed to
be met.

SPOT—Key Principles 2, 3, and 4, “defense-in-depth consistency,”'® “maintenance of
safety margins,”?° and “risk analysis,”?' support the Spot step of the Be riskSMART
framework.

Key Principle 2, “defense-in-depth consistency,” provides an input to the determination
of what can go right or wrong (e.g., extension of the completion time for emergency
diesel generator (EDG) maintenance impacts the defense-in-depth for onsite alternating
current power sources and a “what can go wrong” scenario of station blackout).

Key Principle 3, “maintenance of safety margins,” also provides an input to the
determination of what can go right or wrong (e.g., material degradation, such as in pipe
welds, can reduce the margin and help spot what can go wrong, what are the
consequences, and how likely is it).

Key Principle 4, “risk analysis,” integrates the risk triplet and provides a structured
approach for the Spot step. Risk assessments performed using PRAs include a broad
range of challenges (what can go wrong), and both safety- and nonsafety-related
structures, systems, and components (SSCs) for mitigation (what can go right and what
are the consequences).

MANAGE—Key Principles 2, 3, and 4, “defense-in-depth consistency,” “maintenance of
safety margins,” and “risk analysis,” support the Manage step of the Be riskSMART
framework.

Key Principle 2, “defense-in-depth consistency,” provides input to manage the risk by
identifying redundant, independent, and diverse SSCs and or strategies (e.g., using

20

21

Defense in depth is an element of the NRC’s safety philosophy that involves designing and operating
nuclear facilities in a manner that creates multiple independent and redundant layers of defense to
compensate for potential human and mechanical failures so that no single layer, no matter how robust, is
exclusively relied upon. Defense in depth includes the use of access controls, physical barriers, redundant
and diverse key safety functions, and emergency response measures.

Safety margins refer to the extra capacity factored into the design of an SSC so that it can cope with
conditions beyond the expected to compensate for uncertainty. Safety margins can be considered a part of,
or complementary to, defense in depth, in that safety margins provide extra (redundant) capacity.
Incorporation of safety margins is one of the ways designers deal with the uncertainty of the challenges that
the designed SSCs face.

A quantitative evaluation of the risk impact, including treatment of uncertainties, is used to ensure that
increase in risk from the issue under consideration (e.g., a proposed change to the licensing basis) is small
and consistent with the intent of the Commission’s Safety Goal Policy Statement (usually using the core
damage frequency and large early release frequency metrics). A quantified risk assessment (e.g., from
PRA) is often used to determine the risk increase.
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supplemental diesel generators, cross-tying EDGs from another unit, and prestaging
FLEX diesels can add defense in depth and help manage the risk of the extended EDG
completion time).

Key Principle 3, “maintenance of safety margins,” helps to manage the risk by
addressing the uncertainties in the risk through existing safety margins (e.g., available
safety margin in codes and design can help manage the risk, to an extent, from an
increased seismic hazard).

Key Principle 4, “risk analysis,” can be used to directly compare the quantified risk
against established thresholds of acceptable risk (e.g., acceptance guidelines in

RG 1.174). Further, risk assessments, especially PRAs, can also identify the extent of
defense in depth available (i.e., how many SSCs must fail to reach an undesirable
outcome) and compensatory actions to manage the risk.

Key Principle 5, “effective performance monitoring,” helps to manage the risk of
unexpected consequences from the decision.

. ACT—Key Principle 1, “regulations met,” ultimately provides the minimum requirements
that shall be met.

. REALIZE—Key Principle 5, “effective performance monitoring,” supports realizing the
result because it can ensure the validity of assumptions that went into the decision
(e.g., ensuring that a certain SSC will be tested for operability before entering an
extended completion time) and provides the means to track the effectiveness of the
decision (e.g., performance indicators can provide information on increased
unavailability or unreliability of SSCs arising from decisions on changing their
surveillance frequencies).

. TEACH—Repeated application of the five key principles of RIDM for different reactor
safety problems support teaching the Be riskSMART framework.

Examples of Specific Guidance and Processes:

. NUREG-0800, “Standard Review Plan for the Review of Safety Analysis Reports for
Nuclear Power Plants: LWR Edition”

. specific risk-informed licensing initiative guidance (e.g., RG 1.177, RG 1.201)

° LIC-206, “Integrated Risk-Informed Decision-Making for Licensing Reviews”

. Licensing Modernization Project

° enhanced safety focused review

. Reactor Oversight Process

. backfit process (Management Directive 8.4, “Management of Backfitting, Forward Fitting,

Issue Finality, and Information Requests”; NUREG-1409, “Backfitting Guidelines”)
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process for emergent issues (LIC-504, “Integrated Risk-Informed Decision-Making
Process for Emergent Issues”)

notice of enforcement discretion
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APPENDIX B APPLICABILITY OF THE BE riskSMART FRAMEWORK TO MATERIAL
SAFETY DECISIONS

NRC Uses Its
Material Safety
Guidance and Tools to

SPOT MANAGE  ACT REALIZE

«what youcan  .on a decision T

~__ 7

Meeting Regulations

Key Principles of Defense-in-Depth

Risk-Informed— | Maintenance of Safety Margins
Integrated
Decisionmaking | | Risk Insights — Operational Experience

Inspection & Oversight

Assignment and Alignment Process

Low Safety Significance Guidance

Risk Informed Standard Review Plans S M A R

Integrated Acceptance Reviews -] M A R

Pre Licensing Interaction Enhancement S M A R

Guidance Graded Approach to Licensing s M A R
pm;rsses 7 Graded Approach to Rulemaking 5 M A R
-] M A R

s M A R

] M A R

Fuel Management Licensing Risk Tool

Key Principles of Risk-Informed Integrated Decisionmaking:

The Be riskSMART framework steps align with risk-informed decisionmaking (RIDM) for
material safety.

Examples of Specific Guidance and Processes:

The items listed below contain Office of Nuclear Material Safety and Safeguards sources of
information and processes that can be used to complete an evaluation using the Be riskSMART
framework:

° SPOT—Rows with an “S” in the “Spot...” column address the questions in the risk triplet:
What can go right/wrong? What are the consequences? and How likely is it? by
examining what the U.S. Nuclear Regulatory Commission (NRC) currently requires for
particular aspects of materials licensing and inspections. By using “Spot...” you can
determine whether efficiencies could be gained based on licensing and operational
experience. For example, prelicensing interaction enhancement, integrated acceptance
reviews, and the Fuel Management Licensing Risk tool can assist in assessing “What
can go right or wrong?” and “What are the consequences?” for a change to these
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activities under consideration. In addition, information from inspection and oversight are
helpful to answer the question of “How likely is it?”

MANAGE—Rows with an “M” in the “Manage...what you can” column contain regulatory
vehicles such as regulations, guidance, inspection procedures, and enforcement
guidance. We “Manage...what you can” to improve the consequences and likelihood of
what can go right and reduce the consequences and likelihood of what can go wrong by
applying risk-management approaches (e.g., mitigating, preventing, preparing for, and
transferring challenges and enhancing opportunities). We can use low safety
significance guidance and the assignment and alignment process to further enhance
communication on areas that need special consideration and to providing a vehicle for
communication at all levels of the NRC.

ACT—Rows with an “A” in the “Act...on a decision” column contain a source of
information or process related to the decisionmaker and documenting the decision. After
receiving inputs, evaluating information, and documenting what you “spotted” and
“‘managed,” you can now decide on a course of action. Fully informed strategic
decisions require that all views are adequately considered. It is also important to
develop contingency plans and be prepared to make course corrections as needed. As
examples, the graded approach to licensing; graded approach to the rulemaking;
process, inspection, and oversight process improvements; and integrated safety
evaluations allow for acting on the issues identified in the “Spot...” and “Manage...what
you can” steps.

REALIZE—Rows with an “R” in the “Realize...the result” column are related to the
results of managing what you can and include the implementation of actions resulting
from the decision, including any “Manage...what you can” actions. During this step, you
can make adjustments to ensure decisions remain valid and are successful.
Continuously using, evaluating, and modifying existing guidance and documenting RIDM
from those activities will achieve the overall goal of including real-time risk insights to
decisionmaking.

TEACH—Rows with a “T” in the “Teach...others what you learned” column are examples
of where you may document and share results of the action as well as identify future
sources for licensing or inspection enhancements. It is well understood that all NRC
staff should continually engage in sharing and improving knowledge management
because it is important to future decisionmaking. Those lessons learned are conveyed
through active knowledge management activities linked to specific outcomes, updated
division or office instructions, updated risk-Informed standard review plans, inspector
counterpart meetings, and NUREGSs or regulatory guides containing specific or
generalized guidance.
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APPENDIX C APPLICABILITY OF THE BE riskSMART FRAMEWORK TO SECURITY,
PREPAREDNESS, AND RESPONSE DECISIONS

NRC Uses Its

Security, Preparedness, & Response

On 0 GecEon e rasih

Be riskSMART
~_

[ Regulations Met
Key Principles of e et o
Bisk-Infarmed nse-in-Depth Consistency
Integrated | Maintenance of Safety & Security Margins
Decisionmaking | | Risk Insights = Operational Experience

| | Performance Monitering

| Risk Informed Secu rity & EPF Oversight
Interagency and External Coordination

Graded Approach to Licensing
Guidance Graded Approach to Rulemaking
ar —
Processes Backfit Precess (MD 8.4, MUREG-1409)
Graded Approach to Incident Response

Enforcement Discretion
| | Risk Informed Standard Review Plans

Key Principles of Risk-Informed Integrated Decisionmaking:

The Be riskSMART framework steps align with risk-informed decisionmaking (RIDM) for
security, preparedness, and response.

Examples of Specific Guidance and Processes:

The items listed below contain Office of Nuclear Security and Incident Response sources of
information and processes that can be used to complete an evaluation using the Be riskSMART
framework.

For example, a “graded approach” to rulemaking means to identify the most effective and
efficient approach based on the complexity of the issue. That is, the level of effort and length of
time needed for the development process should be commensurate with the significance of the
issue and potential challenges involved.

° SPOT—Rows with an “S” in the “Spot...” column address the questions in the risk triplet:
What can go right/wrong? What are the consequences? and How likely is it?


https://www.nrc.gov/about-nrc/organization/nsirfuncdesc.html
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Documents such as regulatory guides identify consequences and possible outcomes of
opportunities (what can go right) or challenges (what can go wrong) and the likelihood of
these opportunities and challenges. By examining what particular aspects of licensee
security, emergency preparedness, and incident response programs currently require,
you can determine whether efficiencies could be gained based on industry maturity and
operational experience. For example, historic U.S. Nuclear Regulatory Commission
(NRC), industry, interagency, and international documents and analyses can illustrate
“What can go right or wrong?” and “What are the consequences?” for a change to these
programs under consideration. Trending data from the inspector community and
industry are helpful to answer, “How likely is it?”

MANAGE—Rows with an “M” in the “Manage...what you can” column contain regulatory
vehicles such as regulations, guidance, inspection procedures, and enforcement
guidance. These items contain approaches to controlling regulatory challenges and
maximizing opportunities. We “Manage...what you can” in order to improve the
consequences and likelihood of what can go right and reduce the consequences and
likelihood of what can go wrong by applying risk-management approaches

(e.g., mitigating, preventing, preparing for, and transferring challenges and enhancing
opportunities).

ACT—Rows with an “A” in the “Act...on a decision” column contain a source of
information or process related to the decisionmaker and documenting the decision. After
receiving inputs, evaluating information, and documenting what you “spotted” and
‘managed,” you can now make a decision. Fully informed strategic decisions require
that all views be adequately considered. It is also important to develop contingency
plans and be prepared to make course corrections, as needed. For example, the Office
of the Secretary paper process documents the basis for regulatory decisions that affect
NRC licensees and any resulting Commission direction in a staff requirements
memorandum, additional documentation associated with changes to the Reactor
Oversight Process, public correspondence, and Statements of Consideration for
associated rules. These items are helpful when researching past decisions

or determining the appropriate forum for a current issue or challenge.

REALIZE—Rows with an “R” in the “Realize...the result” column are related to
implementation of the actions determined in “Act...on a decision” and measuring
performance and progress. Measuring processes, reports, and dashboards provide
documentation for accountability and transparency. During this step, you can make
adjustments to ensure decisions remain valid and on a path to success.

TEACH—Rows with a “T” in the “Teach...others what you learned” column are examples
of where you may chronicle and share results of the experience and provide sources for
research on prior results and improvement efforts with both internal and external
stakeholders. We sh