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Computer Security Process
CSO-PROS-0006

Counterfeit and Compromised ICT Product Detection Process

1 PURPOSE

In September of 2018, the Department of Defense (DOD) issued a report entitled “Assessing
and Strengthening the Manufacturing and Defense Industrial Base and Supply Chain Resiliency
of the United States” [EO 13806 Assess] to the President in Fulfilment of Executive Order
13806 [EO 13806]. The report identifies ten major risk archetypes and counterfeit issues are
identified as part of those risks. The report further states:

“A global industrial base means increased supply chain risk associated with foreign
provision, including counterfeits, lack of traceability, and insufficient quality controls
throughout supply tiers. The Department of Commerce’s Bureau of Industry and Security
surfaced several vulnerabilities in the electronics supply chain, including counterfeits, a
lack of traceability, and insufficient quality controls throughout supply tiers. Imports of
electronics lack the level of scrutiny placed on U.S. manufacturers, driving lower yields
and higher rates of failures in downstream production, and raising the risk of “Trojan”
chips and viruses infiltrating U.S. defense systems.”

CSO-PROS-0006 defines the process that must be followed to identify Information and
Communications Technology (ICT) counterfeit products prior to deployment.

2 GENERAL REQUIREMENTS

All systems and system components must be validated to be genuine and not altered prior to
deployment and must be monitored continuously until the components are removed from
operation to ensure they are not altered in an unauthorized manner.

The COR must notify the following when a counterfeit or potential counterfeit component is
identified:

e Branch chief or immediate supervisor

e Chief Information Officer (CIO)

e CISO

e Contracting Officer (CO)

e Enterprise architect

e Government-Industry Data Exchange Program (GIDEP)

e Information system security manager
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3 INFORMATION AND COMMUNICATIONS TECHNOLOGY
COUNTERFEIT DETECTION ROLES AND RESPONSIBILITIES

Table 1 provides the roles and responsibilities associated with NRC detection of ICT counterfeit products.

Table 1: ITC Counterfeit Product Detection Roles and Responsibilities

Role Responsibilities
Chief Acquisition e Coordinates with other agency officials to ensure that security and
Officer (CAO) privacy requirements are defined in organizational procurements

and acquisitions.

Ensures appropriate requirements are in all acquisitions to address
possible counterfeit products.

Chief Information
Officer (CIO)

Reviews and approves ITC acquisitions.

Works collaboratively with the CAO to identify needed modifications
to the ICT acquisition methodology to address possible counterfeit
products.

Chief Information
Security Officer (CISO)

Ensures OCIO processes and procedures exist to detect counterfeit
and compromised ICT products prior to their deployment.

Ensures that the agency enterprise architecture includes ICT risk
requirements to facilitate the allocation of ICT controls to agency
information systems and the environments in which those systems
operate.

Ensures that processes used to assess risk incorporate a supply
chain risk assessment (SCRA).

Contracting Officer
(CO)

Has delegated authority to enter into, administer, and terminate
Government contracts.

Manages contracts and oversees their implementation.

In collaboration with the CISO and CORs, ensures agency’s
contracting policies and contracts adequately address ICT security
requirements and possible counterfeit products.

Contracting Officer’s
Representative (COR)

Delegated by the CO to peform certain roles during the
administration of the contract (see COR Delegation and
Appointment Memordanum for specifics).

Performs contract management activities and functions to ensure
contractors meet the commitment of their contracts and proper
development of requirements, including detection of possible
counterfeit products. When the COR is not at the location of product
delivery, the COR must appoint a representative to perform potential
counterfeit detection.

Enterprise Architect

Assists with integration of the organizational risk management
strategy and system-level security and privacy requirements into
program, planning, and budgeting activities, the System
Development Life Cycle (SDLC), acquisition processes, security and
privacy (including supply chain) risk management, and systems
engineering processes.



https://neat.nrc.gov/Viewer/Report#/documentLibrary/document/5a00b8e4-d0f5-4496-8478-caaf957563b2/0
https://neat.nrc.gov/Viewer/Report#/documentLibrary/document/5a00b8e4-d0f5-4496-8478-caaf957563b2/0
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Table 1: ITC Counterfeit Product Detection Roles and Responsibilities

Role Responsibilities

e Maintains information regarding counterfeit products that may impact
NRC.

Information System e Serves as a principal advisor on all matters, technical and otherwise,

Security Manager involving the controls for the system.

I(ISSSSOM) — formerly the e Assists in the development of the system-level security and privacy

requirements.

e Obtains an independent system risk assessment of supply chain
related information and artifacts that assesses supply chain risks
associated with systems, system components, and system services
initially and when there are significant changes to the relevant
supply chain, or when changes to the system, environments of
operation, or other conditions may necessitate a change in the
supply chain.

e Ensures that information and Communications Technology
counterfeit products are identified prior to deployment and during
operations and maintenance.

Mission or Business e Establishes security and privacy requirements that ensure the
Owner successful conduct of the organization’s missions and business
operations, including counterfeit product detection.

Project Manager (PM) e Performs program and project management activities and functions
in developing accurate government requirements, defining
measurable performance standards, and managing life cycle
activities to ensure that intended outcomes are achieved

e  Works with the ISSM to ensure counterfeit products are identified
prior to deployment

Security or Privacy e Ensures that stakeholder protection needs and the corresponding
Architect system requirements necessary to protect organizational missions
and business functions and individuals’ privacy are adequately
addressed in the enterprise architecture including reference models,
segment architectures, and solution architectures (systems
supporting mission and business processes)

e Serves as the primary liaison between the enterprise architect and
the systems security or privacy engineer and coordinates with
system owners, common control providers, and system security or
privacy officers on the allocation of controls

e Advises authorizing officials, chief information officers, senior
accountable officials for risk management or risk executive
(function), senior agency information security officers, and senior
agency officials for privacy on a range of security and privacy issues

e Maintains information regarding counterfeit products that may impact
NRC

4 PRIOR TO ACQUISITION

Use CSO-PROS-0006, “Information and Communications Technology Acquisition Process” to
perform supply chain risk management for the acquisition of ICT. Where possible, requirements
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for the contractor to perform counterfeit detection and traceability before delivery shall be
included within the standard contract template so that the requirements are included in all
contracts.

Requirements identified in the statement of work for all systems, system components, and
system services must include integrity verification of software and firmware components.
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53,
“Security and Privacy Controls for Information Systems and Organizations” [SP 800-53]
identifies integrity controls that may be used.

If the acquisition is for components, the COR consults with GIDEP reports on counterfeit
components to determine if the components being acquired have known counterfeits.

5 PRIORTO ACCEPTANCE

When the SOW requires the contractor to perform counterfeit detection and traceability, the
COR must examine the documentation provided by the contractor that details the counterfeit
detection work that was performed and the results of that work to ensure enough counterfeit
detection effort was applied.

When the SOW does not require the contractor to perform counterfeit detection, the COR must
perform the following due diligence to identify potential counterfeit components. The COR must
not accept suspected or confirmed counterfeit components.

e For hardware and software:

- Examine NRC enterprise architecture counterfeit database to determine if the
components have been identified as potential counterfeit components at NRC
previously. If so, contact the component manufacturer for assistance in counterfeit
detection.

- Examine GIDEP data to determine if the component has been counterfeited and use
the information available to identify if the delivered component might be counterfeit.
If so, contact the component manufacturer for assistance in counterfeit detection.

- Examine the component manufacturer online information to see if any counterfeit
detection information is available and if so, perform the suggested steps.

- Use manufacturer method to ensure product has not been modified (e.g., visual
scanning techniques for hardware and checking for digital signatures in software)

6 AFTER ACCEPTANCE

Once we have accepted a product/service, we have to continue to monitor the product to ensure
we address counterfeit products.

Risk assessments performed on the system or service must include counterfeit checks (e.g.,
web application scanning, software integrity checks, visual examination).

Continuous monitoring must include counterfeit and traceability checks.
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APPENDIXA ACRONYMS

CAO
CIO
CISO
CO
COR
CSO
DOD
EO
GIDEP
GSA
ICT
ICT
ISSM
ISSO
NIST
NRC
OCIO
PM
SCRA
SDLC
SOwW
SP

Chief Acquisition Officer

Chief Information Officer

Chief Information Security Officer
Contracting Officer

Contracting Officer's Representative
Computer Security Organization

Department of Defense

Executive Order

Government-Industry Data Exchange Program
General Services Administration

Information and Communications Technology
Information and Communications Technology
Information System Security Manager
Information System Security Officer

National Institute of Standards and Technology (NIST)
Nuclear Regulatory Commission

Office of the Chief Information Officer

Project Manager

Supply Chain Risk Assessment

System Development Life Cycle

Statement of Work

Special Publication
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. s Method Used to -
Date Version | Description of Changes Announce & Distribute Training
14-Apr-21 1.0 Initial release Monthly Office Meetings. None needed.
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