From: Faraz, Yawar

To: Marcano, Damaris

Cc: Everly, JKeith; Parsons, Darryl; Downs, James; Pitts, Leonard; Williams, Robert
Subject: RE: DOE-ORO comments on the Cyber Security Plan for Centrus" TMC

Date: Monday, August 10, 2020 3:43:00 PM

Attachments: NRC Comments ACO TMC Submittal to NRC no Psswd.docx

Damaris,

Below is a correction to the subject e-mail | had provided you.

Yawar

From: Faraz, Yawar

Sent: Friday, August 07, 2020 2:17 PM

To: Marcano, Damaris <Damaris.Marcano@nrc.gov>

Cc: Everly, JKeith <JKeith.Everly@nrc.gov>; Parsons, Darryl <Darryl.Parsons@nrc.gov>; Downs, James
<James.Downs@nrc.gov>; Pitts, Leonard <Leonard.Pitts@nrc.gov>; Williams, Robert
<Robert.Williams@nrc.gov>

Subject: DOE-ORO comments on the Cyber Security Plan for Centrus' TMC

THE ATTACHED DOCUMENT CONTAINS OUO INFORMATION
Damairis,

In May 2020, Jim Hutson, a DOE contractor, informed the NRC that DOE (primarily Que
Nguyen) had completed reviewing Centrus Energy Corp.’s cyber security plan (SEC-18-
0002), which was first submitted as part of Centrus’ request dated February 6, 2020 to the
NRC for approval of the classified matter security program for the Technology and
Manufacturing Center (TMC) in Oak Ridge Tennessee (ML20050F863), and later as part of
the request dated March 31, 2020 for approval of the classified matter security program for
the American Centrifuge Plant and the Lead Cascade Facility in Piketon Ohio
(ML20136A471). According to Jim, DOE had no comments on the cyber security plan
submitted on March 31, 2020, but that DOE did have comments for the one submitted on
February 6, 2020. On June 11, 2020, Jim Hutson encrypted and e-mailed the final draft of
the comments to me and Keith.

On June 23, 2020, NRC and DOE staff held a conference call with Centrus staff to discuss
DOE’s comments. The participants of the call were as follows:

ACO Participants: Kelly Wiehle, Joe Monroe, Jason Brantley, Scott Eagen, Angela Wright,
Matt Snider

NRC Participants: Yawar Faraz, Keith Everly
DOE Participants: Jim Hutson, Qui Nguyen
During the call, Centrus staff informed the NRC and DOE staff that upon its approval, the

SEC-18-0002 submitted on March 31, 2020 would supersede the cyber security plan, also
identified as SEC-18-0002, submitted on March 31, 2020. After confirming that this was
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OFFICIAL USE ONLY -SECURITY-RELATED INFORMATION

DOE NE-ORSO COMMENTS

SEC-18-0002, Revision 1



1. Executive Summary and Authorization, Security Categorization – Please delete the reference to Department of Energy (DOE), Office of Under Secretary of Energy, Energy Programs Implementation Plan for the Department’s Risk Management Approach. This reference is no longer applicable. DOE has adopted the National policies as the baseline to protect classified information. Please reference CNSSI 1253 and NIST 800-53 for security categorization of classified cyber systems.



2. Section 1.8, System Interconnections – In accordance with the NRC and DOE agreement for classified cyber systems, DOE will authorize a network accreditation boundary only (i.e., stand-alone computers will be authorized by NRC). As such, the ACO-OR SPECAT/Stand-Alone computers subsystem must be removed and included in the NRC SPP.



NRC will regulate the American Centrifuge Operating, LLC (ACO) stand-alone computers in accordance with 10 CFR 95.49 requirements. 



3. Section 1.9, NSS Description – Please delete the reference to DOE O 205.1B, Department of Energy Cyber Security Program. This Order is no longer applicable. DOE has adopted the National policies as the baseline to protect classified information. Please reference CNSSI 1253 and NIST 800-53 for protection of classified information.



4. Section 1.9, NSS Description – Please remove the SPECAT/Stand-Alone subsystem. As described in Comment 2, NRC is the Authorizing Official (AO) for stand-alone computer systems. 



NRC will regulate the ACO stand-alone computers in accordance with 10 CFR 95.49 requirements. 



5. Section 1.10, Accreditation Boundary – Please delete the stand-alone reference from this section. As described in Comment 2, NRC is the Authorizing Official (AO) for stand-alone computer systems.



Also, please revise the section title to User Environment in order to meet the NIST 1200-53 definition for an accreditation boundary.



6. Section 2.0, Security Controls – Please delete the reference to DOE O 205.1B, Department of Energy Cyber Security Program. This Order is no longer applicable. DOE has adopted the National policies as the baseline to protect classified information. Please reference CNSSI 1253 and NIST 800-53 for protection of classified information.



7. Appendix O, Security Controls – Please delete the reference to DOE O 205.1B, Department of Energy Cyber Security Program throughout this section. This Order is no longer applicable. DOE has adopted the National policies as the baseline to protect classified information. Please reference CNSSI 1253 and NIST 800-53 for protection of classified information.
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also documented in Centrus’ March 31, 2020 submittal, the NRC and DOE staff agreed that
Centrus need not address several of the attached comments, since the NRC’s schedule for
completing its review of the higher priority Piketon classified matter security program by the
end of October 2020, is well ahead of the scheduled date of the end of February 2021 for
the classified matter security program for the TMC.

Yawar H. Faraz, Senior Project Manager
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