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ATED

INTRODUCTION

MAR, Incorporated (MAR) is pleased to provide this proposal in response to the U. S. Nuclear
Regulatory Commission's (NRC) Request for Quotation (RFQ) ID RFQ671680 under the General
Services Administration (GSA) Alliant Small Business (ASB) Government Wide Acquisition
Contract (GWAC). MAR, as GSA ASB GWAC prime contractor and as a proven provider of
comprehensive Cyber Security services for the NRC, is honored to have the opportunity to
continue our support to the government/industry team supporting the NRC by providing the
services requested under the Cyber Security Program Support Services (CSPSS) project.

Our technical approach is a disciplined and structured one that is aligned with the NRC Project
Management Methodology (PMM). Through our proposed approach, we will be positioned to
assist the NRC with maintaining and maturing a robust enterprise Cyber Security Program on
an on-going basis as future technical, programmatic, and regulatory requirements evolve,

The MAR Team's overall approach for the continued development, implementation, and sustainment

support of NRC Cyber Security Program requirements include the following key features:

» Meeting and exceeding the immediate needs for each of the tasks and the associated NRC
stakeholders through successful and measurable performance;

« Obtaining near-term program objectives while continuing to identify and implement program
improvements to enhance day-to-day performance value; and

» Maintaining a pro-active vision and methodology for the long-term development of Cyber
Security Program support services that adapt to changing cyber threats, regulatory compliance
requirements, and mission needs to ensure an efficient, holistic risk management program.

The MAR Team

The proposed MAR Team includes selected companies from the current NRC Consolidated
Information System Security Services (CISSS) contract Team established previously by MAR
that were instrumental with assisting the NRC in successfully modernizing its security program
over the past six years. New firms have been added to the Team to provide the depth and
breadth needed to continue and strengthen our support of the NRC Computer Security Office
(CSO) and NRC Program Offices. As a Team we will leverage our in-depth knowledge of
NRC's mission, culture, and environment to assist in protecting its infrastructure through strong
Cyber Security practices.

Through our GSA ASB Contract Number GS-06F-0641Z, MAR will manage our Team under
Prime Contractor/Subcontractor arrangements where MAR is the prime contractor and all of the
proposed team members are subcontractors.

MAR has assembled a team that has the capability and depth to perform the all of tasks outlined in
the Statement of Work (SOW). These tasks and related activities will be closely monitored and
managed as part of our program management responsibilities using our well-established program
management practices, tools, and systems specifically developed over the past six years to align
with NRC's processes and business needs, Additional details regarding MAR's Project
Management capabilities are provided in Section 1.A.1.

Table 1 provides a brief overview of our individual Team members along with the experience
and qualifications they each bring to the program. Additional individual company/organization
details and the rationale for our selection of them as Team members are presented in Section
3.0, Corporate Experience.
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Table 1. The MAR Team Strengths

INCORPORATED

Rationale for Selection
In-depth knowledge and understanding of the NRC technology infrastructure,
priorities, and culture.
Processes and tools in place to support contracts, management (financial tracking
and staffing), and technical oversight built around the NRC CISSS contract and will
be readily transitioned to the CSPSS project.
Trained, certified, and badged NRC kncwledgeable authorized technical staff to
support the main objectives of the RFQ,
SO 9001:2008 Quality Management System certified.
ITIL Certified staff, PMP certified Managers.

CACI

EVER VIGILANT™

Leverage Cyber Solutions Lab (CSL) to evaluate new technologies that may be used
under Special Projects.

Large reach back staff with extensive cyber security qualifications and certifications
to support surge and Special Projects.

Expertise in ESA Support provided to DISA and the White House.

C NVEFGENT
solutions, inc.

Current experience providing system authorizations and continuous monitoring for
the U. S. Air Force and U. S. Army.
Enterprise security support to the U. 5. Army.

~)CEA~

Nats ComMputee
Comronarios of Avekiza

Cyber security expertise in classified environments.
Current experience providing system authorizations for Intelligence Community
clients,

KNOWLEDGE

unsuilmu group

Currently supporting the NRC CSO Independent Verification and Validation
activities for four years.

Ability to support cloud computing authorizations through their FedRAMP 3PAO
accreditation.

Leverage SMEs in the areas of FISMA compliance, penetration testing, policies
and procedure developmeni, CPIC and Business Case planning, security
architecture, and communication activities.

Support surge with their 240+ professionally certified IT security engineers serving the
Federal Government market with over 400 security certifications.

) Mainstay

/" =
“V Entarprises, Inc

Currently providing specialized support to NRC for the CSO's FISMA compliance
program. Plan of Action and Milestone (POA&M) activities, and the Incident
Response Team over the past three years.

Specialized services to include information assurance and physical security.
Customers include the Air Force, Army, Housing and Urban Development, and
Health and Human Services.

. Prometheus
' Global

Currently providing high profile cyber security services 1o the NRC for four years
that includes:

o Risk briefings including Advanced Persislent Threats (APT).

o Development and delivery of security role-based training.

o ESA.

o Assessment of residual risk.

“

SECURICON

Information Security Solutions

Utilizes best practices in penetration testing, vulnerability assessments, and
compliance assessments.

Supports Incident Response program davelopment.

Provides Security Policy Development and Review support.

Customers include the Intelligence Community, Department of Defense,
Department of Homeland Security, and Department of Transportation.

: UNIVERSITY OF
W MARYLAND

Access to cyber security alliances with academia, industry, and government
through MAR's partnership with the Maryland Cyber Security Center (MC2),
Expertise in supply chain risk management, wireless and network security, attacker
behavioral analysis, and economics of cyber security.

Comprehensive solutions to cyber security education, research, and technology
development.
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IMAR
Pursuant to RFQ Section E.1, SOW Section 8, and Attachment H, MAR and all of our CSPSS
Team members certify that we are free of any Organizational Conflict of Interests (OCOI)
within the NRC. Additional details regarding the MAR Team's OCQOI compliance are provided in
Volume Il — Business/Cost Section 3.0, MAR TEAM Responses to Provisions E.1 and E.4.

Organization of Technical Response in Accordance with RFQ

Table 2 presents the top-level organization of MAR's Technical Propaosal in accordance with the
RFQ and associated SOW.

Table 2. Organization of Technical Response in Accordance with RFQ
RFQ

RFQ
Pa#

MAR
Proposal
Page #

RFQ Section
Title

MAR Proposal Section

Section Number and Title

E.9.1 E-5 Technical Approach 1.0 Technical Approach

E.10.1 E-6

E9.1.A E-5 Technical Understanding and 1.A Technical Understanding and 4
E.10.1.A E-6 Approach Approach
SOW 8.1 4-5 Project Management 1.A.1 Project Management 9
SOw 8.2 5-6 Special Projects 1.A.2 Special Projects 17
SOW 8.3 6-13 System Authorization 1.A.3 System Authorization 21
SOW 8.4 13-15 | Continuous Monitoring Support 1.A.4 Continuous Monitoring Support 34
SOW 8.5 15 Data Calls 1.A.5 Data Calls 40
SOW 8.6 15-22 | Cyber Situational Awareness 1.A.6 Cyoer Situational Awareness 41
SOW 8.7 22-31 | Policy, Standards, and Training 1.A.7 Policy, Standards, Training )
E9.1B E-5 Plan to Salisly lhe requirements of 1.B MAR Incorporated’s Plan (o 65

E.10.1.B E-6 FAR clauses 52.219-6, 52.219-14, Satisfy the requirements of FAR

and 52.244-2 clauses 52.219-6, 52.219-14, and
52.244-2
ES.2 E-5 Personnel Qualifications 2.0 Personnel Qualifications 66
E.10.2 E-6
E.9.3 E-5 Corporate Experience 3.0 Corporate Experience 70
E.10.3 E-7
E9.4 E-6 Past Performance Information 4.0 Past Performance Information 75
E.10.4 E-7

Our proposal is fully responsive to the CSPSS RFQ and associated Statement of Work (SOW)
and we take no exceptions to the RFQ. We believe our proposal represents the most cost
effective, lowest-risk, and technically superior response to all of the requirements of the RFQ
and is of greatest value to the NRC. All the identified staff in Section 2.0, Tables @ and 10, are
immediately available and fully capable of supporting the requirements outlined in this proposal.
Furthermore, we believe our combination of highly experienced personnel and team-based
management approach will position MAR to effectively support all requirements as stipulated in
the RFQ. In Section 1.0, Technical Approach, we summarize our technical understanding and
approach for each of the Tasks and deliverables associated with the RFQ technical requirements.
Sections 1.A.1 through 1.A.7 describe the MAR Team's unique technical capabilities and approach
to fully meet or exceed all requirements of the SOW. Section 2.0, Personnel Qualifications, along
with Section 3.0, Corporate Experience, provides a summary of the specialized skills, relevant
expertise, and demonstrated Corporate Experience the MAR Team will use in support of the RFQ
and SOW requirements. Finally, MAR has provided a copy of the submitted Past Performance
Questionnaires in Section 4.0, Past Performance.
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1.0 TECHNICAL APPROACH

RFP Section E, pages 5-6

1.A Technical Understanding and Approach

RFP Seclion E, pages 5-6, SOW 1.0, pages 1-2

To provide maximum benefit to the NRC, MAR will employ a fully integrated team
approach that will sustain the current success of the NRC's Cyber Security and Federal
Information Security Management Act (FISMA) Compliance program and will support the
program’s continued maturity.

MAR fully appreciates that the NRC is an Wzl[elz|M[eizhES
integral part of protecting America's critical |« MAR created over a dozen technical and

infrastructure.  As an independent agency management tools to specifically support the needs
directly tasked with regulation and oversight as g{) ;’L‘igﬁ}i g?ggscg;’;fgg;;”d will aiso be used to
8 Pty TEsEon objective, NR(_: collects, |, Access to SMEs and industry recognized Cyber
manages, and ; integrates c_lassnﬁeq and Security Experts.

sensitive information from a variety of internal | « Access to state-of-the-art Cyber Labs and extemal
and external information sources. We penetration testing capabilities through team
understand it is imperative that the systems and members CACI and KCG.

s Strong bench of personnel to support both day-to-day
and surge requirements.

e Efficient management techniques on current CISSS

resources used to manage and process data in
these activities provide a secure and reliable

environment to support !the NRC mission. MA_R contract resulting in a positive EVM allowing for the
also understands NRC's need to comply with reallocation of funds back into the program will be
Federal Cyber Security guidelines and current used on CSPSS.

governing regulations. We will work with the NRC to continue to grow its Federally recognized
FISMA (Federal Information Security Management Act of 2002) Compliance program, as noted in
the March 7, 2012 Office of Management and Budget (OMB) Fiscal Year 2011 Report to Congress
on the Implementation of The Federal Information Security Management Act of 2002, page 38. The
report stated “The NRC, National Science Foundation, and Social Security Administration had
compliant programs in place for all 11 areas, although each did identify areas for improvement. The
remaining agencies had at least one area that needed significant improvement.”

Historical Overview of MAR’s Support Services for NRC's Information System Security
Program

MAR looks forward to supporting the mission and operational Cyber Security needs of the NRC with a
tightly integrated Technical and Management approach. Over the past six years, MAR has adapted to
evolving security standards and the unique mission requirements of the NRC. Through the advanced
training of our staff, and the development of improved templates, automated tools, and processes, we
have significantly reduced the cost of deliverables and provided a consistent level of service. The
NRC Cyber Security Program has made steady progress since the initiation and implementation of the
CISSS contract which resulted with all operational systems receiving and maintaining an Authorization
to Operate (ATO). Following the establishment of the NRC CSO, the program has experienced its
challenges but also a documented succession of accomplishments. These accomplishments are the
result of the dedicated collaboration between the CSO and its divisions (FISMA Compliance and
Oversight Team (FCOT), Cyber Situational Awareness Team (CSA), and the Policies, Standards and
Training Team (PSTT)), the Program Offices, and the supporting contractors including our MAR
Team. ATOs and Contingency Plans (CPs) were the initial step in stabilizing the NRC Cyber Security
Program. Once all ATOs were achieved, attention then turned to maintaining them through the
implementation of a Continuous Monitoring Program with a focus on addressing agency level security
requirements such as the development of security policies and procedures, role-based security
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training, and an Enterprise Risk Assessment (ERA). Figure 1 highlights the evolution of the NRC
Information System Security Program since the award of the CISSS contract to MAR in FY 2006,
along with a look ahead toward growing the maturity of the program with continued enhancements
within a robust stable Risk Management Framework (RMF). The MAR Team in partnership with the
NRC has worked to establish and implement effective tools, processes, and standards, along with the
right mix of qualified personnel and technical/management disciplines, to support the NRC's ability to
meet Cyber Security Program milestones and on-going performance expectations.

FY1112
it Long-Term
s Short-Term 9

SCTs Performed % 5 Enhancements Enhancements
ablished Continuous Monitoring - _| _

\

« Consistent and Most Efficient

: i | Authorization Results
: i |* Holistic Risk Management
i i |* Robust Standards
: s .)
« Consistent Authorization Results « Work Anywhere and Mobility
« Consistent Risk Management Standards
= 12 Standards in Process + Automated Compliance for Hardening

and Vulnerability Assessments
« Dynamic and Static Software
Assurance

» Inconsistent Authorization Results
« Ad Hoc Risk Management
.......... » Few Slandards

R pr e — | m—
FYO6  FYO7 FY0B FY09  FY10 FY11 FY12 FY13 FY20
Figure 1. NRC Cyber Security Program Evolution.
The MAR Team will work with the NRC CSO and associated offices to continually mature the
Cyber Security Program throughout the execution of the project.

VR doe
L T T L

Going forward, the MAR Team is prepared to assist and support the NRC by successfully performing
the required tasks, providing the required deliverables, and introducing short- and long-term capability
enhancements that will offer valuable program benefits to the NRC. Furthermore, these activities will
assist in the development of a more robust Enterprise Security Architecture (ESA) that continuously
matures the Cyber Security Program.

Summary of Proposed Technical Approach

The MAR Team technical approach, as shown in Figure 2, begins with our understanding of the
NRC’s Cyber Security and FISMA Compliance Program objectives and continues with the successful
performance of the tasks and activiies outlined in the SOW executed within the NRC's PMM
framework. From the deliverables produced, detailed analytics are collected and reviewed on an
ongoing basis with a focus towards enhancing governance and oversight in alignment with the NRC's
mission. This approach will result in a more robust and mature Cyber Security Program for the NRC.

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal.
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Figure 2. MAR Team CSPSS Integrated Project Approach and Understanding.
The MAR Team'’s overall approach is to fully support all the objectives within the CSPSS

Project while using our Team’s experience in continuing to build a risk management
framework across the NRC enterprise.

In each of the following sections, starting with Section 1.A.1, Project Management, we present
our approach to delivering short and long-term improvements to the Cyber Security Program
while working within the NRC PMM. We will work closely with all stakeholders to build upon
NRC's FISMA accomplishments and assist the NRC in day-to-day FISMA activities, while also
focusing on maturing ESA from a system level view of risk to managing risk at an enterprise-
level in alignment with NIST SP 800-39. Section 1.A.6.2 presents the details of MAR's
approach to support the NRC ESA.

At the core of our Team's support is MAR'’s proven Program Management and Oversight System
(PMOS). Within PMOS is an integrated set of data repositories, portals, and support systems
developed during the performance of the CISSS contract that we draw upon to assist in the analysis
and production of security deliverables. Details of the PMOS are discussed on the following page.

CSPSS Project Organization

MAR's overall approach to managing the NRC CSPSS project addresses all components
contained in the RFQ and SOW in support of the contract objectives. Figure 3 provides the
proposed project organizational structure to support the NRC Cyber Security Program which
consists of the Project Management, QA Oversight, and Technical Teams. The Technical
Teams consist of an Integrated Project Team and Independent Assessment Team to align with
the CSO teams and SOW Obijectives. The Independent Assessment Team is firewalled to
ensure the integrity of all other activities that are conducted by the FISMA Compliance
Team. The QA Oversight Team, which is part of the Project Management Team, will oversee
the technical content of deliverables and establish consistent criteria and processes for the
Technical Teams. All program and financial activities will be managed by our experienced
Project Management Team. Each team will have a Team Lead responsible for the overall
coordination of activities. The Team Leads will work with the Project Managers to coordinate
staffing resources to accomplish activities within the established timelines and budgets.

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal.
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Figure 3. MAR CSPSS Project Organization and Functional Role,
The MAR CSPSS Praoject Teams have been structured to align with the task and
deliverable areas for the NRC CSPSS program.

Over the past six years MAR has maintained consistency in the key management and technical
support personnel under the current CISSS program. We will continue to provide this same proven
core team and have enhanced the organizational structure to add more technical expertise with
improved quality oversight from the top down.

A critical component of the MAR Team organizational structure is the role of the Quality
Assurance Oversight function which will ensure that technical content of deliverables is
consistent with NRC criteria and processes. To support the delivery of quality services and
deliverables on-time and on-budget, the MAR Team will continue the use of our Earned Value
Management (EVM) system so that the NRC will have visibility into all technical and financial
phases of the project. The MAR Team's EVM capabilities are supported by MAR's TaskTracker
system, a component of the MAR PMOQOS, to integrate and measure cost, schedule, and
technical accomplishments against established performance criteria and metrics.

MAR, Incorporated’s Program Management and Oversight System (PMOS)

The management and delivery of services is based on a structured technical management
approach with a standardized set of procedures and processes constructed for FISMA compliance
and Cyber Security Program support activities. To support our ability to efficiently deliver these
services, we use an integrated information management tool, tailored specifically for the NRC Cyber
Security Program Support requirements. As depicted in Figure 4, this tool, the MAR PMOS
provides Contractual, Technical, and Administrative/ Financial project information that is collected,
processed, managed, accessed, and disseminated as a monitoring and reporting aid for the
execution of our support services.
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Program Management Oversight System (PMOS)
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Figure 4. MAR Program Management and Oversight System (PMOS).
PMOS is a MAR developed tool specifically tailored to manage the complex challenges of
the NRC CISSS contract and will be made available for use on the CSPSS project.

Specifically, PMOS is a combination of data repositories and web-based tools that house
performance metrics (contractual, administrative and financial, and technical), automated
tools/scripts, templates, checklists, processes, tracking sheets, background information, and
relevant data that are accessible to our Project Management, QA Oversight, and Technical
Teams through a combination of web portals. PMOS includes:

Contracts Management — The Contracts repository retains all program related documents
including the main contract, task award, madifications, authorizations, and correspondence
in a central location. The information is accessible through a portal to the CSPSS Project
Management Team, MAR Executive Management, and the NRC.

Administrative/Financial Management — The Administrative/Financial Mangement component
is used to operate and monitor the day-to-day operations of the task. Two key systems within this
component are MAR's custom developed TaskTracker and TimeTracker modules. TaskTracker
maintains spend plans, resource assignments, and task funding which incorporates project plan
completion data to prepare near real-time EVM charts and financial reports. TaskTracker is fully
integrated with MAR's online timesheet entry system — TimeTracker. All MAR and subontractor
staff on the task will be required to enter time into TimeTracker on a daily basis. Furthermore,
TimeTracker requires a daily log of activities for all hours charged under the task.

Technical Management — The Technical Management component is used by the
Technical Teams as a key source for their day-to-day performance of work. There are three
primary portals; Project Team, QA, and Scanning, each with associated data repositories,
templates, checklists, links to internal and external references, and tools available to
consistently produce security artifacts and deliverables.

We have incorporated the PMOS into every aspect of our current NRC CISSS contract and will
seamlessly transition the PMOS to support the CSPSS project. The TaskTracker module has
resulted in our Team's ability to provide daily monitoring and status reporting (financial and
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technical) of program performance down to the activity/task level. All of these systems, along with
their associated business practices, are well-established, fully implemented, and vital to delivering
the quality professional support services NRC relies upon. \We have aligned these systems and
practices with NRC's Management Directive 2.8 and the NRC PMM. Additional details on the role
of TaskTracker in support the CSPSS project are presented in Proposal Section 1.A.1.2.

1.A.1 Project Management
RFP Section E, pages 5-6, SOW 8.1, page 4

The institutional knowledge accumulated over the last six years, combined with our
ability to continuously enhance and apply project management practices and tools, will
support the progressive evolution of the NRC’s Cyber Security Program.

To support adherenace to the NRC's
Management Directive 2.8, MAR has
developed an organizational structure that
directly aligns with the NRC’s Cyber Security | «
Program main tasks and objectives, as shown
in Figure 3. Our Project Management Team

o 100% retention of MAR's Core NRC Program,
Project, and Financial Management Team

Established Technical
specifically for the NRC
= PMP certified Program/Project Managers

and Management tools

uses government recognized systems and processes for project oversight that includes: Deltek
Accounting, Contracts/Subcontracts, Property Control, Security, Human Resources, Personnel
Recruiting, and our integrated PMOS. Through the use of these systems and following ISO
9001:2008 standards, the MAR Team will ensure that the Cyber Security Program complies with
all applicable Federal and NRC regulations, policies, standards, and guidance.

1.A.1.1 Quality Assurance Plan (QAP)

RFP Section E, pages 5-6, SOW 8.1.1, page 4
e MAR's snhanced QAP is As a result of our six years of experience under CISSS, we have

based on our ISO 9001:2008
Certified QMS.

The MAR Team has
implemented a TRB to
provide an as-needed
additional layer of QA
oversight and guidance.
The TRB is compnsed of
cyber sscurity SMEs with
broad range of experience,
many with multiple years
supporting the NRC,

gained valuable lessons learned and have implemented best
practices surrounding the development, review, delivery, and
approval processes for all program artifacts. Our adoption of best
practices and on-going incorporation of lessons learned have
resulted in the documentation and implementation of improved
processes that enable us to achieve repeatable, quality
deliverables that are measurable and accountable against
established metrics. This includes the establishment of the QA
Portal within PMOS that stores checklists, templates, “Tips and
Tricks” help guides, and schedules for sampling and inspections.

MAR also established a Technical Review Board (TRB) under the CISSS confract. The TRB is led
by the proposed MAR Program Manager, George Simonds, and is comprised of NRC cleared
Cyber Security Experts including Michael Shinn. Under the new CSPSS project, the TRB will be
available to consult with Technical Teams and QA to offer expert guidance in circumstances where
a second opinion may be needed. Tasks and their associated deliverables will continue to be
completed to exceed NRC expectations, will be consistent, timely, and fully responsive to the
specific technical requirements, and meet the established quality standards.

The foundation for the MAR Team's Quality Management System (QMS) is derived from the Quality
Management Principles established by the ISO 9001:2008 standard. MAR's ISO 9001:2008 QMS
involves a series of processes, procedures, and work instructions designed to ensure that all
functions are properly executed and continually improved. The key elements of the MAR QMS are:
» Development of a formal quality assurance policy with specific procedures for each task area.
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* Dissemination of the policy and procedures to all members of the MAR Team, accompanied
by training to ensure that each member of our Team understands the policy and works
toward a measurable objective.

Execution of sound business decisions concerning the QMS based upon recorded data.
Recording adequate accounts on all deliverables to allow problems to be traced to their source.
Communication with the NRC about deliverables, inquiries, tasks, feedback and complaints.
Regular assessment of performance through internal audits and reviews to drive improvements.
Development of procedures for actual and potential nonconformance with established standards.

As shown in Figure 5, we will
use the MAR 1SO 9001:2008
QMS as a baseline to tailor

----------

specific quality control
processes and procedures in
preparing the proposed QA Plan

I Process Management'and Improvement Team Trainingl Lessons
Learned Debirie

(QAP) for the NRC CSPSS + Develop and Maintain QAP * Refine processes

project. Our QAP is process- + Map NRC and MAR based upon new | « Develop Initial and

driven and designed to ensure a ¢ Quarterly Reviews and '"‘PNVW“ J foflow-on training

high quality, consistent level of fii s it £ Tt ster o
AUl il o  Qarry et

performance across all tas p pdales per Lassons | * Record results of

i « Chacklsts for Peer or SME review  Leemed fraining
areas and deliverables. B T attais Lo

The QAP focuses on three key
functions within our deliverable
management process 1) process
management and improvement,
2) document management, and
3) team training and lessons

Figure 5. MAR Quality Management Process.

; - . The MAR QAP is based on MAR’s ISO 9001:2008 Certified QMS
leamed debrief. This plan willbe  ""2p o Liy'be available to the MAR Team via the MAR PMOS.
disseminated to the MAR Team

during Team trainings and lessons learned debriefs, and will be stored in the QA Repository,
component of the MAR PMOS, for CSPSS team members to access and review when preparing to
perform their day-to-day activities. The QA Oversight Team will keep the QA modules up to date.

Pursuant to RFQ SOW Section 8.1.1, MAR developed the QAP using two major tenets of quality
assurance; Deficiency Prevention and issue Resolution (corrective/preventative actions). To
address Deficiency Prevention, MAR uses standardized processes tailored to each task area for
creating, editing, reviewing, and approving all deliverables prior to their submission to the NRC.
To address issue Resolution, MAR uses a process for responding in a timely manner to any
deficiencies identified by either a MAR Team member or by the NRC. Additicnally, the MAR
Team uses a process improvement mechanism within the QAP to ensure that our deliverables
continue to improve over time. Initial and quarterly training is provided to all MAR Team members
to emphasize the importance of delivering quality products and task area resuits.

MAR is proposing Mr. Hank Williams as the QA Technical Lead for the NRC CSPSS project.
Supporting Mr. Williams will be the TRB and a Technical Writer experienced in performing final
reviews of cyber security artifacts for compliance with established styles and format. As the
lead, Mr. Williams will be responsible for the performance and oversight of the following key
functions within our deliverable management process:
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* Process Management and Improvement
o Update the QAP to a final, NRC approved plan and manage the implementation of the
QAP throughout the life of the project.
o Develop and document business processes for each task area.
o Perform quarterly reviews with the NRC to gather feedback on the quality of the
deliverables submitted.
o Perform internal audits of the MAR processes and deliverables based upon standards
set within the QAP.
o Perform quarterly lessons learned reviews with key team members.
o Refine MAR processes and procedures based upon this continuous feedback.
¢ Document Management
o Control templates for each deliverable ensuring that the team uses the latest version.
o Establish checklists for documentation peer or subject matter expert (SME) review.
o Maintain documentation log and ensure all documents have completed the quality
assurance process prior to submission.
o Perform internal audits of the document management process.
o Perform quarterly lessons learned reviews with key team members.
* Team Training/Lessons Learned Debrief
o Develop initial/quarterly follow-on training on quality assurance procedures and processes.
o Provide training for individual MAR Team members joining our Team and quarterly thereafter.
o Maintain records of training on all MAR Team members.
o Perform internal audits of the training materials and process.
o Perform quarterly lessons learned reviews with key team members.

Deficiency Prevention
Table 3 presents MAR's CSPSS methodology for deficiency prevention which consists of three
main activities: Standardization, Compliance Verification, and Adherence to Schedule and Budget.

Table 3. Deficiency Prevention — Summary of Activities

Adherence to Schedule and

‘ Standardization gt 41k Bumpllancn Veliﬂna_tlun = 5 Budget

+ Use approved templates s Review SOW or related activity tasking * Review Project Plan

¢ Follow checklists for = Review latest NIST or NRC Guidance « Staffing and labor allocations
document preparation s Review MAR QA Portal posted in TaskTracker

e Daily posiing of drafts « PM/QA spot reviews of Daily Logs in + Monitor financials in TaskTracker
documents on NRC TimeTracker » EVM Reports
SharePoint or other * Unscheduled QA spot checks of = Bi-weekly Financial Reports
approved secure repository deliverables « Status posted on Deliverable

Tracker Dashboard

Standardization: The MAR Team will prepare all documents using approved NRC templates. QA

will verify and instruct the Technical Team on the proper templates to be used for each activity.

The templates can be either those currently in place at NRC or templates developed by the MAR

Team and approved by the NRC/CSO for designated use. QA will also direct the Technical Team

on the appropriate checklists and other MAR prepared reference materials that should be followed

when preparing deliverable artifacts. An example of two such reference items:

« MARJ/CISSS Deliverable Handbook which provides instructions for technical content
associated with NRC FISMA compliance artifacts.

» NRC CISSS Contract Quality Assurance Checklist which provides a checklist of NRC and
