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INTRODUCTION 
MAR, Incorporated (MAR) is pleased to provide this proposal in response to the U. S. Nuclear 
Regulatory Commission's (NRC) Request for Quotation (RFQ) ID RFQ671680 under the General 
Services Administration (GSA) Alliant Small Business (ASB) Government Wide Acquisition 
Contract (GWAC). MAR, as GSA ASB GWAC prime contractor and as a proven provider of 
comprehensive Cyber Security services for the NRC, is honored to have the opportunity to 
continue our support to the governmenVindustry team supporting the NRC by providing the 
services requested under the Cyber Security Program Support Services (CSPSS) project. 

Our technical approach is a disciplined and structured one that is aligned with the NRC Project 
Management Methodology (PMM). Through our proposed approach, we will be positioned to 
assist the NRC with maintaining and maturing a robust enterprise Cyber Security Program on 
an on-going basis as future technical, programmatic, and regulatory requirements evolve. 

The MAR Team's overall approach for the continued development, implementation, and sustainment 
support of NRC Cyber Security Program requirements include the following key features: 
• Meeting and exceeding the immediate needs for each of the tasks and the associated NRC 

stakeholders through successful and measurable performance; 
• Obtaining near-term program objectives while continuing to identify and implement program 

improvements to enhance day-to-day performance value; and 
• Maintaining a pro-active vision and methodology for the long-term development of Cyber 

Security Program support services that adapt to changing cyber threats, regulatory compliance 
requirements, and mission needs to ensure an efficient, holistic risk management program. 

The MAR Team 
The proposed MAR Team includes selected companies from the current NRC Consolidated 
Information System Security Services (CISSS) contract Team established previously by MAR 
that were instrumental with assisting the NRC in successfully modernizing its security program 
over the past six years. New firms have been added to the Team to provide the depth and 
breadth needed to continue and strengthen our support of the NRC Computer Security Office 
(CSO) and NRC Program Offices. As a Team we will leverage our in-depth knowledge of 
NRC's mission, culture, and environment to assist in protecting its infrastructure through strong 
Cyber Security practices. 

Through our GSA ASB Contract Number GS-06F-0641Z, MAR will manage our Team under 
Prime Contractor/Subcontractor arrangements where MAR is the prime contractor and all of the 
proposed team members are subcontractors. 

MAR has assembled a team that has the capability and depth to perform the all of tasks outlined in 
the Statement of Work (SOW). These tasks and related activities will be closely monitored and 
managed as part of our program management responsibilities using our well-established program 
management practices, tools, and systems specifically developed over the past six years to align 
with NRC's processes and business needs. Additional details regarding MAR's Project 
Management capabilities are provided in Section 1.A.1. 

Table 1 provides a brief overview of our individual Team members along with the experience 
and qualifications they each bring to the program. Additional individual company/organization 
details and the rationale for our selection of them as Team members are presented in Section 
3.0, Corporate Experience. 
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Table 1. The MAR Team Strengths 
MAR ·Team Member_ . - - - - -, Rationa leTfor Selection1• ' - - -

• In-depth knowledge and understanding of the NRC technology infrastructure, 
priorities, and culture. 

• Processes and tools in place to support contracts, management (financial tracking .. and staffing), and technical oversight built around the NRC CISSS contract and will 

MAR be readily transitioned to the CSPSS project. 

• Trained, certified, and badged NRC knowledgeable authorized technical staff to 

INCORPORATED 
support the main objectives of the RFQ. 

• ISO 9001 :2008 Quality Management System certified . 

• ITIL Certified staff, PMP certified Managers . 

CACI • Leverage Cyber Solutions Lab (CSL) to evaluate new technologies that may be used 
under Special Projects. 

• Large reach back staff with extensive cyber security qualifications and certifications 

UVl.:ll VlGILANl• to support surge and Special Projects. 

• Expertise in ESA Suooort provided to DISA and the White House . 

• Current experience providing system authorizations and continuous monitoring for 
C~ GE~T the U.S. Air Force and U.S. Army. 

solu ions, inc. • Enterprise security support to the U. S. Army . 

.-DCG\.... • Cyber security expertise in classified environments . 

• Current experience providing system authorizations for Intelligence Community 
I J.<1il" ( t.H.tl•U1t1• 

clients. t;n" "Hii \rtv\f 11( t\,\t.C~H.-" 

• Currently supporting the NRC CSO Independent Verification and Validation 
activities for four years. 

KNOWLEDGE • Ability to support cloud computing authorizations through their FedRAMP 3PAO 

KCG 
accreditation. . Leverage SMEs in the areas of FISMA compliance, penetration testing, policies 
and procedure development, CPIC and Business Case planning, security 
architecture, and communication activities. 

• Support surge with their 240+ professionally certified IT security engineers serving the 
Federal Government market with over 400 security certifications. 

• Currently providing specialized support to NRC for the CS O's FISMA compliance 

~ Mainstay 
program Plan of Action and Milestone (POA&M) activities, and the Incident 
Response Team over the past three years. 

Enterprises. Inc. • Specialized services to include information assurance and physical security . 

• Customers include the Air Force, Army, Housing and Urban Development, and 
Health and Human Servlces. 

• Current!)• providing high profile cyber security services to the NRG for four years 
that includes: 

Prometheus 0 Risk briefings including Advanced Persistent Threats (APT). 
{ Global 0 Development and delivery of security role-based training. 

0 ESA. 
0 Assessment of residual risk. 

~ 
• Utilizes best practices in penetration testing, vulnerability assessments, and 

compliance assessments. 

• Supports Incident Response program development. 

• Provides Security Policy Development and Review support . 
SECURICON • Customers include the Intelligence Community, Department of Defense, 
lnlonnu~ Security SolutlnnJ Department of Homeland Security, and Department of Transportation. 

• Access to cyber security alliances with academia, industry, and government 
through MAR's partnership with the Maryland Cyber Security Center (MC2). 

• KXA1ivLANY) • Expertise in supply chain risk management, wireless and network security, attacker 
behavioral analysis, and economics of cyber security. 

• Comprehensive solutions to cyber security education, research, and technology 
development. 
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Pursuant to RFQ Section E.1 , SOW Section 8, and Attachment H, MAR and all of our CSPSS 
Team members certify that we are free of any Organizational Conflict of Interests (OCOI) 
within the NRC. Additional details regarding the MAR Team's OCOI compliance are provided in 
Volume II - Business/Cost Section 3.0, MAR TEAM Responses to Provisions E.1 and E.4. 

Organization of Technical Response in Accordance with RFQ 
Table 2 presents the top-level organization of MAR's Technical Proposal in accordance with the 
RFQ and associated SOW. 

E.9.1 E-5 Technical Approach 1.0 Technical Approach 
E.10.1 E-6 
E.9.1.A E-5 Technical Understanding and 1.A Technical Understanding and 4 
E.10.1.A E-6 Approach Approach 
sow 8.1 4-5 Pro·ect Mana ement 1.A.1 Pro eel Mana ement 9 
SOW8.2 5-6 S ecial Pro·ects 1.A.2 S ecial Pro·ects 17 
SOW8.3 6-13 S stem Authorization 1.A.3 S stem Authorization 21 
SOW8.4 13-15 Continuous Monitorln Su ort 1.A.4 Continuous Monitorln ort 34 
SOW8.5 15 Data Calls 1.A.5 Data Calls 40 
SOW8.6 15-22 C ber Situational Awareness 1.A.6 C er Situational Awareness 41 
sow 8.7 22-31 Polic Standards , and Trainin 1.A.7 Polle , Standards, Trainln 53 
E.9.1 .B E-5 Plan to Satisfy the rl:lquirernl:lnts uf 1.B MAR lncorpurated's Plan tu 65 
E.10.1.B E-6 FAR clauses 52.219-6, 52.219-14, Satisfy the requirements of FAR 

and 52.244-2 clauses 52.219-6, 52.219-14, and 
52.244-2 

E.9.2 E-5 Personnel Qualifications 2.0 Personnel Qualifications 66 
E.10.2 E-6 
E.9.3 E-5 Corporate Experience 3.0 Corporate Experience 70 
E.10.3 E-7 
E.9.4 E-6 Past Performance Information 4.0 Past Performance Information 75 
E.10.4 E-7 

Our proposal is fully responsive to the CSPSS RFQ and associated Statement of Work (SOW) 
and we take no exceptions to the RFQ. We believe our proposal represents the most cost 
effective, lowest-risk, and technically superior response to all of the requirements of the RFQ 
and is of greatest value to the NRC. All the identified staff in Section 2.0, Tables 9 and 10, are 
immediately available and fully capable of supporting the requirements outlined in this proposal. 
Furthermore, we believe our combination of highly experienced personnel and team-based 
management approach will position MAR to effectively support all requirements as stipulated in 
the RFQ. In Section 1.0, Technical Approach, we summarize our technical understanding and 
approach for each of the Tasks and deliverables associated with the RFQ technical requirements. 
Sections 1.A.1 through 1.A.7 describe the MAR Team's unique technical capabilities and approach 
to fully meet or exceed all requirements of the SOW. Section 2.0, Personnel Qualifications, along 
with Section 3.0, Corporate Experience, provides a summary of the specialized skills, relevant 
expertise, and demonstrated Corporate Experience the MAR Team will use in support of the RFQ 
and SOW requirements. Finally, MAR has provided a copy of the submitted Past Performance 
Questionnaires in Section 4.0, Past Performance. 
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1.0 TECHNICAL APPROACH 
RFP Section E, pages 5-6 

1.A Technical Understanding and Approach 
RFP Section E, pages 5-6, SOW 1.0, pages 1-2 

To provide maximum benefit to the NRC, MAR will employ a fully Integrated team 
approach that will sustain the cu"ent success of the NRC's Cyber Security and Federal 
Information Security Management Act (FISMA) Compliance program and will support the 
program's continued maturity. 

HIGHLIGHTS 
• MAR created over a dozen technical and 

management tools to specifically support the needs 
of the NRG C/SSS contract and will also be used to 
support the CSPSS projects. 

• Access to SMEs and Industry recognized Cyber 
Security Experts. 

• Access to state-of-the-art Cyber Labs and external 
penetration testing capabilities through team 
members CACI and KCG. 

MAR fully appreciates that the NRC is an 
integral part of protecting America's critical 
infrastructure. As an independent agency 
directly tasked with regulation and oversight as 
a primary mission objective, NRC collects, 
manages, and integrates classified and 
sensitive information from a variety of internal 
and external information sources. We 
understand it is imperative that the systems and 
resources used to manage and process data in • Strong bench of personnel to support both day-to-day 

and surge requirements. 
these activities provide a secure and reliable • Efficient management techniques on current C/SSS 
environment to support the N RC mission. MAR contract resulting in a positive EVM allowing for the 
also understands NRC's need to comply with reallocation of funds back Into the program will be 
Federal Cyber Security guidelines and current ..___us_e_d_o_n_c_s_P_s_s. ___________ _. 
governing regulations. We will work with the NRC to continue to grow its Federally recognized 
FISMA (Federal Information Security Management Act of 2002) Compliance program, as noted in 
the March 7, 2012 Office of Management and Budget (0MB) Fiscal Year 2011 Report to Congress 
on the Implementation of The Federal Information Security Management Act of 2002, page 38. The 
report stated "The NRC, National Science Foundation, and Social Security Administration had 
compliant programs in place for all 11 areas, although each did identify areas for improvement. The 
remaining agencies had at least one area that needed significant improvement." 

Historical Overview of MAR's Support Services for NRC's Information System Security 
Program 
MAR looks forward to supporting the mission and operational Cyber Security needs of the NRC with a 
tightly integrated Technical and Management approach. Over the past six years, MAR has adapted to 
evolving security standards and the unique mission requirements of the NRC. Through the advanced 
training of our staff, and the development of improved templates, automated tools, and processes, we 
have significantly reduced the cost of deliverables and provided a consistent level of service. The 
NRC Cyber Security Program has made steady progress since the initiation and implementation of the 
CISSS contract which resulted with all operational systems receiving and maintaining an Authorization 
to Operate (ATO). Following the establishment of the NRC CSO, the program has experienced its 
challenges but also a documented succession of accomplishments. These accomplishments are the 
result of the dedicated collaboration between the CSO and its divisions (FISMA Compliance and 
Oversight Team (FCOT), Cyber Situational Awareness Team (CSA), and the Policies, Standards and 
Training Team (PSTT)), the Program Offices, and the supporting contractors including our MAR 
Team. ATOs and Contingency Plans (CPs) were the initial step in stabilizing the NRC Cyber Security 
Program. Once all ATOs were achieved, attention then turned to maintaining them through the 
implementation of a Continuous Monitoring Program with a focus on addressing agency level security 
requirements such as the development of security policies and procedures, role-based security 
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training, and an Enterprise Risk Assessment (ERA). Figure 1 highlights the evolution of the NRC 
Information System Security Program since the award of the CISSS contract to MAR in FY 2006, 
along with a look ahead toward growing the maturity of the program with continued enhancements 
within a robust stable Risk Management Framework (RMF). The MAR Team in partnership with the 
NRC has worked to establish and implement effective tools, processes, and standards, along with the 
right mix of qualified personnel and technical/management disciplines, to support the NRC's ability to 
meet Cyber Security Program milestones and on-going performance expectations. 

FY11/12 
• Standards Working Group Forme 
• APT Pilot 
• Organizational Defined Values 

I! Short-Tem, 
~ Enhancements 

• Consislent and Most Efficient 
Authorization Results 

• Holistic Risk Management 
• Robust Standards 

• Consistent Authorization Results • Work An~here and Mobility 
Standards • Consistent Risk Management 

• 12 Standards in Process 

• Inconsistent Authorization Resulls 
• Ad Hoc Risk Management 

•••••• •••• • Few Standards 

'i I I I I I 
FY06 FY07 FY08 FY09 FY10 FY11 

I 
FY12 

• Automated Compliance for Hardening 
and Vulnerability Assessments 

• Dynamic and Static Software 
Assurance 

I 
FY13 FY20 

Figure 1. NRC Cyber Security Program Evolution. 
The MAR Team will work with the NRC CSO and associated offices to continually mature the 

Cyber Security Program throughout the execution of the project. 

Going forward, the MAR Team is prepared to assist and support the NRC by successfully performing 
the required tasks, providing the required deliverables, and introducing short- and long-term capability 
enhancements that will offer valuable program benefits to the NRC. Furthermore, these activities will 
assist in the development of a more robust Enterprise Security Architecture (ESA) that continuously 
matures the Cyber Security Program. 

Summary of Proposed Technical Approach 
The MAR Team technical approach, as shown in Figure 2, begins with our understanding of the 
NRC's Cyber Security and FISMA Compliance Program objectives and continues with the successful 
performance of the tasks and activities outlined in the SOW executed within the NRC's PMM 
framework. From the deliverables produced, detailed analytics are collected and reviewed on an 
ongoing basis with a focus towards enhancing governance and oversight in alignment with the NRC's 
mission. This approach will result in a more robust and mature Cyber Security Program for the NRC. 
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NRC Cyber Security Program 

--
Figure 2. MAR Team CSPSS Integrated Project Approach and Understanding. 

The MAR Team's overall approach is to fully support all the objectives within the CSPSS 
Project while using our Team's experience in continuing to build a risk management 

framework across the NRC enterprise. 

In each of the following sections, starting with Section 1.A.1, Project Management, we present 
our approach to delivering short and long-term improvements to the Cyber Security Program 
while working within the NRC PMM. We will work closely with all stakeholders to build upon 
NRC's FISMA accomplishments and assist the NRC in day-to-day FISMA activities, while also 
focusing on maturing ESA from a system level view of risk to managing risk at an enterprise­
level in alignment with NIST SP 800-39. Section 1.A.6.2 presents the details of MAR's 
approach to support the NRC ESA. 

At the core of our Team's support is MAR's proven Program Management and Oversight System 
(PMOS). Within PMOS is an integrated set of data repositories, portals, and support systems 
developed during the performance of the CISSS contract that we draw upon to assist in the analysis 
and production of security deliverables. Details of the PMOS are discussed on the following page. 

CSPSS Project Organization 
MAR's overall approach to managing the NRC CSPSS project addresses all components 
contained in the RFQ and SOW in support of the contract objectives. Figure 3 provides the 
proposed project organizational structure to support the NRC Cyber Security Program which 
consists of the Project Management, QA Oversight, and Technical Teams. The Technical 
Teams consist of an Integrated Project Team and Independent Assessment Team to align with 
the CSO teams and SOW Objectives. The Independent Assessment Team is firewalled to 
ensure the integrity of all other activities that are conducted by the FISMA Compliance 
Team. The QA Oversight Team, which is part of the Project Management Team, wi ll oversee 
the technical content of deliverables and establish consistent criteria and processes for the 
Technical Teams. All program and financial activities will be managed by our experienced 
Project Management Team. Each team will have a Team Lead responsible for the overall 
coordination of activities. The Team Leads will work with the Project Managers to coordinate 
staffing resources to accomplish activities within the established timelines and budgets. 
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Figure 3. MAR CSPSS Project Organization and Functional Role. 
The MAR CSPSS Project Teams have been structured to align with the task and 

deliverable areas for the NRC CSPSS program. 

Over the past six years MAR has maintained consistency in the key management and technical 
support personnel under the current CISSS program. We will continue to provide this same proven 
core team and have enhanced the organizational structure to add more technical expertise with 
improved quality oversight from the top down. 

A critical component of the MAR Team organizational structure is the role of the Quality 
Assurance Oversight function which will ensure that technical content of deliverables is 
consistent with NRC criteria and processes. To support the delivery of quality services and 
deliverables on-time and on-budget, the MAR Team will continue the use of our Earned Value 
Management (EVM) system so that the NRC will have visibility into all technical and financial 
phases of the project. The MAR Team's EVM capabilities are supported by MAR's TaskTracker 
system, a component of the MAR PMOS, to integrate and measure cost, schedule, and 
technical accomplishments against established performance ,criteria and metrics. 

MAR, lncorporated's Program Management and Oversight System (PMOS) 
The management and delivery of services is based on a structured technical management 
approach with a standardized set of procedures and processes constructed for FISMA compliance 
and Cyber Security Program support activities. To support our ability to efficiently deliver these 
services, we use an integrated information management tool, tailored specifically for the NRC Cyber 
Security Program Support requirements. As depicted in Figure 4, this tool, the MAR PMOS 
provides Contractual, Technical, and Administrative/ Financial project information that is collected, 
processed, managed, accessed, and disseminated as a monitoring and reporting aid for the 
execution of our support services. 
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Program Management Oversight System (PMOS} 

• Main ContracVSchedule 
• Task Orders 
• Contract/Task Order Modifications 

MAR Management 
DashbOafd 

• Deliverable T racklng Report 
· EVMReporl 
• Customer CommunlC8tions 

• Monthly Slatus Reports 
• Bi-weekly Status Reports 
• Resumes/Skills Inventory 

Project Team Portal 
, Project Plans 
• Deliverable Tracking 
• L1nks to Federal and At:Jency 

Guidance 
• High Pnorll'j/H,gh RISI< Ac1Mties • Relevant Project Announcements 
Task Tracker Module 
• Spend Plans 
• Resource Assignments 
• Project/Task Order Funding 
• EVM Metrics and Charts 
Time Tracker Module 
• Electronic Timesheels 
• ln:livdlal Daily status Legs 
• Additional Notes 
• History 

• Pars1119 TOOis 
QA Portal 
• Templates, Checidlsts 
•Glossaries 
•Standards 
• Tips, Tricks 
Scanning Portal 
• Authonzed TOOis 
• Permissions 
• Vulnerabilty 

Recommendations library 

Figure 4. MAR Program Management and Oversight System (PMOS). 
PMOS is a MAR developed tool specifically tailored to manage the complex challenges of 

the NRC CISSS contract and will be made available for use on the CSPSS project. 

Specifically, PMOS is a combination of data repositories and web-based tools that house 
performance metrics (contractual, administrative and financial, and technical), automated 
tools/scripts, templates, checklists, processes, tracking sheets, background information, and 
relevant data that are accessible to our Project Management, QA Oversight, and Technical 
Teams through a combination of web portals. PMOS includes: 
• Contracts Management - The Contracts repository retains all program related documents 

including the main contract, task award, modifications, authorizations, and correspondence 
in a central location. The information is accessible through a portal to the CSPSS Project 
Management Team, MAR Executive Management, and the NRC. 

• Administrative/Financial Management - The Administrative/Financial Mangement component 
is used to operate and monitor the day-to-day operations of the task. Two key systems within this 
component are MAR's custom developed TaskTracker and Time Tracker modules. TaskTracker 
maintains spend plans, resource assignments, and task funding which incorporates project plan 
completion data to prepare near real-time EVM charts and financial reports. TaskTracker is fully 
integrated with MAR's online timesheet entry system - Time Tracker. All MAR and subontractor 
staff on the task will be required to enter time into Time Tracker on a dally basis. Furthermore, 
Time Tracker requires a daily log of activities for all hours charged under the task. 

• Technical Management - The Technical Management component is used by the 
Technical Teams as a key source for their day-to-day performance of work. There are three 
primary portals; Project Team, QA, and Scanning, each with associated data repositories, 
templates, checklists, links to internal and external references, and tools available to 
consistently produce security artifacts and deliverables. 

We have incorporated the PMOS into every aspect of our current NRC CISSS contract and will 
seamlessly transition the PMOS to support the CSPSS project. The TaskTracker module has 
resulted in our Team's abil ity to provide daily monitoring and status reporting (financial and 
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technical) of program performance down to the activity/task level. All of these systems, along with 
their associated business practices, are well-established, fully implemented, and vital to delivering 
the quality professional support services NRC relies upon. We have aligned these systems and 
practices with NRC's Management Directive 2.8 and the NRC PMM. Additional details on the role 
of TaskTracker in support the CSPSS project are presented in Proposal Section 1.A.1.2. 

1.A.1 Project Management 
RFP Section E, pages 5-6, SOW 8.1 , page 4 

The institutional knowledge accumulated over the last six years, combined with our 
ability to continuously enhance and apply project management practices and tools, will 
support the progressive evolution of the NRC's Cyber Security Program. 

To support adherenace to the NRC's 
Management Directive 2.8, MAR has 
developed an organizational structure that 
directly aligns with the NRC's Cyber Security 
Program main tasks and objectives, as shown 
in Figure 3. Our Project Management Team 

HIGHLIGHTS 
• 100% retention of MAR's Core NRG Program, 

Project, and Financial Management Team 
• Established Technical and Management 

specifically for the NRG 
• PMP certified Pro ram/Pro ect Mana ers 

tools 

uses government recognized systems and processes for project oversight that includes: Deltek 
Accounting, Contracts/Subcontracts, Property Control, Security, Human Resources, Personnel 
Recruiting, and our integrated PMOS. Through the use of these systems and following ISO 
9001 :2008 standards, the MAR Team will ensure that the Cyber Security Program complies with 
all applicable Federal and NRC regulations, policies, standards, and guidance. 

1.A.1.1 Quality Assurance Plan (QAP) 
RFP Section E, pages 5-6, SOW 8.1 .1, page 4 

• MAR's enhanced QAP is 
based on our ISO 9001:2008 
Certified QMS. 

• The MAR Team has 
fmplemenled a TRB to 
provide an as-needed 
additional layer of QA 
oversight and guidance. 

• The TRB is comprised of 
cyber security SMEs with 
broad range of experience, 
many with multiple years 
supporting the NRG. 

As a result of our six years of experience under CISSS, we have 
gained valuable lessons learned and have implemented best 
practices surrounding the development, review, delivery, and 
approval processes for all program artifacts. Our adopti1on of best 
practices and on-going incorporation of lessons learned have 
resulted in the documentation and implementation of improved 
processes that enable us to achieve repeatable, quality 
deliverables that are measurable and accountable against 
established metrics. This includes the establishment of the QA 
Portal within PMOS that stores checklists, templates, "Tips and 
Tricks" help guides, and schedules for sampling and inspections. 

MAR also established a Technical Review Board (TRB) under the CISSS contract. The TRB is led 
by the proposed MAR Program Manager, George Simonds, and is comprised of NRC cleared 
Cyber Security Experts including Michael Shinn. Under the new CSPSS project, the TRB will be 
available to consult with Technical Teams and QA to offer expert guidance in circumstances where 
a second opinion may be needed. Tasks and their associated deliverables will continue to be 
completed to exceed NRC expectations, will be consistent, timely, and fully responsive to the 
specific technical requirements, and meet the established quality standards. 

The foundation for the MAR Team's Quality Management System (QMS) is derived from the Quality 
Management Principles established by the ISO 9001 :2008 standard. MAR's ISO 9001 :2008 QMS 
involves a series of processes, procedures, and work instructions designed to ensure that all 
functions are properly executed and continually improved. The key elements of the MAR QMS are: 
• Development of a formal quality assurance policy with specific procedures for each task area. 
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• Dissemination of the policy and procedures to all members of the MAR Team, accompanied 
by training to ensure that each member of our Team understands the policy and works 
toward a measurable objective. 

• Execution of sound business decisions concerning the QlvlS based upon recorded data. 
• Recording adequate accounts on all deliverables to allow problems to be traced to their source. 
• Communication with the NRC about deliverables, inquiries, tasks, feedback and complaints. 
• Regular assessment of performance through internal audits and reviews to drive improvements. 
• Development of procedures for actual and potential nonconformance with established standards . 

As shown in Figure 5, we will 
use the MAR ISO 9001 :2008 
QMS as a baseline to tailor 
specific quality control 
processes and procedures in 
preparing the proposed QA Plan 
(QAP) for the NRC CSPSS 
project. Our QAP Is process­
driven and designed to ensure a 
high quality, consistent level of 
performance across all task 
areas and deliverables. 

The QAP focuses on three key 
functions within our deliverable 
management process 1) process 
management and improvement, 
2) document management, and 
3) team training and lessons 
learned debrief. This plan will be 
disseminated to the MAR Team 

.:.:.:., _____ M_A_R_a_u_al_ity_M_a_na_g..,eme_ n_t s_y_s1_em_ (a_M_s_) - --=-~~~.~.;~~J 

/ 
Process Management and Improvement eem rn nlngl les,ons 

Learned Debrief • Develop and Maintain OAP • Refine processes 
• Map NRC end MAR processes based upo11 new r• Develop Initial and 
• Quarterly Reviews and Improvements knoWledge follow-on training 

per Lessons Learned • Train at start, then 
• , . • 1 I quarter1y thereafter 

• Templates • Updates per Lessons • Re~~rd results of 
• Checklists for Peer or SME review Leamed t/81nin9 
• Oocumenlatton Log 

- r 
/ 

Technical T11m1 

Figure 5. MAR Quality Management Process. 
The MAR QAP is based on MAR's ISO 9001 :2008 Certified QMS 

and will be available to the MAR Team via the MAR PMOS. 

during Team trainings and lessons learned debriefs, and wlll be stored in the QA Repository, 
component of the MAR PMOS, for CSPSS team members to access and review when preparing to 
perform their day-to-day activities. The QA Oversight Team will keep the QA modules up to date. 

Pursuant to RFQ SOW Section 8.1.1 , MAR developed the QAP using two major tenets of quality 
assurance; Deficiency Prevention and issue Resolution (corrective/preventative actions). To 
address Deficiency Prevention, MAR uses standardized processes tailored to each task area for 
creating, editing, reviewing, and approving all deliverables prior to their submission to the NRC. 
To address issue Resolution, MAR uses a process for responding in a timely manner to any 
deficiencies identified by either a MAR Team member or by the NRC. Additionally, the MAR 
Team uses a process improvement mechanism within the QAP to ensure that our deliverables 
continue to improve over time. Initial and quarterly training is provided to all MAR Team members 
to emphasize the importance of delivering quality products and task area results. 

MAR is proposing Mr. Hank Williams as the QA Technical Lead for the NRC CSPSS project. 
Supporting Mr. Williams will be the TRB and a Technical Writer experienced in performing final 
reviews of cyber security artifacts for compliance with established styles and format. As the 
lead, Mr. Williams will be responsible for the performance and oversight of the following key 
functions within our deliverable management process: 
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• Process Management and Improvement 
o Update the QAP to a final , N RC approved plan and manage the implementation of the 

QAP throughout the life of the project. 
o Develop and document business processes for each task area. 
o Perform quarterly reviews with the NRC to gather feedback on the quality of the 

deliverables submitted. 
o Perform Internal audits of the MAR processes andl deliverables based upon standards 

set within the OAP. 
o Perform quarterly lessons learned reviews with key team members. 
o Refine MAR processes and procedures based upon this continuous feedback. 

• Document Management 
o Control templates for each deliverable ensuring that the team uses the latest version. 
o Establish checklists for documentation peer or subject matter expert (SME) review. 
o Maintain documentation log and ensure all documents have completed the quality 

assurance process prior to submission. 
o Perform internal audits of the document management process. 
o Perform quarterly lessons learned reviews with key team members. 

• Team Training/Lessons Learned Debrief 
o Develop initial/quarterly follow-on training on quality assurance procedures and processes. 
o Provide training for individual MAR Team members joining our Team and quarterly thereafter. 
o Maintain records of training on all MAR Team members. 
o Perform internal audits of the training materials and process. 
o Perform quarterly lessons learned reviews with key team members. 

Deficiency Prevention 
Table 3 presents MAR's CSPSS methodology for deficiency prevention which consists of three 
main activities: Standardization, Compliance Verification, and Adherence to Schedule and Budget. 

• Use approved templates 
• Follow checklists for 

document preparation 
• Daily posling of drafts 

documents on NRG 
SharePoint or other 
approved secure repository 

• Review SOW or related activity tasking 
• Review latest NIST or NRG Guidance 
• Review MAR QA Portal 
• PM/QA spot reviews of Daily Logs in 

Time Tracker 
• Unscheduled QA spot checks of 

deliverables 

• Review Project Plan 
• Staffing and labor allocations 

posted in TaskTracker 
• Monitor financials in Task Tracker 
• EVM Reports 
• Bi-weekly Financial Reports 
• Status posted on Deliverable 

Tracker Dashboard 

Standardization: The MAR Team will prepare all documents using approved NRC templates. QA 
will verify and instruct the Technical Team on the proper templates to be used for each activity. 
The templates can be either those currently in place at NRC or templates developed by the MAR 
Team and approved by the NRC/CSO for designated use. QA will also direct the Technical Team 
on the appropriate checklists and other MAR prepared reference materials that should be followed 
when preparing deliverable artifacts. An example of two such reference items: 
• MAR/CISSS Deliverable Handbook which provides instructions for technical content 

associated with NRC FISMA compliance artifacts. 
• NRC CISSS Contract Quality Assurance Checklist which provides a checklist of NRC and 

other related style guides to be followed when preparing NRC documents. 
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These and other related documents within MAR's PMOS will be updated when necessary to 
reflect CSPSS specific deliverable requirements. 

Compliance Verification and Adherence to Schedule and Budget: MAR will use a series of both 
scheduled and unscheduled inspections to identify deficiencies and to verify that the Technical 
Teams supporting the NRC Cyber Security Program are using the approved templates; complying 
with applicable regulations, standards and procedures; and documenting systems information 
consistently across the enterprise. Technical Teams will be required to post daily all work in­
progress on the designated NRC SharePoint site or other officially approved repository. The items 
will be available for QA spot inspections to verify compliance with appropriate templates, guidance, 
and validate that the status of the deliverables corresponds with the EVM metrics in TaskTracker. 
QA will immediately notify the Project Manager of any noted concerns or deficiencies. 

Identifying Deficiencies • Scheduted Inspections 
The MAR Team will use a document creation and review process as its methodology for 
performing scheduled inspections. This process consists of the following three steps: 
1. Document Creation: The process begins with MAR's proposed Senior Project Manager (PM), 

Mr. Tom Evans, assigning responsibility for a specific task deliverable with a specified due date to 
a MAR Team member for completion. Depending on the complexity of the task and existing 
workloads, Mr. Evans may designate another Project Manager to assume responsibility for this 
task. The first draft of the deliverable will be created in the appropriate template after performing 
the research necessary to support the document. Once the document is completed and ready for 
review, a QA tracking sheet will be prepared for the document. The author wlll also notify the 
MAR Project Manager and the QA Technical Lead, Mr. Hank Williams, of any issues that arise 
whict·1 may affect the timely completion of a deliverable (unavailability of customer personnel or 
documentation, etc.). The MAR Project Manager will be responsible for reporting the issue to the 
NRC customer at the regularly scheduled status meetings, or earlier if necessary. Depending on 
the source of the delay, the Project Manager will either requests customer assistance in resolving 
the issue or request a modification of the initial due date for the deliverable. 

2. Document Review: Upon initial completion of the draft document, Mr. Williams will assign a 
qualified staff member, usually a SME or a peer, to review the document. The staff member will 
review the document for any questionable or unusual research results, assumptions, or 
determinations. Document formatting and language will be reviewed for compliance with 
NRC/CSO structural and formatting standards. Any findings will be notated and discussed with 
the original author of the document to determine the necessary measures for remediation. In the 
event that an agreement cannot be reached, the issues will be elevated to Mr. Williams for 
resolution or to engage the TRB for assistance. Additional research or Interviews may be 
conducted to ensure all modifications are accurately reflected in an updated draft of the document. 
Both the author and the reviewer will verify that version numbers are properly updated. 

3. Final Draft: After all reviews and edits are completed, the author will mark the document as 
FINAL DRAFT and save it electronically in the document library. The author will update the library 
spreadsheet and forward the document with the accompanying QA tracking sheet to Mr. Williams. 

Mr. Williams will perform a final review of the document and sign the accompanying QA tracking 
sheet and deliver the document. The document will be marked DRAFT, prepared for 
submission, and delivered to the designated NRC customer and the NRC Contracting Officer 
Representative (COR). The NRC COR will acknowledge receipt delivery. If the NRC accepts 
the draft without modification, the status will be updated to FINAL in the deliverable tracker. The 
acceptance notification will be filed within the document library. 

If the NRC has comments or suggested edits to the final draft, the document will be returned to the 
author to respond to the NRC's feedback. The revised document will be re-submitted within the 
prescribed time period. The revised version will be reviewed by QA and delivered to the NRC. Upon 
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written acceptance by the NRC, the status will be altered to indicate a final deliverable and the 
appropriate metrics are updated by the PM. 

Identifying Deficiencies - Unscheduled Inspections 
Unscheduled inspections will be performed at random intervals by Mr. Williams or other MAR 
Team members as needed. Results of the inspections will be documented and maintained by 
Mr. Williams. Any deficiencies noted in the inspection are listed on the inspection check sheet 
along with the corresponding corrective action. The inspection Is considered to be open as long 
as there are any open corrective actions. Once all corrective actions have been implemented, 
the inspection is considered closed. Lessons learned from the inspection are compiled and 
reported as part of the quarterly lessons learned meetings. 

Resolution (Corrective/Preventative Actions) 
The MAR Team will use our Corrective/Preventative Action process for problem resolution. As 
problems are identified they will be either resolved immediately or escalated. Regardless of the 
timeframe for resolution all problems are documented using a Corrective Action Form and Log 
that is maintained within the MAR PMOS. 

The following information is provided in the Corrective Action Log: 1) a finding number and date, 
2) source of the finding, 3) severity of the finding (i.e. major, minor, or observation), 4) a responsible 
party, 5) date of expected closure, and 6) description of the finding. Once the initial information has 
been logged, the Corrective Action Form is provided to the MAR Team member assigned to resolve 
the problem. The following information will be documented before closing the issue: 
1. Description: The description includes a summary of the issue and how the MAR Team is 

made aware of it and if any policies or procedures were violated. 
2. Root Cause Analysis: To completely resolve a problem all circumstances surrounding the 

issue must be understood. Root cause analysis is predicated on the belief that problems 
are best solved by attempting to correct or eliminate the root causes, as opposed to merely 
addressing the immediately obvious symptoms. By directing corrective measures at root 
causes the likelihood of problem recurrence will be minimized. To assist in doing this, the 
MAR Team uses the "5 Why" approach. By repeatedly asking the question "Why" the layers 
of symptoms which can lead to the root cause of a problem are removed. 

3. Corrective Action: There may be instances when immediate/long-term actions are 
necessary. Those actions and the individual responsible for acting are identified here. 

4. Prevention Measures/Lessons Learned: By finding the root cause preventative measures 
are developed and implemented within the organization. These may be captured during a 
lessons learned debrief that is conducted following each deliverable. 

5. Corrective Action Plan: This plan identifies all actions that need to occur to correct the problem 
including revising documentation, disciplinary actions to be taken, or instituting peer reviews. 

6. Verification and Validation: Once the corrective action plan is implemented a third party must 
review the implementation and document evidence of the corrective action and its effectiveness. 

QA Wrap-up 
Mr. Williams will conduct a lessons learned debrief upon completion of each task. Minutes of 
the debrief will be captured and compiled into a Lessons Learned Report and will include: 
• Budget, Scope, or Timetable (Project Plan) • Achievements - Customer and Team 
• Process, Policies, and Procedures • Recommendations 
• Customer, Technical Team, or QA Concerns. 
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From lessons learned, our Team will review and update the templates or provide recommendations to 
the NRG CSO for improvements. We will work with the NRC and other contractors, when directed, to 
provide notification and dissemination to the Program Offices of any NRC approved changes to the 
processes, templates, and other related artifacts. QA will also work with CSPSS personnel to 
incorporate the recommended changes into other Task Areas including Cyber Security Awareness 
Program, Cyber Security Role-based Training, Cyber Security Conference, and Electronically 
communicating Cyber Security Information (CSO web site content and monthly newsletter). 

1.A.1.2 Project Plan (includes Level 4 Work Breakdown Structure) 
RFP Section E, pages 5-6, SOW 8.1.2, pages 4-5 

Using the NRC's PMM Project Plan template, MAR will 
create a Project Plan within Microsoft Project to manage and 
oversee the CSPSS project. The Project Plan provides the 
framework for efficient execution of current CISSS projects, 
as well as future CSPSS pirojects and is the foundation of 
our Team's financial reporting capability. The Project Plan, 
integrated with the TaskTracker system, a component of the 
PMOS, provides daily tracking of individual task financial 
status and activities based on the Project Plan Work 
Breakdown Structures (WBS). Our Project Plans include a 
WBS through Level Five to effectively manage the activities 
related to the discreet task work packages. Descriptions for 
the Five WBS Levels are provided in Table 4. 

• Proven Management approach 
currently vsed under on existing 
CISSS resulting In an average of 
30%-50% redvction in Task Order 
(TO) costs with a positive EVM 
expenditure level, as shown in 
Figure 7 on pa.ge 16. 

• C/SSS contract has not had 
monthly overages, nor has any 
task been over expended since 
October 2007 

• Ability to remotely monitor daily 
status and activities through new 
technologies svch as /Pads, 
tablets, etc. 

Level 1 Provides the name of the NRC Program Office that the activities are being performed for. MAR's TasKTracker 
module ca lures costs and EVM metrics at this level to su ort the re uested re ortln re uirements. 

Level 2 Provides the activity areas (8.3 System Authorization, 8.4 Continuous Monitoring Support, etc.) for each 
Program Office. MAR's TaskTracker module also captures costs and EVM metrics at thls level to provide 
data for the NRC 81-weekl Fundin Re ort as well as other re orts on an as re uested basis. 

Level 3 Provides the system name (if appropriate) and specmc tasks that are being performed for each activity 
area. It Is at this level that MAR establishes a schedule and ceiling for each distinct task along with the 
resources required lo perform the work. MAR's TaskTracker module captures costs and EVM metrics at 
this level to rovide re ortin on an as re uested basis to the Pro ram Office and the CSPSS COR. 

Level 4 Provides the discreet work packages necessary to complete the tasks outlined in Level 3. The work 
packages either have a short duration that will not exceed 80 hours or they will be divided into a series 
of milestones that can be used to objectively measure progress. All work packages have a start and 
finish date as well as a distinct bud et value which roll u to create the overall Level 3 task ceilin . 

Level 5 Provides the step-by-step processes necessary to complete the discreet work packages outlined in 
Level 4 documentation collection, documentation creation, s stem scannin , QA review, etc. 

Project Plans are provided to Program Office CORs in PDF format and are also provided in .mmp 
file format for inclusion in the Monthly Status Report. All Program Office Project Plans are 
incorporated into an integrated master Project Plan for the CSPSS project that is also provided on 
a monthly basis to the NRC CSPSS COR in PDF format. 

Throughout the lifecycle of the project, the Project Plan will be used as the primary means of 
capturing metrics related to timeliness and percentage of completion for EVM reporting purposes. 
As noted above, EVM reporting is accomplished using MAR's TaskTracker system, as shown in 
Figure 6. This system has been used for over five years on the current CISSS contract and has 
resulted in improved tracking of the overall financial and technical completion for each task. 
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MAR's Task Tracker system; a component of the MAR 
PMOS, will be used to provide daily tracking of financial 
status and activities fol/owing the Project Plan(s) work 
breakdown structures (WBS). 

This graphic provides a sample of the way MAR maps 
to levels 1 through 3 of the WBS to Task Tracker levels, 

This allows MAR to provide reporting at each of these, 
levels. 

Mapped to Level 1 of the WBS 

MAR will track the NRC Program Office activities that are 
being performed at lhls level In Task Tracker. MAR's 
Task Tracker module captures costs and EVM metrics at this 
level In support of the requesled reporting requlremenls. 

teW:r7iBi 1 !flWt:k1I\iif.W:~1 e 
Within this level of Task Tracker, MAR will track the activity 
areas (8.3 System Authorization, 8.4 Continuous Monitonng 
Support, etc.) for each Program Office. MAR's Task Tracker 
module also captures costs and EVM melrics at this level to 
provide data for the NRC Bi-weekly Funding Report, and 
other reports as needed. 

L u1'ir'.Jmu!1mmtfS4UBW&1 
The system name (if appropriate) and specific lasks 
(Security Risk Assessment (SRA), Annual Security Controls 
Testing, Quarterly Scanning, elc.) that are being performed 
for eaoh activity area will be tracked within these levels or 
Task Tracker. MAR's Task Tracker module captures costs and 
EVM metrics at this level lo provide reporting on an as 
requested basls to the Program Office and the CSPSS COR. 

.J 

Figure 6. Sample PMOS TaskTracker Module CSPSS Home Page. 
By integrating the Project Plan WBS into the MAR TaskTracker system, the CSPSS Project 

Management Team will be able to provide EVM metrics at Levels One, Two, and Three of the WBS. 
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The Project Plans, together with TaskTracker, allow MAR to provide near real-time EVM metrics 
down to the Third Level, when needed. This approach, as currently used on the CISSS contract, 
has resulted in the MAR Team staying within prescribed schedules and budgets as shown in 
Figure 7. Upon implementation of TaskTracker, we were able to better track EVM metrics on a 
dally basis. Other important factors to highlight that coincide with program maturity, as previously 
shown in Figure 1, include the first full ATO, followed by the establishment of the CSO 
organization. The combination of these factors provided a level of standardization, which resulted 
in a positive cost variance for the duration of the CISSS contract. 

Ii 
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Figure 7. NRC CISSS Project EVM History. 
As the NRC Cyber Security Program matured, the MAR Team maintained a consistent positive 

EVM allowing reinvestment into the project. 

MAR also uses a Dashboard function to manage and oversee tasks. The Management 
Dashboard is a component of the MAR PMOS and provides MAR Executive Management 
insight into contracUtask performance through high-level program level metrics extracted from 
the Project Plan. Among these is the Deliverable Report list which provides a high-level view of 
the specific deliverable milestones from the Project Plan sorted by office, system, activity, and 
task in an automated two-week view. This view provides the current status of all deliverables 
throughout the document creation process. 

The MAR Team understands the importance of using allocated funding in 
an efficient, appropriate, and consistent manner. As such, we periodically 
review, update, and revise Project Plans, spend plans, and financial and 
status reports to identify reductions in costs and timeframes where 
appropriate and practical. This approach is currently being used under our 
existing CISSS contract and has resulted in a significant reduction in 
specific TO costs. 

Under expended 
funding was 

routinely 
reallocated back 
into the C/SSS 

Task Orders 
providing added 

value to the NRG. 

The TaskTracker system is also an integral part of supporting the Bi-weekly and Monthly 
financial and Status reporting requirements as it has the capability of capturing costs by activity 
down to the task level. The Bi-weekly report will be provided to the NRC CSPSS COR by the 
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close of business every other Tuesday and provides expenditures at the Second Level (Activity) 
of the WBS. The Bi-weekly reporting metrics (Office, Activity, Budget, Money Spent, Money 
Remaining, Remaining Labor, and Remaining ODC) are captured in MAR's TaskTracker system 
and used when providing the Bi-weekly report and on an as needed basis outside of the 
bi-weekly reporting cycle. The Monthly Progress report is provided to the CSPSS COR 
(together with monthly invoices), on MAR Corporate letterhead, no later than the close of 
business on the fifth calendar day of each month. This report contains the information specified 
in NRC's CSPSS RFQ Attachment 1, Monthly Progress Report Format. 

MAR's PMOS TaskTracker component also provides near real-time reporting. MAR's timesheet 
system, TimeTracker, is integrated with TaskTracker and all timesheet (expenditure) and status 
entries are automatically available and updated upon entry. This function is used by the current 
CISSS COR on a daily basis. 

1.A.2 Special Projects 
RFP Section E, pages 5-6, SOW 8.2, page 5 

The MAR Team has the staff expertise and corporate capabilities to assist the NRC in 
addressing Special Project initiaUves. Senior analysts have been participants at industry 
conferences presenting on topics such as residual risk, implementing new technologies 
and applying best practices into existing and emerging programs. 

The MAR Team understands the ever-evolving HIGHLIGHTS 
nature of Cyber Security and threats that are • The MAR Team has conducted Executive Level APT 
posed to the NRC and their mission. We will R/.,:;k BriP.fing fnrthP. NRC. 
support special projects including the • MAR and Prometheus authored the NRG Enterprise 
assessment of residual risk, classified Risk Assessment (ERA) following NIST SP 800-39. 

• MAR provides support to the Intelligence Community 
processing support, evaluation of new in development of risk mitigation strategies and 
technologies, and analysis of best practices. classified system oversight. 
The resource availability and broad technical • CACI will provide Cyber Lab capabilities to evaluate 

depth of our Team will provide the opportunity to ~-ne_w_t_ec_h_n_ol_og_ie_s_. ----------~ 
bring personnel with proven multi-disciplinary expertise in these special project areas. We will be 
positioned to quickly respond to other challenges that may arise. 

In the past, the MAR Team has collaborated with other federal agencies, including DOE, DHS, 
and EPA, to identify security best practices to provide the NRC with different perspectives on 
how other federal agencies are approaching Cyber Security program objectives. Additionally, 
the MAR Team has sig,nificant experience engaging vendors and evaluating vendor 
technologies to determine how they can support the objectives of the NRC Cyber Security 
program as well as those of other commercial and federal customers. In the following Sections 
we present our team's approach and the directly relevant experience we will bring to address 
NRC special projects requirements. 

1.A.2.1 Assessment of Residual Risk 
RFP Section E, pages 5-6, SOW 8.2.1, page 5 

The MAR Team will conduct residual risk assessments to provide visibility into the remediation of 
known risks, to identify and determine impacts of previously unknown potential risks, and present 
mitigation strategies to address such risks. NIST 800-30 defines residual risk as the risk remaining 
after the implementation of controls for systems, programs, divisions, and for the agency-wide 
enterprise. The assessment focuses on residual risks to determine the acceptable and unacceptable 
levels of the risk by the NRC. These unacceptable levels of residual risk can be due to weaknesses in 
security controls related to programmatic, management, operational, and technical issues. 
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The residual risk assessments will be conducted on a quarterly basis and will focus specifically on 
risks impacting the enterprise level including multi-tier programs or multiple NRC information systems. 
Our Team has a working knowledge of many of the sources used to determine risks including: 

• 

• 

• 

• 

• 

• 

• 

• 

Audits - We will routinely review audit reports including GAO reports, 0MB FISMA report to 
Congress, and the anticipated Continuous Authorization audits to determine risk impacts. 
Enterprise Risk Assessment (ERA) - MAR and team member Prometheus developed the 
current ERA. The ERA will be used as a guide in assessing risk impacts. 
Cyber Security Incidents - MAR team member Mainstay has supported the CSO's incident 
reporting and tracking. From this understanding we will review trends in formulating 
recommended actions. 
NRC Strategic Plans - We will routinely review the NRC Strategic Plan and its revisions as a 
guide in mapping risks to the NRC's mission. 
Inspector General Reports - Currently the MAR Team assists the NRC in responding to 
NRC OIG data calls and we recognize many of the risk focal areas. Our senior analysts will 
continue to review the annual NRC OIG FISMA report. 
Plan of Actions & Milestones (POA&M) - The MAR Team supports many of the NRC 
Program Offices in the preparation and updating of POA&Ms; we also support the CSO in 
the review and reporting of POA&M scorecards. These reports will be used as evidence of 
existing risks and the trends in remediation activities. 
Vendor Reported Vulnerabilities & Exploits - As part of our Quarterly Scanning and 
vulnerability assessment tasks we track potential vulnerabilities and exploits in our PMOS. 
This information will be used in the analysis and prioritizing of risks. 
Observations - We will draw upon our familiarity of NRC systems and understanding of 
business needs to assist in mapping risks to the NRC mission. 

Our proposed process for developing the Residual Risk Assessment Quarterly Report and Briefing 
Process is outlined in Figure 8. 

Figure 8. MAR Team Residual Risk Assessment Process. 
The MAR Team will take a NIST 800-30 based systematic approach to Residual Risk Assessments. 

Using our knowledge of the NRC infrastructure and source documents outlined in the SOW, we 
will conduct in-depth research to identify and map risks to the NRC's mission. From this mapping 
we will prioritize the risks and evaluate the next steps for the identified risks. The MAR Team will 
work with each of the CSO teams, our ESA Team, and the Policy, Standards, and Training Team 
to ensure standard risk ratings and priorities are defined and consistently applied across all 
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possible risk activities. The Senior Project Manager, Mr. Evans, will coordinate with the COR on 
the report format and schedule the quarterly briefing. MAR senior cyber security analysts will 
conduct the quarterly residual risk assessment briefing to the NRG CSO and management. 

1.A.2.2 Classified Processing Support 
RFP Section E. pages 5-6, SOW 8.2.2, pages 5-6 

The MAR Team currently has NRC Q-cleared TS SCI personnel on 
staff that will support security engineering support and also 
classified systems authorization and continuous monitoring 
activities. Our approach to ensuring NRC is authorized to operate 
systems that process classified information focuses on 
strengthening existing information security controls as well as 
implementing new controls. The MAR Team will continue to use 
the following documents when developing specific actions: 
• ICD-503 Intelligence Community Directive Number 503 -

• The MAR Team has NRC 
Q-c/eared TS/ SCI 
personnel with additional 
reach back to more TS/ 
SCI personnel to support 
classified system support. 

• Within the Intelligence 
Community, MAR 
oversees the 
authorizations for 
approximately 120 
classified systems. 

Information Technology Systems Security Risk Management, Certification and Accreditation. 
• NIST SP 800-37 Guide for Applying the Risk Management Framework to Federal 

Information Systems: A Security Life Cycle. 
• CNSSl-1253 Committee on National Security Systems Instruction No. 1253 - Security 

Categorization and Control Selection for National Security Systems. 
• NIST SP 800-53 Recommended Security Controls for federal Information Systems and 

Organizations. 

The MAR Team will draw upon our analysts with classified system support experience to analyze 
existing security controls and review the current control environment with key NRC personnel, 
including people, processes, and technologies. This will result in a document capturing the 
current security posture of the NRC organization to put in place a process for preparing classified 
system authorization to operate packages. This process will outline the actions required to bring 
each system into compliance with ICD-503. Each action will be directly linked to one or more 
security controls found in NIST SP 800-53. Using this process our analysts will support the NRC 
efforts in obtaining an authorization to operate for the systems processing classified information. 

We will also establish a formal continuous monitoring program for information systems that 
process classified information at the NRC. This program will assist in bringing systems into 
compliance, and also protect the NRC investment in information security by maintaining 
compliance into the future as the risks and threats surrounding information technology evolve. 

This approach provides all parties involved with a method to monitor the progress of the NRC 
systems that process classified information in alignment with the ongoing development of the 
NRC's agency wide information security program. 

1.A.2.3 Evaluation of New Technologies 
RFP Section E, pages 5-6, SOW 8.2.3, page 6 
The MAR Team has the expertise and capabilities available to evaluate new technologies as 
they relate to the NRC specific workforce, processes, and existing technologies. New 
technology evaluation occurs in direct response to a COR request and may become part of 
requirements derived by the target ESA and associated Tra,nsition Plan. Regardless of why a 
new technology is evaluated, the results are collected and can be assessed by the ESA for 
relevance and possible inclusion in the target ESA. This may also support potential business 
solutions. For more information regarding the proposed ESA maturity lifecycle activities please 
refer to Figure 14 in Section 1.A.6.2, NRC ESA. 
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The MAR Team will leverage facilities such as CACl's Cyber Labs (CLs) to evaluate new 
technologies by simulating certain aspects of the NRC environment. We will also evaluate the 
stated capabilities of specific vendor tools or solutions, and identify positive and negative 
impacts to the NRC at both the system and enterprise level. We propose establishing a 
quarterly roundtable discussion on new technologies at our Team member's cyber lab facilities. 
This may include the identification and demonstration of new products or technologies. 

Our Team has previously supported comparable multiple product research and selection efforts 
for the NRC Cyber Security Program, such as the automated compliance effort involving 
product research and tool selection analysis associated with selected vendors including 
Tenable, nCircle, and ThreatGuard, who offer tools that could play a role in supporting the 
strategic initiative. Tests were conducted for each of the products to determine the viability of 
developing in-house templates for automated compliance checks. The final determination was 
that the most cost effective method was to engage the vendor directly to develop the templates. 

When evaluating new technologies we will map each tool to the 18 security families described in 
NIST SP 800-53 and as outlined in Table 5. This will allow the NRC to fully understand the impact 
each technology has on the NRC Cyber Security Program and associated security controls. 

Table 5 . NIST SP 800-53 18 Security Families 
• Access Control • Media Protection 
• Awareness and Training • Physical and Environmental Protection 
• Audit and Accountability • Planning 
• Security Assessment and Authorization • Personnel Security 
• Configuration Management • Risk Assessment 
• Contingency Planning • System and Services Acquisition 
• Identification and Authentication • System and Communications Protection 
• Incident Response • System and Information Integrity 
• Maintenance • Pro ram Mana ement 

The resulting analysis will provide the NRC with an understanding of potential return on investment 
(ROI), as well as how a particular technology potentially solves current challenges, introduces new 
challenges, overlaps existing technologies, compliments existing technologies, or addresses a 
combination of these factors. We will add insight and propose recommendations into whether the 
specific technology has been used by the Federal Government at-large and/or commercial industries, 
allowing the NRC to determine the risks involved in implementing a particular technology. 

1.A.2.4 Analysis of Best Practices 
RFP Section E, pages 5-6, SOW 8.2.4, page 6 

The MAR Team has the expertise and capabilities available to assess federal and industry best 
practices for applicability to the NRC processes and culture. For example, over the last six years, 
we have recommended numerous changes to the NRC's systems authorization artifacts. This 
includes Security Categorization and System Security Plan templates. We also recommended 
changes to the overall systems authorization process to allow for parallel efforts in order to meet 
compressed schedules. We routinely meet with the CSO and staff to discuss areas for 
improvement to individual artifacts or the security program. With the addition of MAR team 
members such as CACI, KCG, and Securicon, we will leverage their knowledge from supporting 
other Federal agencies such as TSA, Intelligence Communities, and DoD to initiate new dialogue 
such as "Bring Your Own Device," Mobile Computing, Virtualization, and Cloud Computing. 

The first step in evaluating a best practice is analysis. Analysis of best practices may occur in direct 
response to a COR request or as a result of ongoing Cyber Security support efforts across the NRC. 
This may also support potential business solutions and the ability for the NRC to make informed 
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decisions or to streamline processes in an effort to reduce costs associated with the development of 
cyber security artifacts. The MAR Team's analysis will provide the NRC with an understanding of 
potential ROI, as well as how a particular best practice potentially addresses current challenges or 
introduces new ones. We will add insight into whether the specific best practice has been 
successfully implemented by similar Federal agencies, allowing the NRC to fully understand the 
risks and benefits involved in implementing a particular best practice. 

Once the analysis is complete, the MAR Team will provide recommendations through the 
development and submission of a white paper. The white paper will provide a description of the 
background or rationale behind developing the white paper, a discussion of potential options for 
NRC cons:ideration, and a recommended on the course(s) of action. Our recommendations will 
be based on an understanding of the NRC environment, a sound business case, and represent 
a positive ROI for the NRC. MAR will offer to provide a briefing or facilitate a roundtable 
discussion to provide an open forum to address questions or concerns. 

The NRC COR will review the white paper and determine a course of action which may include 
requesting assistance from the MAR Team in incorporating selected recommendations into the 
NRC Cyber Security Program. The MAR Senior Project Manager, Mr. Evans, will work with the 
NRC in outlining the engagement of MAR's Technical Team and the associated resources required 
to fulfill the assistance required from MAR. At this point the activities will be established within the 
MAR TaskTracker system and monitored under the processes outlined in Section 1.A.1 .2. 

1.A.3 System Authorization 
RFP Sectiori E, pages 5-6. SOW 8.3, page 6 

The MAR Team builds upon the investments made to the NRC's Systems Authorization 
process ensuring that security is addressed throughout all phases of the PMM. 

HIGHLIGHTS The NRC's Office of Inspector General's 
November 9, 2011 Independent Evaluation of • 
NRC's Implementation of the Federal 
Information Security Management Act for Fiscal • 
Year 2012 (OIG-12-A-04) states: "Over the 
past nine years, NRC has continued to make • 
improvements to its information system 
security program and continues to make 

In 2006, the NRG had only Interim A TOs (IA TOs) for 
their systems 
Since 2010 all NRG FISMA reportable systems have 
achieved and maintained an A TO 
MAR currently delivers between 23-30 NRG Gyber 
Security artifacts per month in support of maintaining 
ATOs 

progress in implementing the recommendations resulting from previous FISMA 
evaluations." MAR is proud to have been a trusted contractor and team player supporting the 
NRC's leadership and vision over the past six years by assisting CSO, OIS, and the Program 
Offices in achieving this significant progress in its IT Security Program. Much of this was 
accomplished by establishing strong working relationships with the CSO, Program Office System 
Owners and ISSOs, support staff within ICOD, and other contractors providing support to the NRC. 
Our Team has taken the initiative to truly understand the architecture and purpose of each NRC 
operational information system. During our current CISSS contract we delivered innovative use of 
technology and staff to provide the NRC with the combination of skills and knowledge to constantly 
improve upon our technical work performed. 

As part of our approach and solution, we recommend that moving forward we leverage our 
relationship with NRC System Owners and knowledge of NRC systems to ensure security is 
addressed at the earliest stages of the System Development Life Cycle (SDLC). Too often, 
system security is an after-thought. We have seen many cases where attempts are made to 
retro-fit required security controls into systems after they become operational. Early integration of 
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information security requirements into the SDLC is the most cost-effective and efficient method for 
an organization to ensure that its protection strategy is implemented. 

1.A.3.1 Obtaining NRC Information Systems Authorization to Operate 
RFP Section E, pages 5-6, SOW 8.3.1, page 6 

Working closely with the CSO, the MAR Team has developed a standardized approach using 
NRC templates and guidance. In performing authorization activities over the last six years, we 
have completed both full packages and "ala carte" activities for discrete portions of the 
authorization process. This work had provided us insight into resources and schedules required 
for each type of activity and their applicability within each PMM phase. Through best practices 
developed under the CISSS contract, the MAR Team proposes a specific Independent 
Assessment Team to address the testing and evaluation of systems. Members of this team are 
not involved in the earlier phases of the systems authorization process. 

Security Assessment and Authorization activities, from the initial Security Categorization 
through receiving an ATO, are reliant upon the implementation of 1) a sound, repeatable 
process 2) tools that automate the process, organize its activities, and support the successful 
attainment of Authorization, and 3) the capture of metrics (management and technical quality) to 
be used for program and process improvement - also known as lessons learned. We have 
taken the time to carefully capture this understanding from lessons learned within the MAR 
PMOS. This repository of information is used to constantly improve processes, procedures, and 
enhance the service the MAR Team provides. Examples include improvements to Security 
Categorization templates, as well as the development of checklists and documentation 
guidelines for consistency in artifact development. 

Increasingly, agencies are adapting a new 
approach to authorizations that align with the 
emergence of the new NIST Risk Management 
Framework (RMF) outlined in NIST SP 800-37, 
as shown in Figure 9. 

It provides a mechanism for agencies to 
implement an efficient and effective program for 
managing risk to the enterprise. The NIST RMF 
serves as the basis for executing the new "C&A" 
process which is now called the Security 
Assessment and Authorization (SA&A) process. 
The MAR Team has worked closely with the 
NRC's CSO to integrate the RMF into NRC 
processes which have been used for recent 
NRC System Authorizations. Figure 9. NIST Risk Management Framework. 

Figure 10 illustrates the MAR Team's activities under the first five steps of the RMF for 
supporting the NRC's systems authorizations. Under each RMF step the associated 
deliverables/artifacts that will be produced under the CSPSS project along with the 
complimentary components from MAR's PMOS is outlined. Please note that step 6 of the RMF 
is addressed in Section 1.A.4, Continuous Monitoring. 

Throughout the Systems Authorization process, the QA Team will provide oversight and upon 
completion will conduct a lessons learned meeting. This information will be captured and input 
into PMOS or the appropriate NRC repositories. 
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RMF Steps 
Select 

Secunty Controls 
Authorize 

Information S yslem 

• E-Aulhent1cabon Risk • Security Risk 
Assessment Assessment !SRA) 

• Conhngen<:y Plan (CP) • Update SRA • POA&M Report 
• Preliminary , Authonzat1on Package 
Assessment Report 

CS PSS Artifacts 
Produced 
or Upmted 

• Secuirty Categonzabon 
• ST&E Plan and Repo<t 
• Secunty Control Testing 
• CP Test Report 

S slem Security Plan 

Develop/Revise Supporting Documenlallon 

PMOSSupport 

Figure 10. MAR Team System Authorization Process Aligned with NIST RMF. 
NIST RMF integrated with MAR's PMOS to deliver a repeatable, consistent, and efficient approach 

to FISMA compliance for the NRC. 

E-A11thentication Risk Assessment 
SOW 8.3.1, pages 6-7 

Electronic authentication (E-Authentication) is the process of 
establishing confidence in user identities electronically 
presented to an information system. The criticality of 
implementing appropriate remote authentication solutions, 
commensurate with associated risk, cannot be over­
emphasized. In our experience, E-Authentication Risk 
Assessments are commonly treated as an after-thought at 
many organizations. We have witnessed in these other 
organizations many cases where authentication assurance 
levels have been incorrectly determined - rendering an 
application, and its data, susceptible to exploitation. 

• Lead Security Analyst(s) are 
assigned based on knowledge 
with the System. 

• Will serve as a more effective 
liaison between the Program 
Office and the CSO to ensure 
effective communication is 
maintained throughout the 
process. 

• Leverage our In-depth NRG 
knowledge and understanding 
to more accurately assess 
impacts to the NRG 's 
business and mission. 

The MAR Team has assisted in the assessment of over 100 systems to determine the necessity of E­
Authentication Risk Assessments over the past six years. We have worked closely with the NRC 
CSO in determining when the E-Authentication Risk Assessment is required and how it is incorporated 
into the Security Categorization process. As a direct result of this collaboration, we have assisted the 
NRC with updating templates for the purpose of simplifying guidance, as detailed in 0MB M-04-04, 
and minimizing subjectivity during E-Authentication Risk Assessments. The E-Authentication Risk 
Assessment is now incorporated as a section of the Security Categorization report. 

Security Categorization Package 
SOW 8.3.1, page 7 

The MAR Team currently conducts a security scoping interview to 
determine the proper system or applications classification and impact 
consistent with NRC guidance, FIPS 199 and NIST SP 800-60. Systems 
are categorized with a system impact of Low, Moderate, or High. We 
develop a system security categorization report that identifies the system 

• Over 100 Security 
Categorizations 
conducted on 
CISSS contract. 

• Today's Security 
Categorizations 
unit cost is 60% 
lower than at 
contract award. 
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scope, inter-systems connectivity, the information sensitivity levels of data processed within the 
system, the privacy impact of the system, and whether it contains Personally Identifiable 
Information (PII). Electronic transactions (Inquire, Create, Delete, and Modify) and requisite 
authentication levels are incorporated into the E-Authentication portion of the report (when 
applicable) and electronic records disposition. The MAR Team also reviews and recommends 
changes to the NRC completed privacy impact assessments for consistency with Section 208 of 
the Electronic Government Act, and information obtained during the systems Security 
Categorization. MAR will continue to use this process in support of the CSPSS project. 

The purpose of the security categorization is to define and document the potential impact level or 
magnitude of harm that can be expected to result from the compromise of information 
confidentiality, integrity, and availability within an information system. The NIST SP 800-60 is 
used to map each of the types of information contained within the system. Impact levels are 
ranked as Low, Moderate, or High for confidentiality, integrity, and availability based on the extent 
to which an adverse effect is considered to be limited, serious, or severe in nature and based 
upon the guidance provided by CSO. The potential impact values assigned to the respective 
security objectives (confidentiality, integrity, availability) are the highest values (i.e., high water 
mark) from among those security categories that have been determined for each information type 
resident on the system. The resulting overall security category of the system is determined by 
applying the high water mark of each of the three security objectives. 

The MAR Team determines and documents the security categorizations of the information 
systems in accordance with the process outlined in NIST 800-60 and FIPS 199 standards. 
MAR provides facilitation of this process by gathering inputs from the key stakeholders and 
developing recommendations for the security categorization at Low, Moderate, or High based 
upon the system's function, as it relates to the NRC's mission, and the information types 
processed. Our approach is to conduct the security categorization process with an 
organization-wide mindset to ensure consistency of information type assessments across the 
enterprise. With this approach in mind, the MAR Team assisted the CSO in creating a draft 
NRC Security Categorization Approach document in FY11 which is currently under review. 

When conducting a security categorization, MAR evaluates and determines the system 
boundary by reviewing the system network diagrams, analyzing information data types and 
flows, evaluating system interfaces and interconnections, reviewing system documentation, and 
plotting undocumented external network interfaces. Conducting this analysis is imperative in 
determining the appropriate boundary and subsequent information type impact levels as the 
results of the security categorization process influence the selection of security controls for the 
system. This analysis provides the support required for proper system categorization and 
control selection - thereby providing some assurance that the cost associated with control 
implementation is appropriate. 

In our experience, System Owners occasionally over estimate the potential impact to the 
organization regarding certain events that may jeopardize the confidentiality, integrity and 
availability of an information system. MAR recommends taking a holistic approach to assess 
mission and business drivers during the categorization process. This approach advocates the 
standardization of information types based on impact levels and agency mission. Our 
experience indicates that standardizing results in consistent categorizations across the 
enterprise may potentially reduce the cost of implementing security controls. This approach 
ensures individual information systems are categorized based on the mission and business 
objectives of the organization. 
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Additionally, in conjunction with completing the Security Categorization report, our Team reviews 
and proposes changes to the system's Privacy Impact Assessment (PIA). The PIA will address 1) 
what privacy information is being collected, if any, 2) why the information is being collected, 3) the 
agencies intended use of the information, 4) with whom the information will be shared, 5) what 
notice or opportunities for consent would be provided to individuals regarding information that is 
collected and how it Is shared, and 6) how the information will be secured. 

The Security Categorization will be documented in a report that follows the NRC Template for 
Security Categorizations. The report will be delivered in draft form and then in final form after 
NRC comments have been incorporated. 

Security Risk Assessment (SRA) 
SOW 8.3.1, pages 7-8 

The MAR Team understands the full risk management life 
cycle and the importance of SRAs. This is a vital step in 
providing the responsible NRC officials with the 
information necessary to make risk-based decisions in 
determining the readiness of a system or application for 
an ATO. Our Team understands a primary goal for NRC 
is to ensure NRC's IT assets are secure and are able to 
obtain and maintain an ATO. 

With the movement toward the NIST RMF, the mechanism 
for aligning security risk ta mission objectives with an 
emphasis on enterprise security risk management is 
formalized. This approach includes an emphasis on 

• Leverage our knowledge of NRG 
requirements, standards, and 
systems !o ensure a comprehensive 
technical approach to identify the true 
risk pictures of the system and to 
consistently map vulnerabllity 
assessment tool findings to 800-53 
controls. 

• Proven past performance delivering 
compliance reviews ensuring detailed 
and concise documentation that meets 
necessary assessment reqt1irements. 

• The use of MAR-developed parsing 
tools to efficiently map results into 
NRG specified templates for additional 
cost savings and accuracy. 

Continuous Monitoring and Continuous Authorizations. To get to that point. a comprehensive security 
control assessment plan must be developed and executed following NIST SP 800-53A, 0MB A-130, 
FIPS 199, and other Federal and NRC guidance. The results of the security tests and resulting 
POA&Ms will provide NRC stakeholders, including the CSO, Information Owners, System Owners, 
and others a baseline to measure readiness for operations or continued operation. 

At the foundation of our approach is the understanding of NRC risk tolerance levels and the 
required security controls within the NRC environment. The MAR Team has gained significant 
experience and Insight by performing Security Risk Assessment activities on nearly all NRC 
operational systems. In support of the CSPSS project, we will continue to assist System 
Owners in on-going risk management for existing systems and to prepare new systems for the 
authorization process. Our experience in developing and executing the SRAs does not 
guarantee an ATO - ultimately that is dependent upon the status of each system. We have 
been able to assist NRC System Owners in identifying the full range of risks and mitigation 
measures in place to create the lowest possible residual risk lo the system and to the Agency. 

Our Team uses a qualitative Facilitated Risk Assessment Process (FRAP) approach to identify 
threats and vulnerabilities and to assess the risk e)(posure. This FRAP approach includes the 
following activities: 
• System characterization including sensitivity of data, data flow, user descriptions and 

system categorization. 
• Review of threats to the system (threat identification). 
• Assessment of current and planned security controls ( control analysis) using a combination of 

documentation reviews, inteNiews, obseNations, vulnerability scans to determine system 
configuration and patching levels and penetration tests to assess the boundary protections. 
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• Provide observations about each control. 
• Pairing vulnerabilities with threat-sources. 
• Determination of the likelihood (High, Medium, and Low) and Impact (High, Medium, and 

Low) of each vulnerability/threat pairing after factoring in compensating controls and 
providing statements detailing the determination. 

• Assessment of each risk as Low, Moderate, or High based upon the NIST risk-level 
matrix of threat likelihood and threat impact. 

• Development of recommended mitigating controls. 
• Selection of mitigating countermeasures for each identified risk. 
• Assignment of responsibility for countermeasure implementation. 
• Establishment of a timeframe for countermeasure implementation. 
• Reporting of results using an NRG-provided risk assessment report template. 
• Assist the SO with incorporating and prioritizing the findings into the system's POA&M. 

The SRA follows the guidance from the NIST SP 800-30 and NRC Management Directive 12.5. 
Its purpose is to evaluate and document the extent to which the security controls, are in place 
and operating as intended, such that the information stored, processed, and transmitted is 
adequately secured and protected. The risk assessment characterizes system threats and 
vulnerabilities, including the likelihood of each threat-source exploiting the associated 
vulnerability, and then determines the potential harm or impact each threaUvulnerability pair and 
associated threat action could impose upon the confidentiality, integrity, and availability of 
system information in the event a security control is not properly implemented. The likelihood 
and the impact associated with a given threat/vulnerability pair is the risk for that particular pair. 

The SRA will be documented In a report that follows the NRC Template for SRAs. The report 
will be delivered in draft form and then in final pre-test form after NRC comments have been 
incorporated. The SRA is updated and finalized once system testing is completed to reflect 
validated information. 

System Security Plan (SSP) 
SOW 8.3.1, page 8 

The protection of a system must be documented in a SSP. The purpose of the SSP is to provide an 
overview of the security requirements of the system and describe the controls in place or planned 
for meeting those requirements. Description of the information system (including system boundary) 
and documenting the description in the SSP is required per NIST SP 800-37. A system's ATO is 
based on an assessment of management, operational, and technical controls. 

For the system description, the MAR Team uses the information contained within the Security 
Categorization and ensures the information systems are thoroughly documented. We will also: 

• 
• 

• 

• 

• 

Identify all planned and existing security controls and document them within the SSP . 
Check that all known security threats, vulnerabilities, and weaknesses in the security 
controls are identified and documented in the SSP. 
Make sure the status of each control is accurately depicted (in-place, planned, not-planned, 
not applicable or inherited from another NRC system). 
Make certain that inherited controls are actually in-place by the providing system and an 
agreement exists between the control provider and the SO of the inheriting system. 
Perform the initial risk assessment with all system stakeholders to identify the current risk 
exposure of the information system and the current state risk exposure and update the 
impacted controls in the SSP. 
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• Ensure the SSP is updated to reflect the results of any recent changes including possible 
changes to the system's boundary, implementation of new common/inherited controls, 
findings from security tests or closed POA&Ms. 

With the PMM, the SSP must be in place and/or updated in the Elaboration, Construction, and 
Transition phases in preparation for the development of the System Test and Evaluation (ST&E) 
Plan. At completion of the testing, the SSP is updated to reflect any modifications to the 
controls. The SSP is then included in the package for systems authorization. 

The SSP is an essential component of IT risk management. The MAR Team understands the 
need to have this document accurately reflect the system security posture and that the security 
controls selected are baselined according to the expected impacts to Confidentiality, Integrity, and 
Availability of the system. For the past six years, the MAR Team has assisted NRC System 
Owners with the preparation and maintenance of SSPs and has played an integral part in the 
maturity of this documentation. As noted in the November 2011 Office of the Inspector General 
(OIG) report, the NRC "has continued to make significant progress in assessing and authorizing 
its systems'' and "the agency completed or updated security plans for all of the agency's 22 
operational systems." No deficiencies were noted by the OIG regarding the agency's SSPs. 

The SSP will be documented in a report that follows the NRC Template for SSPs. The report will be 
delivered in draft form and then in final pre-test form after NRC comments have been incorporated. 
The SRA is updated and finalized once system testing is completed to reflect valldated information. 

Preliminary Assessment Report 
SOW 8.3.1, pages 8-9 

As part of the authorization process, the MAR Team performs vulnerability 
scanning as required by NRC. We have an experienced scanning team in 
place familiar with the tools and procedures required to efficiently conduct 
scanning of systems with minimal disruption to daily system operations. 
Each of our scanning team members has current approval and 
authorization from the NRC Project Officer and other NRC management. 
MAR has developed and continually updates a "Vulnerability 

• MAR maintains a 
Vulnerability 
Recommendations 
Library (VRL) to aid 
in the evaluation of 
scan results. 

• There are currently 
over 600 entries in 
the MAR VRL. 

Recommendations Library" (VRL) within our PMOS. The VRL contains non-sensitive and non­
system specific data that assists the scanning team in the evaluation of findings and development of 
recommendations that are incorporated into the Vulnerability Assessment Report (VAR). 

Automated scanning and manual testing determines if the system is concurrently patched and 
properly configured, operated, and maintained correctly and in accordance with NRC policy and 
standards. Additionally, these tests help determine whether security controls are operating as 
intended and validate whether NRC systems continually meet federally mandated and NRC 
defined security requirements. In performance of the scans the MAR Team will utilize a variety of 
NRC approved testing tools. Some of the tools and guides we currently use include: nCircle, 
Nessus, Core Impact, DISA Gold, Air Magnet, Hailstorm, CIS Benchmarks, Microsoft Baseline 
Security Analyzer (MBSA), and ThreatGuard for United States Government Configuration 
Baseline (USGCB) checks to conduct the assessment. These are either manual or automatic, 
and include proprietary and modified open source. 

We will use our experience at the NRC and expert-level knowledge of NIST SP 800-53, FIPS 140-2, 
NRC Management Directives, Committee on National Security Systems issuances (where 
applicable), and various NRC policies, processes, standards and Organizational-Defined Values to 
conduct preliminary assessments. The tools and/or specifications are used to assess vulnerability 
and hardening status for the NRC system hardware, softwar,e, and network devices. The VAR 
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provides the collective findings of these various types of scans and hardening checks, along with 
recommendations for addressing each finding. Whenever possible the analysts who produce the 
VAR conduct additional research to identify the specific patches or configuration settings that are 
recommended to correct the vulnerability, with special attention paid to critical level findings. 
Recommendations for possible deviation requests are also included where appropriate. 

The VAR is developed by the scanning team and reviewed by the QA Oversight Team for 
submission to the NRC System Owners and other stakeholders for review. We remove false 
positives from the report. As new findings arise, we add them into our VLR for future reference. 

We incorporate an assessment strategy that includes, but is not limited to, the following activities: 
• Identifying if the system is vulnerable to any published exploits. 
• Determining whether implemented cryptography is currently FIPS 140-2 validated. 
• Determining if the system has the latest patches installed. 
• Determining if the system is utilizing any unsupported hardware/software. 
• Analyzing if unnecessary ports or services are available. 
• Validating the system adheres to Federal regulations, guidelines, and standards. 
• Validating the system is hardened per NRC standards. 
• Analyzing if the system's implementation adheres to the vendor's recommendations. 
• Verifying the systems' procedural controls are adequate. 
• Determining if the system's managerial controls are sufficient. 
• Observing NRC employees' , contractors', and vendors' adherence to policy and procedures. 

Upon conclusion of the preliminary testing, the MAR Team documents the results and 
observations of the tests in a VAR. Findings identified in the VAR will include the following 
items as outlined in the SOW: Risk Number, Description of Risk, Type of Risk, Associated 
Controls, and Actions Required or Performed. 

MAR also includes the following items to the VAR to assist System Owners in understanding the 
full scope of the vulnerability: 
• Affected Hosts - components (servers, work stations, network devices, etc) that have the 

vulnerability. 
• Vulnerability ID - tool/standard/benchmark used to identify the vulnerability (NRC Standard 

ID, nCircle ID, DISA Vulnerability ID, CIS Benchmark ID, etc.). 
• Status - used to identify if vulnerability is associated with an existing POA&M or result in a 

new POA&M, an existing Deviation or result in a new Deviation. 
Upon execution of testing, the MAR Team performs daily out-briefs with NRC personnel through 
oral or written status reports. These out-briefs detail the day's testing activities, high level 
findings, any issues that have occurred, and the plans for the next day's testing. At no time does 
the MAR Team make decisions without properly consulting with the NRC and receiving the 
approval on how to proceed. We work with the ISSO and system administrator to conduct initial 
remedial actions to correct the deficiencies prior to finalization of the SRA, ST&E Report, and 
POA&M. Any findings that are remediated during the process will be re-tested and validated for 
proper remediation to an acceptable level of risk. A final copy of the VAR is provided in the 
completed authorization package. The MAR Team immediately reports all exploitable 
deficiencies found in the system to the COR. 

The MAR Team coordinates and executes all applicable site access and non-disclosure 
agreements and authority to scan forms with parties other than the NRC prior to commencement 
of the above mentioned activities, ensuring that project schedules are not impacted. 
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The VAR will be documented in a report that follows the NRG Template. As this document is part of 
the independent assessment, it will be delivered in secured read-only PDF format. 

Systems Test and Evaluation (ST&E) Plan 
SOW 8.3.1, p,:1ges 9-10 

Through our various contracts with the Federal government, 
the MAR Team has gained significant experience and insight 
by performing ST&E activities on nearly all types of operational 
systems and applications within most operating environments. 
We bring this expertise to assist the NRG in maintaining their 
ATOs for existing systems and to aid in new systems achieving 
an ATO. 

The ST&E Plan is developed in accordance with NIST SP 800-
53, NIST SP 800-53A, NIST SP 800-37, NIST SP 800-115 and 

We have performed over 50 
ST&E activities during the past 
two years across a wide range of 
systems and applications. This 
experience has resulted in our 
ability to: 
• Assist system owners in 

gaining or retaining their A TOs. 
• Development of automation 

tools and processes that 
deliver results al or below 
planned budgets and within 
tight "lime constraints . 

the NRC ST&E Plan Template. The MAR Independent Assessment Team reviews the SSP and 
develops detailed test procedures to ensure all IT security functional and assurance 
requirements are fully tested. The procedures will use the following test methods; examine, 
interview, inspect, and test, and will contain sufficient detail so that familiarity with the system is 
not required in order for technically trained assessors to successfully execute the variious tests. 
We will use MAR's parsing tools to do an initial control selection and test procedures population 
that are based on the system categorization, SSP, along with both NIST guidance and NRC 
requirements. Through the use of these tools and the information contained in our PMOS we 
are able to prepare plans in a consistent, repeatable process that saves time and allows our 
analysts to focus on the evaluation of the system. 

The MAR Team has been involved with the full cycle or ST&E for numerous agencies -
Intelligence Community, NIH, DoD, and TSA - to name a few. Best practices taken from these 
environments will be brought to NRG Security Management as part of efforts to improve the 
efficiency of security testing processes. The ST&E Plan identifies all testing assumptions, 
constraints, and dependencies and includes a proposed schedule that identifies which 
personnel, hardware, software, and other requirements that must be met for each portion of the 
schedule to accomplish full system security testing. The following criteria are used: Examine, 
Interview, !Inspection, and Test. 

For NRG-common controls and controls inherited from another system, we will verify that the 
inherited system's SSP is documented that the inherited controls were in-place, and functioning 
as expected. Our Team works with the NRC to recognize those controls that are inherited from 
other systems. We also work to continually update and improve ST&E Plan processes and 
templates ,and follow the latest process that is in alignment with any existing NRC templates. 

The primary objective of the ST&E Plan is to provide sufficient details of the ST&E engagement 
so that all stakeholders have an opportunity to review, modify, and/or approve the Plan prior to 
the commencement of actual testing. The MAR Team does not proceed with systems testing 
until both the System POC and CSO have approved the ST&E plan. The ST&E Plan describes 
the purpose and scope of testing along with any assumptions, constraints or dependencies. The 
constraints are particularly important as they detail the controls that will not be tested during the 
engagement and the reason why. With this, CSO and other stakeholders may decide to 
postpone the test or perhaps suggest alternative testing methods. Also, the Roles and 
Responsibilities section of the ST&E Plan clearly defines the role each stakeholder plays in a 
successful test engagement. There have been situations where testers were not able to fully 
meet the objectives of the ST&E exercise. If each stakeholder understands his/her role and the 
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ST&E Plan has been adequately communicated, this type of situation can be minimized, 
ultimately resulting in delivery of test results on time and within budget. 

The ST&E Plan will be documented in a plan that follows the NRC Template for ST&E Plans. The 
plan will be delivered in draft form and then in final pre-test form after NRC comments have been 
incorporated. The ST&E Plan may be updated and finalized once system testing is completed 
should the need to arise perform additional tests that were outside of the original scope of testing. 
For example, new components are discovered during scanning that would then need to be tested. 

Security Control Testing 
SOW 8.3.1, page 10 

The MAR Independent Assessment Team performs Security Control Testing services in 
accordanoe with NIST SP 800-115 and the approved ST&E Plan. The MAR Team's approach 
is to conduct validation testing that uses multiple vulnerability testing tools and utilities. 
Inclusive in our approach for standardization is the generation of specific and repeatable test 
cases for three different types of security testing; 1) Compliance Testing, 2) Best Practices, and 
3) Vulnerability Testing. The MAR Team test cases are built on security requirements as 
defined in NIST SP 800-53A in accordance with NRC security standards, policies, and common 
controls guidance. Test cases are developed based on best practices from NIST, IT security 
procedural guides, and leading security industry organizations including the Center for Internet 
Security (CIS) and the SANS Institute and will be accomplished through interviews, 
documentation reviews, or testing. Our Team will work with the appropriate government 
facilitator to verify concurrence of our test cases prior to executing the test. Additionally, in 
situations where cryptography is required, tests are conducted to determine whether the 
implemented cryptography module is currently FIPS 140-2 validated. 

The security assessment is used to validate overall effectiveness of the confidentiality, integrity, 
and availability safeguards in place. The assessment validates the implementation and 
documentation of the safeguards and assesses their ability to properly protect the sensitivity 
requirements of the system as defined in the SSP. The assessment execution is based on the 
parameters defined in the Security Assessment Plan. Each test case is executed in a controlled 
environment and the results are documented and compared with the expected results identified in 
the test case. Discrepancies between intended and actual results are documented and assigned 
a severity level based on the increased level of network and/or system risk. At the completion of 
testing, the ST&E report, VAR, and POA&M are completed to properly document results. 

The MAR T earn coordinates and executes all applicable site access and authority to scan forms 
with parties other than the NRC prior to commencement of the above mentioned activities. 

The Security Control Testing will be documented in a report that follows the NRC Template for 
Security Control Testing. As this document is part of the independent assessment, it will be 
delivered in secured read-only PDF format. 

POA&M Report 
SOW 8.3.1, page 11 

The requirement for government agencies to maintain POA&Ms began under the oversight of 
the GAO and Congress. 0 MB prov ides detailed reporting roles and responsibilities, minimum 
information assurance performance measures, and reporting formats in detailed memorandum 
instructions. POA&Ms are required under FISMA of 2002 and related requirements are refined 
through annual 0MB FISMA reporting instructions. 
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POA&Ms are used to identify and track known information security weaknesses. These 
documents detail the plans and proposed implementation by the ISSO and include the 
resources required to accomplish corrective actions, the personnel responsible for mitigating 
weaknesses, the milestones supporting mitigation, and the scheduled dates for completion of all 
required actions. Adequate POA&M documentation defines priorities for resolving issues, 
supports the justification for and allocation of resources, provides accurate statistics for 
submission to 0MB, and provides a centralized information source for staff, managers, 
administrators, and officials involved in the process. POA&M components include: 
• Weakness ID • Scheduled Completion Date 
• Issue Date • Brief Description of Work/Services 
• Weakness Description • Milestones with Completion Dates 
• Point of Contact • Changes to Milestones 
• Risk Level • Source 
• Additional Resources Required • Date Closed 
• Funding Availability • Status. 

Our Team assists the NRC Program Offices with the documentation of their systems' 
weaknesses through prioritization recommendations and technical guidance. We upload all 
POA&Ms created from the authorization process into Xacta for tracking and reporting purposes. 

Contingency Plan (CP) 
SOW 8.3.1, pages 11-12 

The MAR Team will continue to support the NRC staff in the development and documentation of 
a CP and test procedures in accordance wfth federally mandated requirements, NRC defined 
cyber security requirements and contingency approach. The System CP is documented in a 
report that follows the NRC Template for the System CP. The Plan is maintained in its hard 
copy form for contingency execution should the NRC Network Infrastructure be unavailable. 
The MAR Team uses checklists, accessible to the team in the PMOS, that were developed from 
experience gained over the past four years to make certain we are following a consistent and 
repeatable process in developing GP Plans. 

The Disaster Recovery and Reconstitution Procedures discuss the process to restore the 
information system or components to a known state and define the actions taken to test and validate 
system capability and functionality. Tabletop exercises are a good starting point from which 
specifics can be documented and tested until an effective plan is achieved. 

The Business Impact Analysis (BIA) is a key step in the contingency planning process. The BIA 
enables the system owner to characterize and correlate system components with the critical 
mission/business processes and services to determine contingency planning requirements and 
priorities should a disruption occur in the system. 

We will use the CSO-approved template to create the BIA document and work with System 
Owners to identify critical missionlbusiness processes to determine the maximum allowable 
outage times the NRC can tolerate while still maintaining the mission. During this process, a 
thorough evaluation of the critical resources necessary to resume mission/business processes is 
defined. This will allow the NRG to establish priority levels for sequencing recovery activities and 
resources. The overall result of the BIA is an information system recovery priority hierarchy. 

We also provide detailed procedures for the Notification/Activation Phase, Recovery Operations, 
and Return to Normal Operations sections. There may be situations where the CP must be 
executed by contractors who are unfamiliar with the system. Procedures must be sufficient so that 
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any technically trained individual can successfully follow the procedures. To that end, it is critical 
that the CP contains detailed information regarding: 

• 

• 

• 
• 

• 
• 

Notification procedures including a list of all stakeholders with applicable contact information . 
o Stakeholder contingency roles and responsibilities are also included in this list. 
A current list of equipment (hardware and software) comprising the system including 
Baseline Configuration information (O/S levels, configuration settings, etc). 
Location of the system's standard operating procedures . 
Identification of any systems that the system is dependent upon including contact 
information for the dependency system. 
References to the emergency management plan and occupant evacuation plan . 
References to the appropriate continuity of operations plan . 

The CP will be documented in a report that follows the NRC Template for CP. The report will be 
delivered in draft and then in pre-test form after NRC comments have been incorporated. 

Contingency Plan Test Report Over the past 
two years MAR 

SOW 8.3.1·, page 12 has prepared 
Our Team provides expert advice and support during the Contingency Planning 50 Contingency 
Test to ensure the test plan documentation is compliant with the System CP that TestReports 
has been approved by the NRC. Testing will follow the procedures developed and covering over 

documented in the CP. We will document the testing in a System CP Test Report. 30 svstems. 

The CP Test Report will be developed in accordance with federally mandated requirements, NRC 
defined security requirements , NIST SP 800-34 "Contingency Planning Guide for Federal Information 
Systems", NIST SP 800-37 "Guide for Applying the Risk Management Framework fo Federal 
Information Systems: A Security Life Cycle", and the NRC Contingency Test Report Template. 

The CP Test is documented in a report that follows the NRC Template for NRC Contingency Test 
Report. The CP Test Report identifies all testing assumptions, constraints, and dependencies, as 
well as any anomalies, impromptu tests, and deviations encountered during testing. The CP Test 
Report includes the actual testing schedule, detailed test results for each test procedure outlining 
specific errors encountered, and a table of test findings 1incorporating any test issues and 
recommendations. The CP Test Report identifies any problems encountered during testing and 
the resulting action items for the system. The CP Test Report is delivered in draft and then in final 
form after NRC comments are incorporated. The MAR Team will update the system's CP once 
the CP Test Report is completed to reflect validated information. 

Authorization Package 
SOW 8.3.1, page 12 

Our Team will provide the final security accreditation package which includes the 
Security Categorization Package (including the E-Authentication Risk 
Assessment if necessary), SRA, Preliminary Assessment Report/VAR, SSP, 
ST&E Plan, ST&E Report, POA&M, Deviation Requests, CP, CP Test Report, 

MAR l1as 
supported 19 

System 
Authorizations 

since FY 
2010. 

and ATO memo to the System COR for review and submittal to CSO. The MAR Team will also 
work closely with the government CISO and the DMs to answer questions that may arise about 
the system, the POA&Ms, Deviation Requests, or overall residual risk. Packages are assembled 
in a manner to provide the DAA with the essential information needed to make certain that 
systems are operating at an acceptable level of risk to the NRC. 

The MAR Team will work with the Senior Information Security Officer and provide a 
recommendation on the residual risk of the system and the impact on mission processes. All 
risk analysis is conducted in accordance with the Risk Management Strategy. 
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Supporting Documentation 
SOW 8.3.1, pages 12-13 

We will identify and develop any necessary documentation (standard operating procedures, service 
level agreements, memorandums of understanding, interconnection agreements, etc.) that supports 
NRC's Information security programs and initiatives so that the system is prepared to engage in the 
full authorization process. All documentation will be developed using existing NRC templates and 
will provide overviews for the information security program and detailed instructions for using and 
operating applications and tools. This documentation will be developed to ensure it has addressed 
all federally mandated and NRC defined cyber security requirements. Processes and procedures 
will include baselines and metrics for measuring the effectiveness and quality of the information 
security program. AH documentation will undergo a quality control review, as described in Section 
1.A.1.1, to ensure it is technically and grammatically correct before delivery to the NRC. 

MAR has a proven record of accomplishment for providing this type of support to the NRC. MAR's 
involvement in creating supporting system documentation for the HSPD-12 authorization effort was 
instrumental in keeping the project on schedule. The result was a successful ATO in 2010. 

1.A.3.2 Obtaining Laptop Authorization to Operate 
RFP Section E, pages 5-6, SOW 8.3.2. page 13 

As laptops processing data are required to comply with all federally mandated and NRC defined 
cyber security requirements, the NRC requires that laptop systems obtain a Laptop ATO prior to 
processing any information. The MAR Team has supported the assessment of over 80 laptops 
at the NRC. We have approached each effort as an opportunity to partner with the various NRC 
Offices to review the established ATO process, find efficiencies, and improve the process during 
each assessment. Over the course of our work to-date, we have been able to cut the cost of 
performing these assessments by 20% through lessons learned and by working with the 
Program Offices to coordinate the ATO effort in a more efficient manner. 

The MAR Team approach to the Laptop A TO Authorization effort consists of three steps: 

• 

• 

• 

Step 1 - If requested, we provide technical support to patch the laptops for both operating system 
and application patch compliance. The staff member performing this support is a member of the 
integrated project team and is not involved in the assessment of the laptop system. 
Step 2 - A member of the MAR Independent Assessment Team assesses the configuration of 
the laptops against both federally mandated and NRC defined cyber security requirements. 
This includes using an NRC authorized tool to ensure compliance with the U.S. Government 
Configuration Baseline (USGCB), a patch compliance check and a manual check of the laptop 
configuration based upon the CSO Laptop Minimum Security Checklist. 
Step 3 - The Independent Assessment Team member documents the laptop system by 
using the CSO's Laptop Certification Transmittal Memo Enclosure. 

When completed, the Laptop ATO package consists of the following deliverables: 

• 

• 

• 

Laptop Certification Transmittal Memo - The formal submittal memo that accompanies the 
Transmittal Memo Enclosure when submitted to CSO and the Office of Information Services (OIS) 
for review. This document serves as the formal request to review the Laptop ATO package. 
Laptop Certification Transmittal Memo Enclosure - Provides high-level information 
about the laptop system. It includes brief descriptions of the laptop system's characteristics, 
the roles and responsibilities of laptop system personnel, a system inventory (including the 
hardware and software of each laptop) and other pertinent information. 
Laptop Minimum Security Checklist - A Microsoft Excel spreadsheet that specifies 
specific minimum-security requirements that the laptop assessor must verify for each laptop. 
The checklist consists of three columns, The first oolumn is the "Requirements" column that 
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describes the specific security requirements that need to be verified. This column is part of 
the template and does not require any additions or modifications by the assessor. The 
second column is the Pass/Fail column. The assessor completes this column as Pass, Fail, 
or Not Applicable (N/A) based on the findings of the assessment. If the requirement is 
assessed as either Fail or N/A, the assessor provides a brief explanation in the third column 
describing why the laptop system fails to meet the requirement, or why the requirement 
does not specifically apply to the laptop system. 

These deliverables vary slightly depending on the type of laptop system being assessed 
(General, SGI or Classified) as the requirements that each type of system must comply with on 
the Laptop Minimum Security checklist may differ. 

Throughout the Laptop Authorization process the QA Team will provide oversight and upon 
completion will conduct a lessons learned meeting. This information will be captured and input 
into PMOS or the appropriate NRC repositories. 

1.A.4 Continuous Monitoring Support 
RFP Section E, pages 5-6, SOW 8.4, page 13 

As systems within the NRC have obtained their respective ATOs, the MAR Team has 
worked and will continue to work closely with the CSO In developing and Implementing 
the current Continuous Monitoring process. 

HIGHLIGHTS As part of an effective Continuous lv1onitoring 
Program, risks are not just reviewed • MAR has provided continuous monitoring support to 
annually, but also on an on-going basis as the NRG since FY 2009 and currently supports 15 NRC 
part of a regular process of re-evaluating systems through Continuous Monitoring 
vulnerabilities and threats. This provides a • The 15 systems are supported by a combination of 3 
near rea,I-time view of system risks scanning staff and 4 security analysts who are 
throughout the system's operational life. It is engaged during the appropriate phases of Continuous 

Monitoring - all tracked through MAR's PMOS. 
more effective to continually monitor and • we will continue to provide continuous monitoring 
maintain the system rather than look at support for the CSPSS project by using our established 
annual snapshots that may not include processes and related tools currently in place for the 
business environment changes, new '---'C'"'"Js;;;....s""'s'-c"""'o;.;.,n"'"tra=c;;.;.;t. ___________ ---' 

vulnerabilities, new attack vectors, or changing threat sources as a result of a changing 
business and political climate. Our management team and security analysts have worked hand 
in hand with both the CSO and other NRC Program Offices to continually improve upon the 
process through forward thinking and lessons learned from each continuous monitoring task. 
The current process in place addresses federally mandated and NRG-defined security 
requirements. The process also supports the NRC Program Offices with the development of 
their Information Technology Security Risk Management (ITSRM) activities and assists the CSO 
with reporting the accurate status of continuous monitoring program activities to the Office of the 
Inspector General (OIG) and other government agencies. 

As shown in Figure 11 , the MAR Team will support the NRC and its Program Offices in 
maintaining a continuous monitoring process that meets federally mandated and NRC defined 
security requirements including those outlined in CSO-PROS-1323, U. S. NRC Agency-wide 
Continuous Monitoring Program issued in June 2010. Further, we consistently improve the 
efficiencies of achieving on-going compliance through quarterly lessons learned meetings, both 
internally and with the Program Offices. This lesson learned information is maintained in MAR's 
PMOS so that lessons learned from one Program Office may be used to benefit all of the 
Program Offices supported. 
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Figure 11. Continuous Monitoring Process. 
We will provide Continuous Monitoring support aligned with NIST and NRC guidelines. Activities will 

be supported by our established management practices and will be overseen by the QA Team. 

Mr. Evans, will play an integral part for the on-going development and execution of the 
Continuous Monitoring process including support of the following specific elements: 

• 

• 
• 

• 
• 
• 

• 

Coordinate the efforts of the CSO, NRC Program Offices, and continuous monitoring 
support staff on the contract through routine meetings and ongoing correspondence. 
Serve as the primary POC between the CSO, NRC Program Offices, and the MAR Team . 
Closely manage the task's constraints (cost, time, and scope) with the assistance of 
Ms. Quivey and the MAR QA Oversight Team. 
Apply knowledge, skills, tools, and techniques to contract activities to meet/exceed expectations . 
Work with the NRC Program Offices to ensure residual risks to their systems are minimized . 
Assist the NRC Program Offices in establishing their continuous monitoring schedules so 
federally mandated and NRC defined security requirements are met. 
Report any circumstances that might impact the ability of the MAR Team to meet the stated 
objectives of these tasks to the NRC COR and each NRC office's representative. 

The Continuous Monitoring program addresses the following areas of involvement, each of 
which is supported directly by the MAR Team as described in the subsequent paragraphs: 
• Support to the Program Offices for the coordination of their continuous monitoring requirements. 
• Annual Security Controls Testing. 
• Quarte-rly System Scanning and Reporting. 
• Resolution and Quarterly updating of the POA&M in Xacta. 
• Annual support of Contingency Planning and Testing. 
• Annual update of the SRA and SSP. 
• Security Engineering Support. 
• Updating other system documentation as needed (memoranda, agreements, procedures, etc.). 

Throughout each phase of the continuous monitoring process, the QA Team will provide 
oversight and, upon completion of deliverables, will conduct a lessons learned meeting. This 
information will be captured and input into PMOS or the appropriate NRC repositories. 

Coordinate Continuous Monitoring Efforts 
SOW 8.4, page 13 

The MAR Team works closely with the SOs, ISSOs, and CSO in coordinating continuous monitoring 
activities. Over the past six years, we have gained the in-depth knowledge of the required security 
risk management activities and the posted schedule of these activities for each NRC system. 
Continuous Monitoring activities will be planned and scheduled to minimize the impact on daily 
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operations. The MAR Team will provide additional insight into the overall risk posture and serve as 
a clearinghouse for the ongoing evaluation of risk. In this role, we conduct trending and root cause 
analysis of this information to provide NRC with risk information that facilitates more dynamic and 
informed risk management decisions in securing key information assets. 

We will use a FISMA Compli'ance Plan in order to assist the System Owner's representatives with 
the establishment of their continuous monitoring schedules. The FISMA Compliance Plan provides 
specific dates and milestones for Annual Security Controls Testing, Quarterly Scanning, POA&M 
Reporting, annual Contingency Planning and Testing, and annual SRA and SSP updates. 

As a part of our approach, we will continue to incorporate lessons learned to improve the 
efficiency and effectiveness of continuous monitoring efforts by using a standardized approach 
methodology to leverage baseline test results for further improvement. This approach allows us 
to efficiently use existing assessment information and POA&M data to reduce the level of effort 
in redundant testing activities, especially for more static controls (e.g. documentation, policies, 
procedures, etc.) that do not change as frequently. Following this process, we will be able to 
maximize the cost efficiency and stay within budget. 

Perform Annual Security Controls Testing 
SOW 8.4, page 13 

The MAR Team conducts Annual Security Control Testing (ASCT) of the NRC's 
information systems according to NIST SP 800-53A "Guide for Assessing the 
Security Controls in Federal Information Systems and Organizations, Building 
Effective Security Assessment Plans". We ensure that all test cases and 
assessment plans account for the discrepancies between NIST SP 800-53 and 

Under the current 
C/SSS Contract. 

MAR has 
completed an 
average of 22 

A SC Ts per year 
over the past four 

years. 

NIST SP 800-53A and the development of custom test cases to address all controls as required. 
From our current NRC work, our QA Team has developed a series of ASCT checklists and standard 
criteria for use by our technical team in the testing and development of ASCT reports that are used to 
provide consistent delivery artifacts to the NRC stakeholders for their review and evaluation. 

The selection criteria are based upon those factors set forth by the CSO, federal guidance, common 
and inherited controls, and each system's POA&M items. Additional selection criteria may also 
include, at a minimum, sensitivity level of the system, the requirement to test volatile controls, and 
controls identified for annual testing. Each fiscal year our Team performs a comprehensive 
assessment of the selected management, operational, and technical security controls for each 
system. The assessment determines the extent to which each system's controls are implemented 
correctly, operating as intended, and producing the desired outcome with respect to meeting federal 
guidance and NRC defined security requirements. Upon completion of testing we develop an ASCT 
Report for each system and incorporate any findings into POA&M Reports. 

Test plans go through proper vetting within CSO and the various Program Offices. For 
instance, the control selection process, as part of annual security control testing, can be quite 
dynamic - depending upon emerging threats, maturity of NRG-provided controls and changes to 
a system's security posture. After coordination with the System Owner, the ASCT Plan will be 
submitted to CSO for final approval. During this vetting process, the testing of additional 
controls or special test cases may be requested, and whereby the plan is updated accordingly. 

The draft ASCT Reports and the POA&M Reports are submitted to the NRC Project Officer, 
System Owner, and ISSO for review and comment. The MAR Team revises and updates each 
deliverable as appropriate and provides final versions. The final reports are also provided to the 
ESA Team and assessed as part of holistic ESA analysis. We will continue to apply this same 
proven methodology in performing future Security Controls Testing. 
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Conduct Quarterly Scanning 
SOW 8.4, page 14 

MAR has an experienced scanning team in place that 
is ready to perform under the CSPSS project. This 
team is familiar with the tools and procedures required 
to efficientty conduct scanning of NRC systems with 
minimal disruption to daily system operations. Each of 
our scanning team members has a current approval 
and authorization from the NRC Project Officer and 
other NRC management personnel. We understand 
the processes for preparing and submitting scanning 
approval forms and emails prior to commencement of 
scanning activities. 

The MAR Team incorporates an assessment 
strategy that includes the folllowing activities: 

• Trained, certified, and NRC authorized 
scanning team. 

• Support in the creation of NRC procedures 
required to efficiently conduct scanning of 
systems with minimal disruption "lo daily 
system operations. 

• MAR-developed parsing tools for 
document creation. 

• MAR-developed scanning tools for 
expediting manual checks. 

• MAR-developed VRL knowledge base with 
over 600 entries. 

• Scanning team is "assigned" systems so 
they are familiar wit/1 the system and 
administrative staff. This reduces the 
teaming curve when scanning the system. 

• Expertise with XML to generate custom 
reports from the raw data scans. 

• Identifying if the system is vulnerable to any published exploits. 
• Determining if the system has the latest patches installed. 
• Determining if the system is using any unsupported hardware/software. 
• Analyzing if unnecessary ports or services are available. 
• Verifying the system adheres to Federal regulations, guidelines, and standards. 
• Validating the system adheres to NRC hardening requirements. 
• Identifying if SANS top 20 or vendor-identified vulnerabilities are present in the system. 
• Analyzing if the system's implementation adheres to the vendor's recommendations. 
• Determining if the system's managerial controls are sufficient. 
• Observing NRG employee, contractor, and vendor adherence to policy and procedures. 

As previously stated in Section 1.A.3.1, MAR developed and continually updates the VLR within our 
PMOS. The VRL contains non-sensitive and non-system specific data that assists the scanning 
teatn in the evaluation of findings and development of recommendations that are incorporated in the 
preliminary Findings Tracking Sheet (FTS) and Quarterly Scanning Report (QSR). 

Quarterly vulnerability scanning establishes whether or not the system's security controls are 
operating as intended and ensure that systems continually meet federal guidance and NRC 
defined security requirements. All risks determinations will be measured according to NIST SP 
800-30 "Risk Management Guide for Information Technology Systems" using the defined Risk­
Level Matrix. Figure 12 provides MAR's Quarterly Scanning Process and the associated 
phases. The six phases for quarterly scanning are: 
• Phase 1: Preparation - Ensure all testing devices that are going to be used during the 

assessment are loaded with the latest patches, security updates, device drivers, and plug-ins. 
• Phase 2: Information Gathering - Conduct scans, review documentation, and interview 

personnel to collect needed information to perform a risk analysis of the organization's systems. 
• Phase 3: Draft Assessment Reports - Develop System Assessment Reports that identify 

the risks each system poses to itself, its data, and the NRC infrastructure. 
• Phase 4: Validate Findings - Validate findings, ensure risks have been properly assessed, 

and develop mitigation strategies that will address deficiencies in consultation with the 
System Owner, ISSOs and System Administrators. 

• Phase 5: Finalize Assessment Reports - Incorporate NRC's comments into the 
Assessment Reports and deliver the final version of the Assessment Reports to the COR. 

• Phase 6: POA&M Report Updates - Incorporate any findings into each system's POA&M report. 
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Figure 12. Quarterly Scanning Process. 
The MAR Team's Quarterly Scanning Process is broken into six phases to include the associated 

activities to routinely assess system security controls. 

When performing the scans, the MAR Team will continue to use a variety of NRC approved manual 
and automatic testing tools (nCircle, Nessus, Core Impact, DISA Gold, Air Magnet, Hailstorm, 
ThreatGuard, etc.), and MAR developed and modified open source applications to conduct the 
vulnerability scanning in accordance with CSO approved quarterly scanning procedures. 

The initial FTS is developed by the scanning team and reviewed by the MAR QA T earn for submission 
to the NRC System ISSO for review and comment. MAR reviews system documentation to ensure 
that findings that are previously known false positives or approved waivers are not included in the 
FTS. We recommend a meeting occur between the scanning team, ISSO, and system administrators 
to review the FTS prior to commencing remediation efforts. We have found this type of meeting to be 
invaluable as it can clear up confusion as to what a finding means, how it may be remediated, and/or 
why the finding is valid. At the end of a 30 calendar day findings remediation period, the MAR team 
will perform a remediation validation. Validation will be performed in the most cost efficient manner 
possible. For example, it may suffice that a simple screen shot closes out a manual check finding. 
Once all final checks are performed, the results will be documented in a formal QSR. All QSRs must 
be accepted by the NRC Project Officer, the System Owner, and ISSO. We will revise and update 
each deliverable as appropriate and provide final versions to the NRC. As new findings arise they will 
be added into our VRL for future reference. 

Update POA&M Reports 
SOW 8.4, pages 14-15 

POA&M updates are provided quarterly in accordance with the CSO POA&M process and 
checklist and are updated to reflect the current system security posture. Any new vulnerabilities 
discovered are added and assigned to the appropriate system. Our Team will continue to assist 
the NRC Program Offices with the resolution of their POA&Ms through technical guidance, 
documentation review, recommendations, and updating. Revisions of the POA&Ms will be 
performed quarterly in Xacta (CSO FISMA Compliance automated tracking tool) in accordance 
with the NRC POA&M process, and provided to the NRC office point of contact two weeks prior 
to the required submittal to CSO to allow time for review and updating. 

The MAR Team will consolidate information collected by Integrated Project Team members 
supporting the Program Offices, our QA Team, and staff providing CSO POA&M support to clearly 
outline issues and security concerns. Recommendations will be developed and provided to 
delineate risk areas and appropriate measures identified to mitigate areas of concern. 
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Update Contingency Plan (CP) 
sow 8.4, page 15 

The MAR Team supports the NRG staff in the update of their CP and test procedures on at least an 
annual basis to ensure that the system CP information is valid and effective. The system CP is 
documented in a report that follows the NRC Template for the system CP. The plan is maintained in 
its hard copy form for contingency execution should the NRC Network Infrastructure be unavailable. 
We use checklists previously developed from our past work that are stored in and accessible from 
the MAR PMOS. As changes are made to regulations, the organization, and/or systems, the MAR 
Team will work with the System Owners to determine if the system CP should be modified. We will 
continue to ensure that updates to the CP are developed and applied using established procedures 
in a consistent and repeatable manner. 

Develop Contingency Plan Test Reports 
SOW 8.4, page 15 

Our Team will continue to support the annual testing of the CP. The CP Test Is documented in a 
report that follows the NRC Template for NRC Contingency Test Report. Currently at the NRC, we 
capture and track the key dates associated with this CP and other Continuous Monitoring activities 
within the MAR PMOS. As a result, our Team has been proactive in providing NRC stakeholders with 
sufficient notification as to upcoming milestones associated with their annual requirements for 
updating and retesting to assist in their planning and budgeting for security activities. 

Update SRA and SSP 
SOW 8.4, page 15 

The update of the SSP and SRA is an essential component of IT risk management. Maintaining 
these documents ensures that the system security posture is accurately documented as 
changes to the system are made, and/or as threats, vulnerabilities, technologies, and business 
requirements and processes evolve. 

The SSP must be updated at least annually or within 60 days of significant changes as identified in 
the NRC ITSRM. Furthermore, the SRA must be updated at least annually to reflect results of 
continuous monitoring activities and other assessment or review activities. With our institutional 
knowledge of NRC systems, the MAR Integrated Project Team will update these documents or draft 
new documents for submission to the appropriate NRC office for review and comment in an 
accelerated and efficient manner. We revise and update each deliverable as appropriate and 
provide final versions to the NRC Project Officer, System Owner, and ISSO. As required, we also 
will assist with the updating of other security related system specific documentation. Changes to the 
SRA and SSP may stem from continuous monitoring activities, such as ASCT, that identify 
weaknesses or vulnerabilities that could indicate controls are r:iot operating as intended. The SSP 
will serve as the authoritative source for the status of each of the NIST SP 800-53 security controls 
and will be aligned with the Continuous Monitoring activities. 

Provide Security Enginee,;ng Support 
SOW 8,4, page 15 

As system changes occur, the MAR Integrated Project Team provides security engineering 
support to verify and validate proposed architectures and implementations based on sound 
security principles and practices in accordance with NRC guidelines. 

In support of NRC's IT security solutions architecture, the MAR Team will provide full lifecycle 
engineering support for current and future information security solutions. As a part of any 
defense-in-depth strategy, we understand the importance of ensuring security solutions are 
operating effectively across the NRC enterprise. Our Team has supported several clients in the 
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research, planning, deployment, and maintenance of IT security solutions including; intrusion 
detection and prevention systems, ArcSight and security information management solutions, web 
proxies, mail proxies, vulnerability assessment solutions (e.g. Foundstone, AppDetective, 
Hailstorm, Weblnspect), asset management, and secure configuration (e.g., SecurityExpressions, 
BigFix). Our understanding of the NRC security policies, standards, and requirements combined 
with our knowledge of the operational requirements and potential threat environment and 
vulnerabilities will assist us in developing an effective and efficient security controls. 

We will also work with the System Owner's representative to ensure that all supporting documentation 
is kept up-to-date. This will be performed in consultation with the CSO to ensure that the 
documentation is in compliance with the latest NRC approved templates and security requirements. 

1.A.5 Data Calls 
RFP Section E, pages 5-6, SOW 8.5, page 15 

The MAR Team has personnel familiar with the NRC programs, key staff, and the 
appropriate NRC data repositories and external systems to quickly determine and collect 
the data from various sources of information. 

The MAR Senior Project Manager or a MAR HIGHLIGHTS 
designated point of contact (POC) will receive, The MAR Team 's in-depth understanding of NRG 
validate, and respond to data call requests. systems and processes will facilitate rapid and accurate 
We will assist the NRC in rapidly responding ~r_e~sp_o_n_se_ to_d_a_ta_c_al_ls_. ----------~ 

to data calls and requests for information in support of the Cyber Security Program. These 
requests may come from multiple sources including the NRC Office of Inspector General (OIG) 
and other government organizations, and may also include the NRC CSO or other NRC Program 
Offices. The results of these data calls and metrics are used by the Chief Information Security 
Officer (CISO) and Cyber Situational Awareness, Analysis and Response Team (CSAART), and 
FISMA Compliance and Oversight (FCOT) to brief NRC Executive Management, the OIG, ISSOs, 
key personnel, and possibly other government organizations such as the U.S. Computer 
Emergency Readiness Team (US-CERT) and other offices within the OHS. 

To facilitate rapid and accurate response 
to the data calls the MAR POC will be the 
single point of contact for receiving the 
request, coordinating the collection of 
information, and preparing the response 
to the data calls. In this way, we will 
make certain every request is valid and 
responded to with the quick turnaround 
often required for data calls. Figure 13 
illustrates the lines of communication for 
the coordination and flow of activities to 
rapidly respond to data calls. The MAR 
POC will be the gateway for the receipt 
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Figure 13. Data Ca/1 Response Lines of Communication. 
The MAR POC will be responsible for coordinating and 

responding to data calls. 

and transmission of information necessary to coordinate the evaluation, research, collection, 
compilation, and adjudication and response of data call requirements. 

Our POC will first verify the data call request is from a duly authorized representative and the 
information requested is approved for release to the requesting official. The MAR POC will then: 
• Determine the data sources to fulfi ll the data call , which may include systems, data 

repositories, or personnel from the NRC, MAR CSPSS Team, or external sources. 
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• Coordinate the collection of data from the identified data sources. 
• Compile information and validate that it is complete and accurate. 
• Submit the information to the appropriate requesting parties. 
• Complete a log of the request including date and time of the request, the requestor, 

information compiled including the data sources, and the date and time of request close-out. 

1.A.6 Cyber Situational Awareness 
RFP Section E, pages 5-6, SOW 8.6, page 15 

The depth of personnel resources and diversity of technical disciplines within the MAR 
Team allows us to offer a full-spectrum cyber situational awareness support, as well as 
the ability to address other challenges that may arise. 

The MAR Team understands the constantly evolving nature of the cyber threat environment and the 
global information assurance operational framework that directly affects the cyber defense posture 
of the NRC. We will continue our support of NRC Cyber Situational Awareness programs including; 
incident response efforts, ESA, vulnerability assessments, source code reviews, penetration testing, 
and security impact assessments. Our Team has significant experience engaging vendors and 
evaluating vendor technologies to determine how they can support the objectives of the NRC Cyber 
Security Program. The following Sections present our Team's approach and related experience for 
addressing the cyber situational awareness requirements in the NRC environment. 

1.A.6.1 Incident Response Efforts 
RFP Section E, pages 5-6, SOW 8.6.1, pages 16-17 

We will continue to support the CSO office to improve the Incident Response (JR) 
Program through innovative program enhancements and proactive collaboration with 
01S and other NRC organizations to ensure the roles and responsibilities of the IR 
Program are understood. 

The MAR Team currently assists the NRC in maintaining their agency wide IR Program in 
accordance with federally mandated and NRC defined security requirements. Our support will 
continue to facilitate an efficient and effective IR operation and provide recommendations for 
continuous improvements including IR planning, procedures, training, testing, monitoring, and 
reporting to better prevent, detect, respond to, and recover from incidents using on a holistic 
enterprise analysis methodology. 

Our approach exceeds the criteria specified in the SOW. The MAR Team understands the CSO's 
primary role in the NRC's IR capability entails the coordination of activities both in preparing the 
NRC to handle incidents and in the actual response to incidents. The IR Team must rely heavily 
on relationships with several organizations within the NRC to facilitate cooperation and overall 
program success. During each step, our interaction with those organizations will be fully 
collaborative to achieve IR current objectives and future program improvements. Our technical 
approach for the continued implementation of a comprehensive IR Program will be tailored to 
meet current NRC Management Directives and policy requirements. 

Incident Response Processes and Procedures - These efforts will support the development, 
review/updating, and dissemination of IR documentation. We will work with all stakeholders, 
including the Security Operations Center (SOC}, Help Desk, and System Owners to ensure 
documented processes and procedures are up-to-date, relevant, accurate, complete, and 
compliant. The review and finalization of procedural documentation will ensure that staff roles and 
responsibil ities are clearly defined and provide senior NRC leadership with a well-defined set of 
objectives and activities. We review and update these processes at least annually, as well as in 
response to post-incident lessons learned findings and ESA recommendations. 
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Incident Response Training - In support of training requirements, we will continue to re-assess and 
update IR training materials to ensure they correspond to current established policies and procedures 
and will support the initial and annual refresher training for personnel. Training curriculum will include 
the use of actual case studies of closed incidents and have a strong focus on lessons ·1earned, 
including discussions on the impact of IR cases on response planning and procedures. The training 
will ensure that staff roles and responsibilities are clearly defined and communicated to support 
effective response measures in the event of both small and large-scale incidents. The use of 
multimedia-based training materials, computer-based visualizations, and simulations will enhance the 
learning environment and automated distance-learning tutorials and training aids will provide 
increased efficiencies in reaching target students across the organization. We will also provide 
quarterly awareness e-mail messages and notifications of processes changes on an as-needed basis. 

Incident Response Testing and Exercises - In addition to staff IR Training, we plan and 
facilitate both table-top and live test activities to quantify and document effectiveness of the 
response procedures and protocols. Some exercises will be announced and coordinated in 
advance, while others are unannounced to better assess readiness. The staff will have the 
opportunity to practice their roles and responsibilities and apply the knowledge they learn In 
training to maximize the NRC's IR readiness. Our Team member, CACI, will provide their Cyber 
Solutions Lab as a potential launching point for simulated external attacks. All tests will be 
coordinated through and authorized by the CSO office. 

Incident Handling - We will apply our extensive knowledge of, and experience with, the NRC's 
IT environment to verify reported incidents to qualify and validate the incidents before 
responding. Once validated , the MAR Team balances two competing goals; the preservation of 
evidence and the active defense of the NRC's systems. Through the policy, planning, process, 
and training activities we will make sure the NRC's priorities are clearly identified and 
communicated. For example, we will immediately begin to coordinate response activities, and 
perform a full system backup to preserve evidence. If the NRC's priority is for the preservation 
of evidence, then the backup will take priority; however, if the NRC's priority is recovery, the 
backup will only be performed if it will not significantly hamper the recovery effort. 

Our implementation of IR handling capabilities will be comprised of an integrated set of 
procedures, tools, and protocols that support the planning, detection, verification, declaration, 
coordination, response, containment, continuity of operations, and remediation, restoration, and 
close-out activities. Our Team will also support the NRC continuous improvements in enhanced 
IR capabilrties through our recommendations and developmental support of automated tools for 
detecting, classifying, tracking, and reporting incidents. 

We will rely on our existing NRC relationships, solid and well-communicated procedures, and 
coordination skills to ensure an incident is quickly contained, any malware is carefully eradicated, 
and systern recovery happens in a tirnely manner. An incident will not be closed until all impacted IT 
components are restored, cleaned or disposed of, any evidence Is properly collected, and the 
system is restored to full and validated operation. 

Incident Monitoring - From the moment an incident is reported until the incident is determined to 
be closed, the status will be tracked to ensure timely resolution and closure. Records will be kept of 
the time/systems involved, observations, and actions performed. We use automated tools such as 
the RSA-based IR Database tool for both internal and collaborative tracking to enable automated 
incident information flow between the SOC and the IR Team, build a knowledge base across 
incidents, and better aggregate incident information for more holistic analysis by the ESA Team. 
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Incident Reporting - We understand the importance of reporting incidents in a clear, concise, 
and timely manner to appropriate organizational officials and System Owners. At an 
appropriate time relative to an incident, we will report any discovered system weaknesses, 
deficiencies, or vulnerabilities to the appropriate System Owners and officials. This ensures the 
NRC takes steps to better protect its systems and prevent similar incidents in the future. The 
MAR Team will also recommend enhanced use of Fidelis and can work with the CSO to conduct 
additional tool assessments through CACl's Cyber Solutions Lab. 

Incident Assistance - IR handling and reporting often requires more than coordination and 
response in accordance with defined procedures. The use of expert advice from SME 
resources will be provided to support the handling of security incidents and the identification, 
qualification, and implementation of new technologies and IR techniques. The MAR Team has 
the appropriate staff and skills to directly assist NRC staff, including personnel with 
well-established and demonstrated experience in intr1..1sion detection, incident response, ethical 
hacking, as well as CISSP, CCNA, CCDA, CEH, CISA, and other certifications. 

Incident Response Plan - We will continue to work to ensure the IR Plan is up-to-date, 
relevant, accurate, complete, and compliant. The Plan will provide a roadmap and 
organizational structure to support the implementation and continuous improvement of IR 
capabilities including approach, organizational structure and drivers, incident reporting criteria, 
response metrics, and areas of future focus. Our Team Will also evaluate and update the plan 
as part of the Target ESA and associated Transition Plan . 

1.A.6.2 NRC Enterprise Security Architecture (ESA) 
RFP Section E, pages 5-6, SOW 8.6.2, pages 17-19 

The MAR Team's ESA approach will provide a framework by which the NRC's Cyber Security 
Program continuously matures. We will achieve this through a process of iterative lifecycle 
activities to continuously provide key information enabling constant ESA analysis and 
incorporating changes into tine "As-ls" and Target Architectures. This process will provide rapid 
visibility into the NRC's current security posture, as well as ongoing insight for necessary 
enhancements to meet desired enterprise security objectives, 

The ESA is an ongoing set of activities, base-lined annually. These activities are directed by both 
internal and external drivers as shown in Figure 14, on the following page. Internal drivers include 
the NRC Mission, Strategic Plan, Management directives, and Information Technology and 
lnformatiori Management Roadmap that guides the Agency's most important business needs. 
External drivers include Federal Enterprise Architecture (EA), NIST GAO, and industry best 
practices. Each annual iteration will align with the PMM phases for consistent management. With 
each iteration, the ESA will be revised and measured against the GAO EA maturity levels. 
Throughout this process we will review the ESA for compliance to SOW objectives to include 2010 
FISMA reporting requirements, HSPD-12, IPv6 requirements, and NRC guidance. We will also 
assess maturity with SANS Institute Consensus Audit Guidelines and support separation of duties. 

ESA Drivers and Lifecycle 
Iterative ESA processes continuously mature the NRC Cyber Security Program to achieve more 
streamlined operations with less technology and greater PMM efficiencies by systematically 
collecting operational information, assessing it, and responding to it. The Target ESA and Transition 
Plan will provide valuable progressive sustainment to the NRC - affecting elements such as policy, 
processes, standards, and tool use. These changes are made to the NRC Cyber Security Program, 
and coordinated with other NRC functions to influence mechanisms such as the PMM. 
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Figure 14. ESA activities follow the PMM and result in continuous maturity on an iterative basis. 

These changes will provide greater operational efficiencies for achieving security and compliance. 
This benefits the NRC Cyber Security Program, System Owners, and PMM practitioners by 
enabling security and compliance to be achieved more consistently with lower cost and effort. 

In addition, SOW activities such as Evaluation of New Technologies, Analysis of Best Practices, 
and Security Relevant Business Solutions are sometimes performed in response to the Target 
ESA and transition plan. Any time these activities are performed their results are captured and 
assessed as part of the continuously evolving Target ESA. 

Further, as systems are developed, assessed for ATO, and continuously monitored, important 
information will be captured and received by the ESA program. This information will be used to 
maintain the documented "As-is" ESA and assessed to drive the definition of the Target ESA. 
Examples of the internal and external drivers that will be collected and assessed by the MAR 
Team for Target ESA definition are included in Figure 14. 

We will use proven ESA processes for capturing and holistically assessing this Information. 
This analysis identifies patterns and other data that indicates the best focus areas for maturing 
the NRC Cyber Security Program. We will focus on: 
• Metrics - For each operational activity in accordance with defined processes. 
• Lessons learned - From activities such as system authorization and continuous monitoring. 
• Assessment findings - Aggregated findings from vulnerability assessments and 

penetration tests conducted for C&A and continuous monitoring. 
• Waivers - As requests are made to waive certain standards, these are captured and 

evaluated to determine if the standard is still relevant or in need of a refresh. 
• Incident Information - Assessed in the aggregate with focus on incidents that consume the 

greatest amount of NRC resources or represent a greater impact to the NRC mission. 
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As the ESA processes matures and data collection becomes more clearly defined, we will assess 
existing NRC tools and adopt them to automate aspects of the collection and analysis process. 

The ESA Drives Operations 
Recommendations that are developed improve operational efficiencies while maintaining security 
and compliance. Recommendations that support the ESA Framework and drive the operations 
have an appropriate business case and represent a positive ROI and are typically in the form of: 
• Policy enhancements - Such as enhancements to Management Directives. 
• Strategy, Framework and Plan enhancement - To include revisions to the RMF or the 

Business Continuity Plan. 
• Process enhancements - Opportunities to perform processes more efficiently or 

appropriately, such as the scanning of multiple systems at one time as part of Cyber 
Situational Awareness activities. 

• Standards enhancements - Opportunities to introduce new standards and refresh those 
that no longer fit well, such as those that are repeatedly waivered. 

• PMM enhancements - Opportunities to enhance PMM activities and tools in a way that 
better ensures successful ATO for systems. 

• Tool enhancements - Opportunities to adopt standard tool configurations and settings for 
faster and more consistent execution across projects, such as vulnerability scanner settings 
and reporting details. 

• TRM and IT Catalog Updates - Opportunities to update the TRM and IT Catalog by 
eliminating or replacing current options and introducing new ones. 

• Business Solutions - Opportunities to better meet business needs with specific solutions. 

In some cases. recommendations involve changes to capabilities outside the NRC Cyber 
Security Program, such as an enhancement to the PMM that helps project teams more 
efficiently build security into an IT systems and increase consistency of controls across systems. 

Recommendations will be socialized and prioritized with Security Officers and key stakeholders, 
and can take two possible paths to implementation: 
• Normal Track - Recommendations and updates will be Incorporated into the Target Architecture 

and the subsequent Transition Plan as part of the normal ESA Development Process. 
• Fast Track - Approved recommendations move directly to the appropriate change agents 

for more immediate action. The changes become part of the revised As-is Architecture and 
are reflected in the downstream ESA Development Process. This allows the NRC to quickly 
benefit from more compelling changes without waiting for the next iteration of the Target 
ESA and Transition Plan. 

Recommendations will be expressed in the context of the ESA Framework and evaluated against 
the ESA Principles. The ESA framework and principles will be developed in collaboration with 
appropriate NRC organizations, and address topics such as separation of duties and least 
privilege. The Framework draws on the Federal Segment Security Architecture Methodology and 
the principles draw on NIST 800-14, Generally Accepted System Security Principles. 

ESA Deliverables 
Table 6, ESA Deliverables, defines and describes the NRC ESA deliverables in the context of 
this lifecycle and the actions the MAR Team is responsible for to ensure all ESA deliverables 
are current and complete. The deliverables complement each other and are managed 
holistically by the MAR Team ensuring a complete and efficient ESA program for the NRC. 
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Table 6. ESA Deliverables 
ESA Deliverable 1 - Annual Project Plan: Updated annually to re-baseline the plan, incorporating a PMM compliant 
Integrated Master Schedule while clarifying and tracking scope, lime, cost, risks, and quality. This plan further identifies and 
tracks resources. The Plan is baselined during the PMM Inception phase and provides updates to the COR at least quarterly. 
This is tracked and manaqed usinq the MAR PMOS to ensure uniform reportinq and consistent quality manaqement. 
ESA Deliverable 2 - Charter and Communications Plan: The development and maintenance of the ESA Charter 
and Communications Plan is accomplished in collaboration with the COR and the NRC organizations critical to the 
definition and Implementation of the ESA. This Includes the ESA objectives which are refreshed annually and 
articulated as part of communication plan activities. 
ESA Deliverable 3 - Annual "As-ls" ESA: The ESA Framework ,Is used to capture, track, and report the Annual 
''As-is" ESA status. Policies, standards. processes, services, and the TRM are Included In thls analysis and are 
reflected in this deliverable. Changes to the NRC's security mechanisms are continuously captured to enable rapid 
visibility into the current "As-ls" ESA at any point in time. Utilization of other activities, such as continuous monitoring, 
supports the on-going validation of the current state of the "As-ls" ESA. On an annual basis a complete review and 
validation of the continuously captured ''As-is'· ESA information is performed and a compiled revision Is published 
hiqhllqhtinq key chanqes from the previous year. This occurs durinq the PMM Elaboration phase. 
ESA Deliverable 4 - Annual Target ESA: The Target ESA defines the intended state of NRC's security capabllllies up to 
three years out as a look-ahead projection. It defines the ''to-be" state of elements such as NRC policies, standards, 
processes, services, and the TRM. A full, formal Target ESA publication is produced annually, and continuously evaluates 
and updates the Target ESA throughout the year. The ESA Framework is used to articulate and report the Target ESA 
which also allows for easy comparison to the ·'As-is" ESA. The ESA Charter and ESA Principles drive the Target ESA. In 
turn, the Target ESA may define changes to the ESA Charter and Principles over time. We capture and assess both internal 
and external drivers as the Target ESA continuously evolves. Drivers include regulatory requirements, the Strategic Plan, IT 
Roadmap, TRM and other drivers described in the ESA Drivers and Lifecvcle section. 
ESA Gap and Transition Plan: ESA gaps are identified and a set of strategies are documented and maintained for 
transitioning NRC's security capabilities from their current state to their target state. The strategies define the 
incremental steps necessary to address the gaps and achieve the desired target-state. Specific strategies define the 
NRG organizations, activities, and artifacts necessary to achieve the target, and typically result in one or more 
individual projects. The collection of projects across all strategies is managed as a holistic portfolio. Where 
appropriate, each project in the portfolio follows the PMM as a stand-alone project. 
The collection of strategies is aligned to the ESA framework and address topics such as: 
• Enterprise Authentication, Including a transition to HSPD-12 
• Enterprise Infrastructure Security including a transition to Internet Protocol Version 6 (1Pv6). 
• Enterprise Logging including the establishment of an NRG authoritative time-source for providing a single, 

accurate, and consistent system date and time; as well as a plan for ensuring all appropriate NRC devices use the 
time source, log an appropriate level of detail, and retain the logs in a consistent manner, and purge the logs at an 
aooropriate time. 

ESA Framework: Development of the ESA Framework utilizes the Federal Segment Architecture Model and the latest 
SANS Consensus Audit Guidelines as the basis for a framework to capture, track, articulate and report ESA maturity. 
The "As-is" and Target ESA, and the ESA Transition Plan are expressed using this framework for consistency and 
ease of comoarison. The MAR Team initially defines this framework and uodates It annually. 
ESA Principles: The NRG ESA Principles are defined and annually updated. The documented ESA Principles establish 
high-level pa·ameters for achieving the ESAobjectives. This Includes principles such as: 
• Securely Enable Business: The architecture must enable the NRC's mission while protecting it. 
• Appropriate Security Levels: The architecture must ensure security levels applied to resources are commensurate 

to their value to the organization and sufficient to contain risk to an acceptable level. 
• Agility: The architecture must accommodate varying security needs. 
• lnteropeFability: The architecture must provide integrated security services to enable the enterprise to conduct 

safe and secure business electronically. 
• Enable Analysis: The architecture must provide an authoritative system time and date source that enables 

service-wide root cause analysis. 

The ESA Ensures Success 
The continuous evolution of the NRC Cyber Security Program provided by the MAIR Team's 
ESA capabilities ensure the NRC will keep pace with evolving technologies, threats, and 
regulations. It uses the NRC's past maturity and success as a foundation and strategically 
moves the NRC to the desired state of architecture maturity. 
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1.A.6.3 Vulnerability Assessments 
RFP Section E, pages 5-6, SOW 8.6.3, pages 19-20 

We will rely on our extensive NRC Vulnerability Assessment experience to identify any 
weaknesses, vulnerabilities, and insecure configurations that pertain to infrastructure or the 
handling of data. Our assessment methods allow for the comprehensive evaluation of all potential 
vulnerabilities while providing a full mapping back to applicable security controls in order to 
provide actionable information on both the remediation and mitigation of all vulnerabilities 
identified. In this manner, the MAR Team identifies risk to the organization and promises insight 
regarding the significance and priority of vulnerabilities that should be addressed. We understand 
that all vulnerabilities are not equal and cannot be effectively identified and assessed without the 
appropriate application of tools and methods. In order to accomplish this, we will start with 
checklists stored in MAR PMOS as an initial point of reference for testing. These checklists were 
developed and are constantly revised based on prior assessment activities on NRC systems. We 
will use five different testing methodologies as described below. 

Testing Methodologies 
Analysis. Each aspect of a system must be viewed In the context of its role within both the 
system and the environment that it resides. To that end, our approach to the review of all 
documentation pertaining to a system ensures that both compliance requirements are met and 
that continuity with all other system information is attained. As an example, when reviewing 
specific sections of a SSP the following steps will be executed: 
• The contents of a given section are checked for information that satisfies the requirements 

of the control(s) applicable to that section. 
• The responsible personnel for ensuring the control has been satisfied are verified as being 

appropriate within the context of their assigned duties within the rest of the document. 
• The approach to satisfying the applicable control(s) is reviewed to make sure that it is 

consistent with the approach taken to fulfill complimentary controls within the SSP. 
• The approach to satisfying the applicable control(s) is reviewed for accuracy and to make 

sure that compliance can be validated in a repeatable manner. 

Demonstration. Our engineers have conducted extensive information security vulnerability 
assessments throughout both the federal and commercial environments. This experience 
allows us to fully understand both the information security controls that may apply to any given 
system, as well as the recommended technical approaches for implementing those controls. 
This foundation of knowledge and experience is vital to any information security assessment 
because it provides the ability to not only understand how a security control has been 
addressed but also how familiar system personnel are w ith the implementation of that control. 
We understand that compliant documentation falls short of effective risk management if the 
personnel identified within that documentation are not capable of efficiently executing the 
responsibilities for which they have been assigned. 

Interview. From our experience in conducting vulnerability assessments, we have found that 
conducting the interviews prior to reviewing demonstrations of system and personnel capabilities is 
key to identifying appropriate personnel for the demonstrations. This approach increases efficiency 
of the vulnerability assessment process without introducing additional steps. Following a review of 
the documentation available for a given information system, we will conduct interviews of all 
personnel identified within that documentation to verify that the system stakeholders are aware of 
their assigned responsibilities and also knowledgeable on the approach to be taken to satisfy the 
controls. In this manner, our team will validate the accuracy of the information within the system 
documentation and also prepare for the demonstration phase of our assessment process. 
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Inspection. As described above, we will validate all information security controls deemed 
applicable to a system or environment. This approach is not limited to technology. For example, 
our engineers understand the difference between a dry-pipe fire suppression system and a wet-pipe 
fire suppression system and are prepared to communicate with facilities personnel to validate 
documentation pertaining to these systems. Proper visitor control is very important and we will 
review documented procedures and also conduct inspections of sign-in logs for controlled areas. 
Our engineers also fully understand the critical nature of correct media-handling procedures and are 
prepared to review the physical and environmental controls in place to ensure that NRC information 
is only accessible to authorized personnel. Our approach to the inspection of applicable security 
controls is based upon the understanding that everything we do must be measurable and 
repeatable. This understanding does not allow for anything less than complete validation. 

Technical Test. We understand the importance of not only verifying that the systems' 
configuration(s) are identical to their documented settings, but also validating that those 
configurations are performing as intended. For this reason, our engineers first review all 
configuration files and settings on devices, computers and appliances and then conduct 
comprehensive assessments designed to test the effectiveness of those configurations. For 
example, if a Windows 7 system's documentation states that it is intended to use only a specific 
set of TCP protocols for communication with other systems, our engineers will validate this by 
logging onto that system and running the netstat command with the appropriate command line 
arguments to verify that only the specified ports and protocols are listed. Our engineers will 
then conduct a port scan of that system that addresses all 65,535 TCP ports to ensure that the 
information obtained via both the netstat command and the system documentation are accurate. 

The assessment provides a detailed point-in-time security analysis of the key components within the 
system boundary. By using our in-depth expertise in the security of networking, network devices, 
operating systems, and key applications, our assessment will detect security vulnerabilities and 
weaknesses that result from how components are installed, configured, and administered. 

Our engineers have comprehensive experience conducting vulnerability assessments in both 
the federal and commercial markets. They have professional certifications that include, but are 
not limited to the CISSP, GWAPT, and GCIH accreditations, and they have been recognized as 
leaders in the field at both information security conferences and federal agency councils. This 
experience and leadership differentiates the MAR Team as being uniquely qualified to not only 
conduct every aspect of vulnerability assessments with the utmost professionalism and 
efficiency, but to speak with authority on industry best practices, emerging threats and mitigation 
approaches in use across the information security industry. This foundation of knowledge, 
depth of experience, and proven efficiencies will be evident through the analysis, personnel 
interview, demonstration, inspection, and technical testing of NRC systems. 

1.A.6.4 Source Code Reviews 
RFP Section E, pages 5-6, SOW 8.6.4, pages 20-21 

A two-pronged approach is proposed for the review of application 
source code for vulnerabilities in support of the NRC Cyber Security 
software assurance effort. We will provide continued support for the 
assessment of auditing software. This software is intended to identify 
flaws in source code in order to minimize vulnerabilities and risk to the 
NRC. Independent verification of applications will be conducted for 
vulnerabilities during the SDLC. Our Team Will continue our support of 
the CSO in the assessments of offsHe Software-As-A-Service (SAAS) 

• MAR has supported 
NRG Source Code 
Review initiatives since 
2010. 

• MAR team member 
Chris Young has 
participated In visits lo 
the SAAS vendor 
facility to enable NRG 
to complete the vendor 
:i.<:<:P..<:.<:mP.nt in FV1? 

vendor facilities to ensure NRC source code being evaluated at the facility is properly protected. 
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This approach supports current and upcoming NRG requirements. The PMM specifies that risk is 
addressed throughout the SDLG and provides secure coding practices for development teams. 
Further, the proposed new Web Application Standard, currently under review by the NRC 
Standards Working Group (SWG) includes security requirements based on the Open Web 
Application Security Project Top 10 web application risks for 2010 and prior years and will apply to 
NRC web applications. The MAR Team led the development of the Web Application Standard. 

Providing a method to proactively test the security of applications will enable the NRC to include 
security as a core component of software development practices. Developers will be able to 
address security vulnerabilities earlier in the SDLC as software is being created. 

The two goals of static source code testing are to proactively identify and provide information to 
developers which enable them to fix security vulnerabilities early within the SDLG, and to 
mature CSO's capability to independently assess applications against applicable security 
requirements. The Team will work with NRC to develop and finalize agency-wide requirements 
and procedures around static application security testing. 

Proactive Developer Verification 
The MAR Team will identify, discuss, research, and evaluate current practices and tools (COTS, 
GOTS, and other) used by NRC's IT system developers to identify application security 
vulnerabilities that exist as a result of flaws and inadequacies in the source code throughout the 
different phases of the SDLC. We will build on work performed over the last two years for CSO 
to identify and evaluate appropriate source code analysis tools to support software assurance. 

We provide CSO with reports describing the current practices and tools in use among NRC's IT 
system developers. The report identifies the practices and tools in use that identify application 
security vu lnerabilities in line with the proposed new Web Application Security Standard and the 
secure coding practices for development teams described in the PMM. If current practices and 
tools cannot provide the proactive developer testing capability envisioned by CSO, we will 
research alternate approaches to include a combination of manual processes and tools. 

CSO Verification 
We have assisted the NRC in performing security assessments of the static source code analysis 
SAAS provider to expand the pilot use of the service to allow for greater use in the agency. The 
MAR Team will continue work to establish formal requirements around the use of the SAAS service 
to fully implement the use of the service and to establish compensating operational controls in order 
to reduce residual risk that remains due to the SAAS nature of the solution. 

By providing these source code analysis capabilities, the NRG is able to include security throughout 
the SDLC, to expand the Cyber Security software assurance effort, and to meet goals in the IT/IM 
Strategic Plan. The source code analysis capabilities will assist the NRC in providing specialized 
security training for software developers to incorporate security controls during the next fiscal year 
development phase and to expand security testing in the following 
fiscal year in accordance with the IT/IM Strategic Plan goals. 

1.A.6.5 Penetration Testing 
RFP Section E, pages 5-6. SOW 8.6.5, pages 21-22 

A critical element in effective enterprise cyber security risk management 
is the ability to identify potential risks posed by internal and external 
threats. Penetration testing is one means of identifying these risks - by 
having skilled security experts use the tools and techniques that 
malicious parties may attempt to use against NRC networks. 

• The MAR Team 
members have 
independent facilities and 
teams dedicated to 
penetration testing. 

• MAR Team members 
have recently attended 
intelligence community 
penetration testing boot 
camp, as well as Core 
Impact related training. 
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The MAR Team brings a unique capability and focus on penetration testing. Successful 
penetration testing depends on the expertise and skills of the testers. Our Team includes reach 
back capability to over 100 highly skilled personnel with proven expertise in penetration testing 
tools, techniques and methodologies in both the private and public sectors. We also have key 
partnerships with world class penetration testing products and firms. As examples, we have: 
• Industry-recognized pioneers in security testing software and methodologies with pedigrees 

from elite ethical hacking firms at @stake, Symantec, Neohapsis, and many others. 
• Published authors of penetration testing books and articles. 
• Recognized speakers at industry conferences including the OHS Software Assurance 

Forum, GFIRST, {ISC)2 Security Congress, OWASP AppSec, and many more. 
• Partnerships with leading penetration testing vendors such as Rapid? and supporting their 

professional services teams in conducting penetration testing. 
• Contributors to the Metasploit project in developing new and custom exploitation pl1ug-ins. 
• Developers of the Open VAS security testing suite. 

Penetration testing is a special class of security testing in which assessors mimic real-world attacks 
to identify methods for circumventing the security features of an application, system, or network. 
This often involves launching real attacks with tools and techniques commonly used by attackers. 
Penetration tests can be executed from various perspectives and focuses including: 
• Network penetration test, • Red team/blue team, 
• Web application penetration test, • Wireless penetration test, 
• Social engineering, • Embedded application assessments. 

The goal of penetration testing is to determine: 
• The survivability of the system in the face of real-world attack patterns. 
• The sophistication/resource levels required for an attacker to successfully penetrate the system. 
• Additional controls and countermeasures for protecting against the most likely attack types. 
• The NRC's ability to detect attacks and respond accordingly. 

While penetration testing may not be appropriate for all systems, applications or networks, the data 
obtained from rigorous penetration testing is a valuable element in providing a holistic assessment 
of NRG system security. As an input to the ESA, these test results can be used in the context of 
security control assessments, vulnerability assessments, system security plans, continuous 
monitoring results, and other data sets to provide greater cyber security awareness to the INRC. 

We will coordinate with the CSO in developing a penetration-testing program to create and 
maintain a flexible and scalable capability to perform a variety of penetration tests. Pursuant to 
the RFQ, the MAR Senior Project Manager, Mr. Evans, will request the COR or alternate COR 
to be present during all active penetration testing. 

This penetration-testing program uses best-in-class COTS (Core Impact, Immunity CANVAS, 
Sensepost Labs BiDiBlah, BackTrack Enterprise) and open-source tools (Metasploit Framework, 
w3af, Burp Suite, Paras Proxy, nikto, wikto), as well as the latest testing techniques (fuzzing, 
SOAP/LDAP/Xpath injection, SSL renegotiation attacks). We also bring leading edge research and 
development in custom tools that have been developed over hundreds of penetration testing 
engagements. This is vital in maintaining a level of adversarial parity, and to provide the most 
realistic real-world attack scenarios. The list of tools used by the MAR Team is maintained in a 
Tools Report, which is approved by the NRC prior to engaging in any testing activity. 

"Red Team", or external penetration testing, is performed using the broadest possible attack 
context. Penetration testing of a single host, application, or network in an isolated manner may not 
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provide the fullest assessment of the security posture of the system. The system may interconnect 
with or lie on the same network as a more vulnerable system. While the individual target may prove 
resilient to external attack, it may be less resilient to side-band attacks from more vulnerable 
proximal systems. The testing focus for Red Team testing will vary depending on the nature of the 
system to be tested but will include brute-force attacks, buffer overflows, injection, and protocol 
manipulation. Denial-of-service tolerance will also be measured as requested. 

Application penetration testing is more readily performed in an isolated context since the goal of 
this testing is to determine the survivability of a particular service or interface. This testing will 
primarily focus on the software engineering and implementation aspects of the application such 
as input validation, identification and authorization, access control , bounds checking, and other 
common vulnerability sources. 

The testing focus for "Blue Team", or internal penetration testing, is to assess the resilience of 
internal controls to attacks signifying a successful external penetration or the activities of a 
malicious user or agent on the internal network. Key testing areas will include privilege 
escalation, privilege hijacking, credential capture, broad access control testing, and other 
inference-based attacks made possible by positioning within the network and by access to 
internal directory and file services (e.g. , LDAP, Active Directory, and NFS). Blue Team 
penetration testing may also include elements of social engineering where appropriate. 

Social engineering covers a range of activities whereby an attacker attempts to test the human 
element of security and can reveal weaknesses in user awareness or behavior, such as failing 
to follow standard security procedures or performing proper authentication. Social engineering 
attacks fall into two categories: human-based attacks that use person-to-person contact and 
technology-based attacks, where users become the unwitting initiators of a code-based attack. 

At the direction of CSO, we will engage 
in social engineering attempts against 
NRC staff/contractors, using any or all 
of the recognized social engineering 
attack types as shown in Figure 16. 

• Impersonation 
• Third-Party Authonzaiion 
• In-Person 

ec no ogy- asei:1 

• Messaging Attacks (Spam, Phis111g, 
In preparing for penetration testing, our Spreaphisfng, Spim. Vishing) 
Team will sign any appropriate Non- • Session Hijac1<1ngnntercep1ion 

• Dumpster o,vmg/Shou!der Surfing 
• ·creating A Sense of Urgency" 
• Simple Persuasion 

• ·onve-by'fTrojan Attacks 
• 'Interesting Software" 
• Malware Seeding/ "Found Media· 

• Compromised Websites 
Disclosure Agreements (NOA) and will . . . 
develop a project plan and execute the Figure 15. Examples of Social Engineering Attacks. 

plan in accordance with the following steps/phases: 
• Phase 1 - Information Gathering: For each penetration testing engagement we will coordinate 

with CSO to identify the targets, means, methods, duration. and other pertinent descriptors for 
the effort, including identification of external (Red Team) and internal (Blue Team) elements, 
application-level testing requirements, and level of social engineering requirements, if any. 

• Phase 2- Testing Tools: Appropriate tools will be selected for the engagement from the Master 
Tool List and incorporated into a Tools Report for submission to the COR for review and approval. 
Upon approval and prior to loading the tools, the testing team will update all penetration testing 
devices with the latest security patches, updates, and plug-ins. At the completion of the testing 
these devices will be wiped clean and notification will be provided to the COR. 

• Phase 3 - Test Plan: A detailed penetration-testing plan will be developed and submitted 
for COR approval. The test plan will include: 
o Testing personnel, 
o Tool list, 

0 

0 

Types of tests, 
Go/No Go criteria, 
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o Target list/User community, o Anticipated results/Testing breakpoints, 
o Schedule, o For social engineering attacks, this 
o Rules of Engagement, may include additional coordination, 
o Start/stop dates and times, waivers and/or other protections to 
o Emergency Points of Contact, mitigate adverse target reactions, 
o Contingency List, o Audit Risk determination. 

• Phase 4 - Testing: Penetration Testing will be performed at an NRG-approved location 
and is subject to observation by a CSO-designated NRC staff member. All raw scanning 
and testing information will be captured during testing activities then stored in a secure 
manner. The MAR Team will use a suitable, CSO-approved secure archive capability for 
the storage and sharing of this information with designated personnel. During testing all 
electronic activities will be logged. Testers will maintain written logs containing observations 
and findings. Successful exploits or discovered vulnerabilities will be recorded using 
screenshots. Periodic reports will be made available to approved NRC personnel. Where 
specified in the rules of engagement, testing breakpoints {i.e. access to a specific 
file/database/system or root access) will prompt immediate notification. 

• Phase 5 - Test Result Report: The Test Result Report will present a review of the Test Plan 
and a timeline of testing activity. This will include how the test was performed, the type of test, 
and the host/users and their associated organizations that were tested. Successful 
exploitations will be described in detail with provided screenshots and other artifacts to allow 
verification and reproduction of the issue. Recommendations will be provided for each finding. 
The Test Result Report will provide an overall risk rating and recommended guidance on how 
to mitigate the discovered weaknesses and will outline additional necessary security controls. 

• Phase 6 - Cleanup: We propose using Virtual Machine (VM) technology to provide clean 
workspaces for each penetration testing effort. At the conclusion of each test relevant data is 
extracted from the VM, and the VM is destroyed, preventing information leakage. The VM 
destruction is verified by the NRC representative observing the testing and will be provided in 
writing by MAR to the NRC. This is superior to more typical computer images as it avoids 
issues with changing hardware and drivers. In addition, it scales well to larger test efforts that 
may require more penetration test workstations. 

1.A.6.6 Security Impact Assessments (SIA) 
RFP Section E, pages 5-6, SOW 8.6.6, page 22 

• 
• 
• 

MAR and 
CSO worked 
together in 
refining the 

SIA process. 

Throughout the A TO lifecycle of a system there may be a need to make changes 
to the system that may impact the security posture as a whole. These activities 
are an integral part of configuration management, control, and continuous 
monitoring which are required by the FISMA and 0MB. The NRC has put in 
place a process to perform Security Impact Assessments, now call SIA, in order 
to address such situations. The SIA process can be categorized as follows: 

Boundary or data sensitivity changes. • Security controls, ports, protocols, or 
System interconnection or user base changes. services . 
New or upgraded software, hardware, or • Physical environment or location 
technology. changes. 

The MAR Team Project Manager will assign an analyst that is familiar with the system requiring 
an SIA. This will expedite the process by reducing any learning curve and provide for a level of 
consistency when completing information in the SIA. Using the latest approved version of the SIA 
form found on the CSO website the analyst will meet with the System Owner to collect the 
information necessary to complete the form. Our analyst will support the System Owner in 
following the process outlined on the CSO website in order to submit a fully completed the SIA 
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form to CSO. Upon receipt of the guidance memo from CSO, we will work with the System 
Owner to interpret the guidance and assist with the corresponding activities that CSO requires for 
approval of the system change. These activities may include: 
• Updating of Authorization documents (including Security Categorization, SSP, SRA, and 

other associated artifacts). 
• Developing of a component specific vulnerability assessment report that describes the 

technical risks associated with the change to the components. 
• Conducting a tailored ST&E for assessing the changes made to the system. 
• Assessing the overall impact of this change to the NRC information system or infrastructure. 

Our analysts will work with the System Owner to address the direction provided by CSO, which 
may include the updating of authorization artifacts and supporting documents. Throughout the 
SIA process the QA Team will provide oversight and at the completion of the process, will 
conduct a lessons learned debrief. Information from the lessons learned debriefs will be 
entered into PMOS or the appropriate NRC repositories. 

1.A. 7 Policy, Standards, and Training 
RFP Section E, pages 5-6, SOW 8.7, page 21 

As a member of the NRC Standards Working Group since its inception, MAR has and will 
continue to apply our experience, technical ski/ls, and best practices to ensure federally 
mandated policy, standards, and training objectives are consistently achieved. 

The MAR Team will provide the NRC support for the creation and maintenance of NRC Cyber 
Security policy and suppo11ing documentation as well as offering community awareness, training, 
regular communications, and potentially a conference to increase knowledge, understanding and 
recognition of Cyber Security across the agency. 

We will support the NRC efforts to create, revise, review, and gain concurrence of Cyber Security 
policy, processes, procedures, templates, guidance, and security relevant business solutions. In 
addition to our support for the creation or revision of these documents, we also develop, maintain, 
and deliver Cyber Security awareness and role-based training courses. Upon the request of the 
COR, we will coordinate and run an annual Cyber Security conference. The NRC will benefit by 
increasing awareness, knowledge and understanding of Cyber Security throughout the agency. We 
will also support Cyber Security community communications through the development of a monthly 
security newsletter and establishment and maintenance of the CSO web site. 

These efforts enable the NRC to continue to expand and mature the supporting Cyber Security 
documents including processes, procedures, templates, guidance, and security relevant business 
solutions. Our support in these areas also provides awareness of the current state of the NRC Cyber 
Security Program including changes to requirements, risks, and threats that must be considered. 

1.A.7.1 Cyber Security Policy 
RFP Section E, pages 5-6, SOW 8.7.1 , page 22 

The MAR Team supports on-going revisions and maintenance of 
Management Directive and Handbook (MD) 12.5 NRC Cyber 
Security Program. MD 12.5 defines the NRC Cyber Security 
Program, lays out the framework for the Program, and provides 
requirements for securing information technology systems and 
devices. We will assist in finalizing and keeping MD 12.5 up-to-date 
given the role of MD 12.5 in specifying the objectives for the Cyber 
Security Program. If CSO deems that changes are needed, we will 
perform the necessary research, propose revisions, and work with 

Beginning In 2009, the MAR 
Team provided support to 
revise MD 12.5 Directive and 
Handbook: 
• Performed research and 

provided proposed new 
content. 

• Obtained, reviewed, 
discussed, and 
responded to CSO and 
Program Office feedback. 
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CSO and program offices to obtain feedback and gain concurrence for the revisions. This acts as 
an important driver for the strategic planning and operations of the CSO. Further, MD 12.5 lays 
out the responsibilities of program offices and individual roles within the NRG. MD 12.5 provides 
critical guidance and directly supports the work of the CSO as well as the work performed by other 
Program Offices as part of the overaching Cyber Security Program. 

Any revisions to MD 12.5 will be aligned with the 12 primary areas of the policy framework 
provided by the ISO 27002:2005(E), "Code of Practice for Information Security Management." 
1. Access Control, 7. Incident Management, 
2. Asset Management, 8. Information Systems Acquisition, 
3. Business Continuity, Development, and Maintenance, 
4. Communications and Operations 9. Organization, 

Management, 10. Physical and Environmental security, 
5. Compliance, 11. Risk Assessment, and 
6. Human Resource Security, 12. Security Policy. 

We understand that changes to any of these 12 areas and the associated security 
considerations within each, has the potential to impact the overall Cyber Security Program and 
to the Program Offices and systems. Our knowledge and experience with program 
requirements and systems across the NRG enterprise enhance our ability to improve 
communication and awareness, proactively facilitating compliance with MD 12.5. Our 
participation in other activities, such as role- based training, provide a unique opportunity for us 
to assess and determine revisions to the training curriculum as MD 12.5 evolves. Through the 
MAR Team's experience supporting the MD 12.5 revision requirements over the past three 
years we are well equipped to continue this support to help mature the Cyber Security Program 
through timely and proactive policy updates and user community communications. 

1.A.7.2 Processes, Procedures, Templates, 
Checklists, Standards, and Guidance 

RFP Section E, pages 5-6, SOW 8.7.2, pages 25-26 

MAR will continue to provide support to the CSO in strategic 
planning, facilitating inter-office collaboration, and developing 
procedures, standards, and guidance that address federally 
and NRG mandated, and standard industry best practices 
governing computer security requirements. 

The NRC's computing environment is comprised of a wide 
variety of technologies to enable the NRC to perform its 
mission. The NRG is obligated under FISMA legislation to 
make certain that federal computing system configurations are 
compliant with established acceptable configuration 

Our Team will draw upon our 
experience in support of the NRG 
across the organization to: 
• Support the maintenance of the 

strategic Standards Roadmap; 
• Promote co/latioration between the 

NRG's Standards Working Group 
member offices; 

• Facl/ltate the success of the 
Standards Roadmap by developing 
and maintaining policies, 
procedures, and standards relevant 
to the NRG Mission and in 
alignment with Federal and 
industry security standards. 

requirements. In order to accomplish this, the NRG CSO has continual requirements for policies, 
procedures, standards, and guidance that comprise the security governance for the agency overall. 

We will support NRG Cyber Security Program's requirements by providing documentation 
development, maintenance, and implementation that focuses on the security controls outlined 
by NIST SP 800-53. 
• Access Control • Maintenance 
• Security Awareness and Training • Media Protection 
• Auditing and Accountability • Physical and Environmental Protection 
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• Certification, Accreditation, and Security • Planning 
Assessments • Personnel Security 

• Configuration Management • Risk Assessment 
• Contingency Planning • System Services and Acquisition 
• Identification and Authentication • System and Communications Protection 
• Incident Response • System and Information Integrity 

Because of the dynamic nature of potential threats, vulnerabilities, and related regulatory 
compliance requirements, Cyber Security is a constantly evolving environment. Our approach 
to ensure compliance and provide up-to-date security governance documentation involves a 
continuous monitoring and review process for the creation and maintenance of standards as 
well as other formal documents including policies, procedures, and guidance as systems, 
technologies and operational needs change. 

This approach includes an annual review and revision of all policies, procedures, standards, and 
guidance upon request by the NRC's CSO and Standards Working Group (SWG). To support 
the CSO and SWG, our Team of analysts will examine each document's applicability to the 
current and future planned state of the NRC's computing environment. Based on these periodic 
reviews we will work with CSO and the SWG to identify and revise specific policies, procedures, 
standards, and guidance. We will also conduct annual reviews of revisions made to external 
checklists that are specified within NRC standards to identify changes, and potential impacts to 
the NRC. We will communicate summaries of the changes to the CSO and SWG. 

The development and revision of the policies, procedures, 
standards, and guidance considers the following: 

• 

• 

• 
• 
• 
• 

FIPS 199 sensitivities (low, moderate, high} for 
confidentiality, integrity, and availability. 
Sensitive Unclassified Non-Safeguards Information 
(SUNSI) 
Safeguards Information (SGI) 
Classified Information 
Different types of information that the NRC must protect 
The ESA Target Architecture and Transition Plan 

Security standards will be developed and maintained in 
accordance with the CSO's Process for Development, 

T 

Security 
Confi_guratlon Standa 

Lifecycle 

. 4 . 

6 . s . 

Establishment, and Maintenance of NRC IT Security Figure 16. Security Configuration 
Standards. This process, encompassing a nine-phase NRC Standard Lifecycle. 
security standard lifecycle depicted in Figure 16 and described in Table 7, will be followed. For 
each Phase of the process described, we provide a summary of the action and the work 
supported and/or accomplished by the MAR Team resources. 

A requirement for a NRC security standard Is identified. We coordinate with the CSO and/or 
the SWG to identify a configuration standard ("external checklist") to use as the basis for the 
NRC security standard. 
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===' 

We work with the CSO and/or the SWG to create an initial draft of the security standard using 
the security standard template. Consultation, as required, is conducted with relevant system 
ISSOs and SM Es (e.g., contacts in Infrastructure and Computer Operations Division (ICOD), 
Business Process Improvement and Applications Division (BPIAD), and Nuclear Security and 
Incident Response (NSIR) as the standard is developed. Feedback from system ISSOs and 
SMEss Is considered and Incorporated Into the draft as applfcable. The NRC's SWG reviews 
the draft and provides comments and feedback. The changes are incorporated and the draft 
securit standard is a roved b the SWG for release. 

The SWG provides the proposed security standard to OIS for concurrence and provides an 
Informational copy to the ISSO Forum for the purpose of validating applicability and 
reasonableness. Feedback will be submitted to the SWG. 

+-------------------------------------, 
~ We support the CSO and/or the SWG to review all suggested changes to determine If 

\!;J~ conflicting recommendations were introduced during the formal review process in Phase 3 and 
l1w)1µ!Jf'j~;.J d 

!Jl'. ,u ! ;.i V to update the security standard. 

-..,, The SWG and the DAA approve the security standard. The SWG and CSO release and 
publish the security standard. ISSOs and System Owners are responsible for ensuring that 
systems comply with the standard. 

+-------------------------------------, 
V The NRC effective security standard is used during compliance testing. When tests indicate 

fJ~!fr~[JJht uml that an NRC information system does not comply with the standard, a weakness will be added 
\!1!.Jio:Jlfui~ f to the system's POA&M to track remediation of the condition. 

Continuous The security standard rs used during the continuous monitoring process to ensure that systems 
p remain configured pursuant to the requirements of tne standard. 

L...=~==r -+-------------- - --------------j 

~ 
,\11111.1,.11 

·t~•ir~1///!Jµ!.li.lt~~ 

9 - . ,--.., 

We coordinate with the CSO and/or the SWG to review each security standard (and the 
supporting external checklist) at least annually and update the standard as needed related lo 
changes in the threa! environment, changes to the external checklist, and new or emerging 
requirements (such as the release of a version ,of an operating system). Updates to external 
checklists do not necessarily mandate an update to the corresponding security standard unless 
si nificant chan es are re uired. 

Rcliroment r 
When standards are no longer applicable to NRC's security protection and compliance, the 
security standard Is retired. 

-'---------------------------------~ 
We understand the rigorous nature involved in the process of preparing for and obtaining final 
CSO and SWG approval of policies, procedures, standards and guidance. Through our Team's 
extensive experience in obtaining and responding to stakeholder feedback, we have 
successfully worked to obtai1n CSO and SWG approvals. This emphasis on obtaining feedback 
and working with stakeholders is exemplified by the recent finalization of Organization Defined 
Values Standard, as well as the ongoing finalization of the Management Directive 12.5, Web 
Application Standard, and VMware Standard. 

Our structured approach builds on the formation and accomplishments of the SWG and 
collaboration with NRC program and support offices to develop and maintain the currency of 
policies, procedures, standards, and guidance. Significant benefits to NRC include: 
• Improving clarity of security requirements based on technologies within the NRC. 
• Integrating feedback from non-CSO stakeholders to reduce pushback on new and revised 

requirements. 
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• Improving alignment of standards and specific security requirements to the technologies 
specified within the NRC TRM and IT Roadmap. 

We have the khOwledge and understanding required to effectively navigate the CSO and SWG 
approval process. The MAR Team has worked closely with the NRC to support the creation, 
revision, and review of security governance documentation and have supported the continuous 
improvement of the SWG process and products. 

1.A.7.3 Security Relevant Business Solutions 
RFP Section E, pages 5-6. SOW 8.7,3, page 26 

Our Team has the expertise and capability to research and prepare technical electronic business 
solutions for new or modified NRC business solutions while addressing security within the NRC 
business processes. These may include solutions implemented for efficiencies or new initiatives 
such as cloud computing, mobile devices, and the security required to implement these solutions. 

We have the necessary understanding of each NRC system, the user community it supports, 
the business function it provides, and the impact it has on the office and the agency. For 
example, MAR Team member KCG's FedRamp 3PAO accreditation brings a cloud computing 
assessment capability to our Team, and Team member CACI is working on developing 
applications for tablet devices. We also have the ability to assess the relevancy of proposed 
solutions and the affects the solutions will have on efficient processing, as well as on security. 
We will work with CSO to document new solutions within the NRC Cyber Security Program 
following established processes for the development of standards, processes, procedures, 
templates, checklists, and associated training needs. 

1.A.7.4 Cyber Security Awareness Program 
RFP Section E, pages 5-6. SOW 8.7.4, pages 26-27 

The MAR Team has and will continue to develop, maintain, and update Cyber Security 
awareness courses to supplement the current NRC Security Awareness Program including the 
use of electronic training methods to ensure that federally mandated and NRC defined cyber 
security requirements are satisfied. 

These courses use current technologies such as those used in the current security awareness 
training that will supplement the current Federal Information Security Line of Business (LOB) 
and operate within the NRG Learning Management System (LMS). All courses are Sharable 
Content Object Reference Model (SCORM) compliant. 

There are a variety of sources of material on security awareness that is incorporated into our 
awareness program. The material may address a specific issue, or in some cases, describe how to 
develop an entire awareness program, session, or campaign. Sources of relevant material include: 
• E-mail advisories issued by industry-hosted news groups, academic institutions, or the 

organization's IT security office. 
• Professional organizations and vendors. 
• Online IT security daily news websites. 
• Periodicals. 
• Conferences, seminars, and courses. 

Awareness material is developed using one theme at a time or is created by combining a 
number of themes or messages into a presentation. For example, a poster or a slogan on an 
awareness tool should contain one theme, while an instructor-led session or web-based 
presentation may contain numerous themes. Regardless of the approach taken the amount of 
information should not overwhelm the audience. 
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Formal evaluation and feedback mechanisms are important components of any security 
awareness, training, and education program. Continuous improvement of the course materials 
and educational programs are facilitated when there is a strong comprehension of how the 
existing program materials and methods are working. In addition, the feedback mechanism 
must be designed to address objectives initially established for the program. Once the baseline 
requirements have been solidified, a feedback strategy can be designed and implemented. 

If requested, our Team will assist the CSO through evaluation of the effectiveness of security 
awareness training. As an example, we helped CSO establish a capability to measure the 
effectiveness of security awareness training among all NRC personnel. Due in part to the findings of 
an OIG report on Social Engineering (OIG-10-A-1 1 ), our Team worked with CSO to use the PhishMe 
service to measure the effectiveness of security awareness training aimed at educating users on the 
dangers of phishing. We completed and presented the findings of security awareness testing which 
tested staff across all NRC offices. The initial phases were successful and highlighted that further 
education and testing of personnel was necessary to understand the exposure of the problem. 

1.A.7.4.1 Course Descriptions 
SOW 8.7.4.1, page 27 

Course descriptions will include NRC SGI content such as user 
authentication methods, end user responsibilities, electronic 
media, electronic handling access and storage, e-mail, use of 
mobile devices, malicious actor techniques including social 
engineering, and social networking security considerations. We 
will also integrate federally provided general user awareness 
content. As new topics related to SGI or other general cyber 
security awareness is identified by CSO or other sources, we 
will coordinate with CSO PSTT to appropriately modify, 
enhance, and incorporate new information into the existing 
cyber security awareness materials. 

• MAR developed five 
highly successful Role­
Based Training Courses 
for the NRG. 

• YTD 2012 MAR has 
delivered eight Role­
Based courses under the 
CISSS contract 

• MAR has 15 dedicated 
laptops available for NRG 
lab-based training 
courses. 

1.A.7.5 Cyber Security Role-based Training Program 
RFP Sect1oo E, pages 5-6, SOW 8.7.5, page 27 

In order to comply with FISMA, the MAR Team will continue to provide Cyber Security role-based 
training to NRC staff and contractors with significant security responsibilities. We will continue to 
develop and deliver role-based training courses that address all FISMA requirements and ensure 
that all course materials are applicable and current, these courses include: 
• Role-based Training for ISSOs 
• Role-based Training for System Administrators of Windows-Based Systems 
• Role-based Training for System Administrators of Linux/Unix-Based Systems 
• Role-based Training for Senior IT Managers and System Owners 
• Role-based Training for the DAA 
• Role-based Training for Senior Level Managers and Executives 

In addition, these courses are developed in accordance with the most recent version of the NRC 
IT Role-Based Training Plan to provide the agency's IT security workforce a common 
understanding of the concepts, principles, and applications of IT security that enhance the 
confidentiality, integrity, and availability of NRC's information systems and IT resources. 

In recent years, the MAR Team designed and built a series of role-based, instructor-led training 
sessions that covered the topic areas listed above (with the exception of Role-based Training for 
System Administrators of Linux/Unix-Based Systems which is currently in development and 
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scheduled for delivery in FY2013) and were well received by NRC course participants. Figure 17 
provides the high-level work flow in developing and refining the role-based training courses. 

Training R 
Receiv 

" It 

Figure 17. NRC and MAR Collaborative Course Development and Delivery Process. 

We will continue to engage the services of industry leading experts who specialize in security topics 
and tools relevant to the NRC to make sure our courses remain current and of value. For example, 
we elected to use course development methods designed by Dale Carnegie to maximize the 
learning experience of each participant. This significantly contributed to the success of NRC role­
based training courses because it placed emphasis on curriculum that was closely aligned with NRC 
requirements. In addition, the increased value of having specially trained instructors capable of 
facilitating complex discussions in both small and large group settings, and the importance of 
designing a dynamic learning experience that challenges course participants while building 
confidence in their respective roles and responsibilities was demonstrated. At the conclusion of 
these courses, participants commented that the hands-on team building exercises that resulted from 
this approach proved to be demanding, instructional, and entertaining at the same time. Another 
observation was that these training sessions promoted the establishment of stronger peer networks 
between security and IT practitioners at the NRC. 

Role-based Training for ISSOs 
The MAR Team will continue to develop, update and deliver the system and office ISSO course 
which, at a minimum, will cover the following topics: 
• ISSO role in relation to other NRC roles • Operational, management, and technical 

and positions security controls 
• Information technology initiatives • Planning 
• ISSO roles and responsibilities • Site/system security plans 
• Role separation • Authorization to Operate 
• Procurement • Continuous monitoring 
• Threats • Incident reporting 
• Vulnerabilities • Continuity of operations 
• Risk management 

The ISSO role is a trusted position within the agency with special access to and authority over 
NRC systems. As the principal point of contact for all IT security aspects of an NRC IT system, 
the ISSO has nearly 40 defined responsibilities. Considered the flagship of role-based training at 
the NRC, the ISSO course was developed to take full advantage of Dale Carnegie training 
methods, and affords participants a dynamic learning environment. In part, this is due to the value 
that CSO staff provides as course participants engage in the review of a variety of programmatic, 
technical , and interpersonal skills and abilities required of system and office ISSOs, that are 
necessary to become proficient in such a multi-disciplinary role. Course participants learn about 
the effective use of NRC organizational risk management practices and techniques, participate in 
scenario-based role playing exercises (e.g., mitigation of threats and vulnerabilities), learn 
innovative ways of committing complex learning objectives to memory, and work in team building 
exercises (e.g., the infamous ISSO Mo' Blues or poetic rendition of security practices set to the 
Twilight series musical theme). Participants often have remarked that they are pleased with the 
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course content and the amount of information they were able to retain. They also developed an 
appreciation of both the importance and demands of the ISSO role. 

Role-based Training for System Administrators of Windows and Linux/Unix-Based Systems 
The MAR Team will continue to develop and deliver a Windows System Administrators course 
and Linux/Unix System Administrators course which, at a minimum, will cover the following topics: 
• Security configuration guidelines • Threats 
• NRC policies and procedures • Auditing 
• Authorization to Operate • Continuous Monitoring 
• Vulnerabilities • Incident response 

A portion of this class is devoted to hands-on exercises and technical labs that will guide participants 
in implementing current security configuration requirements for servers and workstations running 
Microsoft Windows and Linux/Unix. Under the direction of CSO, and building from the ISSO course, 
we established and commenced training of a Windows System Administrator Course in 2011. 
Updates to existing courses, and new course development, will focus on security considerations in 
each phase of a system's lifecycle, and the roles that individuals throughout the organization have in 
ensuring security is planned, designed, integrated, deployed, and maintained. This approach will 
include an in-depth review of the roles and responsibilities of system administrators in securing IT 
systems through implementation of NRC security requirements, adherence to security policies and 
procedures, awareness of any new requirements communicated by the CSO, and use of security 
best practices for Windows and Linux/Unix-based systems. For the hands-on technical lab portion of 
this course, we will provide the necessary lab equipment, setup the gear to accommodate the needs 
and learning objectives associated with each lab, and support course participants as they navigate 
the lab exercises. For the benefit of the NRC, future curriculum will be developed in a way to allow 
for the delivery of either separate courses for each topic area or an integrated Windows and 
Linux/Unix Administrators' course. 

Role-based Training for Senior IT Managers and System Owners 
The MAR Team will develop and deliver the Senior IT Managers and Systems Owners course 
which, at a minimum, will cover the following topics: 
• Federal and NRC policies, guidance, • Role separation 

regulations and requirements • Risk management 
• NRC FISMA results • System security plans 
• Office of Inspector General (OIG) audits and • Vulnerabilities 

other NRC auditing or inspection reports • Threats 
• Planning • Security Controls 
• Procurement • Authorization to operate 
• Security in the life-cycle • Continuous monitoring 

System Owners are agency officials with inherent U.S. government authority for the overall 
procurement, development, integration, modification, or operation and maintenance of an 
information system. At the NRC this includes Office Directors, Division Directors within the 
Office of Information Services, and Regional Administrators. Senior IT Managers at the NRC 
are responsible for ensuring systems or services meet all agency Cyber Security Program 
requirements. Examples include regional directors, branch chiefs, team leaders, project 
managers, management analysts, mechanical engineers, inspectors, health physicists, and 
technical editors. As a result, the current NRC Senior IT Manager and System Owner course 
focuses on the establishment of a solid understanding of threats to federal information systems 
(e.g., Advanced Persistent Threat) and the programmatic means established by the NRC Cyber 
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Security Program for protection against cyber-based threats. The course is a blending of the 
more technical, in-depth curriculum of the ISSO and system administrator courses together with 
the executive security training. Updates and revisions to the Senior IT Manager and System 
Owner course will address changes within the NRC Cyber Security Program, as well as any 
feedback received from participants, and the evolution of cyber threats to IT resources deployed 
throughout the NRC operational environment. 

Role-based Training for the Designated Approving Authority {DAA) 
We will also develop and deliver a role-based training course for individuals with DAA 
responsibilities that contain information describing the role and responsibilities for all levels of 
systems. The course topics are based on relevant NRC considerations and are designed at a 
high level to help senior level managers and executives evaluate the components of an IT 
security program. Individuals training for the DAA will focus on the fundamental security 
concepts necessary to weigh organizational and system-level risks inherent to IT systems for 
potential impacts to the agency's mission and/or business operations. 

Role-based Training for Senior Level Managers and Executives 
The MAR Team will develop and deliver a role-based training course for Senior Level Managers 
and Executives which, at a minimum, will cover the following topics: 
• Federal and NRC policies, guidance, • Role separation 

regulations and requirements • Risk management 
• NRC FISMA results • Vulnerabilities 
• Office of Inspector General (OIG) audits and • Threats 

other NRC auditing or inspection reports • Security Controls 
• Overview of the Authorization • Authorization to operate 

This course will Include relevant NRC examples and situations designed to help senior level 
managers and executives evaluate the components of an IT security program related to NRC 
business functions and the specific IT requirements. The Senior Level Managers and Executive 
Course also provide the tools and threat awareness needed to enhance decision making 
capabilities. This includes knowledge of existing laws and regulations, the NRC's Cyber Security 
Program, and organization risk management. The training seeks to aid in understanding Federal 
government and NRG-specific laws, regulations, polices, guidelines, standards, and procedures 
mandating requirements for the management and protection of IT resources and data. The 
developed training will continue to foster knowledge of IT to ensure that adequate provisions are in 
place to protect NRC information that is collected, processed, transmitted, stored, or disseminated 
within IT systems. This includes heightened awareness of ongoing processes associated with the 
assessment of risk to IT resources and information, and the determination if adequate security for a 
system is in place and is being maintained to an acceptable level of risk. 

1.A. 7 .6 Cyber Security Conference 
RFP Section E, pages 5-6, SOW 8.7.6, page 30 

Upon request of the COR, the MAR Team will provide planning and implementation support for 
an annual Cyber Security conference for NRC staff and contractors. This conference will 
provide in-depth coverage of IT security awareness and role-based Cyber Security information. 
It will be planned for one to three days in duration, and will consist of a multi-track schedule of 
panels, workshops, and breakout sessions. 

A multi-track approach allows the NRC to provide relevant material for all levels of cyber 
security knowledge and requirements: 
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• General users will have the opportunity to learn about the goals and intent of cyber security, 
gain a general awareness from informational sessions, and participate in presentations 
regarding roles and responsibilities within the NRC Cyber Security Program. 

• CyberSecurity implementers, such as ISSOs, administrators, developers or other personnel 
responsible for IT support, design and implementation of NRC systems will be able to attend 
presentations about advanced technical topics in cyber security. 

• NRC Managers and Executives will be provided topics and sessions to highlight the role of 
IT security from a management perspective, as well as the role of cyber security issues in 
the planning, budgeting, management, and systems lifecycle of NRC systems. 

Conference design may contain a mixture of both informational sessions and role-based 
training. This approach can combine specific training sessions tailored to the NRC role of the 
individual, augmented with additional informational or hands-on sessions that provide coverage 
in areas of interest to the ind ividual or of importance lo the NRC. 

The MAR Team will assist the COR in developing an initial plan for the conference by addressing 
the overall goals of the conference, the presentation tracks. and special topics. Conference 
scheduling, resource requirements, potential topics, qualification requirements for presenters and 
instructors, and identification of potential presenters and instructors will be planning topics for 
discussion. As potential areas of interest or presentation topics are identified, we will provide SM Es 
to assist in the formulation of presentation tracks, session topics, and other relevant information to 
align the conference material with overall NRC objectives for the conference. 

Following review and approval of the conference plan we will develop appropriate workshop 
material, hands-on training or exercises, or other conference material that is specific to internal 
NRC cyber security topics. This training will be developed in coordination with PST so that all 
material is highly relevant to NRC operations, policies, and procedures. The intent of material 
development is to ensure that the knowledge base provided to conference and session 
attendees is consistent with internal NRC policy. As a top-level goal, the conference experience 
will hopefully result in attendees becoming more experienced and aligned with NRC cyber 
security standards and practices. 

We will also offer role-based training materials that use teaching techniques used in previous NRC 
and other courses, many of which are recognized by the Dale Carnegie Institute, including: 
• Memory Stacking • 'Train the Trainer" 
• Scenario-based exercises • Hands-on technical demonstrations and exercises 
• Team-building Exercises • 30 animation presentations 

Role-based training will include technical hands-on exercises such as those developed for the role­
based System Administrator course which has been well tested through several successful sessions. 
Other existing role-based and other cyber security training program material will be used where 
possible, as well as information from NRC, CSO and other publications, standards, guidance, 
and procedures. It will be important that information and training presented during the Cyber 
Security conference maintains the maximum relevancy to NRC mission, job functions, 
personnel, roles and responsibilities, and allows attendees to integrate lessons learned into 
daily operations. Material may also be developed by invited experts in cyber security topics. 
Through our existing relationships, we have the ability to engage some of the cyber security 
industry leaders as listed below to provide meaningful and relevant presentations: 
• Dr. Ron Ross, NIST 
• Stephen Northcutt, SANS Institute 
• Dr. Eric Cole, SANS Institute 
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• Dr. Sandor Boyson, University of Maryland 
• Ralph Langner, Author "Robust Control Systems Networks: How to Achieve Reliable Cohtrol 

after Stuxnet" 
• Mark Weatherford, OHS 

Presenters will also include key NRC Cyber Security decision-makers and thought leaders, such 
as the Designated Approval Authority (DAA), Internal SMEs, and IL TAB personnel. The MAR 
Team has identified a number excellent internal NRC resources in the realm of Cyber Security 
that will provide institutional context and depth to the Cyber Security conference. 

Topics may include Advanced Persistent Threat (APT), cyber security trends, critical 
infrastructure protection, or other topics pertinent to the current threat environment or to the 
NRC's mission. The MAR Team has successfully developed and presented training courses, 
briefing materials and demonstrations for NRC staff at all levels, including Role-based ISSO and 
System Administrator Training, and Advanced Persistent Threat briefing for NRC Management 
as developed by Dr. Eric Coile of SANS and Michael Shinn of Prometheus Global. 

In 2011 , the MAR Team assisted the University of Maryland College Park in planning and hosting a 
cyber security conference on industrial nuclear power. The "Commercial Nuclear Power the Cyber 
Security Conference" was held on May 4-5, 2011 , and was designed to provide a holistic approach 
to defending against cyber attacks within critical infrastructure and other sensitive U.S. government 
arenas. Additional details can be found at http://www.oaee.umd.edu/ncsc/. The conference was an 
unqualified success. Presenters and attendees included: congressional leaders such as U.S. 
Representative C. A. "Dutch" Ruppersberger, Ranking Member of the House Permanent Select 
Committee on Intelligence and Member of the House Armed Services Committee; recognized 
leaders from government and private sector the Cyber Security bodies, including Dr. Ron Ross and 
Dr. Eric Cole; and organizations such as INPO and the NRC. 

1.A.7.6.1 Place of Performance 
SOW 8.7.6.1, page 30 

The annual the Cyber Security conference location and facilities will be identified at least three 
months in advance of the conference and will take into account the anticipated number of 
sessions, session types (speaker, panel, workshop, etc.) and projected attendance. This 
information is used to determine the space requirements for the conference, and to also allow 
the NRC CSO to make a determination of the appropriate venues, scheduling, and resources. 

1.A.7.6.2 Provided Services 
SOW 8.7.6.2, pages 30-31 
The MAR Team will provide qualified trainers and presenters in the following areas: 

• 

• 

• 

Operating Systems - VMware, Linux, Solaris 10, Microsoft Windows 7, Microsoft Windows 
2008 Servers, Microsoft Windows 2003 Servers, Mac OS. 
Applications - Microsoft Exchange, Microsoft Internet Information Services (IIS), Oracle, Sybase, 
Citrix, MS SQL Server, MS SharePoint, MS .Net Framework, Apache Web Server, Social 
Networking software, Blackberry Enterprise Server and Handheld, and IBM Rational Suite. 
Information Assurance - Network Engineering, Network Monitoring, Active Directory, 
Intrusion Detection Systems (IDS)/ Intrusion Prevention Systems (IPS), Firewalls , Virtual 
Private Networking (VPN), Public Key Infrastructure (PKI), Wireless, Remote Access 
Systems (RAS), Malware, Spyware, and Penetration Testing. 

We have a number of recognized industry experts, many of whom have engaged in successful 
training and presentations for the NRC. In some of instances, especially the role-based training for 
ISSOs and System Administrators, SMEs were supported by Dale Carnegie "Train the Trainer" 

Use or disclosure of data contained on this sheet Is subject to the restriction on the tllle page of this proposal. 
Vol. 1- 63 



eBuy RFQ ID: RFQ671680 
Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 

,NcoRPORAT.
0 
_______ N_uc_Ie_a_rR_e_..g._uI_at_o_.ry_c_o_m_m_is_s_io_n_I_c_..y_be_r_s_ec_u_ri_..ty_P_ro_..g._ra_m_s_u.._p._po_rt_s_e_rv_ic_e_s .._(c_s_Ps_s..._) 

experience. The trainer's course presentation and delivery were reviewed by Dale Carnegie experts 
who advised the course presenters in effective presentation, communication and feedback 
exercises and techniques to further enhance the efficacy of the course content. Other training 
courses and presentations were given by experienced presenters and trainers, such as Microsoft 
Certified Trainers (MCT), BlackHat conference presenters, published authors, and SANS-certified 
trainers. These services will continue as part of our commitment to future NRC training needs. 

1.A.7.7 Electronically Communicating Cyber Security Information 
RFP Section E, pages 5-6, SOW 8.7.7, page 31 

Constant communication related to Cyber Security information and direction is very important to 
maintaining a high level of awareness to changes in policies, guidance, and the supporting 
activities to keep the NRC enterprise and infrastructure secure. As described in the previous 
proposal Sections, the MAR Team is positioned to support user knowledge of security 
awareness through online and classroom role-based training, and annual Cyber Security 
conferences where all stakeholders can assemble to learn and exchange ideas. Cyber Security 
awareness is an on-going daily responsibility. To support the goal of raising and maintaining 
awareness, we will work with the COR to maintain the existing NRC newsletter FRONTLINE or 
to develop a new monthly news letter that summarizes changes in policies and requirements. 
This newsletter will also provide insight as to the current risks and threats that are being seen 
inside and outside the NRC. Using our understanding of the NRC Program Offices systems and 
needs, we will place emphasis on how these items impact NRC's ability to deliver their services. 
We will also assist the CSO in collecting relevant Cyber Security information and in preparing 
the information for publishing to the NRC CSO website. 

As part of our current support under the CISSS program, we have had the opportunity to listen 
to some of the NRC stakeholders concerns regarding communication about the latest NRC 
policies, guidance, or requirements. We are familiar with the draft, review, and approval 
activities that occur within the NRC and within supporting groups such as the Standards 
Working Groups. We also understand the importance of disseminating information as quickly 
as possible but only after all approvals are in place. We will work with the NRC to monitor 
updates to the Cyber Security Program in order to collect and publish via the CSO intranet web 
site, newsletters, email alerts, and other electronic forms of communication. This information 
will be reviewed on an annual basis as part of ongoing communication improvements. 

While developing and supporting the content in the electronic communication methods we will focus 
on communicating the Why of the new standard, policy, or awareness alert. As we have found in 
conducting the classroom based security awareness training, when the rationale for a process or the 
consequences of a threat is put in perspective it is better understood and retained by the individual. 

With the expanding NRC initiatives for mobile access, Bring Your Own Device (BYOD), and 
telework, we see a clear benefit in expanding the security awareness program to develop new 
initiatives in reaching a wider audience through social media and other electronic means. As 
the NRC workforce continues to expand in its size, mobility, and diversity of work locations, we 
recommend the expanded use of electronically communication methods to enhance information 
dissemination across the NRC workforce. 

Team member KCG has performed similar work at TSA in producing a cyber security newsletter 
and as a participant in in-house security seminars. Under a MAR contract with the DOI, we 
have developed a number of electronic methods to communicate with customers and user 
community groups. These methods include messages and alerts via email, publishing 
electronic newsletters, and effective use of their web site to communicate activities and 
changes. These have been highly successful methods for communicating with existing 
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stakeholders and customers and reaching out to current and future users. Jane Delgado, a 
MAR employee, has led this effort in support of DOI, and is also NRC-badged and is a resource 
available to support the NRC CSPSS program in this task area. 

As the Cyber Security Program continues to grow we will review the program on an annual or 
periodic basis as necessary. We will produce and deliver recommendations to the CSO on 
more effective methods to communicate with their audience. 

Summary 
As previously stated our proposal is fully responsive to the CSPSS RFQ and associated SOW. We 
believe our proposal represents the most cost effective, lowest-risk, and technically superior 
response to all of the requirements of the RFQ and is of greatest value to the NRC. Furthermore, 
we believe our combination of highly experienced personnel and team-based management 
approach will position MAR to effectively support all requirements as stipulated in the RFQ. 

1.8 MAR, lncorporated's Plan to Comply with FAR Clauses 
52.219-6, 52.219-14, and 52.244-2 

RFP Sectlon E, pages 5-6, SOW 1.0, pages 1-2 

The three Federal Acquisition Regulation (FAR) clauses cited specifically in the solicitation 
center around the theme of Compliant Subcontract Management. MAR will comply with the 
requirements related to the following FAR clauses which pertain to Subcontracting. 

1. Satisfaction of Requirements: 52.219-6 Notice of Total Small Business Set-Aside 
(Nov 2011) 
MAR certifies it is a small business within the terms of GSA Alliant SB contract and agrees 
to comply with the requirements in 52.219-6 GS-06F-0641 Z. 

2. Satisfaction of Requirements: 52.219-14 Limitations on Subcontracting (Nov 2011 ) 
MAR, as a small business, certifies that it will perform at least 50% of the cost of the contract 
incurred for personnel with its own employees, for the period of the contract (Ref. (g)) Under the 
GSA ASB Contract, MAR is required to maintain up-to-date records concerning subcontracting 
costs which includes the submission of a report of subcontracting costs semi-annually (using the 
contract year) no later than 30 calendar days after each six-month reporting period. On a monthly 
basis we will Internally produce and review a financial report which highlights subcontracting 
activity and costs incurred and invoiced by our subcontractors. Proactively monitoring 
subcontracting costs in this way enables us to comply with limitations on subcontracting. As 
evidence of our commitment to this requirement throughout the life of the CISSS contract order 
issued by the NRC, MAR has subcontracted approximately 45% of the total work to either 
subcontractors or consultants. This work was performed under the current MAR GSA IT-70 
Schedule GS35F0229K, and the NRC DR3306317 Order. Subcontract management and 
integration of all team members is very important part of the total Contract and TO requirements. 

3. Satisfaction of Requirements Relating to FAR 52.244-2, Subcontracts (Oct 2010) 
MAR certifies that it has had a Government approved Purchasing System since 1989. 
Consent requirements have been waived per this procurement based on the approval of our 
Purchasing System. This was one of the prerequisite for receiving the GSA ASB contract. 

Subcontracts and Purchasing policies and compliance requirements include the following 
stages in a procurement within the MAR organization; a) procurement planning and market 
research; b) prevention of conflicts of interest and procurement misconduct; c) competitive 
purchasing; d) negotiated procurements; e) cosUprice analysis; f) source selection; 

Use or disclosure of data contained on this sheet Is subject to the restriction on the tltle page of this proposal. 
Vol. 1- 65 



eBuy RFQ ID: RFQ671680 ,iinA A Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
JYI " Nuclear Regulatory Commission I Cyber Security Program Support Services (CSPSS) fNCOAPORAT•0---------- -----------..6-----------•-.. ------• ---'-• 

g) formation and content; h) foreign purchases and performance; i) procurement 
management by the MAR project personnel, and procurement administratioin by the 
subcontract personnel, inclusive of the subcontract administrator; and j) procurement closeout. 

2.0 PERSONNEL QUALIFICATIONS 
RFP Section E, pages 5-6 

As outlined in Section 1.A.1, our proposed MAR CSPSS Project Organization was developed 
following SOW Section 8, Task and Deliverables in combination with Attachment D of the RFQ. 
Within the GSA ASB contract there are 80 labor categories available to support this project. We 
have carefully selected the applicable ASB labor categories to best meet the requirements of 
the CSPSS project. Table 8 provides a cross reference for each of our project teams to their 
corresponding GSA ASB Labor Categories. 

Under Attachment D, Overall Contract Responsibilities (CLIN 0001 ), we have divided the 
"Financials and Status Reporting" into separate GSA ASB Labor Categories of Financial Analyst 
and Administration/Clerical (Senior) and placed these positions within the Project Management 
Team. For "Quality Assurance for Overall Contract only" we created a Quality Assurance 
Oversight Team and divided the team into GSA ASS Labor Categories Quality Assurance 
Technical Lead under the GSA ASB Subject Matter Expert (SME) (Senior) labor category and 
Quality Assurance Support under the Quality Assurance Specialist (Journeyman) labor category. 

For the Project Plan and Project Manager Support. we divided the "Project Manager" into Senior 
Project Manager and Project Manager roles with both being a part of the Project Management 
Team and mapped to the GSA ASB Project Manager labor category. The Program Manager is 
a direct mapping to the GSA ASB Program Manager labor category. 

For the Technical Teams, which cover all remaining segments of Attachment D and SOW Sections 
8.2 through 8.7, we have identified four GSA ASB labor categories of SME, Information 
Assurance/Security Specialist (IA/SS), Computer Forensic and Intrusion Analyst (CFIA), and 
Technical Writer (TW) to support the delivery of services for the technical task areas. As noted in 
Table 8, we have used subcategories for the SME and IA/SS labor categories. 

Table 8. MAR Team GSA Alliant Small Business Labor Category 
Mapping to CSPSS Project Role 

~~~~ 
ProJect Manaaement Team 

Proqram Manaqer Proqram Manaqer 
Senior Project Manager Project Manager 
Project Manaqer Project Manaqer 
Financial Reporting Financial Analyst 
Status Reportinq Administration/Clerical (Senior) 

Qualitv Assurance Overslaht Team 
Quality Assurance Technical Lead Subject Matter Expert (Senior) 
Qualitv Assurance Suooort Qualitv Assurance Soecialfst (Journevman\ 

Technical Teams 
Subiect Matter Exoert (Master) 
Subject Matter Expert (Senior) 
Subiect Matter Exoert (Joumeyman\ 
Information Assurance/Security Specialist (Master) 

Technical Task Areas Delivery Information Assurance/Security Soecialist (Senior) 
Information Assurance/Security Specialist (Journeyman) 
Information Assurance/Security Specialist (Entrv Levell 
Computer Forensic and Intrusion Analyst 
Technical Writer 
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CSPSS Staffing Approach 
Based on the RFQ level of effort outlined in Attachment D we have identified a team of 
approximately 17 key personnel (13 who are NRC badged and three pending badge approval) 
that represent the leadership and critical SMEs that will oversee all areas of the SOW. We are 
confident this mix of specific experience and skills will lead the MAR Team's support of activities 
under the CSPSS project. Table 9 depicts the MAR Team's Key personnel and how each individual 
will fulfill the SOW areas required under this project. Resumes for key personnel are presented in 
Section 2.1. Table 10 also includes a list of additional NRC badged personnel that are available to 
support the CSPSS project. 

■F.1•1~ :,111.eu1•h ,;.. tli."(;lfj ,:. ,.. ...... ... ,.. ...... u. -...-.n:.u1•1■m 1 ....... , __ ,n • • __ ,. •■-::J■fiHw.U[•l 
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1911'!.JAtl• ■~•• t 1•..: 

l:t:T,r,r,1 f~~ ~ . ' ... 
Bernsteih, 

Project Manager 
(b)(6) N/A 8.1 , 8.2, 8.3, 8.4, Bachelors CISA, CRISC, ITIL V 3.0, 

Michael 8.5, 8.6, 8.7 (In Process) MCP, NetWare 4.0 

Computer Forensic 
CAP, Certified Level Ill 
Program Manager from 

Brody, Bruce and Intrusion 6 months 8.2, 8.6, 8.7 Masters 
DoE, CFCP, CISM, 

Analyst 
CISSP, ISSPCS 

Dickman, Administration/ 
1 8.1 Bachelors None 

Lauren Clerical (Senior) 

Evans, 
Project Manager 6 

8.1, 8.2, 8.3, 8.4, 
MBA 

A+, ITIL V 3.0, Network+, 
Thomas 8.5, 8.6, 8.7 PMP 

Subject Matter 
C)PTS, CEH, CEPT, 

Kragen, Scott 
Expert (Senior) 

N/A 8.3, 8.4, 8.6 Bachelors CISSP, GPEN, GWAPT, 
OSCP 

HS Diploma 

Information 
Computer 

Assurance/ Security 8.2, 8.3, 8.4, 8.6, 
Science 

CICP, Hailstorm 
Pham, Brian 4 Major/ Info 

Specialist (Entry 8.7 
Systems 

Professional , ITIL V 3.0 
Level) Mgmt Major, 

In Progress 

Pollack, 
Quality Assurance 

8.1, 8.2, 8. 3, 8.4, ITIL V 3.0, PMP in 
Specialist 2 HS Diploma 

Deborah 
(Journevmah) 

8.5, 8.6, 8.7 progress 

Quivey, 
Financial Analyst 2 8.1 Masters ITIL V 3.0 

Rebecca 

Ruf, Brian 
Computer Forensic N/A 8.2, 8.6, 8.7 Bachelors CISSP, PMP 
& Intrusion Analvst 

Shaw, William 
Subject Matter 

2 8.2, 8.6, 8.7 Masters CAP, CISSP 
Expert (Master) 

Shinn, Subject Matter 
5 

8.2, 8.3, 8.4, 8.6, 
Bachelors FSO, IASO 

Michael Expert (Master) 8.7 
MSSE Windows 2007 and 

Simonds, 
Program Mahager 6 

8.1, 8.2, 8.3, 8.4, MBA, Windows NT, PMP, Video 
George 8.5, 8.6, 8. 7 Masters Polycom Certified Video 

Conferencing Engiheer 
Quality Assurance 

8.1, 8.2, 8. 3, 8.4, 
Smith, Sandra Specialist N/A Bachelors None 

(Journevman) 8.5, 8.6. 8.7 

Tharp, 
Information 

CEH, CISSP, IASO, ITIL V 
Assurance/ Security 4 8.2, 8.3, 8.4, 8 6 HS Diploma 

Benjamin 
Specialist (Master) 

3.0, MCP 

Wijetunga, 
lnformatioh 

8.2, 8.3, 8.4, 8.6, CISA, CISM, CISSP, ITIL 
Assurance/ Security 3 Bachelors 

Suneth Specialist (Master) 8.7 V 3.0 

Use or disclosure of data contained on this sheet Is subject to the restriction on the title page of this proposal. 
Vol. 1- 67 



eBuy RFQ ID: RFQ671680 

MA Ft Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
rl Nuclear Regulatory Commission I Cyber Security Program Support Services (CSPSS) fNCOAPO.FIAT·Q-----------""------'-------·-----------..... --'-'--..... ----• ----'-• 

Williams, 
Hank 

Young, 
Christopher 

Subject Matter 
Expert (Senior) 

Information 
Assurance/ Security 
Specialist (Entry 
Level) 

4 

2 

Additional NRC Badged Resources 

1U:.:!11 I• ''Jt(I riH1111 

J.11;·,1,](t\TT:Y:)~ _lfil!.'!t .... - -.... ,-. ,Htlal .... :t:nr ,19 
Baker, Blossom (b)(6) Masters 
Burress, Stacy Masters 
Carev, Maureen Bachelors 
Chenoweth, Chris Masters 
Deloado, Jane MBA 
Enfinger, Gayle H.S. Diploma 
Estrada, Nelson Masters 
Evans, Laura MBA 
Fiqueroa, Nvlsa Masters 
Finch Curt Bachelors 
Green, Joe Masters 
Greenspon, Jeff Masters 
Hackenbero, Dan Bachelors 
Haran, James Bachelors 
Harren, Robert Masters 
Kampas, Walt MBA 
Klaoes, Linda H.S. Diploma 
Metzger, Kurt Associates 
Moore, Jeff Bachelors 
Moore, Mike Associates 
Norcia, Michael MBA 
Payne, Audrey Associates 

Priester, Casey 
Bachelors 

(in process) 
Riley, Larry Associates 
Sarin, Tarun Bachelors 
Shinn, Scott H.S. Diploma 
Shorten, Kimberly H.S. Diploma 
Spitzberg, Bobbi Masters 
Sunukiian, Sam Bachelors 
Talkington, Jason H.S. Diploma 
Williams, LeeAnn Bachelors 

8.1, 8.2, 8.3, 8.4, MBA, 
8.5, 8.6, 8.7 Masters 

8.2, 8.3, 8.4, 8.6, B h I 
8_7 ac e ors 

1 ■.:'11~,- :F.Ttr.r:r. ■ .• :......'\ --

CISM; CISSP; GLEG; 
Masters Certificate in 
Project Management , 
PMP 
Comp TIA Security+, 
Intelligence Community 
Directive 503, MCNPS, 
MCP,MCPS,MCTS;NSA 
Blue Team Boot Cam 

lWf:Jii Ji II or. j;" tu E 

CISSP, 1AM IEM, PMP 
ITIL V 3.0 
None 
Python Certified 
None 
None 
CISSP, ComoTIA Network+ 
ISO 9001 :2008 Internal Auditor 
CCSA, CCSE, CISA 
AMA-certified Technical Writer 
CAS 3.0 ERP SDA 
CompTIA Security -1-, GSEC, ITIL V 3.0 
None 
CISSP 
CCNA, CCDA, CISSP, FITSP-M, IASO 
C++ 
ISO 9001 :2008 Internal Auditor 
None 
None 
A+, ITIL V 3.0, Network+ 
None 
ITIL V 3.0, SANS Comp TIA Security+ 
CEH,CISA, CISSP, Comp TIA Security+, 1AM, IEM, MCSE, 
SSCP 
CISA,CISM, CISSP, CNSP 
None 
None 
None 
None 
CMM Internal Assessor, ISO 9001 :2008 Internal Auditor 
ITIL V 3.0 
None 

Use or disclosure of data contained on this sheet Is subject to the restriction on the tltle page of this proposal. 

Vol. I - 68 



eBuy RFQ ID: RFQ671680 
,KnA A Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
IYI r,- Nuclear Regulatory Commission I Cyber Security Program Support Services (CSPSS) fNCOAPORAT•O-----------"-----------------"---... _ .... ____ __. __ __.._ 

2.1 Resumes 

2.1 .1 Project Management Team 

2.1.1.1 Program Manager - George Simonds 

SOW # SOW Description Candidate 
Qualified 

8.1 Project Management ✓ 

8.2 Special Projects ✓ 

8.3 System Authorization ✓ 

8.4 Continuous Monitoring Support ✓ 

8.5 Data Calls ✓ 

8.6 Cyber Situational Awareness ✓ 

8.7 Policy, Standards and Training ✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
George Simonds, a PMP certified professional, possesses over 18 years of professional experience in 
(Information Technology (IT) and Cyber Security. He has several years experience in project management, 
information assurance, and network and systems engineering, Mr. Simonds serves as a senior manager for 
specialized projects focusing on Cyber Security regulatory programs and standards development for the 
Nuclear Regulatory Commission (NRC); organization-wide security policy, standards, and training; full 
systems lifecycle security management; and bringing complex IT systems into compliance with the Federal 
Information Security Management Act of 2002 (FISMA), 0MB A-130, and the National Institute of Standards 
and Technology (NIST) Special Publications. 

Mr. Simonds current experience exceeds the minimum qualifications of the GSA ASB Program Manager 
Labor Category. Mr. Simonds role in support of the NRC has evolved over the past six years in 
correlation with major initiatives undertaken by the agency to significantly improve both internal and 
regulatory-based Cyber Security programs. This includes award of the NRC's Consolidated Information 
System Security Services (CISSS) contract in 2006, organization of the NRC Computer Security Office in 
2008, associated maturation of the internal Cyber Security program. In 2009 Mr. Simonds supported the 
establishment of the NRC's Cyber Security regulations under 10 CFR 73.54. He is accustomed to working 
at all levels of the agency to address programmatic, procedura l, and technical challenges across offices, 
divisions, and branches throughout the agency. Mr. Simonds works closely with executive management 
for strategic alignment on high profile activities, team leaders and branch chiefs to formulate performance 
objectives and project plans for associated tasks, and NRC staff to move project activities forward in 
accordance with executive direction. 

Examples of past activities include the timely Certification and Accreditation (C&A) of major NRC systems that 
contributed heavily to improvement of NRC's overall FISMA scores and assessment of enterprise risks for the 
betterment of NRC's organizational risk management strategies. He provides briefings to agency executives 
serving on the IT Business Council for the purpose of discussing approaches for continuous improvement of 
internal Cyber Security practices. He has provided expert testimony before the Advisory Committee on 
Reactor Safeguards on the efficacy of NRC's regulatory programs in protecting critical functions at a nuclear 
power plant (NPP) from cyber-based attacks. He has proposed the formulation of action plans to carry out 
regional inspections of licensees and COL applicants' Cyber Security programs, and support of program 
offices' initiatives to evaluate non-NPP licensee facilities tor susce tibili to c ber-based attacks. 
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Name: Company: 
Labor Category:, • Employment Status: • ee 

Mr. Simonds has led, and continues to lead, multiple teams across a variety of complex, inter-related 
tasks. His skills in this area are now being leveraged to manage multi-disciplinary teams of Subject Matter 
Experts (SMEs) across regulatory-focused projects focusing on guidance development, order writing , 
rulemaking, multi-region inspections, and NRO efforts to document agency business processes and 
automate regional inspection activities for new plant construction. He also serves as an instructor for 
NRC's security role-based training, helping design coursework for NRC Executives, System Owners, IT 
Managers, ISSOs, and System Administrators. In coordination with the University of Maryland, he 
organized the 2011 Commercial Nuclear Power Cyber Security Conference with guest speakers from 
Congress, NRC, NIST, OHS, NSA and the university. Mr. Simonds is also Involved in the OHS Industrial 
Control System Joint Working Group (ICSJWG), and recently spoke at the 2012 ICSJWG Spring 
Conference on topics related to Cyber Security and workforce development challenges across the 
nation's critical infrastructure sectors. 

Mr. Simonds wealth of experience makes him uniquely aware of the NRC mission and business 
objectives, and he is committed to the ongoing success of its Cyber Security Program. During his tenure 
as Project Manager on the CISSS contract Mr. Simonds supports of a variety of agency programs 
resulting in his in-depth knowledge of what it takes to successfully carry out tasks and deliverables as 
described in Section 8 of the SOW. His positive work1ing relationships with NRC executives, 
management, staff, and contractors will promote continued improvements in these key areas. 

As the Program Manager for Cyber Security Program Support Services (CSPSS) Mr. Simonds will 
rovide decisive, technical oversi ht of ro ram activities and a hi h assurance of deliverable quali 

Education ~ 
• M.B.A., University of Maryland University College,L..:.,__J ~ 
• M.S., Information Systems Management, University' of Mar land University College,I__J 
• B.A., En lish Literature, Geor e Mason Universit , (b)(6) 
Certifications and Training 
• Project Management Professional (PMP) 
• Microsoft Certified Systems Engineer (MCSE) Windows 2000 (with Exchange) 
• Microsoft Certified Systems Engineer (MCSE) Windows NT 
• Pol com Certified VideoConferencin En 

MAR, Incorporated October 2008 - Present (3.7 years) 
Director, Cyber Security and Infrastructure Protection Programs 
As the Director of Cyber Security and Infrastructure Protection Programs Mr. Simonds provides on-site 
program management support for the NRC. In this role Mr. Simonds has managed multiple task orders for 
services related to C&A, security engineering, independent verification and validation, enterprise 
architecture, continuous monitoring of accredited agency systems, and overall FISMA program support. 
He has also provided continuous organizational-level security program management services, including 
process development and reengineering, contingency planning, risk assessments, scanning and 
penetration testing, automated security tool evaluation and the presentation of executive management 
briefings. 

Mr. Simonds has extensive experience managing integrated project plans and directing resources 
responsible for the development of NRC Cyber Security related regulatory policy and the performance of 
oversight functions. Mr, Simonds leads a specialized team of industry experts in the research, 
development, and implementation of Cyber Security policies and guidelines aimed at bringing nuclear 
power facilities within the US into compliance with NRC Cybew Security regulations. He provides Cyber 
Security program management support to the NRC's Office of Nuclear Security and Incident Response 
and Office of Nuclear Material Safety and Safeguards, takes part in licensing and policy review activities 
associated with initiatives under 10 CFR 73.54 and NRC cyber programs affecting its community of 
licensees and license applicants. Along with NRC staff, he interfaces with representatives from both the 
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----I 
Employment Status: • 

nuclear power utilities and representatives from the Nuclear Energy Institute for major program activities 
involving Cyber Security. 

He has led a team of analysts and SMEs In the review of Cyber Security plans submitted to the NRC by 
licensees and COL applicants that outline the programmatic framework whereby plant Cyber Security 
programs will be established. As a licensing support activity, he ensured adherence to regulatory 
guidelines for Cyber Security and the development of safety evaluation reports used by the NRC to 
determine whether submitted plans warrant approval by the agency. He is the organizing member of the 
NRC Inspection Program Working Group and supports development of NRC procedures governing how 
Cyber Security inspections of commercial nuclear power plants will be conducted by NRC regional 
inspectors. The working group consists of NRC Cyber Security program managers, inspectors, 
representatives from the Nuclear Energy Institute, commercial nuclear power industry, and subject matter 
experts from MAR and the private sector. 

Mr. Simonds has supervised development of Cyber Security role-based courses and materials, and 
served as an instructor for executive management, IT managers, Information System Security Officers 
(ISSO), and system administrators. He also managed teams responsible for coordinated development 
(Idaho National Laboratory, Sandia National Laboratory, Pacific Northwest National Laboratory) of Cyber 
Security training for NRC regional inspectors. 
Force 3, Inc. July 2002 - October 2008 ('6.3 years) 
Senior Engagement Manager/Project Manager 
As Senior Engagement Manager/Project Manager Mr. Simonds managed more than 32 Information 
Assurance projects, including the C&A of 19 systems and applications. He provided ongoing systems 
security consulting for government clients seeking to develop, implement, and manage C&A projects for 
the timely authorization of major systems for operation within their respective agencies. He drafted and 
submitted for client acceptance key project deliverables in the form of Risk Assessments (RA), 
Contingency Plans (CP), and system security testing plans and their respective reports. He worked 
closely with the client to guide systems development through the incorporation of security measures, 
requirements, and controls in an effort to achieve compliance with federal guidelines. Mr. Simonds 
worked together with client and internal management to match qualified, talented resources to the right 
positions within the client's security team. He generated project plans and ensured activities remained 
schedule compliant throughout the certification and accreditation lifecycle. He coordinated closely with 
system owners and client stakeholders in the review and betterment of existing security practices and the 
policies that governed how security measures are implemented within their respective agencies. He 
planned, coordinated, and executed complex technical projects according to proven methodologies and 
the unique tracking, scheduling, budgeting and reporting requirements set forth within various government 
and commercial organizations. He provided oversight of all tasks and sub-tasks defined within the project 
schedule, including the coordination of internal and external resources, parallel execution of multiple 
activities, timely submission of agreed upon deliverables, ongoing reporting to executive sponsors, 
system owners, and other key stakeholders, review and remedia1ion of schedule and budget conflicts, 
and relationship management between government and commercial solutions providers. 

As a Senior Network Engineer lhe performed network health assessment surveys for small, medium, and 
large commercial hospitals throughou1 the United States in the process of implementing specialized 
telemedicine applications, such as oritical patient monitoring and picture archive communications 
systems. Using non-invasive diagnostic, review, and validation approaches he provided detailed analysis 
of the network's integrity and remediation steps to overcome performance latencies or barriers to reliable 
data communications. He assisted clients in designing, Implementing, and managing enterprise-wide 
network infrastructures to support high demand, bandwidth intensive applications in both pre and post­
sales scenarios. Lastly, he worked with joint teams to develop highly specialized systems and network 
solutions that leverage multi-faceted technical ca2abilities within an integrated, seem-less architecture. 
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Name: 
Labor Cate o : ram Mana 

Information Access Solutions 
Network Engineer 

ee 
July 2000 - July 2002 (2 years) 

As a Network Engineer, Mr. Simonds designed, built, and maintained wireless LANs as part of an 
engineering team utilizing Cisco Aeronet 340 Series wireless bridges and point-to-point/omni-directional 
antennas, integrating 20+ sites throughout Washington DC Metro Area. He maintained and supported 
100+ users LAN running WinNT 4.0 technology, to include File and Print services, DHCP, and WINS. He 
configured end-to-end Frame-Relay PVC's, coordinated circuit installs, and troubleshooting with telco 
service contractors. He produced network diagrams and relevant documentation concerning topolology 
changes and configuration updates for LAN and WAN devices. (Contractor - US Wireless Corporation). 
Mr. Simonds drafted and implemented SOP for LAN/WAN, to include training requirements, configuration 
standardization of desktops/servers/routers/switches/wireless bridges, and how-to manuals for remote 
access, SharePoint Portal Server administration, data backup, and general troubleshooting procedures. 
He configured and maintained Cisco 1600/1700/2500/3600 Serles routers, to Include EIGRP and Frame 
Relay. Lastly, he configured and maintained Cisco 2900, 3500, and 5500 Series switches, to include 
VTP, STP, and VLAN setu , and confi uration of Cisco Secure PIX 506 Firewall. 
UMUC, Manpower & Reserve Affairs April 1994 - July 2000 (6.3 years) 
Department Manger/Information Systems HQ 
As a Department Manager Mr. Simonds assisted 30+ office personnel as Windows 3.1 and NT 
Administrator, to include software/hardware installation, print services, file and data security, 
troubleshooting and upgrade·s. He acted as liaison with system administrators to ensure 
software/hardware requirements were satisfied, and remedied where discrepancies exist. He participated 
in panels designed to evaluate current IT infrastructure, and provide prospective solutions for automation 
support and worldwide Internet access to localized services and support agencies within Headquarters. 
He provided an oversight of personnel and equipment migration from department location in Arlington, VA 
to Quantico, VA. This Involved great attention to detail, as each employee required training in Windows 
NT environment, filing archives required special storage facilities, and impact planning for the military 
base overall. He underwent extensive research analysis of policies and procedures shaped by DoD 
regulations, to ensure compliance with published changes both within our agency and abroad 
CONUS/OCONUS . 
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2.1 .1.2 Senior Project Manager - Thomas Evans 

Name: 
Labor Category: 

NRC Badge: 
Additional 

Clearance (s): 

Evans, Thomas E. 
Pro·ect Mana er 
(b)(6) 

Candidates Skills/Ex 

SOW # 

8.1 Project Management 
8.2 Special Projects 
8.3 System Authorization 

SOW Description 

8.4 Continuous Monitoring Support 
8.5 Data Calls 
8.6 Cyber Situational Awareness 
8.7 Policy, Standards and Training 

Candidate 
Qualified 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Thomas Evans possesses over 15 years of progressive professional experience related to IT and Cyber 
Security, project management, project planning and reporting, Earned Value Management (EVM) analysis 
and reporting, and office systems design and implementation. Mr. Evans is PMP certified, and seNes as 
the Project Manager for the NRC CISSS contract that encompass organization-wide security policy, 
standards, and training; ful l systems lifecycle security management; and bringing complex IT systems into 
compliance with the Federal Information Security Management Act of 2002 (FISMA), 0MB A-130, and the 
National Institute of Standards and Technology (NIST) Special Publications. Mr. Evans was directly 
involved with the design and implementation of MAR's TaskTracker system to meet and exceed the 
Earned Value Management (EVM) reporting requirements of the CISSS contract in compliance with 
Section A-11, Part 7 of the ANSI Standard 748. Mr. Evans has strong analytical, organization, and 
problem solving skills, as well as excellent inter-personal communication skills which will be beneficial in 
his role as a Senior Project Manager for the CSPSS project. 

Mr. Evans current experience as CISSS Project Manager exceeds the minimum qualifications of the 
Project Manager GSA Alliant Labor Category. Mr. Evans has supported the NRC for over six years in 
positions of progressive responsibility including his current role as Project Manager. In this role, he 
manages 10 subcontractors and a staff of 25-30 security professionals. He manages over 70 task orders, 
of which 50% or more are active at any given time. Project Manager tasks include: scheduling, budgets 
and spend plans, resourcing and resource allocations, customer interaction, EVM oversight using 
TaskTracker, problem solving, and finding innovative solutions to scheduled changes. 

In his current role as Project Manager, Mr. Evans experience encompasses all area of SOW sections 8.1 
through 8.7. For all task areas in the SOW, Mr. Evans is directly involved with cradle to grave project 
management and EVM oversight from initial task order response and award to successful delivery of all 
services and products. Within each of the SOW areas, Mr. Evans maintains project scheduling, customer 
relationships, budget and scope oversight and the direction of resources. Mr. Evans has hands on 
experience with all of the program offices. He has an understanding of all NRC systems and In-depth 
knowledge of the NRC customer through his relationships with these key personnel. 

Mr. Evans experience makes him uniquely aware of the NRC mission and business objectives, and he is 
committed to the ongoing success of its Cyber Security program. During his tenure as a Project Manager 
on the CISSS contract Mr. Evans support of a variety of agency programs resulted in his possessing both 
an in-depth knowledge of what it takes to successfully carry out tasks and deliverables as described in 
Section 8 of the SOW, and positive working relationships with NRC executives, management, staff, and 
contractors that will remote continued im rovements in these ke areas. 
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Education b 6 
• M.B.A., Hood College.I( )( ) (b)(B) 
• B.S., Computer Science, Stratford University, 
• A.S., Com uter Science, Stratford Universit , 
Certifications and Training 
• PMP Certified, 2011 
• ITIL v3 Foundation Certified, 2011 
• A+ Certification, CompTIA. 2004 
• Network+ Certification, Com TIA, 2004 

MAR, Incorporated January 2006 - Present (6.4 years) 
Project Manager/Project Controller/Security Analyst, Information Engineer/Financial Analyst 
Nuclear Regulatory Commission 
Under the CISSS Contract, Mr. Evans performs the role of Project Manager where he is responsible for 
the management of over 70 task orders, 10 subcontractors, and 25 - 30 staff analysts for the NRC's 
CISSS Contract. Mr. Evans has developed strong working relationships with key NRC stakeholders. This 
has resulted in Mr. Evans being a trusted advisor in assisting the NRC Program Offices achieving and 
maintaining their Authority to Operate (ATO). In addition to managing FISMA compliance tasks, Mr. 
Evans has led the continued growth of other NRC Cyber Security support activities including support for 
the Standards Working Group, expansion of the Role-based Training including streamlining the hands-on 
lab support activities. Under his leadership MAR has consistently reduced the costs associated with 
FISMA compliance activities while often meeting compressed delivery deadlines. Mr. Evans understands 
the complexities in managing a diverse enterprise-wide Cyber Security contract. He has developed a 
forward-looking resource planning process along with the support systems to efficiently manage 
personnel skills, budgets, and timelines. 

As Project Controller, he was responsible for maintaining the Integrated Security Activity Project Plan 
using Microsoft Project and Project Console, responsible for working with the Project Management Team 
in establishing the project plan for each task order, maintaining the integrated plan and performing EVM 
analysis and reporting for the NRC. Prior to his Project Manager and Project Controller duties, he was an 
analyst assisting Sr. Security Analysts with FISMA activities compliance at the NRC. He has performed 
technical writing duties for C&A at the NRC. 

MAR, Incorporated, Rockville, MD 
Mr. Evans manages and trains IT staff responsible for the day to day operations of the MAR office 
network to include the secure hardening of the infrastructure, backing up and restoring files, updating and 
upgrading systems, and general network maintenance. He also assists them with troubleshooting and 
repairing miscellaneous hardware and software errors such as network connectivity and cable failures, 
printing errors, and hard drive fai lures. Mr. Evans manages the scheduling and install of all new office 
and computer equipment including networking devices, servers, workstations, printers, scanners, copiers, 
fax machines, and other miscellaneous peripherals, when needed. He is responsible for oversight of the 
maintenance of MAR's Microsoft SharePoint portals. 

MAR, Incorporated, Ohmsett Facility, Red Bank, NJ 
He managed IT staff responsible for the network administration duties for the OHMSETT site located in 
Red Bank, NJ. These duties Included the day to day operations of the office network including the secure 
hardening of the infrastructure, backup and restoration of flies, system updates and upgrades, and 
general network maintenance. 
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Evans Thomas E. MAR Company: 

IJl!Jl£P~ro~·~e~c'.{t ~M~a~ntaft~eir~~=-=-=-=-=-=-=-=-=-=-=-=-=-=-=- Em lo ee Em lo ment Status: 
Self Employed December 2005 - September 2010 (4.8 years) 
Information Technology Consultant 
Mr. Evans worked on a part-time basis as an IT Consultant focusing on the security, installation, and 
repair of SOHO systems, networks, and providing digital photo repair services. He worked with the 
installation and troubleshooting of PCs and printers as well as miscellaneous peripherals for SOHO 
systems running Windows 9x/NT/XPNista and Linux. He worked with the installation and troubleshooting 
of networks using both cabled and wireless routers and switches. 
State Farm September 1998 - December 2005 (6.3 years) 
Insurance Agent/Computer Technician 
As an Insurance Agent/Computer Technician at State Farm, Mr. Evans assisted clients by analyzing their 
needs in the areas of insurance and finance and provided them with recommendations. He installed new 
office and computer equipment including workstations, printers, scanners, copiers, fax machines, and 
other miscellaneous peripherals. He made recommendations for office and system upgrades including 
workstations, printers, scanneirs, copiers, fax machines, and other miscellaneous peripherals. He 
troubleshot and repaired miscellaneous hardware and software errors such as network connectivity and 
cable failures, printing errors, and hard drive failures. He managed office staff permissions for ECHO 
system, Miorosoft Outlook, and shared folder access on the network. He was responsible for training staff 
on the use of the network, printers, and miscellaneous software that is used in day to day activities. He 
worked with outside vendors for the installation and repair of phone lines, T1 line, computer, and network 
Installations when necessary. He served as Second Line Office Mana er. - ------------1 K-Mart Corporation September 1994 - September 1998 (4 years) 
Manager/Hardware Technician 
As a Manager of K-Mart Corporation, Mr. Evans managed a staff of fifteen employees. He helped 
Increase Electronics Department sales by 90% through customer service and merchandising. He was 
responsible for creation and review of department sales reports on a weekly and monthly basis. He 
managed the store as on-call manager when needed. He resolved customer complaints. He maintained 
and re aired the hoto machine, re isters, and other miscellaneous office hardware. 
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2.1 .1.3 Project Manager - Michael Bernstein 

Name: 
Labor Category: 

NRC Badge: 
Additional 

Clearance (s) : 

Bernstein, Michael A. 
Pro·ect Man er 
(b)(6) 

Candidates Skills/Expe 

SOW# 

8.1 Project Management 
8.2 Special Projects 
8.3 System Authorization 

SOW Description 

8.4 Continuous Monitoring Support 
8.5 Data Calls 
8.6 Cyber Situational Awareness 
8.7 Policy, Standards and Training 

ent Hire 

Candidate 
Qualified 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Mr. Bernstein possesses over four years of Project Management experience with concentration in 
Information Assurance, IT Risk Assessment and Automated Testing for the Department of Treasury, and 
Department of Homeland Security, as well as other private firms. Mr. Bernstein also has knowledge of 
NIST, FISMA and FISCO guidelines and has directly worked with ISSO's to make sure Cyber Security 
plans are compliant within these guidelines. Mr. Bernstein has strong analytical, organization, and 
problem solving skills, as well as excellent inter-personal communication skills. 

Mr. Bernstein currently works as a Project Manager for an Information Assurance team where he 
manages the FMS mainframe, Certification and Accreditation Projects, and a team of ISSO's to make 
sure all systems are FISMA compliant. In his past experience, Mr. Bernstein has managed IT Risk 
Assessment teams, and an Interoperability team, as well as a team that handled Automated Testing for a 
private firm . He has knowledge in Test and Evaluation systems, designing, creating , scripting, running 
and analyzes test systems and scanning for system vulnerabilities. Mr. Bernstein is a Certified 
Information System Auditor, Certified in Risk System and Information System Control, a Microsoft 
Certified Professional, a Novell Certified Network Engineer and is ITIL Foundations Certified. 

Mr. Bernstein's technical and management experience In supporting a number of Information Assurance and 
Cyber Security projects along with his technical certifications qualifies him to support all of the SOW areas 8.1 
through 8.7. Based on the skills, experience, and certification, Mr. Bernstein will support the CSPSS as an 
additional Project Manager. He exceeds the minimum GSA ASS labor category requirements for a Project 
Mana er. Mr. Bernstein has si ned a letter of intent to ·oln MAR u on receivin an NRC clearance. 

_____ ...,...__.B.S. , Cyber Security, University of Maryland University College,l(b)(B) 

Ce 1 1ca ions and Training 
• ISACA - CISA - Certified Information System Auditor 
• ISACA - CRISC - Certified in Risk and Information System Control 
• Microsoft Certified Professional (MCP) - Windows NT 4.0, Windows 2000 
• Novell Certified Network Engineer - Netware 4 ,0 
• Information Technolo Infrastructure librar ITIL - Foundations Certification 
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Thompson Cobb Bazilio and Associates, PC May 2009 - present (3 years) 
Project Manager - Information Assurance - US Treasury, Financial Management Service 

As a Project Manager for the Information Assurance Group, Mr. Bernstein manages FMS mainframe and 
Linux audit remediation , including methodology development. project plan development, evidence 
creation and submission, TAF and Treasury remediation system population, system and process 
documentation. He has developed and presented NIST security control training for internal staff. He 
planned, developed and presented NIST, FISMA and FISCAM related training to Mission Assurance staff 
and application ISSO's. He serves as the lead liaison between FMS and Treasury OIG during yearly 
audits. He planned, developed and implemented Access Control remediation efforts for FIPS 199 high 
systems as well as advanced Mainframe Access Control concepts and theories to FMS mainframe 
ISSO's. He manages C&A pr,ojects for existing US Dept of Treasury, Financial Management Service 
(FMS) applications. He created FMS documentation for the E-RA, FIPS-199, Security Authorization, 
System Security Plan (SSP) and Plans of Action and Milestones (POA&Ms) processes to provide 
guidance and uniformity across FMS entities and applications. Mr. Bernstein conducts documentation 
reviews, personnel interviews, questionnaires, and hands on testing of security controls as defined by 
NIST SP 800-53a, Treasury and FMS specific requirements, penetration testing using industry standard 
tools (Nessus, Backtrack, GFI Languard) and other utilities and system risk assessments in accordance 
with NIST SP 800-30. He compiled test results into Security Risk Assessment and deliver to client. He 
recommends remediation paths for requirements that failed testing. Mr. Bernstein generated POA&M 
recommendations and wording for indusion in Trusted Agent FISMA (TAF). He performed IV&V of 
POA&M remediation activities and advised Security Oversight on results. He manages personnel, 
budgets, schedules and deliverables and developed custom PHP scripts for mainframe user data parsing 
and re orting. 
Thompson Cobb Bazilio and Associates, PC October 2009 - December 2009 (2 months) 
Technical Project Manager - IT Risk Assessment - Network Solutions, Inc. 

Mr. Bernstein managed IT Risk Assessment activities for a private industry client. He assisted the client 
in applying NIST guidance and baseline security controls to their environment. He performed IT Risk 
Assessment based on 800-53 security controls on IT infrastructure, penetration tests on external facing 
infrastructure and web sites and application code review for selected internally developed applications. 
Mr. Bernstein also compiled and analyzed results into Security Assessment Report (_SA~. 
Computer Aid Inc. November 2008 - May 2009 (6 months) 
Project Manager - Automated Testing - T. Rowe Price 

Mr. Bernstein managed several new and ongoing projects for client Automated and Load testing 
disciplines. He created and maintained detailed project plans, work breakdown structures, status reports 
and billing burn rates. He scouted new opportunities and develop working relationships wrth other 
departments within TRP. He developed, designed, tested and documented application load testing using 
HP/Mercury load Runner as well as application regression testing using HP/Mercury Quick Test Pro 
(QTP). Lastly he provided mentoring and center of excellence coaching for T. Rowe Price associates and 
develo ed trainin curriculums re ardin automated and re ression testin for TRP associates. 
SRA International July 2008 - October 2008 (3 months) 
Manager 

Mr. Bernstein tested and evaluated systems for compliance to Federal Security standards and guidelines 
(FISMA, OHS and NIST). He created full Information Assurance documentation artifacts. System 
Security Plans, System Test Plans, requirements traceability matrix, and system deficiency matrixes. He 
conducted staff interviews to document current system state. Mr. Bernstein solved technical security 
issues to ensure the system was compliant with policy. He scanned systems using OHS and OOD tools 
for system vulnerabilities. He developed and maintained detailed status updates for Government 
personnel. Lastl , he developed Windows and Unix hardening scri ts for new systems. 
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Bernstein, Michael A. Company: MAR Name: 
l abor Cate o : Project Mana_er ___ ~----- Emplo ment Status: Contin ent Hire 

June 2008 - July 2008 (1 month) WorldBridge Partners 
Project Manager - GOMEZ Site Monitoring 

Mr. Bernstein developed GOMEZ web site monitoring on over 110 different client sites. He designed, 
tested and implemented advanced scripted transactions to test backend availability and functionality. He 
designed, tested and implemented various management reports summarizing web site availability and 
test transaction times from various monitoring nodes across the globe. He implemented notification 
groups and escalation notifications based on client requirements. Lastly, he developed detailed 
documentation for ongoing GOMEZ administration and future enhancements. 
Protegus LLC July 2007 - May 2008 (10 months) 
Senior Performance Engineer - Department of Homeland Security 

Mr. Bernstein was responsible for designing, creating, scripting, running and analyting system load tests 
using Mercury/HP Load Runner using the web/http protocol. He was in charge of testing of Student and 
Exchange Visitor Information System via LoadRunner. Testing included scripting of 20-business process 
and several batch processes. He also created scripts for data seeding operations in preparation for actual 
load test scenarios. Mr. Bernstein performed manual testing of applications to ensure scripts are properly 
flowing through the application. He monitored and evaluated back-end (Oracle) performance metrics, 
through TOPAZ, StatsPack and other tool sets In a UNIX environment. He was in charge of testing of 
several new ICE SOAP services using LoadRunner. He created encrypted scripts for dealing with SSL 
and message level encryption of data calls. He developed, distributed and maintained detailed test plans 
and test summary reports. Mr. Bernstein adhered to CMMI Level 3 process and controls to ensure 
traceability, accountability and repeatability. He attended TRRs and RRRs. He input SCR's and TPR's 
when issues were found . He installed / Configured / Administered HP/Mercury Quality Center (QC). 
Created Users and Project within Quality center and uploaded performance scripts to the repository'-·--1 
Protegus LLC October 2003 - July 2007 (3.8 years) 
Interoperability Test Lead- Department of Homeland Security 

Mr. Bernstein managed the Interoperability test team. He developed testing strategies designed to 
uncover security vulnerabilities and interoperability issues between different production technologies. He 
created Test Department Quarterly images for compliance to OHS, NIST and other federal standards as 
well as Test images for proper configuration against published DHS standards and Microsoft guidelines. 
He developed and maintained detailed testing plans and summary reports. He integrated Interoperability 
testing with current SLM (SDLC) processes. He attended TRR's and RRR's. He entered SCR and TPR 
when issues were found. He worked with Image development team to resolve issues. Mr. Bernstein 

erformed detailed Sin le Si n On SSO vendor evaluation testin scenarios. 
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2.1 .1.4 Financial Analyst - Rebecca Quivey 

Name: 
Labor Category:: 

NRC Badge: 
Additional 

Clearance (s): 

Quive , Rebecca E. 
Financial Anal st 
(b)(6) 

Candidates Skills/Expe 

SOW # 

8.1 Project Management 
8.2 Special Projects 
8.3 System Authorization 

SOW Description 

8.4 Continuous Monitoring Support 
8.5 Data Calls 
8.6 Cyber Situational Awareness 
8.7 Policy, Standards and Training 

Candidate 
Qualified 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Rebecca Quivey has worked on the CISSS contract since February 2010, providing over two years of 
Financial Analyst support to the MAR Project Manager and the NRC Project Officer. In her current 
position as Project Controller, Ms. Quivey monitors funding, spend plans, and burn rates to ensure all 
projects stay within scope and budget. In order to manage the financial aspects of the CISSS contract 
efficiently she uses MAR's Task Tracker system as well as SharePomt portals. 

Ms. Quivey's experience exceeds the minimum qualifications of the GSA Alliant Financial Analyst Labor 
Category. Ms. Quivey currently provides support in the areas of budget, billing, reporting and financial 
analysis for the CISSS contract. She supports 78 task orders that include over 230 charge codes. 

As Project Controller under the CISSS contract, Ms. Quivey supports the MAR Project Managers and NRC 
Project Officer by monitoring funding levels, spend plans and bum rates to ensure all tasks are within 
budget. Ms. Quivey works directly with the Project Managers to monitor staff assignments to ensure all 
tasks are within scope. Ms. Quivey provides resource allocations and verifies correct charging to the 
contract. She develops and maintains Spend Plans for all active tasks. Ms. Quivey maintains the 
TaskTracker system which allows MAR to manage to the ceiling, funding, and ODC level for all active Task 
Orders and associated subtasks. Ms. Quivey assembles responses to Contract Office requests including 
Technical Proposals and Cost Proposals for new Task Orders. She reviews all modifications received from 
the Contraot Office. She develops and delivers Monthly Status Reports, Spending & Accomplishments 
Reports, and EVM Reports. Ms. Quivey reviews all Travel Requests for the contract to ensure proper ODC 
budgets. Her current experience working on the CISSS contract exceeds the financial analysis support 
requirements in SOW 8.1 . 

Education, Certifications, and Training 

Education l(b)(B) I 
• M.A., Communication, University at Albany,1~----... 
• BA, Communication Studies, SUNY Cortland,l(b)(6) I 
Certifications and Training 
• ITIL v3 Foundation Certified, 2011 
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MAR, Incorporated 
Project Controller 

February 2010 - Present (2.3 years) 
April 2011 - Present 

As Project Controller for the CISSS contract, Ms. Quivey works directly with the Project Officer to monitor 
funding levels, spend plans, and burn rates to ensure all tasks are within budget. She also works directly 
with the Project Manager to monitor staff assignments to ensure all tasks are within scope. She provides 
resource allocations and verifies correct charging to the contract. She develops and maintains Spend 
Plans for all active tasks. She maintains the TaskTracker system which allows MAR to manage to the 
ceiling, funding, and ODC level for all active Task Orders and associated subtasks. She assembles 
responses to Contract Office requests including Technical Proposals and Cost Proposals for new Task 
Orders. She reviews all modifications received from the Contract Office. She develops and delivers 
Monthly Status Reports, Spending & Accomplishments Reports, and EVM Reports. She reviews all Travel 
Requests for the contract to ensure proper ODC budgets. 

Project Administrator February 2010- March 2011 

As Project Administrator under the CISSS contract, Ms. Quivey assisted the Project/QA Managers in 
monitoring all tasks and deliverables on the CISSS Contract. She developed and maintained a MAR 
SharePoint Dashboard to create greater efficiency in managing over 20 active Task Orders. She 
developed a Weekly Deliverable Report and Accomplishments list. Ms. Quivey developed Project Plans 
using Microsoft Project for all Authorizations, Continuous Monitoring and Special Projects. She 
developed Weekly and Monthly Status Reports. She tracked ilearn Security Training completion for 
CISSS contractors. Ms. Quivey hosted webinars on GoToMeeting for Cyber Security Training. She 
assisted the Pro·ect Controller with mana in financial activities on the CISSS Contract. 
New York State Association of Counties September 2008 - December 2008 (3 months) 
Media Relations Intern 

As a Media Relations Intern, Ms. Quivey developed and pitched press releases to state wide media 
outlets, tracked media coverage, edited association's quarterly publication NYSAC News, and updated 
website content using Macromedia Contribute. 
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2.1 .1.5 Administration/Clerical (Senior) - Lauren Dickman 

Name: 
Labor Category: 

Dickman, Lauren E. 
Administration/Clerical Senior 

NRC Badge: (b)(6) 
Additional 

Clearance (s): 
Candidates Skills/Expe 

SOW # 

8.1 Project Management 
8.2 Special Projects 
8.3 System Authorization 

SOW Description 

8.4 Continuous Monitoring Support 
8.5 Data Calls 
8.6 Cyber Situational Awareness 
8.7 Policy, Standards and Training 

Candidate 
Qualified 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Lauren Dickman possesses four years of administrative experience supporting lead management with 
day-to-day administrative duties and tasks. Of her four years, Ms. Dickman has spent the last year 
supporting the CISSS contract Project Managers. Her duties include developing reports, updating various 
project management sites, and attending daily meetings with customers. 

Ms. Dickman's experience exceeds the minimum qualifications of the Administration/Clerical GSA Alliant Labor 
Category. Ms. Dickman is responsible for drafting and editing key documents in support of CISSS contract 
requirements. She interfaces witlh employees, subcontractors and customers to coordinate meetings, maintain 
logs, update files in SharePoint and provide general administrative support. Ms. Dickman is also responsible 
for maintaining operations documentation, status reports, and security related information. 

On a daily basis Ms. Dickman receives specific direction and guidance from MAR Project Managers 
related to Administrative tasks that must be completed under this contract in a timely manner. Ms. 
Dickman tracks the progress and completion of project deliverables. In addition, she develops weekly and 
monthly status reports for the customer and updates TaskTracker with all technical completion 
information. Her current experience working on the CISSS contiract qualifies her to both meet and exceed 
the duties re uired under SOW 8.1 for this osition. 

Edu 
• B. 
Certi 

MAR, Incorporated 
Project Administrator 

May 2008 - Present (4.1 years) 
May 2011 - Present 

Ms. Dickman supports the CISSS contract for the NRC in the role of Project Administrator. She supports the 
Project Manager on this contract in managing all phases of the project management process for the 
Information Assurance program at the NRC. She assists the Project Controller and Project Manager while 
ensuring that projects are completed on-time and within scope and budget. Ms. Dickman tracks the progress 
and completion of project deliverables. She develops Weekly and Monthly Status Reports for the customer. 
She assists the Facility Security Officer (FSO) with the personnel badge process. Ms. Dickman tracks ilearn 
Accounts, assists new hires with NRC account activation and employee set up, and updates TaskTracker with 
Technical Completion. 
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Name: Dickman, Lauren E. Company: 
Labor Category: Administration/Clerical Senior Employment Status: • ee 

Human Resources Specialist May 2008 - May 2011 

As Human Resources Specialist, Ms. Dickman performed cradle to grave Human Resources 
administrative duties and tasks related to: recruitment, hiring, benefits, ISO 9001 :2008, and new hire on­
boarding. Included in these areas Ms. Dickman performed the following specific tasks: recruited for the 
company in all business areas including: IT, Engineering, Administrative, and Intelligence, scheduled 
interviews and provided follow-up information to candidates, updated and maintained the corporate 
resume database, managed all recruitment job postings which included: Monster.com, CareerBuilder, 
Washington Post, and the MAR website, developed position descriptions for all new hires, assisted in 
proposal process by recruiting for candidates, formatted resumes, prepared contingent offer letters, and 
prepared Skills Matrix Charts, completed salary surveys and/or other employee informational surveys as 
needed. She tracked employee referrals for the company Employee Referral Incentive Program, 
processed new hire paperwork, tracked all new hire and benefit information, answered questions related 
to benefits, calculated and submitted all monthly benefit bills to Accounts Payable, which included health 
insurance, dental insurance, vision insurance, life insurance, long-term disability insurance and 401 (k), 
tracked COBRA benefits. She was responsible for tracking and processing all Flexible Spending, and 
was responsible for processing and tracking all Workers Compensation claims. She received SCA 
trainin and was a member of the Professional Services Council, Labor Relations Committee. 

Use or disclosure of data contained on t his sheet Is subject to the r estriction on the title page of this proposal. 
Vol. 1- Resumes - 14 



eBuy RFQ ID: RFQ671680 

MA A " Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
,NcoAPORAT.

0 
_______ N_u_c_Ie_ar_R_e.,..g_uI_at_o_.ry_c_o_m_m_is_s_io_n_I_c_y._b_e_r s_e_c_ur_ity...__P_ro_..g_ra_m_s_u.._p.._po_rt_s_e_rv_i_ce_s_.(c_s_P_S...._S) 

2.1.2 Quality Assurance Team 

2.1.2.1 Subject Matter Expert (Senior) - Hank Williams 

Williams, Hank 
Sub'ect Matter Ex ert Senior 
(b)(6) 

SOW# SOW Description Candidate 
Qualified 

8.1 Project Management ✓ 

8.2 Special Projects ✓ 

8.3 System Authorization ✓ 

8.4 Continuous Monitoring Support ✓ 

8.5 Data Calls ✓ 

8.6 Cyber Situational Awareness ✓ 

8.7 Policy, Standards and Training ✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Hank Williams possesses more than 15 years of information systems experience, including more than 12 
years of information security experience. He is currently serving as the Senior Cyber Security Engineer and 
Progrnm P;:mager with the Financial Management SP.rvice nf lhP. DP.partmP.nl of lhP. TrP.ai:.ury. HP. has 
previously served in that same capacity regarding Cyber Security efforts with: IT Services Division at the 
Federal Bureau of Investigation, the Nuclear Regulatory Commission, the Foreign Terrorist Tracking Task 
Force/FBI, lhe Executive Office United States Attorneys/Department of Justice, and the Federal Emergency 
Management Agency/Department of Homeland Security. 

Mr. Williams will serve as the Technical QA Team Lead and is considered an expert in Cyber Security 
having obtained multiple certifications and a graduate degree in Information Assurance. His over 15 
years of Information Systems experience exceeds the requirements related to the SME (Seniior) Alliant 
GSA Labor Category. His expertise in the industry led to his selection as an adjunct professor within the 
Cyber Security Master's Program at UMUC, and therefore serves as a SME in this related field. Mr. 
Williams has either led or performed activities within all phases of the Information Assurance Risk 
Management Framework and has been responsible for the successful accreditation of many high level 
systems that are vital to national security. He is a trusted advisor to senior level executives within several 
departments of the Federal Government and is highly regarded for his programmatic counsel on Cyber 
Security issues. 

Mr. Williams has more than eight years of experience in Project Management leading complex tasks in 
information security. He possesses more than 12 years of experience in all phases of the C&A process 
and creation and review of System Security documentation and system authorization. Mr. Williams 
conducts risk assessments of enterprise IT systems and develops strategies for mitigating vulnerabilities. 
He develops security policies and plans for Disaster Recovery, Incident Response, and Physical and 
Environmental Security. He has developed, reviewed, implemented. coordinated and provided 
recommendations on securit olicies and rocedures in multi le Government A encies. 

Education I b 6 
• M.B.A., Business Administration, University of Maryland University College ( )( ) 
• M.S., Com uters Systems Management/Information Assurance, University of Maryland University 
~~~ ~ ~ 

• B.S., Inform a 10n echnolo /Database Mana ement, Universit of Phoenix, 
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Name:· 
Labor Category: 

ams, Hank 
ect Matter Ex ert Senior 

Certifications and Training: 
• PMP, Project Management Institute, 2008 

Company: 
Employment Status: • 

• CISM, ISACA (formerly-Information Systems Audit and Control Association), 2008 
• CISSP, International Information Systems Security Certification Consortium (ISC)2, 2004 
• GLEG, Global Information Assurance Certification (SANS), 2011 
• Masters Certificate in Pro·ect Mana ement - Universit of Maryland Universit 

ee 

Knowledge Consulting Group, Inc. September 2003 - Present (8.8 years) 
Subject Matter Expert/Program Manager 
Project Team Lead for multiple contract vehicles that produce over $3 million in annual revenue. 
Responsible for concurrent management of multiple complex task areas and oversight of all project 
deliverables, project financial obligations, and burn rate. Manage a diverse team responsible for 
performing the following enterprise wide tasks across multiple security domains. Investigate new lines of 
business and develop partnerships with outside companies to increase revenue and market share. 
Specific Tasks/Deliverables Completed: 
• Maintain company and client level executive accountability and reporting, ensuring the overall 

success of all assigned contracts and task areas. 
• Serve as trusted advisor to executive level government managers on all aspects of Cyber Security 

within various departments of the Federal Government. Provide guidance on all aspects of the Risk 
Management Framework as mandated by the Office of Management and Budget (0MB) and the 
National Institute of Standards and Technology (NIST). 
Manage information assurance services to maintain the security C&A of network systems including, 
but not limited to, scheduling and attending periodic meetings with the FBI Security Division to review 
the security requirements, resolve any issues and provide updates relevant to the SSP and the C&A 
process. 
Manage. security engineering services to ensure that the network designs remain secure and that the 
security C&A is not compromised by any changes that are made to the system. 
Manage support for Security Tests and Evaluations and Computer and/or Network Forensics. 
Develop solutions in response to Requests for Proposal for Cyber Security line of business with 
multiple agencies within the Federal Government. 

Recent engagements within Knowledge Consulting Group include: 

Financial Management Service/Department of the Treasury January 2012 - Present (6 months) 
Subject Matter Expert/Program Manager 
Specific Tasks/Deliverables Completed: 

Provide SME level support to the IT Security Oversight and Compliance Branch 
• Review SA&A Documentation for compliance with NIST requirements 
• Schedule ST&E testing Activities 

Review, develop and present training in support of the FMS ISSO program 

Information Technology Services Division/FBI October 2009 - December 2011 (2.2 years) 
Subject Matter Expert/Program Manager 
Project Team Lead supervising a 20 personnel team charged with providing enterprise security services 
across multiiple enclaves in three task areas; ISSO support, Vulnerability Management and Enterprise 
Account Management. 
Specific Tasks/Deliverables Completed: 
• Led team of ISSOs providing support to enterprise backbone systems across 3 security enclaves. 

Systems comprised over 100,000 workstations and servers worldwide. 
Led vulnerability management team responsible for maintaining enterprise anti-virus solution across 3 
securitx enclaves. Also r~onsible for managin~ta spill incidents within these enclaves. 
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Name:: ams, Hank Company: 
Labor Category: ect Matter Ex ert Senior ee 

----I 
Employment Status: • 

Led enterprise account management team responsible for all account activities within both Windows 
Active Directory and IBM mainframe across 3 security enclaves. Responsible for developing and 
testing group policy objects within these enclaves. 
Personally served as senior Cyber Security advisor to SES level executives within the IT Services 
Division. 

Nuclear Regulatory Commission October 2008 - October 2009 (1 year) 
Subject Matier Expert/Program Manager 
Provided direct support to the NRC Chief Information Security Officer by serving as the Subject Matter 
Expert for Information Assurance. On-site manager and business leader with supervisory oversight of 
personnel. 
Specific Tasks/Deliverables Completed: 

Providing recommendations on Secl(rity Categorization Documents and the C&A packages of 
unclassified systems according to Federal and NRC regulations , guidelines, and standards. 
Providing recommendations on C&A packages of classified systems according to guidance provided 
by the Committee on National Security Systems (CNSS). 

Providing recommendations on Capital Planning and Investment Control (CPIC) Screening Form and 
Business Case Packages. 

• Providing recommendations on all FISMA related deliverables {Contingency Plans, Contingency Test 
Reports, Plan of Action & Milestone (POA&M) Reports, etc.). 

• Providing recommendations on the Organization's C&A process and security program to ensure 
federal regulations, guidelines, and standards are being met. 

Developing evaluation criteria and procedures for approval to ensure that systems are evaluated in a 
similar manner from one review to the next. 

Assisting the agency in responding to data calls from the Office of the Inspector General (OIG}, Office 
of Management and Budget (0MB), and other government agencies. 
Analyzing IT security best practices to determine how they can be applied at NRC. 

Foreign Terrorist Tracking Task Force/FBI February 2007 - October 2008 (1.6 years) 
Sr. Cyber Security Engineer/Program Manager 
On-site manager and business leader with supervisory oversight of 11 personnel. Also serve as the 
lnfoSec Team Lead for six-person shop 
Specific Tasks/Deliverables Completed: 

Led lnfoSec shop responsible for ISSO and Security Engineer duties on 3 major systems. 

Personally served as senior Cyber Security advisor to the task force Director. 

Corporate Lodging Corporation/FEMA August 2006 - December 2007 (1.3 years) 
Sr. Network Security Engineer/Program Manager 
Project Manager of a team of Information Assurance engineers performing Certification and Security 
Testing and Evaluation of a corporate client based upon requirements mandated from their contract with 
FEMA. 
Specific Tasks/Deliverables Completed: 
• Assisted CLC in establishing an Information Security Program by generating applicable policies and 

plans, including a Contingency and Disaster Recovery Policy and Plan and develop methodologies 
and plans for applying security configurations and mitigating actions. 

• Performed an initial discovery effort and risk assessment to determine system boundaries followed by 
the creation of a strategy to best accomplish the system certifications IAW NIST Guidelines. 

• Determined Information Categories and sensitivities IAW NIST 800-60 resulting in an overall FIPS 
199 Impact levels being assigned to the system. 

Identified a licable securit controls and developed test rocedures based u on indust 
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Name:, 
Labor Category: 

ams, Hank 
ect Matter Ex ert Senior 

best practices to ensure secure system operation. 

Company: 
Employment Status:, • ee. 

Tested systems by technical methods such as scanners (HarrisStat, Web Inspect, etc) CIS 
Configuration Scripts, both automated and manual, and interviews with FEMA personnel. 
Prepared a final Security Evaluation Report and a certification recommendation which was submitted 
to the Designated Approval Authority once testing was completed and all mitigating actions were 
validated. 
Entered unmitigated findings into a Plan of Actions and Milestones (POA&M). 

Executive Office United States Attorney/DOJ October 2005 - April 2006 {7 months) 
Sr. Network Security Engineer/Team Leader 
Team leader of a matrixed team of Information Assurance engineers performing Certification and Security 
Testing and Evaluation of an EOUSA system. 
Specific Tasks/Deliverables Completed: 

Performed an initial discovery effort to determine system boundaries followed by the creation of a 
strategy to best accomplish the system certifications IAW NIST and Department of Justice Guidelines. 

• Determined Information Categories and sensitivities IAW NIST 800-60 resulting in an overall FIPS 
199 Impact level being assigned to the separate systems. 

• Identified applicable security controls and developed test procedures based upon industry accepted 
best practices to ensure secure system operation. 

• Performed multiple rounds of testing, presented findings to client and provided assistance to the client 
in determining methods to mitigate the vulnerabilities. 
Developed final risk analysis with a certification recommendation based upon the risk analysis. 
Accomplished the full certifications of 3 networks. 
Worked with a new EOUSA entity to develop required policies and plans, such as Configuration 
Management, Contingency and Disaster Recovery, Incident Response, Security Awareness and 
Training, and Physical and Environmental Security. 

Knowledge Consulting Group, Inc. September 2003 - October 2005 (2.1 years) 
Sr. Network Security Engineer/Team Leader 
Certification Lead for FBI Information Assurance Certification Unit. Team Leader of matrixed Certification 
and Accreditation team on FBI Information Systems. 
Specific Tasks/Deliverables Completed: 
• Planned and developed strategies for security implementation. Reviewed SSPs, Concept of 

Operations (CONOPS) and other security documentation on information systems for completeness 
and accuracy. 
Coordinated with System Owners and Accreditation staff to determine security levels and postures 
during system development. 
Determined Security Requirements by preparation of the Security Requirements Traceability Matrix 
based upon applicable Federal Government, Department of Justice, and FBI regulations. 

• Conducted risk and vulnerability assessments of planned and installed information systems to identify 
vulnerabilities, risks, and protection needs. 
Assisted system owners in formulating strategies for risk reduction based upon applicable regulations 
and industry best-known practices. 
Made certification recommendations based upon the security posture and residual risk levels of 
information systems. 
Acted as overall Certification Team .lead in the absence of the government team lead. 
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Williams, Hank 
Sub"ect Matter Ex ert Senior 

Joint lntera,gency Task Force West (JIATF-W) 
Information Systems Security Manager 

Company: KCG 
Emplo ment Status: Em lo ee 

June 2002 - August 2003 (1.2 years) 

Responsible for all Information Security/Information Assurance Issues and supervision of staff personnel. 
Specific Tasks/Deliverables Completed: 

Developed new C&A documentation for all major IT related systems leading to systems being granted 
Authority to Operate (ATO). 
Developed System Security Authorization Agreements (SSAA) for internal migration upgrade from 
Windows NT to Windows 2000. 

• Performed Security testing on Windows 2000 LAN. 
• Implemented and managed entire Public Key Infrastructure for JIATF-W and coordinated all PKI 

issues with the Defense Intelligence Agency to receive certificates. 
• Developed Information Conditions (INFOCONs) as directed by the Theater Commander to allow 

information_protection based on a specific level of need. 
Western Army Reserve Intelligence Support Center July 1999 - June 2002 (2.9 years) 
Systems Administrator/Special Security Officer 
Senior Systems Administrator for entire Windows NT and UNIX network. 
Specific Tasks/Deliverables Completed: 
• Information Systems Security Officer responsible for ensuring assigned systems were configured IAW 

applicable regulations and guidelines. 
• Responsible for ensuring all system documentation is complete and prepared IAW DITSCAP and 

other requirements. 
Selected to participate in the development of the Advanced System Administrator course at National 
Headquarters. 

• Responsible for all levels of support including Workstations, Servers, and all internal Network 
confi urations. 

Defense Intelligence Agency (DIA) Defense Attache System September 1994-July 1999 (4.8 years) 
Operations Non-Commissioned Officer 
Assigned to oversee IT operations in offices in Mexico City, Mexico and Manila, Republic of the 
Philippines 
Specific Tasks/Deliverables Completed: 

Responsible for all office automation and local network support in both offices. 
Developed a series of macros for automating monthly reports later adopted by other offices in the 
Defense Attache' System. 
Su ervised forei n national workforce of between four and ei ht em lo ees. 
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2.1 .2.2 Quality Assurance Specialist (Journeyman) - Sandra Smith 

Name: Smith, Sandra 5. 

Labor Category: Quality Assurance Specialist 
Journe man 

NRC Badge: , • 
Additional 

Clearance (s) : ___ _ 
Candidates Skills/Experienc 

SOW# 

8. 1 Project Management 
8.2 Special Projects 
8.3 System Authorization 

SOW Description 

8.4 Continuous Monitoring Support 
8.5 Data Calls 
8.6 Cyber Situational Awareness 
8.7 Policy, Standards and Training 

MAR 

Consultant 

USA 

Candidate 
Qualified 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Sandra Smith has more than 15 years of experience provldi ng technical writing/editing support. 
Documentation experience encompasses: Program Management - including business process 
reengineering (BPR), change management, Quality Assurance/Control (QA/QC), and Capita l Planning 
and Investment Control (CPIC); System Development - including user and maintenance manuals, 
training materials, database design, configuration management, and requirements specifications; and 
Systems/Information Security - including development and coordination of security procedures, policies, 
and documentation supporting system C&A. 

Ms. Smith's 15 years of experience in Technical Writing and Quality Assurance exceeds the minimum 
qualifications of the Quality Assurance Specialist (Journeyman) GSA Alliant labor category. As the 
president of TDS Writing Solutions, Inc., Ms. Smith has developed end user guides for each version of the 
application deployed, providing QA/QC reviews of application screens. She has provided editorial 
support for multiple agencies for system security and lifecycle documentation to ensure compliance with 
the National Institute of Standards and Technology (NIST) Federal Information Processing Standards 
Publication 201 (FIPS PUB 201 ). She has also developed IT security policies and standard operating 
procedures in accordance with TD P 85-01 and NIST for C&A of TIGTA's enterprise network and 
telecommunications infrastructure. 

Ms. Smith's over 15 Quality Assurance years of experience exceeds the requirements in SOW areas 8.1, 
8.2, 8.3, 8.4, 8.6 and 8.7. Her experience includes Program Management - including business process 
reengineering (BPR), change management, quality assurance/control (QA/QC), and Capital Planning and 
Investment Control (CPIC). System Development - including user and maintenance manuals, training 
materials, database design, configuration management, and requirements specifications. Also, she has 
Systems/Information Security - including development and coordination of security procedures, policies, 
and documentation supporting system C&A. Ms. Smith will be brought in to assist with high 1-evel tasks 
and deliverables as determined by the NRC customer. 

Education, Certifications, and Training 
Education ~ 
• B.S., Economics, Radford University,L__J 
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Name: Smith, Sandra S. 

Labor Category: " . · ssurance Specialist 
man 

Related Experience: Profe 
TDS Writing Solutions, Inc. 
President 

Experience 

Company: 

Employment Status: Consultant 

2003 - Present (9 years) 

Ms. Smith provides services to private corporations and federal agencies and departments through prime 
contractors. In support to FBCS, a small non-profit organization, Ms. Smith performs the following tasks: 
developing and publishing monthly multi-page newsletter, and analyzing and updating documentation 
structure supporting organization processes. 

In support to Protiviti Government Solutions (PGS) Ms. Smith provided documentation development 
support on significant business transformation efforts at the Internal Revenue Service (IRS) and the 
Securities and Exchange Commission (SEC) that encompass the development of strategic 
recommendations for the reorganization and BPR of programs and systems based on the Six Sigma 
DMAIC methodology. 

In support to Modis, Inc. at Electronic Data Systems (EDS) for the EDS Assured Identity™ system that 
produces Personal Identity Verification (PIV) credentials in support of Homeland Security Presidential 
Directive 12 (HSPD-12), Policy for a Common Identification Standard for Federal Employees and 
Contractors Ms. Smith performed the following tasks: developed end user guides for each version of the 
application deployed, providing QA/QC reviews of application screens, and provided editorial support for 
system security and lifecycle documentation to ensure compliance with the National Institute of Standards 
and Technology (NIST) Federal Information Processing Standards Publication 201 (FIPS PUB 201 ). 

In support to Innovative Management & Technology Approaches, Inc. (IMTAS) at the Treasury Inspector 
General for Tax Administration (TIGTA) Ms. Smith developed policies, procedures, and on-line training 
materials in support of implementing HSPD-12 and FIPS 201 into the organization and returned for 
annual update of IT security policies and standard operating procedures for TIGTA's enterprise network 
and telecommunications infrastructure, to ensure compliance with the Department of the Treasury's IT 
Security Program (TD P 85-01) and NIST. Originally developed these security policies for (1) the 
submission to the annual Treasury Security Program Review of TIGTA and (2) TIGTA achieving C&A. 

In support to P2C2 Group, Inc. Ms. Smith provided oversight and editorial support to the Federal Reserve 
Bank of Richmond (FRBR) on the Intra-Governmental Payment and Collection (IPAC) project to meet 
Office of Management and Budget (OMB)/CPIC process reporting requirements (i.e., Exhibit 300/53, 
Dashboards , and Operational Analysis), developed an Operational Analysis for the Department of 
Education (ED) for the Migrant Student Information Exchange (MSIX) system which was mandated by 
Congress to support the No Child Left Behind (NCLB) Act, and provided oversight and editorial support to 
the U.S. Agency for International Development (USAID) in the CPIC process for the development of two 
business cases for the 0MB Exhibit 300s. Coordinated development of business cases with USAlD 
Project Managers from each business area and collected data for inclusion in the 0MB Exhibit 300s. Ms. 
Smith has also provided editorial support to the Federal Law Enforcement Training Center (FLETC), a 
component of the Department of Homeland Security (OHS), on documentation exploring the potential for 
developing a digital learning capability (e-Learning) to support residential and non-residential training of 
law enforcement officers, and provided editorial support to the U.S. Department of Agriculture (USDA) on 
three contracts in the Natural Resources Conservation Service (NRCS), based in Ft. Collins, CO. 
Completed editorial reviews on the Exhibit 300's developed under each contract in support of the CPIC 
process. She has provided editorial support to the Civil Rights Division of USDA in the CPIC process for 
the 0MB Exhibit 300 for implementation and deployment of a new Civil Rights Enterprise System 
(CRES). The supporting documentation included a Requirements Analysis, Cost Benefits 
Analysis/Alternatives Analysis, Risk Management and Mitigation Plan, and an Enterprise-wide 
Implementation Project Management Plan. 
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Name: 

Labor Category:, 

Smith, Sandra S. 
Quality Assurance Specialist 
Journe man 

Company: MAR 

Employment Status: Consultant 

In support to Microlink, LLC, Ms. Smith developed a process guide for the Huron Consulting Group's e­
discovery solution, V3IocityTM. This litigation support initiative offers law firms, corporate legal 
departments, and government agencies a streamlined approach to respond quickly and defensibly to 
legal and investigative requests for electronic evidence, and provided editorial support on existing 
documentation for MS SharePoint customization projects (I.e .• training materials for the Naval Criminal 
Investigative Service (NCIS). 

In support to K4 Solutions, Inc, Ms. Smith developed and maintained IT security and system 
documentation for C&A of the imaging systems at the Bureau of Alcohol, Tobacco, Firearms and 
Explosives (A ff) and the Alcohol and Tobacco Tax and Trade Bureau (TTB). Security documentation 
included a Security Plan, Risk Assessment, Contingency Plan, Minimum Security Requirements, and 
Application Security Inventory. Also in support of these imagi111g systems, developed the ATF/TTB 
Imaging Systems - System Overviews document to briefly detail the purpose, workflow, architecture, 
process flow, and points of contact for each of the imaging systems currently implemented within ATF and 
TTB. Ms. Smith provided editorial support to the Office of the Assistant Secretary for Administration and 
Management (OASAM) at the Department of Labor (DOL) in finalizing documentation for the 
Implementation of a shared Public Key Infrastructure (PKI) as part of an overall security strategy to secure 
DOL's information and networked computer-based systems. This documentation included the Certificate 
Polley for the Certification Authority, Certification Practtce Statement, Detailed Design Document, 
Concept of Operations, and DOL Policy for Public Key Infrastructure. 

In support lo Orizon, Inc., Ms. Smith provided editorial support on processes and standards at the 
Financial Management Domain (FMD) of the Office of the Under Secretary of Defense (Comptroller) 
(OUSD(C)) for the Business Modernization Program, and provided editorial support to the Department of 
Housing and Urban Development (HUD) Federal Housing Authority (FHA) Loss Mitigation Program on the 
Loss Miti ation Anal sis Re ort. 
Self-Employed 1999 - 2003 (4 years) 

Ms. Smith provided subcontract services to Federal Agencies and departments through prime 
contractors. In support to Business Integrated Technology Solutions, Inc. (BITS) at TIGTA Ms. Smith 
developed IT security policies and standard operating procedures in accordance with TD P 85-01 and 
NIST for C&A of TIGTA's enterprise network and telecommunications infrastructure. Deliverables 
consisted of 30 IT security pol icies, a Continuity of Operations Plan (COOP) revision, a Configuration 
Management Plan (CMP) and presentation on implementing CM into the organization, a System Security 
Authorization Agreement (SSAA), and a TIGTA Communication Data Network Security Plan. 

In support to JV Mason & Associates, Inc. (JVMA) at the Procurement Systems Division (PSD) of the 
Office of Procurement and Property Management (OPPM) at USDA Ms. Smith developed a CMP for the 
USDA Purchase Card Program and assisted in implementing configuration management into the program 
with the goal to achieve SEI CMM Level 2 certification. She also developed and maintained program, 
system, and operational documentation, user manuals, training materials, and installation guides for the 
Purchase Card Management System (PCMS), forms, brochures, slides, and other presentation aids and 
exhibits for PCMS. She executed quality assurance software tests on two version releases of PCMS and 
evaluated results to ensure compliance with applicable regulations and conducted PCMS user studies; 
database cleanup; and evaluation of system functionality, ease of use, efficiency, and accuracy. 

DynCorp l&ET 1997 - 1998 (2 years) 
Senior Technical Writer/Subcontract Task Lead 

As technical writing support to team members pursuing EC/EDI for the exchange of tax and wage data on 
the Simplified Tax and Wage Reporting System (STAWRS) Project under the Treasury Information 
Processing Support Services (TIPSS) contract, Ms. Smith developed SDLC documentation ranging from 
project planning and configuration management to system requirements and develo ment. She 
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Name: 

Labor Category: 

Smith, Sandra S. 
Quality Assurance Specialist 
(Journe man) 

Company: MAR 

Employment Status: Consultant 

performed as Task Lead for subcontract with Price Waterhouse Coopers to oversee the development of a 
survey to distribute to employers for input in determining ways of easing their tax-reporting burden by 
modifying their methods of filing tax and wage reports. This project was SEI CMM Level 2 certified. 

Sterling Software 1995 - 1996 (1 year) 
Documentation Team Leader 

As Team Leader for the Documentation Staff on the Modernized Integrated Database (MIDB) Project, Ms. 
Smith managed and trained all members of the staff, created the MIDB Documentation Style Guide, 
provided a variety of documentation status reports, and ensured the timely completion and accuracy of all 
documentation deliverables. The Documentation Staff was responsible for creating and updating all 
system lifecycle documents stipulated in the statement of work (SOW) and writing training courseware, 
user guides and manuals, and t.est plans. 

Mcclendon Automation 
Senior Technical Writer 

1992 -1995 (3 years) 

As technicat documentation support for the Programming and Execution (PAX) Support Office of the U.S. 
Army Corps of Engineers, Ms. Smith developed system software and database maintenance manuals, 
online helps, and user manuals for FOCUS database systems, Construction Appropriations 
Programming, Control, and Execution Systems (CAPCES) subsystems, and the Directives Network 
(DIRNET) database. She interfaced with subject matter experts in developing all documentation. In 
addition to documentation support, Ms. Smith redesigned the PAX Hotline database using ACCESS and 
assisted in the design and development of both the Knowledge Worker System (KWS) database using 
Visual B~si~d the DIRNET database using ACCESS. 
SYSCON Corporation 1990-1992 (2 years) 
Senior Analyst/Technical Writer 

Ms. Smith provided technical documentation support for a national minicomputer network in the Civil 
Division of the Department of Justice (DOJ). She documented and tested programs designed and 
developed for use in system management and performance. Ms. Smith also edited and updated 
procedure manuals for an ORACLE Hotline database and assisted programmers with the development of 
ORACLE applications. Ms. Smith developed user manuals for ORACLE database applications and 
AS/400 backup procedures. She also developed database training course materials and conducted 
training for mainframe and PC applications for both technical and non-technical personnel of the Civil 
Division. 
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2.1 .2.3 Quality Assurance Specialist (Journeyman) - Deborah Pollack 

Name: Pollack, Deborah L. 

Labor Category: Quality Assurance Specialist 
Journe man 

NRC Badge: , , 
Additional 

Clearance (s) : 
Candidates Skills/Experien 

SOW# 

8.1 Project Management 
8.2 Special Projects 
8.3 System Authorization 

SOW Description 

8.4 Continuous Monitoring Support 
8.5 Data Calls 
8.6 Cyber Situational Awareness 
8.7 Policy, Standards and Training 

Company: MAR 

Employment Status: Employee 

Country of Citizenship: USA 

Candidate 
Qualified 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Deborah Pollack possesses over 25 years of professional experience in the areas of Technical Writing, 
Quality Assurance (QA) and Publications. Throughout her career, Ms. Pollack has served as a lead 
technical writer, writing , editing and publishing user manuals, data sheets, marketing collateral, testing 
manuals, and publication style guides. In addition, Ms. Pollack has conducted on-sight training related to 
strategic communications. Ms. Pollack has developed numerous templates using various software 
applications in order to assure quality assurance and consistency in all deliverables. 

Ms. Pollack will support the QA Team Technical Lead. Her current experience as Quality Assurance 
Manager on the CISSS contract and her 25 years of experience exceeds the minimum qualifications of 
the Quality Assurance Specialist (Journeyman) GSA Alliant Small Business labor category. Under the 
CISSS contract, Ms. Pollack is responsilble for defining, developing, and deploying a quality process for all 
MAR CISSS contract deliverables. She is responsible for supervising QA colleagues, sche-duling QA 
activities, and delivering accurate documentation to the NRC. She has had experience as a Publications 
Lead for three engineering sites, supervised the development and production of user documentation, 
electronic user assistance, and business process documents. She has established efficient business 
practices and improved the quality of publications deliverables through the implementation of checklists, 
automated processes, and tem1Plate enhancements. Ms. Pollack has managed the translation of product 
manuals into seven languages, and supervised translation contractors to ensure delivery of accurate 
materials to our global customer base. 

For the CISSS contract, Ms. Pollack acts as the leader of the QA Team and has implemented best 
practices and established standard repeatable processes to ensure delivery of accurate information 
security policy, guidance, and authorization documentation. The role of QA touches every SOW area as 
each task requires accurate and on time deliverables for the NRG customer and Ms. Pollack will play a 
key role in supporting the technical teams. She will continue to be responsible for defining, developing, 
and deploying quality contract deliverables, Ms. Pollack's skills and hands on QA experience working on 
the CISSS contract qualifies her to rovide QA su port for SOW areas 8.1, 8.2, 8.3, 8.4 and 8. 7. 

Education e::Jb)(6) 
• Hearing and Speech coursework, University of Maryland, 
• Hearin and S eech coursework, Rochester Institute of ec no o 

(b)(6} 

Certifications and Training 
• ITIL, Version 3, May 2011 
• Pro·ect Mana ement Essentials, 24 PDUs for PMP, Januar 2010 
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Name: Pollack Deborah L 

Labor Category: 
Quality Assurance Specialist 
Journe man 

• WinHelp Development Training, Sageline Publishing, 1994 
• HTML Help Training, Sageline Publishing, 1995 
• Pro ress 4GL Trainin , 1990 . . 
MAR, Incorporated 
Quality Assurance Manager 

Company: MAR 

Employment Status: Employee 

August 2010 - Present (1 .8 years) 

As a QA Manager under the CISSS contract, Ms. Pollack is responsible for defining, developing and 
deploying a quality process for all MAR CISSS contract deliverables. She is responsible for supervising 
QA colleagues, scheduling QA activities, and delivering accurate documentation to the NRC. 

As a Techn ical Writer under the CISSS contract, Ms. Pollack wrote, reviewed, and edited information 
security policy, guidance, and authorization documentation in support of the MAR CISSS contract with the 
NRC. She developed quality assurance checklists and procedures to ensure consistency throughout all 
deliverables. 
JDS Uniphase 2001 -August 2010 (9 years) 
Publications Lead/Technical Writer Ill 
As a Publications Lead/Technical Writer Ill , Ms. Pollack developed Getting Started Manuals, Testing 
Manuals, and HTML help for portable telecommunications test instruments using Adobe FrameMaker. 
She improved business practices through implementation of publication schedules, documentation plans, 
peer reviews, editing checklists, and prepress checklists. She supervised a team of writers located in 
multiple sites supporting up to ten concurrent engineering projects. She supported engineering projects 
in the US, Germany, and China. Ms. Pollack published a Request for Proposal for user interface string 
and documentation translations. She worked with stakeholders to evaluate proposals, select qualified 
agencies, and ensure that translated strings and documents were reviewed for accuracy before 
publication. Ms. Pollack facilitated the migration to USB delivery of PDFs by establishing standards and 
processes with their Quality, Manufacturing, and Operations organizations. She supervised contractors 
supporting Service Manual development for military contracts. 
MEI Software Systems 1992 - 2001 (9 years) 
Strategic Communications Writer 
As a Strategic Communications Writer, Ms. Pollack served as lead technical writer supporting the 
company's association management software applications. She designed templates using WordPerfect and 
automated the conversion of legacy documents using customized macros. Ms. Pollack designed templates 
for online and context-sensitive help using RoboHELP Classic and RoboHELP HTML. She developed a 
Publication Style Guide to be used by the technical writing group and contractors. She wrote and used 
rocedures to test the software a lications and debu ed a lications written in Pro ress 4GL. 

Design Data Systems 1986 - 1992 (6 years) 
Technical Writer/Trainer/Quality Assurance Technician 
As a Technical Writer/Trainer/Quality Assurance Technician, Ms. Pollack supported launch of a new 
Association Management Database (DATASYS4). She designed the template for task-based user 
manuals supporting each application module. Ms. Pollack wrote, edited, and published user manuals, 
data sheets, and marketing collateral. She developed course outlines and training materials for 
DATASYS4 and third party applications. Ms. Pollack conducted on-site training. She tested applications 
modules and verified that functional re uirements were satisfied. 
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2.1 .3 Technical Teams 

2.1.3.1 Subject Matter Experts 

SOW # SOW Description 

8.1 Project Management 
8.2 Special Projects 
8.3 System Authorization 
8.4 Continuous Monitoring Support 
8.5 Data Calls 
8.6 Cyber Situational Awareness 
8.7 Policy, Standards and Training 

Candidate 
Qualified 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Mr. Shaw possesses over 30 years of professional experience as a senior contributor and manager in 
several organizations involved in computer systems, software design and implementation. Mr. Shaw has 
sper.ifir. P.xperienr.P. with industrial autom;:ition ;:ipplications Adlditionally, Mr. Sh;:iw h;:is P.xtP.n!'live CyhP.r 
Security technical knowledge and experience and is a Certified Information Systems Security 
Professional (CISSP). Mr. Shaw is the author of two books, as well as a contributing editor to several 
others and has published numerous papers and articles. Mr. Shaw is a SME to the ISA on a range of 
topics, including automation System Cyber Security, and he regularly teaches courses for that 
organization. Mr. Shaw is a member of the ISA's SP-88, SP-99 and SP-100 committees. In his spare time 
Mr. Shaw is a contributing editor for security issues to Electric Energy T&D on-line magazine. 

Mr. Shaw's education, certifications and Cyber Security experience exceeds the minimum qualifications 
for the SME (Master) GSA Alliant Small Business labor category. 

Mr. Shaw's current experience on the CISSS contract writing policy, developing Cyber Security, 
inspection procedures, creating course material for inspection personnel, etc. meets/exceeds the 
requirements of SOW task areas 8.2, 8.6 and 8.7. In his role as a seasoned security professional with 
regulatory expertise and policy, Mr. Shaw brings SME experience specifically related to policy, standards 
and training. 

Education, Certifications, and Training 
Education (b)(6) 
• M.S., Engineering Science, Loyola University in Baltimore,L_.....t,::;--;;;-;---, 
• B.S., Electrical and Com uter En ineerin , Universit of Mi chi an (b)(B) 
Certifications and Training 
• CAP - Certified Automation Professional 
• CISSP - Certified Information S stems Securit Professional 
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MAR, Incorporated 
Cyber Security Architect 

2010 - Present (2 years) 

As Cyber Security Architect under the Consolidated Information System Security Services (CISSS) 
contract, Mr. Shaw participates in the final changes and editing of RG 5.71 , He participates in the final 
changes of NEI 08_09 (rev 6). Mr. Shaw participates in licensee CSP evaluation and RAI generation, He 
provides a series of technical lunch-hour seminars on computer, networking and Cyber Security topics. 
He has experience developing the initial Cyber Security Inspection Procedure for licensee CSPs. He has 
completed an advanced Cyber Security training course at INL. He has experience editing and 
reformatting a NUREG to explain the technical/security basis of the security controls in the RG 5.71 
appendices. Mr. Shaw provides support and Cyber Security training assistance and course material for 
inspection personnel as part of a course held at INEL. Lastly, he provides as-needed support to NSR 
personnel on Cyber Security issues. 
Securion 2009 - 2010 (1 year) 
Senior Security Analyst 

As a Senior Security Analyst, Mr. Shaw performed NERC CIP security assessment for electric utilities and 
small network penetration testing for electric utilities. He provided consulting services to aid utilities in 
addressing the NERC CIP requirements. He provided Cyber Security training courses to utility personnel 
and management. Mr. Shaw generated gap analysis and non-compliance reports regarding CIP 
conformance and general annual security assessment reports for utility clients. Mr. Shaw was 
responsible for meeting with client personnel, information gathering and analysis, report generation and 
formal client presentation of findings. Lastly, he was responsible for year-to-year review of changes in the 
client securit ro rams and continued com liance with re ulations. 
Swantech September 1998 - December 2005 (7 years) 
Chief Technology Officer 

As a Chief Technology Officer, Mr. Shaw redesigned the company's condition monitoring product 
portfolio. He lead an R&D team in designing and developing a PCI based vibration monitoring unit. He 
lead an R&D team in porting the application onto an embedded Linux platform. Mr. Shaw developed a 
set of semi-automated vibration analysis tools and utilities to identify gear box issues, drive shaft balance 
issues and bearing defects. He developed a web-based product offering for the wind-farm market that 
provided high-level condition assessment and analysis. He developed a cell phone/PDA/Blackberry 
presentation mechanism for wind farm condition monitoring. Mr. Shaw integrated WiMAX and WiFi mesh 
networking capabilities into the product design. He redesigned the product offerings for the cruise-ship 
industry to include spread spectrum wireless communications and Internet connectivity. He was 
responsible for maintaining and supporting the company web site, email system and servers as well as for 
the development systems and company laptop PCs. Lastly, he was responsible for managing, hiring and 
firing technical staff and develo ment ersonnel. 
Cyber Security Consulting 2005 -2007 (2 years) 
Principle 

As a Principle, Mr. Shaw provided technical training courses on basic telecommunications, networking, 
database administration, project management, CIC++ programming, basic SCADA technology, basic 
DCS technology and basic instrumentation and control concepts. He provided Cyber Security consulting 
to pipeline operators and electric generating utilities. He developed in-house Cyber Security awareness 
programs for several companies. He published a book on Cyber Security for SCADA systems and taught 
courses on industrial automation Cyber Security for the ISA. Hie published a report for PennWell's 
pipeline energy sector customers on Cyber Security for Pipeline SCADA Systems. Lastly, he reviewed 
and developed client policies and procedures and advised on needed changes to meet various 
re_gulations such as SOX, HIPPA and the NERC C_I_P_s. __________________ _ 
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Name: w, William T. IV 
Labor Category: ect Matter Ex ert Master 

Tate Integrated Systems 
President 

Company: 
Employment Status: • ee 

1990 - 2004 (14 years) 

As President of Tate Integrated Systems. Mr. Shaw led a team in laking a CREDA software release of a 
data acquisition system from Los Alamos National Lab and creating an integrated SCADA and DCS 
product offering. He developed a high-security SCADA system for the California, New England and New 
York ISOs that allowed real-time, VPN-secured, monitoring and conlrol of generating assets using public 
networks, Including the Internet. He developed a substation automation product that included drivers for 
a wide range of IEDs and included the ability to extract settings, fault records and oscillographlc data from 
protective relays and stored that data onto a web-enabled relational database. Mr. Shaw developed a 
highly automated storage terminal/tank farm automation system for naval-base and refinery applications. 
He developed a set of advanced control modules and algorithms for water treatment process plant 
automation and float-glass production automation. He developed a hybrid RTU product based on 
Modicon PLC hardware that included integral emergency safety-shutdown capability. Mr. Shaw 
developed and installed one of the largest and most completely automated water treatment and pipeline 
delivery system automation projects in North America, combining both DCS and SCADA functionality and 
did a hot-switch over from the prior system without requiring plant operational interruptions. He recruited, 
assembled and managed a team of senior staff personnel who were responsible for manufacturing, sales, 
marketing, HR, accounting, legal and other company departments. Lastly, he was responsible to the 
board of directors for financiaj_performance, budgets, profitabiiJ!Y and growth target. 
EMC Systems 1984 -1989 (5 years) 
President 

As President of EMC Systems, Mr. Shaw led the development team for a 3rd-generation SCADA system 
product that included dual VAX servers, dual Ethernet LAN, X86 based redundant front-end processors 
and full graphic operator workstations. He developed an advanced family of smart RTUs that included 
regulatory control and sequential control and calculation capabilities. He developed a set of pipeline­
industry applications including batch tracking , line pack, leak detection and meter-run switching plus a full 
set of RTU-based volumetric calculations including AGA-3,5, 7 and NX-19. He installed and 
commissioned one of the largest product pipeline SCADA systems in North America. Mr. Shaw 
developed a library of serial protocols drivers for the entire legacy SCADA vendor RTUs and for existing 
competitor's RTU products. He recruited, assembled and managed a team of senior staff personnel who 
were responsible for manufacturing, sales, marketing, HR, accounting, legal and other company 
departments. Lastly he was responsible to the board of directors for financial performance, budgets, 
profitability and rowth targets. 
EMC Controls 1980 - 1984 (4 years) 
V.P. of Engineering 

As V.P. of Engineering at EMC Controls, Mr. Shaw started a Project and Contract Management 
Department to handle large l&C automation projects both domestically and internationally. He led the 
development team for a 2nd-generation DCS product (the 0/3) that included a dual, high-speed token ring 
LAN and X86 based redundant controllers and operator workstations. He developed an advanced 
BATCH object-oriented process control package and language. He was the keynote speaker and 
principle member of the ISA's SP-88 committee on batch automation standards. Mr. Shaw was awarded 
the Valor award (Chemical Engineering magazine) for advancement of plant and process automation due 
lo the D/3 process control system. He was awarded the year's best automation article by Control 
Engineering magazine. He led the creation and management of a manufacturing and test department 
and production organization. He supervised over 110 professional engineers and middle-managers and 
over $65M in ro·ect activit annuall . Last! , he ublished Com uter Control of BATCH Processes. 
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Shinn, Michael T. 

ert Master 

SOW# SOW Description 
Candidate 
Qualified 

8.1 Project Management 
8.2 Special Projects ✓ 

8.3 System Authorization ✓ 

8.4 Continuous Monitoring Support ✓ 

8.5 Data Calls 
8.6 Cyber Situational Awareness ✓ 

8.7 Policy, Standards and Training ✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Mr. Shinn has over 20 years of professional experience in the Cyber Security field, and has been the co­
founder of a number of security companies where he has worked with numerous Federal Agencies and 
Fortune 500 companies. He has co-authored the following: Regulatory Guide 5.71, Cyber Security 
Programs for Nuclear Facilities; Other NRC Regulatory Guides and NUREGs; and Troubleshooting Linux 
Firewalls, published by Addison Wesley Professional. He is a founder of Atomicorp, a virtualization and 
cloud security products firm, and was a key member of the original Wheelgroup Corporation, developers 
of the first major intrusion detection system and pioneers of penetration testing. 

Mr. Shinn is considered an expert in Cyber Security having obtained multiple certifications and over 20 
years of information systems experience. His senior level experience exceeds the minimum qualifications 
of the SME (Master) GSA Alliant Labor Category. Mr. Shinn is a member of the Advisory Board at the 
SANS Institute, and is an invited speaker at numerous security events held by organizations such as the 
University of Maryland, SANS, the State of Colorado, CSI and others. He is also an Association of 
Computing Machinery (ACM) instructor, and was a founding member of the George Mason University 
Security Review Panel in 1995 which developed the University's security policies, adjudication process, 
and managed the University's Computer Emergency Response Team (CERT), 

Mr. Shinn has provided SME level security, privacy, regulatory and program management support for 
various government agencies in the field of Cyber Security, which qualifies him to provide SME support in 
the SOW areas 8.2, 8.3, 8.4, 8.6, and 8 .. 7. Mr. Shinn's current experience working on the CISSS contract 
includes Chief Certifier, Instructor for NRC Cyber Security Training, Investigations regarding regulatory 
violations and has provided feedback on proposed rules related to regulatory requirements. In addition, 
he has developed policy and procedures to support the Cyber Security Office (CSO), led certification 
teams, supported the technical review board and developed segment architectures as directed by CSO. 

Education, Certifications, and Training 

Education l(b)(B) I 
• B.S., Economics, Georqe Mason Universitv,I 
Certifications and Training 
• Information Assurance Security Officer (IASO) 
• Facility Security Officer (FSO) 
• NRC Site Access Authorization Training, March 2012 
• NRC Fuel Cycle F-201 , 2011 
• NRC Reactor Fundamentals 
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Prometheus Global September 2002 to Present (9.8 years) 
CEO, Security and Privacy Expert 

Mr. Shinn is the CEO for Prometheus Global, providing security, privacy and regulatory support as well as 
program management support for its clients. 

Selected Projects and Customers include: 

Nuclear Regulatory Commission {NRC) 
• Testified numerous times before ACRS and NRC Commissioners on Cyber Security and Licensee 

topics. 
• Works closely with NSIR, NMSS and other program offices on Cyber Security issues. 
• Currently working with NMSS and NSIR on Reactor and Fuel Cycle Cyber Security issues, including 

development of road map/path forward recommendations, draft rule making, guidance development 
and licensee interactions. 

• Co-authored RG 5.71 (Cyber Security Programs for Nuclear Facirities). 
• Co-authored changes to Appendix G, 10 CFR 73. 
• Co-authored changes to RG 5.69 (Design Basis Threat). 
• Co-authored changes to DG 5019 for Cyber Security report-ability rule changes. 
• Working on behalf of NRC to determine enforceability of NEI documents to include 08-09, 10-04, white 

papers, feedback on proposed rules and to solicit changes that would meet regulatory requirements. 
• Provided SME level support for CSP review teams on regulatory and cyber issues. 
• Support and participate in investigations regarding regulatory violations and allegations by licensees 

and licensee personnel, and participate in Regulatory Conferences on behalf of NRC for licensee 
violations of regulations. 

• Support NSIR in investigations of sensitive national security matters involving licensees and other 
federal agencies. 

• Chief certifier for systems in support of Cyber Security Office, such as MPKI, !PSS, NSTS and others. 
• Instructor for NRC Cyber Security training, including Executive, Management and Staff level training, 

as well as specialized training for program offices to include NSIR and NMSS licensee focused Cyber 
Security training. 

• Provide SME level support to CSO on various tasks to include development of policy and procedures, 
lead certification teams, support technical review board, and develop segment architectures and other 
SME tasks as directed by CSO. 

Department of Defense - US Army Intelligence and Security Command {INSCOM) 
• Project Manager and SME for multiple classified IC Cyber Security programs. 

Department of Defense - Inspector General {DoDIG) 
• Manager of Attack and Penetration (A&P) team for a classified DoDIG auditing effort of an internal 

DoD agency. 

Office of Management and Budget (0MB) 
• Performed federal government wide assessment of FDCC compliance for all score card agencies, 

development of policy, and assessment of roadmap and develop whitepapers to help 0MB set 
federal government direction. Assessed agencies included DOD, Commerce, Education, EPA, HHS, 
VA, OHS, HUD, DOT, GSA NSF, OPM, SBA, State, Justice, Treasury, DOI, DOL, DOE, NASA, 
Social Security and others, 
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Labor Category:. ect Matter Ex ert Master Employment Status: • ee 
USDA 
• Worked directly with CIO and Deputy CIO to develop turnaround plan for improved FISMA 

compliance. 

Department of Labor (DoL) 
• Managing team and providing primary support to Chief Architect for Department of Labor in aid of 

Security, Privacy and Enterprise Architecture Technical and Policy decision making and support in aid 
of DOL w ide IT strategy. Served as co-chair of DOL IT Architecture Sub-Committee and DOL 1Pv6 
task force. Also DOL representative for the Federal Government 1Pv6 Working Group and Federal 
CIO Council, and member of Federal 1Pv6 Security Sub-Committee. Also served as facilitator for the 
Dal Technology Standards Review Board and the UDTI. 

Federal Trade Commission 
• Lead for Certification team for FTC's Do-Not-Call system. 

Federal Reserve 
• Managed effort to audit security and financial controls of Federal Reserve, and to conduct penetration 

test and gap analysis of Cyber Security controls. 

United Nations 
• Led forensics engagement for the UN. Details sensitive and undisclosed. 

General Services Administration (GSA) 
• Provided security and engineering consulting services, including host audits, remediation, 

Independent Verification and Validation (IV & V) and Certification and Accreditation (C & A) efforts for 
the GSA schedule systems. 

Veterans Hospital Administration (VHA) 
• Team Leader for the Veterans Hospital Administration Security Certification and Accreditation team, 

performing on-site security evaluations at Veterans Hospitals worldwide in aid of the agency's NIST 
800-53 compliance efforts. This effort was the first of its kind undertaken by the Federal Government 

1-- u_n_der FISMA requirements. _________ _ 
Secure Software, Inc. (subsidiary company, acquired by Fortify) March 2001 - August 2002 (1 .4 years) 
CEO and Founder 

Secure Software's focus was on helping companies make their products, hardware and software more 
secure and reliable in an economically feasible, scalable and repeatable manner. Secure Software's 
customers included the US Navy, US Air Force, DARPA, The Federal Reserve, Corbett Technologies 
(now BAE), DigiMark and other _government and commercial organizations. 
The Shadow Group, Inc. September 2000 - April 2001 (8 months) 
(acquired by Corbett Technologies in 2001) 
Partner and Founder 

The Shadow Group was a full services information assurance and risk management firm. Customers 
included UUNeVMCI WorldCom, 880, The White House (Executive Office of the President) and other 
commercial and Government entities. 

Mr. Shinn developed and led the Shadow Group's Product Security Posture Assessment (PSPA) offering 
that evaluated the security state of third party products purchased or evaluated by client companies, such 
as control/safety devices, IA technologies and other high risk technologies. This gave the Shadow 
Grau 's clients a trusted third art evaluation of the securit osture of vendor roducts, as well as how 
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the products conformed to that organization's risk management and compliance policies. The 
assessment ranged from design analysis to full hardware reverse engineering and in-depth technical 
code audits of various products. 

Mr. Shinn also co-managed and led a team that operated a classified computer forensics lab in support of 
the National Archives {NARA) and the White House. The purpose of the lab was data recovery of 
degraded, damaged and otherwise compromised magnetic media from the Clinton administration. The 
data was needed to provide documentation and discovery in a legal action against the United States 
Government. Mr. Shinn served as SME, ISSO and Risk Mana er for the len th of the contract. 
Plesk, Inc. July 1999 to September 2004 (5.2 years) 
{acquired by SW-Soft, now Parallels, in September 2004) 
Board of Director and Co-Founder 

Plesk, Inc. was a software company which designed virtualization and automation solutions for 
enterprises and service provide,rs. Mr. Shinn provided director level oversight of the company's strategy, 
risk management and operations and assisted the management team in determining the technology 

direction for the com~------------------------------1 
Cisco Systems, Inc. August 1998 - July 1999 (1 year) 
Senior Software Developer/Research Scientist 

Mr. Shinn was a developer on the Netranger Intrusion Detection product and the Netsonar Vulnerability 
Assessment product. He also wrote new exploits to find security VJlnerabilities in all manner of OSes as 
part of the NetSonar product and developed new methods for defending systems and networks against 
attack. 
Wheelgroup Corporation 
{acquired by Cisco Systems, August 1998) 
Senior Network Security Engineer/Auditor 

August 1997 - August 1998 (1 year) 

Mr. Shinn led teams conducting Security Posture Assessments and Security Design Reviews for 
customers. This included performing security audits on the largest corporations in the world, comprising 
all known operating systems, network devices, DCS/SCADNSafety systems/devices and other networked 
technologies. He also conducted ongoing research into security of Control systems and devices, 
Operating Systems, Networks, Applications and other concepts, such as designing trusted models, 
exploitation tools, vulnerabilities, counter measures, re-scaling models to fit threat, etc. Developed 
automated flramework for conducting control and safety system tests of production systems. 

Mr. Shinn was responsible for the development of Wheelgroup's automated Security Posture 
Assessment/penetration testing tools, modules, scripts and engines (AUTOSPA). He also designed 
Intrusion Detection deployment strategies for customers using Wheelgroup's Netranger product and 
helped test the £:Oduct with live networks at customer sites. 
United States Securities and Exchange Commission August 1996 - August 1997 (1 year) 
Project Leader/Systems Engineer 

He was responsible for developing, engineering and managing the security requirements development, 
policy creation and operational implementation of the SEC EDGAR internet systems and making security 
recommendations to other divisions and the SEC management for the EDGAR internet project. 
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Executive Office of the President, The White House 
Computer Analyst 

Company: heus 

Employment Status: , ee 
June 1995 - June 1996 (1 year) 

Mr. Shinn was a member of a systems administration team responsible for all White House Internet­
connected machines, including boundary control devices. He worked with the Secret Service to 
Investigate electronic threats against White House personnel, such as e-mail threats against the POTUS 
and other high profile officials and also was responsible for investigating all attacks against White House 
systems and acting as primarry point of contact with outside organizations and agencies for case 
develo ment. 
KTI, Inc. January 1992 - June 1995 (3.5 years) 
Computer Analyst 

Mr. Shinn was responsible for managing the company's servers and workstations. He was also 
responsible for the security of all systems, as well as developing new data management solutions for 
lobal o eratlons and was res onslble for leadln the com an 's transition from token rin to ethernet. 
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NRC Badge: , • 
Additional 

Clearance (s): 
Candidates Skills/Experi 

SOW# 

8.1 Project Management 
8.2 Special Projects 
8.3 System Authorization 

SOW Description 

8.4 Continuous Monitoring Support 
8.5 Data Calls 
8.6 Cyber Situational Awareness 
8.7 Policy, Standards and Training 

Candidate 
Qualified 

✓ 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Scott Kragen is a technfcal Cyber Security professional with more than 13 years of experience in 
conducting vulnerability assessment, penetration testing and incident response across Federal Agencies 
such as the FBI, Department of Treasury, Office of Personnel Management and many others. Mr. 
Kragen has an in-depth knowledge of NIST requirements and conducting exploitation operations in 
support of Security Test & Evaluation assessments in accordance with Federal standards. 

Mr. Kr::ig1m h:=is over 1:l ye:=irs of IT expF!rience with :=i strong h:=ickgrounrl in Cyher Security, which exceerls 
the requirements related to the Subject Matter Expert (Senior) GSA Alliant Small Business Labor Category. 
In addition, Mr. Kragen's certifications as an Expert Penetration Tester, Ethical Hacker, CISSP, Offensive 
Security Wireless Professional, Mile2 Certified Pen Testing Specialist and Offensive Security Certified 
Professional along with his Bachelors of Science in IT further certifies him as a SME. Mr. Kragen's 
technical knowledge in the areas of Security Test & Evaluation and documentation further confirms his 
extensive knowledge of Cyber Security practices. Lastly, Mr. Kragen has played a key role in drafting 
policy related to ATO's and major/minor system determination in accordance with NIST standards. 

Mr. Kragen's experience exceeds the duties required under SOW areas 8.2, 8.3, 8.4 and 8.6 for this 
position. As a Senior Security Engineer & Lead Penetration Tester, Mr. Kragen plans, documents, 
schedules and executes (where appropriate, with the assistance of Security Engineers) the ST&E 
assessments, to include technical testing, interviews, and observations. He regularly utilizes automated 
technical testing tools, to include AppDetective, Nessus, and Weblnspect. He reviews the reports from the 
technical testing to determine system vulnerabilities, documents the identified vulnerabilities with 
deficiencies in the security controls mandated by NIST SP 800-53, and generates POA&Ms. He 
documents system vulnerabilities within the system Security Assessment Report and Risk Assessment to 
provide the CISO and Designated Approval Authority (DAA) with the level of risk system vulnerabilities 
pose to the agency. Mr. Kragen drafts associated C&A package memos from the CISO to the DAA and 
from the DAA to the SO making recommendations regarding the Authority to Operate. He reviews, 
processes and recommends either approval or denial for numerous waiver and exception requests 
involving 10 operational systems for which he is responsible. He participates in the Change/Configuration 
Control Board (CCB) process to include reviewing Request for Change for assigned systems and 
documenting the implications of approval/denial to the government client's CCB voting member. Mr. 
Kragen assures appropriate application of controls over unauthorized data reuse, facilitating the 
decommissioning of laptops and the subsequent physical destruction of over 50 hard drives. He works 
with agency Managed SeNice Provider to develop a secure baseline for the Solaris 10 Operating System 
(OS) Lastly, he works with SOs of two Major Applications to converl them to Minor Applications, and also 
the SOs of the General Support Systems that were taking on the Minor Applications. 
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Education 
• BS, Information Technolo - Rochester Institute of Technolo , 
Certifications and Training 
• GIAC Certified Web Application Penetration Tester 
• Certified Expert Penetration Tester 
• Certified Penetration Tester 
• Certified Ethical Hacker 
• CISSP 
• Offensive Security Wireless Professional 
• Mile2 Certified Pen Testing Specialist 
• Offensive Securit Certified Professional . ' 
Knowledge Consulting Group, Inc. January 2011 - Present (1.3 years) 
Senior Security Engineer and Lead Penetration Tester 

As the Senior Security Engineer and Lead Penetration Tester, Mr. Kragen is responsible for the following 
duties: 
• Plan, document, schedule and execute (where appropriate, with the assistance of Security 

Engineers) the Security Test and Evaluation (ST&E) assessments, to include technical testing, 
interviews, and observations. 

• Review the reports from the technical testing to determine system vulnerabilities, document the 
identified vulnerabilities with deficiencies in the security controls mandated by NIST SP 800-53, and 
generating POA&Ms. 

• Document system vulnerabilities within the system Security Assessment Report and Risk 
Assessment to provide the CISO and Designated Approval Authority (DAA) with the level of risk 
system vulnerabilities pose to the agency. 

• Draft associated C&A package memos from the CISO to the DAA and from the DAA to the SO 
making recommendations regarding the Authority to Operate. 

• Review, process and recommend either approval or denial for numerous waiver and exception 
requests involving 10 operational systems for which he is responsible. 

• Participate in the Change/Configuration Control Board (CCB) process to include reviewing Request 
for Change for assigned systems and documenting the implications of approval/denial to the 
government client's CCB voting member. 

• Assure appropriate application ,of controls over unauthorized data reuse, facilitating the 
decommissioning of laptops and the subsequent physical destruction of over 50 hard drives. 

• Work with agency Managed Service Provider to develop a secure baseline for the Solaris 10 
Operating System (OS). 

• Work with SOs of two Major Applications to convert them to Minor Applications, and also the SOs of 
the General Support Systems that were taking on the Minor Applications. 

• Work on numerous ad hoc projects to include: created standardized SAR and RA language related 
to agency (RTM) and NIST SP 800-53 controls; wrote decision memos to assist in determining if a 
system would be considered a Major/Minor Application; working with a team to improve the RMS 
tool; and assisted with updating, and creation of Standard Operating Procedures relating to the four 
phases of C&A {as defined by NIST SP 800-37) and the POA&M process. 

Fannie Mae February 2010 - January 2011 (11 months) 
Senior Security Engineer 

As Senior Security Engineer Mr. Kragen performed the following duties: 
• Lead vulnerability assessment engineer for a network of 1 Ok+ servers and 12k workstations. 
• Developed the standards and procedures for performing vulnerability assessment for the corporation 

based on current industr methods . ....._ _________________________ __, 
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• Introduced new procedures for evaluating software ports and services and risks it might introduce to 
the network. 

• Acted as first response in incidents and was on call once a month for a week rotation. 
• Provided guidance and training for the junior support staff on the team. 
• Acted as consultant to the compahy for many projects involving deployed future projects. 
• Researched new security technologies. 
Northrop Grumman April 2008 - February 2010 (1 .8 years) 
Senior Security Engineer 

As Senior Security Engineer was responsible for the following: 
• Lead vulnerability assessment engineer supporting OHS on a closed network. 
• Performed security testing and evaluation on all applications and systems based on DISA STIGS. 
• Executed application security testing based upon DISA STIGS and OWASP guidelines. 
• Acted as first response in incidents and worked regularly with security operation center. 
• Helped in the cleanup of classified spillages. 
• Worked directly with the engineers of the network operation center to close vulnerabilities and offer 

advice for mitigations. 
• Su orted external auditors in the assessment of our network for re-certification. 
Booz Allen Hamilton November 2007 - April 2008 (5 months) 
Senior Consultant 

As a Senior Consultant performed the following: 
• Supported the operation and maintenance of the full service directory and white pages for the 

Defense Intelligence Agency. 
• Worked with LDAP servers updating and maintaining the schema for GAL syncs and Live Syncs 

through tools such as ADAM, MIIS, and DSACLS. 
• Toubleshoot PKI issues and assist users in obtainin user certifications as a trusted a ent. 
Harris Corporation November 2005 - November 2007 (2 years) 
Senior Systems Administrator II 

As Senior Systems Administrator II Mr. Kragen was responsible for the following duties: 
• Support to the Commanding Officers office at the Navy Research Lab. Supported 150 machines with 

a mixed environment of Windows XP, 2003 Server, and OS X. 
• Developed and implemented single sign on for both the OS X and Windows users, 
• Involved in the sanitation of several exchange servers, backups and backup servers, and 

workstations during several spillage incidents. 
• Maintained multiple platform server systems. Managed multiple Exchange servers. Performed and 

maintained daily backups and support for users. 
• Maintained and performed security evaluations of workstations. 
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Harris Orkand Information Systems May .2003 - November 2005 (2.5 years) 
Senior Systems Analyst II 

As the Senior Systems Analyst 11, Mr. Kra9en performed the following responsibilities: 
• Deployed Windows 2000/XP and Oracle systems at State Department Posts worldwide. 
• Served as technical lead providing support during systems installations and onsite training for staff 

on the consular applications of the State Department. 
• Trained Foreign Service officers in fingerprint gathering of non-immigration visa applicants. 

Thunderwave, Inc. / Beyondguide, Inc. 
Systems Engineer I Sound Technician 

July 1999 - January 2002 (2.6 years) 

As the Systems Engineer/ Sound Technician responsible for the following: 
• Maintained five server systems and two Checkpoint firewalls with VPN connectivity. 
• Configured Exchange 5.5, NT 4.0, Oracle, Tomcat/Apache, Lotus QuickPlace and Linux. 
• Directly supported a)I data backup/recovery, virus protection, system security, new technology 

research, new server/workstation builds and related projects for a staff of 50. 

Rochester Institute of Technology 
Macintosh I PC Support Specialist 

As the Macintosh / PC Support Specialist performed the following duties: 

1998 - 1999 (1 year) 

• Installed, configured, upgraded and maintained operating systems and 3rd party applications. 
• Troubleshot emerging problems across both MacIntosh and Windows platrorms. 
• As Network Specialist installed, troubleshot and maintained Windows and Mac operating systems 

and applications. 
• Administered NT network, resolved problems with routers, switches and other devices. 
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SOW# 

8.1 
8.2 
8.3 
8.4 
8.5 
8.6 
8.7 

Information Assurance/Security Special ists 

Tharp, Benjamin 

Information Assurance/Security 
ecialist Master 

SOW Description 

Project Management 
Special Projects 
System Authorization 
Continuous Monitoring Support 
Data Calls 
Cyber Situational Awareness 
Policy, Standards and Training 

Cof!1pany: 

Employment Status: 

Country of Citizenship: 

Prometheus 
Global 

Employee 

USA 

Candidate 
Qualified 

✓ 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Benjarnin Tharp has over seven years of professional experience in the field of Information 
Systems/Information Technology, with 4.6 of those years concentrated in Information Systems Security. 
Mr. Tharp has provided engineering and systems expertise to both individual and corporate clients. He 
has spent over the last four years specializing in end user technologies, with a focus on Information 
Assurance, Certification and Accreditation and non-repudiation of systems data. 

Mr. Tharp's current experience working on the CISSS contract meets the minimum qualifications for the 
Information Assurance/Security Specialist (Master) GSA Alliant Small Business Labor Category. In his role 
as a Senior Security Analyst, Mr. Tharp acts as the Information System Security Officer (ISSO) for two 
systems with responsibilities for creating, updating, reviewing security documentation, developing system 
security plans and contingency plans. He is also responsible for completing and monitoring POA&M's for 
each system. Mr. Tharp acts as the lead assessor for numerous systems certifications and authorizations 
which includes performing ST&E, Security Risk Assessments (SRA) and Vulnerability Assessments. 

Mr. Tharp has over three years of experience working with NRC systems In support of special projects, 
authorizatioh efforts, system documentation updates, and continuous monitoring support which exceeds 
the requirements set forth in SOW areas 8.2, 8.3, 8.4 and 8.6. Mr. Tharp has performed C&A for over 10 
NRC systems, which Includes ST&E reports, SRA, Vulnerability Assessment reports, and POA&M's. Mr. 
Tharp has performed over 10 Annual Security Control Tests, along with quarterly scans of multiple 
systems. He has updated contingency plans and developed contingency plan test reports, and provides 
updates to the SRA and SSP. Mr. Tharp has experience in facilitating incident response efforts. In 
addition, he has assisted in developing procedures in incident handling which include incident response 
training of system personnel on incident handling. He has experience with handling, monitoring and 
reportln incident res onses and provided incident response reports and lessons learned. 

Certifications and Training 
• MCP (Windows 2000), 2004 
• Information Assurance Security Officer (IASO), 2008 
• Information Technology Infrastructure Library (ITIL), 2012 
• Certified Ethical Hacker (CEH) Training 
• Certified Information S stems Securi Professional CISSP Trainin 
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Tharp, Benjramin 

Prometheus Global, Inc. November 2007 - Present (4.6 years) 
Senior Security Analyst 
Mr. Tharp acts as the ISS0 for two systems within tlhe NRC with responsibilities including 
creation/updating/reviewing of system security documentation such as SSPs and Contingency Planning 
documentation. He is also responsible for completing/monitoring/updating the associated POA&M's for 
each system as well as various ISS0 related day-to-day functions. 

He acts as Lead Assessor for numerous system certifications and authorizations within the NRC which 
includes performing ST&Es, SRAs and Vulnerability Assessments, as well as creating/updating 
supporting documentation such as SSPs, Security Categorizations, Operational Procedure Guides, and 
P0A&Ms. 

He has performed and reviewed vulnerability scans and authored reports and recommendations for the 
Institute of Defense Analyses (IDA) to assist in their efforts of ongoing security. Mr. Tharp authored 
various documents including SSP, Residual Risk Reports (RRR), and RA in aid of the National Indian 
Gaming Commission's FISMA compliance efforts. 

Mr. Tharp is a member of the Environmental Protection Agency Security Certification and Accreditation 
Team, conducting both on and off-site interviews and authoring a SSP and a RA in aid of the agency's 
NIST 800-53 and FISMA compliance efforts. 

He provided systems engineering services for International consulting firm The Services Group as well as 
IT support for a staff of 50-70 end users both on-site and remote which included purchasing equipment, 
scheduled maintenance ~nd server/workstation support. 
Self Employed October 2006 - November 2007 (1 .1 years) 
IT Consultant Technician 

Mr. Tharp installed a music computer library and established the foundation for the network infrastructl.(re 
(cabling, router configuration, building serves and workstation and construction) for a Point of Sales 
(P0S) system in local family fun center. 

He also spec/built computers based on clients needs, provided technical support, installation of antivirus 
programs, scrubbed systems of malware, performed software and hardware upgrades, established 
wireless networks, printer configuration1 established back up routines. 
CompUSA March 2005- October 2006 (1 .6 years) 
Technical Services Sa/es Manager 

Mr. Tharp served as the Manager of the Technical Services Sales Department where he was responsible 
for managing technicians, inventory management, financial management and budgeting, ensuring the 
work was done properly, customer contact and feedback, technician schedules. He also acted as a 
technician. He provided technical dynastic and troubleshooting activities on PC/Mac desktops, laptops 
and printers. He also performed PC/Mac desktop and laptop repairs, installations and upgrades. In his 
last six months Mr. Tharp managed the tech shop as well as the store manager in CompUSA Fairfax 
store. 
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SOW# 

8.1 
8.2 
8.3 
8.4 
8.5 
8.6 
8.7 

Suneth 
n Assurance/Security 
Master 

Company: 

Employment Status: • 

.Country of Citizenship: 

SOW Description 

Project Management 
Special Projects 
System Authorization 
Continuous Monitoring Support 
Data Calls 
Cyber Situational Awareness 
Policy, Standards and Training 

gent Hire 
ee 

Candidate 
Qualified 

✓ 

✓ 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Suneth Wijetunga possesses over 12 ~•ears of professional experience in enterprise IT security initiatives 
including planning, analysis and Implementing solutions in support of business objectives. Extensive 
involvement In compliance and IT audits based on NIST publications, FISMA. and 0MB directives for the 
Federal Government. He has special skills In technology driven process re-engineering initiatives to achieve 
business objectives of higher productivity, reduction in cost, improvement in quality and seNice levels. 
Technical skills in the development and implementation of electronic commerce applications. Proficiency in 
web usability guidelines and their application in designing effective web sites. Possesses extensive knowledge 
in database design and management. Broad technical and analytical skills and business experience in 
implementation of web integration projects with various back-end database systems. Mr. Wijetunga has 
extensive experience in Nessus, CORE Impact and other vulnerability scanning tools. 

Mr. Wijetunga's 12 years of information security experience exceeds the minimum qualifications of the 
Information Assurance/Security Specialist (Master) GSA Alliant labor category. He currently has hands on 
experience working on the NRC CISSS contract as a Lead Security Analyst. His duties and responsibilities 
include supporting NRC offices on IT security matters and providing guidance on remedying security 
deficiencies, developing security documentation in support of authorization of systems, leading security 
assessments such as ST&Es in support of authorization of NRC IT systems, and acting as one of two 
certifying agents for NRC IT systems in support of ATO. Mr. Wijetunga leads and manages FISMA 
assessment efforts at NRC to ensure compliance with the NIST and other agency specific requirements, and 
heads continuous monitoring efforts at NRC offices that meet federally mandated and NRC defined security 
requirements. 

In his role as Lead Security Analyst on the GISSS contract, Mr. Wijetunga currently fulfills the SOW areas 
of 8.2, 8.3, 8.4, 8.6 and 8.7 as follows: on 8.2 he supports NRG offices on IT security and provides 
guidance on remedying deficiencies and minimizing risks. On 8.3 he is one of two certifying agents in 
support of ATO. He leads security assessments such as ST&E and he leads and manages FISMA 
assessments to ensure compliance with NIST. On 8.4 Mr. Wijetunga leads continuous monitoring efforts 
at NRG offices that meet federally mandated and NRG defined security requirements, including resolution 
and quarterly reporting of POA&M. He a lso provides annual support of contingency planning, updating of 
security documentation, annual security controls testing, quarterly system scanning and reporting and 
providing security engineering support to verify and validate IT system architectures and implementations. 
On 8.6, Mr. Wijetunga also manages vulnerability scanning and penetration testing engagements and on 
8.7 he develops security standards documentation for NRC. 

Mr. Wijetunga has signed a letter of intent to become a MAR employee upon award of CSPSS. 
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Suneth 
ce/Security 

Education (b)(6) 
• B.S., Decision & Information Technology, Cum Laude, University of Maryl;-;.an .... d...,_,....... 
• B.S. Microbiolo , Cum Laude with Hi h Honors Universi of Ma land, (b)(6) 
Certifications and Training 
• Virtualization Security, July 2011 
• Commercial Nuclear Power Cybersecurity, May 2011 
• ITIL v3 Foundation Certificate, 201 1 
• CISM - Certified Information Security Manager, 2009 
• CISSP - Certified Information Systems Security Professional, 2009 
• CISA - Certified Information Systems Auditor, 2008 
• Auditing Oracle Databases, November 2007 
• Business Continuity Planning, October 2007 
• Government Auditing Standairds, September 2007 
• Audit Risk Management, May 2007 
• Auditin O eratin S stems, March 2007 

Force 3 May 2009 - Present (3.1 years) 
Lead Security Analyst 

On the CISSS contract supporting the NRG, Mr. Wijetunga serves as the Lead Security Analyst. His duties 
and responsibilities include supporting NRG offices on IT security matters and providing guidance on 
remedying security deficiencies, developing security documentation in support of authorization of systems, 
leading security assessments such as ST&E in support of authorization of NRG IT systems, acting as one of 
two certifying agents for NRG IT systems in support of ATO. Mr. Wijetunga also leads and manages FISMA 
assessment efforts at NRG to ensure compliance with the NIST and other agency specific requirements, and 
heading continuous monitoring efforts at NRG offices that meet federally mandated and NRG defined security 
requirements including resolution and quarterly reporting of POA&M, annual support of contingency planning, 
updating of security documentation, annual security controls testing, quarterly system scanning and reporting 
and providing security engineering support to verify and validate IT system architectures and implementations 
that are based on sound security engineering principles and practices. Mr. Wijetunga also manages 
vulnerability scanning and penetration testing engagements and develops security standards documentation 
for the NRC. 
Holloway&. Co. PLLC, Wash. D.C. 
Senior IT Manager 

January 2007 - April 2009 (2.3 years) 

Overall responsibilities included managing IT audit engagements, project planning, budgeting and writing 
proposals. He also reviewed and updated IT audit programs to conform to current guidelines. Client 
specific responsibilities and duties included assisting clients in the development of system security 
documents; participating in the development or revision of system-specific secLtrity safeguards and local 
operating procedures that are based on federal guidelines; analyzing and assessing customer information 
systems and networks for conformance with policy and guidelines and evaluating security controls for 
applicability to requirements and making recommendations on control assignment and methodologies to 
ir:!:1J?!ement controls. 
Christian Service Charities October 2004 - January 2007 (2.3 years) 
Technology Manager 

Formulated IT strategy and reviewed and analyzed all information technology needs within the 
organization including management of the Membership database, Pledge Distribution database, 
organizational web sites and organization wide network, firewall and maintenance. 
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Information Assurance/Security 
Specialist Master 

Euclid Technology, LLC 
Software Engineer 

Company: 

Employment Status: 

MAR 
Contingent Hire 
Emplo ee 

~---t 
January 2001 - October 2004 (3.8 years) 

Mr. Wijetunga was the Technical Lead/Project Manager for web integration projects including 
requirements analysis, developing action plans and envisioning solutions that fulfill client expectations. 
Supported Project Implementation Team to design, develop and test database triggers and procedures 
that provided customized solutions to meet organizational requirements of clients. Developed , 
maintained and managed company web site and maintained and managed company network, firewall 
and client servers. 
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Name: 

Labor Category: 

Pham, Brian B. 
Information Assurance/Security 
S ecialist Entr -Level 

NRC Badge: • • 
Additional 

Clearance (s): 
Candidates Skills/Experi 

Company: 

Employment Status: 

.Country of Citizenship: 

SOW# SOW Description 

8.1 Project Management 
8.2 Special Projects 
8.3 System Authorization 
8.4 Continuous Monitoring Support 
8.5 Data Calls 
8.6 Cyber Situational Awareness 
8.7 Policy, Standards and Training 

MAR 

Employee 

USA 

Candidate 
Qualified 

✓ 

✓ 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Brian Pham possesses five years experience in the Information Technology field with three years 
experience in FISMA Information Assurance/IT Security compliance activities. Mr. Pham has multiple 
years of experience working with computers including hardware, small scale networking, and vulnerability 
scanning and troubleshooting. Mr. Pham also has four years of administrative experience which has 
contributed to his efficient and productive working environment. 

Mr. Pham's experience exceeds the minimum qualifications of the Information Assurance/Security 
Specialist (Entry-Level) GSA Alliant Labor Category. As a Technical Writer/Security Specialist under the 
NRC CISSS contract, Mr. Pham assists in the preparation of C&A artifacts following NIST and NRC 
standards. He performs security analysis by scanning networks using specialized tools such as Nessus, 
Hailstorm, DISA Gold Disc, and Core Impact. He conducts security reviews and analysis using DISA, 
CIS, and NIST STIGs. He has experience using Hailstorm for Web Application testing. He has populated 
over 40 information systems in ASSERT with current Security Control data. Mr. Pham develops 
procedural guides for technical procedures such as patching and standard computer configurations. He 
creates and populates Vulnerability Tracking Sheets, Finding Tracking Sheets, Quarterly Scan Reports 
and other documentation as a result of Scanning, reviews results with customer for ST&E. He provides 
analysis of findings and solutions to the customer. 

Mr. Pham manages multiple laptops, classified and unclassified, for the Computer Security Office at the 
NRC. He upgrades computer hardware following federal IT security standards. He hardens servers and 
computers using hardening standards provided by DISA and NIST. He encrypts computers for security 
following federal and agency standards. He enters POA&M items for NRC information systems using 
their designated C&A tools. His current experience working on the CISSS contract qualifies him to 
support the duties required under SOW 8.2, 8.3, 8.4, 8.5, 8.6 and 8.7 for CSPSS. 

Education, Certifications, and Training 
Education ,..,,.,.,.,,....-------, 
• Computer Science Major, Montgomery CollegeJ ... (b_)(_6) ______ _. 
• Information S stems Mana ement Ma'or, Universit of Mar land Universit 
Certifications and Training 
• ITIL v3 Foundation Certified, 2011 
• Core Impact CICP Certified Professional 
• Hailstorm Professional 
• NRC System Administrator's Roles & Responsibilities For Protecting Unclassified Systems 
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Brian B. 

MAR, Incorporated 
Technical Writer/Security Specialist 

September 2006 - Present (5.8 years) 
October 2008 - Present 

As a Technical Writer/Security Specialist under the CISSS contract, Mr. Pham assists in the preparation 
of C&A artifacts following NIST and NRC standards. He performs security analysis by scanning networks 
using specialized tools such as Nessus, Hailstorm, DISA Gold Disc, and Core Impact. He conducts 
security reviews and analysis using DISA, CIS, and NIST STIGs. He has experience using Hailstorm for 
Web Application testing. He has populated over 40 information systems in ASSERT with current Security 
Control data. MR. Pham develops procedural guides for technical procedures such as patching and 
standard computer configurations. He creates and populates Vulnerability Tracking Sheets, Finding 
Tracking Sheets, Quarterly Scan Reports and other documentation as a result of Scanning, reviews 
results with customer for ST&E. He provides analysis of findings and solutions to provide to the 
customer. He manages multiple laptops, classified and unclassified, for the Computer Security Office at 
the NRC. He upgrades computer hardware fol lowing federal IT security standards. He hardens servers 
and computers using hardening standards provided by DISA and NIST. He enters POA&M items for NRC 
information systems using their C&A tools. 

For MAR corporate support, Mr. Pham provides in-house support services including creates images of 
computers for future reimaging purposes, unlocks Domain accounts and password resets, encrypts 
computers for security following federal and agency standards. He updates web pages using XML and 
HTML. He modifies or creates data transformation style sheets using XSL. Mr. Pham assists with 
network troubleshooting for the corporate network and help set up wireless network. He creates 
automatic backups on each computer and performs periodic checks to make sure they are working 
correctly. He identifies and solves printer and copier issues for office network. He addresses all 
individual computer problems as needed such as difficulty printing, lost internet connection, computer 
errors, emad setup and installation. He researches new technologies, computers and their components, 
and new products. 

IT Support Assistant September 2006 - Present 
As an IT Support Assistant, Mr. Pham installs software and hardware on new desktops and laptops 
including Deltek, Microsoft Office Suite, CardScan, RAM, Hard Drives, and more. He conducts Network 
troubleshooting for the office and helps with the installation of network infrastructure devices. He has 
created automatic backups on each computer and conducted pedodic checks to ensure they are working 
correctly. He identifies and solves printer and copier issues for the office network. He addresses all 
individual computer problems as needed such as printing difficulties, lost internet connection, computer 
errors, email setup, and software installation. He researches technologies such as digital signage, web 
conferencing, and whiteboard capture systems. He performs troubleshooting, diagnostics, and remedies 
computer issues. 
B.F. Saul Company May 2006 - August 2006 (3 months) 
Administrative Assistant 

As an Administrative Assistant Mr. Pham maintained a daily check log of incoming checks for record. He 
sent faxes, made copies, and typed/edited documents and spreadsheets as instructed by supervisors. 
He matched receipts with company credit card (P-Card) statements every month for various departments. 
He prepared P-Card documents to be scanned and archived. He prepared Senior Trust Notes to be sent 
and filled out deposit slips for checks. He paid invoices with P~Card for various companies and services 
as instructed. He searched archives to locate certain documents requested for Auditors. He made 
reservations and arran ed web-conference meetin s as needed. 
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SOW# 

8.1 
8.2 
8.3 
8.4 
8.5 
8.6 
8.7 

Project Management 
Special Projects 
System Authorization 

rM. 
ance/Security 
evel 

SOW Description 

Continuous Monitoring Support 
Data Calls 
Cyber Situational Awareness 
Policy, Standards and Training 

Candidate 
Qualified 

✓ 

✓ 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Christopher Young possesses over eight years of IT related experience including hardware, network 
engineering and vulnerability scanning and troubleshooting. Mr. Young's technical skills Include: LAN 
connectivity troubleshooting, NTFS Permissions, Software Deployment via Group Policy, Malware 
Removal, and Basic Scripting. Mr. Young has performed multiple roles including System Administrator, 
Cyber Security Analyst and Network Administrator. Of Mr. Young's eight years experience in the IT field , 
the last three years have been specifically related to the preparation of C&/\ artifacts according to NIST 
standards and performing the role of Systems Administrator/Security Analyst. 

Mr. Young's technical experience exceeds the minimum qualifications of the Information 
Assurance/Security Specialist (Entry-Level) GSA Alliant Labor Category. As a Security Specialist working 
on the NRC CISSS contract Mr. Young uses scanning technologies to evaluate the security posture of 
client systems such as SECURITY PRIME, DISA, NESSUS. Mr. Young scans networks using the 
specialized tools to determine the integrity of these desktops, laptops and servers. He creates 
Vulnerability Tracking Sheets, Finding Tracking Sheets, Quarterly Scan Reports and other documentation 
as a result of scanning activities. He assists in compiling the ST&E results into a report and reviews 
results with customers. Mr Young supports multiple laptops, classified and unclassified, for the Computer 
Security Office at the NRC. Mr. Young recommends security solutions to support NRC's requirements. 
Mr. Young's current experience on the CISSS qualifies him to perform duties required under SOW 8.2, 
8.3, 8.4, 8.6 and 8.7 for this contract. 

• S.S., Information S stems, Universit of Ma land Universit Colle e 
Certifications and Training 
• NSA Blue Team Boot Camp (NETO 3016) 
• Intelligence Community Directive 503: Information Technology Systems Security Risk Management, 

Assessment and Authorization for the IC 
• MCP, MCPS,MCNPS, MCTS 
• MS Small Business Specialist (MS Exam 70-282) 
• MS Forefront Client and Server, Configuring (MS Exam 70-557) 
• MS Office SharePoint Server 2007, Configuring (MS Exam 70-630) 
• MS Configuring Microsoft Windows Vista Client (MS Exam 70-620) 
• Comp TIA Security+ 
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MAR, Incorporated 

her M. 
ranee/Security 

ntr -Level 
perience 

System Administrator/Security Analyst 

Company: 

Employment Status: Employee 

November 2009 - Present (2.6 years) 

On the CISSS contract supporting NRC, Mr. Young performs the role of Security Analyst and assists in 
the preparation of C&A artifacts following NIST and NRC standards. He conducts security reviews using 
DISA, CIS, and NIST STIGs. He utilizes scanning technologies to evaluate the security posture of client 
systems (Secutor Prime, DISA, Nessus). Mr. Young scans networks using specialized tools such as 
Nessus, Hailstorm, DISA Gold Disc, and Core Impact. In support of the MAR scanning team for CISSS 
he creates Vulnerability Trackiing Sheets, Finding Tracking Sheets, Quarterly Scan Reports and other 
documentation as a result of scanning activities. He prepares and reviews results with the customer for 
ST&E related activities. He manages multiple laptops, classified and unclassified, for the Computer 
Security Office at the NRC. Mr. Young was selected by the NRC to receive NSA Blue Team Boot Camp 
training and successfully completed the course. 

In support of MAR corporate activities Mr. Young rebuilds desl<tops, servers, and laptops and upgrades 
computer hardware. Mr. Young hardens servers and computers using hardening standards provided by 
DISA and NIST. He creates images of computers for future reimaging purposes. He unlocks domain 
accounts and password resets. He performs network troubleshooting for office and helped set up 
corporate wireless networks. Mr. Young creates automatic backups on each computer and makes 
periodic checks to verify they are working correctly. He monitors, logs and proactively addresses server 
issues. He configures Backups via Backup Exec and remote agents. He manages spam and email 
attached malware via Symantec Mail Security. He installs software and hardware on new desktops, 
laptops, and servers. 

OMNI Solutions Group 
Network Engineer 

December 2004 - October 2009 (4.8 years) 

At the OMNI Solutions Group, Christopher Young preformed the role of Network Engineer and monitored, 
logged and proactively addressed server issues. He secured websites, file shares, and FTP sites using 
NTFS Permissions, Security Groups, and Active Directory. He configured Backups via Backup Exec and 
remote agents. He managed spam and email attached malware via Antigen/Forefront and Barracuda. 
He used Client Software Deployment via Group Policy. He installed and maintained MS Exchange 5.5, 
2000, 2003 and 2007. He setup and utilized site-to-site and global VPN client technologies using 
SonicWALL firewalls. 
NCR September 2004 - July 2005 (9 months) 
Help Desk Analyst 

At NCR, Christopher Young preformed the role of Help Desk Analyst where he was the Log Technician 
for arrival/departure times. He troubleshot issues involving installation of cash registers and software. He 
worked as phone support for self checkout unit installation. Lastly, he scheduled SCSI recoveries for 
Post Office Network 
MAY Company - GLDC June 2004 - August 2004 (3 months) 
Help Desk Analyst 

At MAY Company- GLDC, Christopher Young preformed the role of Help Desk Analyst where he was the 
remote administration of multiple systems (Bridal Kiosks, PCs, and cash registers). He troubleshot 
terminals through TANDEM and IBM Telnet Sessions. Lastly, He created Problem Management Records 
PMR and Call Tickets to tract issues. 
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2.1 .3.3 

SOW# 

8.1 
8.2 
8.3 
8.4 
8.5 
8.6 
8.7 

Computer Forensic Intrusion Specialists 

, Bruce A. 
uter Forensic and Intrusion 
t 

SOW Description 

Project Management 
Special Projects 
System Authorization 
Continuous Monitoring Support 
Data Calls 
Cyber Situational Awareness 
Policy, Standards and Training 

Company: 

Employment Status: 

Country of Citizenship: 

CACI 

Employee 

USA 

Candidate 
Qualified 

✓ 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Bruce Brody possesses over 20 years of experience in Federal Information Security Leadership and 
Cyber Security Subject Matter Expertise. He is the Chief Cyber Security Strategist for the Paradigm 
Division Group of CACI, and is also performing in the role of Senior Security Architect for the NRC. Mr. 
Brody retired from the Federal Government after 25 years of service in January 2006. In his last Federal 
positions, he served as the Chief Information Security Officer (CISO) at the Department of Energy from 
July 2004 to January 2006, and as CISO for the Department of Veterans Affairs from March 2001 to July 
2004. He holds a master's degree with an emphasis on information security and he is also a graduate of 
the Defense Systems Management College's Advanced Program Management Course. He is also a 
Certified Information Systems Security Professional (CISSP), and a Certification and Accreditation 
Professional (CAP), both of which are granted by the International Information Systems Security 
Certification Consortium (ISC)2

; and a Certified Information Security Manager (CISM), which is granted 
by the Information Systems Audit and Control Association. He is also one of the few holders of the 
Information System Security Professional Certification Scheme (ISSPCS), and Australian credential, as 
well as the newer Certified FISMA Compliance Professional (CFCP), issued by the FISMA Center. 

Mr. Brody's experience and current work on the CISSS contract exceeds the requirements for the 
Computer Forensic and Intrusion Analyst GSA Alliant SB labor category. Mr. Brody has served as Chief 
Technology Officer for CACl's largest business group and corporate SME on Federal information security 
and related subjects. Supported Federal Chief Information Security Officers and their staff in improving 
the security posture of Federal enterprises, performing security architecture support, developing 
continuous monitoring strategies and implementations, conducting enterprise-wide risk assessments and 
reducing vulnerabilities across geographically diverse enterprises. Assisted one Federal enterprise in 
establishing its first-ever incident analysis and response center. Participated in Federal boards and 
committees that influenced the legislative changes that reformed FISMA. 

Mr. Brody has extensive experience in IT Security Architecture and as such meets and exceeds the 
requirements set forth in the SOW areas 8.2, 8.6, and 8.7. Related to SOW area 8.2, Mr. Brody was 
responsible for leadership and direction, policy and oversight, and external reporting requirements for all of 
the Department's cyber and information security initiatives and programs. He. significantly improved the 
Department's Cyber Security posture by creating and leading enterprise-wide Cyber Security programs such 
as the Authentication and Authorization Infrastructure, to issue over 150,000 smart cards for logical and 
physical access for the Department's federal and contractor employees; Asset Management, to inventory all 
information systems and manage the security configurations down to the desktop; and the Cyber Security 
Portal, a model knowled e mana ement tool for best ractices, com liance mana ement and overnance. 
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Labor Category: Computer Forensic and Intrusion E 1 Employment Status: Anal st mp oyee 

Mr. Brody has been approved by NRC senior CSO leadership to perform in the role of Senior Security 
Architect and is performing those duties in NRC today. Related to SOW area 8.6, Mr. Brody has established 
and operated two CIRC at two cabinet level departments, and currently supports one at Federal 
Communications Commission defining their policies, procedures, concept of operations and daily work 
breakdown. Lastly, related to SOW area 8.7, Mr. Brody has written department level policies and 
procedures as well as component level policies and procedures for two Government Agencies and currently 
for the FCC. He currently Is a part of the Government Advisory Board for CISSP candidates where he 
implements training across many agencies in various technical and managerial levels. Mr. Brody currently 
holds an International Information Systems Securit Certification Consortium ISC 2

. 

Education ITtill6n 
• "Leadership for a Democratic Society", Federal Executive Institute, ~ 
• M.S., Information Security, Eastern Michiga · ity,~ 
• B.A., Histor , Franklin and Marshall Colle e (b)(6) 
Certifications and Training 
• Certified FISMA Compliance Professional (CFCP) #112268, 2009 
• Certified Level Ill Program Manager, Department of Energy (2005), Department of Veterans Affairs 

(2002), Department of Defense (1996) 
• Certified Authorization Professional (CAP), #20474, 2007 
• Information System Security Professional Certification Scheme (ISSPCS) #109, 2007 
• Certified Information Security Manager (CISM), #0300286, 2003 
• Certified Information Systems Security Professional (CISSP) #20474, 2000 
• Defense Systems Management College, Defense Acquisition University, Level Ill Program 

Mana ement Certification, 1995 

CACI, Inc. 2006 - Present (6 years) 
Vice President, Information Assurance and Chief Cyber Security Strategist 

Serve as Chief Technology Officer for CACl's largest business group and corporate SME on Federal 
information security and related subjects. Support Federal Chief Information Security Officers and their 
staff in improving the security posture of Federal enterprises, performing security architecture support, 
developing continuous monitoring strategies and implementations, conducting enterprise-wide risk 
assessments and reducing vulnerabilities across geographically diverse enterprises. Assisted one 
Federal enterprise in establishing its first-ever incident analysis and response center. Participated in 
Federal boards and committees that influenced the legislative changes that reformed FISMA. 

Consultant 2008 - 2011 (3 years) 
Subject Matter Expert and High-End Cyber Security Consulting 

Known as the "elder statesman" of the Federal Chief Information Security Officer (CISO) community. 
Provided mentoring for various Federal CISOs on their duties and challenges. Performed comprehensive 
Federal consulting for (ISC)2 and high-end consulting to the Department of Homeland Security on FISMA 
reform implications. In addition, played an instrumental role in the impending legislative revision of the 
Federal Information Security Management Act (FISMA). Provided subject matter expertise, market 
analysis and Federal trends and developments support for all aspects of Cyber Security for various 
financial management firms. Prepared business development pipelines for a number of companies 
focusing on the Federal Cyber Security market and arranged and facilitated meetings with key Federal 
officials. Selected to serve on the first Federal Advisory Board for Fortinet and lnvincea. Published 
"thought leadership" pieces in GovlnfoSecurity.com and Fierce Government IT. Selected to speak on 
FISMA reform for the fourth straight year at the annual RSA Security Conference 2010 in San Francisco. 
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Name:· 

Labor Category:, 

Brod , Bruce A. 
Computer Forensic and Intrusion 
Analys_t __________ _ 

Department of Energy 
Associate Chief Information Officer (C/O) for Cyber Security 
Chief Information Security Officer (Grade: ES-2210-04) 

Company: CACI 

Employment Status: Employee 

July 2004 - January 2006 (1.5 years) 

Responsible for leadership and direction, policy and oversight, and external reporting requirements for all 
of the Department's cyber and information security initiatives and programs. Significantly improved the 
Department's Cyber Security posture by creating and leading enterprise-wide Cyber Security programs 
such as the Authentication and Authorization Infrastructure, to issue over 150,000 smart cards for logical 
and physical access for the Department's federal and contractor employees; Asset Management. to 
Inventory all information systems and manage the security configurations down to the desktop; and the 
Cyber Security Portal, a model knowledge management tool for best practices, compliance management 
~nd governance. 
Department of Veterans Affairs, March 2001 - July 2004 (3.3 years) 
Associate Deputy Assistant Secretary for Cyber and Information Security 
Chief Information Security Officer (Grade: ES-0301-03) 

Personally responsible for developing and managing large-scale, nationwide programs, such as (1) 
reducing the number of Internet gateways from over 200 to 4, centrally managed and monitored 24x7, 
resulting in a significant hardening of network boundaries; (2) establishing the largest integrated anti-virus 
regime In the government; (3) training, qualifying, testing, certifying and credentialing 600 Information 
security practitioners; (4) ihitiating a comprehensive security configuration management program to 
centrally manage vulnerabilities; and (5) assuring the business lines of the largest integrated hospital 
system in the world and the 5th largest financial/insurance system in the United States. Took the 
Department from an "F" to a "C'' on its .annual Congressional Report Card and recognized as a "Federal 
100" recipient in 2004. 
Office of the Assistant Secretary of Defense for C31, The Pentagon 1996 - 2001 (5 years) 
Director, Information Superiority Investment Strategy (/SIS) 1998 - 2001 
Acting Director, Technical Integration 1997 - 1998 

Conducted comprehensive, performance-based, modeling and simulation and technical evaluation of the 
DoD's over $50 billion annual budget in command, control, communications, computers, intelligence, 
surveillance and reconnaissance (C4ISR) programs, resulting in $1 .5 billion of redirected funding to 
optimize portfolio investment. Findings resulted in increases for national security systems funding to 
~ort operational combat outcome_s_. ________ _ 
Defense Information Systems Agency (DISA), Arlington, VA 1993 - 1996 (3 years) 
Chief, Joint 04/ Decision Support Center 1996 
Chief, Joint information Management Center (JIMC) 1996 
Chief, Multilevel Security Division 1993 - 1995 

Created first-ever Joint Information Management Center (JIMC) in support of Bosnia peacekeeping 
operations, enabling the "push'' and "pull" of multiple classification levels of information to and from 
Bosnia to improve information management and knowledge management capabilities. Directed the DISA 
Multilevel Security (MLS) Division and the DoD MLS Program. Delivered successful MLS implementations 
at military commands, enabling secure connectivity between TS/SCI-level intelligence environments and 
Secret-level command and control environments. This pioneering effort resulted in the creation of the 
Cross Domain Pro ram Mana ement Office (CDPMO in existence toda . 
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Name: Ruf Brian J . 

Labor Category: 
Computer Forensic and Intrusion 
Anal st 

NRC Badge: 
Additional 

Clearance (s): 

(b)(6) 

Candidates Skills, . . . 

SOW # 

8.1 Project Management 
8.2 Special Projects 
8.3 System Authorization 

SOW Description 

8.4 Continuous Monitoring Support 
8.5 Data Calls 
8.6 Cyber Situational Awareness 
8.7 Policy, Standards and Training 

Company: 

Employment Status: 

Country of Citizenship: 

CACI 

Employee 

USA 

Candidate 
Qualified 

✓ 

✓ 

Summary of Skills, Experience, and Training/Certifications Relevant to Statement of Work 
Brian Ruf has over 21 years of professional experience in Cyber Security, Architecture and Information 
Assurance management. In addition, Mr. Ruf holds a PMP certification and is a Certified Information System 
Security Professional (CISSP). Mr. Ruf successfully bridges business acumen with a solid understanding of 
technology implementation and operations to architect, consult, and lead efforts related to Cyber Security, 
information assurance, and regulatory compliance. He applies experience and expertise with methodologies 
such as ISO-9001 , SE-CMM/CMMi, System Development Life Cycle (SDLC), and Enterprise Architecture to 
achieve realistic and sustainable structures which ensure the long-term success. Mr. Rufs professional 
experience is enhanced by his excellent communication, presentation and leadership skills. 

Mr. Ruf's over 21 years in the Cyber Security field , as both an IT Security Architect and Manager exceeds 
the minimum qualifications for the Computer Forensic and Intrusion Analyst GSA Alliant SB Labor 
Category. In his role as Cyber Security Architect, Mr. Ruf conducts Vulnerability Assessments, along with 
penetration testing with systems. Mr. Ruf has also led Regulatory Compliance efforts to establish and 
evolve consistent records handling practices. 

Mr. Ruf has extensive experience in IT Security Architecture and as such meets and exceeds the 
requirements set forth in the SOW areas 8.2, 8.6 and 8.7. Related to SOW 8.2, Mr. Ruf has defined and 
coordinated implementation of security strategies based on the fiirm's strategic business plan, industry 
practices and risk-assessment-based decision making. Mr. Ruf developed an internal whitepaper that 
assessed and documented firm-wide information handling from a systemic and evolutionary perspective. 
This paper kicked off a multi-million dollar, multi-year initiative within the firm. He has knowledge in best 
practice evaluation in regards to new technology. Mr. Rufs strength in SOW 8.6 and 8.7 is related to his 
experience of defining and implementing enterprise security architecture (ESA) programs for Federal civilian 
agencies, such as Customs and Border Protection, and Fortune 500 companies. Early in his career, Mr. 
Ruf was an IT practitioner in the fields of software development, network engineering and end-user support. 
This background provides real-world context to his application of more conceptual practices. Mr. Ruf's 
experience, combined with his program and project management success, and seasoned consulting skills 
make him an excellent candidate to produce Enterprise Architecture deliverables. 

Education, Certifications, and Training 
Education ~ 
• B.S., Information Science, The Richard Stockton College of New Jersey l_J 

Certifications and Training 
• Project Management Professional, PMI, 2008 
• Certified Information System Security Professional (CISSP), 2000 
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Name: I - Company: Ruf, Brian J. CACI 

Labor Category:.. Employment Status: 
Computer Forensic and Intrusion 
Anal st Employee 

Related Experience: Professional Career Experience 
CACI, INC. - FEDERAL August 2010 - Present (1.8 years) 
Cyber Security Architect 
As a Cyber Security Architect, Mr. Ruf is responsible for designing and managing the development of pre­
packaged information assurance solutions that faci litate effective deployment for our customers at a 
fraction of the time and cost normally reciuired. 
Booz Allen Hamilton September 2008 - July 2010 (1.8 years) 
Records & Information Management (RfM) Program Manager (Internal Operations) 
Mr. Ruf led regulatory compliance efforts to establish and evolve consistent records handling practices 
throughout the firm that were efficient, effective and compliant. He reduced record footprint dramatically 
throughout the firm through a combined approach of strategic planning, opportunity tracking, policy 
development/implementation, process integration, targeted training and awareness efforts, and ongoing 
guidance activities. Mr. Ruf turned the program around from one with which no organization wanted to 
interact, to one which most organizations actively pursued for guidance and support. 
Booz Allen Hamilton March 2007 - August 2008 (1.5 years) 
Records & Information Management (RfM) Architect (Internal Operations) 
As a Records and Information Management (RIM) Architect, Mr. Ruf developed strategy and solutions in 
support of a previous manager. 
Booz Allen Hamilton January 2005 - February 2007 (2.1 years) 
IT Security Architect (Internal Operations) 
As an IT Security Architect, Mr. Ruf defined and coordinated implementation of security strategies based on the 
firm's strategic business plan, industry practices and risk-assessment-based decision making. Mr Ruf developed 
an internal whitepaper that assessed and documented firm-wide information handling from a systemic and 
evolutiona ers ective. This a er kicked off a multi-million dollar, multi- ear initiative within the firm. 
CACI Technologies, Inc. August 2003-January 2005 (1 .4 years) 
Program Manager - Information Assurance - Commercial 
Mr. Ruf managed all matrixed IA resources and all commercial IA clients including a Fortune 50 customer. 
He defined and implemented the security program and System Development Lifecycle Methodology 
(SDLC) for a global telecommunications provider, and led an internal effort to institute ISO-9001 
com liant IA processes such as risk assessment and patch management as offerings to clients. 
CACI Technologies, Inc. August 2001-August 2003 (2 years) 
IT Security Architect (Customs and Border Protection) 
Mr. Ruf developed the security aspects of the enterprise architecture capability, defining and integrating 
processes that ensured secure and compliant execution of their System Development Lifecycle (SDLC) 
and Project Management Methodology (PMM), including integration with the existing Technical Reference 
Model, emerging SE-CMM Erocesses, and the creation of their IT Security Solutions Catalog. 
SRA International July 2000 - July 2001 (1 year) 
Sr. Information Security Engineer 
Mr. Ruf served as the security lead and deputy technical lead for the US Exports lnteragency Program 
Management Office, a Congressionally funded effort to modernize the US Export Licensing Process. He 
designed and managed initial deployment of SRA's first Information Assurance Lab. Mr. Ruf designed a 
complete and fully compliant security program plan for the Pension and Welfare Benefits Administration 
(PWBA), which the Department of Labor's (DOL) CIO, adopted as the standard for every DOL agency. 
Department of Transportation/Federal Aviation Administration 
Computer Specialist January 1990 - June 2000 (10.5 years) 
Mr. Ruf represented the support organization on all security development, implementation and operations 
of the (then) new air traffic control (ATC) system, STARS, performing risk assessment, technical & 
procedural mitigation, and training & awareness activities. Mr. Ruf also developed and implemented 
cross-system communication capabilities, and support efforts to extend the life of the aging ARTS-II IA air 
traffic control s stem. 
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2.2 Staffing, Recruiting, and Retention 

2.2.1 Staffing 
Through our past experience as a contractor for the NRC, and our thorough understanding of the 
required support services requested in the CSPSS RFQ, we will continue to be very deliberate in 
selecting and retaining personnel who have the proven ability to successfully perform their tasks on 
schedule and in accordance with strict performance requirements. In this regard, we employ the use 
of a our internally developed Staff Management Process which entails weekly meetings between our 
CISSS Project and Financial Managers and our Human Resources and Recruiting staff to assess 
staffing levels and requirements. We keep track of all MAR and subcontractor personnel in an 
organizational chart according to task order assignment. This chart is reviewed and updated on a 
weekly basis with a view toward making sure that task orders are adequately staffed and that 
individuals are not over or under utilized. This analysis is compared to existing and anticipated 
Project Plans, as discussed in Section 1.A.2.1, to add the dimensions of time and funds remaining in 
order to complete assignments on schedule and within budget. Personnel resources can then be 
adjusted as deemed appropriate. Our TaskTracker System serves as the financial backbone of this 
process by keeping track of time, dollars expended, and progress toward task order completion. 
Using this process supported by data from TaskTracker, our Project and Financial Managers will be 
able to consistently communicate with our NRC customers to give them a comfort level about 
resources available and task order status as well as our ability to meet future requirements. 

Through lessons learned, we have worked with the Program Offices to locate qualified and technical 
staff to perform specific program activities in support of their needs. We have also removed 
personnel from the contract in instances where their skill sets do not match upcoming requirements. 

Our current Team, along with newly added team members, will be ready to immediately transition to 
the CSPSS project, without any disruption to the ongoing NRC Cyber Security Program. We are 
constantly recruiting for emergent staffing requirements, and our Team has an established network of 
technical resources that will be used to meet core, special, and surge type of requirements. 

2.2.2 Retention of Employees 
Our Team has a strong commitment from the top management at each member company to create 
a challenging and enjoyable workplace for our employees. At MAR, we take pride in being an 
"employee associate oriented" company, respecting each employee and their rights as a worker 
while furnishing a working environment conducive to career progression and advancement. MAR's 
ability to retain quality technical personnel is the result of our management philosophy and 
environment. Successful employee retention begins with careful recruiting. Only individuals 
who can potentially grow within the company and are a good fit for task order requirements are 
considered for employment. Individuals must possess the education, technical skills, 
experience, and personality traits required to do the job. 

By paying attention to the needs of our employees we have been able to develop an outstanding 
record of retaining quality personnel. MAR offers attractive compensation and benefits. Our wage 
and salary structures are very competitive and our benefit plans are reviewed and updated regularly. 
We host "brown bag" lessons learned luncheons which focus on a variety of technical topics such as 
specialized NRC centric training for the use of Nessus ProFeed, POA&M scorecard process 
overviews, and template change overviews, where past work is evaluated and process 
improvements are discussed. Time spent together this way leads to high morale, excellent 
employer-employee relations, and a motivated team that provides outstanding performance. Salary 
levels and bonuses are reviewed and adjusted periodically as a means of monitoring labor market 
conditions and economic factors to ensure MAR's maintains Its competitive marketplace position. 
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We are committed to rewarding employee excellence and dedication, and are proud of the fact that 
over 50% of job vacancies are filled through internal promotions or employee referrals. 

2.2.3 Training 
We have found that a genuine effort to improve employee skills and technical education helps In 
maintaining high morale, promotes career advancement, and directly benefits our customers. 
Recently, we determined that employees working in the Cyber Security related field should 
become ITIL certified. MAR hired an instructor for 20 of our employees in order for them to 
complete the basic ITIL training program. The training was held at MAR over a long weekend 
and all employees who participated successfully passed the exam at the end of the training 
program. We have decided to continue to expand the levels of ITIL training that our employees 
can obtain and will be holding future training classes. We have also provided employees with 
PMP, SANS GSEC, and other related training. 

We often send our personnel to local conferences, seminars, and training classes to promote 
awareness of current or new developments in the specialized technical areas they support. 
Employees are also encouraged to join local and national user and professional groups relevant 
to their career path. 

During the on-boarding process, emphasis is given to the importance of upward mobility, 
internal promotions, and mentoring. Employees receive an overview of the types of training 
programs we have in place to advance their education. To share experience among staff and to 
foster cross training for key work areas, MAR coordinates employee events and luncheons 
where employees share this new technology and day-to-day work experiences. 

We also support technical training of employees by offering tuition reimbursement for college-level 
courses. We assist in paying for approved work related courses. MAR also pays the full cost of 
any technical and management development seminars and workshops that employees are 
approved to attend. On-line training is also provided to minimize time away from the workplace. 

3.0 CORPORATE EXPERIENCE 
RFP Section E, pages 5-6 

MAR, together with our team members, have over 150 years of experience supporting the Federal 
Government along with an established foundation in Cyber Security, Information Technology, and 
Program Management. MAR provides Cyber Security services to the NRC, the Intelligence 
Community, Naval Facilities Engineering Service Center East Coast Detachment, and the Office 
of Personnel Management. MAR's team members provide Cyber Security services to Federal 
agencies that include the Department of Commerce, Office of the Secretary of Defense, US Army, 
Transportation Security Administration, DHS, Department of Education, Defense Intelligence 
Agency, Health and Human Services, USDA, Department of Transportation, Housing and Urban 
Development, and others. Through a partnership with our team member, the University of 
Maryland's Maryland Cybersecurity Center (MC2), we will have access to an interdisciplinary 
research center with expertise in wireless security, cryptography, software assurance, supply 
chain security, multimedia forensics, and other innovations to address the cyber security threat. 
Our combined Team is positioned to support the day-to-day NRC cyber security activities, as well 
as provide a strong diverse set of capabilities to undertake special projects, new business 
solutions, and innovative approaches to cyber security training and communications. 

The MAR CSPSS Team will be located in Rockville, Maryland at MAR's current NRC CISSS 
project facility (1803 Research Blvd) which is roughly 5.5 miles from the NRC's Headquarters. 
This project office facility is dedicated to housing MAR's NRC Team and is on the same floor as 
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MAR's Headquarters. The facility is physically separated from MAR Headquarters with access 
only granted to individuals that have an NRC badge. The network within the MAR NRC facility is 
also separated from the MAR corporate network. All laptops, network devices, and media are 
configured to comply with the requirements outlined in SOW Section 9 - IT Cyber Security 
Requirements. MAR maintains an inventory of laptops computers solely for use on the NRC 
project. Each laptop Is encrypted using an NRC approved, FIPS 140-2 validated product. We 
require each subcontractor to also follow the same guidel ines for laptops provided to their staff. 

MAR Team members on the contract have dedicated desks and hotel cubes to accommodate 
surge staff. The facility has a conference room set up with a large white board and a projector to 
accommodate meetings, collaboration sessions, training dry runs, lessons learned sessions, and 
other activities to enhance project execution and communication. Being located down the hall 
from MAR HQ, MAR's Project Management Team has direct and immediate access to corporate 
resources including the CEO, Human Resources, Contracts, and Accounting to quickly address 
any issues or surge needs for the project. To further support the project all key MAR executives 
are NRC cleared with badges. This includes, the MAR CEO - Michael Norcia, VP of Cyber 
Security and IT Services - Samuel Sunukjian, VP of HR and Administration and ISO Quality 
Manager - Laura Evans, VP of Contracts - Linda Klages, Senior VP of Systems Engineering and 
Integration and Chief Technology Officer - Daniel Hackenberg, and MAR's Facility Security Officer 
(FSO) - Gayle Enfinger. To ensure our ability to respond to the NRC, MAR currently provides 
monthly parking passes to the Team at a parking facility located near the NRC HQ campus. 

3.1 Project Management (SOW Task a.1) 
MAR has an established NRC experienced and certified Project Management Team. They are 
currently managing a diverse team ranging in size from 25-40 individuals across 78 task orders 
covering 26 functional task areas. MAR's commitment to supporting our customers responsibly 
and ethically has resulted in a solid history of efficient time, budget, resource management, and 
a team dedicated to seeking additional efficiencies each time they take on new tasks. For 
CSPSS we will augment the management team with a Technical Quality Assurance Lead and a 
second Project Manager. This Management Team along with our existing analysts and SMEs 
are available to immediately transition to the CSPSS project. 

Quality Assurance Plan: For QA we have developed a QA Handbook, providing step-by-step 
instructions for verifying the accuracy of each type of deliverable, formatting and editing checklists 
used to ensure that deliverables comply with NRC required formats and templates, and process 
monitoring checklists used to make certain that staff follow MAR established processes 
throughout the duration of each project. Corrective and preventive actions are documented during 
lessons learned meetings. Both MAR and CACI have ISO 9001 :2008 certification, and team 
members such as CACI and DCCA are Capability Maturity Model Integration (CMMI) appraised 
and use these methodologies to build quality into service delivery. 

Project Plan: As outlined in Section 1 A 1 we will continue our use of TaskTracker to support the 
daily technical and financial management aligned with the work breakdown structure in the project 
plans. TaskTracker was developed to support the NRC CISSS contract and has been successfully 
deployed to support other MAR contracts. MAR's Project Management Team also uses internal 
SharePoint portals to track and disseminate project schedule and related information to the team. 
For example, under the CISSS contract MAR tracks initial ATOs and key FISMA compliance 
milestones using the FISMA Tracker Dashboard. Scanning schedules, tools, and guidance are 
provided on the Scanning Dashboard. Contract guidance per the SOW, Project Officer Direction, 
and internal policy and procedures ar,e also disseminated via the SharePoint portal. 
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3.2 Special Projects (SOW Task 8.2) 
Residual Risk Assessment: MAR Team member KCG has demonstrated experience developing 
residual risk assessments including the preparation of Designated Approving Authority (DAA) 
briefing packages that outline the current risk level of the information systems. The result is a risk­
based recommendation for the system's authority to operate. KCG has provided this service to 
numerous agencies including over two years of experience supporting the NRC. 

Classified Processing Support: MAR along with team members CACI, DCCA, Prometheus 
and Securicon have experience in supporting classified systems. As outlined in MAR's past 
performance reference for the Intelligence Community, we are responsible for the oversight of 
C&A, Continuous Monitoring, and reaccreditation for 120 systems. MAR's technical staff is 
familiar with the Committee on National Security Systems (CNSS) and Director of National 
Intelligence issuances, and has access to technical expertise of the senior security analysts 
supplied by our teaming partners. CACI, a longstanding security service provider, brings a team 
of qualified, certified cyber security professionals - 35% holding DoD Top Secret (TS) 
clearances, and over 20% hold TS/SCI clearances, many with Cl and Full Scope polygraphs. 

Evaluation of New Technologies: MAR has assisted the NRC with the evaluation of new 
technologies, including the use of a cloud-based, automated application security testing 
software service. This service assesses static binary code and dynamic applications for 
security vulnerabilities. The associated security devices were used to assess the risk posed to 
the agency by Advanced Persistent Threat (APT) attacks, and tools used to assess web 
applications. CACl's Cyber Solutions Lab has been used by numerous Federal agencies as a 
platform to evaluate new technologies and to perform comparative analysis on cyber security 
tools. This lab will be available to the NRC under CSPSS. Through KCG's FedRamp 3PAO 
accreditation our team offers a cloud computing assessment capability for the NRC. 

Analysis of Best Practices: MAR has analyzed security best practices and developed white 
papers with recommendations concerning application of the practices to the NRC Cyber 
Security Program. For example, MAR researched best practices in meeting E-authentication 
assurance requirements (including the five step process outlined in 0MB 04-04 ), and analyzed 
them in the context of NRC system security categorizations. NRC stakeholders considered 
these recommendations during subsequent security categorizations. MAR's team member, 
KCG is also responsible for recommending industry best practices for NRC security processes. 

3.3 FISMA Compliance and Oversight (SOW Tasks 8.3, 8.4, 8.5) 
Obtaining Authorization to Operate: MAR has worked closely with the NRC to consistently 
achieve ATOs for their operational systems. The support included developing the full 
authorization lifecycle of security artifacts. We have worked with the NRC in moving toward 
alignment with the NIST Risk Management Framework model. MAR Team members KCG, 
Securicon, Mainstay, and Prometheus have provided comparable services to a wide range of 
Federal Civilian, DoD, and Intelligence Community organizations. 

Laptop Authorization to Operate: In addition to application system ATO support, MAR has 
assessed NRC laptops for the purpose of supplying system owner's with the documentation 
required to obtain laptop ATOs from the NRC DAA. 

Continuous Monitoring Support: In support of the current NRC continuous monitoring process, 
MAR has maintained a FISMA Tracker portal to simplify scheduling of continuous monitoring 
activities, and an EVM system providing the daily metrics required to efficiently meet deadlines while 
staying within project budgets. MAR has also conducted ASCTs per NIST 800-53 and NRG-defined 
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Cyber Security requirements. At the enterprise level, MAR has assessed the agency's common 
and hybrid controls annually. On a quarterly basis, MAR has conducted vulnerability scans of the 
systems MAR supports under the CISSS contract using CSO-approved tools and explicit or implicit 
NRC Cyber Security Configuration standards. MAR has worked closely with System Owners to 
identify mitigation strategies for those vulnerabilities that cannot be completely remediated. Using 
the Quarterly Scan Report we work with the System Owners to identify the open vulnerabilities that 
must be added to the system's POA&M report. 

Data Calls. MAR has always been available on short notice to assist NRC when responding to Cyber 
Security-related data calls from the NRC OIG, DAA, or System Owners. Our onsite embedded 
resources and close proximity to the NRC campus ensure a prompt response to urgent requests. 

3.4 Cyber Situational Awareness (SOW Task 8.6) 
Incident Response: MAR has supported the NRC CSA Team in tracking and reporting of Incident 
Responses. We have developed an insight on the trends of incidents that occur at the NHC. MAR 
Team members CACI, Prometheus, and Securicon have developed and supported IR programs at 
other government agencies and will bring these best practices to the CS PSS T earn. 

NRC Enterprise Security Architecture: In support of the NRC CISSS contract MAR prepared 
an Enterprise Risk Assessment (ERA) which identified areas in the infrastructure that are 
particularly vulnerable to security incidents. From the ERA and other data points MAR is assisting 
the NRC in building an ESA with the objective of facilitating an appropriate risk based strategy for 
protecting NRC data and information systems. MAR's team member, Prometheus, also brings 
years of innovative experience in network security at the enterprise level. Over the past decade 
CACl's senior architect Brian Ruf has been supporting agencies such as the Department of 
Commerce in developing and refining their ESA. 

Source Code Reviews: MAR is working with the NRC in identifying, assessing, and obtaining 
authorization to use a variety of security solutions. MAR is supporting the NRC in the evaluation 
of offsite SAAS used to analyze and assess static binary code and dynamic applications for 
security vulnerabilities. We have a number of experienced, NRC cleared, software developers 
that can be called upon to verify the capabilities of system development auditing tools used 
throughout the agency. CACl 's Cyber Solutions Lab provides a collaborative environment with 
interactive tools that allow clients to visualize and test proposed information assurance and 
security solutions before implementing them. The lab hosts a significant inventory of network 
devices and monitoring applications. As a technology agnostic company, CACI can identify the 
best candidate among vendors that meet NRC's needs. The lab is used to test potential vendor 
solutions, which are then tailored and demonstrated to their customers. 

Penetration Testing: MAR has assisted the NRC with ext,ernal "red team" and internal "blue 
team" penetration testing and social engineering tests targeted at the NRC IT infrastructure and 
users. Tests were planned in detail, approved by the NRC, and conducted in the presence of an 
NRC representative. In addition to MAR's experience at the NRC, Michael and Scott Shinn of 
Prometheus were members of the first commercial penetration testing team during their tenure at 
Cisco. MAR's team member, CACI, has developed an integrated Insider Threat Detection 
Programs that can assist in the planning, establishment, and sustainment of an Insider Threat 
Detection Program for other federal agencies. The program offers insider threat assessments, 
policy development, and sustainable Insider Threat Detection Program operational support. KCG 
has established penetration testing "fly-away" teams that are focused on rapidly developing and 
executing penetration testing geared toward specific customer requirements. 
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Security Impact Assessments: MAR has assisted NRC System Owners with incorporating 
changes to their authorized systems via the NRC SIA process. MAR assists System Owners by 
interpreting guidance from the NRC by informing them of required system documentation 
updates. MAR has also conducted the vulnerability assessments required to ensure that the 
change does not adversely impact the system or NRC infrastructure security posture. MAR's 
team member KCG has recommended comparable SIA solutions to many of their customers. 

3.5 Policy, Standards, and Training (SOW Task 8.7) 
Cyber Security Policy: MAR has supported key CSO stakeholders with updating the recent 
revision to Management Directive and Handbook (MD) 12.5 to ensure that the directive 
addresses all federally mandated requirements. The directive uses the framework developed 
by the ISO/IEC Standard 27002:2005(E), and addresses each of the main security categories 
within the standard. MAR provided a number of staff resources each with specific knowledge 
and skills needed to research and address sections of MD 12.5. 

Processes, Procedures, Templates, Checklists, Standards, and Guidance: MAR 
supported the NRC CSO when it established a SWG, a forum for stakeholders to provide input 
into the standards development process and standards road map, and discuss operational or 
technical concerns before standards became effective. With input from the SWG and direction 
from CSO, MAR developed CSO-STD-0020, "Organization Defined Values for System Security 
Controls" which provides the NRG-required values for specific security controls identified in 
federal. computer security control standards and guidance. 

Security Relevant Business Solutions: CACl's expertise in developing Information Technology and 
Information Assurance solutions provides our team skills in evaluating secure business processes. 
MAR's security analysts have also evaluated and briefed the NRC on the capabilities and benefits of a 
variety of assessment and vulnerability scanning tools. This combined experience equips our Team to 
better identify and document solutions that enable secure NRC business processes. 

Cyber Security Awareness Programs: MAR Team member Mainstay has over 15 years of 
experience providing Training and Cyber Security awareness services on Army contracts. 
Results from MAR's work on the NRC PhishMe task provided information that has been 
incorporated into NRC security training and awareness programs. 

Cyber Security Role-based Training Program: MAR has developed and delivered role-based 
training for NRC System Administrators, Information System Security IT Managers, Executives and 
System Owners, and ISSOs. We have performed this service at the NRC for a number of years 
both as a subcontractor and prime contractor. Participant Manuals and Lab Workbooks were 
developed by MAR and provided to each class. The hands-on approach was used to familiarize the 
class with key Cyber Security topics and resources applicable to their specific roles at the agency. 

Cyber Security Conference: MAR was a key organizer and participant in the University of 
Maryland's Commercial Nuclear Power Cyber Security Conference held on May 4 and 5, 2011 
in College Park, Maryland. Academic leaders at the university together with individuals from the 
NRC, commercial nuclear power industry, and private sector met to explore new regu latory and 
industry-led initiatives to protect nuclear power plants from cyber-based threats. MAR's 
proposed Program Manager, George Simonds, was a co-chair of the organizing committee. 

Electronically Communicating Cyber Security Information: KCG's work at the TSA 
included the development and ongoing support of a cyber security newsletter to communicate 
new cyber threats and changes to the Cyber Security Program at the administration. MAR has 
supported newsletter development and web site content maintenance for its DOI customer 
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4.0 PAST PERFORMANCE 
RFP Section E, pages E-6 and E-7 

. . 
1. Firm Name & Address: I 2. Year Firm Established: J 3. Date PreQared: 
MAR, Incorporated, 1803 Research Boulevard, Suite 204, Rockville, MD 20850 1971 June 27 , 2012 
4. TyQe of Firm: 
,X_A. Small Business - 8 . Small Disadvantaged - C. Woman-Owned - D. Hubzone _ E. Service-Disabled Veteran-Owned - F. Other 
(Specify) 
5. PrinciQal Points of Contact: {Lisi two by NamefTille/Current TeleQhone Number} 
Sam Sunukjian, MAR NRC Program Manager: 301-230-4567, ssunukjlan@marinc.com 
Linda Klaoes, Vice President, Contracts: 301-230-4576. lklaaes1mrnarinc.corn 
6. Present Offices: (Address/TeleQhone}; 1803 Research Boulevard, Suite 204, Rockvil le, MD 20850 I 301-231-0100 

7. Past Performance Last 3 Years: (1) List Contracts Similar in Size (Dollars) and Scope; (2) List Contracts Similar in Scope Only 

Contract No: GS-35F--0229K, Delivery Order: DR-33-06-317/IDIQ Contracting Contact Name & Phone: Brief DescriQlion and How ii is 
Jordan Pulaski, Senior Contract Specialist Similar to NRC's Reguirement: 

Period of Performance: 07/06-10/2012 (301) 492-3647 Please see below. 
Dollar Value: $41M (original value)/$49.SM (with extensions) 
Name of Gov./Commercial Entity: Nuclear Regulatory Commission (NRG) 

Technical ReQ. Name & Phone: 
Bill Dabbs, Project Officer. (301) 415-0524 

Description: MAR was awarded a $41M, five year Information Security and Cyber Security support contract by the NRG. MAR supports the NRC's Computer Security 
Office (CSO) to grow and strengthen its IT security capabilities for FISMA compliance. MAR performs all project management duties, including the QA of deliverables and 
development/management of project plans. We assembled and manage a team of 25-40 security analysts, security engineers, network engineers, senior cyber security 
consultants. technical writers and support personnel. We have partnered with 11 subcontractors to provide the depth and expertise required to support this major security 
engineering contract for the NRG. To date there have been 78 funded TOs, with 31 of the TOs active and running concurrently. 
Directly relevant to the CSPSS SOW are the 26 Functional Task Areas that MAR supports for the CISSS contract which includes the following categories: . Sp_ecial Project(s) Sup_Q_Qrt: MAR provides reports as requested on cyber security risks across the NRC infrastructure. We evaluate new technologies to 

understand their security impact and how they could be used to enhance the NRC's security program. We also analyze cyber security best practices and 
recommend how these practices can be used at the NRG. MAR also completed an Enterprise Risk Assessment as a Special project for the NRG. 

• FISMA Compliance and Oversight: MAR assists the NRG in authorizing each of its systems to operate, We supported the establishment and assist with the 
maintenance of the continuous monitoring program. We support the NRG to respond lo data calls from other government agencies and the NRG OIG when 
needed. MAR also provides assessment aclivilies to ensure compliance with federally mandated and NRC defined cyber security requirements. 

• Cyber Situational Awareness Su1212ort: MAR supports incident response efforts; performs vulnerability assessments; verifies and validates the NRC's use of 
SCAP; assists the NRG in evaluating tools to support the software quality program initiative; performs security penetration testing; evaluates system security 
designs and configurations; and we are currently supporting the development of an enterprise security architecture. 

• Security Policy, Standards, and Training SuQQOrt MAR assists the NRG in developing, establishing, and maintaining Cyber Security Policies in accordance 
with Federal and industry best practices; assists the NRG in developing processes, procedures, templates, checklists, standards, and guidance, analyzes 
business solutions; establishes, conducts, and maintains Security Awareness training, role-based training, and other specialized Cyber Security training; and 
assists the NRC to communicate Cyber Security information to the NRC user community. 

Problems/Resolutions: Difficulties were encountered in staying within the Unit-based pricing during the early phase of the CISSS contract MAR worked with NRG 
to establish standardized C&A templates and we developed checklists to support the templates. In addition, MAR developed and implemented TaskTracker and 
Time Tracker to electronically capture and monitor daily technical and financial status. As a result of these corrective actions, unit-based work is now completed 
significantly below the scheduled costs. 
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Contract No: Task Order 004 Contracting Contact Name & Phone: 
Period of Performance: October 2008 - Present Raelyn Herbert, Contracting Officer's Representative Brief Description and How it is 
Dollar Value: This information cannot be provided due to security 410 654-8643 

Similar to NRC's Reguirement: 
reasons. Please request dollar value from POC. Technical Rep. Name & Phone: Please see below. 
Name of Gov./Commerc1al Entity: Computer Sciences Corporalfon Kim Prenlfce, Applications Hoslfng PM 
(Prime) in support of the Intelligence Community at Ft. Meade. 443-445-7153 
Description: MAR provides the Technical Task Order (TTO) Lead Personnel for the Mission Server Support Technical Task Order. Due to the expertise and knowledge 
of our key personnel, MAR was selected by the prime contractor, Computer Sciences Corporation (CSC), to fead the technical effort in this area. MAR's TTO Leader 
oversees a 54 person System Administration/System Engineer Sustainment and Maintenance team. We are responsible for the C&A, Continuous Monitoring, and 
Reaccreditation activities for 120 systems to include site visits, vulnerability assessments, mitigation actions, update of System Security Plans (SSPs) and support 
documentation. In addition, we manage the Incident Management Team by overseeing the cleanup of data spills, and coordinating the investigation of computer 
system and network security incidents with internal staff and other US Government investigators. MAR supports over 1000 pieces of mission critical hardware. 
These are predominantly legacy servers that are working toward being virtualized. They are currently running everything from Windows XP through Solaris 10 
and Linux Redhat 5. MAR also assists with staffing the TIO and provlding 24/7 calHn support to all Mission Servers. This task also provides support for current 
critical mission support programs. 
Directly relevant to the CSPSS SOW are the Functional Task Areas that MAR supports for this task order which includes the following categories: . Security Engineering and Certification and Accreditation (C&A): MAR provides senior level security management engineering support for our prime in support 

of this contract. MAR's responsibilities include implementing, providing and enforcing information security policy and guidance, and directing the development 
of security standard operating procedures and standard C&A body of evidence documentation. We are responsible for the C&A, Continuous Monitoring, and 
Reaccreditation activitles for 120 systems to include site visits, vulnerability assessments, mitrgation actions, update of System Security Plans (SSPs) and 
support documentation. In addition, we manage the Incident Management Team by overseeing the cleanup of data spills, and coordinating the investigation of 
computer system and network security incidents with internal staff and other US Government investigators. Our Team also ensures that server configuration 
compliance and security controls are in place using Opsware and other asset management tools, MAR provides direct technical security support to the 
customer, advising on a broad range of security topics and policies. 

Other areas of support include: 

• Data Cente( Support: MAR provides design, development. and sustainment support to the Agency's new Enterprise Data Center. This includes developing 
contingency plans for alternate sites so as to resume monitoring when primary site monitoring capabilitfes are impaired; integrating with the data center 
Engineering Team to design and document policies and procedures for implementalion and management of both physical and virtual server platforms. 

• Systems Operations. Administration, and Maintenance: 
• Tier I & II Service Desk Support and 24/7/365 Operations: MAR also supplies high level Enterprise Managerial services to support real-time monitoring of 

critical systems. 
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Contract No: N00178-04-D--4081 EJP1 (Seaport-e) 
Period of Performance: September 2007 - September 2012 
Dollar Value:$31,636,513 (ceiling)/ $13,310,163 (currently funded) 
Name of Gov./Commercial Entity: Naval Facilities Engineering 
Service Center, East Coast Detachment (NAVFAC ESC ECDet) 

Contracting Contact Name & Phone: 
Elson G. Muzada (Contract Specialist) 
(805) 982-2551 
Technical Rep. Name & Phone: 
Michael (Terry) Clarke (COR) 
202-433-5517 

Brief Description and How it is 
Similar to NRC's Requirement: 
Please see below. 

Description: This Seaport-e contract delivery order provides comprehensive technical assistance including software engineering, information assurance, system 
administration and security, program management, and customer service support to i he Naval Facilities Engineering Service Center East Coast Detachment 
(NAVFAC ESC ECDet) across all product lines associated with the Ocean Construction Division. These efforts include project management services for 
inspections and studies conducted across the ECDet product lines, including the Waterfront Facilities product line; development and fielding of enterprise-level 
management and inspection reporting tools; classified system/network administration, asset configuration and system security management; development 
support for new data collection standards, including generation of the UNIFORMAT II standard for Naval Waterfront Facilities and Navy Dry Docks; logistical and 
onsite support for the Petroleum, Oil and Pipelines program: and technical and program management support for various aspects of the Fleet Moorings, Cables, 
Pipelines, Hyperbarics, Magnetic Silencing Facilities, Water Tanks, Bridges. and Wateriront Facilities product lines. Under thls contract delivery order, MAR and 
our subcontractor team are developing and deploying engineering and program support tools, including Asset Management tools with GIS data and reporting 
capabilities, and processes lo spatially index and relate facilities held in the Internet Naval Facilities Asset Data Store. A multiple toolbar with command button 
plug-ins that run within ESRI ArcView products has been developed and implemented and two of these extensions have evolved into comprehensive spatial 
database systems which continue to undergo spiral development and deployment. Efforts include system support and enhancements for application-specific geo­
databases with an ArcMap custom interface for managing survey data and analysis. MAR is responsible for the full compliance to DOD/Navy accreditation and 
certification under DITSCAP/DIACAP requirements for the enterprise roll-out. leading to full ATO in FY 2012. Current efforts also include the development of a 3D 
mass model of the existing and proposed Okinawa (Marine Corps) Futenma Replacement Facility (FRF) using AutoCAD Civil 3D. This work provides direct 
support to the Ocean Facilities Department / Ocean Construction Division of NAVFAC ESC and demonstrates comprehensive knowledge of the inspection 
programs at every level from top-end program management down to the trench-level data collection and assessment. The ECDet work efforts are primarily 
associated with the inspection, repair and maintenance of in-water and waterfront assets for which NAVFAC ESC is directly responsible. Skill areas and personnel 
expertise for the NAVFAC ESC ECDet support requirements include: systems engineering/integrated logistics, database development and design, ocean 
engineering, waterfront facilities survey and inspection, environmental permitting, two and three-dimensional structure modeling and rendering, generation of 
drawings using computer-aided design and draftlng, and marine technical and logistlcs support. 
Directly relevant to the CSPSS SOW are the system security and related technical areas that MAR supports for this task order including the following: 
• The development, integration, and application support of NAVFAC ieFACMAN and e-Projects applications, web-based software suites provfding task project 

and financial management tools for tracking work efforts at the individual and program levels. Developmental support for the Ocean Facilities Information 
Management System (OFIMS), a facilities asset management tool with integrated GIS, engineering, inspection, media, and other data types. 

• DITSCAP/DIACAP certification/accreditation coordination support with NAVFAC Information Technology Center (NITC) for the production version deployment 
of the OFIMS tool. 

• Classified system security including the monitoring of Application, Security, and System logs; configuratlon and deployment of network assets, desktops and 
servers ; installation of system/asset updates and validation of consistent security configurations; audit and remediate systems and create automated 
remediation scripts based on DISA and WASSP requirements; DIACAP C&A package development support and coordination: maintain a managed antivirus 
environment, including updating virus definitions from the management server; create tape backup schedule and verify backups: troubleshoot issues related to 
MS IIS (web server) and related ap(:llications and end user technical issues. 
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1. Firm Name & Address: 2. Year Firm Established: 3. Date Prepared: 
CACI Federal, Inc., 1100 North Glebe Road, 1962 June 27, 2012 
Arlinqton, VA 22201 
4. Type of Firm: 
_ A. Small Business _B. Small Disadvantaged ._c. Woman-Owned _D. Hubzone _E. Service-Disabled Veteran-Owned __x_ F. Other 
(Specify) Large 
5. Principal Points of Contact: (List two by Name/Title/Current Telephone Number} 
Greg Scovel, Vice President, 703-679-3295 
Rachel Mayhew, Contracts Administrator, 703-679-3321 

6. Present Offices: (Address/Telephone}-Over 150 offices worldwide, mostly in the DC Metro area 
HQ: 1100 North Glebe Road, Arlington, VA 22201 , 703-841-7800 

7. Past Performance Last 3 Years 
(1) List Contracts Similar in Size (Dollars) and Scope; (2) List Contracts Similar in Scope Only 

Contract No: N00178-04 - 0-4026, V701 Contracting Contact Name & Phone: Brief Description and How it is Similar to NRC's 
Period of Performance: Mar 2008 - Mar 2013 Mr. Kim Bryant- 843-218-4143 Requirement: Designed, built and currently 
Dollar Value: $44M operate the DOC/BIS Security Operations 
Name of Gov./Commercial Entity: Technical Rep. Name & Phone: Center. Included analysis of best practices, 
Department of Commerce Mr. Kim Bryant- 843-218-4143 new technologies and business solutions. 

Contract No: GS07T00BGD0021 Contracting Contact Name & Phone: Brief Description and How it is Similar to NRC's 
Period of Performance: Oct 2006 - Sept 2011 Duane Parsons, 703-696-0427 Requirement: Performed Risk management, 
Dollar Value: $93M C&A, incident response, security training, 
Name of Gov./Commercial Enti!Y: Technical ReQ. Name & Phone: FISMA compliance, analysis of best practices, 
Office of Secretary of Defense/CIO Rusty Bowling, 703-695-6696 new technologies and business solutions. 

Contract No: W15P7T06DE402 TO 114 Contracting Contact Name & Phone: Brief Description and How it is Similar to NRC's 
Period of Performance: Mar 2011 - Apr 2012 David Greaves, 443-861-4647 Requirements: IA Engineering practices similar 
Dollar Value: $41M to Enterprise Security Architecture. Assessing 
Name of Gov./Commercial Entitv: Technical Rep. Name & Phone: the system development lifecycle for 
US Army CECOM LCMC Kevin Ha, 443-395-5715 efficiencies in achieving security and 

T he foregoing is a statement of facts 

Signature: 
~ 3-. ~ 

Title: Contracts Administrator Date: 6-22-2012 
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1. Firm Name & Address: 2. Year Firm Established: 3. Date Prepared: 
Knowledge Consulting Group, Inc., 11710 Plaza 2000 June 27, 2012 
America Drive, Suite 520, Reston, VA 20190 
4. Type of Firm: 
.K_A. Small Business _B. Small Disadvantaged _C. Woman-Owned _ D. Hubzone _ E. Service-Disabled Veteran-Owned _F. Other 
(Specify) 
5. Principal Points of Contact: (list two by Nameffitle/Current Telephone Number} 
Sherrie Nutzman: Director, Finance & Administration - tel 703.467.2000 x 103 
J.G. Meyer: Vice President, Operations- tel 703.467 2000 x 121 

6. Present Offices: (Address/Telephone} 
Knowledge Consulting Group, Inc., 11710 Plaza America Drive, Suite 520, Reston, VA 20190, 703-467-2000 
7. Past Performance Last 3 Years 

(1 ) List Contracts Similar in Size (Dollars) and Scope; (2) List Contracts Similar in Scope Only 

Contract No: IDIQ HSTS03-11-D-CIO556 Contracting Contact Name & Phone: Kristin Brief Description and How it is Similar 
Period of Performance: 08/02/2011 - 08/01 /2016 Fuller, Branch Chief, Infrastructure Division, to NRC's Reguirement: Please see 
Dollar Value: Ceiling $190M Contracting Officer below. 
Name of Gov./Commercial Entity: Transportation Phone Number: (571) 227-27 40 
Security Administration (TSA) Technical Rep. Name & Phone: 

Jill Vaughan, Phone Number: (571) 227-2034 
Description: KCG is the prime contractor providing over 50 credentialed and cleared information security services professionals in support of 
TSA OIT and other Program Offices within TSA spanning 14 separate task orders. KCG security professionals provide ISSO, Certification and 
Accreditation, IV&V, FISMA compliance. IT Training and Awareness, IT Security Architecture , Security Policy, Digital Forensics, E-Discovery, 
SOC Management. COMSEC, and Cyber Critical Infrastructure and Planning services to TSA as their primary IA prime contractor. 

Directll£ relevant to the CSPSS SOW: KCG's support to TSA is directly relevant to the NRC requirements. KCG is responsible for 
maintaining and managing TSA's FISMA inventory and is responsible for developing and reviewing all authorization packages. KCG is 
responsible for providing cyber situational awareness by providing vulnerability assessment services, performing incident response, 
maintaining the Digital Forensics Lab, TSA's technical standards and security architecture, and evaluating the security designs and 
configurations of all TSA systems. KCG provides security policy support to the policy team within IAD and is responsible for developing and 
maintaining TSA's policy handbook, technical standards, policy guidance presentations, waivers and exception program, and standard 
operating procedures. 
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Contract No: GS-35F-0448N, Delivery Order Contracting Contact Name & Phone: Brief DescriQtion and How it is Sim11ar 
HSCETC-08-F-00033 Ben Branch to NRC's Reguirement: Please see 
Period of Performance: 9/30/08 - 10/01 /12 Phone Number: {202) 732-2669 below. 
DollarValue: $10.8M (ongoing) 
Name of Gov./Commercial Entity: Department Technical ReQ. Name & Phone: 
of Homeland Security (OHS), Immigration and Scott Townsend, COTR 
Customs Enforcement (ICE) Phone Number: (202) 732-7207 
Oescri~tion: KCG is the prime contractor for ICE's Information Assurance Directorate (IAD) providing comprehensive information security 
support services under the Security Management Oversight and Compliance (SMOC) contract. KCG is responsible for developing, 
implementing, and managing ICE's enterprise ISSO program under the SMOC contract providing ISSO support to all major ICE program areas. 
Within IAD, KCG provides Security Authorization and Risk Management support, security awareness and training, security engineering, ICAM, 
security policy, security architecture, and overall governance support. KCG manages ICE's entire FISMA inventory of over 90 systems 
including 10 separate GSS'. KCG's ISSOs are responsible for developing all appropriate Authorization artifacts includlng SSPs, CPs, SARs, 
POA&Ms, and Authorization recommendations utilizing RMS and Trusted Agent FISMA. Our team makes recommendations on security 
process Improvements, manages the SA&A program and serves In numerous trusted-advisor roles. During our suppon of ICE, FISMA scores 
have risen 25% overall , and we performed a top-down information security training review improving the skill set of each support ISSO. Since 
KCG has served as the prime contractor, ICE has received an A FISMA score. 

Directly relevant to the CSPSS SOW: KCG's support to ICE is directly relevant to the NRC requirements. KCG is responsible for developing 
and reviewing authorization packages for ICE's entire FISMA inventory of 90+ systems. KCG's ISSOs develop all authorization packages, provide 
log analysis, and review scan results for their assigned system. KCG's Risk Analysts review all authorization packages for content and validity 
prior to submitting to the Authorizing Official along with a risk recommendation. KCG's Governance professionals are responsible for developing 
and maintaining ICE security policies. For each policy developed, KCG develops a policy handbook to provide further explanation for ensuring 
compliance with the policy. 
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Contract No: GS-35F-0448N Contracting Contact Name & Phone: Brief Descri12tion and How ii is Similar to 
Richard Segich NRC's Requirement: Please see below. Period of Performance: 9/30/2009 - 9/30/2014 Phone Number: 202.377.3918 Dollar Value: $6.5M 

Name of Gov./Commercial Entity: Department of 
Technical Re(;!. Name & Phone: 
Robert lngwalson Education, Federal Student Aid (FSA) 
Phone Number: 202.377.3463 

Description: KCG is providing direct support for Federal Student Aid's Chief Information Security Officer as a part of their Security & Privacy 
Team. KCG provides Information Security Program Management Support, Information Assurance Support (e.g., C&A, Security Authorization), 
Information Security Governance Support, and Vulnerability Assessment support. 
Direct!~ relevant to the CSPSS SOW: KCG's team of IA specialists are responsible for ensuring aa FSA systems maintain and obtain 
Authority to Operate for over 30 systems and for facilitating the collection and reporting of FISMA metrics on a quarterly and annual basis. Our 
team led the adoption of the Security Authorization approach in alignment with the NIST Risk Management Framework. Additionally, 'KCG has 
established a Continuous Security Authorization (CSA) program for Federal Student Aid whereby the security posture for all FISMA reportable 
systems are validated on a frequent schedule (quarterly) based on operating risk. In support of FSA initiatives, KCG has developed policy 
documents and requirements for operating the security authorization and CSA programs. This Includes coordination of internal FSA resources 
and reporting frequency to decision makers. As part of the security authorizations and CSA, KCG generates discovered deficiencies in the 
form of Plan of Action and Milestones tPOAMs\. All POAMs are documented based on NIST SP 800 series recommendations and auidelines. 

T he foregoing is a statement of facts 

Signature: cl/?.A/4/1~ Title: Vice President, 0Qerations Date: June 27, 2012 
, 
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1. Firm Name & Address: 2. Year Firm Established: 3. Date Prepared: 
Prometheus Global, Inc., 2003 June 27, 2012 
14121 Parke-Long Dr. Suite 220, Chantilly, VA 20191 

4. Type of Rrm: 
LA. Small Business _ B. Small Disadvantaged _ C. Woman-Owned _D. Hubzone _E. Service-Disabled Veteran-Owned _F. Other 
(Specify) 
5. Principal Points of Contact: {list two bl'. Name/Title/Current Telephone Number} 
Michael Shinn, CEO 703-266-6006 x101, 703-403-6935 (cell) 
Casey Priester, Vice President 703-266-6006 x103, 703-725-9538 (cell) 

6. Present Offices: (Address/Telephone} 
14121 Parke-Long Dr. Suite 220, Chantilly, VA 20191 

7. Past Performance Last 3 Years 
(1) List Contracts Similar in Size (Dollars) and Scope; (2) List Contracts Similar in Scope Only 

Contract No: W15P7T-06-D-E402 / S3R-0475 Contracting Contact Name & Phone: Brief Description and How it is Similar to 
Period of Performance: 10/11 - 9/13 Geoffrey Hermansdorfer NRC's Requirement 
Dollar Value: $1,786,001.46 (410) 553-3435 Certification and Accreditation under DIACAP 
Name of Gov./Commercial Enti!Y: and CENTCOM C&A requirements. Provide 
U.S. Army REDCOM, CERDEC, 12WD Information Assurance (IA) Support for 
QRC Branch Technical Rep. Name & Phone: identification and resolution of Information 

Adam Bogner Assurance issues and concerns. Develop and 
QRC Branch Chief contribute to guidelines, plans, policies, 

analyses and reviews that require IA expertise 
in the areas of System Security Authorization 
Agreement (SSAA) Assessments, Review and 
Processing Initial Authority lo Operate (IATO), 
Accreditation, Certification, Port Protocol and 
Services (PPS) evaluation, Chief Information 
Office (CIO) Assessments. 
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Contract No: GS-35F-0306J/HHM402-04-A-0010/0059 Contracting Contact Name & Phone: Brief Description and How it is Similar to 
Period of Performance: 11 /09 - 11/10 Jon C. Perry NRC's Requirement: 
Dollar Value: $150,462.40 703-984-3352 Security O&M, Continuous Monitoring, and 
Name of Gov./Commercial Entitv: Incident Response duties. Preparation of 
Defense Intelligence Agency, Information Assurance Technical ReQ. Name & Phone: ConOps. Member of Change Advisory Board. 
Protection Center Terrence Maddeaux Security oversight for multiple network 

202-231-4454 enclaves, web applications, and customized 
software. Preparation and dellvery of SSAAs, 
ConOps, and related security program 
deliverables related to SSDLC 

Contract No: PO 5660018282, "FTK Enterprise Contracting Contact Name & Phone: Brief Descri12tion and How it is Similar to 
Forensics Lab" Scott King NRC's Reguirements: 
Period of Performance: 8/11 - 12/11 858-613-5716 Perform complete INFOSEC Assessment of 
Dollar Value: $71.1 76 implementation of secure forensics lab. 
Name of _Gov./Commercial Enti!Y: Technical Re12. Name & Phone: Provide SME-level guidance on IA-related 
Sempra Energy Scott King issues. Provide input into secure build 

858-613-5716 standards and operating procedures. Perform 
penetration testing on lab for quality 
assurance purposes. 

The foregoing Is a statement of facts 

Signature: 
~~ 

Title: Vice President Date: 06/27/2012 
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4.2 Awards, Accolades, and Letters of Commendation 
RFP Section E.9, page E-6 

MAR, Incorporated was awarded ISO 9001 :2008 certificatioh according to International Quality 
Registrars (IQR) on June 13, 2011. In addition, MAR passed its first sixth month surveillance in 
January 2012. Four of MAR's management team completed the ISO 9001 :2008 Internal Auditor 
Program and are hereby certified to perform ISO internal audits. 

From: Welkie, Andrew 
Subject: RE: DDMS Findings Tracking sheet for annual hardening requirement 
Sent: Thursday, April 19, 2012 2:02 PM 
"Thanks and it has been a pleasure working with MAR the past several years!" 
Andy 

From: Natalya Bobryakova 
Subject: FW: Draft IRSD scorecard 
Sent: Monday, April 02, 2012 4:29 PM 
'Thank you for your great support!" 
Natalya Bobrykova 

From: Brosky, Kathleen 
Subject: RE: Delivery: FAIMIS Test Environment Findings Tracking Sheet 
Sent: Friday, March 16, 2012 9:34 AM 
"Thanks to all you for getting this delivered to us ahead of schedule". 
Kathleen 

From: Peyton, James 
Subject: RE: Delivery: ACS Contingency Plan and Contingency Test Report 
Sent: Monday, March 05, 2012 11 :41 :24 AM 
"I was very pleased with the execution of the CP test and am glad that Contingency Test Report 
is overwhelmingly positive". 
Jim Peyton 

From: Flynn, Sean 
Subject: RE: Summary of phone call for Region II SSP/BIA/CP updates 
Sent: Thursday, January 12, 2012 12:57 PM 
"Thanks. f very much appreciate your assistance and professionalism". 
Sean 

From: Sage, Alan 
Subject: RE: Request for Extension of Authority to Operate (ATO) for the Emergency Response 
Data System (EROS) 
Sent: Wednesday, November 02, 2011 8:52 AM 
" ... Excellent job." 
Alan 

From: Peyton, James 
Subject: RE: Status of ASCT for SLES 
Sent: Tuesday, February 14, 2012 2:39 PM 
"Excellent, thank you . .. .. Thanks for being so responsive!" 
Jim 
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From: Natalya Bobryakova 
Subject: RE: Delivery: Draft ADAMS SRA and SSP Updates 
Sent: Monday, July 11, 2011 10:34 AM 
"Thank you all very much! I really appreciate both the quality and timeliness of these 
deliverables". 

Natalya 

From: Steve Liu 
Subject: Thanks: SFST Classified Laptop 
Sent: Tuesday, October 25, 2011 4:03 PM 
"Bill and Tom, Thanks to Brian's outstanding work, the scan/harden on NMSS/SFST classified 
laptop was completed today. The job is well done. We have struggled to find a solution for this 
task a long time. I am so glad that CSO and MAR help us to get through this. Brain is a great 
asset to NRG IT security world. He completed the work so quickly. Excellent! Thank you all. 
Steve" 

From: Natalya Bobryakova 
Subject: RE: Delivery: Final Public ADAMS Web Applications VAR 
Sent: Thursday, August 11 , 201 1 2:22 PM 
"I want to thank the MAR team for a great Job they did in a two-phase security testing of the 
ADAMS Public Web applications. Thanks to them, we resolved a critical vulnerability before 
starting the User Acceptance Testing. Also, I am really thankful to BIii Dabbs and Thorne 
Graham for providing the technical guidance. It was a good teamwork! Thanks again, Natalya 
Bobryakova" 

From: Lovell, Louise 
Subject: Letter of Appreciation 
Sent: Friday, January 29, 2010 5:02 PM 
''Tom, I greatly appreciate the outstanding support that Mr. John Ribeiro of your technical staff 
has provided for the mitigation and resolution of the POAMs for the OCIMS Project. These 
identified security risks had resulted in a highly visible risk profile for this investment which is 
mission critical for the agency. Many of these were broadly defined and required updates to 
security documentation and enhanced procedures to address the auditing and oversight 
controls. NIST guidelines called for increased procedures in System Administration and 
management of User Accounts to protect and track system access. John has handled our 
needs for additional security controls with knowledge, professionalism, and timeliness. He has 
brought technical depth to the security scanning and patching for the servers. In addition, he 
has been proactive in defining realistic enhancements to existing procedures and interfacing 
with our Computer Security Office in clarifying areas that should be addressed by waivers from 
the controls. This is particularly significant for the Security Event Logging capability which is 
more cost effectively implemented as an agency wide implementation which would include the 
OCIMS logging. I have also appreciated his readiness to work with the OCIMS technical staff to 
clarify and implement required changes. John has followed up on questions and issues; and 
provided excellent customer service and a high quality of expertise in security control concepts 
and implementations. He has supported staff with varying technical backgrounds and 
responsibilities. Many thanks to MAR for providing outstanding technical staff such as Mr. John 
Riberio. Hls work has resulted in the significant cleanup and resolution of OCIMS POAMS. We 
look forward to his expertise in the on-going quarterly security scanning and reporting that is 
now underway to maintain the security posture for this mission-critical system. Louise" 
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From: Lovell, Louise 
Subject: Letter of Appreciation 
Sent: Thursday, December 03, 2009 6:25 PM 
"MAR Management. I greatly appreciate the support that Mr. Tom Evans, MAR Task Order 
Project Manager, provided for the NSIR SGI Laptop Certification and Accreditation during 2009. 
I have been the NSIR Project Manager and responsible for ensuring that our office laptops are 
in compUance with new Computer Security Office policies and procedures for laptop 
certification. MAR's activities included development of the certification package, application of 
security patches, changes in configuration settings, and establishing new monitoring practices. 
Tom planned the MAR task work and led his Technical Staff through the steps that were 
required for this effort. Because some of these procedures were new, Tom's work also involved 
creativity and flexibility in adjusting work to the new requirements. Following are examples of 
Tom's leadership in accomplishing our certification tasks: 
• clarifying new CSO security procedures and requirements 
• quickly adjusting technical staffing to ensure appropriate experience and skills 
• working with CSO to develop and pilot security certification processes 
• working with CSO to develop continuous scanning and patching processes that will be 

needed for maintaining adequate security controls 
Tom has handled our discussions and meetings with knowledge, professionalism, timeliness, 
and an appreciation for tradeoffs between risk, investment, and agency priorities. He has been 
proactive and brought technical depth to refining the certification checklists, configurations, 
security procedures and reporting. He has followed up on questions and issues and provided a 
high level of responsiveness in clarifying task work. Tom's efforts contributed significantly to 
moving our certification ahead and resulted in our achieving the Authorization to Operate for 
these laptops early this week. Louise Lovell, NSIR Project Manager " 

From: Louise Lovell 
Subject: Letter of Appreciation 
Sent: Monday, August 24, 2009 6:01 PM 
'Tom, I greatly appreciate the outstanding support that Mr. Brian Pham of your technical staff 
has provided for the certification and accreditation of the specialized office laptops. These 
laptops have required special configurations and security controls to protect sensitive 
information which is processed by them. The System Administration and User Accounts have 
required additional procedures and controls to protect and track access. Brian has handled our 
requirements with knowledge, professionalism, and timeliness. He has brought technical depth 
to the security scanning and patching for the individual laptops. In addition, he has been 
proactive in developing new procedures and interfacing with our Computer Security Office in 
implemenUng new agency policy and guidance in our environment. I have also appreciated his 
readiness to work with the technical staff in the Office of Information Services in developing a 
standard image that may be supported agency wide. Brian has followed up on questions and 
issues; and provided excellent customer service and a high quality of support and 
responsiveness to a variety of staff with varying technical backgrounds and responsibilities. 
Many thanks to MAR for providing outstanding technical staff such as Mr. Brian Pham. His work 
has resulted in the timely completion of the certification package for these laptops which are 
critical to office business functions. Louise Lovell" 

From: David Curtis 
Sent: August 30, 2007, 11 :25 AM 
"Audrey, I have had an opportunity to review the document and I wanted to thank you and your 
team for your work. I am pleased with the quality of the work and the attention to detail. 
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Working with Ericka has been very pleasurable, and she politely kept me moving to get the 
document completed. I have forwarded the SecCat to the system owner for his final review, and 
expect it to be forwarded to the SITSO shortly. David" 

From: Karen Paradiso 
Subject: Fwd: System Self Assessments 
Sent: August 15, 2007 
"Hi Charlie, I have reviewed the System Self Assessments and provided you with the sign-off 
form. I do have a few comments. First, as I indicated previously I appreciate MAR documenting 
the system assessments. With the information that they were provided and the short­
turnaround they did a good job. However, I did notice that in attempting to document the 
inherited controls they did not have quite enough information to document these accurately for 
each system. Some things don't inherit quite as cleanly as we would like for each system!! 
Actuaffy, it's my job then to make sure the documentation is accurate!! Based on that, I did not 

get to finish updating each document to be as accurate as I would like. Attached are the 
updated versions for LAN/WAN, DCS and MPKI. Web Servers is based on fast years ... f'm OK 
with that as well. I will update the others as best I can next week .. . in between POAMs and 
E300!! Thanks! Karen" 

4.3 List of Terminated Contracts 
RFP Section E.9, page E-6 

MAR, Incorporated has not had any contracts terminated for default or for cause, MAR has not 
received any show cause letters, cure notices, or poor performance letters. 
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Description of Acronyms and Abbreviations 

Acronym Description 
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INTRODUCTION 
MAR's cost proposal was developed from our team's combined Cyber Security 
experience along with the performance metrics captured in our TaskTracker system used 
to support the NRC C/SSS contract. Starting with historical trends as a basis we 
developed a realistic mix of labor hours and resource distribution for each of Attachment 
D's unit and ceiling price CL/NS. 

MAR, Incorporated (MAR) is pleased to 
provide the NRC this Business/Cost Proposal 
in response to NRC-HQ-12-R-33-0067. Our 
proposal is fully responsive to Section E.9 of 
the RFP. We believe it is clear, accurate, and 
reflects a realistic cost approach to efficiently 
completing the tasks for CSPSS. 

Under the NRC General Services 

HIGHLIGHTS 
• MAR and our subcontractors have certified we 

are c/.ear of any NRC OCO/ for the past three 
years. 

• MAR's cost proposal was developed using NRC 
CISSS metrics as a starting baseline. 

• We have prepared realistic unit pricing through 
aggressive labor rate discounting and a 
balanced labor mix. 

Administration Alliant Small Business (GSA ASB) task order MAR will deliver firm-fixed-price 
(FFP) and time-and-materials (T&M) services as outlined in the Statement of Work (SOW) and 
in accordance with the cost model requested in Attachment D of the RFQ. MAR is not 
proposing any fixed hourly labor rates that exceed the Year 4 fixed hourly rates in our current 
GSA ASB contract. We have selected specific labor categories and have significantly 
discounted the associated rates to deliver the services required under this project. Our proposal 
was prepared based on the understanding the NRG will add the total proposed cost/price for 
each option period to the total cost/price for the base period to determine the total proposed 
cost/price. It is understood that the NRC may perform cost realism analysis to derive an 
evaluated cost/price for each contract year and for the entire proposal. 

Within this volume we have included: 
• Acknowledgment of the receipt of the solicitation and amendments as posted on GSA eBuy 

under the GSA ASB. 
• Documentation of MAR's purchasing system acceptance/approval. 
• Response to RFP Provision E.1 2052.209-71 Contractor Organizational Conflicts Of Interest 

(OCOI) along with documented certification of no OCOI issues for MAR and each of our 
proposed subcontractors. 

• Response to RFP Provision E.4 2052.209-70 Current/Former Agency Employee 
Involvement for MAR and each of our proposed subcontractors. 

• The Cost/Price narrative, proposed GSA ASB labor categories, discounted rates, and base 
and option year pricing. 

• A copy of the MAR GSA ASB contract with all modifications. 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 MA f:l Reference No.: NRC-HQ-12-R-33-0067 I Jiune 27, 2012 
Nuclear Regulatory Commission I Cyber Security Program Support Services (CSPSS) fNCOADORAT.0 ____________ _, __ ,_,.,;..;_,_-.;;,;,;;.;_,., _ _..;;..;,;.;====----'-;;_,;,_;,;.;.;;,;;;.;,._~..;,.;;_;_..,;;;,;;_,.;;i;_J;_;.;.;.,;.;;_;;;.;,.;..;.;;;.;;;..:I;. ;;_;;;.:..;;_;:._ 

1.0 ACKNOWLEDGEMENT 
AMENDMENTS 

OF SOLICITATION AND 

RFP Section E.9, page 5 

1.1 Standard Form 1449 
RFP Section E.9, page 5 

SOI..ICITATION/CONTRACTIO"RDER FOR COMMERCIAL ITEMS 
OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, & 30 

, flEOUlSJTION NO xx 

4 tlON1AAfJl NO ·-"" • «:II. ll)f ATlt'W la.MUI OAl[ 

I FOR SO( CITATION 
JNf~M°'TJON CALL 

• ~::w.."'ir.-0S~u 
4 :00 P N . EST 

ft t.S&Jl'.Q8'1' 

U,\", 1 l,1Jr.l•ur 1\\'fJ'..,l4tOr) .:011111. >~•oo­
ul ~, ••t C:\1nt,iact.,. 
f\11n, Jo,.,1,.,, .-\J1,u► 1 

f-t.Ji l nos:r; Wl1 01 lHUM 
Wuhi,HJton, OC 20!>~:> 

:!!--­:i::=-· 
::J:=,:o 

-~,BWJu.111JPJt,S& 
- ~!il.GIBLfl,H;IEA.IHE.~\l'MEH~IFO 

11MU. Bu!WffSS rM<tllM.1 NAIIA ~ ' 0 iJ -·- &1Zl$TAH0ARO 

125 ~ Ml ll .on ••·••u1,•••0L-•u -- --,1 DlU'YI.RY",~roaDUTINA- ,1 OIISCOUNt Tu.d 

C: 
1)b RA1W,,,0 

TfON UNI.US BLOCK IS t./A 1~ YltlSCOHfRACTISA ~/A 

"'"""'° RATt:OORDUI\K>tR 

:J CCC eeMCDULlt 
DPASt1!>Cfft ICIO) ~O,QICITATION 

RIO IFB EJl<H" 

1& DE;LMRTO COOf \t .tOMi.,~Stl:DIV COOE 3100 

u.s. Nucltu,r thtqulalory Cuml'll ■uon U.S. X,u:lur llf,'Ju~•lory Corn111 on 
Ou. o! COritn,eu 
-M,ul $\.Op: NK•Ol• HOM 

',4ashlnqlon OC 20~5S k•ehlngl011, oc ,oss; 
'11 CONlRACTORK>fJCRON COO< I '"""""COOf t .. PAYMUffWUllMAOE:I'< cootl .ll00 

MAK, Incorporated Ocp,111• L-.1l V( llll.1'"1 1UI. I NIIC 
NW.(;'P"'fM~l ■ _>i:OCOe!lYUf N'lC, QOV 

1803 Research Boulevard, Suite 204 Alli\: r sc:•l St!CYICC-8 ~nmch - 0217D 

Rockville, MD 20850 "1301 w. "4~.C!eld Avenue 
DitnY., CO 102))•'1 )0 

TILCPHONC NO 
...... '"" 3012J1,0100 

C rn, CHCCK., RnMnNtCe is DtJFlN:Hf ».OPUJ SUCH ADDRUS 1NOF11A 
,. ae,,i,r lftYOICt.a TO~UI 1HOWN IN 11.0CK , .. UN.UIIL00C G[Lf1,N II CHECIW.0 

I ICEAOOlNOU'M 

" 
,. 

" .. 23 " ltEMNO ISQ4EOUltOI-~ OUAHlTJY ... , 1.NTPRICE AMOU<T 

Th• cont.r•ctor sht.111 provado tho U.S. N'JC~cu Req.Jl•t.ocr 
COllWUssion INHC) w.1.t.h t.hc scn~ccs d~scubeel tn th@ 
enclosed Stateme"lt of Wo!'k (SOW) - At tachaent A, ond 
t.c?''"s and concht.,ona o' t.hls t.~o,(, ocoor. 

1u.u111:~..a,o,~ .......... »--.-~1 

__ J 
~,. 8(1.UCITAT~INCORPORAfUO~Rl~'I~ IU ... ,.u.,, .. ,...,.u·i.uMAn~'4\.D it-Dr,uo~ l..!J""I Akl'l'f-1tAnAl:t!I I) 

1111 COfflRACl~tWIEON)fr:t~T(•D~ RDillliHCi ' Nl.11i11,1• fMll .. tll'S .. nM:Ko MX)[HI)\ Ml. AA:£,.olATI ... CJU:U 

H COf.lTMCTORISftEOUlfltoro11GNTH<!$ClOCVM(HlN,OM."fUltH__ ,, ,,,,,,.,,,,,o,co-,rRACT .._,. -- ---- _<>'"rtlt 
- COPtE&TO tSStllNGQFrtCE_ CONTRAC10RAORUS.rof\ANIS,tNfO 01'.TW,_~=======~ VOIJROfflRO"\ISOUCIIATtOt, 

Dll.1\/9' AU rt IMS S£f FOftTli CJflOtliERWISE ioemffEO~ IHJ ON Nff Jtlt.OQC ~ ~ AHV ADDITTJHS OR Ow,,iGES W,t!CI-I AA£. 
ADOITCCINM. SliltET& &uBACT TOT~ TERUS N'4J WQnot-~ SP£0J"l'!:D S£f FCRT"H i~ IS ACa-PTtD "1- JO ff([d:."': 

~.m«>RtlED F0,.1.0C,t,L ~nON 
PREVIOUS SJmoN l!i NOl USASt.E. 

JI• ~B>Sl"1t.SOFAt.lEftlCAf$1GfriATUflEOFOOHTRACflffG~AC£m 

J1a .,..-OFco,lTIVICTNGOFFICVl(l"t'PE.ORPRINTt 
Jru:t:!ph L. 'ff.:..dd!tp 
r~,r,..,..t. ~ r,rf 

STANDARD FORM 1,t49 lftl;:V 2f.l01:J') 
~byGSll•F~l'IC!fA.~U'12 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 MAJ:l Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
ONC ORPORAT. 0 _________ N_u_c_Ie_a_r_R_e..,g._u_I_at_o_r._y_c_o_m_m_ is_s_io_n __ c.,,y_b_e_r _s_e_c_ur_i_.ty_P_r_o_.g._r_am_ s_u ... e ... e .... o_rt_ s_e_rv_i_c_e_s_.(_c_s_P_s_s.._) 

1.1 Standard Form 30 - Amendments 1, 2, and 3 
RFP Section E.9, page 5 

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

6 ISSUtiOBV 
r.ooe 

ii flEOUISl h0~WUI .CltASt AtO, NO. 

NRC·HO·R·lJ·0067 

t COHl AACI IIHJ()Ot 

coot/ 3100 _J_l_O_o _______ 1. AOMlNISlEREO IW 111 oawtrtnan 118'11 &J -------
U.S. Nuclear R.egulatox:y Commj-salon 
Div . of contracts 
Attn I JordtAn Pulanki 
Mail Stbp, TWO 01 · ll!QM 
Wrtahl ngt on, UC 20~5~ 

To al I Otfc~ou/Biclcl<>~• 
MAR, Incorporated 
1803 Research Boulevard, Suite 204 
Rockville, MO 20850 

FACILITY CODE! 

U.S . Nuclear Regulatory CommJ.ssio.n 
o;v. of contr~cts 
Mail Stop, T~B- 01 · 010M 

Wanhtnocc,n, flt' ~05~S 

0() t A1 AMllNUML.Nt Ot MOl lf:UAIION Nb 

Nl!C · HQ 12 R•Jl•0061 

91l. OA{i;O lSO: lt EM t \I 
)C OF'i- nl - ?.012 

! 0A. MOOIFICATION Of CONfRACT/OROcn NO 

108 OATCO (SEE ITEM 13) 

11. THIS, ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 

~ The above numberod sollcltarlon Is amondo<I as sot lorth In ltom 14. Tho hour and data spocltlod for recolpt of OIiers Is o,tended, x Is not o,ton<fed. 
Offers must acknowtedge recelpl of this amendment prior lo the hour and date specified in Iha solicitation or as amended, by one ol the tollowing methods: 

(a) By completing ltoms 8 and 15, and rotumlng ____ coplos of tho amendment; (b) By acknol"Aodglng receipt ol this amondmont on oach copy of thO 
ollor submitted; or (c) By separate letter or telegram which Includes a reference to the solicttation and amondmont numbers. FAILURE OF YOUR AC­
KNOWLEDGMENT TO BE RECEIVED AT TME PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY 
RESULT IN REJECTION OF YOUR OFFER. It by vlrtuo of !his amondmont you desire to chongo on offor olroady submitted, such chongo may be mndo 
by rologram or lotter, provided each telegram or lotto, makos roloronco 10 rho sollcltallon end Ihle emondmenr, and Is received prior to rho oponlng hour 
And ato lllo ' 

1::, AGCOUNIINO ANO AJJPttOl't~tAIIONOAlA (H roqulrod) 

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS, 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

~ A. 1HISCHANGE OAOEHISlSSUWPlJHSUAHTTO: (St;ocifyaulhOl\lyl n «C:CHANUES ser.,.~111 1NII .. M 1<1Anc MAO[ (N THECONTAACJ OOutRNO. IN ITCM 10A. 

8. l HE AOOVE NUMBEAEO CONTHACIJOHO.:H IS M()OliFIEO TO ncru:cr THC AOMINl9 IAA11VI: Cl IAHGlcS 
1 SET FORTH IN ITEM ! 4, PURSUAN r T01llf: AUTHOAITV ~ r-An 43 103(b). 

(Mith H Ct'Ullr'IQM-11'1 peytng emc., f!MltOf)riwllon dMC, OIC.) 

c. JHIS SUPPLEMENFAl.AOAFE:Mt-NI IS t-N1t-REO INTO PunSUANf TO AUTHOAllV Of: 

0 Olllt<.A {~y l't'f)IOlmod,,IIOl!lllOnlntlMJlht>rily) 

E. IMPORTANT: Contractor x Is not. is required to sign this document and relum copies to !he Issuing office, 

1'4 OFSCAIPllON OF AMFND~NT/MOOIFICATION [OrQGAIHd tty UCF ~IOn hN<lit'IQt, lnr.ludlng ~facl toojed ml!ler ~ INli:llt) 

Please see the attached responses to questions. 

15A NAME AM0111lEOFSIONER (l~pn l'lfpiw,IJ 
Michael P. Norclo 
Ct,aJrman and Chief Executive Officer 

IOA.NAMEANOm1 1 OFCO~ACTINGorrFICC~ (l','Nlo, ul'lnt) 

Joseph Widdup 

15C. DA.TE SIGNe.O 
June 27, 2012 

16B,UNfT£0STA'ft:90FAMf~ HiC DA1C$GNi:0 

NSN.ffl40•0J•l~~/O 
PREVK'.>IJS fOlf()N NOT OSABl.t 

UY 

S:l AHllAAO F0nM,O (REV 10-93) 
P-dby0-'!A•IAR\""CFRIW'3 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 MAJ:l Reference No.: NRC-HQ-12-R-33-0067 I Jiune 27, 2012 
,NcoRPORAT•o _________ ..;.N;.;u_c;.;.le .. a .. r .. R=e.ilg.;;u.;;la;.;t.;;o.;.ryi..;:C;.;o:.:.m;.;.m=is .. s:;.:i;;o.:.;n:...:..I ..;C:;.Yi.;b:;.:e:.:r .. S:.e:.c:;.:u::r:.:.i:..ty:..P:..:.:ro;.ga;r:,:a:.:;m:;..;;S:::u:i:e:.se:::o~rt.:..:;:S:::e::.rv;;i:.:c:::e:.::s:.J(.:C:::S~P..;S::;S:::.L) 

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 
BPAt«>. I COt,lfJW:l IU COD£ PAOC 

1 

2. AMEND~Ni1MOl)lFICl\flON NO 

A002 

.J fH-eCU\ll- OAT[ 4. nEOU!9IIIONll-'URCIIASE ACO, NO. 

NRC·HO-R-33-0067 

6 PfO.JCCT M> (11 li,pllr..,Clla) 

fl' 1$SU~D UV COOE _' J_1_0_O _______ 1.AOM1NIST~EOBV (t101"M:ltllllt'l tll!ffi6) COD£ 3100 

O. S , Nucle:Dr Regul a t o ry commi.aaion 
Div. ot Contract.& 
Attn: Jordan Pulaski 
Moil Stop, TWB-01-Bl0M 
Washingt.on . OC 20555 

It, NAo\'ll ANO AOl»IE!l.~ Of CONlR,\CfOA (Net, fo1'90t. county, 51111111d llP Coot!) 

To all of fer-ors/Bidders 

MAR, Incorporated 
1803 Research Boulevard, Suite 204 
Rockville, MD 20850 

COO£ FACILITY COD£ 

U.S. Nuc l ear Regulatory commiesion 
Div. of Contracts 
Mail Stop: TWll-01-Bl0M 

Washingt.on, cc 20555 

()C) 0 .... AMf!NllMEN'T or soucnATION NO 
'----

JIIRC-HQ-12-R-H-0067 

IJI] DMFD (SErfn:::M II) 
X 06-05 201 2 

10.A M(;IOlflf'.Ar•owUf:OONTRACf,QflDERNu 

lOU UAl'-0 \bCT'ffEM 1J) 

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 

x The above numbered sollcila1l0<1 Is omondod as sot lorth In Item 14. The hour and dale specilied lorrecelpl ol Olfers [7 is extended. 'x Is not ex1ended. 

OIiers must acknowledge receipt of this amon<fmon1 prior to the hour and data specified In tho sollcllatlon or as amendOd. by one oilhe lollowing me~: 
(a) By completing llems 8 and 15, and returning ___ copies ol lhe amcndmenl; (b) By acknowledging receipt of lhis amendment on each copy ot the 
otter submllled; or (c) By soparate lottor or tologram which Includes a roforence to tha sollcllall0<1 and omondment numbers. FAILURE OF YOUR AC· 
KNOWLEOGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR ANO DATE SPECIFIED MAY 
RESULT IN REJECTION OF YOUR OFFER. If by vMuo of this amendmonl you desire lo change an offer already sullmitted, such change may bO made 
by 1elegram or letter, provided each telegram or lettor makes rotoronce to the sollcl1atlon and this amendmont. and Is received prior 10 tho opening hour 
and dates ified. 

12 ACCOUNnNOANDAPPflOPRIATKlNDATA (N~fN) N/A. 

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS, 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

~ A nus CHANGE onocn IS ISSUFO PURSUANT ,o {Sp9dtytw~ me QWfOES SfT fOOTH IN rTCM 1• ARE MA.CIC IN n1c CON!f\ACT OODER N0 IN ITCM '°" 

f.i l!lh A00VC MJt.ecncocomnACIK>AOCR 1.., f«.)()1nco TO flt ~I 1:crTHC AOMIN:ISIHAll'Vli CHANOCS 
SH' f 0f'.11HIN IICM 14, f>Ufl8UANI 10 lllii AUHl()fllTVOf' rAA ll:J 103(1>} 

(~lfh M cnaoge1 In fllvk'O ottleo, app~uon c~110, OIO) 

C 1111S SUflf>t[MCNTAL AOnED.I NI IS ENU:RCO INTO PURSUANr lO~UTHOrnTY Of,: 

D OTHER (Spe~'f "'po d madillcl11on •nd 11i111huri!y) 

E. IMPORTANT: Con1rac1or ~ Is not, C Is required to sign lhls documon1 and roturn ____ copies 10 tho Issuing office. 

14 ocscrnPTIONOf AM£;NOM1:N'I/M001t-lCAT10t,I (O,ganl79dh'/UCF-IMN!llonhoodlng1 lnc;txllngldleltt!rotvconm1tl llUblcK:I mat1e,M11refC1tlibio,) 

Ploua ooe the attached amondmontu to tho RFP and reapon1H to quaationo. 

15A. NA.MC A.ND nn.COf SION~H (Type arpMI) 16A.NAMtANDml EOF CONTAACTINCoi:;occn (l'fJMOCpr,nl) 

Mlch~ol P Norcio Jooeph Widd\Jp 

Chairman end Chief Executive Officer 

1~ DAI L SIONf'D 
June 27, 2012 

1fl8 UNrrFORTATtS()FA,-i-.. mcA 18C CJATCSIA,,,EO 

NSH tGAi,-01 ,~ eoro 
POCV10US UJ'l!UN NOi U3,\l:tl F 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 
,iin Ji Fl IYI~" Reference No.: NRC-HQ-12-R-33-0067 I J1une 27, 2012 

•NCORPORAT•O _________ N_u_c_Ie_a_r_R_e..,g._u_I_at_o_r._y_c_o_m_m_ is_s_io_n __ c.,,y_b_e_r _s_e_c_ur_i .. ty_P_r_o_.g._r_am_ s_u ... e ... e ... o_rt_ s_e_rv_i_c_e_s_.(_c_s_P_s_s.._) 

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 
SPANO. 1 C'.0NTAACr 10 COOE 

2. Ah'£HDt,1£Nrfl.!00tF.CATION ~ao 

AOO] 

~ RCOUl$1flOH'PU~CIM,S£.FIEO NO 
NRC- HQ-R-33·006? 

e. ISSUE:DOV COO~ 3100 7, 001,1"5lff!EOBV llloll" '""''''"Ol 000< )100 

tJ .S. Nucle;.ar Regu.lotory comnii:uu.on 
o:iv. of Contracts 
Attn: Jo,dan Pulaski 
Mail SLop , TWD- 01 - Bl0M 
Washington, DC 20555 

---------

B NAME ANO AOOOESS Of CONTR~CTon lNo1, I IIUQ~ C01.Jn1v. SSIM• IVl(f ZIP eooo, 

To all Offe:rors/Bidde·t·s 
MAR, lncorpora!ed 
1803 Research Boulevard, Sulle 204 
Rockville, MD 20850 

FAt:11 1rvcoOF 

u. s. Nuclear Regulatory Commu,eion 
Div. of Contrac ts 
Mail Stop, '1".rB·0l·Bl0M 

Washington, DC 20555 

(XI 1911,AI-IE~ENTOr SOLIClfA1IONNO 

NRC- HQ· 12-R· 33·0061 

90 OATCD 1BC:Cllt!M tt) 
X 05 · '3 1 ·2012 

10A MOClr!ClAnt>NOFCONffiAOTICIADCONC) 

100 DATCD (~Lil IIUA 131 

11, THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 

!X The above numbered sollcitalloo Is amondod as sol fMh In llom t4. The hour and dale specitied for recelpl ol Olfers Is extended, ~ Is not extended, 
O ffers must acknowledQe receipt al !his amondrmenl prior lo lho hour and date specllled In tho sollcl1a1lon or as amended, by one of tho following molhods: 

(e) By complellng llems 8 and 15. and returning ____ copies of the amendment; (b) By acknowledging receipl at lhis amendment on each copy of the 
offor submitted; or (c) By soparalo louor or lologrom which lncludos a rolerenco la 11>0 sallcilallon and omondmont numbers. FAILURE OF YOUR AC· 
KNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY 
RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an otter already submlned, such change may be made 
by 1elagram or loller, provided each telegram or lotter makes rotorenco 10 !he sollcilolian and !his amendmont, and Is received prior 10 the opening hour 
and date s 'lied. 

12 ACCOUNTINO ANOAPPflOPnlATIONOATA (llttQUlrtd) N/A. 

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS, 
IT MODIF,IES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

_i!L A Tl1ISCHAH06 OADtiR tS ISSUCDPUnst.JANT 10: (8poclryauIhOl't~) THe CllANO .. S SET FORTH iJII lTCM 14 Arte MA0E IN THE CONIRACTOROER NO. IN IT[M 10A. 

8 rnE AO(Mj NUMOCRCOC:ONTRA.OT()flOCn 18 MC)t)lflCD lO ncn CCT ltlE AOMINIS IRATIVE CHAHOCS 
HT roATii IN IT[;M 1◄, PUMUANf TO THC i\VTHOl1fTV Of rAn ~3 !Ol{bt 

C nus 8UPPl6MENTA.L AGntCMCNT Ill CNTCR(O INfO PURSUANTTOAUTl10fll1Y CW:: 

l o OTHCR (Spoc:fl~ l)'S>fll or mocllleotlOn 11'ld 1u1not1tY) 

E. IMPORTANT: Con1rac1or C.J Is not, ~ Is required to sign !his documoni and roturn coplos to !ho Issuing office. 

U CESCAIF'ltON OF AMENOME.NTIMOOIFl(;AI K)N (O!pnl1erJ t,y UCf. !il!Clloo OUClilgti, lndJclfng ~tlonlcont111(;t ~ IM\1., w!1Ar• ,ftlt1lbla.) 

Tho duo data for propooalu, opecified in box 8 of Lhe RPP covor pogo ISP H49), u oxtendod Lo, 

June 21 , 2012 b y 4.:00 P.M. 

ISA... NAME ANO Ol't..E Of SIGNEFi rrype DI pl'lrr1) 

Michael P. Norcio 
Chairmen and Chlel Exe<:utlve Ofllcer 

16A NAME AMO Tm.C or C0""1AACT~G Ot-HCE'.H (Tyf.la 01 prinl) 

Joueph Widdup 

l&C Oi\ fE ti1UNCO 
Juna 21, 2012 

160 UNllfOS!Alk.SOt- AMCftlCA l(l'.; OAn--S!ONflO 

~gN 7:,-iO Oh1tii!.-HOICJ 
l'lRrVIOUS ~OIJION NOf USAIN r 

av 
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M A A 
eBuy RFQ ID: RFQ671680 l':l" Reference No.: NRC-HQ-12-R-33-0067 I J1une 27, 2012 

ONCOAPOAAT•O _________ N_u_c_Ie_a_r_R_e_.g._u_I_at_o_r.._y_c_o_m_m_is_s_io_n __ c..,y_b_e_r _s_e_c_ur_i_.ty_P_r_o_.g._r_am_s_u ... e ... e ... o_rt_s_e_rv_i_c_e_s_.(_c_s_P_s_s ... ) 

AMENDMENT OF SOLICITATtON/MODIFICATtON OF CONTRACT 
I, CONTAACT ID COO£ rAOE 

J. 

R. AMENOMEHTIMOOfrlCATKlN NO 

A004 

4. REOUISOtOHIPUf'tOHASE "EO. NO 
NRC·HQ· R- 31-0067 

6. MOJECT NO 1, .,,.._, 

COOE 3 U)O 

U. S . ttuclear Regulatory Commission 
D.a.v , o f Cont.rac ta 
Attn: Jordan Pulao)ti 
Ma ,ll Stop , TWB-0l · Bl0M 
Wnohi rtgto n, OC 20!;55 

---------
f . AOtf!Nl_gTl:R!D BY ~ c1h.!r Nn Item 6) COO£ 3100 

u . s , Nucle ar Regu.lato-ry Commiaeion 
Div- . o f Cont~acta 
M.-il Stop: 't'WB - 01 - Bl0M 

Wnshi ngcon , DC 20S55 

I, HAtt1t AND ADOOESS or CONTRAOTOfl (No., atmoc. CQC.lf'IIY, Sta.to and ?IP Cooo) (X) 9A, A~NOMENT Of SO..tr.rJAllON NO. 

MAR, t ncorporat e(I 
1803 Research Bouleva r d 1 Su i ce 204 
Rockville, MD 208 50 

COO!, t--ACttJ'JV COOE 

NRC·HQ-1 2 • R-1) - 006 7 

98 IJ.'TEC (SEE ITEM Ill 
X 0S-31-2012 

iOA. la>IFIOAT)O~ Of CONTFIACTIOADEl'I HO. 

108- QAIED (Sf-F lfl-M 13') 

11. THilS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 

~ The abcue numberod sollcilallon is amended as sol lonh In Item 14. The hour and dale specified for rooslpt ol Olfers ~ Is extended. X Is ncl e><tendod. 
OIiers must aalmowlodgo recolpt ol thl• amc,ndmont prior ID tho hour and data spoclflod In tho sollcltatlon or os amended, by""" ol lho lollowlng mothodo: 
(a) By campleUng ltorn• a and 15, and rotu111lll\l copies ol 11\o omo11d111ont: (b) By ooknowtodgmg rooelpl al this omendmer,t an each copy ol lh~ 
ofler subn' lt1ed: or (o) By soparoto tonor or tolagrom \\!11c!1 lnelu(Jos o Nlloroneo to tho sollcttollOo on-d omondman1 MMbers. FAILUAE OF VOUR AC, 
KNOWL.EDOMENT TO BE RECEM :D AT 11-!F PLACE Dl' SIGNATEIJ FOH lHF RECEIPT OF OFFEHS PAIOA 101 HE HOUR AND DATE SPECIFIED MAY 
RESULT IN REJECTION OF YOUR OFFER. If by virtue ol this amendmenl you desire le change an clfer already submllled, such change may be made 
by tolegmm or letter, provldod eooh tofoomm or letter mokos roforence to the sollcltotlon and this amendment, and I$ rocelvod p~or ta the opening hour 
Anti rlAltt fl JIIAt1 

12, ACCOU~ING ANOAPPAaPfll,-,llONOATA (lt rtq.1fmd) N/A . 

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS, 
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

e ftiE.AOOVE NUMSCREO GOffTAACTIORDER IS M'.X)lr:-EO TO REFLECT llfE AOMINISTRAlWE C.._.,NGES 
~ fOi,lti IN JTfl\t 1• , PUMull\NTTOTIIE 11\llllK>l'ITV Of' f llA 43 10-1(1.tt, 

0. fHISSUPPl.EMENlALAGAf..EMCHf tSCrm:neo INTO ,:,unSUAN TC>A~ITHOnllY Of: 

E. IMPORTANT; Ccn~aotcr x Is net. --; Is reoulrod to sign this oocumoot and roturn cop{es to tho Issuing offico. 

IA M'-~t"'Jo4I1•tM"'IN n~ AW Not,M,.UI/ W 'lr\l~ICA f l('IN (O,Ull""w,dl)'f~_,.1..,,1hqftlr,u, ~ l~'O.,..,_•~•tl , 1llfkl,.,.1~...+i-fwtltJI&) 

If t he. GSA eBuy site ~annot: handle- the f..il.B size of an o fferor 1 fl proposal 1 off eror• E may a lte r na tively s ubmi t thei-t= 
propoaal1 di r ectl y LO 1~-.PMl~okier~,gnv wit.h t:he !lubject line "NRC· H0 - :.2• R l l - 0067 Proposal.,.. 

1SA NAM! AND rtTLtOP ~ CINt n lfl/flOCWf)1'.t) 
Mlohael P. \loraio 
Chairman and CEO 

NSN 7~.01 1~•8070 
llflCVIOUS (]OIIION NOi USo\lJl.£. 

1 !SC. CA TE SIGNED 

June 27, 2012 

IGA tMHC" ANO 11JLt n, ~.nNrnAm 1NRn r nr.l;A (T), .. Utl)ll1nll 

Joseph W'lddUp 

168 UN!lEDSTAlES OF ,U~ERIOA 

•• - ----,1_,,....- ,.-.,""eoo,-,-- .,,-or"'r'"_,..,~------

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 
Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 

,NcoRPORAT.
0 
________ N_u_cI_ea_r_R_e...,g_uI_at_o_.ry_c_o_m_m_i_ss_io_n_ I _c_,,y_b_er_s_e_cu_r_ity..__P_ro_..g_ra_m_s_u_.p..,p_o_rt_s_er_v_ic_e_s.._(c_s_P_s_._s} 

2.0 PURCHASING SYSTEM ACCEPTANCE/APPROVAL 
RFP Section E.9 , page 5 

The following memorandum provides MAR's certification of an adequate accounting and billing 
system. 

DEFENSE CONTRACT AUDlT AGENCY 
Columbi:t Br:aucll Office 

Qqe Mmll Nonb. Suite 200 
10015 Goveroor Warfield Put<wa.y 

Coh1mbll, MD 21044 
4 !0 964-2060 FAX: 410 997-3237 

10 July 1998 

"MEMORANDUM FOR DEFENSE FINANCE AND ACCOUNTING SER VICE 

SUBJECT: Authorization for Direct Submission of Public Vouchers 

MAR, Inc. (1) maintains an adequate billing system and (2) submits its incurred 
proposals in accordance with FAR 52.216-7, Allowable Cost .and Payment contract clause. 
Therefore, in accordance with Defense Federal Acquisition Regulation Supplement (DFARS) 
242.803(b0(i)(C), this contractor is permitted to directly submit public vouchers on government 
contracts without DCAA advance approval. By attaching one copy of this memorandum, and 
indicating in the signature block of the voucher that "Direct Submission [is] Authorized," the 
contractor is representing that DCAA b.as authorized direct submission of public vouchers to 
OF AS by MAR, Inc. DCAA will continue to review MAR, Inc. 's procedures for preparing 
public vouchers as part of our ongoing surveillance of the contractor's billing system. The 
contractor's CAGE (Commercial and Government Entity) code is 2F821. 

Please direct any questions regarding this memorandum to Mr. John Pizzillo, Supervisory 
Auditor, at ( 410) 964-2060. 

Use or disclosure of data contained on this sheet Is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 
,K'-A A Reference No.: NRC-HQ-12-R-33-0067 I J1une 27, 2012 
IYI " Nuclear Regulatory Commission I Cyber Security Program Support Services (CSPSS) fNC OAPOAAT•O---------... - _ _._...__ _____ ,__ __ ..___.., __ __._ .... _______ ....___.._ 

3.0 RFP PROVISIONS E.1 AND E.4 
RFP Section E.9 , page 5 

3.1 MAR, lncorporated's Response to RFP Provisions E.1 
and E.4 

3.1 .1 MAR, lncorporated's Response to RFP Provision E.1 2052.209-71 
Contractor Organizational Conflicts Of Interest (Representation) 
(Oct 1999) 

I represent to the best of my knowledge and belief that: 

The award to MAR, Incorporated of a contract or the 
modification of an existing contract does/ / does not /'6_/ involve situations or relationships of the 
type set forth in 48 CFR 2009.570-3(b). 

(a) If the representation, as completed, indicates that situations or relationships of the type 
set forth in 48 CFR 2009.570-3(b) are involved, or the contracting officer otherwise determines 
that potential organizational conflicts of interest exist, the Offeror shall provide a statement in 
writing which describes in a concise manner all relevant factors bearing on his representation to 
the contracting officer. If the contracting officer determines that organizational conflicts exist, 
the following actions may be taken: 

(1) Impose appropriate conditions which avoid such confllcts, 

(2) Disqualify the Offeror, or 

(3) Determine that it is otherwise in the best interest of the United States to seek award of 
the contract under the waiver provisions of 48 CFR 2009-570-9. 

(b) The refusal to provide the representation required by 48 CFR 2009.570-4(b), or upon 
request of the contracting officer, the facts required by 48 CFR 2009.570-3(b), must result in 
disqualification of the Offeror for award. 

June 27 2012 
Date 

Michel P. Norcia, 
Chairman and Chief Executive Officer 

Name and Title 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 
,KIIA A Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
IYI " Nuclear Regulatory Commission I Cyber Security Program Support Services (CSPSS} INCOADORAT•O----------------------.... ___ __..___._.___ ... _._ ______ ...____,__ 

3.1 .2 MAR, lncorporated's Response to RFP Provision E.4 2052.209-70 
Current/Former Agency Employee Involvement (Oct 1999) 

(a) The following representation is required by the NRC Acquisition Regulation 2009.105-
70(b ). It is not NRC policy to encourage Offerors and Contractors to propose current/former 
agency employees to perform work under NRC contracts and as set forth in the above cited 
provision, the use of such employees may, under certain conditions, adversely affect NRC's 
consideration of non-competitive proposals and task orders. 

(b) There ( ) are ( i) are no current/former NRC employees (including special Government 
employees performing services as experts, advisors, consultants, or members of advisory 
committees) who have been or will be involved, directly or indirectly, in developing the offer, or 
in negotiating on behalf of the Offeror, or in managing, administering, or performing any 
contract, consultant agreement, or subcontract resulting from this offer. For each individual so 
identified, the Technical and Management proposal must contain, as a separate attachment, the 
name of the individual, the individual's title while employed by the NRC, the date individual left 
NRC, and a brief description of the individual's role under this proposal. 

June 27 2012 
Date 

Michel P. Norcio, 
Chairman and Chief Executive Officer 

Name and Title 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 

M- A Ft Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
" Nuclear Regulatory Commission I Cyber Security Program Support Services (CSPSS) INCOAPOAAT•O--------------'-----------------.._ _ _._.._ _ __._,.._.._ ____ .. ___ _.__ 

3.2 MAR, lncorporated's Subcontractors' Response to RFP 
Provisions E.1 and E.4 

3.2.1 CACl's Response to RFP Provisions E.1 and E.4 

Ml<:MORANDUM 

From: 

Date: 

Subject: 

Team Meuibe.rs associated with the NRC CSPSS Proposal 

MAR, Incorporaled 

May 4, 2012 

A. Organizational Conflict of Interest - Statements and Certification 

B. Fonner RC Employee Statement 

A. ORGANIZA TIO AL CONFLICT OF INTEREST 

lvlAJ:l 

MAR, lncoq,ornted (MAR) is submitting a proposal to lhe U.S. Nuclear Regulatory Commission as a 
Prime Contractor under the MAR GSA Alliant Contract GS06F0641Z, in response to RFP NRC-HQ-12-
R-33-0067 for Cyber Secmity Program Support Sc1viccs (CSPSS). 

A~ a teaming partner and potential subcontractor or consultant to J\IIAR, Incoq,orated for the proposal 
response to the NRC, CACI. INC. • FEDERAL (name of company, consultant, teaming partner) hereby 
cettifies that thet·e are no relevant facts that could give rise to any Organi:wtional Confl ict~ of Interest 
(OCOI), as defined in NRC-1 IQ-R-33-0067 - Attaclunent I[. We agree to inunediately disclose 
information concerning tl1e actual or potential conflict relating to any work under this Solicitation and 
award, in accordance witl1 FAR 9.5 and Allaclummt Has provided. 

I represent to the best ofmy knowledge and belief that the award ofa subcontract or consultant agreement 
to ______ does / / docs not / X / involve situations or relationships of the type set fo1th in 48 
CfR 2009.570-3(b). 

~ 3-. ~ Signature: _______________________ _ 

Name (printed): Rachel f'. Mayhew 
Title: Conlrncts Aclmigjstrator 
Dillu: 5-10-2012 

Furlher: 
The subC<>nU"Jctor sh,,11 JbGlo,c, illl .;;urn:nll) il"1iVI>, s intilor 1yp011 ~f Conti"•"'' • rtd Su/.,.,.,1,t,•a.;r., ,rnd 

describe lhe type of work being ileifonned. ('171is includes support to JvLAJt Incorporated as either a 
subcontractor or consullnnt). Plcnsc list below. 

Consultine Agrccmeill between I\IIAR, Incorporated /MAR) :mcl CAL'! Paradigm Solutions <CACI): 
From 31 January throu,rh 31 December 2012, CACI is supportini!: MAR as a ,:tmsultanl to provide 
expertise for Enteitprise Architectm·e in the NRC Computer Security office. 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 MAR Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
,NcoaPo aAT.

0 
_________ N_u_c_1e_a_r_R_e_g..,u_1_a_to_r..,y_c_o_m_m_is_s_i_o_n __ c_.y_b_e_r_s_e_c_u_ri_.ty..._P_ro_,g._r_a_m_s_u._p._p_o_rt_s_e_r_v_i c_e_s_,(._c_s_P_s_s.._) 

B. 20S2.209-70 curm.F.NT/FORM ER AGENCV l~MP Lovrm (NVOLVF:l\,fENT (OCT 1999) 

(n) The lhllowing roprcs..:ntution is 1-04uircd by the NRC Aet1uisitio11 Rogulution 2009.105-70(h). It ,s 
nor NRC policy to encournge Olferors nnd Contractors to propose current1fom1er agency employees to 
perfonu work under NRC contracts and as set forth in th..: provis'ion cited ubove. the use of such 
emp!O)'ees may. under certain conditions. adversely nfldc1 NRC's consideration o r 11011-compclitive 
proposals and las!- orders. 

(b) 111.:re ( ) ore(X) 111\HIO c111rent1former NRC employees (i11clud111g sp.:cial Govcmment cmployees 
ps!rforming. scrvic..:s as l!\'J)Cr1s.. ndvisor:... consultants. or members of advisorv commillce~) whn have b.:e11 
or will be mvol~cd. dtrcclly or indir.ictly. in d..:v<.:loping the offer, or in ncgotrntmg ,~n behalf of the­
Offcror. or III monoi 111g. nd1111nl111cnng. or p,.:rfonnlng ony 1:on1rnc1. consultn111 ngrwt11\:lll, ut ~ubc<Mllracl 
resulting l'rom 1h1s oiler·. for cnch 111dividunl so idcntillcd, lhc Technical and ~lnnngcmcm proposal musi 
contain. ns a separate anachment. the name of the individual. the individual's title \\11ile employed by the 
NRC. the date individual lefl NRC. and u brief description of the individual's role under this proposal. 

~ 3-:~ !>1gnature: _______________________ _ 
Name (printed): Rachel F. l\la,11ew 
Title: Contracts Administrator 
Date: 5-10-2012 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 

Vol. 11 - 11 



,anA A 
eBuy RFQ ID: RFQ671680 

IYI " Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
,Nc:oA POAAT.

0 
_______ N_u_c_Ie_ar_R_e_..g_uI_at_o_.ry_c_o_m_m_is_s_io_n_I_c_y.._b_e_r s_e_c_ur_ity..._P_ro_..g_ra_m_s_u.._p.._po_rt_s_e_rv_i_ce_s_.(c_s_P_s_._s) 

3.2.2 Convergent's Response to RFP Provisions E.1 and E.4 

MEMORANDUM 
To: 
From: 
Dale: 
Subject: 

Team Members associated witJ1 the NRC CSPSS Proposal 
MAR, Incorporated 
May 3, 201 2 
A. Organizational Conflict of lnternsl - Statements and Cerlifo.:ation 
B. Former NRC Employee Statement 

A. ORGA~IZATIONAL CONFLICT OF INTEREST 
MAR, Incorporated (MAR) is submitht1g a proposal to the U.S. Nuclear Regulato1y Commission as a 
Prime Contractor under the MAR GSA Alliant Contract GS06F064 I Z, in response to RFP NRC-HQ- 12-
R-33-0067 for Cyber Security Program Support Services (CSPSS). 

As a teaming partner and potential subcontractor or consultant to MAR, lncorporatcd for the prnposal 
response to the NRC, Convergent Solutions, Inc. hereby certifies that there are no relevant facts that could 
give rise to a11y Organjzational Conflicts of interest (OCOD, as defined in NRC-HQ-R-33-0067 -
Attachment I 1. We agree to immediately disclose information concerning tbc actua l or potential conflict. 
relating to any work under this Solicitation and award, in accordance with FAR 9.5 and Attachment H as 
provided. 

I represent to the best of my knowledge and belief that the award of a subcontract o r consultant agreement 
to Convergent does / / does not /XI involve situations or relationships of the type set forth in 48 CFR 
2009.570-3(b). 

Signature: CyYlih(,a, L. JfCM'Jll.lU;cm, 
Name (printed): Cynthia L. Hamilton 
Title: Vice President. Busi11css Development 
Date7 Ma 2012 

Further: 
The subcontractor sha ll disclose all currently active, similar types of Contracts and Subcontracts and 
describe the type of work being performed. (This includes support to MAR, Incorporated as either a 
subcontractor or consultant). Please list below. 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 

M- .It A Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 I-:." Nuclear Regulatory Commission I Cyber Security Program Support Services (CSPSS} INCORPOAAT•O----------------------------------... _ ... _____ ,.__ ---'-• 

B. 2052.209-70 CURRENT/FORMER AGENCY EMPLOYEE INVOLVEMENT (OCT 1999) 

(a) The following representalion is requiied by the NRC Acquisition Regulation 2009. I05-70(b). 1t is 
not NRC policy to encourage Offerers and Contractors to propose current/former agency employees to 
perfo1m work under NRC contracts and as set forth in the provision cited above, the use of such 
employees may, under certain conditions, adversely affect NRC's consideration or non-competitive 
proposals and task orders. 

(b) There ( ) are (X) are no curnmt/forrner NRC employees (including special Government employees 
performing services as experts, advisors, consultants, or members of advisory committees) who have been 
or will be involved, directly or indirectly, in developing the offer, or in negotiating on behalf of the 
Offeror, or in managing, administering, or performing any contract, consultant agreement, or subconh·act 
resulting from this offer. For each individual so identified, the Technical and Management rroposal must 
contain, as a separate attachment, the name of the indjvidua~ the iodjvidual's Litle wbjJe employed by the 
NRC, the date individual left NRC, and a brief description of the individual's role under this proposal. 

Signature: Cy~L tl~ 
Name (printed): Cynthia L. Hamilton 
Title: Vice President. Business Development 
Date7 Ma 20 12 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 
Refer ence No.: NRC-HQ-12-R-33-0067 I June 27, 2012 

ONC O A PQAAr•o _________ N_u_c_Ie_a_r_R_e..,g._u_I_at_o_r.._y_c_o_m_m_ is_s_io_n_ I_ c.,,y_b_e_r _s_e_c_ur_i_.ty_P_r_o_.g._r_am_ s_u ... e ... e ... o_rt_ s_e_rv_i_c_e_s_.(_c_s_P_s_s.._) 

3.2.3 DCCA's Response to RFP Provisions E.1 and E.4 

MEMO RANDUM 

To: 

From: 

Dal.e: 

Subject: 

'f eamMembcrs ~ so.:iated with Lite NRC CSPSS Propoolll 

MAR, lJtcorpor.lled 

May 3, 20 12 

A. Organizauonal Co1ltl.lcL of lnLet·est - StruentellLLS llitd Ce1tificauon 

B. Fon11er NRC Employee Statement 

A. ORGANIZATIONAL CON~"LlCT O F I NTEREST 

MAR 

MAR. Tncorporated (MAR) is submitting a propooal to the U.6 Nuclear Regulatory Contmission as a 
Prime Contractor under lhe MAR GSA Alliant Contract GS06F064 IZ. inJesponse LO RFP NRC-JIQ-l2-
R-33-0067 for Cyber Security Program Support Services (CSPSS). 

As a teaming paitner and pol.ential subcoruract.or or coniiultant. 10 MAR, lncorporat.ed for the pro11osal 
response LO 1hc NRC. Data Computer Cor 11or:1Uo11 or America (DCCA) (name of company, co11sultaru. 
teaming partner) hereby certifies that L11ere are no relevant facts that could give rise to any Organizational 
Conflicts of In1ereS1 (OCOJ), as deJined in NRC-1-JQ-R-33-0067 - AUachme111. H. We agree to 
immediately clisclose infonnalion concerning the actual or potential conflict relating to any work under 
Utis SoliciJ11tion and award, in accordance will1 FAR 9.5 und A.ttacluneni H as provided. 

l represent lo Lhe best of my knowledge aJ1Cl IJelieftJtat the award of a subcontroct OJ consul tam agreemenl 
to DCCA does I I does not IX, involve situations or relationships of the type set fonh in 48 CFR 
2009.570-3(bi. 

Signature: _______________________ _ 

Name (ptinted): JadmJohnson 
Title: Sr. Ctmtrad s Mllilager 
Dal.e: 7 May 2012 

.F'urtbcr: 
The ~ubcontractor shall clisclose nil curre111ly active, similar types of Contnict.s and Subcorurac1s and 
describe the type of work being perfonnecl. (This includes suppon to MAR, .Incorporated as either a 
subcont.ractor or consultant). Please list below. 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 
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eBuy RFQ ID: RFQ671680 MA J;1 Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
,NcoRPORAT.

0 
_________ N_u_c_1e_a_r_R_e_g..,u_I_a_to_r...,y_c_o_m_m_is_s_i_o_n __ c_.y_b_e_r_s_e_c_u_ri_.ty.._P_ro_,g._r_a_m_s_u._p._p_o_rt_s_e_r_v_i c_e_s_,(._c_s_P_s_s.._) 

B. 2052.209-70 CURRENT/FORMER AGENCY EMPLOY EE JNVOT.N EMENT (OCT 1999) 

(a) Tlte foUowing representation i~ required by the NRC Acquisition Regulation 2t>09.105-70(b). It is 
not NRC policy to encourage Oft'erors and Contractors to propose current/fonner agency employees to 
perfonn work under NRC contracts and as set fo1tl1 in lhe pro'vision cited nb(we. lhe nse of such 
employees may. w1der ce1tlli.r1 conditions, adversely affect NRC's consideration of non-competitive 
proposals and task orders. 

(b) There ( ) arc (X) are no CLUTC!ll/ fmmer NRC employees (iricluding special Government employees 
perfonning services as experts, advisors, consullants, or members of advisoty committees) who have been 
or "'jll be involved, direclly or mcbJ·ectly. in developing the offer, or ill negotfating on behalf of the 
Olferor, or in managing, ad:rni11isterir1g. or performing any corllrad, cor1Sul.tant agreement. or subc 011trad 
resulting from tlti.s offer. For each individual so identified, the Teclmkal and Management proposal mast 
corurur~ as a separate flltaduuenL. the name of the individual, the indi\idual's lille while employed by the 
NRC, the date individual left NRC, and a brief descrir.tion of the individu1tl's role under Ill.is proplls1tl. 

Signamre: _______________________ _ 

Na.me (pri11tecll: Jacira Jolu1so11 
Title: Sr. Contracts Manager 
Date: 7 May 20 l2 

Use or disclosure of data contained on this sheet is subject to th11 restriction on the titl11 page of this proposal. 

Vol. 11-15 



eBuy RFQ ID: RFQ671680 MAR Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
,NcoA POAAT .. 

0 
________ ...;.N.;.;u:.;c:.:.le;:.;a:.:.r.:.R.;.;e:..gr.;u:.::la:.;t.::o:..rY:...C:::.o:::.m~m.:;.is::;s::.:i.::o:.:.n...:l~CLy:::.be::.:r...:S:::;e::.:c:..::u:.:,rt!,!:.·tyL!..P.!.:ro::ig;er.::,a:.:,m:...:S~u:!.lp::lp~o~rt~S:;:er:..:v~ic::.:e::s:.J(.!::C:::S:_::P..::S~S:.i.} 

3.2.4 Knowledge Consulting Group's Response to RFP Provisions 
E.1 and E.4 

MEMORANDUM 

To: 

From: 

Dnte: 

Subject: 

Team Members nssocintcd with the NRC CSPSS Proposal 

MAR, lnunrporutcd 

Mny 3, 2012 

A. Orguniz.ationnl Conflict of Interest - Statements end Certification 

D. Former NRC Employee Statement 

A. ORGANIZATIONAL CON FU CT OF INTEREST 

/VLA8, 

MAR, Incorporated (MAR) is submitting a proposul to the U.S. Nuclear Regulatory Commission us a 
Prime Contractor under the MAR GSA Allianl Cu11lrac1 OS06F0641Z, in response to RFP NRC-HQ-12-
R-33-0067 for Cybcr Security Progrrun Support Services (CSPSS). 

A~ 11 t.enming partner nnd potential subcontrnctor or consultant to MAR, Incorporated for tho proposal 
response to the NRC, Knowledge Consulting Group, Inc. (name of company, consultant, temniog partner) 
hereby certifies thot tJ1cre arc no relevant facts thnl could give rise to any Organizatlonnl Contlicts of 
Interest (OCO!), ns defined in NRC-HQ-R-33-0067 - Attachment H. We agree to immediately disclose 
information conccmir,g the actual or pote11ti•I conf1ir.1· rnlnfing In nny work under this Solicitation and 
nwnrd, in accordance with FAR 9.5 and Attachment Has provided, 

I represent to the best of my knowledge and belief that the uwnrd oh subcontract or consultant agreement 
10 Knowledge Consul ring Grour,, Inc. docs not involve situotions or relationships of the typo set forth in 

48 CFR 2009.570-3~ ~ 

S1g1111lun1: "!fl,,~ 
Name (printed): Mlll'V01J!I Hl;.t h 
Title: Pro~jdcat 
Date: May 9, 2012 

Further: 
The subcontractor shall disclose all currently active, similar types of Contracts and Subcontracts nnd 
describe the type of work being performed. (This includes support lo MAR, lticorporated as either a 
subcontractor or consl1ltnnl), Please list below. 

KCG is currently ll subconlrnotor to Portfol!o Managemcnl Consulting LLC supporting NRC Prime 
Contruct NRC-DR-33- 10·323. KCG docs not lmvc any support to MAil 11t lhb time, 
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B. 2052.209-70 CURRENT/FORMER AGENCY EMPLOYEE INVOLVEMENT (OCT 1999) 

(11) The following representation is required by the NRC Acquisition Regulation 2009.105-70(b). It is 
not NRC policy to encourage Offerors und Contractors to propose current/fonner agency employees to 
perform work under NRC contracts and as set forth in the provision cited above, the use of such 
employees may, under certain conditions, adversely al'foct NRC's considcmtion of non-competitive 
proposals and task orders. 

(b) There uro no cuncnt/fon11er NRC e111ployccs (including specinl Oovemment employees performing 
services as experts, advisors, consultunts, or mcmburs of advisory committees) who have been or wlll be 
i1wolved, directly or indirectly, in developing the offer, or in negotiating on behalf of the Offeror, or in 
mnnagillg, administering, or perfonning any contract, consultant agreement, or subcontract resulting from 
this offer. For each individual so identified, the Technical and Management proposal must contain, as a 
separate nttnohrnenl, the namo of the individual, the individual's title while employed by the NRC, the 
date individual left N RC, and a brief description of the individual's role undet this proposal. 

I' I 
Slo•wre ;;;J/,f4tdfl 
Name (printed): MruyannHich 
Title: President 
Date: May 9, 2012 

Use or disclosure of data contained on this sheet is subject to the restriction on the title page of this proposal. 

Vol. 11 - 17 



eBuy RFQ ID: RFQ671680 
,KnA A Reference No.: NRC-HQ-12-R-33-0067 I June 27, 2012 
IYI " Nuclear Regulatory Commission I Cyber Security Program Support Services (CSPSS) fNCOAPOAAT.0 ____________ __,_._ _ _ _____________ .._ _ _._._ ____ ._._.._ ____ .. ______ _ 

3.2.5 Mainstay's Response to RFP Provisions E.1 and E.4 

MEMOltANDUM 

lo: 

Subject: 

remn Members ussociated with lh~ NRC: C'Sl'SS l'rvpu,ul 

MAR. lncorpor~k.-11 

A. Organizational Connict of lntcres1 - Statements and Certification 

B. Fornier NRC Employee Statcmcnl 

A. ORGANIZATIONAL CONFLICT O F INTEREST 
MAR, lncorporaled (MAR) is submilting a proposal lo the U.S. Nuclear Regula1ory Commission as a 
Prime Con1ractor under the MAR GSA Allia111 Contract GS06F0641Z, in response 10 RFP NRC-IIQ-12-
R-33-0067 for Cybcr Security Program Support Services (CS PSS). 

As a reaming partner and po1en1ial subcontractor or consultant lo MAR, Incorporated for the proposal 
response to the NRC, Mainstay l,ntcrpriscs, Inc. {name of company. consultant, teaming partner) hereby 
certifies that there are no relevant facts that could give rise to any Organizational Conflicts of Interest 
(OCOI), as defined in NRC-IIQ-R-33-0067 Altachmcnt 11. We agree to immediately disclose 
information concerning the actual or potential conflict relating 10 any work under this Solicitation and 
award. in accordance with FAR 9.5 and Attachment II as provided. 

I represent to the best of my knowledge and belief that the award of a subcontract or consultant agreement 
10 _Does not. ____ ~ does / / does not / / involve situations or relationships of the type set forth 

~~~~a~0~~: rru ~ 
Na~~n~;lre Aluzzo __ J+-'~L~-------------
Ti1Tc: President _______ _ 
Da1e: Ma 7 2012 

Fut1her: 
The subcontraclor shnll disclosu all currently ~ctive, similar types of Contracis and Suhct,ntracls and 
describe the type ol wor~ being. performed (This includes support 10 MAR.. Incorporated ~ either n 
~ubcon1rac1ornr con~uhant). Please list below 

In support of GSAINRC GS35F0229K 
Order DR-33-06-317 - Fi,ma Suppm1 and lnoidcm Response Support. 
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6. 1052.209-70 CURRENT/FORMER AGENCY EMPLOYEF. IN\IOLVEMENT (OCT 19991 

la) The following representation is required by the NRC Acquisition Regulation 2009.I05-70{b). It is 
not NRC policy lo encourage Offcrors and Contractors lo propose currcnt/fonncr agency cmplo:,,ccs to 
perform work under NRC contracts and as set forth in the provision cited above, the use of such 
cmplo:,,ccs may, under certain conditions, adversely affecl N RC's consideration of non-competitive 
proposals and task orders. 

(b) There ( ) are ( x ) are no current/former NRC employees (including special Government employees 
perfonning services as experts, advisors, consultants, or members of advisory commiuees) who have been 
or will be involved, djf(,-ctly or indirectly. in developing the offer, or in negotiating on behalf of the 
Offeror, or in managing, administering, or perfonning any contract, consultant agreement, or subcontract 
resulting from this offer. For each individual so identified. the Technical and Management proposal must 
contain, as a separate attachment. the name of the individual, the individual's rirlc while employed by the 
NRC, the date indivi ul)l lefi NRC, and a brief description of the individual's role under this proposal. 
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3.2.6 Prometheus Global's Response to RFP Provisions E.1 and E.4 

M I(.M ORi\NDUM 

To: 

From: 

Tcnm Members ossocintcd wilh 1hc NRC <.:SPSS Jlropos:11 

MAR, lncmpornted 

Date: May 4, 2012 

Su~jccl: A Organizational Conflict of lnteresr S1ari,nen1s nnd Certification 

B. Former NRC Employee Statement 

A. ORCiANl ZATIONA J, CONFLICT O F INTEREST 
MAR. liicorporated (MAR) is submitting a proposal to the U.S. Nuolear Regulatory Commission as a 
Ptimi;; Conlractor under the MAR GSA All ianl Contract GS06F06417.., in response lo RPP NRC-I IQ-12-
R-33-0067 for Cybcr Security Program Support Services (CSPSS). 

As a learning pa11ner and potenli:il subcontractor or consultant to J\LAR, lncoq1ora1ed for the proposal 
response to the NRC. Prom,,theus Gl ohal, rnc . (name of company. consultant, teaming 
11arlner) hereby et:11ifies Urnl lhc::n: :m, nu relevant facts thM coulil give 1-L~e lo any Organizational 
ConJlicts of Inlert:St (OCOl), a~ defim:d in NRC-HQ-R-33·0067 - Attaclumc:nl H. W,c, agree:: lo 
immocliatcly discloso informalion conccming lhc actual or potential connicl rolaling to nny work under 
this Solicitalion and award. in accordance with F i\R 9.5 and Attachmeflt 11 as provided. 

T represenl to tht: hc:st of my k110wlt:dgo :ind bulief that the nwnrd of a subc,mtruet or cr,nA11lt ,1nt ilb'Tt:~ment 
lo P,c mtJCJia u>1 1JL0 L>1Jl, l " " . l)OC:l(/ / doc~ 11ot / / i11volvc ~ii 11111iou8 or r0l,1Lion~hi1>~ of 1h11 type 
set fmth in 41! C"J<R W09,570•;l(b ). __ -rrt&'9-

-?J1iU ~ Signature:--------------'--'----------

Name (printed): Michael T. Shirm 

T illt:; Chief Executive Officer 

Date: May 16, 2012 

Jl'urther: 

T l1e subconu·actor shaU disclose aU currently nctlw. similar IY1JE:s of ContracLS and Subcontracts and 
describe the type of work being perfonncd. ('ntis includes support to MAR lncorpornted as either a 

subcontractor or consul tan I). Please list below. 
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Subcontractor to MAR Incorporated for CSPSS contract and NSIR contract 

Period of Performance· May 2009 - Current 

B. 2052.209-70 CURRENT/FORMER AGENCY EMPLOYEE INVOLVEMENT (OCT 1999) 

(a) The following rcprci<entnlion is required hy the NRC Acquisition Regulation 2009. I05-?0(h). ll is 
not NRC policy lo cucouragc Olfcron, and Contraclors lo propo~e cun-cnVformcr agency employees to 
ptafonn work und~r NRC contracts and as set fortJ, in the provision cilt:d above, tlit, ust: of such 
employees may. under certain conditions. :,dversely affect NRC's consideration of non-competitive 
proposal~ and taskorder,;. 

(h) There ( ) arc (X) are no current/former NRC 1;1nployccs (includmg special Govcmment employee,; 
perfo1111ing services as experts. advisors, consultanL~. or members of advisory committees) who have been 
or will he involv<'.tl, ,li,·ect ly or inclircclly , in developing lhe offet·, nt· in negolinlin!J nn hehatf nf lhc 
Offerer, or in managing. administering, or pcrfomiing any contract, consultant agreement, or subcontract 
resulting from tJtis offer. For t:ach individual so identified. (he Technical and Manngem~nl proposal n11i~t 
contain. as a separate att1ch111ei1t, the name of the individual. the indi\"idual's title while employed by the 
NRC, the elate indiviclunl left NRC, and a brief description of the inclividunl's role under this propo~al. 

,?JJ,0:~ 
Signaturc; _____ ~~--------------------

Namc (printc:cl): Michael T Shinn 

Title: __ C_h_ie_f_Ex_ e_cut_iv_e_Offi_1_c_e_r ________________ _ 

Date: __ M_a.a...y_1_6...,, 2_0_1_2 ___________________ _ 
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3.2.7 Securicon's Response to RFP Provisions E.1 and E.4 

M.AR 

\ 1E\1OR.\Nl)tl/11 

~rum MAI( lncnrp1m1tcd 

Dak June •I 1012 

Subject: A. Organizational Connict of Interest Statements and Certification 

B. Fonner NRC Employee St3lemcnt 

A. ORGAN17..ATIO AL CONFLICT OF INTEREST 
MAR. Incorporated (MAR) is submitting a proposal to the U.S. Nuclear Regulatory Commission as a 
Prime Contractor under the MAR GSA Alliant Contract GS06F0641Z, in response to RFP NRC-IIQ-12-
R-33-0067 for Cyber Security Program Support Services (CSPSS). 

As a teaming partner and po1ent1al subcontractor or consultant lo MAR, Incorporated for the proposal 
response to the NRC, Securicon, I.LC (name of company, consultant, teaming partner) hereby certifies 
that there are no relevant facts that could give nsc to any Organi✓ational Con0icts of Interest (OCOI), as 
defined in NRC-1-IQ-R-33-0067 Attachment 11. We agree to immediately disclose information 
concerning the actual or potential connict relating to any work under this Solicitation and award, in 
accordance with FAR 9.5 and Anachment H as provided. 

I represent to the best of my know led c and belief that the award of a subcontract or consultant agreement 
to Sccuricon. I LC titles / / ocs not IX involve situations or relationships of the type set forth 111 4R 
CFR 2009.570-3(b). 

Signature: / ~ d----
Namc (printcd~=lcc_:t=v _______________ _ 
Title: "'"C,..E""'O __________________ _ 

May 7, ::!01~ 

Furth.-r: 
I h.: suhcontractor shal I disclose all currently active. ~11111lar types ,>f f'onlructs ~nd Suhcontr~rt~ Md 
Jc~a1lx· the type ol wor~ hc,ng pcrfurrncd ( I h1M 111cluJ~, ~urport tu MAil. l11corpt1rut,·J as either ;r 
,ubconlru~tor or con,ullont) l'leuse li,1 bduw. 

:MQn_~_,_. ----------------------------------
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fNC0AP0AAT. 

II. 2052.209-70 ('tJIU'tEYI/FOltl\11<:R ,\GEM"Y Ei\1PLO\ n '. INVOLVEMtNT (OC'T 11199) 

(u) Th~ following representation 1> reqmred by 11,c NIH' /\cquis111nn Rcgulnl1011 201JQ. I0~-70(b) h is 

1101 NRC rmhcy hi cn.:oumgl' Oflcmr, Jnd C.mtr-JclOr, 10 flrnro~c turrcn1tlmmc1 Jgcncy employee, IO 

p,•rfonn worl under NRC contr'JCI> and a, set forth 111 lht· 11rov1s1on ,11ed .ihovc, the u~c nl ~uch 
c111pl11yc-c, m,1y. ut11ltr t·c11n111 ,·u11dit1011,. tidwisdy ulli:ct NRl ·•s rnnMdcrnttnn nl no11-cumpcl1II\C 
pl\1p11,al, und 1a,k order. 

(h) 'There ( ) arc (X) nrc no currenlifonncr NKL' employee, (rnclud111g spcc1t1I Ciowmmcnl employee~ 
pcrfnnmng ,cn·1cc:, 11, cxpc1i-. Jd\ 1,or,. cnn,ultJn1'. ur member" ol uuv,~ory ,omm111cc,,) whu huw hccn 
or " 111 he involved, d1rcclly or md,rcctly. in d~velop,ng the nlli:r, or ,n negotiating on h.:h,tlf or 1hc 
Offorur, or in m,1n.1g1nt1, allminis1crin1,t. ,,r pl.'rl11nning .my wnlr.acl, e<.>11s11lla111 agrccm~111, or sulxmntruct 
re,ulting from 1h1, ofler For e,tch indi, 1d11al w 1dent1 fied, the Tech meal :1111.I Managcm~nt pmpo,ml mu,1 
~ontilin, m, u ,cparate ,tllo~hmen1. the nnme of 1he mthvidunl. the 1111l1v1dual', title while employed by 1hc 
NRC. the dale individual left NRC', and a bnef descnplion of the individual's role under this proposal. 

s,,,,,rnre, .-Aa--.. ~ 
Name (printed): ,.P_,,a,,_ul,_W.=,_,l...,lu.,r.,_,lee,v'-------------------
Ti tlc: Cl·O 
Date: Ma 7 2012 
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4.0 COST/PRICE 
RFP Section E.9, page 5 

Our proposed cost/price was developed to align with Attachment D of the RFQ. We reviewed 
all of the SOW referenced technical documents including applicable NRC Management 
Directives, CSO Guidance and Standards, Federal Information Processing Standards (FIPS), 
National Institutes of Standlards and Technology (NIST), Office of Management and Budget 
(0MB), Government Accountability Office (GAO), Committee on National Security Systems 
(CNSS), and others. We developed a staffing resource plan and the associated levels of effort 
needed to complete all of the task areas outlined in the SOW. We selected 14 GSA ASS labor 
categories from the 80 available labor categories to fulfill the requirements. We further 
examined this mix of resources and associated effort to arrive at labor hour rate discounts that 
provide the NRC with the necessary skill sets to address the technical complexities of the task 
areas at an economical cost. 

Table 1, MAR Proposed Labor Categories and Discounted Hourly Rates, provides our 
discounted GSA ASS laboir hour rates for the selected GSA ASB labor categories and is 
organized as follows: 
• Column 1: The GSA ASS labor categories MAR has selected to support CSPSS. 
• Column 2: The corresponding GSA ASS Year 4 Government Site Hourly Labor Rate. 
• Column 3: MAR's proposed discount percentage for the Year 4 Government Site Rate, N/A 

indicates that we are not proposing a Government Site rate for the Labor Category. 
• Column 4: The MAR discounted proposed Government Site labor rate for CSPSS. 
• Column 5: The corresponding GSA ASB Year 4 Contractor Site Hourly Labor Rate. 
• Column 6: MAR's proposed discount percentage for the Year 4 Contractor Site Rate, N/A 

indicates that we are not proposing a Contractor Site rate for the Labor Category. 
• Column 7: The discounted proposed Contractor Site labor rate for CSPSS. 

GSA ASB 
% GWAC % 

Year4 Discount Discounted Year 4 Discount Discounted 
Rate Rate Rate Rate 

Administration/ Clerical $63.85 
Senior 

(b)(4) $89.52 (b)(4) 

Computer Forensic and $185.24 $259.71 
Intrusion Amal st 

Financial Analyst $81 .51 $114.28 

Information 
Assurance/Security $68.81 $96.47 
S ecialist Entr Level 
Information 
Assurance/Security $89.99 $126.17 
S ecialist Journe man 
Information 
Assurance/Security $111 .15 $155.83 
S eciallst Senior 
Information 
Assurance/Security $127.02 $178.09 
S ecialist Master 

Program Manager $142.90 $200.35 
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GSAASB 
% GWAC % 

Year4 Discount Discounted Year4 Discount Discounted 
Rate Rate Rate Rate 

Project Manager $127.04 (b)(4) $178.12 (b)(4) 
Quality Assurance $89.99 $126.17 S ecialist Journe man 
Subject Malter Expert $106.48 $149.29 Journe man 
Subject Matter Expert $127.04 $178.12 Senior 
Subject Matter Expert 

$158.77 $222.60 Master 
Technical Writer $89.99 $126.17 

Our estimates for labor and associated discounts are based on our team's experience gained at the 
NRG along with the historical analysis we conducted to validate our cost realism. We are providing 
additional discounts by proposing a minimal!(b)h) ~scalation for Option 3 and Option 5 hourly rates 
only. This represents a significant discount on t e curren@fil) mnual escalation from the MAR GSA 
ASB rates. We are not proposing any escalation on the FFP CLINs. 

Using the labor categories and rate,s presented in Table 1, our cost/price proposal is based on 
historical costs, labor resourcing, and performance metrics compiled using the TaskTracker system 
and other data within the MAR Project Management Oversight System (PMOS). We have an 
established performance record of introducing efficiencies and constantly adjusting our labor mix to 
provide the NRG with cost effective services often under compressed or changing schedules. 

By following many of the same technical and administrative processes outlined in our technical 
proposal, we have maintained a positive EVM under CISSS since September 2007 as shown in 
Figure 7, page 16, Volume I. We are still operating within our CISSS contract ceiling as we are 
completing an extended sixth year of the contract. This was accomplished by the NRC 
reinvesting many of the contract cost savings back into the program. Through this reinvestment, 
MAR working with the NRC was able to establish the NRG Information System Security Program 
as one of only three government agencies with compliant programs in place for all eleven Cyber 
Security Areas as noted in the March 7, 2012, 0MB Fiscal Year 2011 Report to Congress on the 
Implementation of the Federal Information Security Management Act of 2002. 

Firm Fixed Price CL/NS 
For each of the FFP CLINS, those marked in Attachment D with a Unit of "EA", we reviewed the 
scope of services listed in the SOW Cross Reference column of Attachment D. We examined 
our historical performance metrics and lessons learned for comparable activities performed 
under the current NRG CISSS contract. These FFP activities included Authorizations, Laptop 
Authorizations, Continuous Monitoring, Vulnerability Assessments, Security Impact 
Assessments, and Cyber Security Role Based Awareness Training. After conducting an in­
depth trend analysis on the activities and associated metrics that matched each of the 
Attachment D FFP activities, we determined the past 18 to 24 months provided us with a more 
realistic set of data to use as a basis for developing our proposed unit costs. From this data we 
developed a series of FFP unit prices that are based on an optimal mix of skills and hours to 
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efficiently provide the services and produce the associated deliverables for each activity. We 
believe through the execution of our technical approach presented in Volume I the NRC will 
continue to have an ongoing maturity of their Cyber Security Program. From this process MAR 
will deliver consistent and efficient authorization activities resulting in a continuation of 
successful cost management for all of the NRC stakeholders that we have supported over the 
past six years. 

Time and Materials CUN 
For each of the T&M CLINS, those marked in Attachment D with a Unit of "HR", we reviewed 
the scope of services in the SOW Cross Reference column of Attachment D. We examined our 
historical performance metrics and lessons learned for comparable activities performed under 
the current NRC CISSS contract. From our performance metrics, along with historical 
performance combined with our technical approach, we established an appropriate mix of labor 
to accomplish the scope of work outlined in the SOW. We mapped the labor mix to the 
appropriate labor categories along with an associated percentage of time each of the labor 
categories will perform on the activity. Using the NRC provided hours along with our associated 
labor category percentages we computed the hours for each appropriate labor category and 
applied our GSA ASB discounted hourly rates to arrive at a unit price by labor category within 
the CLIN. The ceiling price vs a total of all unit prices within each CLIN. 

Attachment D 
Using Attachment D from the RFQ as a model we developed tabs within the Excel spreadsheet 
for the base year and each option year along with a cost summary tab. The Excel spreadsheet 
is provided as an attachment to this proposal. We have also included the spreadsheet tables in 
this section. The cost/price spreadsheet is organized as follows: 

• Column 1: "Contract Line Item Number (CLIN)" is the same as the NRC provided in 
Attachment D. 

• Column 2: "SOW Cross Reference" is the same as the NRC provided in Attachment D. 
• Column 3: "Description" was modified to add "and GSA Alliant Small Business GWAC 

Labor Category." 
o For each T&M CLIN {"HR") we included additional rows under the CLIN to indicate the 

one or more MAR proposed Labor Categories to support the CLIN. 
o For FFP CLINs ("EA") we did not make any changes. 

• Column 4: MAR modified this column from "Unit" to "Unit Total." 
o For T&M CLINs ("HR") we included the NRC provi1ded number of hours and an additional 

breakdown of MAR labor hours by their proposed Labor Categories; the MAR proposed 
hourly distributions total up to the NRC proposed hours for each CLIN. 

o For FFP CLINs ("EA") we did not make any changes to the NRC provided values. 
• Column 5: "Unit Price'' contains unit pricing for T&M and FFP CLINs as follows: 

o For T&M CLINs ("HR") we provided the MAR GSA ASS Discounted Hourly Labor Rate 
for their associated Labor Categories. 

o For FFP CLINs ("EA") we provided the unit price for each FFP unit of work as described 
in Column 3. 

• Column 6: "Ceiling Price" contains the total ceiling price for each CLIN as follows: 
o For T&M CLINs (HR) we multiplied the Unit Total (column 4 number of hours) by Unit 

Price (column 5 discounted hourly rate) for each proposed labor category and added the 
total of all labor categories under each CLIN to arrive at the total CLIN ceiling price. 
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o For FFP CLINs ("EA") we multiplied the NRC provided Unit Total (column 4) by MAR 
Unit Price (column 5) for each CLIN to arrive at the ceiling price. 

We made no change to the NRC supplied Other Direct Costs (ODC) at the end of the 
non-optional CLIN pricing . At the end of each table we provided : 
• Total without Optional CLINS: The total of all ceiling prices for the non-optional CLINS 

and the NRC supplied ODC. 
• Total of Optional CLINS: The total of all ceiling prices for the optional CLINS. 
• Grand Total for the Base or specific Option Year: The total for all ceiling prices (optional 

and non-optional CLINS) and the NRC supplied ODC. 
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4.1 CSPSS Base Period Cost/Price 

4.1.1 CSPSS Base Period Cost/Price - Part 1 - - - -- - - - ~ - - - - - ~ - - - ~ --- -
Base Period: .tuaust 31. 2012 - .t..c ust 30 2013 -
Contract Line 
Item Number SOW Cross D11scriplk>n and GSA Alliant Small Unit 

ICLINI Reference Business GWN: Labor Cateaonl Total Unit Price Celllno Price 
0001 Section 8.0 Overall Contract Responsibilities HR 

0001A Financials and Status Reoorting (b)(4) $219.884,80 
Administrat,on/Clerical (Senior) 
Financial Analvst 

0001B Su□DOrt for Scanning Laotoos and Other Tools $109,961.20 
lnfCJffllation Assuran~e/SecurilY Swcia/ist (Entry Levr,/J 

0001c Oualltv Assurance for Overall contract Onlv $251,426.50 
Quality Assurance Soecialist (Journeyman) 
Subiect Matter Expert /Senior) 

0002 Section 8.1.2 Project Plan and Project Manaaer Suooort HR 
0002A Proiect ManaQer (b)(4) $391.679.20 

p,n;,,,,1 Manaoer 
Proiect Manaoer 

00028 Prom-am Manaqer $48,588.00 
P=ram Manaaer 

0003 Section 8.2.2 Classified Processing Support HR 
(bl(4l $64,406.00 

Level) 
Information Assurance/Security Soecialisl (Mas/er) 
Subiect Matter Expert (Senior) 

0004 Section 8.2.3 Evaluate New Technoloav HR 

(b)(4) $94,145.50 
Information Assurance/Securitv S,_,lalist /Enflv Level) 
Subiect Matter Exoo,t (Master) 

0005 Section 8.2.4 Best Practices n~ 

(b)(4) $52,351.00 

Information Assurance/Securitv $m,cla/isl {Entrv Level) 
Sub""'I Matter Exoert /Masterl 
Technical Writer 

0006 Section 8,3.1 Authorization EA 

0006A Small svstem {Less than 15 components) -Low Sensitivitv 
(b)(4) 

$65,738.60 
Sman system (Less than 15 components) - Moderate 

0006B Sensitivity $447,484.80 

0006C Medium svstem 116-50 comnnnentsl- Moderate SEnsitivitv $542,219.60 
00060 Medium svstem (16·50 components)• Hi!lh Sensihitv $ 127,829.16 

Large system (51-199 or greater components)- Moderate 
0006E Sensitivity $74.621.14 

Large system (51-199 or greater components) - High 
0006F SensitivllV $402.485.50 
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4.1.2 CSPSS Base Period Cost/Price - Part 2 
BaM Period: August 31. 2012 • Aue Ult 30, 2013 

Contract Line 
Item Nunt>er SOW Cross Oescript.ion and GSA Alliant Small Unit 

(CLIN) Reference Business GW/JC Labor Category Total Unit Price Ceiling Price 
0007 Section 8.3.2 Laptop Authorization EA 
0007A General Use (b)(4) $10,809.20 
00078 SGI $6.755.75 
0007C Classified $2,702.30 
0008 Section 8.4 Continuous Monitoring Support EA 
0008A Amual Security Controls Test (b)(4) $252,000.00 

Continuous Monitoring Activities for a Small S~tem (Less 
0008B than 15 components) -Low Sensitivity $90,323.01 

Continuous Monitoring Activities for a Small system (Less 
0008C than 15 components) - Moderate Sensitivity $158,187.35 

Continuous Monitoring Activities for a Medium system (16-
0008D 50 components) - Moderate Sensitivity $229,088.25 

Continuous Monitoring Activities for a Medium system (16-
0008E 50 components) - HiQh Sensitivity $147,607.95 

Continuous Monitoring Activities for a Large system (51-
0008F 199 components)- Moderate Sensitivity $49,809.45 

Continuous Monitoring Activities for a Large system (51-
0008G 199 components) - Hiah Sensitivitv $174,615.15 
0009 Section 8.4 Continuous Monitoring Support HR 

0009A Security Engineering Support (b)(4) $276,494.40 
lnfonnation Assurance/Security Specialist (Entry Level) 
lnfonnation Assurance/SecurifY Specialist (Journeyman 
lnfonnation Assurance/Security Specialist (Senior) 
lnfonnation Assurance/Security Specialist (Master) 
Technical Writer 

0009B Process Suooort $186,270.40 
lnfonnation Assurance/Security Specialist {Master) 

0010 Section 8.5 Data Calls HR 

lnfonnationAssurance/Security Specialist (Entry Level) 
(b)(4) $24,565.80 

0011 Section 8.6.1 Incident Response HR 

Subiect Matter Exoert {Senior) 
(b)(4) $210,184.00 

0012 Section 8.6.2 Security Architecture HR 

Computer Forensic and Intrusion Anatvst 
(b)(4) $150,052.60 

Subject Matter Expert {Master) 
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4.1.3 CSPSS Base Period Cost/Price - Part 3 
Base Period: Au 11ust 31, 2012 - Autlust 30, 2013 
Contract Line 
ltemNuniber SOW Cross Description and GSA.Alliant Small Unit 

(CUN) Reference Business GW/JC Labor Category Total Unit Price Ceiling Price 
0013 Section 8.6.3 Vulnerability Assessment EA 
0013A Small svstem (Less than 15 comoonents) (b)(4) $18,000.00 
00138 Medium system {16-50 components) $63,660.64 
0013C Larqe system (51 -1 99 components) $50,798.08 
0014 Section 8.6.4 Source Code Reviews HR 

(b)(4) I $51,440.00 
Subject Matter Expert_ (Master) I 

0015 Section 8.6.5 Penetration Testing HR 
(b)(4) $78,999.20 

Information Assurance/Securitv Specialist (Journevman 
Subject Matter Expert (Senior) 
Subiect Matter Expert_ (Master) 
Technical Writer 

0016 Section 8.6.6 Security Impact Assessments EA 
0016A Small svstem (Less than 10 comoonents tested) (b)(4) $43,500.00 
00168 Medium system {11 -60 components tested) $77,885.52 
0016C Large system (60-1 20 components tested ) $33,626.36 
0017 Section 8.7.1 Cvber Security Policy HR 

Subject Matter Expert (Journeyman) 
(b)(4) $46,917.00 

Technical Writer 
Processes, Procedures, Templates, Checklists, 

0018 Section 8.7.2 Standards, and Guidance HR 
(b)(4) $74,013.00 

Information Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Master) 
Technical Writer 

0019 Section 8.7.7 ColtVllunications HR 
(b)(4) $58,565.40 

Information Assurance/Security Specialist (Eniry Level) 
Subject Matter Expert (Master) 
Technical Writer 

1020 N/A Other Direct Costs (Not to Exceed) $160,000.00 
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4.1.4 CSPSS Base Period Cost/Price - Part 4 - - - - - -

Bue Period: h,gust 31, 2012 -AJ,rust 30, 2013 [OPTIONPL.. CLINs) 
Contract Line 
ltemNumbar SOW Cross Oascriptlon and GSA Alliant Smalt Unit 

(CUN) Reference Business GW/IC Labor Cate901'\1 Total Unit Price Cellln11Price 
0021 Se ct ion 8.2.1 Residual Risk per system HR 

Special svstems (infrastructure) (b)(4) S76.144.40 
Information Assurance/Securit,v Soecialist (Entr>1 Level) 
Information Assurance/Security Specialist (Journeyman 
lnformatk:Jn Assurance/Security Specialist (Master) 
Subject Matter Expet1 (Master) 
Technical Writer 

0022 Section 8.3.1 Authorization HR 
Srvaciai svstem (Af least 200 comoonentsl (bl(4) $114,992.28 

Information Assurance/Securitv Svecialist (Enif'/ Level) 
lnformatk:Jn Assurance/Securitv Specialist (Senior) 
Information Assurance/Secuntv Specialist (Master) 
Qualitv Assurance Specialist (Joumevman) 
Technical Writer 

0023 Section 8.4 Continuous Monitoring Support HR 
Srvacial svstem (At least 200 comoonentsl 

Information Assurance/Securitv Specialist (Entr>1 Level) 
(b)(4) $105,940.60 

Information Assurance/Security Specialist (Joumevman 
Information Assurance/Security Soecialist (Master) 
Quality Assurance Specialist (Journeyman) 
Subject Matter Exvert (Senior) 
Technical Writer 

0024 Section 8.6.3 Vulnerability Assessment HR 
SllP.r.i:al svstP.m (Al IP.:ast 200 r.omnom.nls) (b)(4) S70.70S.OO 

Information Assurance/Securitv Svecialist fJoumevmanJ 
Information Assurance/Securilv Svecia/ist (Senior) 
Information Assurance/Securitv Specialist (Master) 
Qualitv Assurance Soecialist (Joumevman) 
Technical Writer 

0025 Section 8.6.6 Security Impact Assessments HR 
Srvacial system 1121 or more comoonents tested} 

lnformatk:Jn Assurance/Securitv Soecialist (Entr1 Leven 
(b)(4) $58,300.60 

Information Assurance/Securitv Specialist (Master) 
QualitY Assurance Specialist (Joumevman) 
Technical Writer 

0026 Section 8.7.3 Cyber Securitv Relevant Business Solutions HR I 

(b)(4) S82,494.00 
Information Assurance/Security Specialist (Journeyman) 
Subject Matter Expert (Master) 
Technical Writer 
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4.1.5 CSPSS Base Period Cost/Price - Part 5 
Base Period: August 31, 2012 -~1ust 30, 2013 [OPT19NAL CUNs) 
Contract Line 
Item Number SOW Cross Description and GSA.Alliant Small Unit 

(CUN) Reference Business GW/IC, Labor Category Total Unit Price Ceiling Price 
0027 Section 8.7.4 Cyber Security Awareness Training HR 

(b)(4) $26,516.40 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert {Master) 
Technical Writer 

Cyber Security Role Based Awareness Training 
0028 Section 8.7.5 'development and instruction) EA 

Course Development oer dav (bl(4) $63,987.04 
Cyber Security Role Based Awareness Training 

0029 Section 8.7.5 (development and instruction) HR 
Instruction per day (42 days) 

Information Assurance/Security Specialist {Entry Level) 
(b)(4) $32,724.12 

Information Assurance/Security Specialist {Master) 
Subject Matter Expert (Senior) 
Subject Matter Expert {Master) 

0030 Section 8.7.6 Cyber Security Conference HR 
(b)(4) $51,308.50 

Information Assurance/Security Specialist (Journeyman) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 

Total Without Optional CLINs $5,619,691.81 
Total of Optional CLINs $683,112.94 
Base Year Grand Total $6,302,804.75 
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4.2 

4.2.1 

CSPSS Option 1 Cost/Price 
CSPSS Qpf . - - - .. - -- - - - - - - -- - - - - -1 C, ;t/P . Part 1 - - - -

Option 1: Aunust 31, 201s - August 30. 2014 
Contract Line 
Item Number SOW Cross DeS(:ription and GSA Alliant Small Unlt 

(CUN) Refe.rence Business GW/IC Labor Category Total Unit Price Cefllng Price 
0001 Section 8.0 Overall Contract Responsibilities ·-
0001A Financials and Status Reoortlno (b)(4) $219,884.80 

Administration/Clerical (Senior/ 
Financial Analvst 

00018 Suppe,t for Scanrlinc:i Laplops and Other Tools $109.961.20 
Information Assurance/Securitv Soecialisr (Entry Level) 

0001C Quality Assurance for Overall contracl Only $251.426.50 
Quatitv Assurance Soecia/ist /Joumevman) 
Subiect Matter EKperl (Senior/ 

0002 Section 8,1,2 Project Plan and Proiect Manager SupDort HR 
0002A Proiecl ManaQer (b)(4) $391.679.20 

Project Manaoer 
Proiecl Manaaer 

0002B Prooram Manaaer $48.588.00 
Prooram Manaqer 

0003 Section 8.2.2 Classified Processing Suooort HR 

(b) (4) $64,406.00 
Information Assurance/Security Specialist (Entry Level/ 
Information Assurance/Securitv S=ia/ist (Mast'ar) 
Subiect Mauer Ex,.,,.rt /Senior) 

0004 Section 8.2.3 Evaluate New Technology ~n I 

(b)(4) $94,145.50 
Information Assurance/Security Soecialisl (Entry Level/ 
SubiRr.t Matter Ex""rt (Masterl 

0005 Section 8.2.4 Best Practices HR 
(b)(4) $52,351.00 

Information Assurance/Security SflP.Cialist (Entry Level/ 
Subiect Matter Exoert (Master) 
Technical Wliter 

0006 Sectlon 8.3.1 Authorization EA 

(b)(4) 
0006A Small system (Less than 15 components) •Low Sensitivity $65.738.60 

Small system (Less than 15 components) • Moderate 
0006B Sensitivity $447.484.80 

0006C Medium svstem (16-50 comoonentsl · Moderate Sensitivit $542.219.60 
0006D Medium svstem (16-50 components) - High Sensiti\ity $127,829.16 

Large system (51-199 or greater components)- Moderate 
0006E Sensitivity $74,621.14 

Large system (51-199 orgreatercomponents)- High 
0006F Sensitivitv $402,485.50 
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4.2.2 CSPSS Qpf - - - - ■- - - -1 C, ;t/P . Part 2 
0Dtion1: Auaust31. 2013-AugustJO, 2014 

Contract Line 
Item Number SOW Cross Description and GSA All iant Sm.ill Unit 

(CLIN) Reference Business GWPC. Labor Category Total Unit Price Ceiling Price 
0007 Section 8.3.2 Laptop Authorization EA 
0007A General Use (b)(4) $10,809.20 
0007B SGI $6,755.75 
0007C Classified S2,702.30 
0008 Section 8.4 Continuous Monitoring Support EA 

0008A Annual Security Controls Test (b)(4) $252,000.00 
Continuous Monitoring Activities for a Small System (Less 

0008B than 15 comoonents) -Low Sensitivitv $90,323.01 
ContinL1ous Monitoring Activities for a Small system (Less 

oooac than 15 components)- Moderate Sensitivitv $158,187.35 
Continuous Monitoring A ctivities for a Medium system ( 16· 

0008D 50 components)- Moderate Sensitivity $229,088.25 

Continuous Monitoring Activities for a Medium system (16-
0008E 50 components) - Hiqh Sensitivity $147,607.95 

Continuous Monitoring Activities for a Large system (51-
0008F 199 components)- Moderate Sensitivity $49,809.45 

Continuous Monitoring Activities for a Large system (51-
0008G 199 components)-HiQh Sensitivity $174,615.15 
0009 Section 8.4 Continuous Monitoring Support HR 

0009A Securitv EllQineerina Sunnort (b) (4) $276,494.40 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Journeyman 
Information Assurance/Security Specialist (Senior) 
Information Assurance/Security Specialist (Master) 
Technical Writer 

00098 Process Sucoort $186,270.40 
Information Assurance/Securitv Soecialist (Master) 

0010 Section 8.5 Data Calls I-IR 

(b)(4) I $24,565.80 
Information Assurance/Security Specialist (Entry Level) I 

0011 Section 8.6.1 Incident Response HR 

(b)(4) $210,184.00 
Subject Matter Expert (Senior) 

0012 Section 8.6.2 Security Architecture HR 
(b){4) $150,052.60 

Comouter Forensic and Intrusion Analyst 
Subiect Matter Expert (Master) 
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4.2.3 CSPSS Qpf . 1 C, ;t/P . Part 3 
Option 1: A&lgust 31, 2013 -A&igust 30, 2014 
Contract Line 
Item Number SOW Cross Description and GSA Alliant Small Unit 

(CUN) Reference Business GWPC. Labor Category Total Unit Price Ceiling Price 
0013 Section 8.6.3 Vulnerability Assessment EA 

0013A Small svstem (Less than 15 comoonents) (b)(4) $18,000.00 
00138 Medium svstem (16-50 components} $63,660.64 
0013C LarQe svstem (51-199 components) $50,798.08 
0014 Section 8.6.4 Source Code Rev iews HR 

(b)(4) $51 ,440.00 
Subject Matter Exoert (Master) 

0015 Section 8.6.5 Penetration T esting HR 
(b)(4) $78.99920 

Information Assurance/Security Specialist (Joumevman 
Subject Matter Exoert (Senior) 
Subiect Matter Exoert (Master) 
Technical Writer 

0016 Section 8.6.6 Security Impact Assessments EA 
0016A Small svstem (Less than 10 comoonents tested) (b)(4) $43,500.00 
00168 Medium svstem (1 1-60 components tested) $77,885.52 
0016C Large system (60-120 components tested) $33,626.36 
0017 Section 8.7.1 Cyber Security Policy HR 

Subject Matter Expert ( Journeyman) 
(b)(4) $46,917.00 

Technical Writer 
Processes, Procedures, Templates, Checklists, 

0018 Section 8.7.2 Standards, and Guidance HR 

Information Assurance/Security Specialist (Journeyman 
(b)(4) $74,013.00 

Subject Matter Expert (Master) 
Technical Writer 

0019 Section 8.7.7 Convnunications HR 
(b)(4) $58,565.40 

Information Assurance/Security Specialist (Entry Levelj 
Subject Matter Expert (Master) 
Technical Writer 

1020 N/A Other Direct Costs (Not to Exceed) N/A N/A $160,000.00 
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4.2.4 CSPSS Qpf - - -
- -- 1 C, 

- -
;t/P . Part 4 

Ootion 1: Auaust 31, 2013 - Auaust 30, 2014 [OPTIONAL CLINsJ 
Contract Line 
Item Number SOW Cross Description and GSAAlllant Small Unit 

(CUN) Reference Bl!slness GWPC La.bor Cate11orv Total Unit Price Cellintl Price 
0021 Section 8.2.1 Residual Risk per system HR 

Soeclal svstems (infrastructure) (b) (4) $76,144.40 
Information Assurance/Securitv Specialist (Entrv Level) 
Information Assurance/Securitv Specialist (Journeyman 
Information Assurance/Security Specialist (Master) 
Subject Maller Experl (Master) 
Technical Writer 

0022 Section 8.3.1 Authorization HR 
Soecial svstem (At least 200 comoonents) (b)(4) $114,992.28 

Information Assurance/Securitv Specialist (Entrv Level) 
Information Assurance/Security Specialist (Senior) 
Information Assurance/Securttv SCJAr.ia/ist (Master/ 
Qua/itv Assurance Specialist (Journevman) 
Technical Writer 

0023 Section 8.4 Continuous Monitoring Support HR 
S=dal svslem (At least 200 comoonents) 

Information Assurance/Securitv Soecialist (Entrv Level) 
(b)(4) $105,940.60 

Information Assurance/Securitv Soecialist (Joumevman 
information Assurance/Securitv Soocia/ist (Master) 
Qualitv Assurance Specialist (Journeyman) 
SubJect Matter Exoen (Senior) 
Technical Writer 

0024 Section 8.6.3 Vulnerability Assessment HR 
Sr,er.i;al svslF!m (At IP.;,sl 200 r.omnonF!nls) 

Information Assurance/Securitv Soecialist (Joumeyman 
(b)(4) $70,705 00 

Information Assurance/Securitv Soecialist (Senior) 
Information Assurance/Security Soecialist (Master) 
Qualitv Assurance Svecialisl (Joumevman) 
Technical Writer 

0025 Section 8.6.6 Security Impact Assessments HR 
Soecial svstem (121 or more comoonents tested) (bJ(4) $58,300.60 

Information Assurance/Securitv Soecialist (Entrv Level) 
Information Assurance/Securitv Soecialist (Mas/er) 
Qualitv Assurance Soecialist (Journeyman) 
Technical Writer 

0026 Section 8.7.3 Cvber Securitv Relevant Business Solutions MK I 

(b)(4) $82.494.00 
Information Assurance/Security Spedalist (Journeyman 
Subject Matter Experl (Master) 
Technical Writer 
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4.2.5 CSPSS Option 1 Cost/Price - Part 5 
Option 1: August 31, 2013-August 30, 201' [OPTIONAL CUNs] 

Contract Line 
Item Number SOW Cross Description and GSA Alliant Small Unit 

(CUN) Reference Business GW/JC Labor Category Total Unit Price Ceiling Price 
0027 Section 8.7.4 Cyber Security Awareness T raining HR 

(b)(4) $26,516.40 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 
Technical Writer 

Cyber Security Role Based Awareness Training 
0028 Section 8.7.5 (development and instruction) EA 

Cuurstl Dt1vt1luµmt111l JJ!ll uav (b)(4) $63,987.04 
Cyber Security Role Based Awareness Training 

0029 Section 8.7.5 (development and instruction) HR 
Instruction per day (42 days) 

Information Assurance/Security Specialist (Entry Level) 
(b)(4) $32,724.12 

Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Senior) 
Subject Matter Expert (Master) 

0030 Section 8.7.6 Cyber Security Conference HR 
(b)(4) $51 ,308.50 

Information Assurance/Security Specialist (Journeyman 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 

Total Without Optional CLINs $5,619,691.81 
Total of Optional CLINs $683, 112.94 

Option 1 Grand Tota( $6,302,804.75 
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4.3 

4.3.1 

CSPSS Option 2 Cost/Price 
CSPSS Qpf - - - - .. - - - - - - ~ - - - -- - - - - -2C, ;t/P . Part 1 --- -

Option 2: Aua.:ist 31. 201.t ~ August 30, 2015 
Contract Line 
Item Number SOWCross Oe.scriplion and GSA Alliant Small Unit 

(CUN) Reference Business GW//C Labor Category Total Unit Price Ce illng Price 
0001 Section 8.0 Overall Contract Respansibilities UD 

0001A Financials and Status Reoortino (b)(4) S219,884.80 
Administration/Clerical (Senior) 
Financial Analvst 

0001B Suppart for ScanninQ LaPIOPS and Other Tools -5109.96120 
Information Assurance/Securitv Soecia/ist (Entry Level) 

0001C Qualitv Assurance for Overall contract Onlv $251,426.50 
Quality Assurance Specialist (Joumevman) 
SubiRcl Matter Ern,,,t /Senior) 

0002 Section 8.1.2 Project Plan and Project Manager Support HR I 
0002A Proiect Manaaer 

ProiH:I Man.....,,,.r 
(b)(4) $391,679.20 

Proiect Manager 
0002B ProQram ManaQer $48.588.00 

Prooram Manaaer 
0003 Section 8.2.2 Classified Processing Support HR 

lnfonnation Assurance/Security Specialist /Entrv Level/ 
(b)(4) $64.406.00 

lnfonnalion Assurance/SecurilY Soecialist fMas!erl 
Subject Matter Expert (Senior) 

0004 Section 8.2.3 Evaluate New Technology "" I 

(b)(4) $94,145.50 
lnfonnation Assurance/Security Specialist (Entry Level) 
Sub/eel Mtlller Exr,ert (/,,ftlSterJ 

0005 Section 8.2.4 Best Practices HR 
(b)(4) $52.351.00 

Information Assurance!Secur~v Soecialisl lenlrv Levell 
Subiecl Matter Expert (Master! 
Technical Writer 

0006 Section 8.3.1 Authorization ., ... I 
(b)(4) 

0006A Small svstem (Less than 15 comoonents) -Low Sensitivitv $65.738.60 
Small system (Less than 15 components)- Moderate 

00068 Sensitivity $447,484.80 

0006C Medi= system (16-50 comoonents) - Moderate Sensitivit'I $542,219.60 
00060 MedilITI svstem (16-50 comoonentsl -Hiah Sensitivitv $127,829.16 

Large system (51-199 or greater components)- Moderate 
DOOSE Sensitivity $74,621.14 

Large system (51-199 or greater components) - High 
0006F Sensitivity $402,485.50 
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4.3.2 CSPSS Qpf - - - - .- - - -
2C, ;t/P . Part 2 

Option 2: August 31, 2014 - August 30, 2015 
Contract Line 
ltcmNumbcr SOW Cross Description and GSA Alliant Small Unit 

(CUN) Reference Business GWN:, Labor Category Total Unit Price Ceiling Price 
0007 Section 8.3.2 Laptop Authorization EA 

0007A General Use (b)(4) $10,80920 
00078 SGI $6,755.75 
0007C Classified $2,702.30 
0008 Section 8.4 Continuous Monitoring Support EA 

0008A Annual Security Controls Test (b)(4) $252,000.00 
Continuous Monitoring Activities for a Small System (Less 

00088 than 15 comoonents) -Low Sensitivitv $90,323.01 

Continuous Monitoring Activities for a Small system (Less 
0008C than 15 comoonents) - Moderate Sensitivitv $158,187.35 

Continuous Monitoring Activities for a Medium system (16-
00080 50 components) - Moderate Sensitivity $229,088.25 

Continuous Monitoring Activities for a Medium system (16-
DOOSE 50 components) - HiQh Sensitivity $147,607.95 

Continuous Monitoring Activit ies for a Large system (51-
0008F 199 components)- Moderate Sensilivitv $49,809.45 

Continuous Monitoring Activities for a Large system (51-
0008G 199 components) - Hioh SensitivitV $174,615.15 
0009 Section 8.4 Continuous Monitoring Support HR 

0009A Securitv Enoineerino Sunnort (b)(4) $276,494.40 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Journeyman) 
Information Assurance/Security Specialist (Senior) 
Information Assurance/Security Specialist (Master) 
Technical Writer 

00098 Process Support $186,270.40 
Information Assurance/Securifv Saecialist (Master! 

0010 Section 8.5 Data Calls HR 

(b)(4) $24,565.80 
Information Assurance/Security Specialist (Entry Level) 

0011 Section 8.6.1 Incident Response HR 
(b)(4) $210,184.00 

Subject Matter Exoert (Senior) 
0012 Section 8.6.2 Security Architecture nn. 

(b) {4) $150,052.60 
Comouter Forensic and Intrusion Analyst 
Subject Matter Expert (Master) 
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4.3.3 CSPSS Qpf . 2C, ;t/P . Part 3 
Option 2: August 31, 201• - August 30, 2015 

Contract Line 
ltemNuniber SOW Cross Description and GSA.Alliant Small Unit 

(CUN) Reference Business GW/l,C Labor Category Total Unit Price Ceiling Price 
0013 Section 8.6.3 Vulnerability Assessment FA 

0013A Small svstem (Less than 15 comoonents) (b)(4) $18,000.00 
00138 Medium system {16-50 components) $63,660.64 
0013C Larqe system (51 -1 99 components) $50,798.08 
0014 Section 8.6.4 Source Code Reviews HR 

(b)(4) $51,440.00 
Subject Matter Expert_ (Master) 

0015 Section 8.6.5 Penetration Testing HR 
(b)(4) $78,999.20 

Information Assurance/Securitv Specialist (Journevman 
Subject Matter Expert (Senior) 
Subiect Matter Expert_ (Master) 
Technical Writer 

0016 Section 8.6.6 Security Impact Assessments EA 
0016A Small svstem (Less than 10 comoonents tested ) (b)(4) $43,500.00 
00168 Medium system {11 -60 components tested) $77,885.52 
0016C Large system (60-120 components tested } $33 626.36 
0017 Section 8.7.1 Cvber Security Policy n~ 

Subject Matter Expert (Journeyman) 
(b)(4) $46,917.00 

Technical Writer 
Processes, Procedures, Templates, Checklists, 

0018 Section 8.7.2 Standards, and Guidance HR 
(b)(4) $74,013.00 

Information Assurance/Security Specialist (Journeyman) 
Subject Matter Expert_ (Master) 
Technical Writer 

0019 Section 8.7.7 Communications HR 
(bl(4) $58,565.40 

Information Assurance/Security Specialist (Eniry Level) 
Subject Matter Expert (Master) 
Technical Writer 

1020 N/A Other Direct Costs (Not to Exceed) N/A NIA $160,000.00 
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4.3.4 CSPSS Qpf - - -
- -- 2C, 

- -
;t/P . Part 4 

Ontion 2: August 31, 2014 - August 30, 2015 [OPTIONAL CUNs) 
Contract Line 
Item Number SOW Cross Description :1nd GSA Alli:1nt Srn:111 Unit 

(CUN) Reference Business GW/IC Labor Categorv Total Unit Price Ceilin!I Price 
0021 Se ct ion 8.2.1 Residual Risk per system HR 

Special svstems (infra structure) (b)(4) S76.144.40 
Information Assurance/Security Specialist (Entr,1 Level) 
Information Assurance/Security Specialist (Journeyman 
Information Assurance/Security Specialist (Master) 
Subject Matter Expen (Master) 
Technical Writer 

0022 Section 8.3.1 Authorization HR 
S=ciai svstem (Af least 200 comoonenls l (b) (4) $1 14,992.28 

Information Assurance/Securitv Sn=ialist (Entr,1 Level) 
lnformaUon Assurance/Securitv Specialist (Senior) 
Information Assurance/Securitv Specialist (Master) 
Qualitv Assurance Soocialisl (Joumevman) 
Technical Writer 

0023 Section 8.4 Continuous Monitoring Support HR 
S""cial svstem (Af least 200 comoonentsl 

Information Assurance/Securitv Soocialist (Entrr Level) 
(b)(4) $105,940.60 

Information Assurance/Securitv Specialist (Joumevman 
Information Assurance/Security Snecialist (Master) 
Quality Assurance Specialist (Joumevman) 
Subject Matter Expert /Senior) 
Technical Writer 

0024 Section 8.6.3 Vulnerability Assessment HR 
Sn,,r.i,il svsl"m (Al '""s t 200 r.nmnornmfs) (b) (4) S70.70S.OO 

Information Assurance/Securitv Soecialist /Joumevman 
Information Assurance/Securitv Soecia/ist (Senior) 
Information Assurance/Securitv Soecialist (Master) 
Qualitv Assurance Soecialist (Joumevman) 
Technical Writer 

0025 Section 8.6.6 Security Impact Assessments HR 
Sn..cial system /121 or more comoonents tested) {b) (4) S58,300,60 

Information Assurance!Securitv Soecialist (Entr 1 Level) 
Information Assura11Ce/Securitv Soocia/ist (Master) 
Quailtv Assurance Specialist (Joumevman) 
Technical Writer 

0026 Section 8.7.3 Cvber Securitv Relevant Business Solutions HR 

(b)(4) S82,494.00 
Informal/OIi Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Master) 
Technical Writer 
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4.3.5 CSPSS Qpf 2C, ;t/P . Part 5 
ODtion 2: Auaust 31, 2014 • Auaust 30, 2015 [OPTIONAL CLINs] 
Contract Line 
Item Number SOW Cross Description and GSA Alliant Smah Unit 

(CLIN) Reference Business GWN:, Labor Category Total Unit Price Ceiling Price 
0027 Section 8.7.4 Cyber Security Awareness T raining HR 

(b)(4) $26,516.40 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 
Technical Writer 

Cyber Security Role Based Awareness Training 
0028 Section 8.7.5 (development and instruction) EA 

Course Development oer day (b)(4) $63,987.04 
Cyber Security Role Based Awareness Training 

0029 Section 8.7.5 {development and instruction) HR 
Instruction per day ( 42 days) (b)(4) $32,724.12 

Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Senior) 
Subject Matter Expert (Master) 

0030 Section 8.7.6 Cyber Security Conference HR 
(b)(4) $51 ,308.50 

Information Assurance/Security Specialist (Journeyman) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 

Total Without Optional CLINs $5,619,691.81 
Total of Optional CLINs $683, 112.94 

Option 2 Grand Total $6,302,804.75 
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,Nca .. ..,.0 .. A!:'! Nuclear Regulatory Commission I Cyber Security Program Support Services (CSPSS) 

4.4 

4.4.1 

CSPSS Option 3 Cost/Price 
CSPSS Qpf . - - - -- -- - - - - - - - -- - - - - -3C, ;t/P . Part 1 - - - -

Option 3: Auaust 31, 2015 - Auaust 30, 2016 
Contract Line 
Item Number SOW Cross Description and GSA Alliant Small Unit 

(CLIN) Reference Business GW/1,C Labor Category Total Unit Price Ceiling Price 
0001 Section 8.0 Overall Contract Responsibilities HR 
0001A Financials and Status Reoorting (b)(4) $222.084.40 

Admfmstration/Clerlcal {Senior) 
Financial Anatvst 

00018 Suoport for ScanninQ Laolops and Other Tools $111.051.60 
Information Assurance/Security Sper;ia/isl (Entry Level) 

0001C Qualitv Assurance for Overall contract Onlv $253,936.30 
Quality Assurance Specialist /Journeyman) 
Subi,,,,t Matter Exoert {Senior) 

0002 Section 8.1.2 Project Plan and Project Manager Support UD I 

0002A Proiect Manaoer (b)(4) $395.589.60 
Proiecl Ma""""r 
Project Manager 

00028 Proaram Manaaer $49.072.00 
Proaram Manaaer 

0003 Section 8.2.2 Classified Processing Support HR 

(b)(4) $65.048.75 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Securitv Specialist /Master/ 
Subject Matter Expert (Senior) 

0004 Section 8.2.3 Evaluate New Technology 
(b)(4) S95.083.50 

Information Assurance/Securirv Specialist (Ent,v Level) 
Subiecl Maller Exnerl (Master) 

0005 Section 8.2.4 Best Practices nr, I 
(b)(4) $52.874.50 

Information Assurance/SecurilV Specialist /Entrv Leve/J 
Subiect Matter Exoert /Master) 
Techmca/ Writer 

0006 Section 8.3.1 Authorization 
(b)(4) 

0006A Sman system (Less than 15 components)-Low Sensitivity $65.738.60 
Sman system (Less than 15 components) - Moderate 

00068 Sensitivity $447.484.80 

0006C Mediun system (16-50 components) - Moderate Sensitivl~ $542.219.60 
0006D MediUll svstem (16-50 components) - Hi!!h SensitiVitv $127,829.16 

Large system (51-199 or greater components)- Moderate 
0006E Sensitivity $74.621.14 

Large system (51-199 or greater components) - High 
0006F Sensitivity $402.485.50 
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4.4.2 CSPSS Qpf - - -
- -- 3C, ;t/P . 

- - - Part 2 
Ootlon 3: Auaust 31, 2015 - August 30, 2016 

Contract Line 
Item Number SOW Cross Description and GSA.Alliant Small Unit 

(CLIN) Reference Business GWN:. Labor Category Total Unit Price Ceiling Price 
0007 Section 8.3.2 Laptop Authorization EA 
0007A General Use (b)(4) $10,809.20 
00078 SGI $6,755.75 
0007C Classified S2,702.30 
0008 Section 8A Continuous Monitoring Support EA 
0008A Amual Security Controls Test 

Continuous Monitoring Activities for a Small System (Less 
(b)(4) $252,000.00 

00088 than 15 components) -Low Sensitivitv $90,323.01 
Continuous Monitoring Activities for a Small system (Less 

0008C than 15 comoonents) - Moderate Sensitivitv $158.187.35 
Conbnuous Morntonng Acbvities for a Medium system ( 1 t:i-

0008D 50 comoonents\ - Moderate Sensltivitv $229,088.25 
Continuous Monitoring Activities for a Medium system (16-

0008E 50 components) - High Sensitivity $147,607.95 
Continuous Monitoring Activities for a Large system (51-

0008F 199 components)- Moderate Sensitivity $49,809.45 
Continuous Monitoring Activities for a Large system (51-

0008G 199 components)- Hiqh Sensitivity $174,615, 15 
0009 Section 8.4 Continuous Monitoring Support HR 
0009A Security Engineering Support (b)(4) $279,250.08 

Information Assurance/Security Specialist (Entry Level) 
lnfnrmalion A.~.-:11rnncP.ISP.r.11rify SpP.r.iali!:I (.ln11meyman 
Information Assurance/Security Specialist (Senior) 
Information (l.ssurance/Security Specialist (Master) 
Technical Wn1er 

0009B Process Support_ $188,131.60 
Information Assurance/Security Specialist (Masterj 

0010 Section 8.5 Data Calls Ml:' 

(b)(4) $24,809.40 
Information Assurance/Security Specialist (Entry Level) 

0011 Section 8.6.1 Incident Response HR 

(b)(4) $212,289.60 
Subject Matter Expert (Senior) 

0012 Section 8.6.2 Security Architecture HR 
(b)(4) I $151,556,20 

Comouter Forensic and Intrusion Analyst I 
Subiect Matter Exoert (Master) I I 
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4.4.3 CSPSS Option 3 Cost/Price - Part 3 
Option 3: .August 31, 2015 - August 30, 2016 

Contri!ct Line 
Item Number SOW Cross Description and GSA Alliant Small Unit 

(CLIN) Reference Business GW/JC Labor Category Total Unit Price Ceiling Price 
0013 Section 8.6.3 Vulnerability Assessment 1=6 

0013A Small system (Less than 15 components) (b)(4) $18,000.00 
00138 Medium svstem (16-50 components) $63,660.64 
0013C Larae svstem (51 -1 99 components) $50,798.08 
0014 Section 8.6.4 Source Code Reviews HR 

(b)(4) $51,956.00 
Subject Matier Expert (Master) 

0015 Section 8.6.5 Penetration Testing HR 
(b)(4) $79,788.50 

Information Assurance/Security Specialist (Journeyman) 
Subject Matier Expert (Senior) 
Subject Matter Expert (Master) 
Technical Writer 

0016 Section 8.6.6 Security Impact Assessments EA 
0016A Small system (Less than 10 components tested) (b)(4) $43,500.00 
00168 Medium system (11 -60 components tested) $77,885.52 

0016C Larae svstem (60-1 20 components tested) $33,626.36 
0017 Section 8.7.1 Cyber Security Policy UD I 

(b)(4) $47,388.00 
Subject Matier Expert (Journeyman) 
Technical Writer 

Processes, Procedures, Templates, Checklists, 
0018 Section 8.7.2 Standards, and Guidance HR 

(b)(4) $74,753.50 
Information Assurance/Security Specialist (Journeyman) 
Subject Matter Expert (Master) 
Technical Writer 

0019 Section 8.7.7 Communications HR 
(b)(4) $59,151.80 

Information Assurance/Security Specialist (Emry Level) 
Subject Matter Expert (Master) 
Technical Writer 

1020 NIA Other Direct Costs {Not to Exceed) NIA N/A $160,000.00 
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4.4.4 CSPSS Option 3 Cost/Price - Part 4 
ODlion 3: Al.lausz 31, 2015- Aumm 30, 2016 IOPTIONAL CUNsJ 
Contract Line 
Item Number SOW Cross Description and GSA.Alliant Small Unit 

ICUNI Reference Business GW/IC Labor CateQorv Total Unit Price CeillnQ Price 
0021 Section 8.2.1 Residual Risk per system HR 

Special svstems {infrastructure) (b)(4) $76.903.60 
Information Assurance/Security Sner.ialist (Entr1 Level) 
Information Assurance/Security Soecialist (Joumevman 
Information Assurance/Securitv Soecialist (Master) 
Subject Matter Expert /Master) 
Technical Writer 

0022 Section 8.3.1 Authorization HR 
Special system (Al least 200 comoonents) 

Information Assurance/Security Soeciafisr (Entrv Level) 
(b)(4) $116,138.04 

Information Assurance/Securitv Sr>Prialisr fSen;o,-J 
Information Assurance!Securitv Svecialist /Master) 
Qualitv Assurance Soecialisr (Joumevman) 
Technical Writer 

0023 Section 8.4 Continuous MonitorlnQ Suooort HR 
Soeclal svstem (Al least 200 comoonentsl (b)(4) $106,994.96 

Information Assurance/Securitv Soecialist {Entrv Level) 
Information Assurance/Securitv Soecialist (Joumevman 
Information Assurance/Securitv Soecialist (Master) 
Qualitv Assurance Soecialist (JoumevmanJ 
Subiect Matier £.xr,ert (Senior) 
Technical Writer 

0024 Section 8.6.3 Vulnerability Assessment HR 
Soecial system (Al least 200 components) (b)(4) $71.409.32 

Information Assurance/Security Soecialisr /Journeyman 
Information Assurance/Security Soecialist (Senior) 
Information Assurance/Securitv Soecialist /Master) 
Qualilv Assurance Svecialist /JoumevmanJ 
Technical Writer 

0025 Section 8.6.6 Security Impact Assessments HR 
Soeclal system /121 or more comoonents tested\ (b)(4) S58,881.80 

Information Assurance/Securilv Soecialist {£ntrv Level) 
Information Assurance/Security Specialist (Master) 
Qualilv Assurance Svecia/ist {Joumevman) 
Technical Writer 

0026 Section 8.7.3 Cvber Security Relevant Business Solutions HR 

(b)(4) $83,318.00 
Information Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Master) 
Technical Writer 
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4.4.5 CSPSS Option 3 Cost/Price - Part 5 
Optlon'J: Auauat 31, 2015- Auaust 30, 2016 [OPTIONAL CUNsl 

Contract Line 
Item Nurrmer SOW Cross Description and GSA Alliant Small Unit 

(CLIN) Reference Business GWN; Labor Category Total Unit Price Ceiling Price. 

0027 Sect ion 8.7.4 Cyber Security Awareness Training UD 

(b)(4) $26.781-60 
/nforma6on Assurance/Security Specialist (Entry Level) 
lnforma6on Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 
Technical Writer 

Cyber Se curity Role Base d Awareness Training 

0028 Sect ion 8.7.5 (development and instruction) EA 
Course Develooment oer dav (b)(4) $63,987.04 
Cyber Security Role Based Awareness Training 

0029 Section 8.7.5 development and instruction) HR 
Instruction per day (42 days) (b)(4) $33,051 .32 

Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matier Expert (Senior) 
Subject Matier Expert (Master) 

0030 Section 8.7.6 Cyber Security Conference '" I 

(b)(4) $51,821.40 
Information Assurance/Security Specialist (Journeyman) 
Information Assurance/Security Specialist (Master) 
Subject Matier Expert (Master) 

Total Without Optional CLINs $5,643,563.14 

Total of Optional CLINs $689,287.08 
Option 3 Grand Total $6,332,850.22 
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4.5 

4.5.1 

CSPSS Option 4 Cost/Price 
CSPSS Qpf - - - - .. - -- - - - - - - - -- - - - - -4C, ;t/P . Part 1 - - - -

Option 4: August 31, 2016 - Auguat 30, 2017 
Contract Line 
Item Number SOW Cross Description and GSA Alliant Small Unit 

(CLIN) Reference Business GWN:. Labor Category Total Unit Price Celling Price 
0001 Section 8.0 Overall Contract Responsibilities HR 

0001A Financials and Status Reoortina (b)(4) 5222,084-40 
Administration/Clerical (Senior) 
Rnanciaf Analvst 

00018 Supl'.)Ort for Scannina l.apteps and Other Tools 5111,051.60 
Information Assurance/Securitv Soecialist /Entn,· Level) 

0001C Quality Assurance for Overall contract Only $253.936.30 
Oua/itv Assurance Soecialist (JoumevmanJ 
Subject Matter Expert (Senior) 

0002 Section 8,1,2 Project Plan and Proiect Manaqer Support I .... I 
0002A Proiect Manaaer (b)(4) $395,589.60 

Proiect Manaoer 
Proiect Manacwr 

00028 Prooram Manaaer 549.072.00 
Pmaram Manaoer 

0003 Section 8.2.2 Classified Processing Support nnc I 
(b)(4) $65,048.75 

Information Assurance/Securitv SnRCia/ist /Entrv Level) 
Information Assurance/Security Soecialist (Master) 
SubiAr.lMatter Exoert/Senion 

0004 Section 8.2.3 Evaluate New Technology nr< I 

(b)(4) $95,083.50 
Information Assurance/Securitv Soecialist /Entrv Level) 
Subiect Matter Expert (Master) 

0005 Section 8.2.4 Best Practices HR 
(b)(4) $52,874.50 

Information Assurance/Securirv Soecialist (Entn,· Level) 
Subiecl Matter Expert (Master) 
Technical Writer 

0006 Section 8.3.1 Authorization EA 

0006A Sman system (Less than 15 components) -Low Sensitivity 
(b)(4) 

$65,738.60 
Small system (Less than 15 components)- Moderale 

00068 Sensitivity S447 484.80 

0006C Medium svstem /16-50 camoonents) - Moderate Sensitivit $542,219.60 

0006D Medium svstem (16-50 components) - High Sensitivity $127.829.16 
Large system (51-199 or greater components) - Moderate 

0006E Sensitivity $74,621.14 
Large system (51-199 or greater components)- High 

0006F Sensitivitv S402,485.50 
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4.5.2 CSPSS Qpf - - - - .- - - -
4C, ;t/P . Part 2 

Option , : August 31, 2018-August 30, 2017 
Contract Line 
Item Number SOW Cross Description and GSA Alliant Small Unit 

(CUN) Reference Business GWN:, Labor Category Total Unit Price Ceiling Price 
0007 Section 8.3.2 Laptop Authorization i::11. 

0007A General Use (b)(4) $10,80920 
00078 SGI $6,755.75 
0007C Classified $2,702.30 
0008 Section 8.4 Continuous Monitoring Support EA 

0008A Annual Security Controls Test (b)(4) $252,000.00 
Continuous Monitoring Activities for a Small System (Less 

00088 than 15 comoonents) -Low Sensitivitv $90.323.01 
Continuous Monitoring Activities for a Small system (Less 

00OBC than 15 comoonents) - Moderate Sensitivitv $158,187.35 
Continuous Monitoring Activities for a Medium system (16-

0008D 50 components) - Moderate Sensitivity $229,088.25 
Continuous Monitoring Activities for a Medium system (16-

DOOSE 50 components) - HiQh Sensitivity $147,607.95 
Continuous Monitoring Activities for a Large system (51-

0008F 199 components)- Moderate Sensitivitv $49,809.45 
Continuous Monitoring Activities for a Large system (51-

0008G 199 components) - Hioh SensitivitV $174,615.15 
0009 Section 8.4 Continuous Monitoring Support HR 

0009A Securitv Enqineerino Sunnort (b)(4) $279,250.08 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Journeyman 
Information Assurance/Security Specialist (Senior) 
Information Assurance/Security Specialist (Master) 
Technical Writer 

00098 Process Suooort $188,131.60 
Information Assurance/Securifv Saecialist (Master! 

0010 Section 8.5 Data Calls HR 

(b)(4) $24,809.40 
Information Assurance/Security Specialist (Entry Level) 

0011 Section 8.6.1 Incident Response Mt( 

(b)(4) $212,289.60 
Subject Matter Exoert (Senior) 

0012 Section 8.6.2 Security Architecture Mt( 

(b){4) $151,55620 
Comouter Forensic and Intrusion Analyst 
Subject Matter Exaert (Master) 
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4.5.3 CSPSS Qpf . 4C, ;t/P . Part 3 
Option 4: August 31, 2016 - August 30, 2017 
Contract Line 
Item Number SOW Cross Description and GSA.Alliant Small Unit 

(CUN) Reference Business GW/1,C Labor Category Total Unit Price Ceiling Price 
001 3 Section 8.6.3 Vulnerability Assessment EA 
0013A Small svstem (Less than 15 comoonents) (b)(4) $18,000.00 
00138 Medium system {16-50 components) $63,660.64 
0013C Larqe system (51-199 components) $50,798.08 
0014 Section 8.6.4 Source Code Rev iews nn. I 

(b)(4) $51;956.00 
Subject Matter Expert_ (Master) 

0015 Section 8.6.5 Penetration Testing HR 
(b)(4) $79.788.50 

Information Assurance/Securitv Specialist (Journevman 
Subject Matter Expert (Senior) 
Subiect Matter Expert_ (Master) 
Technical Writer 

0016 Section 8.6.6 Security Impact Assessments EA 
0016A Small svstem (Less than 10 comoonents tested) (b)(4) $43,500.00 
00168 Medium system {11 -60 components tested) $77,885.52 
0016C Large system (60-120 components tested} $33626.36 
0017 Section 8.7.1 Cvber Security Policy HR 

(b)(4) $47,388.00 
Subject Matter Expert (Journeyman) 
Technical Writer 

Processes, Procedures, Templates, Checklists, 
0018 Section 8.7.2 Standards, and Guidance HR 

(b)(4) $74,753.50 
Information Assurance/Security Specialist (Journeyman) 
Subject Matter Expert (Master) 
Technical Writer 

0019 Section 8.7.7 Communications HR I 
(b)(4) $59,151.80 

Information Assurance/Security Specialist (Eniry Level) 
Subject Matter Expert (Master) 
Technical Writer 

1020 N/A Other Direct Costs (Not to Exceed) '"ff-\ l'</1'\ I $160,000.00 
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4.5.4 CSPSS Qpf - - -
- -- 4C, 

- -
;t/P . Part 4 

Ontion 4 : August 31, 2016 -August 30, 2017 (OPTIONAL CUNs) 
Contract Line 
Item Number SOW Cross Description and GSA Alliant Smalt Unit 

(CUN) Reference Business GW/IC Labor Cate11orv Total Unit Price Ceilin!I Price 
0021 Se ct ion 8.2.1 Residual Risk per system HR 

Special svstems (infrastructure) (b)(4) 576.903_60 
Information Assurance/Security Specialist (Entr,1 Level) 
Information Assurance/Security Specialist (Joumevman 
Information Assurance/Security Specialist (Master) 
Subject Matter Expen (Master) 
Technical Writer 

0022 Section 8.3.1 Authorization HR 
S=ciai svstem (Af least 200 comoonenls l (b)(4) $116,138.04 

Information Assurance/Securitv Sn=ialist (Entr,1 Levell 
lnformaUon Assurance/Securitv Specialist (Senior) 
Information Assurance/Securitv Specialist (Master) 
Qualitv Assurance Soocialisl (Joumevman) 
Technical Writer 

0023 Section 8.4 Continuous Monitoring Support "" I 
S""cial svstem (Af least 200 comoonentsl (b)(4) $106,994.96 

Information Assurance/Securitv Soocialist (Enif'/ Levell 
Information Assurance/Securitv Specialist (Joumevman 
Information Assurance/Security Snecialist (Master) 
Quality Assurance Specialist (Joumeyman) 
Subject Matter Expert /Senior) 
Technical Writer 

0024 Section 8.6.3 Vulnerability Assessment HR 
Sn,,r.i,il svsl"m /Al '""st 200 r.nmnornmfs) (b)(4) S71.4llil.J2 

Information Assurance/Securitv Soecialist /Joumevma, 
Information Assurance/Securitv Soecia/ist {Senior) 
Information Assurance/Securitv Soecialist {Master) 
Qualitv Assurance Soecialist {Joumevman) 
Technical Writer 

0025 Section 8.6.6 Security Impact Assessments I HR 
Sn..cial system /121 or more comoonents tested) 

Information Assurance!Securilv Soecialisl {Entr 1 Level) 
(b)(4) $58,881.80 

Information Assurance/Securitv Soocialist (Master) 
Quailtv Assurance Specialist {Joumevman) 
Technical Writer 

0026 Section 8.7.3 Cvber Securitv Relevant Business Solutions HR 

(b)(4) S83,318.00 
Informal/On Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Master) 
Technical Writer 
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4.5.5 CSPSS Qpf - - -
- -- 4C, 

- -
,t/P . Part 5 

Option C: Auaust 31, 2016 -Auaust 30, 2017 [OPTIONAL CUNsl 
Contract Line 
Item Nun-oar SOW Cross Description .and GSA Alliant Small Unit 

ICLINl Reference Bus1ness GWN:. Labor Cateaorv Total Unit Price Ceilina Price 
0027 Section 8. 7 .4 Cyber Security Awareness Training HR 

(b)(4) $26,781.60 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 
Technical Writer 

Cyber Security Role Based Awareness Training 
0028 Section 8. 7 .5 (development and instruction) EA 

Course Develoomenl per day bl f4\ I $63,987.04 
Cyber Security Role Based Awareness Training 

0029 Section 8.7.5 development and instruction) HR 
Instruction per day ( 42 davs \ (b) (4) $33,051.32 

Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Experl (Senior) 
Subject Matter Expert (Master) 

0030 Section 8.7.6 Cvber Security Conference I HR 
(b) (4) $51,821.40 

Information Assurance/Security Specialist (Journeyman 
Information Assurance/Security Specialist (Master) 
Subject Matter Experl (Master) 

Total Without Optional CLINs $5,643,563.14 
Total of Optional CI.INs $689,287.08 

Opt.ion 4 Grand Total $6,332,850.22 
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4.6 CSPSS Option 5 Cost/Price 
4.6.1 CSPSS Option 5 Cost/Price - Part 1 

Otttlon 5: AdaU&t 31, 2017 -.NJaust 30, 2018 
C-ontract Line 
llemNun-ber SOW Cross Description and GSA.Alliant Small 

(CLINJ Reference Business GW/>G Labor Category 
0001 Section 8.0 Overall Contract Responsibilities 

0001A Financials and Status R"""rtina 
Administration/Clerical (Senior) 
Financial Ana/vs/ 

0001B Support for Scanning Laptops and Other Tools 
Information Assurance/Securitv Specialist /Entrv Leve/J 

0001C Quality Assurance for Overall contract Onlv 
Qualitv Assurance Speciallst (Joumevman) 
Subiect Matter Expert (Senior) 

0002 Section 8.1.2 Project Plan and Project Mana.ger Support 
0002A Proiect Manaaer 

Project Manager 
Proiec/ Manaoer 

0002B Program Manager 
Proaram Manaoer 

0003 Section 8.2.2 Classified Processing Support 

Information Assurance/Securitv Specialist /Entrv Level) 
Information Assurance/Security Specialist (Master) 
Subi,,,,t Matter Exoert /Senior) 

0004 Section 8.2.3 Evaluate New Technology 

Information Assurance/Security Specialist (Entry Level) 
Subicct Mcrttcr Expert (Moster) 

0005 Section 8.2.4 Best Practices 

lnformaUon Assurance/Securitv Specialist (Entr,· Level) 
Subwt Matter Exoert (Master) 
Technical Writer 

0006 Section 8.3.1 .Authorization 

0006A Small svstem /Less than 15 comoonentsl -Low Sensitivitv 
Small system (Less than 15 components) - Moderate 

0006B Sensitivitv 

0006C Medium svstem (16-50 comoonentsl - Moderate Sensitivit 
0006D. Medium svstem (16-50 comoonentsl- Hiqh Sensitivitv 

Large system (51-199 or greater components)• Moderate 
0006E Sensitivitv 

Large system (51-199 or greater components)- High 
0006F Sensitivitv 

Unit 
Total Unit Price Ceiling Price 

UD 

(b)(4) S224.302.80 

S112,160.80 

$256.479.00 

HR I 
(b)(4) S399.537.60 

$49,564.00 

HR 
(b)(4) S65,699.00 

Ml> I 
(b)(4) $96.034.00 

HR I 

(b)(4) $53.403.00 

EA 

(b)(4) 
565,738.60 

$447,484.80 

$542.219.60 
5127.829.16 

$74.621.14 

5402.485.50 
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4.6.2 CSPSS Qpf - - -
- -- SC, ;t/P . 

- - - Part 2 
Option 5: Auaust 31, 2017:. Ai,gust 30, 2018 

Contract Line 
Item Number SOW Cross Description and GSA.Alliant Small Unit 

(CLIN) Reference Business GWN:. Labor Category Total Unit Price Ceiling Price 
0007 Section 8.3.2 Laptop Authorization EA 
0007A General Use (b)(4) $10,809.20 
00078 SGI $6,755.75 
0007C Classified S2,702.30 
0008 Section 8A Continuous Monitoring Support EA 
0008A Amual Security Controls Test (b)(4) $252,000.00 

Continuous Monitoring Activities for a Small System (Less 
00088 than 15 components) -Low Sensitivitv $90,323.01 

Continuous Monitoring Activities for a Small system (Less 
0008C than 15 comoonents) - Moderate Sensitivitv $158.187.35 

Conbnuous Morntonng Acbvities for a Medium system ( 1 t:i-
0008D 50 comoonents\ - Moderate Sensltivitv $229,088.25 

Continuous Monitoring Activities for a Medium system (16-
0008E 50 components) - High Sensitivity $147,607.95 

Continuous Monitoring Activities for a Large system (51-
0008F 199 components)- Moderate Sensitivity $49,809.45 

Continuous Monitoring Activities for a Large system (51-
0008G 199 components)- Hiqh Sensitivity $174,615, 15 
0009 Section 8.4 Continuous Monitoring Support n" 
0009A Security Engineering Support (b)(4) $282,034.56 

Information Assurance/Security Specialist (Entry Level) 
lnfnrmalion A.~.-:11rnncP.ISP.r.11rify SpP.r.iali!:I (.ln11meyman 
Information Assurance/Security Specialist (Senior) 
Information (l.ssurance/Security Specialist (Master) 
Technical Wn1er 

00098 Process Support_ $190,011.60 
Information Assurance/Security Specialist (Master) 

0010 Section 8.5 Data Calls HR 
I (b)(4) $25,057.20 

Information Assurance/Security Specialist (Entry Level) I 
0011 Section 8.6.1 Incident Response HR 

I (b)(4) $214,414.00 
Subject Matter Expert (Senior) I 

0012 Section 8.6.2 Security Architecture HR 

Comouter Forensic and Intrusion Analyst 
(b)(4) $153,070.20 

Subiect Matter Exoert (Master) 
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4.6.3 CSPSS Option 5 Cost/Price - Part 3 
Option 5: August 31, 2017 • August 30, 2018 

Contract Line 
ltemNuimer SOW Cross Description and GSAAlliant Small Unit 

(CLIN) Reference Business GW/JC Labor CateQorv Total Unit Price Ceiling Price 
0013 Section 8.6.3 Vulnerability Assessment EA 
0013A Small system (Less than 15 components) (b)(4) $18,000.00 
00138 Medium system (16-50 components) $63,660.64 
0013C Larqe system (51-199 components) $50,798.08 
0014 Section 8.6.4 Source Code Reviews HR 

(b)(4) $52,476.00 
Subject Matter Expert (Master) 

0015 Section 8.6.5 Penetration Testing HR 

(b)(4) $80,585.60 
Information Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Senior) 
Subject Matter Expert (Master) 
Technical Writer 

0016 Section 8.6.6 Security Impact Assessments EA 
0016A Small svstem (Less than 10 components tested) (b)(4) $43,500.00 
00168 Medium system {1 1-60 components tested) $77,885.52 
0016C Larqe svstem (60-120 components tested) $33,626.36 
0017 Section 8.7.1 Cvber Security Policy HR 

(b)(4) $47,862.00 
Subject Matter Expert (Journeyman) 
Technical Writer 

Processes, Procedures, Templates, Checklists, 
0018 Section 8.7.2 Standards, and Guidance HR 

(b)(4) $75,500.50 
Information Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Master) 
Technical Writer 

0019 Section 8.7.7 Com11unications HR 
(b)(4) $59,743.20 

Information Assurance/Security Specialist (Emry Level) 

Subject Matter Expert (Master) 
Technical Writer 

1020 NIA Other Direct Costs (Not to Exceed) NIA NIA $160,000.00 
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4.6.4 CSPSS Qpf - - -
- -- SC, 

- -
;t/P . Part 4 

Ontion 5: August 31, 2017 - August 30, 20111 [OPTIONAL CUNs) 
Contract Line 
ltemNumbar SOW Cross Description :1nd GSA Alli:1nt Srn:111 Unit 

(CUN) Reference Business GW/IC Labor Categorv Total Unit Price Ceilin!I Price 
0021 Se ct ion 8.2.1 Residual Risk per system HR 

Special svstems (infrastructure) (b)(4) 577.671.40 
Information Assurance/Security Specialist (Entr,1 Level) 
Information Assurance/Security Specialist (Journeyman 
Information Assurance/Security Specialist (Master) 
Subject Matter Expen (Master) 
Technical Writer 

0022 Section 8.3.1 Authorization HR 
S=cial svstem (Af least 200 comoonenls l (b) (4) S 117 .296.84 

Information Assurance/Securitv Sn=ialist (Entr,1 Leven 
lnformaUon Assurance/Securitv Specialist (Senior) 
Information Assurance/Securitv Specialist (Master) 
Qualitv Assurance Soocialisl (Joumevman) 
Technical Writer 

0023 Section 8.4 Continuous Monitoring Support UD I 

S""cial svstem (Af least 200 comoonentsl (b)(4) $108,062.52 
Information Assurance/Securitv Soocialist (Entrr Level) 
Information Assurance/Securitv Specialist (Journevman 
Information Assurance/Security Snecialist (Master) 
Qualilv Assurance Specialist (Joumeyman) 
Subject Matter Expert /Senior) 
Technical Writer 

0024 Section 8.6.3 Vulnerability Assessment HR 
Sn,,r.i,il svsl"m /Al '""s t 200 r.nmnornmfs) (b)(4) S7:>.1:>2.fi4 

Information Assurance/Securitv Svecialist /Joumevman 
Information Assurance/Securitv Svecia/ist (Senior) 
Information Assurance/Securitv Svecialist (Master) 
Qualitv Assurance Svecialist (Joumevman) 
Technical Writer 

0025 Section 8.6.6 Security Impact Assessments HR 
Sn..cial system /121 or more comoonents tested) (b)(4) $59,471 .60 

Information Assurance!Securitv Svecialisl (Entr1 Level) 
Information Assura11Ce/Securitv Soocialist (Master) 
QuailtY Assurance Specialist (Joumevman) 
Technical Writer 

0026 Section 8.7.3 Cvber Securitv Relevant Business Solutions HR 

(b) (4) 584.150.00 
lnformat10n Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Master) 
Technical Writer 
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4.6.5 CSPSS Qpf - - - - .- - -
SC, ,t/P . Part 5 

Option 5: Auaust 31, 2017 • Auaust 30, 2018 (OPTIONAi. CUNsl 
Contract Line 
Item Number SOW Cross DeKription and GSAAlllant Small Unit 

ICLINl Reference Business GWN:, Labor Cateqorv Total Unit Price Ceilinq Price 
0027 Section 8.7.4 Cyber Security Awareness Training HR 

(b)(4) $27,04920 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Masterj 
Technical Writer 

Cyber Security Role Based Awareness Training 
0028 Section 8.7.5 development and instruction) EA 

Course Development per day bl(4l $63,987.04 
Cyber Security Role Base d Awareness Training 

0029 Section 8.7.5 (development and instruction) HR 
lnstruclion per day (42 days) (b)(4) $33,381 .88 

Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Senior) 
Subject Matter Experl (Master) 

0030 Section 8.7.6 Cyber Security Conference HR 

(b)(4) $52,339.30 
Information Assurance/Security Specialist (Journeyman) 
lnfotrnation Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 

Total Without Optional CLINs $5,667,682.87 
Total of Optional CblNs 5695,532.112 

Option 5 Grand Total $6,363,215.29 
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4. 7 CS PSS Option 6 Cost/Price 
4. 7 .1 CS PSS Option 6 Cost/Price - Part 1 

ODtion &: 41uguat 31 , ;zo1a - Auaur.t 30 2019 
Contract Line 
Item Number SOWCros-s Description and GSA.Alliant Small Unit 

fCLINl Reference Business GWJC Labor Cateaorv Total Unit Price Ceilina Price 
0001 Section 8.0 Overall Contract Responsibilities HR 

0001A Financials and Sta1us RePOrtinq (b)(4) $224.302.80 
Administration/Clerical (Senior) 
Financial Analyst 

00016 Suoport for Scannino Laplops and Other Tools $112,160.80 
Information Assurance/Securitv Soecialist (Entn1 Leven 

0001C OualitV Assurance for Overall conltact Onlv 5256.4 79.00 
Quality Assurance Specialist (Journeyman) 
SubiRcl Matter Exoert (Senior) 

0002 Section 8.1.2 Project Plan and Project Manager Support HR 
0002A Project Manager (bl(4) $399,537.60 

Project Manaqer 
Pro""'I Ma,,,.,,er 

00026 PrOQram ManaQer S4g,564_()() 
P=ram Manaaer 

0003 Section 8.2.2 Classified Processing Support u., I 

(b)(4) $65,699.00 
Information Assurance/Securitv Soecialist (Entn, Leven 
Information Assurance/Security Specialist /Mas/Br) 
Subier.tMatterExoert(Senior) 

0004 Section 8.2.3 Evaluate New Technology .... 
(b)(4) S96,034.00 

Information Assurance/Securitv S"""ialisl (Entn, Level) 
Subiecl Matter Exoert (Master} 

0005 Section 8.2.4 Best Practices HR 

(b)(4) S53,403.00 
Information Assurance/Security Specialist (Entr;· Level) 
Subif>r.t Mailer Exoert /Master) 
Technical Writer 

0006 Sect.ion 8.3.1 Authorization EA 
(b)(4) 

0006A Small svstem (less than 15 comoonentsl -low Sensilivitv $65,738.60 
Small system {l ess than 15 components) - Moderate 

0006B Sensitivity S447,484.80 

0006C Medium svstem (16-50 components)- Moderate Sensitivit\ $542,219.60 
0006D Medium svstem (16-50 comoonents) - H1qh Sensitivity $127,829.16 

Large system (51-199 or greater components) - Moderate 
0006E Sensitivity $74,621.14 

l arge system {51-199 or greater components)- High 
0006F Sensitivi1V $402,485.50 
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4. 7 .2 CSPSS Option 6 Cost/Price - Part 2 . 
Option 6: Auaus 31, 2018-August 30, 2019 
Contract Line 
Item Nurrber SOW Cross Description and GSA Alliant Small Unit 

(CLIN) Reference B usiness GWN; Labor Category Total Unit Price Ceiling Price 
0007 Section 8.3.2 Laptop Authorization EA 

0007A General Use (b)(4) $10,80920 
0007B SGI $6,755.75 
0007G Classified $2,702.30 
0008 Section 8.4 Continuous Monitoring Support EA 

0008A Annual Securitv Controls Test (b)(4) $252,000.00 
Continuous Monitoring Activities for a Small System {Less 

0008B than 15 comoonenls) -Low SensitivHv $90,323.01 

Continuous Monitoring Activities for a Small system (Less 
OOOBC than 15 components) - Moderate Sensitivity $158,187.35 

Continuous Monitoring Activities for a Medium system (16-

00080 50 components) - Moderate Sensitivity $229,088.25 
Continuous Monitoring Activities for a Medium system (16-

0008E 50 components) - Hiqh Sensitivity $147,607.95 
Continuous Monitoring Activities for a Large system (51-

0008F 199 components) - Moderate Sensitivity $49,809.45 
Continuous Monitoring Activities for a Large .system (51-

0008G 199 comoonents)- Hioh Sensitivitv $174,615.15 
0009 Section 8.4 Continuous Monitoring Support HR 

0009A Security Engineering Succor! (b)(4) $282,034.56 
Information /\ssurancc/Sccur;ty Specialist (Entry Level) 
Information Assurance/Security Specialist ( Journeyman 
Information Assurance/Security Specialist (Senior) 
Information Assurance/Security Specialist (Master) 
Technical Writer 

0009B Process Support $190,011.60 
Information Assurance/Security Specialist (Master) 

0010 Section 8.5 Data Calls HR 

(b)(4) $25.057.20 
Information Assurance/Securitv Soecialist {Entrv Level) 

0011 Section 8.6.1 Incident Response M~ 

(b)(4) $214,414.00 
Subiect Matter Exr,e,t (SeniOrJ 

0012 Section 8.6.2 Security Architecture HR 

(b)(4) $153,070.20 
ComouterForensic and Intrusion Analvst 
Subiect Matter Expert (Master) 
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4.7.3 CSPSS Option 6 Cost/Price - Part 3 
Option 6: August 31, 2018 • August 30, 2019 

Contract Une 
ltemNuimer SOW Cross Description and GSAAlliant Small Unit 

(CLIN) Reference Business GW/JC Labor CateQorv Total Unit Price Ceiling Price 
0013 Section 8.6.3 Vulnerability Assessment EA 
0013A Small system (Less than 15 components) (b)(4) $18,000.00 
00138 Medium system (16-50 components) $63,660.64 
0013C Larqe svstem (51-199 components) $50,798.08 
0014 Section 8.6.4 Source Code Reviews HR 

Subject Matter Expert (Master) 
(b)(4) $52,476.00 

0015 Section 8.6.5 Penetration Testing HR 
(b)(4) $80,585.60 

Information Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Senior) 
Subject Matter Expert (Master) 
Technical Writer 

0016 Section 8.6.6 Security Impact Assessments EA 
0016A Small svstem (Less than 10 components tested) (b)(4) $43,500.00 
00168 Medium system {1 1-60 components tested) $77,885.52 
0016C Larqe svstem (60-120 components tested) $33,626.36 
0017 Section 8.7.1 Cvber Security Policy HR 

(b)(4) $47,862.00 
Subject Matter Expert (Journeyman) 
Technical Writer 

Processes, Procedures, Templates, Checklists, 
0018 Section 8.7.2 Standards, and Guidance HR 

(b) (4) $75,500.50 
Information Assurance/Security Specialist (Journeyman) 
Subject Matter Expert (Master) 
Technical Writer 

0019 Section 8.7.7 Communications HR 
(b)(4) $59,743.20 

Information Assurance/Security Specialist (Eniry Level) 

Subject Matter Expert (Master) 
Technical Writer 

1020 NIA Other Direct Costs (Not to Exceed) NIA N/A $160,000.00 
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4.7.4 CSPSS Option 6 Cost/Price - Part 4 
ODllon &: August 31, 2018 - Aooust 38, 2019 roPTl°"M.. CUNsl 
Contract Line 
Item Number SOW Cross Description and GSA Alliant Small Unit 

(CUN) Reference Business GWN:. Labor Category Total Unit Price Ceiling Price 
0021 Section 8.2.1 Residual Risk per svstem HR 

Soecial svstems /infrastructure) (b)(4) 577,671.40 
Information Assurance/Securitv S,_,ialist (Entrv Level) 
Information Assurance/Securilv Soecialist (Joumevman 
lnformaUon Assurance/Securitv s,-,iafist (Master) 
Subiect Matter Emert /Master) 
Technical Writer 

0022 Section 8.3.1 Authorization HR 
Special system (Al least 200 components) (b)(4) $1 17,296.84 

lnformaUon Assurance/Security Specialist (Entn1 Level) 
Information Assurance/Security Specialist (Senior) 
Information Assurance/Security Soecialist (Masfer} 
Qualitv Assurance Soecia/ist /Journevrnan) 
Technical Writer 

0023 Section 8.4 Continuous Monitoring Support HR 
Soecial system (Al least 200 comoonents) (b)(4) $108.062.52 

Information Assurance/Security Soecia/ist (Entr, Level) 
Information Assurance/Securitv Soecia/isl (Journeyman 
Information Assurance/Security Soecialist (Master) 
Quality Assurance Soecialist (Journeyman) 
Subiect Matter ExnRrt (Senior) 
Technical Writer 

0024 Section 8.6.3 Vulnerabilitv Assessment HR 
SMcial svstem (N. least 200 comoonenlsl (b) (4) S72,122.64 

Information Assurance/Security Specialist (Journeymen 
Information Assurance/Security Specialist (Senior) 
Information Assurance/Security Specialist (Master) 
Quality Assurance Soecialist (Journeyman) 
Technical Writer 

0025 Section 8.6.6 Security Impact Assessments HR 
Soecial system (121 or more companents tested) (b)(4) S59,471.60 

Information Assurance/Security Soecialist (Enif'/ Level} 
Information Assurance/Security Soecialist (Master) 
Quality Assurance Specialist (Journeyman) 
Technical Writer 

Q026 Section 8.7.3 Cyber Secu.ritv Relevant Busine~ Solutions HR 
(b) (4) $84,150.00 

Information Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Master) 
Technical Writer 
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4. 7 .5 CSPSS Option 6 Cost/Price - Part 5 
Option 6: Auaust 31, 2018 - August 30, 2019 [OPTIONAL CUN&) 

Contract Line 

ttemNul'l't>er SOW Cross Description and GSA Alliant Small Unjt 

(CUN) Reference Business GWN:. Labor Category Total Unit Price Ceiling Price. 
0027 Section 8.7.4 Cyber Sec urity Awareness Training HR 

lnformalion Assurance/Security Specialist (Entry Level) 
(b)(4) $27,049.20 

Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 
Technical Writer 

Cyber Security Role Based Awareness Training 
0028 Section 8.7.5 development and instruction) EA 

Course Develooment oer dav (b)(4) I $63,987.04 
Cyber Securi ty Role Based Awareness Training I 

0029 Section 8.7.5 (dev elopment and instruction) HR 
Instruction oerdav (42 dav,;\ (b)(4) $33,381 .88 

Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Senior) 
Subject Matter Experl (Master) 

0030 Section 8.7.6 Cyber Security Conference HR 
(b)(4) $52,339.30 

Information Assurance/Security Specialist (Journeyman) 
Information Assurance/Security Specialist (Master) 
Subject Maller Expert (Master) 

Total Without Optional CLINs $5·,667, 682.87 
Total of Optional CLINs $695,532.42 

Option 6 Grand Total $6,363,215.29 
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4.8 CSPSS Option 7 Cost/Price 
4.8.1 CSPSS Option 7 Cost/Price - Part 1 

Option 7: A&aaust3'1, 2019- Auau&l30, 2020 
<;ontract Lin e 
Item Number SOW Cross Descriptlon and GSA Alliant Small 

{CLIN) Reference Business GWPC. Labor Category 
0001 Section 8.0 Overall Contract Responsibilities 

0001A Financials and Status Reoortina 
Administration/Clerical (Senior} 
Financial Ana/vs/ 

0001B Sup()O(l for Scanning Laotoos and Other Tools 
Information Assurance/Security Specialist (Entrv Level) 

0001C Qualitv Assurance for Overall contract Onlv 
Qua/it>; Assurance S"""ialisl (Joumevman) 
Subject Matter Expert (Senior) 

0002 Section 8.1.2 Project Plan and Proiect Mana11er Support 
0002A Project Mana.oer 

Proiect Manager 
Proiect Manaqer 

00028 Prooram Manaaer 
Program Manager 

0003 Section 8.2.2 Classified Processing Support 

Information Assurance/Security Soecialisl (Entrv Level) 
Information Assurance/Sec11ritv Soecialist (Master/ 
S11biect Matter Exoerl (Senior) 

0004 Section 8.2.3 Evaluate New Technology 

Unit 
Total 

UD 

(b)(4) 

HR 
(b)(4) 

HR 
(b)(4) 

UD 

I (b)(4) 
Information Ass11rance/Securitv Soecialist fEntrv Level)I 
Subject Matter Expert (Master) I 

0005 Section 8.2.4 Best Practices HR 

lnforma(,on Assurance/Security Soecialist /Entrv Level) 
(b)(4) 

Subject Matter Experl (Master) 
Technical Writer 

0006 Section 8.3.1 Authorization EA 

0006A Sman system (Less than 15 components)-Low Sensitivity 
(b)[4) 

Small system (Less than 15 components) - Moderate 
0006B Sensitivity 

0006C MediLITI svstem 116-50 comoonentsl - Moderate Sensitlvi!'. 
0006D Medil.lTl s-,.stem (16-50 cornoonents) - High Sensitivity 

Large system (51-199 or greater components) - Moderate 
0006E Sensitivity 

Large system (51-199 or greater components)- High 
0006F Sensitivitv 

Unit Price Ceiling Price 

$224,302.80 

$112.160.80 

S256,479.00 

$399,537.60 

$49,564.00 

$65.699.00 

I 
$96,034.00 

I 
$53,403.00 

$65,738.60 

$447.484 .80 

$542,219.60 
5127,829.16 

$74,621.14 

5402.485.50 
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4.8.2 CSPSS Qpf - - - - .- - - -
7C, ;t/P . Part 2 - -

Option 7; August 31, 2019-August 30, 2020 
Contract Line 
ltcmNumbcr SOW Cross Description and GSA Alliant Small Unit 

(CUN) Reference Business GWN:, Labor Category Total Unit Price Ceiling Price 
0007 Section 8.3.2 Laptop Authorization EA 

0007A General Use (b)(4) $10,80920 
00078 SGI $6,755.75 
0007C Classified $2,702.30 
0008 Section 8.4 Continuous Monitoring Support EA 

0008A Annual Security Controls Test (b)(4) $252,000.00 
Continuous Monitoring Activities for a Small System (Less 

00088 than 15 comoonents) -Low Sensitivitv S00.323.01 
Continuous Monitoring Activities for a Small system (Less 

00OBC than 15 comoonents) - Moderate Sensitivitv $158,187.35 
Continuous Monitoring Activities for a Medium system (16-

00080 50 components) - Moderate Sensitivity $229,088.25 
Continuous Monitoring Activities for a Medium system (16-

DOOSE 50 components) - HiQh Sensitivity $147,607.95 
Continuous Monitoring Activities for a Large system (51-

0008F 199 components)- Moderate Sensitivitv $49,809.45 
Continuous Monitoring Activities for a Large system (51-

0008G 199 components) - Hioh SensitivitV $174,615.15 
0009 Section 8.4 Continuous Monitoring Support HK 

0009A Securitv Enqineerino Sunnort (b)(4) $282,034.56 
Information Assurance/Security Specialist (Entry Levelj 
Information Assurance/Security Specialist (Journeyman 
Information Assurance/Security Specialist (Senior) 
Information Assurance/Security Specialist (Master) 
Technical Writer 

00098 Process Support $190,011 .60 
Information Assurance/Securifv Saecialist (Master! 

0010 Section 8.5 Data Calls HK 

(b)(4) I $25,057.20 
Information Assurance/Security Specialist (Entry Level) I 

0011 Section 8.6.1 Incident Response Ml'( 

(b)(4) $214,414.00 
Subject Matter Exoert (Senior) 

0012 Section 8.6.2 Security Architecture HR 
(bl(4) $153,070.20 

Comouter Forensic and Intrusion Analyst 
Subject Matter Exaert (Master) 
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4.8.3 CSPSS Qpf . 7 C, ;t/P . Part 3 
Option 7: August 31, 2019 - August 30, 2020 

Contract Line 
Item Number SOW Cross Description and GSA.Alliant Small Unit 

(CUN) Reference Business GW/1,C Labor Category Total Unit Price Ceiling Price 
0013 Section 8.6.3 Vulnerability Assessment FA 

0013A Small svstem (Less than 15 comoonents) (b)(41 $18,000.00 
00138 Medium system {16-50 components) $63,660.64 
0013C Larqe system (51-199 components) $50,798.08 
0014 Section 8.6.4 Source Code Reviews HR 

(b)(4) $52;476.00 
Subject Matter Expert_ (Master) 

0015 Section 8.6.5 Penetration Testing HR 
(b)(4) $80.585.60 

Information Assurance/Securitv Specialist (Journevman 
Subject Matter Expert (Senior) 
Subiect Matter Expert_ (Master) 
Technical Writer 

0016 Section 8.6.6 Security Impact Assessments EA 
0016A Small svstem (Less than 10 comoonents tested) (b)(4) $43,500.00 
00168 Medium system {11 -60 components tested) $77,885.52 
0016C Large system (60-120 components tested) $33,626.36 
0017 Section 8.7.1 Cvber Security Policy HR 

(bl(4) $47,862.00 
Subject Matter Expert (Journeyman) 
Technical Writer 

Processes, Procedures, Templates, Checklists, 
0018 Section 8.7.2 Standards, and Guidance HR 

(b)(4) $75,500.50 
Information Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Master) 
Technical Writer 

0019 Section 8.7.7 Communications HR I 

(b)(4) $59,743.20 
Information Assurance/Security Specialist (Enlry Level) 
Subject Matter Expert (Master) 
Technical Writer 

1020 N/A Other Direct Costs (Not to Exceed) NIA N/A $160,000.00 
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4.8.4 CSPSS Option 7 Cost/Price - Part 4 
Ontian 7: Auaust 31, 2019 • Auau.:t 30, 2020 (OPTIONAL CUNsl 
Contract Line 
Item Number SOW Cross De-scription anll GSA:Alliant Small Unit 

(CLINj Reference Business GWl>C. Labor Categorv Total Unit Price Ceiling Price 
0021 Section 8.2.1 Residual Risk per system HR 

Soecial svstems (infrastructure) 
Information Assurance/Securilv Soecialist {Entr1 Level) 

{b)(4) $77,671 .40 

Information Assurance/Securitv Soecialist (Joumevman 
Information Assurance/Securilv Sner.ialist (Master) 
Subject Matter Exoerl (Master) 
Technical Wrlter 

0022 Section 8.3.1 Authorization HR 
S""cial svstem (Al least 200 comoonenlsl (b){4) 51 17,296.84 

Information Assurance/Security Soecialist (Entr1 Level) 
Information Assurance/Securitv S,.,,,,,ialist (Senior) 
Information Assurance/Securitv SoeciaJist (Master) 
Qualilv Assurance SoeciaJist (JoumevmanJ 
Technical Writer 

0023 Section 8.4 Continuous Monitoring Support HR 
Special system (Al least 200 components) (b)(4) 5108.062..52 

Information Assurance/Securitv Soocialist (Entrv Level) 
Information Assurance/Securitv Soecialist fJoumevman 
Information Assurance/Securitv Soecialist (Master) 
Qualitv Assurance Soecialist (Joumevman) 
Subiect Matier Exoert (Senior) 
Technical Writer 

0024 Section 8.6.3 Vulnerability Assessment HR 
Suet:ial sysl!!rn (Al least 200 cllfT1oonenls) 

Information Assurance/Security Soecia/ist (Journeyman 
(b)(4) $72,122.64 

Information Assurance/Security Soecialist (Senior) 
Information Assurance/Security Soocia/ist (Master) 
Qualitv Assurance Soecialist (Journevmanl 
Technical Writer 

0025 Section 8.6.6 Security Impact Assessments HR 
Special system (121 or more components tested) 

Information Assurance/Securitv Soecia/ist fEnlrt Levell 
(b)(4) $59,471 .60 

Information Assurance/Securitv Soecia/ist (Master) 
Qua/itv Assurance Soecialist (Joumevman) 
Technical Wnter 

0026 Section 8.7.3 Cyber Security Relevant Business Solutions 
(b)(4) $84,150.00 

Information Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Master) 
Technical Writer 
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4.8.5 CSPSS Option 7 Cost/Price - Part 5 
Option 7 : .«luaus 31, 2019 - August 30, 2020 [OPTIONAL CLINsl 
Contract Line 

Item Nutmer SOWCl'oss De scription and GSA Alliant Small Unlt 
(CLIN) Reference Business GW/lC Labor Category Total Unit Price Ceiling Price 
0027 Section 8.7.4 Cvber Security Awareness Training HR 

(b)(4) $27,049.20 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 
Technical Writer 

Cyber Security Role eased Al,vareness Training 
0028 Section 8.7.5 (dev elopment and instruction) EA 

Course Develoornent oer dav (b)(4) $63,987.04 
Cyber Security Role Based Awareness Training 

0029 Section 8.7.5 (dev elopment and instruction) HR 
Instruction per dav (42 davsl (b)(4) $33.381 .88 

Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
SubjectMatterExpert(Seniory 
Subject Matter Expert (Master) 

0030 Section 8.7.6 Cyber Security Conference HR 
(b) (4) $52,339.30 

Information Assurance/Security Specialist (Journeyman 
Information Assurance/Sec11rity Specialist (Master) 
Subject Matter Expert (Master) 

Total Without Optional CLINs $5,667,682.87 

Total of Optional CLINs $695,532.42 
Option 7 Grand Total $6,363,215.29 
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4.9 CSPSS Option 8 (3 Months) Cost/Price 
4.9.1 CSPSS Option 8 Cost/Price - Part 1 

OptiCln 8: ,,,.,..ust 31, 2020 - Nll'Yembet30,~020 
Contract Line 
Item Number SOW Cross Description and GSAAlllant Small 

ICLIN) Re·ference Business GWPC. Labor Category 
0001 Section 8.0 Overall Contract Responsibilities 

0001A Financials and Status ReoortinQ 
Administration/Clerical /Senior) 
Financial Analyst 

0001 6 SuPPOrt for Scanninc:i Laptops and Other Tools 
lnfo,matkm Assurance/Securit11 Sn,,riaJist /Ef'lru Leven 

0001C Oualitv Assurance for Overall contract Onlv 
Quality Assurance Specialist (Journeyman) 
Subiect Matter Expert {Senior) 

0002 Section 8.1.2 Prolect Plan and Proiect Manaaer Suooort 
0002A Proiect Manaoer 

Prrnect Manac,er 
PmiR,,t Manaaer 

00026 Proaram Manaaer 
Proqram Manaqer 

0003 Section 8.2.2 Classified Processing Support 

/nformalion Assurance/Securitv Specialist /Entr~ Level) 
Information Assurance/Securitv SnPria/ist (Master) 
Subiect Matter Expert (Senior) 

0004 Section 8.2.3 Evaluate New Technofoav 

Information Assurance/Securitv Specialist /Entry LeveQ 
Subject Malter Expert (Master) 

0005 Section 8.2.4 Best Practices 

Information Assurance/Security Specialist (Entry Level) 
Subi8ct Matier E~pert (Master) 
Technical wn·ter 

0006 SecUon 8.3.1 AuthorizaUon 

0006A Small svstem (l ess than 15 comoonentsl-low Sensltivitv 
SmaU system (Less than 15 components)- Moderate 

00066 Sensitivity 

0006C Medium svstem 116-50 comoonents)- Moderate Sensitivit 
0006D Medium svstem 116-50 comoonents)- Hioh Sensiti\itv 

Large system (51-1 99 or greater components) - Moderate 
0006E Sensitivity 

Large system (51-1 99 or greater components) - High 
0006F Sensitivitv 

Unit 
Total Unit Price Ceiling Price 
UD 

(b)(4) $56.075.70 

528,040.20 

$64,083.72 

HR 

(b)(4) $99,884.40 

$12.391.00 

HR 

(b)(4) $16,480.92 

HR 

(b)(4) $23,764.08 

HR I 
(b)(4) $12,816.72 

EA 

(b)(4) 
532.869.30 

$89.496.96 

$108.443.92 
$63,914.58 

$74,621.14 

580.497.10 
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4.9.2 CSPSS Qpf - - - - .- - -
SC, ;t/P . Part 2 - -

Option 8: Auaust 31, 2020 - November 30, 2020 
Contract Line 
ltcmNun"ECr SOW Cross Description and GSA Alliant Small Unit 

(CUN) Reference Business GWN:, Labor Category Total Unit Price Ceiling Price 
0007 Section 8.3.2 Laptop Authorization EA 

0007A General Use (b)(4) $2,702.30 
00078 SGI $1,621.38 
0007C Classified $810.69 
0008 Section 8.4 Continuous Monitoring Support EA 

0008A Annual Security Controls Test (b)(4) $70,000.00 
Continuous Monitoring Activities for a Small System (Less 

00088 than 15 comoonents) -Low Sensitivitv $30,107.67 
Continuous Monitoring Activities for a Small system (Less 

0008C than 15 comoonents) - Moderate Sensitivitv $31,637.47 
Continuous Monitoring Activities for a Medium system (16-

0008D 50 components) - Moderate Sensitivity S45.817.65 
Continuous Monitoring Activities for a Medium system (16-

0008E 50 components) - HiQh Sensitivity S49,202.65 
Continuous Monitoring Activities for a Large system (51-

0008F 199 components)- Moderate Sensilivitv $49,809.45 
Continuous Monitoring Activities for a Large system (51-

0008G 199 components) - Hioh SensitivitV $58,205.05 
0009 Section 8.4 Continuous Monitoring Support I HR 

0009A Securitv Enoineerino Sunnort (b)(4) 570,959.20 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Journeyman 
Information Assurance/Security Specialist (Senior) 
Information Assurance/Security Specialist (Master) 
Technical Writer 

00098 Process Support S47,502.90 
Information Assurance/Securitv Scecialist (Mast@Jl 

0010 Section 8.5 Data Calls HR 

(b)(4) $6,264.30 
Information Assurance/Security Specialist (Entry Level) 

0011 Section 8.6.1 Incident Response HR 

(b)(4) $53,603.50 
Subject Matter Exoort (Senior) 

0012 Section 8.6.2 Security Architecture nl' 

(b)(4) $38,267.55 
Comouter Forensic and Intrusion Analyst 
Subject Matter Expert (Master) 
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,NcoA<>ORA!:'! Nuclear Regulatory Commission I Cyber Security Program Support Services {CSPSS) 

4.9.3 CSPSS Qpf . SC, ;t/P . Part 3 
Option 8: August 31, 2020 - Noverrber 30, 2020 

Contract Line 
Item Number SOW Cross Description and GSA.Alliant Small Unit 

(CUN) Reference Business GW/l,C Labor Category Total Unit Price Ceiling Price 
001 3 Section 8.6.3 Vulnerability Assessment EA 
0013A Small svstem (Less than 15 comoonents) (b)(4) $18,000.00 
00138 Medium system {16-50 components) $63,660.64 
0013C Larqe system (51-199 components) $50,798.08 
0014 Section 8.6.4 Source Code Reviews HR 

(b)(4) $13;119.00 
Subject Matter Expert_ (Master) 

0015 Section 8.6.5 Penetration Testing HR 
(bl(4) $20.046.10 

Information Assurance/Securitv Specialist (Journevman 
Subject Matter Expert (Senior) 
Subiect Matter Expert_ (Master) 
Technical Writer 

0016 Section 8.6.6 Security Impact Assessments EA 
0016A Small svstem (Less than 10 comoonents tested) (b)(4) $14,500.00 
00168 Medium system {11 -60 components tested) $25,961.84 
0016C Large system (60-120 components tested} $33,626.36 
0017 Section 8.7.1 Cvber Security Policy HR 

(b)(4) $11,965.50 
Subject Matter Expert (Journeyman) 
Technical Writer 

Processes, Procedures, Templates, Checklists, 
0018 Section 8.7.2 Standards, and Guidance HR 

(b)(4) $18,940.72 
Information Assurance/Security Specialist (Journeyman) 
Subject Matter Expert_ (Master) 
Technical Writer 

0019 Section 8.7.7 Communications HR 
(b)(4) $14,935.80 

Information Assurance/Security Specialist (Eniry Level) 
Subject Matter Expert (Master) 
Technical Writer 

1020 N/A Other Direct Costs (Not to Exceed) NIA N/A 5-40,000.00 
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4.9.4 CSPSS Option 8 Cost/Price - Part 4 
Ontian 8: Auaust 31, 2020 • November 30, 2020 !OPTIONAL CUNsl 
Contract Line 
Item Number SOW Cross DHcriplion anu GSA:Alliant Small Unit 

(CLINj Reference Business GWl>C. Labor Categorv Total Unit Price Ceiling Price 
0021 Section 8.2.1 Residual Risk per system HR 

Soecial svstems (infrastructure) 
Information Assurance/Securilv Soecialist {Entr1 Leven 

(b)(4) $19,417.85 

Information Assurance/Securitv Soecialist (Joumevman 
lnformatkin Assurance/Securilv Sner.ialist (Master) 
Subject Matter Exoerl (Master) 
Technical Wrlter 

0022 Section 8.3.1 Authorization HR 
S""cial svstem (Al least 200 comoonenlsl (b)(4) $29,296.85 

Information Assurance/Security Soecialist (Entr1 Level) 
Information Assurance/Securitv S,.,,,,,ia/ist fSeniorl 
Information Assurance/Securitv SoeciaJist (Master) 
Qualilv Assurance Soecialist (Joumevman) 
Technical Writer 

0023 Section 8.4 Continuous Monitoring Support HR 
Special system (Al least 200 components) (b)(4) S27.052.35 

Information Assurance/Securitv Soecialist (Entf't Leven 
Information Assurance/Securilv Soecialist fJoumevman 
Information Assurance/Securitv Soecialist (Master) 
Qualitv Assurance Soecialist (Joumevman) 
Subiect Matter Exoert (Senior) 
Technical Writer 

0024 Section 8.6.3 Vulnerability Assessment HR 
Suet:ial sysl!!rn (Al least 200 cllfT1oonenls) (b)(4) $18,083.44 

lnformatkin Assurance/Security Soecialist (Journeyman 
Information Assurance/Security Soecialist (Senior) 
Information Assurance/Security Soecialisl (Master) 
Qualitv Assurance Soecialist (Joumevmanl 
Technical Writer 

0025 Section 8.6.6 Security Impact Assessments HR 
Special system (121 or more components tested) (b)(4) 514,867.90 

Information Assurance/Securitv Soecia/ist fEntrt Leven 
Information Assurance/Securitv Soecialist fMasrer) 
Qualitv Assurance Soecialist (Joumevman) 
Technical Wnter 

0026 Section 8.7.3 Cyber Security Relevant Business Solutions HR 

(b)(4) 521,037.50 
Information Assurance/Security Specialist (Journeyman 
Subject Matter Expert (Master) 
Technical Writer 
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4.9.5 CSPSS Option 8 Cost/Price - Part 5 
Option 8: Auaus 31, 2020 - Novanmer 30, 2020 [OPTIONAL CUNsl 
Contract Line 

ltemNurmer SOWCl'oss Description and GSA Alliant Small Unlt 
(CLIN) Reference Business GW/lC Labor Category Total Unit Price Ceiling Price 
0027 Section 8.7.4 Cvber Security Awareness Training HR 

(b)(4) $6.762.30 
Information Assurance/Security Specialist (Entry Level) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 
Technical Writer 

Cyber Security Role eased Al,vareness Training 
0028 Section 8.7.5 (dev elopment and instruction) CA 

Course Develoornent oer day I (b)(4) $15,996.76 
Cyber Security Role Based Awareness Training 

0029 Section 8.7.5 (dev elopment and instruction) HR 
Instruction per dav (42 davsl 

Information Assurance/Security Specialist (Entry Level) 
(b)(4) $8,463.68 

Information Assurance/Security Specialist (Master) 
Subject Matier Expert (Senior) 
Subject Malter Expert (Master) 

0030 Section 8.7.6 Cyber Security Conference t11'( 

(b)(4) $13,111.41 
Information Assurance/Security Speciah'st (Journeyman) 
Information Assurance/Security Specialist (Master) 
Subject Matter Expert (Master) 

Total Without Optional CLINs $1,645,445.54 

Total of Optional CLINs $174,090.04 
Option 8 Grand Total $1,819,535.58 
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4.10 CSPSS Cost/Price Summary for Base and Options 

CSPSS Cost Summa~ {August 31. 2012 - November 30. 2020) 

Year Total Without Total of 
Total Per Year Optional CLINs Optional CLINs 

Base Period: August 31 , 2012 -August 30, 2013 $5,619,691.81 $683,11 2.94 $6,302,804.75 
Option 1: August 31 , 2013 - August 30, 2014 $5,619 ,691.81 I $683, 112.94 $6,302,804.75 
Option 2 : August 31 , 2014 - August 30, 2015 $5,619,691 .81 $683,112.94 $6,302,804.75 

Option 3: August 31, 2015 - August 30, 2016 $5,643,563.14 $689,287.08 $6,332,850.22 
Option 4: August 31, 2016 -August 30, 2017 $5,643,563.14 $689,287.08 $6,332,850.22 
Option 5: August 31 , 2017 - August 30, 2018 $5,667,682.87 $695,532.42 $6,363,215.29 
Option 6: August 31, 2018 -August 30, 2019 $5,667,682.87 $695,532.42 $6,363,215.29 
Option 7: August 31, 2019 - August 30, 2020 $5,667,682.87 $695,532.42 $6,363,215.29 

10ption 8: August 31, 2020 - November 30, 2020 $1 ,645,445.54 $174,090.04 $1 ,819,535.58 
GRAND TOTAL $52,483,296.14 
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ATTACHMENT 1 - MAR, INCORPORATED'S GSA 
ALLIANT SMALL BUSINESS 
CONTRACT WITH MODIFICATIONS 

RFP Section E.9, pages 5 

The following pages contain MAR's GSA Alliant Small Business Contract with modifications. 
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SOLICITATION, OFFER AND AW ARD 

2. CON'l'RACT NUM!lBR 

Sman Dus!ncu GWAC Center-Alliant SD 

ISOOE. 8111na1crR01d KansuCit M064ISI 
NOTE: In scaled bld ,ollciilltlollf "oll'tr" and wofll:ror" mc:111 "bid" and "bidder" 

SOLICITATION 
9 Sctk<I otrffl In tdslul fllr fllnllllltiii 1& •uPl'u .. 01 •mbi• ~ Illa Schodute WID bo received •t 11\o rlace ,,-,r,c4 "' 11~.., t . or lf hard o:.!Tlt.<I, In tbf 

depository located in (Se, Block 7) until 1:30 PM CST local time. 
CAUTION 7 LATH Subminio111, Modilicmo11t. ,r,d W'llhcltawa,b: See So<llon L, Plovllion No. 52.21◄-7 or 52.'215·1, All offl:n w sllbjeot to aU tOllllf and <0nait!ons 

tontalncdlnihl,,allG!tatio1t Amdt 0002: December 6
1 

2006 1 :30 PM 

10, FOR 
JNFORMATION CALL: 

B. TIILP.PHONe (NO COUBCT Cl.US) C. E-MAIL A.DDIU!SS 
AllllA COl>H IMOSR 

Mal)' Catherine nmley sb • 0 \1 

II T ABLR OP CONTENTS 
,.., t •-r I, __ , 

l"l I • ~ I o-,.- I 11\(W' 

PARTI -1'11ESCHEDU1.B PART II •OONTIV.CfCLAUSES 

X A I SOLICITATION/CONTRACTPORM I 1 XI I I CON'IRA<.. I CLAUSES T 17 
X I! I SUPE'UllS OR SERVICES A}IO PRJCPJCOST I 6 PART W -LIST OP DOCI.IMENTS, 8XfflBITS ANO OTH'Blt A17ACH. 

X C I D.l!SCIUPTION/SPECSJWOR.K STATBMENT I 11 XI I I LISTOPAIT.t.CHMBNTS T I 
X D I PACKAGING AND MARKING I 1 PART IV· RBPRRSEITTATIONS AND lNS'TR\JCnONS 

X B i lNSPl!C'l'lON AND ACCEPTANCE I 1 xi K I RBPIU!SEN'l'A1'10NS. CERTIFICATIONS I 3 

X F I Dl!LIVER!m OR PEJU'ORMANC.C I 2 I AND OTHER STAT!!.MBNTS OF Ol'l'BRORS I 
X 0 I CON'TltACT AOMINl~TION DATA I 9 X I L I INSlRS., CONDS., AM) NOflCl/3 TOOffllRORS I 24 

X H I SPEQAL COt-nRA.Cr REQUIRBMBITTS I 11 XI M I EVALW.TIONl'ACl'ORSFORAWAIW I 9 

NOTE: Item 12 dacJ not tpplY if t/luol~llatio~ ~udes tho pI01is!o11u1 ,uM-16, Mininum Bid AccepllDCC l'ctlo4, 
OFFER (Mast bff fully complefuf by <1fferor) 

I '2. In c0111pliancc wit/I tbo lbovc, the undfflign,d 11grcu, if 1!1i1 ol!'u u ac.up!~ within .J.6S:l!tlldar d1y1 (611 co/wlar doyz w,/w ti dljftrtJtr p,rlod It 11,nrttd by thl 
olfuor) &om tho dale for tculpl of oftm spociliod above, 10 (un,hh any or llll ltoma upon whldl pr!Qc.t ore o!ll,red at tho price sot opposite~ Item, dclivottd at lite 
desi cd l,,i ,mhin 1he tim,, ' lied In 11,e tchcdolc.. 

13. DISCOUNT .-OR PROMPT PA YMEKT 10 CALl!NDAR DAYS 
,.._s..n.,tO.•Ho.lUU<I/ ¾ 

14. ACkNOWLBDOMENT Of' AMl!NDMllNTS N fl"'•//<,.,~-.,...-.,,,.,,., 
SOUCff~l'IOl/ft1 .,,_,__., __ 

~ .... ..,,,-,, 
ISA. NAME 

AND 
ADDRESS 
OF 

SB 
A.IIBA 

Ol'F.llR 

301 
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SECTION B 
SUPPLIES OR SERVICES AND PRICES/COSTS 

B.1 GENERAL 
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Ver 1.9, 12/28/201 I 

The Alliant Small Business (SB) Governmentwide Acquisition Contract (Alliant SB GW AC) is a 
Multiple Award, Indefinite Delivery, Indefinite Quantity contract to provide information technology 
solutions through performance of a broad range of services which may include the integration of 
various technologies critical to the services being acquired. 

The Contractor shall provide all management, supervision, labor, faci lities and materials 
necessary to perform on a task order basis. 

Hereafter, the Alliant SB GWAC will be referred to as the "Basic Contract" while task orders 
issued under the Basic Contract will be referred to as "Order(s)". 

B.2 AUTHORITY 

The Office of Management andBudget has designated the U.S. General Services Administration 
(GSA) as an Executive Agent for Govemrnentwide infonnalion technology (IT) acquisitions 
pursuant to Section 511 2(e) of the Clinger-Cohen Act, 40 U.S.C. l 1302(e). 

The scope of this designation includes the award and admi.nistration of the Basic Contract and 
delegation of authority for the award and adminjstration of the Orders as set forth in Section G.2. 

TI1e authority of the Procuring Contracting Officer (PCO), the Administrative Contracting Officer 
(ACO) and tbe Ordering Contracting Officer (OCO) are defined in Section G.3. 

B.3 ECONOMY ACT 

In accordance with FAR 17 .5Q0(b )(2), the Economy Act does not apply to acquisitions using 
Goveromentwide acquisition contracts. 

B.4 MAXIMUM PROGRAM CEILING AND MINIM UM CONTRACT GUARANTEE 

Pursuaht to FAR 16.504(a), the total maxitnum quantity of all supplies and services under the 
Basic Contract (for all awan.lees combined) shall not exceed $15 Billion, including the Option. 

The total minimum quantity, guaranteed by the Government, is $2,500 for each awardee. 



B.5 CONTRACT ACCESS FEE 
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The Contract Access Fee (CAF) is¾ of a percent (i.e., 0.0075) to be applied to the total 
price/cost for contractor performance as billed to the Government. 

The formula is: Total CAF = Total Price or Costs * CAF Percentage. 

The total CAF collected per Order will be capped at a set amount to be determined by the Alliant 
GWAC Program Office. For more information on this cap, please see the Alliant website 
(http://www.gsa.gov/alliant). 

On all Orders, regardless of Order type, Contractors must estimate CAF in their proposals and 
OCOs may fund CAF as a separate Contract Line Item Number (CLIN). On Labor-Hour type 
Orders, OCOs may require Contractors to include CAF in their Loaded Hourly Labor Rate. 

The Contrnctor remits the CAF to GSA in accordance with Section G.9.5. 

B.6 ORDER TYPES 

As defined in FAR Patt 16, Type of Contracts, all types of Fixed-Price, Cost-Reimbursement, 
Incentive, Time-and-Materials (T&M), and Labor-Hour (L-H) are permissible for Orders under 
the Ra~;ic Contract. In add ition, the Award Term Incentive may be used for Orders under the 
Basic Contract. 

Indefinite Delivery, Indefinite Quantity, Blanket Purchase Agreements, and Letter Contracts are 
not pennissible Order types under the Basic Contract. 

Orders may be multi-year and/or include options as defined in FAR Part 17 and agency-specific 
FAR PaJ1 J 7 supplements. 

B.6.1 Order Type Preference 

The OCO should determine the Order type using the following order of precedence: 

(1) Fixed-Price (all types) 
(2) Cost-Reimbursement (all types) 
(3) T &M or L-H 

Pursuant to FAR 16.601(c), T&M and L-H Orders require a Determination and Findings (D&F) 
by the OCO that no otber Order type is suitable. 

B.6.2 Performance Based Preference 

Pursuant to FAR 37. 102(a)(2), the OCO should use perfom,ance-based acquisition methods to 
tbe maximum extent practicable usjng tbe following order of precedence: 
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( 1) A Finn-Fixed Price Performance-Based Order; 
(2) A Performance-Based Order that is not Firm-Fixed Price; 
(3) An Order that is not Perfonuance-Based. 

B.7 ORDER PRICING (ALL ORDER TYPES) 
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Ver 1.9, 12/28/201 L 

The OCO is responsible for the determination of cost or price reasonableness for each Order 
type. When adequate price competition exists (see FAR 15.403-1 (b )(I)), generally no addjtional 
information is necessary to determine the reasonableness of cost or price. Tf adequate price 
competition does not exist and no other exceptions apply ( see FAR I 5 .403-1 (b )), the OCO must 
request a Certificate of Cm-rent Cost and Pricing Data in accordance with FAR 15 .403-4. 

If a Contractor does not have an approved purchasing system, the Contractor shall request and 
receive OCO consent to subcontract in accordance with FAR 44.2 Consent to Subcontracts. and 
FAR 52.244-2, Subcontracts. 

B.7.1 Fixed Price 

The OCO must detennine fair and reasonable pricing for all Fixed-Price Orders in accordance 
with FAR 15.4, Pricing, and FAR lG.2, Fixed-Price Contracts. 

B.7.2 Cost Reimbursement 

The OCO must detennine fair and reasonable pricing, analyze and negotiate profit for all Cost­
Reimbursement Orders, in accordance with FAR 15.4, Pricing, and FAR 16.3, Cost­
Reimbursement Contracts. 

Contractors are required to have an adequate cost accounting system for Cost Reimbursable type 
Orders in accordance with FAR 16.30 J-3(a)(1 ). Contractors will be required to submit a cost 
proposal with supporting information for each cost element, including, but not limited to. Direct 
Labor, Fringe Benefits, Overhead, General and Administrative (G&A) expenses, Facilities 
Capital Cost of Money, Other Direct Costs, and Profit consistent with their cost accounting 
system, provisional billing rates, and forward pricing rate agreements. 

The Government will reimburse the Contractor for all reasonable, allowable, and allocable costs 
in accordance with FAR 31, Contract Cost Principles and Procedures. 

B.7.3 Incentive 

The OCO must determine fair and reasonable pricing for all Incentive Orders and develop a plan 
to implement and monitor an Award-Fee, Incentive-Fee, or Award-Term result in accordance 
with FAR 15.4, Pricing, and FAR 16.4, Incentive Contracts. 
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B.7.4 Time and Materials and Labor-Hour 
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To be considered eligible for award, the Contracting Officer determined that the evaluated price 
of the offeror was fair and reasonable. Section J, Attachments 2 (Government Site) and 3 
(Contractor Site) of the Basic Contract provide competitive Loaded Hourly Labor Rates within 
CONUS for T&M and L-H type Orders only. The OCO is responsible for considering the level 
of effort and the mix of labor proposed to perform a specific task being ordered, and for 
determining that the tota l price for the task order is reasonable. 

The OCO is authorized to establish different homly rates suited to meet the ordering agency's 
specific requirements and determine fair and reasonable pricing in accordance with FAR 15.4, 
Pricing, and FAR 16.601 Time and Materials Contracts when other considerations, such as 
geographic location or security clearances require deviation from established pricing. 

Contractors shall explain in their Order proposals any Loaded Hourly Labor Rates that exceed 
the rates in the Basic Contract. Upon request of the OCO, the Contractor shall provide other 
than cost or pricing data, to include, a cost element breakdown of each Loaded Hourly Labor 
Rate, including Profit, in accordance with the Contractor's cost accounting system, as well as 
any other supporting infom1ation the OCO deems necessary. 

B.7.4.1 Payment and Proposal Requi.remeots on T&M and L-H Orders 

For payments on T&M/L-1-1 Orders, Contractors are subject to FAR 52.232-7 Payments Under 
Time-and-Materials and Labor-Hour Contracts. 

For proposal requirements on T &M/L-H Orders, the OCO must detem1ine one of the following 
conditions and inc lude the appropriate provision in each T &Mand L-H Order solicitation: 

With Adequate Price Competition: 

(I) Pursuant to FAR 52.216-29, if price is expected to be based on adequate price 
competition, the Contractor must provide "separate and/or blended" Loaded Hourly 
Labor Rates for Priine contractor labor, each Subcontractor, and/or each Di vision, 
Subsidiary, or Affiliate. The Contractor must specify whether each Loaded Hourly Labor 
Rate applies to the Prime contractor, each Subcontractor, and/or each Division, 
Subsidiary or Afiiliate. 

(2) For the Department of Defense, pursuant to FAR 52.216-29 witb OF ARs 252.2 i 6-7002, 
Alternate A, if price is expected to be based on adequate price competition, the 
Contractor must only provide "separate" Loaded Hourly Labor Rates for Prime 
Contrai;tor labor, each Subi;ontractor, and/or each Division, Subs idiary, or A ffiliate. The 
Contractor must specify whether each Loaded Hourly Labor Rate applies to the Prime 
contractor. each Subcontractor, and/or each Division, Subsidiary or Affiliate. 
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Without Adequate Price Competition: 
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Pursuant to FAR 52.216-30, if price is not expected to be based on adequate price competition, 
the Contractor must identify and provide ' 'separate'' Loaded Hourly Labor Rates for Prime 
contractor labor, each Subcontractor, and/or each Division, Subsidiary, or Affiliate. 

Commercial Items: 

Pursuant to FAR 52.216-31, if price is expected to be based on commercial items, separ ate 
Loaded Hom·ly Labor Rates are not required for Prime contractor labor, each Subcontractor, 
and/or Affiliate labor. The Contractor must specify fixed hourly rates in its offer that include 
wages, overhead, general and administrative expenses, and profit. The Contractor must specify 
whether the fixed hourly rate for each labor category applies to labor performed by the Prime 
Contractors, each Subcontractor, and/or each Division, Subsidiary, or Affiliate. 

B.7.4.2 Materials on T&M Orders 

Refer to FAR Clause 52.232-7 Payments Under Time-and-Materials and Labor Hour Contracts 
(Feb 2007) 

The OCO must identi fy a not-to-exceed materials ceiling under a separate CUN on the Order. 

B.7.4.3 Jndirect Costs Under T&M Orders 

Refer to FAR Clause 52.232-7 Payments U nder Time-and-Materials and Labor Hour Contracts 
(Feb 2007) 

8.8 TRAVEL PRICING (ALL ORDER TYPES) 

Travel will be reimbLtrsed at actual cost in accordance with the limitarions set forth in FAR 
31.205-46. 

Profit shall not be applied to travel costs. Contractors may apply indirect costs to travel in 
accordance with the Contractor's usual accounting practices consistent with FAR 31.2. 

The OCO must identify a not-to-exceed travel ceiling under a separate CLIN on the Order. 

B.9 LABOR SUBJECT TO THE DAVIS BACON ACT 

To the extent that construction, alteration and repair are subject to the Davis Bacon Act and 
within scope of an Order and the Basic Contract, the OCO must identify such work under a 
separate CLIN on the Order and apply wages in accordance with FAR 22.4, Davis Bacon Act 
Wage Determinations. 

8-5 



ALLIANT SB GWAC 
Ver 1.9, 12/28/201 I 

Any construction, alteration and repair shall be firm fixed price, even if other aspects of the 
Order are another Order type. 

The Basic Contract does not include all applicable flow-down clauses for labor categories 
subject to the Davis Bacon Act. Each Order must be tailored to include the appropriate clauses. 

B.10 LABOR SUBJECT TO THE SERVICE CONTRACT ACT (SCA) 

The Basic Contract's labor categories are considered bona fide executive, administrative, 
professional labor and generally exempt from the SCA. 

To the extent that any labor is subject to the SCA and within scope of an Order and the Basic 
Contract, the OCO must identify such work under a separate CLIN on the Order and apply 
wages in accordance with FAR 22. l 0, Service Contract Act Wage Detenninations. 

The Basic Contract does not include all applicable flow-down clauses for labor categories 
subject to the Service Contract Act. Each Order must be tailored to include the appropriate 
clauses. 

B.11 LABOR OUTSIDE THE CONTINENTAL UNITED STATES (OCON1JS) 

"OCONUS" is defined as other than the 48 contiguous states plus the District of Columbia. 

It is anticipated that there may be Orders for work OCON US. The U.S. Department of State's 
Bureau of Administration, Office of Allowances, (btt:p://www.state.gov/m/a/als/), pubhshes 
quarterly report indexes of li-ving costs abroad, per-diem rate maximums, quarter's a llowahces, 
hardship differentials, and danger pay allowances. 

The Department of State Standardized Regulations (DSSR) are the controlling regulations for 
allowances and benefits ava ilable to all U.S. Government civilians assigned to foreign areas; 
however, for Orders issued under the Basic Contract, Contractor civilians assigned to foreign 
areas shall not exceed the allowances and benefits in the DSSR as well. 

For OCONUS Orders where costs are not specifically addressed in the DSSR, the Government 
will reimburse the Contractor for all reasonable, allowable, and allocable costs in accordance 
with FAR 31, Contract Cost Principles and Procedures. 

(END OF SECTION B) 
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C.1 BACKGROUND 

SECTION C 
STATEMENT OF WORK 
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The Basic Contract will provide Federal government agencies with integrated Information 
Technology (IT) solutions for evolving needs on a global basis. lntegrated IT solutions are 
comprised of some or all components described below in Section C.3, and may be tailored to 
meet agencies' mission needs. Work may be performed at headquarters and/or field offices 
located throughout the world!, as specified in each Order, to provide a variety of IT solutions and 
support services, including new and emerging technologies that will evolve over the life of the 
Basic Contract. 

C.2 SCOPE 

The scope of the Basic Contract includes any and all components of an integrated IT solution, 
including all current and any new technologies which may emerge during the life cycle of the 
Basic Contract. In addition, the scope of the Basic Contract includes information technology 
systems and services in suppo1t of National Security Systems, as defined in FAR 39.002. The 
Basic Contract provides IT Solutions through performance of a broad range of services which 
may include the integration of various technologies critical to the services being acquired. 

As the definition of IT changes over the lifecycle of the Basic Contract, the scope of the Basic 
Contract will be considered to coincide with the current definition at any given time. 

C.2.1 Definition of Information Technology 

Per Section C.1, definitions of Information Technology are provided as follows: 

C.2.1.1 Clinger-Cohen Act 

(a) The term 'information technology', with respect to an executive agency means any equipment 
or interconnected system or subsystem of equipment, that is used in the automatic acquisition, 
storage, manipulation, management, movement, control, display, switching, interchange, 
transmission, or reception of data or information by the executive agency. For purposes of the 
preceding sentence, equipment is used by an executive agency if the equipment is used by the 
executive agency directly or is used by a contractor under a contract with the executive agency 
which (i) requires the use of such equipment, or (ii) requires the use, to a significant extent, of 
such equipment in the performance of a service or the furnishing of a product. 

(b) The term 'information technology' includes computers, ancillary equipment, software, 
firmware and similar procedures, services (including support services), and related resources. 
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(c) Notwithstanding subparagraphs (A) and (B), the term 'information technology' does not 
include any equipment that is acquired by a Federal contractor incidental to a Federal contract. 

C.2.1.2 Federal Acquisition Regulation (FAR) 

The FAR defines information technology in section 2.10 l (b ): 

"Information technology" means any equipment, or interconnected system(s) or subsystem(s) of 
equipment, that is used in the automatic acquisition, storage, analysis, evaluation, manipulation, 
management, movement, control, display, switching, interchange, transmission, or reception of 
data or information by the agency. 

(a) For purposes of this definition, equipment is used by an agency if the equipment is used by 
the agency directly or is used by a contractor under a contract with the agency that requires- (i) 
Its use; or (ii) To a significant extent, its use in the performance of a service or the furnishing of 
a product. 

(b) The term " information technology" includes computers, ancillary equipment (including 
imaging peripherals, input, output, and storage devices necessary for security and surveillance), 
peripheral equipment designed to be controlled by the central processing unit of a computer, 
software, firmware and similar procedures, services (including support services), and related 
resources. 

(c) The term "information technology" does not include any equipment that- (i) Is acquired by 
a contractor incidental to a contract; or (ii) Contains imbedded information technology that is 
used as an integral part of the product, but the principal function of which is not the acquisition, 
storage, analysis, evaluation, manipulation, management, movement, control, display, switching, 
interchange, transmission, or reception of data or information. For example, HV AC (heating, 
ventilation, and air conditioning) equipment, such as thermostats or temperature control devices, 
and medical equipment where information technology is integral to its operation, are not 
information technology. 

C.3 COMPONENTS OF AN IT SOLUTION 

The Contractor shall provide Infrastructure and related services, Applications and related 
services, and IT Management Services to support agencies ' integrated IT solution requirements. 

In order to provide a common framework for defining and understanding the components of an 
IT solution, this section will refer to terminology included! in the Federal Enterprise Architecture 
(FEA) and Department of Defense Enterprise Architecture (DoDEA). More detailed information 
about FEA and DoDEA may be found in Section J, Attachment 5. Usage of this terminology or 
structure is not required within individual Orders placed on this contract. 

The Contractor shall promote IT solutions that support Federal government operational 
requirements for standardized technology and application service components. This shall 
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faci litate integration requirements for broad Federal IT and E-Gov initiatives, as well as promote 
the sharing, consolidation, and "re-use" of business processes and systems across the Federal 
government. The Contractor shall promote the use of open source solutions and open technology 
development where practicable to enable this re-use. 

Within each section below, an overview of the contract solution and service offerings is 
provided, followed by examples of work to be performed Jelative to Order requirements. 
Examples are not meant to be all-inclusive, but rather general indications of the types of products 
or services within a given category. Other products and services not listed as examples which 
adhere to the defin ition for each section are also within scope. For more detailed on information 
about the particular components of the FEA/DoDEA reference models listed below, see Section 
J, Attachment 5. 

C.3.1 Infrastructure 

Infrastructure serves as the foundation and building blocks of an integrated IT solution. It is the 
hardware which supports Application Services (C.3.2) and IT Management Services (C.3.3); the 
software and services which enable that hardware to function; and the hardware, software, and 
services which allow for secure communication and interoperability between all business and 
application service components. 

Infrastructure services facilitate the development and maintenance of critical IT infrastructures 
required to support Federal government business operations. This section includes the technical 
framework components that make up integrated IT solutions. One or any combination of these 
components may be used to deliver IT solutions intended to perform a wide array of functions 
which allow agencies to deliver services to their customers (or users), whether internal or 
external, in an efficient and effective manner. 

Infrastructure includes hardware, software, licensing, technical support, and warranty services 
from third party sources, as well as technological refreshment and enhancements for that 
hardware and software. 

This section is aligned with the FEA/DoDEA Technical Reference Model (TRM) which 
describes these components using a vocabulary that is common throughout the entire Federal 
government. A detailed review of the TRM is provided in Section J, Attachment 5. 

Infrastructure includes complete life cycle support for all hardware, software, and services 
represented above, including planning, analysis, research and development, design, development, 
integration and testing, implementation, operations and maintenance, information assurance, and 
final disposition of these components. The services also include administration and help desk 
functions necessary to support the IT infrastructure (e.g., desktop support, network 
administration). 
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Infrastructure components of an integrated IT solution can be categorized as fo llows: 

C.3.1.1 Service Access and Delivery 

These components are responsible for facilitating the end-to-end collection and distribution of 
data that is either entered or requested by a user. These components include all functions 
necessary to communicate in a client-server environment. Examples of these components 
include, but are not limited to, web browsers, Virtual Private Network (VPN), Remote 
Authentication Dial-In User Service (RADIUS), Peer-to-peer, Section 508 compliance, 
HyperText Transfer Protocol (HTTP), File Transfer Protocol (FTP), Simple Mail Transfer 
Protocol (SMTP). 

C.3.1.2 Service Platform and Infrastructure 

These components include all functions necessary for processing and storing data. These 
components provide and manage the resources available for Application Services (C.3.2). 
Examples of these components include, but are not limited to, desktops, laptops, servers, 
mainframes, routers, switches, printers, Asynchronous Transfer Mode (ATM), Tl, Digital 
Subscriber Line (DSL), Ethernet, Windows/UNIX, Java/.NET; web server/portal; database, data 
storage, data warehouse; software development tools : testing, modeling, versioning, 
configuration management. 

C.3.1.3 Component Framework 

These components consist of the design of application or system software that incorporates 
interfaces for interacting with other programs and for future flexibility and expandability. These 
components define higher level logical funct ions to provide services in a way that is useful and 
meaningfu l to users and other Application Services (C.3.2). Examples of these components 
include, but are not limited to, digital certificates, biometrics; business logic: JavaScript, Visual 
Basic; data interchange: Simple Object Access Protocol (SOAP), Resource Description 
Framework (RDF); data management: Structured Query Language (SQL), Open DataBase 
Connectivity (ODBC), and OnLine Analytical Processing (OLAP). 

C.3.1.4 Service Interface and Integration 

These components define the discovery, interaction and communication technologies joining 
disparate systems and information providers. Application Services (C.3.2) leverage and 
incorporate these components to provide interoperability and scalability. Examples of these 
components include, but are not limited to: Messaging-Oriented Middleware (MOM), Object 
Request Broker (ORB), Enterprise Application Integration (EAI), EXtensible Markup Language 
(XML), Electronic Data Interchange (EDI), Web Services Description Language (WSDL), 
Universal Description, Discovery and Integration (UDDI). 
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C.3.2 Application Services 

Application Services provide support for all applications and collaborative service capabilities. 
These services include support for developing and implementing enterprise and departmental­
level applications. These applications may be "cross-cutting" in nature, with inter-related service 
processing components extending across/beyond the enterprise, or unique to a particular 
agency/depa1tment's mission requirements. 

Application Services are aligned with the FEA/DoDEA Service Component Reference Model 
(SRM). The Contractor shall suppo1t all "service domains" outlined in the FEA SRM, to enable 
the advancement of business and performance objectives. These "service domains" identify the 
service capabilities required by Federal government agencies to support enterprise/departmental 
processes and applications. 

The Contractor sha ll promote, to the maximum extent practicable use of commercially available 
technologies (e.g. Commercial Off-the-Shelf (COTS) and non-developmental items) to support 
Federal government agencies' IT solution requirements. The Contractor shall provide 
competencies to employ agencies' enterprise architectures (EAs) as required by individual 
Orders, to suppott IT solutions development and implementation and alignment with the FEA. 

Application Services include complete life cycle support, including planning, analysis, research 
and development, design, development, integration and testing, implementation, operations and 
maintenance, information assurance, and final disposition. 

In conjunction with the Application Services supporting each of the Service Domains defined in 
the FEA/DoDEA SRM, the Contractor shall provide Applications Services for systems required 
to support unique agency and departmental-level mission requirements, as specified in individual 
Orders. These services include support for existing and/or new/emerging mission requirements 
not yet served by the FEA model. 

The fo llowing represents either components of applications or capabilities which Application 
Services will support. Each particular area includes, but is not limited to, support for the 
described functions. 

C.3.2.1 Customer Services 

Customer Relationship Management (CRM): All aspects of the CRM process, including 
planning, scheduling, and control activities involved with service delivery. The service 
components facilitate agencies' requirements for managing and coordinating customer 
interactions across multiple communication channels and business lines. 

Customer Preferences: Customizing customer preferences relative to interface requirements and 
information delivery mechanisms (e.g., personalization, subscriptions, alerts and notifications). 
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Customer Initiated Services: Initiating service requests and seeking ass istance from government 
agencies via online communication channels (e.g., online help, tutorials, self-service, 
reservation/registration, multilingual support, scheduling). 

C.3.2.2 Process Automation 

Tracking and Wor/eflow: Automated routing, tracking, and management of documents (e.g., 
process tracking, case management, conflict resolution). 

Routing and Scheduling: Automated distribution and scheduling activities (e.g., 
inbound/outbound correspondence management). 

C.3.2.3 Business Management: 

Process Management: Development and implementation of standard methodologies and 
automated process management systems, to facilitate agencies' requirements for managing and 
monitoring activities surrounding their core business operations (e.g., change management, 
configuration management, requirements management, program/project management, 
governance/policy management, quality management, risk management). 

Organizational Management: Collaboration and communication activities (e.g. , 
workgroup/groupware, network management). 

Investment Management: Selecting, managing, and evaluating agencies' investments and capital 
asset portfolios ( e.g., strategic planning/management, portfolio management, performance 
management). 

Supply Chain Management: All aspects of supply chain management, from the in itia l sourcing 
phase through customer delivery (e.g., procurement, sourcing management, inventory 
management, catalog management, ordering/purchasing, invoice tracking, storefront/shopping 
cart, warehouse management, returns management, logistics/transpo1tation). 

C.3.2.4 Digital Asset Services 

Content Management: Content development, maintenance, updates, and distribution (e.g., 
content authoring, content review/approval, tagging/aggregation, content publishing/delivery, 
syndication management). 

Document Management: Capturing, indexing, and maintaining documents (e.g., document 
imaging, optical character recognition (OCR), document revisions, library/storage, 
review/approval, document conversion, indexing/classification). 

Knowledge Management: Collecting and processing data from multiple sources and generating 
information to support business requirements (e.g., information retrieval, information 
mapping/taxonomy, information sharing, categorization, knowledge engineering, knowledge 
capture/distribution/delivery, smart documents). 
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Records Management: Administration of official government records (record linking/association, 
record storage/archival, document classification, document retirement, digital rights 
management). 

C.3.2.5 Business Analytical Services 

Analysis and Statistics: Applying analysis and statistics to examine/resolve business issues (e.g., 
mathematical, structural/thermal, radiological, forensics). 

Visualization: Transforming data into graphical or image form (e.g., graphing/charting, imagery, 
multimedia, mapping/geospatial/elevation/global positioni.ng systems (GPS), computer-aided 
design (CAD)). 

Knowledge Discovery: Identifying and extracting information from multiple data source 
containing files stored in various formats (e.g., data mining, modeling, simulation). 

Business Intelligence: Collecting information relevant to historical, existing, or future business 
needs (e.g., demand forecasting/management, balanced scorecard, decision support plam1ing). 

Reporting: Generating reports derived from single or multiple data sources (e.g., ad hoc 
reporting, standardized/canned reporting, OLAP). 

C.3.2.6 Back Office Services 

Data Management: Creating, using, processing, and managing data resources ( e.g., data 
exchange, data mart, data warehouse, meta data management, data cleansing, extraction and 
transformation, data recovery). The data management services include support for agencies' use 
of the FEA/DoDEA Data Reference Model (DRM). For more information about the 
FEA/DoDEA ORM, see Section J, Attachment 5. 

Human Resources: Recruitment, training, and management of government personnel (e.g. , 
recruiting, career development/retention, time reporting, awards/benefit management, retirement 
management, education/training, travel management). 

Financial Management: Government financing and accounting activities (e.g., billing and 
accounting, credit/charge, expense management, payroll, _payment/settlement, debt collection, 
revenue management, internal controls, auditing, activity based management, currency 
h·anslation). 

Asset/Material Management: Acquisition and management of Federal government assets 
(property/asset management, asset cataloging/identification, asset 
transfer/allocation/maintenance, facilities management, computers/automation management). 

C-7 



ALLIANT SB GWAC 
Ver 1.9, 12/28/201 I 

Development and Integration: Development and integration of systems across diverse operating 
platforms (e.g., legacy integration, enterprise application integration, data integration, 
instrumentation/testing, software development). 

Human Capital/Workforce Management Development and Integration: Planning and supervisory 
operations surrounding government personnel (e.g., resource planning/allocation, skills 
management, workforce directory/locator, team/organization management, contingent workforce 
management). 

C.3.2.7 Support Services 

Security Management: Assuring desired levels of protection for Federal systems, data, and 
related assets are achieved ( e.g., identification/authentication, access control, encryption, 
intrusion detection, verification, digital signature, user management, role/privilege management, 
audit trail capture/analysis). 

Collaboration: Communications, messaging, information sharing, scheduling and task 
management activities (e.g., email, threaded discussions, document library, shared calendaring, 
task management). 

Search: Searching, querying, and retrieving data from multiple sources ( e.g., precision/recall 
ranking, classification, pattern matching) 

Communications: Voice, data, and video communications in multiple formats and protocols (e.g., 
real time chat, instant messaging, audio/video conferencing, event/news management, 
community management support, computer/telephony integration, voice communications). 

Systems Management: All aspects of systems management (e.g., software distribution/license 
management, configuration/installation, remote systems control, enhancements/service updates, 
system resource monitoring, helpdesk support/issue tracking). 

Forms Management: Creating, managing, and processing online forms to suppo11 business 
operations (e.g., forms creation, modification). 

C.3.2.8 DoDEA Mission Area Support 

The Alliant SB Basic Contract provides support for the DoDEA reference models relating DoD's 
specialized mission, business, and program areas. Though the DoDEA is an emerging standard, 
policy and procedures have been formalized for maintaining, evolving, and using the DoDEA 
reference models. 

The DoDEA reference models leverage existing DoD standards and reflect the alignment with 
the FEA. The Alliant SB Basic Contract includes IT support services for DoD's Global 
Information Grid (GIG) architecture, Business, Warfighter, Intelligence, and Enterprise 
Information Environment (EIE) mission areas. More detailed information about DoDEA may be 
found in Section J, Attachment 5. 
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IT Management Services provide support for operations and IT resource management 
requirements across the Federal government. These services encompass support for all strategic 
planning, management, and control functions integral to IT initiatives. The IT Management 
Services provide the foundational support to effectively align IT requirements with Federal 
government business operations. 

IT Management Services provide support for all government lines of business, functions, and 
service components that comprise the FEA/DoDEA Performance Reference Model (PRM) and 
Business Reference Model (BRM). For more information about the PRM and BRM, see Section 
J, Attachment 5. 

IT Management Services shall enable the development and implementation of enhanced 
governance capabilities, to efficiently and effectively support government agencies' mission 
requirements and service delivery operations. The services include, but shall not be limited to, 
support for the following functions: 

C.3.3.1 Controls and Oversight 

Development and implementation of management controls and systems required by agencies to 
evaluate, manage, and monitor program performance relative to IT initiatives (e.g., agency, 
program, and project-level performance plans for IT initiatives; performance measures to support 
evaluation and reporting requirements for IT initiatives in compliance with FEA/DoDEA PRM 
standards, etc.). 

C.3.3.2 Risk Management and Mitigation 

Identification of risk and preparation of risk management plans for IT projects, initiatives, and 
ongoing operations. Contingency planning to ensure continuity ofIT operations and service 
recovery during emergency events (e.g., risk assessments to determine contingency planning 
requirements for IT operating environments; develop/maintain contingency, Continuity of 
Operations (COOP), and disaster recovery plans for IT components, develop/implement 
emergency preparedness systems). 

C.3.3.3 Regulatory Development 

Facilitate the development of IT policies, guidelines and standards to facilitate implementation of 
Federal laws and regulations. The services include support for development, implementation and 
maintenance of systems to support agencies' IT regulatory development, compliance, and 
enforcement activities ( e.g., monitoring/ inspection/auditing of IT regulated activities to ensure 
compliance). 
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C.3.3.4 Planning and Resource Allocation 

Facilitate the planning of IT investments, as well as determine and manage managing overall IT 
resources to efficiently and effectively support agencies' mission operations. This service area 
includes, but shall not be limited to support for the following functions: 

Budget Formulation/Execution: Facilitate the integration of budgets and plans, at agency and 
departmental levels, to effectively link IT functions, activities, and resources with mission 
objectives. 

Capital Planning: Facilitate the selection, management, and evaluation ofJT investments 
relative to Federal government agencies' overall capital asset portfolios. 

Enterprise Architecture (EA): Development and use of EA work products to manage current and 
future needs of Federal government business operations (i.e., "baseline" and "target" 
architectures). The services include transition planning and migration support for all EA 
components (e.g., business, information, application, and technology architectures), to advance 
the development and implementation of "core EA capabilities." The services shall provide 
support relative to Federal government mandates for measuring and reporting on the completion 
and usage of EA programs, as well as evaluating results for E-Gov alignment and 
implementation of Federal lines of business and other cross-governmental initiatives (e.g., 
SmartBUY, 1Pv6, HSPD-12). 

Strategic Planning: Facil itate the effective a lignment ofIT requirements/ Information Resource 
Management (IRM) plans with strategic business plans and program initiatives. 

Management Improvements: Development and implementation of improved systems and 
business practices to optimize productivity and service delivery operations (e.g., analysis, and 
implementation of improvements in the flow of IT work and program processes and tool 
utilization, including business system analysis, identification of requirements for streamlining, 
re-engineering, or re-structuring internal systems/business processes for improvement, 
determination of IT solution alternatives, benchmarking). 

C.3.3.5 IT Security 

Development and implementation of management, operational, and technical security controls 
required by agencies to assure desired levels of protection for IT systems and 
data are achieved (e.g. , establishment of policy/procedures in support of Federal IT security 
requirements, conduct risk assessments to identify threats/vulnerabilities for existing/planned 
systems; support Federal mandates for measuring and reporting compliance, perform 
certification and accreditation (C&A) activities; provide training services to promote awareness 
and knowledge of compliance responsibilities for Federal IT security requirements). 
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C.3.3.6 System and Network Controls 

Facilitate the planning, development, implementation, and management of system and network 
control mechanisms to support communication and automated needs. Facilitate the planning, 
organizing, coordinating, and controlling of the arrangement of the elements of protection and 
monitoring capabilities, and incident recovery actions of the information environment. The 
process takes configuration orders; status reports; and operational and functional performance 
requirements as inputs and provides performance capabilit ies and service and infrastructure 
controls as outputs. 

System and network controls are controlled by environment standards such as policy and 
operational guidance. The service control requirements enable network controls and operational 
performance capabilities. 

C.3.4 Ancillary Support 

The Contractor shall provide ancillary support as necessary to offer an integrated IT solution. 
The ancillary support described here may only be included in an Order when it is integral to and 
necessary for the IT effort. Ancillary support may inc lude, but is not limited to, such things as: 
clerical support; data entry; training; subject matter expertise; server racks, mounts, or similar 
items; and construction, alteration, and repair. A Contractor may propose a new or different skill 
level category when proposing Ancillary Support consistent with this Section, provided that the 
Contractor complies with a ll applicable contract clauses and labor laws, including the Service 
Contract Act or the Davis Bacon Act, as applicable. 

C.3.4.1 Telecommunications/Wireless 

Orders which include requirements for Telecommunications, Wireless, and Satellite products and 
services may be fulfilled under the Basic Contract scope, provided the work to be performed is 
part of a larger IT initiative. If the sole purpose of the task order is fo r phone/voice services 
provided over landline and/or wireless, i.e., federal/state tariffed phone service, then it would not 
be covered under the scope of this contract. Contractors are authorized to use government 
sources of supply in accordance with FAR 51.101 (i.e. Schedules, SATCOM, Networx . .. ). 

(END OF SECTION C) 
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