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Substituting (5) into (6) and rearranging we
see that

ad

R - (AR ., * Ko (7
new new old Shew |
\~_J L—W—J
Normal Deviation
where

A
A(’"ew = A2 - MXold

The performance of the state estimator {s
indicated by two quantities: estimation error
(X:= xrpye - X)t and innovations. The
tracking error indicates how accurately the
process state is estimated, while the
innovations indicate the mode! adeauacy. For
the decomposed estimator of (7) the estimation
error is

~d - -~
gl X - bx

USSR o
Normal Deviation

(8)

and the innovations are

d
Chew * fnew °

S6new %

Normal Deviation

This decomposition will help us analyze the
estimator performance for the three cases
presented in Figure 2:

(1)
(11)
(111)

13-Estimator-- Trackstt State During
Upset or DTversion

T1-Estimator-- Does Not Track the State
During Upset or Diversion

1p-Estimator-- Partially Tracks the
State During Upset or Diversion

To quantify how well the state estimator
of (7) tracks, we examine the statistics of
the estimation error and innovations for each
case,

Case (1):
The ty-Estimator tracks the diversion
accurately within the diversion window (%9 =
R« bx; ¥9 =« X - B%; €9 = ¢ - Ac). Under this
condition X9, e? are zero mean with respective

t3-Estimator

covariances id and Rg [5].
Case (11): ~y-Estimator

The ty-Estimator is not robust enough to track
deviations from the normal state trajectory,

¥ The estimation error cannot be calculated in
practice unless the true trajectory xtrye
15 known,

ttey tracking we mean the estimator accurately
estimates the state within a reasonable time
period called the diversion window,

=

(x8 = %; %9 = X; ¢? = ¢), The estimation
error for this case is given by

X" » X - Ax (10)
The mean tracking error is
EX* » EX - EAx » -Efx =: -BX
and
Cov(X*) = E(X « B)(X - a)T - " =
&-mHT

The innovations sequence for this case is given
by

*

Cnew * new = 07 (M)

with the statistics

-
ECrey * ECngy - EO2 = B
and
- ( i
Cov(:neu) ® E.c"e' - Az)(‘new - A7)

t
-EE v m -EE

Finally, we consider the case of partial
tracking where we assume that

x8:ix x - BAX + (0 - 1)Ax (12)

where 8R™XN and 6 = diagonal (84).

Case gii'l:

The 1p-Estimator is sensitive enough to
respond to deviations, but not robust enough to
accurately track (%9 = % +(¢ - I)K;;

%9 e X4 (8- )8 9w ¢ ael®1)), The
estimation error for this case is

5;(6-1) .

1p-Estimator

%0 = X 4 6Ax (13)

where
& (o 1)(ax - o)
The mean tracking error is given by

EX® = EX + (0 - 1) €A (®1) . geax o -0

A% contains cross terms since x and Ax are
correlated,

**The innovetions are no longer white since
they are time correlated due to the x and
Ax cross terms,



and the
Cov(¥®) = E(X - Ax(6-1))(% . AX(8-1))T .
68 BxTel = Awl6-1) . o&x FxTe"

Similarly, the innovations are given by

‘:;w * Chew * Ac&:;l) - 82° (14)

where
ael8-1) = H(e - 1) BXg1g
828: HBAX

The statistics are

()
Ecne' = E‘new + Ebe

(6-1) _

29 —0
new

EAz” = -A2

and

C] (e-1) (8-
Covitngy) * El€ngy * Biney )Engy * Btne

T T
S Al AT A A

We summarize these results in Table [,

Another approach to this problem exists
by modeling the diversion of SNM as a change
in mode! parameters, In this case, one can
show that the innovations sequence also
becomes non-zero mean and correlated. In
eithser case, we see that parameter changes and
tracking inaccuracies both result in mode)
mismatch indicated by stat.istical changes in
the innovations. In the next section we
explore these concepts further by considering
a simulated diversion of SNM from a plutonium
nitrate storage tank,

Dyt

1V. An Application

In this seciion we analyze the
performance of the signal processing algorithm
on noisy data simulating typical operation of
a plutonium nitrate storage tank, We consider
the three cases of estimator performance
discussed in the previous section,

A linear, dynamic and stochastic mode)
was developed for Pu(NO3)gq solution which was

assumed to consist of three molar HNO3, Pu and

H20. The dynamics of the solution arise due to
radiolysis effects, through evaporation of W0

and HNO3 and by adversary diversion activi-

ties.[1,9] See Figure 4. Uncertainties in
these effects are represented as process noise,
The process n_del relating colution mass-Mg(t)

and density -p(t) while neglecting the secondary

effects of radiolysis is given by
*‘ = 'AN + w]
. (15)
p=w

where

Ay s the Hp0, HNO3 evaporation
coefficient,

and
w ~ N(0,Q)

The measurement system used in the tank
is a standard air bubbler instrument which
measures differential pressures proportional
to density and height, The measurement mode!
can be developed from the pressure drops (4Pa,
oPg) as

- M (t k
REL (a/8)g | M (%) g vy (k) 463

"

where

g 1s the gravity cunstant (m/sec?);

B s the tank cross-sectional area (m%);

a fis the tank "eel (m);

H 1is the distance between density bubbler
tubes (m);

vk is a random vector modeling instrument
uncertainty (N/m?) and is distributed
"(Ocak);

A linear Kalman filter algorithm(5] was
used to give least-squares estimates of the
process mode)l variables based on linear
combinations of the measurement data, Even
though M¢(t) is not measured, it can be

reconstructed from the measurements by tne
estimator,

Simulated data are used to illustrate the
performance of the filter in estimating Mg(t)
and plt), The estimator input was simulated
(corresponding to Az = 300 Kg/msecz) measure-
ments (see Table 111 for parameters) of density
p(t) with a diversion of 10 kg of solution
mass. In this example the storage tank
capacity was 170 kg of Pu or 983 kg of
Pu(NO3)q. Large diversion signal levels are

used to illustrate the concepts,

We consider the three cases and examine
the resulting estimation error and innovations,

Case (1): t3-Estimator

In this case we obtain the estimate x?
of (7). Recall that an estimator is con-
sidered tracking when 95% of the error samples
(¥9) reside within the 20 confidence limits in
the diversion window., As shown in Figure 5, the
state estimate tracks the diversion, the
estimation error is within the 20 limits
(Figure 6), and the innovations are indeed zero
mean and whitet (Figure 7). The EX) = 0,
Ee) = 0 and the covariances match those
predicted by the estimator,

Fo———

The statistics of the innovations were
calculated separately and a whiteness test
performed; however, this property can be seen
from the figure also in the example,



Case (i1): ty-Estimator

The estimator does not respond within the
diversion window. In this case the error is
Ax and all samples after the start of
diversion 1ie outside the confidence limits,
The statistics EX) = -Bxy = =10 kg, Ee) = -A7)
« -300 kg/msec?, and the innovations were

no longer white, This case was not simulated
but would result in plots similar to vy of
Figure 2.

Case (i11): tp-Estimator

The estimator partially responds to the
diversion. The estimator underestimates the
diversion by = 5 kg as shown in Figure 8 and
the correspording estimation error in Figure 9
(EXy = -68x1 = -7.5 kg). The innovations are
shown in Figure 10. We see that they are
biased (Ee) = -421% = =115 kg/msec?) and
correlated (from whiteness test), We
summarize these results in Table 111, The
results appear quite reasonable and correspond
to those predicted by the theory, Although we
did not discuss the design of the decision
algorithm (refer to Figure 1), previous work
has reported these results(3] for a given
detection algorithm, The signal processing
algorithm is the crucial component of a
diversion detector because it must improve the
signal-to-noise ratio and thereby increase the
detection sensitivity,

This analysis quantifies the tradeoff
between estimation accuracy 2 4 response time
to changes in the process var ibles. [In any
"measurement" scheme there is usually this
tradeoff, This completes the application to a
plutonium nitrate storage tank,

V. Summary

This paper has analyzed the performance
of a model-based signal processing algorithm
as an integral component of diversion detector
design., We developed the analysis
conceptually, theoretically, and through an
example,

The concepts of model-based estimators
imply that either the state or innovation
signals provide different diversion
information which can be used for detection
purposes, The estimator was examined in three
cases: (1) tracking; (1i) not tracking; and
(111) partially tracking, Theory shows that
these cases can be reasonably quantified and
an application to a plutonium nitrate storage
tank was shown,
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