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Yankee Atomic Electric Company

ATTN: Hr. M“'t ¥. Groce
Licensing Engineer

20 Turnpike Road

Westboro, Massachusetts 0158)

Gent)emen:

This letter 1s teing sent to all licensees authorized to oparate a
nuclesr power mpactor and to all applicants with applications for a
Vicense to operate a power reactor (FSAR docketed) to advise you
that the Mucivar Regulatory Commission has forwarded to the FEDERAL
REGISTER amendments to 1ts regulations 10 CFR Part 50, "Licensing

of Production and Util{ization Facilities™, and 10 CFR Part 73,
"Physical Protection of Plants and Materials®, These new regulations
fdentify measures to be taken for the protection of nuclear power
reactors against industrial sabotage. Copfes of these new require-
ments are enclosed, Of particular interest 1s the adopticn of a new
section 10 CFR 73,55, “"Requirements for physical protection of
1icensed activities 1n nuclear power reactors against industria)
sabotage”. The new regulations require that you submit an amended
physical secority plan within 90 days of the publication of the

rule fn the FEDERAL REGISTER describing how you plan to comply

with the requirements of 10 CFR 73,55, including schedules of
fan)ementation,

To provide additional detailed guidance on implementing the new rule,
we are scheduling regional meetfngs to discuss the requirements of
10 CFR 73,55, to present an acceptable format and content for the
required smended physical security plan aed to provide preliminary
acceptance criteria which the NRC staff will use to determine the
ecceptability of submittals. An agenda for these meetings s
enclosed, 1nciuding the dates and Tocation of the mesting for each
MRC Region and supplemental informetion related to some of the
topics Jistod on the agenda. In order to provide a forum for
effe tive discussion, you are requested to send no more than four
representatives to the meeting. You may wish to faclude your A/
or security consultant within this mumber. Please complete the 0227
enclesed Registration Forw and return 1t 1n the envelope provided. ” ,
/
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Yankee A?,r;u‘c Clauiric Co. '2' FEB 2 5 7977

The Commission has under active consideration a reouirement that
security clearances be obtained for certuin licensee employees.

We will present an overview of this proposal at the meeting and

wil] consider any comments Lhat you ‘rish to give.

The Commission also has under development amenaments Lo its
regulations that would require nuc lear power plant licensees

to develop and follow safeguards contingency plens for dealing
with threats, thefts, and sabotage relating to special nuclear
material and nuclear facilities. A presentation and discussion
an this subject 1s on the meeting agenda and background {nforma-
tion on this subject 1s also enclosed.

If you have any particular related topics or generic safequards
problems that you would 1ike discussed at the meeting, please
let us know. For any further information or comments, please
contact James R, Miller of my staff (301/492-7014).

Sincerely,

Ben C. Ruscha, Director
Office of Nuclear Reactor

Regulaticn
Enclosures: [SIRIBUTIAN
1. Copy of Amended Regulations C%o:m_F;le_? AR
2. Meeting Agenda NRC PDRC 72" ¢
3. Regfstration Form and Return Envelope LOCAL PDRLw/&%« %7
4. Draft Standard tormat and Content Document ORB#1 Reading
5. Contingency Planning Information TJCarter
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Atomic Electric Company vl February 25, 1977

Mr. Donald G. Allen, President
Yankee Atomic Electric Company
20 Turnpike Road

Westboro, Massachusetts 0158)

Greenfield Public Library
40c Main Street

Greenfield, Massachusetts 01581
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This document serves as interim guidance to assist the licensee

or applicant in the preparation of a physical security plan. It

is to be used in conjunction with interim acceptance criteria for

rhysical security programs, which will be distributed at a later

date.

In using this guidance, three things should be noted:

1)

3)

This document may call for information concerning systems,
equipment, or practices which the licensee or applicant
does not intend to employ in his physical security program,
In that case, short statements about the non-applicability
of such sectiuns are appropriate. Appropriateness of
physical security features, and thus, their descriptions,
is driven by the acceptance criteria and not by this
document,

Where information in a section is identical tc that in a
previous section, it is permissable to simply reference
the appropriate information in that previous section.

This document calls for supporting drawings or diagramatic
material in many places. The licensee is free to arrange
and combine drawings at his discretion, and reference them
where the information is asked fi~. Drawings must be

clear and uncluttered.



Definitions of some of the terms used in this document are as follows:
Design Criteria - The information used by the designer in the

development of a security system or component., The information
may be derived from rules, regulatory guides, acceptance
criteria, industry standards, and standard security practice.
Discussions of systems involving statements of design criteria
should fnclude discussions of the effectiveness of the design
of the system in performing its designed function and verifi-

cation of that degree of effectiveness.

Fixed Post - An assigned post at a fixed duty station, such as

a guard house, access point, etc.
Mobile Post - An assigned post involving patrol duties.

Outage - Any failure or reduction in effectiveness below designed
levels of security related structure, component, equipment,

or system,

Plant Security Force - A subset of the security organization which
comprises guards, watchmen, or other armed response force

personnel.

Security Organization - Any plant employee assigned a duty or
responsibility of a security related nature. Such responsibility
can be efther routine or only for response to security contin-
gencies. In addition, off-sfte response agencies are part of

the security organization,
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PART 1 OF THE PHYSICAL SECURITY PLAN

CHAPTER 1 - SECURITY ORGANIZATION

1.1 MANAGEMENT ORGANIZATION
Describe the relation of the facility security organization to

~facility and corporate management.

Provide an organization chart and job de.criptions of personnel
for management of the facility, including the individual directly

responsible for managing the security organization.

1.2 SECURITY ORGANIZATION

Identify the positions responsible for the management of the
security program and for the supervision of the onsite security force.
State the degree of authority of the security supervisor to direct
response activities independent of higher management. Discuss the
interface between the licensee and any security force contract
organization regarding the authority over, and administration and

supervision of, contract security personnel.

Provide an organization chart of the security organization, both

for administration and for a typical shift security force organization.



1.3 FACILITY PERSONNEL

1.3.1 Personnel Reliability

State the minimum qualifications for employment at the facility, including
requirements for age, education, and physical condition. State employment
policies regarding conviction records and psychological characteristics.
Describe the methods used to verify applicant qualifications and to
assure that applicants have adequate qualifications. In particular, describe
the policies and procedures for verifying an applicant's employment,
military, fingerprint, and conviction records and for ascertaining his

character,

Alternatively, a commitment to employee screening procedures outlined
in ANSI 18.17 is an adequate presentation of information for this

paragraph.

1.3.2 Personnel Orientation in Security Practices

Describe the program for orienting all personnel to provide them with an
understanding of security procedures applicable to all employees (e.g., access
controls and escorts) and of their role in response to security contingencies
(e.g., receiving of bomb threats and sighting of intruders, unidentified indi-
viduals, and suspected sabotage devices). Include the content of the program
by topic, and indicate the time spent on each topic. Describe the system for
testing, evaluating, and documenting the employee's knowledge of security practices.

State the criteria for satisfactorily completing the orientation course.



State in general terms the scope and freauency of reorientation courses

for familiarizing personnel in new procedures or equipment,

1.4 PLANT SECURITY PERSONNEL

1.4.1 Qualifications for Employment in Security

State any qualifications for employment in security (including those
for assignment to guard/watchman duties) which exceed those required for
general employment at the facility. In particular, address requirements
for age, education, physical condition (including vision and hearing

requirements), and experience.

1.4.2 Screening
Describe the methods used (if different from those described in
1.3.1) to verify the qualifications of applicants for employment in security

and to assure that applicants have adequate qualifications.

1.4.3 Training

Describe the program for training plant security personnel to
provide them with an understarding of security operating procedures and
the ability to perform assigned duties. Include a description of guard
and response force personnel training in defensive tactics and use of
firearms. State the scope of the program, ana provide an outline or

1ist of topics covered along with a brief description of the subject



matter and time allotted for each topic. Describe the system for
evaluating and documenting the employee's knowledge, State the criteria

for satisfactorily completion of the training.

1.4.4 Retraining
Describe any differences between the retraining program and the training
program described in 1.4.3, State the minimum frequency of the retraining

program.

1.4,5 Security Equipment

List and describe in detail the number, type, make, and performance
of the equipment provided to the guards and watchmen. Include descriptions
of uniforms, portable communications equipment, weapons, and other items
provided to protect guards, watchmen, or the facility. Provide the basis
for which the equipment was selected. Discuss the storage and custodial

arrangements for the equipment.

List and describe the number, make, and performance of vehicles and
related equipment assigned for use by the security organization. Discuss

the custodial arrangements for the vehicles.

1.4.6 Authority Of Guards To Use Weapons
Discuss the authority of guards to use weapons to protect themselves
and company property as dictated by company policies and applicable state

and federal laws.
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8.7

ecurity Force

tate the number f guards and other armed response force gprgdnpu‘

eact shift state who in the

that are employed on each shift, and for

s ecurity ';"’MHM'H'U" acts a the member who has the autnority to 1irect

the physical security activities of the security organization,

J

1.5 LOCAL AND OTHER LAW ENFORCEMENT AGENCIES

ldentify the local, municipal, county, state, and federal law enforcement
organizations with which arrangements have been established to provide
vt the facility. OCescribe

1ssistance in dealing with security contingencies

the jurisdicticnal authority of each organization

For each oraganization, describe the manpower svailable for response on

weekdays , weekends, and nights. List equipment and weapons normally issued

to. and carried by, law enforcement personnel and the type anc number Of

]

vehicles available to the law enforcement organization.

and describe

For each law enforcement organization, list points of contact

ymand and control arrangemants, such as law enforcement organization notit

ation channels and procedures, coordination with facility security upon

wrrival, access authorization, authority to assume command, and communication

ind tactical coordination with onsite security personnel while on site.

Discuss arrangements for orientation sessions and plant tours for law

enforcement personnel which will ensure that responding law enforcement




personnel will be sufficiently familiar with the plant layout, security

operations, and the radiation control program.

Provide a map or diagram showing the locations of the law enforcement
organizations in relation to the site and showing in detail the avenues

of approach to the plant.

Provide a copy of a letter of understanding or other documentation
from each law enforcement organization which confirms the response

arrangements,

1.6 ACCESS AUTHORIZATIONS

State the criteria (e.g. employee/non-employees, need to work,
needed material, harmless material, etc.) for authorizing access of
material and personnel to the protected area, to vital areas, and to
the isolation zone., Discuss procedures for verifying that non-employees
and incoming packages meet the criteria for access authorization.
Identify the organizational components and position title of the persons
authorized to approve access of employees, non-employees, and vehicles

into each area.




CHAPTER 2 - FACILITY AND ENVIRONS

2.1 3ENERAL SITE AND AREA ARRANGEMENT
Provide one or more large scale drawings of the general érea in which

the site is located which shows nearby towns and roadways to the facility.

Provide a scaie drawing of the owner-controlled area which shows
elevations, Sod1es of water, streams, swamps, landscaping, paved areas,
roadways, parking areas, railroad lines, protected area perimeter(s) and

property boundary 1ines.

2.2 FIXED AND MOBILE SECURITY POSTS IN THE OWNER-CONTROLLED AREA

Describe the function of any security fixed and mobile posts in the
owner-controlled area. State the manpower requirements of any fixed posts,
the frequéncy of patrols, and the number qf people on each patroi. Describe
any structures that support fixed posts. Designate each fixed and mobile

post with a number.

Provide a plan view map of the owner control area indicating the

locetions and designated number of each fixed post and the patrol routes.



CHAPTER 2 - FACILITY AND ENVIRONS

2.1 GENERAL SITE AND AREA ARRANGEMENT
Provide one or more large sca'e drawings of the general érea in which

the site is Tocated which shows nearby towns and roadways to the facility.

Provide a scale drawing of the owner-controlled area which shows
elevations, Bod1es of water, streams, swamps, landscaping, paved areas,
roadways, parking areas, railroad lines, protected area perimeter(s) and

property boundary lines.

2.2 FIXED AND MOBILE SECURITY POSTS IN THE OWNER-CONTROLLED AREA

Describe the function of any security fixed and mobile posts in the
owner-controlled area. State the manpower requirements of any fixed posts,
the frequéncy of patrols, and the number qf people on each patrol. Describe
any structures that support fixed posts. Designate each fixed and mobile

post with‘a number,

Provide a plan view map of the owner control area indicating the

locations and designated number of each fixed post and the patrol routes.



CHAPTER 3 - PROTECTED AREA PERIMETERS

3.1 PERIMETER BARRIER AND ISOLATION ZONE

3 1.1 Layout

Provide plan view scale drawirgs of each protected area perimeter,
indicating isolation zones, physical barriers, buildings, and other
structures at the perimeter or within the isolation zones. Indicate the
location and type of any openings, such as gates, tunnels, storm and
waste sewers, water intake and dfscharge conduits, ducts, culverts,

creeks, and canals.

3.1.2 Physical Barrier Descriptions

Provide the design criteria upon which the protected area barriers
were developed. Include the physical specifications that assure that the
walls, fences, gates, doors and other structures that form the protected
area barriers provide a common minimum degree of integqrity. Confirm that
penetrations and other openings within the barriers are protected with
materials that equal the irtegrity of th- overall barrier. Security
hardware such as hinges and locks, being part of the barrier should also
be described in the manner requested above. Identify the emergency gates

and doors and other opening barriers that are alarmed.
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requirements (specify guards or watchmen) when in use. State the responsi-
bilities of each individual posted. Describe the communications systems to
be used at the post. Describe compensatory measures to be taken in the

event of an outage of the communication system used at the post.

State the minimum frequency and manpower requirements (specifying
guards or watchmen) of any patrols of the perimeter and isolation zones,

and designate a number to each mobile post.

Provide floor plans of each fixed security post, indicating on each

drawing the designated number of the post.

Provide plan view scale drawings of the isolation zone which indicate
the location of the security posts and the route of each patrol and which

identify the fixed and mobile posts their by designated numbers.

3.2 PROTECTED AREA PORTALS

3.2.1 Personnel Access Portals and Posts

3.2.1.1 Layout - Provide a floor plan of the protected area personnel
Aaccess control building. Indicate in the floor plan the location of
personnel and package search areas, personnel identification areas, the
hardened access control station, badge exchange points, and the door,

turnstile, or other point of access to the protected area.
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3.2.1.2 Physical Structures - State the design criteria for the personnel
access control building including criteria for building location, bar-

riers, and access and egress doors.

3.2.1.3 Locks - State the design criteria for locks used in securing

personnel portals at the protected area perimeter,

Describe the system for issuance and control of combinations and keys.
State the position titles of persons authorized to approve the issuance of
combinations and keys, and state the criteria for authorization. State the
criteria for changing locks, and describe the procedures for performing the

change,

3.2.1.4 Security Posts - State the periods of use of the portal and the
manpower requirements (specifying guards and watchmen) for each shift. State
the responsibilities for each individual posted, and describe in general
terms the procedures used to search and clear personnel and material

through the portal.

3.2.1.5 Access Control Hardware

State the design criteria for each type of hardware used to detect
weapons, explosives, or incindiary devices on individuals or in incoming
packages. Describe the compensatory measures to be taken in the event of

an outage of any of the hardware.



3.2.1.6 Picture Badge System - Provide a general description of the

picture badge system used to identify and authorize (1) employees and
(2) non-employees for entry into the protected area. Describe the
different types of badges issued and the tamper-resistant features

of their construction. State thz requirements for displaying badges
while within the protected area. Describe the system for issuance,
accountability, and control of badges. Describe the provisions for

lost badges.

3.2,1.7 Communications - Describe the communications system at the protected
area access building, State where these units are located, and who has

ready access to them.

3.2.2 Vehicle and Cargo Access Portals and Posts

3.2.2.1 Layout - Provide a plan view scale drawing of the vehicle access
control area. I[ndicate on the drawing the location of cargo off-loading and
search areas and vehicle search areas, gates, vehicle barriers, and area

boundary barriers.

3.2.2.2 Physical Structures - State the design criteria of the boundary
structures of the vehicle access control area. State the design criteria

of the gates through which vehicles enter the protected area.



g

3.2.2.3 Locks - Provide a discussion of vehicle portal locks and the key

control system for those locks based on the guidance in 3.2.1.3.

3.2.2.4 Security Posts - State the periods of use of the vehicle portal
and the manpower requirements (specifying guards and watchmen) for each
shift. State the responsibilities for each individual posted, and describe
in general terms the procedures used to search cargo and vehicles and to
verify authorization for vehicle entry into the protected area. Describe
the procedure for admitting vehicles through the gate into and out of the
protected area. Identify the vehicles that are exempt from any searches

and the procedure for granting this authorization.

3.2.2.5 Vehicle and Cargo Search Ha~dware - Provide a discussion of the

vehicle and cargo search hardware based on the guidance in 3.2.1.5.

3.2.2.6 Communications - Describe the communications system at the
vehicle access portal, including portable and nonportable units. State

where the units are located and who has ready access to them.
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CHAPTER 4 - PROTECTED AREAS

4.1 LAYOUT
Provide plan view scale drawings of the protected area, outlining the
isolatiun zone and perimeter and vital structures, and showing nonvital

buildings, barriers, and structures that stand in the protected area.

4.c PHYSICAL STRUCTURES
State the design criteria for all nonvital buildings, barriers, and
structures (except those used as security posts) that stand in the pro-

tected area.

4.3 ILLUMINATION AND SURVEILLANCE
Provide a discussion and supporting drawings of the illumination and
surveillance systems for all exterior areas within the protected area based

on the guidance in 3.1.3.

4.4 SECURITY POSTS (FIXED AND MOBILE)

State the design criteria for the construction (including entrances,
windows, gun portals, etc.) of any physical structures which are located in
the protected area and which are used as security posts. State the periods
of use of each post and the manpower requirements (specifying guards and
watchmen) of the post. State the responsibilities of each individual

posted. Describe the communications system to be used at the post, and



describe compensatory measures to be taken in the event of an outage of

communications equipment used at the post.

State the minimum frequency and manpower requirements (specifying

guards and watchmen) of any patrols of the protected area, and designate a

number to each mobile post.

Provide flocr plans of each fixed security post, indicating on each

drawing the designated number of the post.

Provide plan view scale drawings of the protected area which show the
location of fixed posts. Identify them by number and indicate their fields
of view and fields of fire. Also, show the routes of security patrols and

identify each mobile post by its number.

SCORTS

Describe the escort system for the protected area. Identify the indivi-
duals who are authorized to perform escort duties, and state the manpower
requirements (specifying guards watchmen, or other employees) for escorting
(1) employees, (2) nonemployees, and (3) vehicles in the protected areas.
State the maximum number of perscns or vehicles in each category that are
allowed to be under the cognizance of a single escort. Describe the communi-
cations arrangements used by the escorts. Describe in general terms the

procedures for escorting personnel and vehicles in the protected area.
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Describe compensatory measures to be taken in the event that escorts are

unavailable.
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CHAPTER 5 - VITAL AREA PERIMETERS

5.1 LAYOUT

List and number of all equipment considered to be vital equipment.
State the criteria for including or excluding plant equipment from this

118t

List and number all structures, areas, and buildings that constitute

vital areas.

Provide a scale drawing of each vital area, showing its location,

position of vital equipment, and all points of personnel access and egress.

5.2 PHYSICAL BARRIERS

5.2.1 Barrier Descriptions
For each vital area listed above, provide a discussion of the design
criteria for the construction of vital area barriers, other than personnel

access and egress points, based on guidance in 3.1.2.

5.2.2 Intrusion Dectection Hardware
Provide a discussion and supporting drawings of intrusion detection

equipment for vital area barriers based on guidance in 3.1.4,
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5.3 VITAL AREA PORTALS
5.3.1 Personnel Access Portals and Posts

5.3.1.1 Layout - Provide a floor plan of the access portal for each vital
area. Indicate in the floor plan the lucation of personnel and package
search areas, personnel identification areas, the hardened access control
stat‘on, badge exchange points, and the door, turnstile, or other point of

access to the vital area.

5.3.1.2 Physical Structures - State the design criteria for the vital

area personnel access portals based on guidance in 3.2.1.2.

5.3.1.3 Locks - Provide a discussion of locks and the key control system

for vital area portals based on guidance in 3.2.1.3.

5.3.1.4 Security Posts-State the periods of use of each portal and the
manpower requirements (specifying guards and watchmen) for each portal for
each shift., State the responsibilities for each individual posted, and
describe in general terms the procedures “sed to search and clear

personnel and material through the portal.

5.3.1.5 Access Control Hardware
Provide a discussion of vital area access control hardware based on

guidance in 3.2.1.5.



5.3.1.6 Coded Picture Badge System-Provided a general description of the
picture badge system used to identify and authorize (1) employees and
(2) non-employees for entry into vital areas. Explain the badge code

that indicates the vital areas to which access is authorized.

3.1.7 Communications - Describe the communication system used at each
vital area portal. State where these units are located and who has ready
access to them. Describe compensatory measures to be taken in the even of

an outage of any unit.

5.3.2 Vehicle Access Portals and Posts

9.3.2.1 Physical Structures - Provide a discussion of the design criteria

of each vehicle access portal into a vital area based on guidance in

3.2.2.2, as applicable.

5.3.2.2 Security Posts - State the periods of use of each vital area vehicle
access portal and the manpower requirements (specifying guards and watchmen)
for the period of use. State the responsibilities for each individual
posted, and describe in general terms the procedures used to verify authori-
zation for vehicle entry into the vital area. Describe the procedure for

admitting the vehicle into and out of the vital area.
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5.3 VITAL AREA PORTALS

5.3.1 Personnel Access Portals and Posts

5.3.1.1 Layout - Provide a floor plan of the access portal for each vital
area. Indicate in the floor plan the location of personnel and package
search areas, personnel identification areas, the hardened access control
station, badge exchange points, and the door, turnstile, or other point of

access to the vital area.

5.3.1.2 Physical Structures - State the design criteria for the vital

area personnel access portals based on guidance in 3.2.1.2.

5.3.1.3 Locks - Provide a discussion of locks and the key control system

for vital area portals based on guidance in 3.2.1.3.

5.3.1.4 Security Posts-State the periods of use of each portal and the
manpower requirements (specifying guards and watchmen) for each portal for
each shift. State the responsibilities for each individual posted, and
describe in general terms the procedures used to search and clear

personnel and material through the portal.

5.3.1.5 Access Control Hardware
Provide a Jiscussion of vital area access control hardware based on

guidance in 3.2.1.5.
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5.3.1.6 Coded Picture Badge System-Provided a general description of the
picture badge sys.em used to identify and authorize (1) employees and
(2) non-employees for entry into vital areas. Explain the badge code

that indicates the vital areas to which access is authorized.

5.3.1.7 Communications - Describe the communication system used at each
vital area portal. State where these units are located and who has ready
access to them. Describe compensatory measures to be taken in the even of

an outage of any unit.
5.3.2 Vehicle Access Portals and Posts

5.3.2.1 Physical Structures - Provide a discussion of the design criteria
of each vehicle access portal into a vital area based on guidance in

3.2.2.2, as applicable.

5.3.2.2 Security Posts - State the periods of use of each vital area vehicle
access portal and the manpower requirements (specifying guards and watchmen)
for the period of use. State the responsibilities for each individual
posted, and describe in general terms the procedures used to verify authori-
zation for vehicle entry into the vital area. Describe the procedure for

admitting the vehicle into and out of the vital area.
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§.3.2.3 Comunications - Describe the communications system at the vehicle
access portal, including portable and non-portable units. State where the

units are located and who has ready access to them.
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CHAPTER 6 - VITAL AREAS

6.1 CENTRAL ALARM STATION

6.1.1 Location and Layout

Provide a scale drawing of the layout of the Central Alarm Station
showing the location of doors, windows, and other openings and alarm,
surveillance, and commucation equipment. Show that the interior of the
Central Alarm Station is not visible from the perimeter of the protected

area.

6.1.2 Physical Structures
State the design criteria for the walls, floor, ceiling, doors,
windows, and other openings which enclose the Central Alarm Station,

‘ncluding bullet resistant features.

6.1.3 Alarm and Surveillance Monitoring Hardware

State the design criteria of the aiarm annunciation and surveil-
lance monitoring equipment, including those features that indicate the
location and type of alarm. Describe compensatory measures to be taken in

the event of an outage of all or part of the system.

6.1.4 Manning
State the manpower requirements for the Central Alarm Station. State

the responsibilities for each intividual posted, including any non security

functions.
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6.1.5 Communications
State the design criteria of the communications equipment used in the
Central Alarm Station. Describe the emergency power provisions. Describe

compensatory measures to be taken in the event of an outage.

6.2 SECONDARY ALARM STATION
Describe the Secondary Alarm Station as you did the primary alarm

station,

6.3 OTHER VITAL AREAS

6.3.1 Surveillance Hardware
Provide a discussion of vital area surveillance based on the guidance

W 313

6.3.2 Security Posts and Patrol

Describe the design criteria for the construction (including entrances,
windows, gun portals, etc.) of any physical structures located in vital
areas which are used as fixed security posts. State the periods of use of
each post and the manpower requirements (specifying guards and watchman) of
the post. State the responsibilities of each individual posted. Describe
the communications system to be used at the post, and describe compensatory
measures to be taken in the event of an outage of that system., Designate

each security post with a number.
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State the minimum frequency and manpower requirements (specifying

guards and watchman) of any patrols of vital areas. Designate a number to

each patrol route.

Provide floor plans of each fixed security post, indicating on each

drawing the designated number of the post.

Provide scale drawings of vita' areas showing the rort3s of patrols

and identifying each by its designated number.

6.3.3 Escorts

Describe the escort system for vital areas. Identify the individuals
that are authorized to perform escort duties and state the manpower
requirements (specifying guards, watchman, or other employees) for
escorting (1) employees, (2) non-employees, and (3) vehicles into vital
areas. State the maximum number of persons or vehicles allowed to be
under the cognizance of a single escort. Describe the communications
arrangements used by the escorts. Describe in general terms the pro=-
cedures for escorting personnel and vehicles in vital areas. Describe

compensatory measures to be taken in the event that escorts are

unavailable,




CHAPTER 7 - CENTRAL COMMUNICATIONS SYSTEMS

7.1 TELEPHONE SYSTEM

Describe the talephone system at the facility. Identify how many trunk
lines and how many different telepnone exchanges are directly connected to e
the facility telephone service. Describe the facility telephone switchboard

system and any physical protection provided for the telephone system.

7.2 INTERCOM AND PUBLIC ADDRESS SYSTEM
If the intercom and public address system ic used for security purposes
describe how access is gained to it, the location of central signal processing

units, physical protection of central units, and emergency power provisions.

7.3 OTHER CENTRAL COMMUNICATION SYSTEMS
1f other communication systems are used for security purposes, state where
units of these systems are located and the arrangements made for access to

those systems by members of the security organization.
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CHAPTER 8 - RESPONSE TO SECURITY CONTINGENCES

8.1 RESPONSE FORCE AVAILABILITY
Provide charts which 1ist security posts and patrols by shift and by number,

and indicate which security force members are available for armed response.

8.2 ASSIGNMENT OF RESPONSIBILITIES

For each of the security contingencies delineated below:

a) State the objective(s) to be reached in response to the contingency.

b) Describe the general decisions and actions to be taken
in response to the contingency. This description should
clearly show how the plant security organization assesses
the contingency, localizes it within the plant, and

neutra]izes it.

¢) Discuss situational factors and criteria that affect the

making of each decision and the taking of each action.

d) Describe the types of data that are needed to make each

decision and take each action.
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e) For each decision and action, designate a member, post

or unit, of the facility organization that has responsibility
for performing that duty. This designation of responsibilities
should clearly show how sufficient forces are brought to bear in

a timely manner to neutralize the contingency, and how responding

off-site forces are coordinated on arrival.

f) Describe the nature, size, and timing of law enforcement
response (if they are notified), and the role that they play

in neutralizing the contingency.

Orgenize this discussion by using the following structure:

8.2.1 Guard Strike or Other Unavailability of the Security Force.

8.2.2 Disruption of Internal Order
8.2.2.1 Fire or Explosion
8.2.2.2 Site Evacuation
8.2.2.3 Personnel Disturbance
8.2.3 Stated or Perceived Threat to Sabotage
8.2.4 Civil Disturbance
8.2.5 Suspected or Confirmed Intrusion or Sabotage Attempt
8.2.5.1 Alarm Annunciation

8.2.5.2 Discovery of Breached Barrier




Discovery of Unidentified Person in Protected
or Vital Areas

Discovery of Suspected Sabotage or Sabotage Device

Multiple Loss of On-Site or Off-Site Communications.
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CHAPTER 9 - SPECIAL SECURITY MEASURES
DURING REFUELING OPERATIONS

Describe the physical security measures to be taken to handle the
increased personnel and material presence in vital areas during refueling.
Describe in detail the special provisions for access control, surveillance,

and inspections of vital areas subsequent to refueling operations.



CHAPTER 10 - SPECIAL SECURITY MEASURES
DURING CONSTRUCTION OPERATIONS

1f construction operations are underway at an adjacent unit, give detailed
descriptions of security measures to be taken where the two units interface.
[f the implementztion of the security system at the second unit is phased,
fescribe in detail the plans to implement each phase. Physical barriers,
access controls, surveillance, intrusion detection, and security force
s1ze should be specifically addressed in thase discussions, and the dis-
cussions should show how overall facility security is not degraded by con-

struction activities.
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CHAPTER 11 - OVERALL PHYSICAL SECURITY
PROGRAM PERFORMANCE

This chapter is in preparation.



PART 11 OF THE PHYSICAL SECURITY PLAN

This part of the Physical Security Plan should describe the tests,

inspections, records, and other means established by the applicant for

demonstrating compliance with the physical protection requirements for

security related equipment,

CHAPTER 12 - TESTS AND INSPECTIONS

Provide information on the tests and inspections that are conducted
to ensure the continuity of tne integrity of barriers and of the operability

of security equipment.

12.1 PHYSICAL BARRIERS AND ACCESS POINTS

Describe the tests, inspections, and administrative procedures that
are used to ascertain whether all physical barriers and points of access
are intact and operable. State the frequency of routine and special tests

and inspections.

12.2 ALARMS AND ANNUNCIATORS

Describe the program used to test the operability and to verify the
functional performance of security alarms, annunciators, sensors, and
transmission 1ines to the two alarm stations. State the frequency of

routine and special tests, including tests following maintenance work.
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12.3 SPECIAL PURPQOSE DETECTORS

Describe the method of calibration and standardization used for each
type of metal and explosive detector. Identify the standard test equipment
and the procedures employed for calibration and control programs. State

the frequency of calibration and control tests.

12.4 COMMUNICATIONS EQUIPMENT
Describe the type and frequency of tests used to monitor operability
on & routine basis. Indicate the type and frequency of tests used to

verify the functional performance of all communications equipment.

12.5 SECURITY PERSONNEL EQUIPMENT
Discuss the test and inspection programs used to maintain the operability

of other security personnel equipment identified in 1.4.5.

12.6 QUALITY ASSURANCE

Describe the quality assurance program that is established to ensure
that structures, systems, components, and equipment important to the
physical protection of the reactor facility against acts of sabotage
are designed, fabricated, erected, and tested to perform satisfactorily

while in service.
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Provide a description of the quality assurance program for system
operation activities that will govern the quality of the physical
protection system during operation. These activities include operating,

maintaining, repairing and modifying (if necessary) the security system

after the pre-operational phase.
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CHAPTER 13 - SECURITY RECORDS

Provide information on the security records tidt are maintained to

meet the requirements of 10 CFR Part 73.70.

13.1 SECURITY TOURS, INSPECTIONS, AND TESTS

Describe the system for documenting the results of all routine security
tours and inspections, and of all tests and inspections performed on
physical barriers, intrusion alarms, communications eguipment, and other

security equipment.

13.2 MAINTENANCE
Identify and characterize the records that are kept of all maintenance
performed on physical barriers, intrusion alarms, communications equipment,

and other security equipment

13.3 ALARM ANNUNCIATIONS
Describe the records system for documenting all alarm annunci>tions,
including false alarms and alarm checks. Also describe the system for

identifying the type of alarm, location, date, and time of each occurrence.

13.4 SECURITY RESPONSE
Indicate the records that are kept of acknowledgement and response
by facility guards and watchmen to each alarm (including nuisance alarms),

intrusion or other security incident.
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13.5 AU'THORIZED INDIVIDUALS
Des ‘ribe the system for maintaining a record of each individual who has

authorized access to the facility. Indicate whether the record includes the

name and badge number of each person designated, the date of the authorization,

its expiration date, and the name of the approval authority.

13.6 ACCESS TO VITAL AREAS

Describe the system for maintaining a record of each individual who is
authorized to have access to a vital area, with the record showing the vital
area(s) to which access is authorized, authorization 1imits, individual's
name, address, and badge number; the date of authorization; its expiration

date; and the name of the approval authority.

13.7 NONEMPLOYEE ACCESS

Describe the system for maintaining a record of each visitor, vendor and
other individual who is not an employee of the licensee, with the record
showing: the individual's name; the date, time, and purpose of the visit;
the individual's employment affiliation and citizenship; and the name of
the person who authorized the visit. Describe the system for maintaining

a list of designated escorts.
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CHAPTER 14 - SECURITY AUDITS

Provide a2 description of the audit program established to review
periodically the applicability and adequacy of Lhe existing security
plan and to assess the degree of compliance of current performance with

existing security requirements.

14.1 PROGRAM AUDIT

Describe the scope, extent, and frequency of planned periodic manage-
ment audits to review the physical security program of the facility for
continued acceptabilty and effectiveness. Identify by organizational
title the persons assigned responsibility for conducting the audits.
Affirm that written audit reports will be prepared and submitted to

facility management.

14,2 COMPLIANCE AUDITS

Describe the monitoring program established to ensure compliance with
existing regulations. Identify by organization title the persons assigned
responsibility for conducting audits. Affirm that written audit reports

will be prepared and submitted to facility management.
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Enclosure 1

RULES AND REGULATIONS

Title 10——Energy

CHAPTER |—~NUCLEAR REGULATORY
COMMISSION

PART 50—LICENSING OF PRODUCTION
AND UTILIZATION FACILITIES

PART 73—PHYSICAL PROTECTION OF
PLANTS AND MATERIALS

Requirements for the Physical Protection
of Nuclear Power Reactors

On November 13, 1974, the Atomic
Energy Commission published in the
Feoeral RecisTer (39 PR 40038) pro-
posed amendments to {ts regulations in
10 CFR Part 73, “Physical Protection of
Plants and Materials " which, in the in-
terest of the common defense and secu-
rity and the publie health and safety,
would identify measures to be taken for
the protection of nuclear power reactors
against industrial sabotage

Interested parties were invited to sub-
mit comments and suggestions .n con-
nection with the proposed amendments
within 60 days after publication in the
Feozrat RecisTER. Upon consideration of
the comments received, and other factors
involved, the Nuclear Regulatory Com-
mission has adopted the proposed
amendments, with certain modifications
as set forth below

Significant differences from the pro-
posed amendments published for com-
ments are: (1) Addition of a general
performance requirement; (2) clartfica-
tion of the requirements for multiuait
sites. (3) clarifying the number and re-
sponse requirements of onsite security
personnel; (4) rewording of the require-
ment to have a security supervisor on
shift at all times; (5) specification of
the level of {llumination to be provided
for monitoring and observation require-
ments: (6) replacement of the term
“bullet penetration resistance” with a
new term “bullet-resisting”; (7) changes
to permit off loading of cargo Inside of
the protected area: (8) a change to re-
quire escort for ail vehicles {n the pro-
tected area, except designated licensee
vehicles, instead of requiring cleared
drivers or licensee employee drivers; (9)
a change to permit certain Commission
approved delivery and inspection activi-
ties to be carried out in protected or vital
areas; (10) deletion of the requirement
for additional barriers to obstruct ready
access Lo vital areas; (11) changes to
permit additional licensee vehicles nec-
essary to the conduct of the official plant
functions into the protected area; (12)
an addition to require upon termination

of employment of any employee that cer-
tain keys, locks, combinations, and other
related equipment be changed; (13)
changes to require the implementation
of the new rules on a graded basis; and
(14 changes in the protected area access
control provision to delete the require-
ment for progression of search functions
and to deflne physical protection in
terms of a bullet-resisting structure.
Editorial changes alsn were made. as ap-
propriate. This includes eliminating an
obsoiete provision (n § 50.54. In addition,
§ 73.55 (b) (2), (b) (3), and (b) (4) (phys-
ical barriers) and § 7355 (¢)(3) and
(¢) (8) (access requirements) have been
clarified and reorganized into § 73.55
(¢)(2), (¢)(3), (¢)(4), (¢)(5 and (d)
(31, (d)(4), respectively

The following discussion pertains to
ftems (1) through (14) above:

(1) Although performance objectives
were considered in the development of
the proposed rule, the rule itself did not
specify the level of performance that the
physical protection system and security
organization are to achieve. Many of the
comments indicated that inclusion of a
general performance requirement would
aid in the implementation of the rule
and more explicitly indicate the level of
protection required A paragraph has
been added to the amendment which ad-
dresses these general performance re-
quirements for the physical protection
system and the security organization. On
the basis of Intelligence and other rele-
vant information available to the NRC
there are no known groups in this coun-
try having the combination of motiva-
tion. skill, and resources to attack either
a fuel facility or a nuclear power re-
actor. In addition. studies have indicated
that the generic characteristics (i.e.. the
‘defense-in-depth” concept of reactor
plant design) of commercial power re-
actors make the releasing of radioactiv-
ity by acts of sabotage difficult. Purther-
more, the potential consequences of a
reactor sabotage are judged to be less
than the extreme consequences which
could be associated with the successful
detonation of an ilicit nuclear explosive
device. Having considered these factors,
the Commission has concluded that the
level of protection specified in § 73.55 is
adequate and prudent at this time The
kind and degree of threat and the vul-
nerabilities to such threats will continue
to be reviewed by the Commission.
Should such reviews show changes that
would dictate different levels of protec-
tion, the Commission would consider
changes to meet the changed conditions.

Compliance with the detailed require-
ments should essentially satisfy the gen-
eral performance requiraments stated
in the rule in § 73.55(a). However, there
may be instances for some plants where
additional requirements will have to be
imposed so that the general performance
requirements can be met. In these cases,
such requirements will be specified by the
Comumission's staff. In any event all Ii-
censees subject to the rule must comply
with the general performance require-
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ments. Nothing herein should be con-
strued as precluding licensees from pro-
viding the Commission’s staff with
suggested other equivalent detalled
measures that the licensee determines to
be necessary to tneet the general per-
formance requirements

It also should be noted that to reduce
the vulperability of operating facilities
from the threat of an insider, the Com-
mission i8 considering a program to re-
quire persounel security clearances fur
.ndividuals employed in sensitive work
activities who have access to or control
over special nuclear maverial However,
applicants and licensees should continue
to use the employee screening guidance
from the American National Standard,
ANSI N18.17, “In{ustrial Security for
Nuclear Power Plants.” Should the con-
tinuing review of such internal threats
by the Commission show changes that
would dictate different levels of protec-
tion, future changes to meet these new
conditions would be forthcoming.

(2) In adopting these amendments
the Commission considered the special
case of the physical security interfaces
of an operating reactor on a site at
which another reactor is under construc-
tion. Specifically, consideration was
given to the need for special access pro-
cedures, barriers, or guards at the se-
curity boundaries common to the two
units. It was determined that these
amendments require a level of provec-
tion along a protected area boundary,
1.e., monitored physical barriers, isola-
tion zones, and surveillance, which is
independent of the activity outside or
inside the protected area. While the
specific protective measures will vary
according to what is adjacent to a pro-
tected area boundary, eg. a river, a
parking lot, or a reactor under construc-
tion, the level of protection and its
functional requirements will not vary
However, to clarify the requirements on
these and other speclal cases of physical
security interfaces of operating power
reactors, a specific mention is macde of
the case of adjacent reactor facilities.

(3) Guard force duties have been the
subject of review by the Commission in
connection with fuel cycle facilities. A
specification of those duties. appropriate
to licensed power reactors, has been in-
cluded in § 73.55(h) (3) !

in addition, minimum and nominal
numbers of armed response personnel
have been specified in * 73.55h)(2) The
number of such armed response person-
nel required at a given facility could be
more or less than the nominal number

The Commission has published (or com-
ment. proposed amendments to 10 CFR 13 50
(g) that correspond to the response require-
ments contained in § 79585(h)(3) While the
proposed change to 10 CPR 73.50(g) s a sep-
arate rulemaking from this proceeding, per-
sons with an interest in the response require-
ments in {7385h)i3) may comment on
the proposed amendment to | 73 50(g) before
April 11 1977 Any changes resulting from
comments on §7350(g) will also be ccn-
sidered with respect to the present rule
{73886(h) (D)
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depending on fectors such as the fellow-
ing to be considered during evaluation of
a licensee's physical security plan, not
necessarily in order of importance:

(a) Selection, training and motiva-
tion of response force,

(b) Avallablity and construction of
defensive positions.

ic) Availlabllity and knowledge of
weapons and other equipment,

(d) Individual site covsiderations, in-
cluding size, topography, configuration,
geography, weather, and number of nu-
clear power plant units

te) Location and reliability of initial
detection devices.

(f) Consideration of Local Law En-
{orcement Agencies response.

(g) Vital area hardening including
plant design, location of and access con-
trol to vital areas.

(h) Design and construction of pro-
tected area barriers.

(1) Redundancy of security systems.

(j) Initial clearance and continuing
reliability assessment of personnel

(k) Becurity and contingency proce-
dures.

It also should be noted that. to increase
the effectiveness of security organiza-
tlons, the Commission s considering &
regulation concerning guards and other
security personnel qualifications and
training. The regulation could take the
for of an amendment to 10 CFR Part 73
and include performance criteria for use
by licensees in developing and applying
detailed personnel qualifications, basic
training, and tactical training plans to
be used in conjunction with security
plans.

(4) The proposed rule would have re-
quired that a supervisor of the security
organization be onsite at all times. Com-
ments indicated that the responsibility
of the security supervisor had been con-
fused with that of the shift supervisor.
To clarify its intent, the rule set forth
below was reworded to require that one
full time member of the security organi-
zation who is authorized to direct the ac-
tivities of all other members of the secu-
rity organization be onsite at all times.

(5) The proposed rule did not specify
8 level of {llumination. Comments tndi-
cated that a level of Qlumination should
be specified. The rule set forth be w
specifies a level of llumination which is
sufficient for the monitoring and observa-
tion requirements.

(8) The proposed rule used the term
“bullet penetration resistance.” Com-
ments indicated a need for a clear mean-
ing. Since the meaning of “bullet pene-
tration resistance” was covered in the
term “bullet-resisting’’ defined and used
by the Underwriters’ Laboratories (UL)
Standarcd UL-752, the rule set forth below
was changed t use the term “bullet-
resisting” and a new definition has been
added in § 73.2 to correspond to the defi-
nition of “bullet-resisting” used by the
Standard UL-752.

(7) The proposed rule would have re-
quired that cargo be off joaded outside
the protected area. On the basis of pub-
lic comments, it was determined that off
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loading outside the protected area may
not be cost effective. The rule set rurth
below provides for off loading ipside the
protected area under appropriate secii-
rity conditions and, to the extent pruc-
ticable, at a specifically designated m-: -
rials veceiving area that is no: adia- o
to a vital area.

(8) The propused rule would nave re-
quired that either the driver of a vehi-
cle permitted access into the protected
Area possess an AEC personnel securit:
clearance, or the vehicle be driven by an
employee of the licensee while in the pro-
tected area. Based upon the commen::
recetved and the attendant increase un
traffic that would result from {tem (7'
above, regarding oif loading. the .. hes
been revised to require that all veliicles
except designated licensee vehicles, ;e-
quiring entry into the protected area
shall be escorted by a member of the
security organization while within ne
protected area.

(9) The proposed rule would have re-
quired that all packages te searched prior
to entry into the protected area. The rule
set forth below has been changed to per-
mit certain Commission approved cdeliy-
ery and Inspection activities to be con-
ducted within protected or vital areas for
reasons of safety, security or operation:!
necessity.

(10) The proposed rule would ha-¢
required appropriate barriers to obstruct
ready access to vital areas by ground
vehicles. The Commission has decided
on the basis of studies in progress that
this proposed provision as it applies to
vehicles should not be included in the
regulations at this time This proposed
amendment has been deleted from the
rule set forth below, although physical
barriers ar® required for protection
against attempts at unauthorized cccess
of the character described in the genera!
performance requirements.

(11) The proposed rule would have
limited the admission of vehicles de-
signed primarily for carrying pes¢engers
within the protected area to only thoee
designated as emergency or security ve-
hicles except under emergency cond:-
tions. Based on comments received ‘he
Commission has concluded that addi-
tional transportation, other than for
emergency and security purposes, is re-
quired to perform necessary plant func-
tions. Therefore, the rule set forth below
has been modified to permit designated
licensee vehicles necessary to perform
official plant functions within the pro-
tected area but with certain necessary
controls

(12) The proposed amendmen‘s sre-,
fled that locks, keys, combinatiors, ard
other related equipment used % control
access to protected and vital ureas be
controlled to reduce the probability of
compromise and be changed whenever
there is evidence that they may have been
compromised. An additional requiremen:
to change upon termination of employ-
ment of any employee, keys, locks, .on;-
binations. and related equipment to
which that employe. has access nas
been included

1972
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(12 The proposed amendments spec!-
Aed that the new rules be lmplemented
by licensees by 180 days from the date
of Commission aproval of the physical
security plan. Comments received showed
a need for additional time for implemen-
tation of certain features. It appears that
additional time could be provided for

smpliance with some features of the
rule without prejudice to the public
nealth and safety and common defense
afd security. Other features can be more
promptly impiemented. The Commission
has therefore concluded that a graded
program for unplementation is desirable.
The rule has been changed to permit
additional tine fur construction and in-
stallation requirements and to require
the procedural aspects in the organiza-
tion, sccess, communications, and re-
sponse provisions to be lmplemented hy
May 285, 1977.

(14) The proposed amendments would
have required that access control to the
protected area proceed progressively
from ihe detection of firearms and ex-
plosives to identification and admission,
that the function for the detection of
firearms ancd explosives be physically
.eparate from the function of identifica-
tion. and that individuals performing the
identification and controlling admittance
be housed in a structure capable .f pro-
viding physical protection to the occu-
pants to assure their abflity to respond
and summon assistance. On further con-
sideration. these provisions appear to be
unduly restrictive. The important factor
in preventing a compromise of such an
aceess control function is to protect the
ability of the guards to respond and to
summon assistance. Accordingly, the
progression and physical separation pro-
visions discussed wbove have been deleted
from the amendments and a requirement
added for lsolation of the individual(s)
responsible for the last access control
function within a bullet-resisting struc-
ture to assure his abllity to respond and
communlicate.

Pursuant to the Atomic Energy Act
of 1054, as amended. the Energy Reorga-«
nizatlon Act of 1974, and Bection 552
and 353 of title 5 of the Untted States
Code. the foliowing amendments to Title
10, Chapter I, Code of Federas! Regula-
tions. Part 73 are published as a docu-
ment subject to codification.

1. Section 50.54 1s changed by amend-
ing paragrapll (p) and deleting para-
graph Q) to read as follows:

£ 56.31  Conditions of licemaes.

. . - . .

v The licensee shall make no change
which would decrease the effectiveness
of a security plan prepared pursuant to
£ 50.34/¢) or Part 73 of this chapter with-
out the prior approval of the Commis-
sion. A lcensee desiring to make such
a change shall submit an application for
an amendment to his license pursuant
to §5090. TMe lcensee shaull maintaln
records of changes to the plan made
wittiout prior Cownmission approval for
a period of two years from the date of
the change, and shall furnish to the
Director of Nuclear Reactor Regulation,
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Nuclear Regulatory Commission, Wash-
ington, D.C. 20655, with & copy to the
appropriate NRC Regional Office speci-
fled o Appendix D of Part 20 of this
chapter, a report containing & descrip-
tion of each change within two months
after the change it made.

2. Section 73.2 is amended by adding
a new paragraph (q) to read as follows:

§ 73.2 Definitions.

(q) *“Bullet-resisting” means protec-
sou against complete penetration, pas-
sage of fragments of projectiles, and
spalling (fragmentation) of the protec-
tive material that could cause injury
to a person standing directly behind the
bullet-resisting barrier,

.
3. Section 73.4 is revised to read as fol-
lows:
§ 73.4 Communications.

Except where otherwise specified, all
communications and reports concerning
the regulations in this part should be
addressed to the Director of Nuclear Ma-
terials Safety and Safeguards or the Di-
rector of Nuclear Reactor Regulation, as
appropriate, Muclear Regulatory Com-
mission, Washington, D.C. 20855, or may
be delivered in person at the Comimission
offices &t 1717 H Street, NW., Washing-
ton, D.C.; or at 7920 Norfolk Avenue,
Bethesca, Maryland.

4. The introductory language of § 73.50
is amended to read as follows:

§ 73.50 Requirements for physical
tection of licensed lctiviries. e

In addition to any other requirements
of this part, each licensee who Is su-
thorized to operate a fuel reprocessing
plant pursuant to Part 50 of this chapter
or who possesses Or uses uranium-235
(comtained in uranium enriched to 20
percent ~ —ore In the U..235 isotope),

uraniv ¢ plutonium alone or in
any o w in & quantity of 5,000
ETAIS . computed by the formula,

grams= (gx.ms contained U-235)+2.5
(grams U-233+grams piutonium), in-
cluding licensees who are authorized to
operate a nuclear reactor pursuant o
Part 50 of this chapter who possess or
store such material shall comply with the
following requirements. The require-
ments of t'is section do not apply to
such reactor licensees who possess such
matertal only when it is located in the
core of & nuclear reactor and/or who
possess or store such muterial only when
it is contained in trracdiated fue) elements
removed from the reactor core.

5 A new § 7355 is added to read as
follows:

§ 73.55 Requirements for physical pro-
tection of licensed activities in nu-
clear power reactors agminsi indus-
trial sabotage.

Esch licensee who is authorized on
February 24, 1977, to operate & DuC'ear
power reactor pursuant to Part 50 of this

chapter shall comply with the require-
ments of paragrapns (b), (d), (f), (g),
and (h) of this section, except for any
requirement involving construction and
installation of equipment not already in
place expressed in paragraphs (d) (1),
d) (T, (d) (8, (1)(3) and (h)(4)), by
May 25, 1977. The licensee shall submit
by May 25, 1977, an amended physical
security plan describing how the licensee
will comply with all of the requirements
of this section including schedules of im-
plementation. The licensee shall imple-
ment his plan and comply with all of
the provisions of this section as soon as
practicable after NRR approval of his
plain but no later than August 24, 1978.
Each applicant for a license to operate
8 nuclear power reactor pursuant to Part
50 of this chapter whose application was
submitted prior to February 24, 1877
shal! submit by May 25, 19877, an
amended physical security plan describ -
ing how the applicant plans to comply
with the requirements of this section in-
cluding schedules of implementation. If
such applicant receives an operating li-
cense after February 24, 1977 he shall
comply with the requirements of para-
graphs (b), (d), (D), (g), and (h) of this
section, except for construction and in-
stallation not already in place pursuant
to paragraphs (d) (1), (d) (D, (d) (8), (D)
(3) and (h) (4), by May 25, 1977, or on
the date of receipt of the operating li-
cense, whichever is later, and implement
his plan and comply with all of the re-
quirements of this section by August 24,
1978 or on the date of receipt of the op-
erating license whichever is later. Each
applicant for a license to operate a nu-
clear power reactor pursuant to Part 50
of this chapter whose application is sub-
mitted after February 24, 1977, shall in-
cinde in the physical security plan re-
quired by §5034(¢c) the information
identified tn paragraphs (a) through h)
of this section and if such applicant re-
cetves an operating license, shall comply
with the provigsions of this section on re-
ceipt of the operating license.

(a) General performance require-
s;ents. The lcensee shall establish and
mafi.tain an onsite physical protection
system and security organization which
will provide protection with high assur-
ance against successful industrial sabo-
tage by both of the following

(1) A determined violent external ac-
sault, attack by steaith, or deceptive ac-
tions, of several persons with the
following attributes, assistance and
equipment: (1) Well-trained (including
military training and skills) and dedi-
cated individuals. (i) insiue assistance
which may include a know:edgeable in-
dividual who attempts to participate in
both a pessive role (e.g., provide infor-
mation) and an active role (eg., fa-
cilitate entrance and exit, disable alarms
and communications participate in vio-
lent attack), (i) siitable weapons, up
to and including nand-held automatic
weapons, equipped with sdencers and
having effective long range accuracy,
(iv) hand-carried equipment, including
incapacitating agents and explosives for
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rge as tools of entry or otherwise de-
stroying the reactor integrity, and

(2) An internal threat of an inaider,
including an employee (in any position) .

In meeting these general perforcance
requirements, the onsite physical protec-
tion system and security organization
shall include, but not necessarily be lim-
ited to, the capabilities to meet the spe-
cit ¢ requirements contained in para-
griphs (b through (h) of this section.
The Commission may authorize an appli-
cant or licensee to provide measures for
protection against industrial sabotage
other than those required by this sec-
tion if the applicant or licensee demon-
strates that the overall level of system
performance provides protection against
industrial sabotage equivalent to that
which would be provided by paragraphs
(bi=ta) of this section and meets the
general performance requirements of
paragraph (a) of this sectic Bpecifi-
cally, tn the special cases of | 1 op~
erating reactors with adjace. reactor
power plants under construction, the li-
censee shall provide and maintain a level
of physical protection of the operating
reactor against industrial sabotage
equivalent to the reguirements of this
section.

(b Physical security organization.
(1) The licens ¢ shall establish a cecu-
rity organization, including guards, to
protect hi facility against industrial
sabotage

(21 At least one full time member of
the security organizatior who has the
authority to direct the ' aysical security
activities of the security organization
shall be onsite at all times

(3) The licensee shall establish, main-
tain and follow written security pro-
cedures which document the structure
of the security organization and which
detal the duties of guards, watchmen,
and other individuals responsibie for
security

(4) The licensee shall not permit an
individual to act as a guard, watchman
or armed response individual unless such
individual has been properly trained and
qualified and has demonrtrated: (1) An
understanding of the licensec’s security
procedures, and (ii) the abiliiy %o exe-
cute all duties required of him vy such
procedures. Each guard, watchman, and
armed response individual shall be re-
qualified at least annually. Such re-
qualification shall be documented

(¢' Physical barriers. (1) The licensee

shall locate vital equipment only within
a vital area, which in turn, shall be lo-
cated within a protected area such that
access to vital equipment requires pas-
sage through at least two physical bar-
riers of sufficient strength to meet the
performance requirements of paragraph
fa' of this sectior. More than one vital
area may be located within a single pro-
tected area,
Th2 physicc’ barriers at the
perimeter of he protected area shall be
separated from any other barrier des-
jgnated as a physical barrier for a vital
area within the protected area.

(3) Isolation zones shall be main-
tained n outdoor areas adjacent to the

n
()
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physical barrier at the perimeter of the
protected area nnd shall be of sufficient
size to permit observation of the activi-
ties of people on either side of that bar-
rier in the event of its penetration. If
parking facilities are provided for em-
ployees or visitors, they shall be located
putside the isolation zone and exterior to
the protected ares barrier.

(4) Detection of penetration or at-
tempted penetration of the protected
area or the isolation zone adjacent to th.
protected area barrier shall assure that
adequate response by the security or-
ganization can be initiated. All exterior
areas within the prutected area shall be
periodically checked to detect the pres-
ence of unauthorized persons, veuicles,
ar materials.

(4) lsolation zones and all exterior
areas within the protected area shall be
provided with llumination sufficient for
the monitoring and observaticn require-
ments of paragraphs (¢) (3), (¢) (4), and
(h) (4) of this section, but not less than
6.2 footeandle measured horizontally at
grouna level

(8) The walls, doors, ceiling, floor, and
any windows in the walls and in the
doors of the reactor control room shall
be bullet-resisting.

(d) Access requirements. (1) The l-
censee shall control all polnts of per-
sonnel and vehicle access into a pro-
tected area. Identification and search
of all individuals shall be made and au-
thorization shall be checked at such
points. The search function for detection
of firearms, explosives, and incendiary
devices shall be conducted either by a
physical search or by use of equipment
capable of dete:t'ng such devices. The
individual respon.ible for the last access
control function (controlling admission
t¢ th» protected area) shall be isolated
within a bullet-resisting structure as
described in paragraph (¢)(6) of this
section to assure their ability to respond
or to summon assistance.

(2) At the point of personnel and
vehicle access into a protected area, all
haud-carried packages shall be searched
for devices such as firearms, expisives,
and incendiary devices, or other items
which could be wused for industrial
sabotage

(3) All packages and material for de-
livery into the protected area shall be
checked for proper identification and au-
thorization and searched for devices such
as firearms, explosives and incendiary
devices or other items which could be
used for industrial sabotage, prior to ad-
mittance into the protecte. area, géxcept
those Commission approved delivery and
inspection activities specifically dosig-
nated by the licensee to be carried out
within vital or piotected areas for
reasons of safety, security or operational
necessity

(4) All vehicles, except under emer-
gency conditions, shel. be searched for
items which zould be used for sabotage
purpases prior to entry into the protected
area. Vehicle areas tc be searched shall
include the cab, engine compartment,
undercarriage, and cargo area. All
vehicles, except designated licensee
vehicles, requiring entry into the pro-
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tected area shall be escorted by a member
of the security organization while within
the protected area and, to the extent
practicable, shall be off loaded {n the
protected area at a specific designated
materials receiving ar.s that is not
adjacent to a vital area. Designated
licensee vehicles shall be limited in their
use to onsite plant functions and shall
remain in the protected area except for
operational, maintenance, repair secu-
rity and emergency purposes. The l-
censee shall exercise positive control over
all such designated vehiclos to assure
that they are used only by authorized
persons and for authorized purposes.

(5) A numbered picture badge identi-
flcation system shall be used for all
individuals who are authorized access to
protected areas without escort. An in-
dividual not employed by the licensee but
who requires frequent and extended
accers to protected and vital! areas may
be authorized access to such areas with-
out escort provided that he receives a
picture badge upe-1 entrance into the
protected area which must be returned
upon exit from the protected area and
which indicates (i) Non-employee-no
escort required; (i) areas to which ac-
cuss is authorized and (iii) the period for
which access has been authorized.
Badges shall be displayed by all individ-
uals while inside the protected area.

(6) Individuals not uuthorized by the
licensee to enter protected areas without
escort shell be escorted by a watchman,
or other individual designated by the
licensee, while in a protected area and
shall be badged to indicate that an escort
is required. In addition. each suc. n-
dividual shall be required to register ..'s
name, ¢ate, time, purpcse of visit and
employ’ »nt affiliation. citizenship., and
name .. the individual to be visited

(7) The licensee shall positively con-
trol all points of personnel and vehicle
access into vital areas Access to vital
areas shall be limited to individuals who
are authorized access to vital equipment
and who require such access to perform
thelr duties. Authorization for such in-
dividuals shall be provided by the issu-
ance of specially coded numbered badges
indicating vital areas to which access is
authorized. Access to vital areas for the
purpose of general familiarization and
other non-work-related activities shall
not be authorized except for good cause
shown to the licensee Unoccupied vital
areas shall be locked and protected by
an active intrusion alarm system

(8) Access to the reactor contairment
shall be through doors or hatches which
shall be alarmed and have locks of sub-
stantial construction to offer penetra-
tion resistance and impede both surrey “j-
tious and forced entry. Any titne fre-
quent access is permitted to containment
such as during refueling or major main-
tenance. positive access control to assure
that only authorized personnel and ma-
terials are permitted into the contain-
ment shall be exercised by the licensee,
~{th a guard or watchman

(9) All keys, locks, combinations. and

dated equipment used to control access

protected and vital areas shall be con-
. illed to reduce the probability of com-

me yAame
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promise. Whenever Lhere is e\ idence that
any key, lock, combination. or reiated
equipment may have been compromised
it shall be changed. Upon termination of
employment of any employee, keys locks,
combinations, and related equipment to
which that employee had access, shall be
charnged

(e) Detection aids. 1' All alarms re-
quired pursuant to this part shall an-
nunciate \n a continuously manned cen-
tral alarm station located within the
protected area and in at least one other
continuously manned station, not neces-
sarily onsite, such that a single act can-
not remove the capability of calling for
assistance or otherwise responding to an
slarm. Th - onsite central alarm station
shall be c¢nsidered a vital area and its
walls, door . ceiltng, floor, and any win-
dows in the walls and in the doors shall
be bullet-resisting. The onsite central
alarm station shall be located within &
building such that the interior of the cen.
tral alarm station is net visible {rom the
perimeter of the protec.ed area This sta-
tion shall not contiin any operational
activities that would interfere with the
execution of the alarm response func-
tion

(2) All alarm devices including trans-
mission lines to annunciators shall be
tamper {ndicating and self-ciiecking e.&.,
an automatic indication is provided when
failure of the alarm system or a com-
ponent occurs, or when the system is on
standby power. The annunciation of an
alarm at the alarm stations shall indi-
cate the type of alarm (eg . Intrusion
alarm emergency exit alarm. ew and

location

(3) All emergency
tected area and each
alarmed

{y» Communicaticn requirenients

exits in each pro-
vita) area shell be

(1)
Fach guard, watchman or armed re-
sponse individual ¢n duty sk .1l be cap-
able of maintaining continuous com-
munieation with an individual in each
cortinuously manned alarm station re-
quired by paragrapu (e (1) of this sec-
tion. who shall be capable »f culling for
assistance fron\ other guards watch-
men, and arme¢ response personnel and
from loca, law :nforcement suthorities
The alarm stations required by
paragraph (e) (1) of this section shall
have conventional telephone service for
communication with the law enforce-
ment authorities as described in para-
graph (1, (1) of this section

(3) To provide the capability of con-
tinucis communication. radio or micro-
wave transmitted two-way \Jice com-
munication. either directly or through
an intermediary. shall be establi hed, in
addiiion to corventional telephone serv-
jce. between lucal law enforcement au-
thorities and the facility and shall termi-
nate in each ¢~. . "“nously manned alarm
station requir +«d by 1aragraph (e) 1l of
this section

4) Non- portaby commulications
equipment controued by the licensee and
required by this section shall remain
operable from independent power sources
in the event of the loss of normal power

($ 4]
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Testing and meintenance. Each
licensee shall test and maintain intru-
sion alarms, emergency alarms, com-
munications equipment, physical bar-
riers., and other secu = related devices
or equipment utilized pursuant to this
section as {ollows

(1) Al alarms, communication equip-
ment, physical barriers, and other secu-
rity related devices or equipment shall be
maintained in operable condition. The
licensee shall develop and employ cori-
pensal.ory measures including equip-
ment. additional security personnel and
specific procedures to assure that the
effectiveness of the security system is not
reduced by failure or other contingencies
affecting the operation of the security
related equipment or structures

(2) Pach intrusion alarm shall be
tested for performance at the beyinning
and end of any period that it is used for
security. If the period of continuous use
is longer than seven days, the intrusion
alarm shall also be tested &t least once
every seven (7) days

(3) Communications equipment re.
quired for communications onsite shall
be tested for -erformance not less fre-
quently than once at the beginning of
each security personnel work shift. Com-
munications equipment required for
communications offsite shall be tested
for perfcrmance not less than once a
day

h) Response
licerisee shall
liaison with
thorities

(2) The total number of guards, and
armed, trained personne! immediately
available at the facility to fulfill these
response rgquirements shall nominally
be ten (190). unless specifically required
otherwise on a case by case basis by the
Commission, however, this number may
not be reduced to less than five (§)
E‘Jarc‘.s

3) Upon detection of abnormal pres-
enc2 of activity of persons or vehicles
within an isolation zone, a protected
area, or a vital area, or upon evidence of
intrusion into a protected area or a vital
area, the facility security organization
shall

{) Determine whether or not a threat
exists

{ “ )
any

ii1) Inform local law enforcement
agencies of the threat and request as-
sistance, {f necessary

(iv) Require guards or other armed
response personnel to interpose them-
selves between vital areas and any ad-
versary attempting entry for purposes of
industrial sabotage. and

(v) Instruct guards o, a.her armed
response personnel to prevent or delay
an act of industrial sabotage by apply-
ing & sufficient degree of force to counter
that degree of force directed at them
including the use of deadly force when
there is a reasonable belief it is necessary
in self-defense or in the deferse of
others

(4) To facilitate initial response to de-
tection of penetration of the protected
area and assesament of the existence of

requirement. ‘1’ The
establish and document
local law enforcement au-

Assess the extent of the threat if
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a threay, a capability of observing the
isolation zonee and the physical barrie
at the perimeter of the protected area
shall be provided, preferably by means
of closed circuit television or by other
suitable means which limit exposure of
responding personnel to possible attack

6. The prefatory language of § 73.70
and paragraph (¢) of § 73.70 are revised
to read as follows

§ 73.70 Records.

Each licensee subject to the provisions
of §473.30 through 73.36 and/or § 73.50
and/or § 73.55 and/or § 73.60 shall keep
the following records:

(¢) A register of visitors, vendors, and
other individuals not employed by the
licensee pursuant to §73.50(c)(5) and
§ 73 55(d) (8)

Effective date: The foregoing amend-
ments become effective March 28, 1977
(Sec. 1611, Pub L. 83-703, 88 Stat. 948, Pub
L. 93-377, 99 Stat. 475; Sec. 201, Pub. L. 93-
438, 88 Stat 1943 (42 U.B.C. 2201, £B4l) )

Dated at Washington, D.C. *his 18th
day of February 1977,
For the Nuclear Regulatory Commis-
s1on
SamueL J. CHILK
Secretary of the Commission
FR Doc.77-5678 Filed 2-22-77:9:53 am
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