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TO: Participants in the Hearing, Docket No. RM $0-7

SUBJECT: In the matter of amendment of JO CFR Parts 11, 50, and 70
CONCLUDING STATEFENT OF THE NRC STAFF

A review of subject document is attached. I feel that the Staff
Concluding Statement is, at best, a capricious treatment of the
testimony patiently presented, at considerable expense, by the,

participants.

I am deeply disappointed by this manifest failure of these processes
which were conceived to provide a forum and mode of redress for cit-
izens injured by government. I sincerely hope that the opponent
participants in this hearing will accept the inherent risk in strong
opposition to authority, to express to the NRC and to appropriate
Congressional representation a rejection of the attitude and action
of the Nuclea" " culatory C ~nission.

/ /A. $
Don F. Hanlen

Enclosure: Review (6 p.)
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c. Tha =echanis= by which an insid r can acec=plish the. .

relensa postulatsd (Section 2.6) for a pcvar rencter is not at all clear.-

Given the " opportunity", what is it he dees? The i=plicatien see=s te
.

be instigation of a LOCA.
-

.

d. Medest " physical prctecticn devices" (page 27, line 21)
vill surely work even better in a pcVer reacter secrit/ structure than
they vd'' in a research reacter security str cture.

e. The citatiens by :iRC en page 2, 'd-a ' h , ff, are an =-
acceptable plcy to i= ply that =ajer industrial ele =ents cencur with the
IEC position. Industry has always screened its potential e=ployees,
and the cited testimony in fact and in unprepagandized centext clearly

centradict.s the Staff position.
.

While it is abundantly evident that the liRC Staff "centinu es to telieve
that a govern =ent ad de stered access authcrization pregra: is necessarf,"d

tne Staff prcduced ne evidence of any substance to support its positien,
and no arga.=ent of consequence to negate the actual and present posi-
tien and practice of industry as caref"''y explaindby the ccrporations
so devicusly cited. The IIRC Staff abuse of this =aterial cut of centext
is to be deplored.

Sectict 1.3: The IEC pcsitien, as derived frc= the Age =ic Energy Ac cf
1954 and raticnalized herein, is highl/ suspect and highly
specicus.

a. :~RC cent hues to under=ine the ccnduct of nuclear re-
<. r.u.,. L..a.u.e. eu.a.e , des,.<.e u, ,r;, ant. , 2 - n a r < n ,. _a .. u. ,. .s , s. .aa,_a ,nu-

. . . - -.. _

The softening of the !!EC pcsitien in paragraph 2.c of the Staff state =ent
in no way =eets the spirit er 15cter of the ACT. Regulator / harrass=ent
characterized by the forced ('in self defense) participatien in these
hearing by =iversity, research and training reacter facilities (which

afford) violates the explicit ad:enitien of the Act; thethey +=a 4''

excepted research reacters (page 28, line 8) which will st'' be forced
to =ect the conditions of the preposed rale are I'-I =ajer nuclear research
reactors in this ccuntr/. Already reduced to teriar/ i=petence by rera-
lation, all hope fer keeping even a lagging pace in nuclear research
relatite to France, 'ier=a=4 Russia and =any, =any c her natiens vill be
lest. Cur dependence upon foreign oil vill scen be =a:ched by a total
dependence upcn foreign nuclear research. |

b. The ratienalizatien by which the staff inecrporated
pcwer reacters in the sabotage /diversien n=brella is difficul , to fellev,

;

hence to critique. Technically, hcwever, the definitien of Speciali

Nuclear Material shculd clearly except pcver reacters, because the 5::M
is just nct available -- not to an insider ner an cutsider. It is _so
unavailable in fact, that we don't even vant to =ess with extracting it!

_

c. That act of sabetage of a pcVer plant which is se dev-
astating is not at all evident, as I suggested a= ''a

.

d. Interr:ptien of the supply of electricity to federal
users is a re=arkable rationalization. On that basis, the security
clearance ga=e reaches astrenc=ical prepertions. *he =any ways ene can
interrupt pcVer trans=issien are al=cs: unecuntable, bu- d- '"das the

c~-anities of far=ers , ranchers , h=ters , hikers , archeelegis ts , etc.
Just incident *''y, the last way cne =ight go abcut the assign =ent Of
interrupting pcwer (to the feds er anytedy else) vculd be an attach en
a Central Station Nuclear Stea= Generater er its hard-te-reach spen:

-
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e. The state =ent by Mr. Rogers doesn't =nke the centent -
'

factual. Mr. Rogers' cpinien is respected and of continuing interest, ,

and is also quite acceptable in part. Ecwever, the proble=s of fuel
'

processing plants should not be coupled to the proble=s of nuclear
pcwer plants carelessly. They are two distinct and different =atters,

f. It see=s apprcpriate that .Cengress, not HRC provide a
proper frs=evork for these devicus security incursions into cur way of
life. Using Mr. Rogers' state =ent to ec=pletely revise the defini tien
of SNM lies sc=ewhere between ridiculous and suspicicus.

Section 2.1.1:

"The probability of an act of radiolcgical sabotage
by an insider is presently considered unquantifiable."

"The fact that no radiological sabotage has occurred
does not =ean that it v4'1 not occur."

"It is necessary to presu=e that such an act could
occur."

SIC SE E T2p M If

Section 2.1.2: In the fuel cycle secter, the prcble: is identified and
is being handled. The Staff position s tate =ent is
correct, but who needed it?

Section 2.1 3: In the area of transportatien, today and always the
issues of safety pree=p all other issues. What see=s
strange is the strength of the Staff position and the
recc== ended ccurses of acticn for nuclear pcwer plants,

where acec=plish=ent is si=ple; whereas d- -ka atter of transperation
the proble=s are cc= plex, real and unresolved by the weak Staff actien.
Ynat we will be doing, apparently, is =a:ci=ici.g the regulatory red tape,
thus assuring the widest possible brcadcast of intent to =cve =aterial;
folicwed by clearly =arking for the benefit of a potential terrcrist the
shi;=ent and vehicle, including characterizatien of the contents as a
=atter of interest for the terrorists assess =ent of vnether he should
divert, er si= ply spread the =aterial arcu.d

Section 2.2: Lcng and tedious rationalizatiens lead the Staff to the
conclusion that alternative pregrams to the one they
postulate just wen't do. perhaps the federally con---1'ad
security investigatien is best, but recent events as well

as history point up the indisputable faci that security leakage by fed-
erally cleared persens is not unusual. There does not se= to be am sub-
stantive evidence: hat the si=ple NAC would not be as effective as th'e
present syste= of federally centrolled investigatiens. By the cited
testi=cny (paragraph 2.2.2), past behavier is the best d-Ad-a--- Lcgic
tells us that if a subject is not elever encush to escape detectien,
the agency reccrds wd1' reflect his error, hence pctential unaccepta-
bility. If subject is clever and escaps detection, the fielt inves-
tigation vill prcbabl7 net be effective, for his error is not a catter
of record. I

1

1
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An NAC would presu= ably include national agencies. Thus, the -n e/ social
security files would be pulsed for class infor:ation. Only if certain -

'

key issues surfaced would investigation beyond the agency check be nec- '
.

essary. It see=s, therefore, that the Staff position is unnecessarily
arbitrary and capricious, and its rationale ence scre specicus.

Section 2.3: Here, as in several other areas, ITRC seems vd1'ing to
cc=prc=ise tight security si= ply because tight security
is not really possible, or is difficult to achieve.
But, when is the likeldkcod greater for successful,

destructive incursien of outsiders coupled with the insidious insider
if not during the cutage activities?

These cc=prc=ises for a dnistrative/politicalreasonsmaketheentirea

NRC proposal suspect. If the threat exists, it =ust be handled. It is ,

pointless to schedule loose security periods (as this rationale of this
sectien generically does) for the benefit of the (chd erical) terrorist.

Section 2.h: Frc= this section ene can vender just what actual criteria
vd17 apply. It appears probable that s'~d'arly devicus
behavioral actions, brcught to light by investigative
processes, could be adjudicated differentially,e.g. ,
frc= a perspective of cultural or enviren= ental bach-
grounds.

:Ictvithstanding such subjective issues, the statistics en unfavorable ac-
tien en security clearances begs the questien, why bother? Histcric*''y,
fever than ene tenth of one percent of the clearance applications were
denied. An interesting statistic would be; cf these cleared, hev many
violated the conditions of their clearance? I suggest that the nu=ber of
cases of viclation of security conditions by cleared individuals is
=any ti=es the nu=ber of denied clearances. Glaring exa=ples of vicla-
tien cf security at the highest levels have been newsvor-hy over the
past few years. There =ust be thcusands of cases of preven, intentional
violation of security respcnsibilities.

Section 2.5: Interestingly, the discussicn he~d- 4dentified "addi-
tienal ec=partmentalization," as one of the prctective
measures against the insider. 3asically, cc=part= ental-
1:atien is the only real protectien. that is, making the

succession of events leading to effective terrorist action without inter-
diction an unreasonable sequence, or negligible success probability.
practictily speakhs, sufficient ec=partmentalization already exists for
:ost nuclear pcwer plants. Conceivably, sc=e plants ceuld benefit by
:odest ad- histrative changes to their already existing cc=part: ental-
ication.

Section 2.6: Of the varicus proble=s engaged by IGC relating to this
hearing, the isce of non-pcwer reacters is least effec-
tively engaged. Whether the questien is

Diversion-

Radiological sabertage-

Insider-

:it is far si=pler, more probable and =cre effective to terrorize frc= a
research reactor scenario than frc= a pcwer reacter. ':his section '"its

the prc=pt cause possibilities to a "relatively large quantity of ex-
htLaisabe_Acv4Gs tNLm@les EW - . ..
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Abasicobjectiontothissectionisthai=p$cationforpcvarreacters,*

,

and in pnrticular the =eans of release to the enviren=ent of sirnificant
egnta=1 ation. L' not explosives, .what? "he i=plicatien see=s to be ~

stcred energy, as if stored energ/ vere easily taned to inundate ;he~

,

civil pepulation. Certai.ly, if it is standard practice to au ev dubicus
characters free ran of pcVer train centain=ent when the pri= arf s/ste= is
hot (ther:cdy.amically and radiologically), then stored, potential energy
shculd be a censideratien. Su: such a practice is vreng, and. I dcubt
that *g sver utilities allev " untested" personnel into any of their pcVer
train syste=s, nuclear er otherwise except under contrc Hed conditiens.
Further, if there are abuses of this type, the'/ are easily ccrrected, and
do not involve the elaborate security trerra.= extant and|or -re.ncsed.. - r

Exclusien of research reactors frc= this rule =a'<4 g is a good idea, even
though they are = ore vulnerable to and practicable for terrcris=. Fever
reactors should also be excluded, leaving enly fael reprecessing, in-
cluding the transportation involved.

Even when diversien is the issue, research reacters de net represent, and
were not sh cvn in the hearing to be a sirnificant prcble=, To suppcse
that the cores of several reacecrs vd'' be "ccliected" bya terrorist
group whose actions then vd'' be undetectable and unreasolvable in the
=cnths necessarf to go frc= SW reactor fuel 50 52 be=b =aterial, is
utter ncnsense!

The six reacters which vill be recuired Oc cenfer: to the ecnditiens cf
the preposed rale present an interesting centrast:

At least two will be shut dren, even thcush they-

,, a s o .oa c ,- .a ,, , A .s . ., ,. Aa>>a,,.., a,s s. ,. a ,c s .s
a, . . . . ------- a,

o #. +w 4. .,e - p m.e.e e.. .e..- . _ua.. d.'a.s c.' .c'..N.. . . -. u

The quality of the neutren spectru= cf another :vo-

v.4 1, k.e s _" = .~e.' -] a ''. a . * e d , as "~d'' '"a ~ ' e . . d = .'.. -. . - - . --.

for Pature upgrading of the systa=s to stay with
the state of the art as defined by the leaders in
nuclear research in France, Ger-*c/, Japan, Russia
and elsewhere.

By and large, upen i=ple=entatien of the necessarf changes based on the
preposed regulatens , there vd ''' be significant reductiens in trai .ing
reactor availab'lity, sharp reductions in the quali:/ cf U.S. nuclear
research, and eld-d"ation of the United States as a sericus centributer
to funda= ental non-veapens nuclear R & D.

Perhaps ene of the =cre a=using cutgrevths of the crushing burdens be ngd

i= posed by Regulator / as a result of anti-nuclear pressure grcups will
be the centinued decline in non-veapcns (trae) research. here vill be
no affect upcn weapons R & D. The United States vd'' becc=e even =cre
acade=ically isolated frc= the basic scientific verld -- perhaps estra-
c *4 .e. a A s.a 6.%.e .o .mA. .e

.. . a

Section 3.1: In the final analysis, it is dif"icult to understand
what persen, who really qualifies as an " insider" for
e .'.'a. c +. 4.vd. '.,,,* , vr. a. ' '. .e a '. ' ". a. ec..d.4 .d . ~.a c .# * " d .e. . e a. '. d ~. .. . . . .. , , _ .

Based en other (statistical) data discussed aa ''a
,

the probability of the insider being eld-d .ated by the acu:-ity inves-
tigation is re=cte. Acccrdingly, all the extrs-fac lity =easures cnee

can take leave the nuclear fac 'ety no less vult.crable than befcre.d

-wna de W n_m-m



-6-
1
:

-
o

|. -
,

Of course, that's the way our present systems (in industry) vork ncv. l
.

-

Section 3.2: Ibid -

.

Secticn 3.3: As a participant in these hearings for the research
reactor cc=:ranity, it behcoves =e to breathe a sigh
of "a'da# and tiptce quietly away. As a thoughtfd i
persen, I cannot do that. I

I agree cc=pletely with the conclusion of this section, which divorce
most research reactors frc= the proposed rde, but disagree totally
with the incredible rationalizatiens that placed research reacters in
an exempt ststus while =aking safe, well-attended pcVer reactors the
butt of this regulator / practical joke.

Section 3.h: For those ccndilons wherein significant adverse radic-
logical or diversicnary results are a consequence of
terroris=, the CNLY proper resolution is =ilitary.
W'+tary air shipments are the clearest exa=ple of a

sane n1 clear policy g the terrorist threat exists. Sd d'arly, where
fuel reprocessing is th eatened by terrcrist activity, only the =ilitar/
should be charged (and trasted) with the welfare of the public.

IF ter.roris= is real, let cur defa.nse be federal forces, not private
=ercenaries.

Secticn 3 5: Final'q , based on the published i=ple=entatien schedule
for th.i.s pro;csed rde, a terrcrist vill be quite clear
en what =ust be done and by when.

Ridiculous!

If there is a problem, please correct it new. On the other hand, if
terroris= is en the same schedule as Regulatory, it appears that ycu
kncv enough to d"a*d det it far shcrt of evert facility involve =ent.

So, let's get the =d'dtary to stop terrcrists. Then we ven't need all
these extra investigators and guards and clerks to precess all of these
newpeopleandthepapertheyrequire/generatebesides.

!

Section h; In conclusion, NEC clearly failed Oc take its case. The
preposed rde should be abandoned.

_ _ _ - _ _
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REVIEW CF ST.GF'S CONCLUDING STATEMENT j. .

'

.

It new see=s clear that the purpose of the hearing was not to review the -
i

character and wisdc= of proposed rule =akings, but rather to institution- i
,alice the basic nuclear Regulatory Cc==ission pcsition. There were no

technical concessions of significance derived frc= the hearing. The
abandonment of the ludicrous an?-untenable positien regarding airline
pilots, and the second thcughts with respect to the value of psycholeg-
ical testing were in the direction of greater arregations. The " grand-
fathering" concession, the incredible delays for i=ple=entation of the
proposed fiat, and the conclusiens regarding non-power reactors were
political concessiens. Withcut these concessions, it is probable that
industry could and would have sti=ulated a =ajor Cengressional revd ev cf
Regulator 7's clear pree=ptica of legislative preregatives.

It would be appropriate and interesting to sub=it the Staff's Concluding
State =ent to an acade=ic review fer the ' purpcse of charactericing the !
intrinsic legic (or lach thereof) of the presentation. The rationale l

and the cenclusions of the staff are specicus -- are si= ply not coupled Ilogically to the =ajor pre:ises, nor to the general testi=cny, acr even I

to the testi=cny of sc=e of the staff witnesses.

The cpposition testi=cny of all witnesses other than the staff notwith-
standi g, the Nuclear Regulatory Cc==ission vill agarently =cve ahead
in its assu=ption of constrictive and absciute pcwer ever the (nuclear)
energy industry. It does not appea* '"a- d edustry, the Depart =ent of
Energy, nor the Executive depart =ent can find the =eans or the vill to
be heard fcr the pecple. Withcut ec==ent en intent, I submit that the
URC, througn centinuing efforts charactericed by this hearing, is adver-
sely and unnecessarily throttling the nuclear industry, and thereby any
hope for United States energy independence in our ti=e.

The abanden=ent cf the concept of using psychelegical testing has at
least ont u=fertunate i= pact -- for ve lose a teol for exa=ination of
the Regulaters. It vculd be of signal interest Oc identify the censis-
tent characteristics of career regulators. In the spea--"- a' *"ese
police-related activities, the natu=e of perscnality/=ctivational re-
latienships and ec==cnalities to other, less sephisticated police
forces =ight prove to be verth censiderable study.

The follcwing cc==ents relate to the respective paragraphs cf the Staff's
Cencluding State =ent, as indicated. Het all paragraphs a-a '-a'"eed.

Sectien 1.2: *he cencept of the " insider" is an unexa=ined =ajor pre ise.
Of course, ence granted, the " insider" cencept is clearly
an i=portant censideration. Ecwever:

a. The =cre knowledgeable the insider, the lever is the
probability of his existence (See Sections. 2.2.2 and 3.1). It fellcws
that the persen who becc=es authcritative enough (kncwledge and position)
to acec=plish significant sabotage, ven't.

b. Particularly with regard to pcwer plants, the "c;per-
tunity" (page 2, line 5) is enig=atic. To do what? Several successive
events would be necessary to de anything ini=ical to the health and
safety of the public. The probability of successful pursuit of the
several steps without interdiction by other, white-hat insiders is
sc=eplace between re=ote and negligible.

:. :.'.. n ...-c ..c.,
_. _ . .


