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September 25, 1978

TO: Participants in the Hearing, Docket No. RM 50-7

SUBJECT: In the matter of amendment of JO CFR Parts 11, 50, and 70
CONCLUDING STATEMENT OF THE NRC STAFF

A review of subject document is attached. I feel that the Staff
Concluding Statement is, at best, a capricious treatment of the
testimony patiently presented, at congiderable expenge, by the
participants.

I am deeply disappointed by this manifest failure of these processes
which were conceived to provide a forum and mode of redress for cii-
izens injured by government. I sincerely hope that the opponent
participants in this hearing will accept the inherent risk in strong
opposition to authority, to express to the NRC and to appropriate
Congressional representation a rejection of the attitude and action
of the Nucle ulatory Commission.

Don F. Hanlen

\

Enclosure: Review (6 p.)

1§/036006G7



- N e

: ¢. The mechanism by which an insider can acccmplish the
release postulated (Section 2.€) for a power resctor is not at all clear.
Given the "opportunity”", what is it he dces? The implication seems ¢
be instigation of a LOCA.

d. Modest "physical protecticr devices"

es" (page 27, line Z1)
will surely work even better in a power reactcor security structure than
they will in a research reacior security structure.

e. The citations by IRC on page 2, line 14, £2, are an un-
acceptable ploy to i=plr that major industrial elepents cencur with the
MRC position. Industry nas always screensd its pctential exployees,
and the cited testimony iz fact and in unprovegandized context clearly
contradicts the Stalf positicn.

While it is abundantly evident that the NRC Staff "continu es to telieve
that & government administered access authcrization preograz is necessary,”
tne Staff prcduced nc evidence of any substance to support its positicn,
and no argu ment of consequence to negate the actual and present peosi-
ticn and practice cf industry as carefillly explaindby the corporaticrs

80 devicusly cited. The NRC Staff avuse of this material cut of context
is to be deplored.

Sectior 1.3: Thke NRC positicn, as derived Ifrom the A.cmic Znergy Act of
1954 and raticnalized herein, is highly suspect and highly
specicus.

8. IIRC continues to undermine the conduct of nuclear re-
search in the Uzited States, despite the axplicit admonition in ‘e Act.
The softening of the NRC positiorn in parsgraph 2.6 of the Staff statezen
in no way meets the spirit or letter of the ACT. Regulatory harrasszent
characterized ty the forced (in self deferse) participation in these
hearing by university, research and training resctor facilities (which
they can i1l afford) viclates the explicit admonition of the Act: th
excepted research reactors (page 28, line 8) which will still be forced
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nuclear researca

to meet the conditions of the preposed ruile ar
reactors in this country. Already reduced o
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lation, all hope for keeping even a lagging iz nuclear research
relative to France, JZermany Russia and many, many cother raticns will be
lost. Our dependence upon foreign oil will scon te matched by & total
dependence urcr foreign nuclear research.

b. The maticralizaticn by which the staflf incorporated
power reactors iz the sabotage/diversion usmbrella is d4ifficuls te follow,
hence to critigue. Technically, however, the definition of ESpecial

Nuclear Material should clearly except power reactcors, because the SIM

is Just =ct avallable .- pot to an insider nor an outsider. It is so
navailavle in fact, that we den't even want to zess witli extracting it

¢. That act of sabotage of a pcwer piant whici
astating is not at all evident, as I suggested earlle
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d. Interruption of the suppiy of electricity to federal
users is & rempariable raticnalization. On that basis, the security
clearance game reaches astroncmical proportions. The many ways cne can
interrupt power transmission are almcst unccuntable, but includes the
communities of farmers, ranchers, hunters, hikers, archeclcgists, ete.
Just incidentally, the last way cne might go abcut the assignment of

e
interrupting power (to the feds or anybedy else) would be an attack on
a Central Staticn Nuclear Steam Generatcr cor its hard-tc-reacz spen

E
E



v3e

e. The statezent by Mr. Rogers doesn't zake the content
factual. Mr. Rogers' cpinion is respected and of continuing interest,
and is also quite acceptable in part. However, the problems of fuel
processing plants should not be coupled %o the problems of nuclear
power plants carelessly. They are twe distinct and different matsers.

-

f. It seems appropriate that Congress, zot IRC provide a

proper framework for these devicus security incursicns into cur way of
life. Using Mr. Rogers' statement to completely revise the defini tion
of SNM lies scmewhere between ridiculous and suspicious.

Section 2.1.1:

"The probability of an act of radiologicel sabotage
by an insider is presently considered unguantifiable.”

"The fact that no radiclogical sabotage has occurred
does not mean that it will not occur.”

"It is necessary to presume that such en act could
occeur.,"

SIC SEMFER TYRAINY
Section 2.1.2: In the fuel cycle sectc
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is being handled. The Staf? p
correct, but who needed i:?

ik aaid .
e probles is identified and
< 4
csition scatexzent is

Section 2.1.3: In the area of transportaticn, today and alwvays th
issues of safety preempt 21l other issues. What seems
strange is the strength of ¢ i
reccmmended ccurses of acticn ¢
where accomplishment is simple; whereas in the matter of
t
.
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the problems are complex, real and unresolved by

What we will be doin apparently, is maximizing the regulators red tanme
J Ty 3 - v b ]

thus assuring the widest possible broadecas:t of intent %o move zaterial;
followed by clearly marking for the benefi:t of a potential terrcrist th
shipment and vehicle, including characterizaticn of <he contents 235 a

zatter of interest for the terrorisvYs assessment of waether ne should

-
divert, or sizply spread the material arcurd
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R1 Long and tedious rationalizaticns lead *he Staf? +o the
conclusicn that alternative programs to ihe one they

postulate just won't do. Perhaps the federally controlled

Ve

security investigation i3 best, but recent events as well

as history point up the indisputable fact that security leakage by fed-

erally cleared persons is not unusual. There dces not sem S0 e ary sub-

stantive evidencetiat the simple NAC would rot be as effective az +-

present system of federally controlled investizations. By the cited
testimony (paragraph 2.2.2), past behavicr is the best indisator Legic

tells us that 4if a subject is not clever enougn to escape detection,
the agency records will reflect hi error, hence potential unacosepta-

bility. If subject is clever and escaps detecticn, the fieli inves-
igation will probadly n

ot be effective, for his error is not a zater
of record.
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An NAC would presuzmably include natioral agencies. Thus, the name/social
security files would be pulsed for class information. Only if certain
key issues surfaced would investigation beyond the agency check be nece
essary. It seems, therefore, .ha* the Staff positicn is unnecessarily
arbitrary and capricious, and its ratiocnale once xore speciocus.

Section 2.3: Here, as in several other areas, MRC seexs willing ¢
compremise tight security simply because tight security
is not really possible, or is difficult to achieve.
But, when is the likelihood greater for successful,

destructive incursion of outsiders coupled with the insidious irnsider

if not during the cutage activities?

These compromises for administrative/political reasons zake the entire

NRC proposal suspect. If the threat exists, it must be handled. It is
pointless to schedule lcose security per ‘ods (as this raticrele of this
section generically does) for the benefit of the (chimerical) tervorist.

Section 2.4: From this section cne can wonder just what actual criteria
will apply. It appears probable th t similarly devicus
behavioral actions, brcu.gh‘ to light ty investigative
processes, could he adju .a:ed differe::ially,e.g.,
from a perspective of cultural or envircnmental btack-

grounds.
Notwithstanding such subjective isgsues, :he statistics or unfaverable ac-
tion on sec'“-:j clearances begs the guesticn, why tother? Historically,
fewer than cne tentk of one percent of :ae clearance spprlicaticns were

denied. An interesting statistic would be; of those clesred, how many
violated the conditions of their clearance? I suggest that the number of
cases of viclation of security ccnditions by cleared ;:diV'dua-a is

pany times the nurber of denied clearances. Glaring examples of vicla-
tion of security at the highest levels have bteen newsworthy over the

past few years. There zust be thousands of cases of proven, intenticnal
violation of security responsibilities.

Section 2.5: Interestingly, the discussion herein identified "addi-
tionsl ¢ ~nar:uen.ali: ation," as ore of the ;r:tec*‘r-
measures against the insider. 3Zasically, artaent

izaticn is the cnly real protecticn, that is, zaxing the
succession of events leading to effective terrorist acticn without inter-
diction an unreasonable sequence or negligi:-e success probability.
Practically speaking, sufficient compartmentalizatiorn already exists for
Dost nuclear power plants. Conceivably, scue plants cculd benefit by
modest administrative changes to their already existing ccmpartzmenzal-
ization.

Section 2.5: O0f the various problems engaged bty !RC relating to this
hearing, the ismue of zon-power reactors is least effec-
tively engaged. Whether the questicn is

« Diversion
- Radiclogical sabortage
« Ingider

4t is far simpler, more probable and mere effective to terrorize frem a
research reactor sceﬁar-o than from & power reacter. This sectic limits
the prcmpc »ause ﬂossibi.i ies to a "relatively large gquantity of ex-

1 +} lex away.
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A basic objection to this section is the implication for power reactors,
and in particular the zeans of release to the environment of significant
eontam’! ation. If net explosives, what? The izplicatiocn seems to be
stored energy, as if stored energy were essily taged +tc inundats <h
eivil population. Certainly, if it is standard practice to allew dubious
tainm hen the prizary systez is
ed, p

characters free run of power train containment when
not (‘hersodymamically and rediologically), then sto tial energy
dag

LS IS S

shoul: be a consideration. 3But such & practi

hrbaT o mar v
train systexms, nucleer or otherwise except under contrclle
Further, if there are abuses of %tais type, they are easily corrected, and

do not involve the elaborate security prograz extant and/or propesed.

2
that y wer utilities allow "untested" perscrnel into any of
A

Exclusion of research reactors from this rule making is a good idea, even
though they are more vulnerable %o and practicable for terrorism. Power
reactors should also be excluded, leaving only fuel reprocessing, in-
cluding the transportation involved.

Even when diversion is the issue, research reac

reactors dc not represent, and
were not sb own in The hearing to be a significant provlem. To suppcse
that the cores of several reactors will be "ccollected" bya tervoriss
group whose actions then will be undetectatble ard unreasolvable in +he
zonths necessary to go from SIM reactor fuel to SNM bemb zaterial, is
utter nonsense!
The six reactors which will te required to conforz to tze conditisns of
the proposed rule present an interesting contrast:

- At least two will be shut dowr, even though they
may also face increditle difficulties in disposing

of their presect forzula guantities of SNM.

-« The quality of the neutren spectrum of another two
will be sharply affected, 2s will the potential
for future upgrading of the systems to stay with
the state of the art as defined bty 4he leaders in
nuclear research in France, Germary, Japan, Russia

and elsewhere,

By and large, upon izplementaticn of the necessary changes tased or ke
proposed regulations, there willl be significant reductions i training
reactor availacility, sharp reductions in the gquality of U.S. nuclear
research, and elimination ¢f the United States as a sericus zontridutor

to fundamental non-weapens nucslear R & D.

Perhaps one of the more amusing cutgrowths of the crushing durdens being
imposed by Regulatory as a result of anti.nuclear pressure groups will
be the ceontinued decline in non-weapens (true) research. There will bte

no affect upen weapons R & D. The United States will become even z=cre

acadexically isclated from the basic scientific world -- perhaps cstra-
cized is the word.

Section 3.1: In the final analysis, it is 4ifficult to understand
what perscn, who really gqualifies as an "insider" for
effectivity, won't peet the conditions of this secticn.
Based on other (statistical) data discussed earlier

vJ -
tigation 4is remote. Accordingly, all the extra-facility measures cne
can take leave the nuclear facility no less wvulnerable than befcre.

2
the prebability of the insider bdeing elimirated by the smurity inves-
-
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Of course, that's the wey our present systems (in industry) work now

Section 3.2: Toid

l

2

Section 3.3: As a participant in these hearings for <
reactor community, it behcoves xe to bre =
of relief and tiptoe quietly sway. As a thoughtful
persen, I cannot do that.

l

I agree completely with the cenclusion of this section, which divorce
most research reactors from the proposed rule, tut disagree totally
with the incredible raticnalizaticns that placed research resctors in
an exempt status while making safe, well-attended power reactors the
butt of this regulatory prectical ;oxe.

Section 3.4: For those condtions wherein significant adverse radio-
logical or diversicrnary results are a conseguence cf
terrorism, the CNLY proper resolution is military.
Milttary air shipments are the clearest example of a

sane niclear ol-ﬂy if the terrorist thrﬂat exists. Similarly, where

fuel reprocessing is threatened by terrcrist activity, only the zilitary
should be charged (and trusted) with the welfare of the publis.

IF terrorism is real, let our definse be federal “orces, not pri
mercenar-ies.

Section 3.%: Finally, tased orn the published implementation schedule
for this projosed rule, a terrcrist will be quite clear
on wrat must be done and oy when.

Ridiculous!
If there is a problem, please correct it now. On

terrorism is on the same schedule as Regulato'y, &
know enough to interdict it far short of over:s fac

the other ua“_, %4
t appears that you
SRRy i:"clve_e“,.

So, let's get the military to stop terr
those extra investiga‘c*s and guards arnd
new pecple and the paper they require/ge
|

8. Then we won't need all
rks to process all of these
te besides.

Section bL; In conclusion, NRC clearly failed to maxke its case. Th
proposed rule should be abandoned.



REVIEW OF 3723F'S CONCLUDING STATEMENT

It now seexms clear that the purpose of the hearing was not to review the
character and wisdom of propesed rule makings, but rather to institution-
alize the basic lNuclear Regulatory Commissior pesiticn. There were no
technicel concessions of significance derived from the hearing. The
abandornment of the ludicrous amd.untenable position regarding airlin
pilots, and the second thoughts with respect to the value of psycholeg-
ical testing were in the direction of greater arrcgetions. Ihe "grard-
fathering" concession, the incredible delays for implementation of the
proposed flaf, and the conclusicns regarding noa-power reaﬂtors were
political concessicns. Without these concessicns, it is probable that
industry could and would have stimulated a majicr Congressicral review ¢f

Regulatory's clear preecpticn of legislative prerogatives.

It would be appropriate and interesting to submit the Staff's Concludin
Statement to an academic review for the purpcse of charscierizing the
intrinsic logic (or lack thereof) of the presentaticn. The raticnale
and tbe conclusiorns of the staff are specious -- are simply not coupled
logically to the major premises, nor to the general testimony, nor even
to the testinmony of scame cf the stafl witnesses.

The cvpositicn testimony of all witrnesses cther than the staf? notwith-
tandi<g, the Nuclear Regulatory Commission will agmrently move azead
in its assumption of constrictive and absclu‘e powe* cver th (nuclear)
energy inlustry. It does not appear that industry, the Department of
Energy, nor the Executive departaent can fina the zeans or the will %o
te heard for the pecple. Without ccmment on intent, I submit thet th
IIRC, through continuing efforts characterized “/ this aearing, is adver-
sely and unnecessarily throttling the zuclear industry., and theredy any
bope for United States energy independence in cur tige.

The abandonment of the concept of using psychological testing has at
least or: zf:r‘anate impact -« for we lose a tool f:r exazination of
the Regulatc*s. It would be of sigrmal interest to identify the consis-
ten t characteristics of career regulators. In the spectrum of these
po ce-related activities, the nature of erscnality/:ctiva:izn il re-
ticnships and commenalities to other, less scph.sti:sted police
orces might prove to be worth considerable study

following comments relate to the » s;ec:iv- paregrapns of
neluding Statexment, as indicated. llot all paragrapios are &

Section 1.2: The concept of the "insider" is an unexamined zajor premise.
Of course, once granted, the "insider" concept is clearly
an lgportant consideraticn. However

a. The mere knowledgeable the insider :; lower is tb
probability of his existence (See Sections. 2. 2 2 and 3.1) I: Zollow
that tb person who becomes authcritative encugh (imowledge and positien)
to accomplish significant sabotage, won't.

m .
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b. Particularly with regard to power plants, the "oppor-
tunity" (page 2, line 5) is enigmatic. To do what? Several successive
events would be necessary to dc anything inimical :c the health and
safety of the public. The probabillity of successful pursuit of the
several steps without interdiction by other, Jh..e-aa: ingiders is
scmeplace between remote and negligible.



