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MEMORANDUM FOR: Harold R. Denton, Director, NRR

FROM: Robert B. Minogue, Director, SD

SUBJECT: REVIEW OF REGULATORY ACTIONS AND STAFF POSITIONS
WHICH RELY ON WASH-1400

We have surveyed the 0SD staff to identify those regulatory actions or
stafi positions that have used or referred to the risk assessment models
and results of WASH-1400 since its issuance ir August 1974. The results
of that survey are listed in Enclosure 1 by Division and Branch in 0SD

to facilitate review. In our assignment of categories to these actions

we have taken the "licensing process" to be synonymous with the regulatory
process. We have also taken "value of accident risk" as synounymous with
value of accident consequence.

In addition to the items described in Enclosure 1 we have received a
detailed analysis of the use of WASH-1400 in NRR actions from one of our
employees who was formerly in NRR, E. Marinos., His analysis is provided
as Enclosure 2 for your use.

Copies of the documents referred to in Enclosure 1 are also attached as
requested,

) , - ~
Robert B. Minogue, Dirégtor
Office or Standards Development

Enclosures: As stated
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Enclosure 1

Staff Review of the Extent to Which Licensing and Other Regulatory
Actions or Staff Positions Have Relied on the Risk Assessment

Results and Models of WASH-1400

(a)

DES
(a)

(b)

SHSS

(Category 1) Safeguards Standards Branch used WASH-1400 to
provide an estimate of the consequences of sabotage. However,
R. Jones states that the decisions to implement Reactor
Sabotage regulations were based not on the WASH-1400 results
but rather on the knowledae that sabotage could cause releases
that would be harmful to ine public. WASH-1400 is referenced
in:

(1) "Safety and Security of Nuclear Power Reactors to Acts of
Sabotage," SAND 75-0504 Sandia Laboratories, March 1976,

(2) Memo R.B. Minogue, thru L.V. Gossick to Ben Huberman, Director
of Policy Evaluation transmitting a discussion of design
threat levels entitled "Basis and Rationale for Selections
of a Design Threat Level for Power Reactors Sabotage
Protection" prepared by SD staff, January 3, 1977,

(3) Transcript of the public hearings on the Material Access
Authorization Program - "Rulemaking in the matter of
10 CFR Parts 11, 50, and 70, Docket Rm-50-7, July 10, 11,
and 12, 1978."

(Category 2) SCSB - In denial of PRM 50-19, the calculated
consequences of core meltdowns in PWR and BWR reactor were
used tc estimate the potential effectiveness of an evacuatea
containiment to mitigate the effects of a Class 9 core melt-
down accident. Risk assessment results anu models (i.e.,
probability of the events) were not used.

(Category 2) EMSB - The justification of the need for R.G. 1.139,
"Guidance for Residual Heat Removal," is based in part on the
WASH-1400 result that showed the probability of core melt due

to system and equipment failures that result in the inability to
remove fission product decay heat is higher than the prohability

of core melt in the event of a large LOCA. Additional bases ior

the regulatory position of R.G. 1.139 are provided in ihe discussion,
and it is the view of the staff that the position would be unchanged
if the WASH-1400 results had not been considered. (Note that as in
the safeguards case (see 1.(a) above) the use of WASH-1400 results
is a conservative action; i.e., the need for increased safety or
improsed safeguards is demonstrated.)



-2 - tnclosure 1

(c) (Category 3) EMSB - WASH-1400 estimates for fission product gap
activity (Appendix VII) were used to affirm the use of R.G. 1.29
source termms in R.G. 1.89 to determine the radiation environment
for qualifying electrical equipment. The more conservative
source term of R.G. 1.25 was used in developing R.G. 1.89; hence,
it is concluded that no reconsideration of the application of
WASH-1400 is necessary.

(d) (Category 4) TPSB - The staff is presently reevaluating the
effectiveness of existing transportation regulations in protecting
the hualth and safety of the public. "o a very great extent, that
reevaluation is depending on quantitative risk assessment. There
is, of course, little in common between reactor accident prob-
abilities and transportation accident probabilities. But there
is some similarity in accident consequences and post accident
cleanup between tne two. Therefore, the staff is using the con-
sequence analysis portionscof WASH-1400 in the transportation
analyses. These uses are documented at this time in NUREG-0170
(vol. 1) and a Sandia contractor report SAND 77-1927. The Sandia
report is a precursor of a staff environmental statement.

The staff use of quantitative risk assessient in general, and
WASH-1400 material in particular has been cautious and critical.

‘ Some aspects of the staff's questions on the validity of this
risk assessment are addressed specifically in the overall
summary and conclusions of NUREG-0170 (Vol. ', p. ix). The use
of WASH-1400 material was sufficiently critical so that, in our
view, no reconsideration is needed. I should point out that no
rulemaking action has yet been taken on the busis of these risk
assessments.




Enclosure 2

NOV * § 1078

MEMORANDUM FOR: Guy Arlotto, Director, Division of Engineering Standards
FROM: E. C. Marinos, Reactor Systems Standards Branch

SUBJECT: REVIEW OF REGULATORY ACTIONS AND STAFF POSITIONS
WHICH RELY ON WASH-1400

The attached information is transmitted pursuant to the request for
more detailed identification of licensing actions and staff positions
(relied on WASH-1400) for which I have knowledge, (memorandum from

0. F. Sullivan to G. Arlotto dated November 9, 1978).

The licensing actions and staff positions identified in Enclosure (I)
were applied to plant reviews conducted during my assignment in NRR,
until December 15, 1976. I have no knowledge of the present NRR
staff plant review practices.

Enclosure (II) is a 1ist of references to documents where 1icensing
actions and staff positions are identified.

T bl

E. C. Marinos
Reactor Systems Standards Branch

Enclosures: As stated

cc w/encl:
. Minogue
Denton
Morrison
Sullivan
Bunch

OOoOX XX
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Enclosure I

REGULATORY ACTIONS AND STAFF
POSITIONS WHICH RELY ON WASH-1400

Technical Issue

Pump Flywheel Missiies
Generated by Reactor
Coolant Pumb Ovecspeed

Separatica of Electrical
Equipment

Common Mode Failures

Electrical Power Grid Sta-
bility and Effects on

Accident Consequences from
Grid Frequency Degradation

Turbine Missiles

Relationship Between Required
Seismic Qualification of Safety
Equipment and Actual Earth-
quake Response Spectra

D. C. Power Supplies in Nuclear
Power Plants

Treatment of Non-Safety Grade
Equipment in Evaluations of
Postulated Steam Line Break
Accidents

Loss of Offsite Power Sub<e-
quent to Manual Safety
Injection Reset Foiluwing a
Loca

Analysis of Postulated Reactor
Coolant Pump Rotor Seizure
Incidents

Protection Against Single
Failures in Reactiyity Control
Systems

Passive Failures Following a
Loss-of-Coolant Accident

References
Ref. 1, pg 1082, item 4.1.3
and pg 1136, item 4.4.B.
Ref. 1, pg 1085, item 4.1.4.

Ref. 1, pg 1132, item 4.4.A.
Refs: 1, pg 1170, item 4.4.0;
3, Issue No. 9 and Issue No.
10; 5, pg 690 and pg 715.

Ref 1, pg 1173, item 4.4.P.

Ref 1, pg 1178, item 4.4.Q.

Refs: 2; 7, Task A-30; 1, pg
1145, item 4.4.E.

Refs: 3, Issue No. 1; 5, pg
690 and pg 715.

Refs: 3, Issue No. 4; 5, pg
690 and pg 715.

Refs: 3, Issue No. 5; 5, pg 690
and pg 715.

Refs: 3, Issue No. 6; 5, pg 690
and pg 715.

Refs: 3, Issue No. 7; 5, pg 690
and pg 715.
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14.

18.

16.

17

18.

19.

20.

21.
22.

23

Technical [ssue

Use of Probabilistic
Assessment of Reliability

Interpretation of GDC 19
“Control Room"

Load Break Switch (Genera-
tor Breakers)

Overpressurization

Passive Mechanical Valve
Failures

Onsite A.C. Emergency Power
Supply

Allowable Time Periods
That Redundant Safety Equipment
May be Inoperable

Reliability of Safety

Systems in the Normal Environ-
ment and Post-Accident
Conditions

Single Failure Criterion

Limiting Conditions of
Operation for ECCS/ECI
Components

[mpact of Component Qutages
on ECCS Unavailability

References

Refs: 3, Issue No. 8; 5, pg 690
and pg 715.

Refs: 3, Issue No. 11; 5, pg 690
and pg 715.

Refs: 3, Issue No. 12; 5, pg 690
and pg 715; 6, pg 416 thru 423;
11; 12, pg 8-1 and Appendix E; 14,

Refs: 3, Issue No. 15; 5, pg
690 and pg 715.

Refs: 4, Issue No. 17; 5, pg 690.
Refs: 1, pg 1145, item 4.4.E; 8;
9, BTP 2, pg 8A-2; 10.

Ref. 1, pg 1148, item 4.4.E.

Ref. 1, pg 1161, item 4.4.L.

Ref. 13.

Ref, 15,

Refs: 16, 17 and 18,
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ABSTRACT

A study has been made of the vulnerability of U.S5. commercial
light water reactor power plants to sabotage. The suscepti~-
bility of nuclear plants to sabotage and the consequences of

a succesaful attack are compared with respect to other indus-
trial and civil targets. Recommendations are given to further
reduce the vulnerability of nuclear power plants to
sophisticated sabotage threatu,
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SAFETY AND SECURITY OF NUCLEAR POWER REACTORS
TO ACTS OF SABOTAGE

1. Background

Commercial nuclear power plants are designed and operated to very high stan-
dards to protect against accidents. The plants include a varie“y of engineered
safety features which provide additional protection against a radicactive release.
Consequently, the risk to the public due to accidants caused by equipment failure
or operator error is very low.l There remains the question whether consequences
created by deliberate sabotage could contribute significantly to the iblic risk.

In 1968 the U.S. Atomic Energy Cammission sponsored an appraisal of *he
potential hazard of industrial sabotage in nuclear power plunta.2'3 Thio appraisal,
directed by Dr. C. Rogers McCullough, reviewed the history of industrial sabotage
and examined the motivation and extent of knowledge likely to be possessed by
various types of saboteurs. An assessment was made of the likelihood and possible
consequences of a number of sabotage acts and the level of damage necessary to
create a public hazard. It was ccncluded that, although sabotage with serious
consequences to the publi: is possible in theory, the probability of occurrence

was sufficiently low that no undue risk to the health and safetvy of the public
existed.

Recent events indicate that: (1) terrorism has increased in many parts of the
world, (2) terrorists are becoming more sophisticated, and (3) a greater variety of
more complex targets are being attacked. This situation demands reconsideration of
the vulnerability of various civil and industrial facilities to sabotage. Thus
early in 1974 the Atomic Enmrgy Commission began at Sandia Laboratories this study
on the vulnerability of nuclear powar plants to sabotage. This report swwmarizes
the objectives, methodology, results, and recommendations.

2., Study Objectives
The objectives o. the study are:

(1) Evaluation of the suscaptibility of nuclear plants to sabotage
for a broad range of threats,

(2) Detarmination of the consequences of successful sabotage,

(3) Comparison of the susceptibility and the consequences with sabo-
tage of other industrial targets,

(4) Recommendations of means by which sabotage might be prevented or
its consequences mitigated.

The likelihood of sabotage attempts in nuclear power plants was not estimated.



Pfincipcl emphasis is on sabotage which could produce levels of radiocactivity
constituting a hazard to the lives, health, or property of the general public.

Sabotage which would cause only loss to the operating utility company was not
evaluated,

3. Study Methodnlogy

Two typical U.S. commercial nuclear power plants -- one having a pressurized
water reactor (PWR) and the other having a boiling water reactor (BWR) =~ were
studied in detail. A number of other plants of both reactor types were visited

and studied in order to identify plant-to~plant differences and to assure general
applicability of the results.

The study methodology (see Figure 1) combines systematic analysis and empirical
gaming to identify plant vulnerabilities and to determine countermeasures. Fault
trees were developed to systematically inventory all combinations of sabotage
actions that could lead to a radicactive rele.se from the plant. Adversary study
teams developed detailed sabotage sequences describing how sabotage operations
might be accomplished. Differing amounts of information and plant access were
afforded to the teams. The teams evaluated the resources required to accomplish
sabotage and estimated their chances of achieving success. These results were

analyzed to obtain a qualitativa measure of the susceptibility of the plants to
sabotage.

Inventory
Fault Tree . Evaluate Provide
Study s;::t;g: Countermeasures Recommendations
)
Develop Evaluate
Ad;::;;ry Sabotage Plant
Sequences Susceptibility

Whellpet it Compare With
l‘.'c:::d;‘“w '.'CQ:::;:\‘::::.- Other Civil and
 BRRE oi - AR Industrial Sabotage

Figure 1. Study Methodology



The same combination of fault tree analysis and empirical gaming was employed
to determine countermeasures to reduce the vulnsarability of the plants to sabotage.
The fault trees were analyzed to defiie conditions sufficient to prevent a radio-
active release and to identify vital plant systems that should be protected.
Measures to thwart sabotage were also formulated by members of the adversary teams
by drawing upon their experience gained in determining how to penetrate the plant
defenses,

@ consequences of the sabotage sequences were estimated using data developed
by the Reactor Safety Study. In order to place the study results in perspective,
the adversary team members investigated the susceptibility of other targets to
sabotage and estimated the consequences of an attack.

4. Study Results

4.1 Inherent Resistance of Nuclear Plants to Sabotage

The following characteristics of commercial nuclear power plants greatly
increase the difficulty of releasing radicactivity by sabotage:

(1) The "defense-in-depth" concept of reactor plant design;

(2) The massive structure of the plant, which protects critical
components from external attack;

(3) The safety design basis of the plant, which emphasizes system
reliability, flexibility, redundancy, and protection against
common mode failures; and

(4) Engineered safety features, which are added to the basic system
to cope with abnormal operations or accidents.

As an example, in a commercial light water reactor plant, fuel containing the
radicactive fission products is enclosed in metallic cladding and is located within
a thick steel reactor vessel. The reactor vessel and coolant piping are located
within a massive steel and concrete containment structure. Although, in part, the
purpose of these multiple containments is to provide successive confinement of
radiotoxic fission products, the containmants may alsc serve as effective physical
barriers against external threats.

Additional plant protection measures can be taken to supplement the inherent
resistance of nuclear power plants to sabotage. These measures could be degraded
by:

(1) Excessive dependence on perimeter security to provide sabotage 4
protection; and

(2) Possible conflicts between safety and security in plant design
and operation requirements, particularly in regard to access to
vital components.




4.2 Susceptibility of Nuclear Plants to Sabotage

Acts of willful destruction occur in many industries. They may be caused by
disgruntled employees during periods of discordant labor relations, by fanatics
or extremists during periods of civil unrest, or by mentally deranged individuals.
Such acts have rarely occurred at nuclear power plants. The sequences developed
by the adversary teams and the systematic presentation of plant failure modes
described by the fault trees jointly demonstrate that there is negligible chance
that acts of willful destruction would result in release of radicactive materials.

Sabotage which might endanger the public could only be carried out by knowl-
edjeable, capable personnel having a high degree of technical competence. Such
an attack would require thorough planning in order to mount an effort coordinated
to bypass the plant security system and to disable or destroy elements of several
plant systems in the multiple plant defenses against a radiocactive release.

4.3 Consequences

The elapsed time between the initiation of a sabotage~induced failure sequence
and the actual release of radiocactive materials varies considerably. For many
credible sequences, such as long-term transient incidents, sufficient time is avail~-
able after initiation for a plant damage control team to nullify or mitigate the
consequences of the attack. .

The Reactor Safety Studyl developed methods to predict the magnitude of tho-w
radiocactivity released and the public consequences occurring from random equipment
failure and human error for various accident sequences. All sabotage options that
have been identified lead to plant failure sequences that were included in the
Safety Study. Therefore, sabotage cannot create consequences greater than those
considered by the Safety Study. L_J

Many factors influence the consequences: the sabotage option chosen, the
operating status of the engineered safety features, the containment failure mode,
the time and space variation of the wind and meteorological conditions, the site
population distribution, and the extent of emargency response by on-site and off-
site personnel. Control of all th=a_e factors is well beyond the capabilities of a
credible sabotage operation. Evaluation of the probable consequences arising from
the sequences developed by the adversary teams yielded values that are a small
fraction of the maximum consequences considered by the Reactor Safety Study.

4.4 Comparison with Satotage to Other Targets

Within the civil, industrial, and military sectors of our society are many
potential targets for sabotage, which, if attacked, could result in public harm.
To evaluate objectively the risk resulting from sabotage of a given target, the
following factors must be known:



‘ y (1) The likelihood that sabotage will be attempted,

(2) The susceptibility of the target to sabotage, and

' (3) The consequences of successful sabotage.

Reliable methods have not been developed for predicting the likelihood of attack.
Thus, judgments of the seriousness of the threat must be based on perception and
intuition. The lattar two factors, susceptibility and ~~nsequences, are amenable
to analysis. Qualitative comparisons of the relative susceptibility of various
targets to sabotage and estimates of the consequences can be made. Such objective
knowledge of the susceptibility of a target and the consequences of a successful
attack are useful inputs in making subjective judgments of risk.

Nuclear power reactors appear far less susceptible to sabotage than most other
civil or industrial targets. The technical requirements, planning, and necessary
manpower and equipment are much greater for a credible sabotage attempt on a
nuclear power reactor than are required for an attack on other potential industrial
or civil targets. The probable consequences of successful sabotage of a power
reactor are comparable to the consequences that could be produced by sabotage of
many otner targets. The lower susceptibility to sabotage attack of nuclear reactors
reduces the likelihood of credible attacks being mounted by unsophisticated elements.

various targets to sabotage, along with the magnitude of consequences of successful
sabotage. For equal attack likelihood, targets listed rear the upper right-hand
corner (high susceptibility, high consequences) present the greatest risk.

Ld
‘ Figure 2 shows a qualitative ranking of the magnitude of susceptibility of

NUCLEAR WEAPONS DAM WATER SUPPLY
5 | WARPARE CHEMICALS : FOOD SUPPLY
= PUBLIC GATHERING
r NUCLEAR POWER REACTOR | PUBLIC BUILDING RAILROAD YARD AND TRAINS
4 MUNITIONS DEPOT BRIDGE DOCKS AND SHIPS
z TUNNEL TOXIC CHEMICALS
g a AIRPORT AND AIRCRAFT PETROLEUM AND NATURAL GAS
§ EXPLOSIVES
MILITARY BASE BANK COMMUNTCATIONS
§ FOSSIL FUEL PCWER PLANT | POWER TRANSMISSION

“II" LOW MEDIUM HIGH

SUSCEPTIBILITY ot

Figure 2. Comparison of Various Sabotage Targets



5. Recommendations

Recommendations have been developed to reduce further the susceptibility of

nuclear power plants to sabotage. These recommendations fall into three categories:
plant design, administrative control, and emergency planning.

5.1 Plant Design

In practice, sabotage protection as well as safety and operability considerations
should be an integral part of nuclear power plant design.

Specific recommendations were developed for a PWR and a BWR nuclear power plant
for plant design modifications to counter sabotage. The impact of these plant

specific recommendations can be summarized by the following generic recommendations:

Recommendation 1 - Systems* whose disablement, destruction, or misuse

could cause a radiocactive release, the immediate loss of reactor

coolant, or the permanent loss of plant monitoring and control should
be adequately protected by physical barriers, intrusion detection

systems, and active response.

Examples are the reactor vessel and the control room. Protection of such systems
should not be difficult since the safety-based design of the plant has already
located these systems deep within the plaut behind massive physical barriers.

Recommendation 2 - Systems* required to srovide reccvery from short=-term
transient incidents which could lead to a radioactive release should be
tel rotected by physical barriers, intrusion detection systems,

and active response.

A flexible combination of physical protection and emergency plant damage con-
trol response (see Recommendation 7) is recommended to assure tha: “ransient
incidents created by sabotage cannot lead to a radiocactive release. Physical
protection of some systems is required to prevent those transient sequences which
might cause a release in times which are too short for plant damage control actions
to be effective. Although these systems may be located throughout the vital area
of the plants, they are highly redundant and are provided with great flexibility.
Adequate protection of a required minimum set of these systems appears to require
relatively minor plant modifications.

5.2 Administrative Control

Control of personnel access during shutdown, repair, or operation of nuclear
power plants would preclude sabotage actions by unauthorized personnel. The

*Systems used here also denote plant features or areas.



|boeitie recommendations that have been developed follow:

Racommendation 3 - Procedures should be developed to permit access to
containment and other vital areas only by authorized personnel during
shutdown, repair, or operation., Following every prolonged period of

shutdown or repair, a methodical inspection of containment should be

made by qualified personnel.

Recommendation 4 - Close supervision, by knowledgeable personnel,

should be given to maintenance or repair being performed on equipment
of vital systems cor in vital areas.

Recommendation 5 - Only those persons who are required to operate,

maintain, or inspect the reactor plant should be admitted to the
control room.

Recommendation 6 ~ Plant tours for the general public should not be
conducted in vital areas.

Recommendation 4 could have spinoff benefit in terms of increased plant availability
and safety.

5.3 Emergency Planning

The final recommendation involves planning for emergency damage control actions
which would be performed by plant operating personnel. A flexible preplanned

response by trained personnel of the plant operating staff would be a very effective
countermeasure against sabotage.

Recommendation 7 = Emergency plans should include a damage control team
to provide effective response to acts of sabotage. Equi

by the team should be provided and plant modifications implemented to
rovide features to edite the use of the equipment. The team should

be capable of restoring long-term smergency cooling to effect safe
shutdown following sabotage attack.

6. Sumaary

Nuclear power plants have inherent resistance to sabotage due to their safety-
based design and construction. A highly determined, knowledgeable, planned, and
skillful effort would be required in order for saboteurs to circumvent plant
security measures, create an initiating incident, and disable the engineered safety
features in order to cause a radiocactive release from the plant. Countermeasures
involving plant design, protection systems, administrative control, and emergency
planning have been recommended to provide increased protection against such
sophisticated efforts.

-
-
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level that we're concerned about.

DR. HALL: That's a bit of jargen. Would you say
what part 100 release means?

MR, JONES: 300 rem to the thyroid, 25 rem to the
whole body. That is not to say that a release less than that
would not be hazardous.

DR. HALL: Let's go back.

This is a release greater than that which is
imagined in the Safety Analysis Report?

MR, JONES: That is correct.

DR. HALL: Is-this an accident, the magnitude of

which would have heen examined in WASH 14007

MR.JONES: Yes. Although WASH 1400 did not 222;333\5\\‘

sabotage, it would have been.

DR. HALL: Did they make any comment about sabotage

in that report?

MR, JONES: Yes, I believe they did make a comment
in there to the effect :hat treatment of sabotage was a
different situation with different probabilities and that
they were not addressing them,

DR. BEALL: Did thev make any statement about the
consequences of sabotage?

MR, JONES: I ion't believe they did. I don't
recall that they made any =-

DR, BALL: 1Is that the feeling of the zest 2f the
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panel?
Does anyone have a diffsrent view of that?

MR.JONES: I think WASH 1400 d4id not address

sabotage consequences and make a comparison., I don't recall

that. We can check %hat.

DR. HALL: I wish you would check that, because i*

is not part of this hearing record, of course,but I &o
remember hearing Dr. Rasmussen nake some presentations and

Sol Levine make scme presentatiosns of that racgo

"

€.
S0, perhaps before, or sometime in this, if vou

have occasion, you might just verify is.

Carole, did vou get an answer Zfor vour definition?
g

MS. FRINGS: Yes.

DR. HALL: In your tsstimony you mention that you

would be exempting nonpower reactors if their inventory was
less than the formula amount. Is that a corract statemen=?

MR. JONES: That's correcs, ves.

DR. HALL: The Universi:v of Michigan asked scme
questions whi<h I will paraphrase. These were submitted by
Reid R. Burn. I don't know if vou have them.

MR, JONES: Yes.

DR. LL: And the questions really g0 £9 the

preblem of why is the Quanti
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important consideration?

MR, JONES: The Sormula 3uantisy, which is 2 k¢'s
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Safety and Security of Nuclear Power Plants, Power Reactors

' 2| so Zspionage and Sabotage.

3_ Would you summarize the conclusions of that?

‘ DR. KNUTH: Yes, sir.

5, I have the report right in front of me. It is
‘f a fairly short report. It isabout 12 pages. If the Board

Please I can submit the entire report, have it Xerox'd for
8 your consideraticn.

The general ccnclusioﬁ-of the reéort is that the
nuclear power plants as designed nave an inherent resistance

to sabotage. This is based upon the design of the plants, the

defense-in-depth concept, massive structures of the plant whigct

protect critical components; the safety desi basis of the
7 In

: plant which emphasizes reliability, flexibility, redundancy
'55 and protection against common mode failures, and acainst safesy
'6; features which are added to the basic features.
171

|
i The results of this particular study conducted for
|

18 | the NRC indicate that the consequences and susceptibility for

'9{ sabotage to nuclear power plants is on the low side of many
|
0l .. . :
| other industrial targets.
|
2'5 And they also conclucded in thare that the conseguences
22 |

of sabotaging a nuclear power plant would be well within the
. | small fraction of the maximum conseqguences considered by he
Reactor Safety Study, WASH=-1400, so=-called., It's not onlvy
‘® Ascarreny, ne » i

difficult to sabotage them, but the potential conseguences
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are low compared to many other industrial targets such as
public buildings, bridges, tunnels, aircraft, so forth.

DR. HALL: Let me direct your attenticn to your
testimony at page 5, the tcp of the page, where you refer to
this; and then you use the word -- let me guote:

"As indicated the probable potential consequences”
= and I will stress the word "probable" -- what we are
looking for is not the procbable but the uprer reaches; with
that interpretation would you change the statement you made
previously? p
DR. KNUTH: Well, of course, the sabotage that
gives you the highest conseguences always is a p00r numoer;
and of course the Reactor Safety Study ccnsidered the number
of core melt downs, those having higher conseguences nave a
lower prcbability.

But this particular study did aot tzy to attach

a probability of sabotage to compare with the Reacters

Safety Study. Sut the conseqguences 2f sabotage would de within

the range of the Reactor Salaty Study.

DR. HALL: Can you answer a guestion I asked the
Staff earlier?

Did the WASH~1400 mention or discuss the sabotage
problem?

DR. KNUTH: Yes, it did.

They did not, in WASH~1400, attempt <o develop
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probabilities of sabotage. Well, let me go back cne step.

The general results of WASH-1400 showed that
a4 core meltdown, one out of about every 150 core meltdowns,
would result in something on the corder of greater than 10
localities. The Reactor Safety Study did indicate that the
potential consequences of sabotage acts would be within those
considered in the Safety Study, thev did not make any attempt
to attach preocbability to a sabotace attempt. They just did
not have the basic data to try o come up with probability
numbers. o

But there is a statement the conseguences are within
the scope of WASH~1400; ves, sir.

I believe that appears in the final appendices on
responses to agencies' comments, such as the Union of Concerned
Scientists, which raised this questicn; and in the final draft
they addressed it.

DR. HALL: Yes, that coniirms oy memory, too.

CHAIRMAN VERXUIL: We wculd appreciate cbtaining
a copy of that report.

DR. KNUTH: Three copies Zor the record, sir?

CHAIRMAN VERKUIL: VYes, that would e fine.

MS. FRINGS: I have a guesticn for Mr. Culp.

I believe on page % of yvour testinmeny you discuss
the problem that industzry really cannot affsrd t¢o wai: months

for your people to be cleared. Could veou please explain
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as was menticned I believe on Monday to prevent a sabotage
event that could lead to a release of the magnitude of Part

|
’ 100.
|
|

é to prevent?

MR, MILLER: Tha is ccrrect.

MR, HALL: So that even if there were an insider
with evil intent he could not accemplish this?

MR, MILLER: That is the charter that is given in
7355, an insider is included in two different places; in 71353
(a) (1), wherein the insider assists in an active fashion and
| passive fashion to the external threat; and in 7353(a) (2)
wherein he acts alone.

DR. HALL: So, then, the clearance program

MR. HALL: You are saying physical security measures

! 4 487
. s ;
N ——
1l and safety was also of concern. And we have addressed both
|
‘ Zi issues in this proposed regulation. {
3i DR. HALL: What are the consequences, then, which |
4| are contemplated in the licensing of a nuclear power plant?
3| T™he national, maximum, conseguences? ;
8 MR. JONES: The maximum consequence would be the ;
7| core meltdown and the releases indicated in WASH-1400. I think
8: Jim can address that. v
9; MR. MILLER: I think the references to WASH-1400 '
'Oi were given earlier this morning and, of course, there are
“i consequence :tables. We are implementing the physical security
12’
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DR. HALL:

Is this report to be accepted that says an act of sabotage can

be no greater than that which has been included in the envelope

of
MR, JONES:
is
DR. HALL:
MR. JONES:

492

Let me go back then to this report.

accicents concerning the licensing?

I believe I am correct that WASH-1400

not the criteria for licensing reactors.

Granted.

All WASH-1400 says is that thev 1ave

addressed the maximum occurrence, and a saboteur could not cause

anything more than that. They are not saying that a sa::::IE“--

could not cause that.

DR. HALL:

What isyour, or the Staff's position, do You accept

I understand.

this report by the Sandia Laboratory as being reasonable and

accurate?

MR. JONES:

DR, HALL:

an accident greater than that which is centemplated

Safety Analysis Report:

MR. JONES:

DR. HALL:

Yes,
So that a saboteur could not cause
in the
2
Right. Correct.
Which is to say, I agree with you that

it is implied he cculd cause at least that.

MR. JONES:

DR. HALL:

MR. JONES:

Yes,

But no more than.

Sut no more than.
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consequences be? Will there te an immediate hazard to people
who live in a certain radius? Will there dDe a long-term
possible disease impact upon pecple?

I really don't have any concept of what is going
to happen?

MR. JONES: Both.

MS. FRINGS: Both? So, what sorts of things?

You know, I have read about, for example, as a
consequence of an atomic bomb expleding, which is different?

MR, JONES: That is different.

MS. FRINGS: So, is it anything comparable? Or what
other kinds of results would occux?

MR. JONES: The consequences are not guite as great
or as great as an atomic bomb., Do you have data?

MR. MILLER: I think I would refer you ®© NASH-14OO
and the consequence tables that are in that document.

DR.HALL: I don't think that is a par:s of the record.

MS. FRINGS: I realize that. I appr

ciate your
referring to it;so that we can look at that so we do have some-
thing on the record for the benefit of the public who may not
be loocking at these documents?

DR. BALL: If vou could =~

MR, JONES: We will put it in the record.

DR. HALL: Excuse me, I think that would Dde

1 1

¢t == and the 3card, althcugh I hapren to de familiar

in

'-4

very difficu

=
0
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with nuclear materials,

the 3card as a majority

to swamp the Board with the report of WASH=-1470

an un

e
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endly act.

(Laughter.)

A8 not.
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MS. FRINGS: I would also submit that it 1is not
just important for the Board to understand this. After all,
this is a public hearing, and we are trying €O advise the
public what the consequences would De.

MR. LIEBERMAN: I was just going to add that the
Executive Summary of WASH-1400 attempts, I think, to give
gome perspective on the gquestion. It's not a very thick
document, and that might bhe relevant.

The general gquesticn of the safety or the conse-
quences of reactors is not something that can really be
answered in, shall we say, twenty-five words or less. It
really involves many consideraticns anéd many factors, and
just to give a short summarvy here might really not do any
of us a good service,

DR. HALL: You couldn't summarize Part 5Q re-
quirements?

MR. LIEBERMAN: We could certainly do that.

Maybe Mr. Miller could speak to that.

MS. FRINGS: Before you get into that, let me just
ask, is the Executive Summary written in laymen's terms or
is it a tachnical document that only a scientist wouléd under-
stand?

MR, LIESBERMAN: I cthink it's undexstandabla =0

a layman, That's the purpose of the Ixecutive Summarv

.

MR. MILLER: Let's address the Executive Summary

.
-
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] for just a minute. The Executive fummary in the conseguence
21 area, postulating an event as yocu have postulated it -- maxi-
l
3| mum release, maximum sabotage event ~- addresses Zfacuars

4 such as immediate fatalities, latent fatalities, property

5 damage from such things as contamination.

B MS. FRINGS: You say it addresses them. Does

7 it conclude that these things could occur?

8 MR. MILLER: It gives the exact numbers and dollar
9|l costs.

MB. FRINGS: Okay. That's the kind of thiing I

" was interested in.

12 MR, MILLER: We will make those tables available

13 from the report.

14 MS. FRINGS: think that would be very helpful.
155 DR. MALL: Do you have any idea when you can make
16{ them available to us?
17% MR. LIEBERMAN: We can have it done by tils

|

18| afternoon or tomorrow.

‘0
o
o
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0
O
3
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l9i CHAIRMAN VERXUIL: 1Is there any attenm
70% the consequences of cther disasters?

é MR. LIEBERMAN: That's in WASH-1400. They cchpare
22i it to airplane accidents and other things of this sorc.

231 CHAIRMAN VERKUIL: Could we axtrac
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24| advised by the friendly ac
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25 | don't have to go into WASH-1400. Could you extract tihe
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What we'd like to get a sense for is whether a

similar kind of disaster could occur in a variety of other
situations which would not be presumably subject to the same

kind of protection you have sought.
MR, MILLER: Yes, I think most of that informa-

tion is in Chapter 6, and we can supply it. It has things

such as dam failures and consequerces from fires and earth-
quakes, that tyvpe of information.

CHAIRMAN VERXUIL: That would be most helpful.

(The Board conferring.)

I wonder 1f we might just take a 5-minute break?
We are hoping to close by around noon, as I understand this
room has other uses. I believe we can. We'll “ake a short
break now. l

(Recess.)

CHAIRMAN VEZRKUIL: Let's reconvene, please.

MS, FRINGS: We will proceed by going intc scme
gquestions on Issue 2, which is a discussion of the advantages
and disadvantacges of alternative programs to the screening
program that has been propcsed.

A couple of my questions will be based on things
raised by other participants. I believe this guestion was
raised by Westinghouse when they testified. They we:re

making the point that the DOD and 2CE gsrograms reguire very
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talked about the worst case, and that's what we're presenting
here.

CHAIRMAN VERKUIL: I hate to get into this, but
I can't avoid it,

(Laughter.)

After listening, it seemed to me that the case

for application of the clearance rule is stronger now in
research reactors and not in power reactors because of the
fact that they're left out of the Sandia r port and the facs
that their physical protections are not evaluated as care-
fully. We now seem to be turning it on its head, because

we started out leaving out research reactors, at least most
of them, from the requirements of the clearance rule to begin
with.

MR. MILLER: We still are. My understanding was
we were talking about the higher powered research reac:ors,
©f which there are not that many.

CHAIRMAN VERKUIL: And those are the ones that
seem to have, as I understand your definition, the mos:
problems with respect to greater damage than had already been
anticipated through the Sandia report or the WASH-1400 study.

The others at least were contemplated and have
bDeen dealt with in terms of risk, in terms of the safety
risks that were already set aside from acciden=s.

MR, MILLER: May we separate szhe two different
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things? WASH-1400 and the Sandia study that we're referring
to only deal with power reactcrsi. We cannot talk in the
context of nonpower reactors in those two documents.

CHAIRMAN VERKUIL: Mr, Knuth, you introduced us
to the Sandia report and requested a liétle time to discuss
WASH-1400, Maybe it would be appropriate if you made your
statement now.

No one has used the podium vet. Why don't you
LY Lt out.

DISCUSSION OF WASE-L;OO 8Y DR. DONALD F,

KNUTH, KMC, INCORPORATED.

DR. KNUTH: I just thought I'd like to make a
few comments on WASH-1400,

WASH-1400 is a reactor safety study. 1It's a
very voluminous study, using a number of man-vears of effort
vo complete, and it looked at a number of events leading
to accidents in commercial nuclear power plants.

The study took these events that could leaé to-
core melts and locked at the equipment that would have to
fail as a consequence of maloperation or just equipment
faillure, and it attached to that probability estimates that
a particular event or seguence could lead to core melt.

The consequences that arose from any particular
sequence oI events were dependent to a high degree upon the

various seguences that ac:tually occured.
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For example, a loss of coolant accident followed
by failure of the core cooling system to eject 'rater would
lead to one set o0f conseguences, and it would alsoc have a
set of probabilities associated with it that that could
occur.

Another event that could lead to some core melt
could be a ' lactor excursion by failure to scram. That
could also lead to a core melt, having its conseqguences and
having again its unique probability of occurrence.

What the study went on to do is to look at what
would be the results of the most likely consequences of a
core melt, and, as indicated by the staff, the most likely
consequences for a core melt are fairly small. It would
result in less thar one fatality. It wouldn't result in
any early fatalities, and the property damage is in the
repcrts that the staff indicated they would give to you.

It went on to show also that approximately one

in 150 core melts would result in conseqguences that could

result in more than ten earlv aeaths, and the associated latent

Ay

effects and property damage and so forth are also listed in
that repert.

Looking at the other side of the coin, looking
at sadbotage, the general studies that have been made that
can lead to core melt, the statements in the Sandi repors,

indicate that the conseguences of core mels would be with:

<caln
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those studied in the reactor safety study.

Again in sabotage a number of chains of events

are possible. A saboteur may elect to sever the primary

coolant system. He may simultanecusly breach the containment.

A number c¢f chains are possible.

What we 've done in various studies in evaluating
the conseguence is to look at these various scenarios =-- and
there is almost an infirite array =-- to determine what would
a saboteur hi to have in the way of skills to accomplish
these varict vents.

‘.4t we became convinced of is that it is very
cdifficult for a saboteur to think through the events and
to be able to sabotage sufficient equipment to cause high-
conseguence events, mainly because of the inherent safety
design of the plant.

Not to say that it is not possible; it's just veryv
difficult to deo.

The problem we had in using WASE-1400 and trving
to apply its methodology to . botage was to try to associate
a probability with it, We just could not establish what
the probability was that there was even a saboteur existing,
or what would be the probability that a particular sascieur
would pick a particular chain of events, As I say, it's
almost an infinite chain., He could elect ¢o destroy some

eguipment dv shorting it out or what have vcu. What would
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be the probability that an operator would detect it on a

routine safety test and repair it or damage control measures
in the event of that incident to mitigate the conseguences?
We just could not really establish the probability.

I think, in summary, the Sandia report, in
discussing the various conseguences -- if you will refer to
page 9 of the report that I had entered into the record
yesterday, there is a graphic table which attempts to estab-
lish what the consecuences and susceptibility of sabotage
in various industrial targets are. You will note that
nuclear power plants, commercial power plants, fall essen-
tially in the consegquences they couléd have due to sabotage
that is called medium conseguences.

In that same category, a saboteur could arrive
at the same conseguences, whether vou're talking in terms
of cost in terms of lives sacrificed or in terms of dollar
cost damage. He could sabotagse public buildings, bridges,
tunnels, airports and aircraft and so forth. There are
other targets that would give even much higher conseguences
which would have even lower susceptibility should he choose
to do s0. And that is the context that I think has to be
made clear, that sabotage of a nuclear power plant is dif-
ficult. The effect that it would have on the public health
and safety is somewhat tenucus. It would take a very skilled

saboteur to do it, and provisions are aliready in effect, were
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placed in effect since these studies have been done. These
studies were done prior to any implementaticn of access
control and so forth that Zfurther reduce the susceptibility
of plants to sabotage.

CHAIRMAN VERKUIL: Mr. Lieberman, d4id you have
any question you might want to ask?

MR. LIEBERMAN: I just want to ask if any of
the panel members have any comments <o make to that.

(No response.)
DR, HALL: I'm sure, Dr. Knuth, you're not saying

that because there is perhaps a greater risk from a dam that
one shouléd not take all reasonable precautions to protect

a reactor power plant?

DR. KNUTH: No, sizr, I'mnet. I think the amount

of protection provided has to be to provide reasonable assur-

ance. I think we have achieved reasonable assurance.

I'm not suggesting that employees should not be
screened for reliability. I think it should be done. The
gquestion is do you also need <o have a full field background
¢clearance for operators to go in and operate a plAn:, and
I don't think that's necessary.

CHAIRMAN VERKUIL: Mr. Jones' observatione--

L ]

think it's Zfair -~ was that this report, or rather that
WASE-1400 2id not consider sabotage as an additional facter
added on to accident. You say you can't calculate the

probability of addl

D

¢ sadotage in in terms of how it mi

b
‘v

(18]
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increase risks.

DR. KNUTH: 1In the reactor safety study, you
can have a seguence of events which lead to core mel+: and
lead to high-conseguence accidents. You can then take 2n
engineering look at that seguence and say what is the
probability that that would occur.

We know that diesels, for example, the probability
that they may not start is 1 in 100. You can assign that
probability. What's the probability that you lose offsit
power? There are statistics to show what that Probability
is.

So you can take an accident-- not éauéed by some=~
one failing equipment but just occurs out of its pure
orneriness -- and calculate what is the probability that
this would occur. The probability then would be to an
accident having certain consequences.

In the area of sabotage, vou can make the state-
ment ¢ at the conseguences 0f core melt would not exceed
those from a core melt induced‘by a similar method, but you
cannot use the same methodology and say, "Now, what is +he
probability that a saboteur would be clever enough to use
this particular chain?" That's where we run into difficuley.

We couldn't even establish what the orobability was that

there was a saboteur lurking out in the real world, anywavy,
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CHAIRMAN VERKUIL: Thank you.

(Dr. Knuth excused.)

CHAIRMAN VERKUIL: Are there any questions for
the panel?

MS. FRINGS: Mr, Miller, I would just like to
see if I can understand the staff's reasoning here.

As I understand it-~- we're all having communica-
tions problems, I guess -- when you license a reactor, as
I understand it you are recuiring that the reactor have a
certain safety standard that would insure that, if an ac-
cident does occur, a certain maximum result or radiation
release is the worst that could happen. Am I correct so
far?

MR. MILLER: Right.

MS. FRINGS: Are you also saying that when you
make that determination, you're licensing the reactor, you're
only considering accidents; you're not considering sabotage?

MR. MILLER: Right.

MS. FRINGS: Now, is it true that it's the staff's
opinion that consequences could be worse or coulé be more
disastrous from an act of sabotage than from an accident?

In other words, is it possible from an act of sabotage that
you could have a higher radiation release or worst conseguence
than you could from an accident that might occur in that

reacstor?
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MR. MILLER: No, I think Dr. Knuth stated that
rather well, that as far as conseguernces are concerned,
consequences could probably be no more than those established
in WASE-1400.

MS. FRINGS: From an accident?

MR. MILLER: The type of accident that he was

talking about, that's right.

However, where he cid mention that there is some
controversy is in the probability of a sabotage event.

MS. FRINGS: I did understand his point on that,.

MR. MILLER: What we are saying is that 73.55
requires us and requires licensees to establish security
programs -~ I won't even call them physical security programs
anymore == tO protect against an external threat ané an
internal threat.

In implementing that regulation, we are saying
that the probability approaches 1 of an internal or external
threat being there.

SO0 let me again answer it: As far as the con-
sequences are concerned, we agree that the conseguences would
be no more than WASE-1400,

DR. HALL: Did I understand you to say that there
is a probability of 1 that there is a saboteur in each and
every plant?

MR, MILLER: No, I diéd not mean that.
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DR, HALL: I hope you didn't.

(Laughter.)

MR. MILLER: If I may, 73.55(a) says, ané I

quote. This is the General Performance Requirements:
"The licensee shall establish and maintain
an onsite physical protection system and security

organization which shall provide protection and

high assurance against successful industrial
sabotage by both of the following." |

The first is external threat, perhaps aided by an
internal threat, and the second is the internal %hreat.

CHAiRMAN VERKUIL: S¢ you do not assign a proba- |
bility to the sabotage factor?

MR, MILLER: No. We reguire that the onsite
physical protection system and security organization Provide
protection against the threat levels. We do not say that
the threat level is actually there.

MR. JONES: If I may try to communicate some more,
WASH-1400 analyzed the probability of accicents causing a
certain conseguence. A sabotage event can cause that same
consequence. Redundant safety systems are designed to pre-
vent that accident from occurring. Security systems as we
are prcposing are designed to prevent the“ sabctage event

from occurrin

o

» and in order tc have the high assurance of

prevention of that sabotage, we believe that we need \



% UNITED STATES
‘ 2 NUCLEAR REGULATORY COMMISSION
T - WASHINGTON, D. C, 20555
% ;£
,, R v ] ‘o‘:‘
Prwn®

MEMORANDUM FOR: Harold Denton, Director, NRR
Saul Levine, Director, RES
Robert Minogue, Director, sp
Howard Shapar, Executive Legal Director
Clifford Smith, Jr., Director, NMSS
John Davis, Acting Director, IE

FROM: Lee V. Gossick
Executive Director for Operations
SUBJECT: REVIEW OF REGULATORY ACTIONS AND STAFF POSITIONS

WHICH RELY ON WASH-1400

The Commission has requested (October 19, 1978 Chilk memo, attached)
that the staff review tht extent to which licensing and other regulatory
actions or staff positions have relied on the risk assessment results
and models of WASH-1400.

As a first step, you are requested to (a) survey your staff to identify
those licensing and other regulatory actions or staff positions that

have used or referred to the risk assessment models and results of
WASH-1400 since its issuance in August 1974, and (b) have your staff

provide a copy of all such documents to you., Examples of the documentation
to be considered include hearing testimony, Regulatory Guides, Regulations,
NUREG reports, generic issues, topical reports, and consultant or contractor
reports.

Your survey should be sufficiently deep to reach all knowledgeable
individual staff members in your office. Subtle as well as major reliances
should be examined. Attention should be paid to past, present, and

pending staff practices which led, or will lead, to regulatory actions

or staff positions.,

As a second step, each Office is requested to provide (1) a 1ist identify-
ing those actions or positions where WASH-1400 was used, categorized per
Attachment 1; (2) copies of all documents identified by the survey; (3) your
recormended actions and views &s to whether, in view of the Lewis Committee
recormendations, any of these actions or positions should be reconsidered;
and (4) the effect of such reconsideration.
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Please provide your response by November 20, 1978 to the Director

of NRR who will coordinate the responses from a technical standpoint
to highlight the most significant matters, check for consistency, and
provide a report to my office by November 27, 1978, Please call

Mr. Denton or Del Bunch of his staff if you have any questions.

(Offices listed as cc's are requested to contribute to this review
to the extent possible.)

(Signed) Lee Y. Gossick

Lee V., Gossick
Executive Director for Operations

Attachments:
As stated

cc: Technical Advisor to EDO
Office of Administration
Controller
Office of International Programs
Office of Management & Program Analysis



ATTACHMENT 1

‘ CATEGIRIZATION OF LICENSING ACTIONS USING WASH-1400 VALUES AND METHODOLOGY

Cat.cogx 1

Includes those actions in which an absolute value of accident risk

as set forth in WASH-1400 was relied upon in the licensing process to
make a specific licensing decision. 1Included in this category would

be any reliance on an overall probability for core melting or on the
Probability of a given event sequence leading to core melt. A possible
example is the use of the RSS to develop quantitative estimates of health
risk from the coal and nuclear fuel cycles.

Catecosx |

Includes those actions in which the absolute values of accident risks
of W2SE-1400 were used in the licensing process, but when such use was
restricted to relative comparisons of risks.

Included in this category would be any reliance on the overall probabilicy
of core melting of the RSS to draw comparisons between two design con-
cedts. Possible examples are the use of the RSS to compare an FNP

tc a land based plant and the use of the RSS to develop perspectives

‘ on overall ATWS risks.
Catecorv 3

Includes those actions in which the quantitative estimates or fault tree/
event tree analyses of WASH-1400 were used in the licensing process to
illustrate or confirm staff conclusions on the disposition of a potential
safety issue or to aid in selecting the preferred of several alternate
rezulatory requirements. One possible example is the NUREG-0138, Treat-

ment of Non-safety Grade Equipment in Postulated Steam Line Break Evaluations.

Catecorv 4

Includes those acticns in which values of WASH-1400 were modified by
staff to reflect different data base or experience and were then used

in the licensing process.

A possible example is the adjustment of the RSS estimates of Scram

el

anreliability in NUREG=-0460.

cazecary 8

sn=luies those actions in which the event tree/fault tree mgthodology
of WASH-1400 were used in the licensing process, but no reliance was

‘ maZe on the specific numerical estimates of WASH-1400.

il e e 1 e o 482 834 4 + 58 SSMSSI S+ SIS -SSP 45,4 5% 4 oamacn o a0

e e m—— - — eessamsessnenns s
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UNITED STATES Dircks
NUCLEAR REGULATORY COMMISSION Adhe
WASHINGTON, D. C. 20558 Denton
Levine
October 19, 1978 Davis
Minogue
> Smith
OFFICE OF THE / Shapar
SECRETARY SR
. Ryan
MEMORANDUM FOR: Lee V. Gossick, EDO
. Tucker
Kenneth Pedersen, Director, OPE Hayden
James L. Kelley, Acting Gegeral CounselHanmmr

Carlton Kammerer, Direct OCA

FROM: Samue) J. Chilk, Secret
STAFF REQUIREMENTS - DISCU
ASSESSMENT REVIEW GROUP ORT,

10:40 A.M., FRIDAY, OCTOBER 13, 1978,
COMMISSIONERS' CONFERENCE ROOM, D. C.
OFFICE (OPEN TO PUBLIC ATTENDANCE)

SUBJECT:

The Commission reqguested that:

a draft NRC public statement be prepared which
would address the Commission's current policy

a.

ION OF RISK

regarding the applicability and significance of

WASH-1400 risk estimates,
acceptance of the Lewis Report, would indicate
that the Commission is currently reviewing the
of risk assessment technigues within NRC to

would indicate Commission

use

identify any necessary corrections, would address
controversial issues associated with prior Commission
statements regarding WASH-1400 and its Executive

Summary, and would describe initiatives to be

taken the Commission and the NRC staff;
NMPA

OPE/OGC) (SECY Suspense: Oct. 31,
b.

Congressional offices, as appropriate,

1978)

a proposed response to Congressman Udall and other
be prepared

regarding the Commission's position regarding the
Lewis Report, including a description of initiatives

to be taken by NRC as a result of the report's

conclusgi s;
((EDOSOGC/OPE)

M P

Qct.

(SECY Suspense: 31,

1978)

a review be conducted of responses tc Congressional

correspondence to identify any NRC comments that
may reguire revision in light of the Lewis Report;

(OPE/OCA) (SECY Suspense: Oct. 31, 1978)
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g.

-

an analysis be made of the implications of changing
the Commission's previously enunciated position
regarding WASH-1400 or any prior actions taken on
the basgsis of WASH~1400 risk estimates;

I —— /OGC/OFE) (SECY Suspense: Nov. 15, 1978)

the staff should review the extent to which licensing
and other regulatory actions or staff positions have
relied on the risk assessment models and results

of WASH~1400. The staff should review those

actions and positions and state their views as to
whether there should be continued reliance and the
effect of discontinuing that reliance;

(SECY Suspense: Dec. 1, 1978)

an analysis be made of the impact of any program
changes that might be necessary as a result of the
Lewis Report on the Commission's FY 79 and 80

budge bmissions; and w73

TR T (SECY Suspense: Nov. 15, 1978)

an appropriate letter transmitting the Lewis
Report to all prior recipients of WASH~1400 be
prepared for the Secretary's signature. The
proposed letter will be circulated for Commission

. concurgence prior to issuance.
ADMIW N__\(@/sscw (SECY Suspense: Oct. 31, 1978)

ce
Chairman Hendrie
Commissioner Gilinsky
Commissioner Kennedy
Commissioner Bradford
Commissioner Ahearne

Director,

OPA
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NUCLEAR REGULATORY
b COMMISSION
[Docket No. PRM 50-19)

CONNECTICUT CITIZEN ACTION GROUP, EY
AL

Notice of Denlal of Petition for Rulemaking
With Regord te locoting Nuciear Keactons
Below Ground level and Sealing Them |n
Heavy Vocvum Contolnments

On January 21, 1977, Louls J. Sirico,
Jr., flled with the Nuclear Regulatory

Commui sion a petition for rulemaking
on behalf of the Conncecticut Citlaen
Action Group, the Public Interest Re-
scarch Group, Free Environment, the
Iowa Public Interest Rescarch Group,
Citizens United for Responsible
Enecrgy, lowa Federation of Women's
Clubs, and the Good News General
Store Cooperative, requesting the
Commission to amend its regulations
in 10 CFR Part 50, “Licensing of Pro-
duction and Utllization Faclilities.”

The petitioners requested the Com-
mission to amend 10 CFR Part 50 to
require that:

‘1. Nuclear reactors be located below
ground level; and

2. Nuclear reactors be housed In
sealed buildings in which permanent
heavy vacuums are maintained.'

A notlce of flling of petition for rule-
making was published in the FEDERAL
RecisTER on March 10, 1977 (42 FR
13365). The comment period expired
May 9, 1977. Ten letters of public com-
ment were received, none of which
supported the petition.

In considering the petitian  the
Commission has revicwed existing
studies on the subject, including a re-
cently completed study which was inl-
tiated by the NRC in the spring of
1975 with Sandia Laboratories, the ex-
isting and alternative containment
concepts, and an Impact/value analy-
sls of allernate concepts. The Commis-
sion has also reviewed the public com-
ments which have been submitted.

Based on that review, which is sum-
marized in Attachment A, the Com-
mission does not believe that there s a
sufficient basis at the present time for
adopting Parts 1 and 2 of the petition-
ers’ proposals, the effect of which
would be to prohibit the licensing of
any nuclear power plant which was
not located unde-sround and scaled In
a heavy vacuum containment. In
reaching that conclusion, the Commis-
sion is not adopting a position that un-
derground siting or heavy vacuum con-
tainment designs could not meet pre-
sent safety criteria. Rather, the posl-
tion Is that there is not sufficient sup-
porting material to (ndicate that such
designs should be made mandatory to
the exclusion of all other nuclear
power plant designs.

The use of heavy vacuum contaln.
ments, whether above or below
ground, will not ensure contalnment
of a core melt accident, and will not
appreciably Increase the contalnment
pressure retaining capability.

The Commission's review also Indi-
cated that whether a potential might
exist for reducing the consequences
from a Class 9 core melt accident by

'In addition, a third proposal in the petl-
tion, which has been separately handled, re-
quests that s full-time Federal employee,
with full authority to shut down the plant
in case of any operational abnormality,
always be present In a reactor's control
room.
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underground siting depends heavily on
site-dependent parameters, plant
layout, equipment deslgn, and avall-
able technology in areas such as high
pressure, rapld closing large diameter
tunnel and shaft sealing systems. Ac-
cordingly, the NRC will review what
further work may be appropriate on
this subject, including any assurances
which may be needed for consider-
ation on a case-by-case basis of under-
ground siting applications. This review
s expected to be completed In about a
Year,

This conclusion not to change 10
CFR Part 50 applies to consideration
of underground siting and heavy
vacuum contalnments, both In combl-
nation as requested by the petitioners,
and separately.

Therefore, In accordance with 10
CFR 2.803, the Commission has decid-
ed that sufficlent reason does not exist
to publish a notice of proposed rule-
making, and (s hereby denying of
Parts 1 and 2 of the petition. Some
further explanation of the grounds for
denial Is set forth In Attachment A,

A copy of the petition for rulemak-
{ne and coples of the letters of com-
ment concerning the petition are avalil-
able for public {nspection at the Com-
mission's Public Document Room at
1717 H Street NW,, Washington, D.C.

Dated at Washington, D.C., this
12th day of April 1978. .

For the Nuclear Regulatory Com-
mission. ‘ ’

SamvurL J, CHILK,
Secretary of the Commission,
ATTACHMENT A
RxviEw OoF PROPOSAL FOR UNDERGROUND
R B

Between 1958 and 1974 about a
dozen feasibllity studies were made on
underground nuclear power plants. In
addition, extensive bibliographies exist
In these studies and In published arti-
cles which {llustrate the extent to
which this subject has been, and con-
tinues to be, discussed In the technical
literature, The most recently complet-
ed study was Initiated by the NRC In
the spring of 1975 with Sandia Labors-
tories. The final study report was
lssued In August 1977.' Basically, the
Sandia study concluded that there are
other, more cost effective, alternatives
to underground siting which would
reduce direct atmospheric releases.
The material and conclusions of this
most recent report supplement and
update the other, previously existing,

studies, :
Another separate study by the State
of Callfornia on underground siting of

‘Coples of the report, entitled NUREG-
0288, "Underground Siting of Nuclear
Power Planta. Potential Benefits and Penal-
tiea” August, 1977 may be obtalned from
The National Technical Information Ser
vice, U.8. Department of Commerve, 5288
Port Royal Road, Springfleld, Va. 22!81,
printed $9, microfiche $3,

-
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reactors Is In a developmental stage,
and a final report s expected about
Aprll 1978.*

Upon reviewing the studles and artl-
cles avallable to date on underground
siting, the following should first be
noted:

1. The current NRC design requlre-
ment Is that reactor contalnments be
designed to withstand up t&, and in-
cluding, Class 8 Deslgn Basis Acci-
dents, Class 9§ accldents, such as core
melt, are not required because their
probabllity of occurrence ls so small
that thelr environmental risk s ex-
tremely low, '

2. Underground nuclear plants that
were actually constructed are limited
In number and their rated capacity
ranges between 8.5 MW(e) to 268
MW(e). The experience gained from
these plants Is not necessarily applica-
ble to present day base load plants of
1000 to 1200 MW(e). Large capacity
underground plants may require
major changes in design for equip-
ments, such as condensers, pumps,
penetrations and physical slze and
layout,

3. Actual experience with under-
ground reactor siting has demonstrat.
ed operational concerns such as
groundwater seepage; poor accessibil-
ity for Iinspection, maintenance or
repalr; corrosion of llners or strue-
tures, and resulted In some question-
Ing of theoretical.benefits. All three
countries, Sweden, Switzerland, and
France that have bullt underground
nuclear power plants have continued
to erect subsequent plants above
ground. (Sample Comment: “Despite
the experiences from the Plowshare
program, the achlevement of accept-
able leak tightness following a class 9
accldent in an underground plant ap-
pears to be doubtful because of multi.
ple accesses and penetrations.”)®

4. In spite of the numerous studies
and articles on this subject, an actual,
detalled engineering deslgn for a pro-
posed large commercial undesrground
power reactcr may be needed.
noted in one nrticle,* :

* * * There wre advantages and disadvan-
tages with the siting of a nuclear plant un-
derground, and the subject should recelve
g ater attén’don In siting consideration, re-
search and development. From the eco-
nomie standpolnt, there are many potential
tradeoffs thiut will not be clear untll a seri-
ous engineering effort will have taken place,

‘Coples of the report of the Callfornia
Study on 'Underground Siting may be ob
tained after April 1978 from Energy Ree
sources Conservation and Development
Commission, 1111 Howe Avenue, Sacramen-
to, Callf. 95825 (Publication Unit 916-323-

3728)

"Discussion In Nuclear Safety, Vol. 18, No,
4, July to August 1978, pp. 434, 438, re: “Un.
derground Nuclear Plant Siting: A Technl-
cal and Safety Assessment” by Crowley,
Doan, and McCresth, Nuclear Safety, Vol
16, No. 8§, September to October 1974, pp.
u‘bl-:u. . -
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The petitioners' request that nuclear
reactors be located below ground level
does not identify for what specific rea-
sons such action should be taken. Ac-
cordingly, the following assumptions
have had to be made (n order to be
able to evaluate the proposal.

First, additional protection agalnst,
or reduction of, the risk from acci-
dents up through Class 8 accidents
(Loss of Coolant Accident) is one ob-

jectlve of proposing underground
siting.
Second, additional protection

agalnst, or reduction of, the risk from

Class 9 (core melt) accidents {s an-
other ob —tive of proposing under-
ground s' ng. Regulatory Guide 4.2,*

{n addition to defining a spectrum of
Class 1 through 8 accidents, describes
Class 9 accidents and thelr probability
of occurring as:

* ** sequences of postulated successive
fallures more severe than those postulated
for establishing the design basls for pro.ec-
tive systems and engineered safety features.
Thelr consequences could be severe. How-

. eyer, the probabllity of thelr occurrence is

s0 small that thelr environmental risk is ex-
tremely low. Defense In depth (multiple
physical barriers), quality assurance for
design, manufacture, and operation, contin-
ued surveillance and testing, and conserva-
tive design are all applied to provide and
malintain the required high degree of assur-
ance that potentlal accidents (n this class
are, and will remaln, sufficiently remote in
probabllity that tre environmental risk is
extremely low. For these reasons, it 5 not
necessary to discuss such events in appli-

_cants’ Environmental Reports.

In some cases, however, where mea-
sures can readily be Incorporated Into
practical implementations of NRC cri-
teria, the NRC has recommended
design, or other, considerations based
on parameters which are in excess of
those calculated for a Class 8 LOCA.
One such example {s extending instru-
mentation, ranges to be capable of
reading contalnment atmospheric pa-
rameters at levels equlvalent to those
which would exist at estimated con-
tainment building structural limits—
such as three to four times design
pressure levels.

In considering the petitioners’ pro-
posal for underground siting as it re-
lates to the safety of the publie
agninst design basis accidents up to,
and Including, Class 8 (LOCA), the fol-
lowing points need to be considered in
addition to those already noted.

1. Present above ground contain-
ments are designed to contain the
pressures and temperatures resulting
from such accidents. '

2. Since current contalnments are
designed to withstand Class 8 (LOCA)

‘R.G. 4.2, revision 2, “Preparation of Envi-
ronmental Reports for Nuclear Power Sta-
Uonas,” lssued April 1976,

¢
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pressures, |f any releases of contain-
ment volume Lo the atmosphere were
ur elther before, during. or after

ass B8 (LOCA) accident they would
irected, by plant design, through

e elevated release point of the fil-
tered ventilation system. Equivalent
releases from underground contaln-
ments would also have to be made
from an above ground stack, and there
would be a resultant release to the en-
vironment similar to that from an
above ground contalnment,

3. Some advantages may be argurd
for the extra “hardening” of the {acill-
ty which would result If it were below
ground, such as protection against tor-
nadoes, alrplane crashes, ete, However,
all of the disadvantages which result
from the current state of the technel-
ogy (or lack of It) of constructing and
operating such plants below ground
still apply.

While It thus seems clear that for
accidents up to and Including Class 8
LOCA accidents there Is no present
need for requiring underground siting,
and that no identifiable potentially
significant increase in safety to the
public would result, this s not quite so
clear fo. Class 9 core melt accidents.
Current studies ind experience indl-
cate that whether a potential might
exist for reducing the risk from o
Class 9 core melt accident by under
ground siting depends heavily on sit-
dependent parameters, plant layout,

uipment design, and available tech-
gy in areas such as high pressure,
d closing, large diameter tunnel
d shaft sealing systems.

In addition to these variables, the
drawbacks of underground siting must
be considered—-In either a generic
study, or'consideration of a specific li-
cense application, Other design alter-
natives to underground siting, such as
filtered atmospheric venting or com-
partment venting, appear to promise
an equal measure of reductfon of risk
from a Class 9 core melt occurrence,
and with lower costs.

REVIEW Or PROPOSAL rOR HEAVY
Vacoum CONTAINMENTS

In reviewing this proposal, {t s again
necessary to ma'ke certain assump-
tions, since the petition is not explicit
as to Its rationale.

First, It (s assumed that the intent of
this proposal is to go beyond the cur-
rent requirements for containment of
LOCA-type accidents up through
Class 8 accidents, and to require con-
talnmert of a Class 9 (core melt) acel-
dent.

As noted In the underground siting
discussion, such a design requirement
is not a part of NRC regulations or
policy. However, for purposes of re-
viewing the effectiveness of this pro-
pasal, It will be assumed that such a

andition exists due to Insufficient
ling of reactor core and contaln-
t with a resultirg core meltdown.
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Second, in the absence of a definl-
tion in the petition of what would con-
stitute a heavy vacuum, it will be as-
sumed that this level 18 about 1 psia,
which is a practical technological limit
and the level used at the Pickering
CANDU reactors, which empley a
vecuum building.* AlsQ, 1 psia maxi-
rizes the potential benefits which
could be postulated from the petition-
ers’ proposal.

Third, the assumed design objective
{s to have containment walls and dome
capable of remaining leaktight before,
during and after core melt with re-
spect to direct release of flssion prod-
ucts, while assuming that the core will
melt through the containment floor
into the soils or rock on which the
containment bullding rests.

In WASH-1400," an analysis of core
melt sequences, probabilities and con-
sequences are presented In Appendix
VIII, “Physical Processes {n Reactor
Meltdown Accidents” and its sub-Ap-
pendix E, “Contalnment Fallure
Modes Evaluations” Of Interest in
evaiuating this proposal Is the follow-
jror; Information from those references:

Current Current
pressurized- bolling waler

water reactor reactor
(PWR) (BWR)
Pounds per square inch
absolute
Calculated class §
acc'dent pressure ... 54 54
Containment design
Pressure e 8 n
Calculated
containment .
fallure pressure.... 100218 175228
Estimated class 9 $
accident pressure .. ~140 -~ W80

When comparing the pressure reduo-
tion derived from the second assump-
tion above with the WASH-1400 flg-
ures given above, it can be seen that
the additional pressure margin pro-
vided by mamntaining a 1 psia vacuum
on current<day contalnments ls very
small. Heavy vacuum would reduce
any accident pressure In the contaln-
ment by about 14 psi. It Is also appar-
ent that the objective stated In the
third assumption of avolding direct re-
lease of fission products through the
contalnment walls or dome under core
meltdown conditions cannot be met by
using & heavy vacuum contalnment,
The pressure would still bulld to a
level two to three times greater than
the pressure for which the current
containment structures are designed.

s*Uacuum Contaloment Systems for -

Multi-Unit Nuclear Power Stations” by E
W. Fee and Q. E. Shaw, VI1 Congres Inter
national, “Le Confinement de la Radloactl-
vite dans, I'Utilisation of I'Energie Nu-
cleaire,” Versallles, 28-31 Mal 1974, Societe
Prancalse de Radiopiotection. .

Y CASH- 1400 (NUREG-T5/104), “Reactor
Safeuy Study,” October 1978,

¥

To attempt to deslgn the current
generation of containments to with-
stand three times thelr current design
pressures wou'!d be costly and would
still be ineffective. Even If a stronger
containment were built, the maxtraum
result would be to permit the core to
melt through the base mat before the
continuing pressure buildup would
otherwise eventually breach the con-
tainment structure. Also, increasing
the containment building volume to
limit the resulting pressures to a level
resembling current design pressure
levels would have the same drawbacks
as the stronger containment concept.

The factor which will reduce the ef-
fectiveness of the heavy vacuum con-
cept to contain core melt regardless of
containment design pressure, is that
the air pressent i{nside a containment
which Is under atmospheric pressure is
a relatively minor contributor to the
potential maximum pressure. The
major contributors to the final pres-
sure are the steam, hydrogen generat-
ed by the metal-water reactions, and
non-condensible carbon dloxide gener-
ated by the action <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>