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EXECUTIVE SUMMARY

Rancho Seco Nuclear Generating Station
NRC Inspection Report 50-312/07-03

This was an announced inspection of the licensee’s physical security program. The areas
inspected included records and reports, testing and maintenance, protected area barrier
and detection aids, assessment aids, alarm station and communication, security sysiem
power supply, security program plans and procedures, compensatory measures, protected
area access control of personnel and packages, personnel training and qualification,
management suppory, security program audit, and review of previous inspection findings.
During this inspection, the reactor was shut down and defueled.

Plant Support
. A very good records and reports program was in place. The security staff was

correctly reporting security events (Section 1.1).

. A very good testing and maintenance program was in place. Timely repair of
security equipment resulted in a low number of compensatory posting hours for
security officers (Section 1.2).

. An effective protected area barrier and detection system were in place that would
provide delay and detection of individuals attempting unauthorized entry.
Additionally, the protected area barrier and detection system effectively limited
access to only authorized personnel (Section 1.3).

. The assessment aids system inside the protected area provided excellent
assessment of portal alarms, and produced a very good image on monitors in the
security alarm station (Section 1.4).

. A very gocd alarm station and security radio communication system was
maintained. Two pieces of communication equipment were inoperative
(Section 1.5).

. Security backup power supply system performed we!l (Section 1.6).

. Changes to security programs and plans did not decrease the effectiveness of the

plans. Implementing procedures met performance requirements in the phvsical
security plans (Section 1.7).

. The compensatory measures program had been effectively implemented. Security
personnel were well trained on the program requirements (Section 1.8).



A very good program for searching personnel and packages entering the protected
area had been maintained (Section 1.9).

A very good security training program had been implemented. Security officers
displayed excellent conduct, confidence in their training, and knowledge of the
procedural requirements (Section 1.10).

The securnty program had been effectively managed by a well trained and highly
qualified staff, and was provided strong management support. Tne morale of the
security officers was very good (Section 1.11).

The annual security audit provided an excellent evaluation of the security program

and was determined to be a strength in the overall security program (Section 1.12).
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1.2

_ 2port Details

PHYSICAL SECURITY PROGRAM (81700)

The inspector reviewed elements of the physical security program in order to
determine adequacy and compliance with the NRC-approved Rancho Seco Physical
Security Plan for Long Term Defueled Condition, Amendment 6, Supplement 1,
dated January 15, 1993. Evaluations and determinations were based primarily on
observations of activities, review of records, and interviews with personnel. The
following paragraphs describe the inspection findings in each of the program areas
inspected.

Records and Reports

Inspection Scope

The inspector reviewed safeguards event logs and security incident complaint
repcrts to determine compliance with the requirements of 10 CFR 73.71 and the
physical security plan.

Observations _and Findings

The inspector reviewed the security event logs and the security incident complaint
reports from April 1996 to May 1997. There were no events recorded in the event
log; there were 76 incident complaint reports recorded. The inspector determined
that the licenisee conformed to the regulatory requirements regarding the reporting
of security events. The security complaint incident reports were organized in
numerical sequence and easy to audit. The licensee’'s records included trending and
analysis of the security incident complaints.

nclusion

A very good records and reports program was in place. The security staff was
correctly reporung security events.

Testing and Maintenance
In 1on

The inspector reviewed the  ~ting and maintenance program to determine
compliance with the requirern,.nts of the physical security plan.

Observations and Findings

The inspector determined through interviews with security officers and supervisors
and a review of records that repairs to security equipment were completed in a
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timely manner. The timely response to repair detection aids, access control
equipment, and security door locks resulted in a low number of compensatory
postings.

Conclusions

A very good testing and maintenance program was in place. Timely repair of
security equipment resulted in a low number of compensatory postings.

Protected Ar rrier an tion Aids

Ins 10N _Scope

The inspector reviewed the licensee’s protected area barriers and detection aids to
determine compliance with the requirements of the physical security plan. (Note:
The licensee had no vital areas or vital equipment as defined in 10 CFR 73.2.)

Observations and Findings

The inspector determined through observation that the protected area (the Fuel
Storage Building) was appropriately locked and alarmed and that the protected area
barriers were adequate to ensure delay of a potential adversary, and to ensure that
unescorted access was limited to authorized personnel. The alarm system
consisted of balanced magnetic switches at the entry points to the protected area
and infrared and microwave detection aids inside the protected area. The alarms
annunciated in a continuously manned alarm station. The inspector verified throuah
testing that an alarm for each component annunciated in the alarm station. The
protected area door locking mechanisms and alarms were properly tested.
Emergency exits from the protected area were locked and alarmed.

The inspector conducted a review of the lock and key inventory records and keys in
storage and verified that security related locks and keys for the protected area
barrier were controlled in accordance with commitments in the physical security
plan.

nciusion

An effective protected area barrier and detection system were in place that would
provide delay and detection to individuals attempting unauthorized entry.
Additionally, the protected area barrier and detection system effeztively limited
access to only authorized personnel.
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Assessment Aids

In 1on_Scope
The inspector reviewed the assessment aids to determine compliance with the

physical security plan. The areas inspected included the closed-circuit television
monitors located in the alarm station.

Observations and Findings

The inspector verified through observation that a closed circuit television system
was installed inside the protected area and that the closed circuit television cameras
were positioned to provide assessment of the protected area portal alarms.
Following an alarm, each closed circuit television camera produced a very good
image on a monitor in the security alarm station.

nclusion

The assessment aids system inside the protected area provided excellent
assessment of portal alarms and produced a very good image on monitors in the
security alarm station.

Al Stati i ¢ —
| ion Sco

The inspector reviewed the communication capabilities to determine compliance
with the requirements of the physical security plan. The areas inspected included
the operability of radio and telephone systems and the capability to effectively
communicate with the local law enforcement agencies through both of the systems.

rvations and Findin

The inspector determined through observations and interviews that the security
alarm station, located in the control room, was equipped with appropriate alarm,
surveillance, and communication capability. The alarm station was continually
manned by a Control Room Operator/Alarm Station Operator whose duties did not
interfere with the execution of assessment and response functions. The inspector
determined that the Control Room Operator/Alarm Station Operator was capable of
maintaining continuous communication with each security officer on duty and was
also capable of calling for assistance from the local law enforcement authority. The
licensee maintained an adequate number of portable r dios for use by members of
the security organization. Radio checks with the loci.i law enfcrcement authority
were conducted at ieast once each 24 hours.
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1.7

During this inspection, while in compliance with the physical security plan, the
licensee’s ring-down telephone to the Sheri‘f's Office and one of the security

department’s radio channels were temporarily inoperative. The licensee utilized
alternate means of communication to meet physical security plan requirements.

nclusions

A good alarm station and a security radio communication system were maintained.
Two pieces of communication equipment were inoperative.

Security System Power Supply
Inspection Scope

The inspector reviewed the security system power supply to determine compliance
with the physical security plan.

rvations and Findin

The physical security plan requires that sufficient backup power for a specific period
of time be provided to the security computer, alarm system, and the radio
communications system. The licensee provided this backup power through multiple
uninterruptible power supply systems. During this inspection, the licensee tested
the backup power for the security computer and the alarm system as discussed in
paragraph 2.1 below. The systems performed as required under the security
backup power supply system.

lusion
The security backup power supply system performed well.
Security Program Plans and Procedures
in ion
The inspector reviewed the physical security plan and the implementing procedures
to determine compliance with the requirements of 10 CFR 50.54(p) and the physical
security plan.

rvati nd Findi
The inspector determined through interviews and observations that security,
contingency, and training and qualifications plan changes did not decrease the
effectiveness of the respective plans. The latest NRC-approved plans included:

(1) Rancho Seco Physical Security Plan for Long Term Defueled Conditions,
Amendment 6, Supplement 1; and (2) Rancho Seco Security Training and



1.8

1.9

Qualification Plan for Long Term Defueled Condition, Revision 3. Both plans were
dated January 15, 1993,

The inspector verified that the licensee had an effective management system for the
development and administration of procedures and that changes to the procedures
did not reduce the effectiveness of the licensee’s security program.

onclusion

Changes to security procgrams and plans did not decrease the effectiveness of the
plans. Implementing procedures met performance requirements in the physical
security plans.

Compensatory Measures
inspection Scope

The inspector reviewed the licensee's compensatory measures program to
determine compliance with the requirements of the physicai security plan. The
areas inspected included deployment of compensatory measures and the
effectiveness of those measures.

Observations and Findings

The inspector confirmed that the licensee depioys compensatory measures in a
manner that adequately compensates for any degraded security system. The
inspector determined through interv.ews of security officers that the officers
scheduled to be assigned to compensatory posts were adequately trained for those
duties.

lusion

The compensatory measures program was effectively implemented. Security
personnel were well trained on the program requirements.

r rol of P | an
n ion
The inspector reviewed the access controi program for personnel and packages into

the protected area to deteimine compliance with the physical security plan. (Note:
It is not possible for vehicles to enter the protected area.)



Observations and Findings

Upon entering the industrial area, peiscns were issued a photo-identification
security key card v‘hich authorized access, as appropriate, 1o the industrial area and
the protected area. Persnns not authorized a key card were escorted &t all times
within the industrial and protected areas. Prior to lsaving the industrial areq, all
persons left their key card with the actending security officer.

The inspector determined through observations that nersonnel access to the
protected area was effective’ controlled. The inspector verified that ihe licensee
had a search program as \itted to in the physical security plan for firearms,
explosives, incendiary d ., and cther unauthorized materials. The fixed metal
av.ector and the explosive fetector at Security Door FB-308 were inspected and
tound to be functional and weil maintained. The inspector verified that personnel
were properly identified and authorization was verified pr.or to the security officer
unlocking Security Docr FB-308 and providing access 1o the protected area. The
inspector verified that the licensee maintained escort procedures for visitors
authe :nd access Intc the protected area.

In auuiion to the protected area at the spent Fuel Bu.lding, the licensee also
maintained "security areas” throughout portions of the Turbii:e Building (industrial
area). Security areas included the control room (housing the security alarm
console), and the communications room (housing the two security computers).
Personne! utilized their photo identification key card to access these security areas,

The inspector reviewed background investigation screening files for three individuals
authorized access to the industrial and protected areas. The licensee had
canracted with Wackenhut Incorporated to complete the required background
investigations. All screenirg files were accurate and complete.

As an initiative, the licensee continued to submit the fingerprints for all persons
requesting unescorted protected area access, to the California Department of
Justice. The principle advantage of this system, is that once an empioyer (such as
the licensee) registers a person with California Department of Justice, the employer
will be notified of any future renorted criminal activities involving this person.
(Note: In accordance with 10 CFR 73.56, the licensee also submitted fingerprints
through the NRC to the Federal Bureau of irvestigation.)

Conclusion

A very good program for searching personnel and packages &i *ering the protected
area was maintained.
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1.10 Personnel Training and Qualification

1.1

Inspection Scope

The inspector reviewed the licensee's security training and qualification program to
determine compliance with the requirements of the training and qualificaiion plan.

rvations and Findi

During the inspection, the inspector observed security officers performing their
duties. Without exce. .on, the security officers displayed excellent conduct,
confidence in their training, and knowledge of the procedural requirements.

The security organization conducted all required training in accordance with its
approved security, training, and contirgency plans. The inspector confirmed, by a

review of the composite security training records, that the required training was
conducted every 12 months,

The inspector determined from a review of four training records and interviews with
ser. ity officers that the licensee had an excehe... program to ensure that security
0" v s wele trai.ed, equipped, and qualified to periorm each assigned security-
relatad task or duty. The records reviewed were maintained current and well
orgenized. The inspector interviewed security officers and confirmed *hat their
annual medical examinations were thorough.

Conclusicns

A very good security training program was implemented. Security officers displayed
excellent conduct, confidence . . their training, and knowledge of the procedural
requirements.

Management Support
Inspaction Scope

The inspector reviewed the effectiveness and adequacy of management support to
determine 1he degree of management support for the physical security program.

rvati Fi

The inspector determined through ob.ervations and from discussions with security
force personnel that licenses management was appropriately managing th: security
program, was well informed about security program requirements, and provided
strong support for the program. Further, the inspector detearmined that the security
program was managed bv a well trained and highly qualvied security staff. All
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At

members of the security organization had a clear understanding of their duties and
responsibilities, and the morale of the security officers was very good.

Conclusions

The security program was effectively managed by a well trained and highly qualified
staft and was provided strong management support. The morale of the security
officers was very good.

s ity Program Audi
In ction

The inspector reviewed the annual audit of the NRC-approved physical security
program to determine compliance with the physical security plan, contingency plan,
and ‘raining and qualifications plan.

The inspector reviewed Audit Report 96-A-015, dated December 24, 1896, which
documented the licensee’s audit of the Rancho 3eco Security Program and the
effectiveness of program implementation. This audit was conducted during the
period December 9-18, 1996, and concluded that the Ranch Seco Security Program
was appropriate for a defueled plant and was effectively implemented in accordance
with the permanently defueled techrnical specifications and the physical security
plan. Additionally, the inspector determined throvah a review of records that the
audit team was independent of piant security managenient and plant security
management supervision and that the audit results were reported to the appropriate
level of management. The inspector determined that the audit report was a
program strength.

Conclusions

The annual security audit provided an excellent evaluation of the security program
and was determined to be a strength in the overall security program.

FOLLOWUP (92904)

| ion Fol : -01: interrupti r |
System

During a previous security inspection the licensee had recently completed an
upgrade to the uninterruptible power supply system; however, final testing of the
uparaded equipment had not been completed. Additionally, the licensee had not
developed a procedure for testing this equipment and was unable to demonstrate
the capability of the unintern iptible power supply system.
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During this inspection, the inspector reviewed the licensee’s proceaure for testing
the uninterruptible power supply system and also observed the licensee conduct a
rest of this system. The licerisee’s test of this system demonstrated the ability of
security equipment to satisfactorily operate on hHackup power.

EXIT MEETING

The inspector presented the inspection results to members of licei.see management
at the conclusion of the inspection on June 5, 1997. The licensee acknowledged
the findings presented.



ATTACHMENT

SUPPLEMENTAL INFORMATION
PARTIAL LIST OF PERSONS CONTACTED
Licensee
R. Duperron, Supervisor, Security Operations
J. Field, Superintendent, Technical Services
H. Humphrey, Supervisor, |1&C Maintenance
W. Koepke, Supervisor, Quality Control
S. Redeker, Manager
T. Robinson, Supervisor, 1&C
T Tucker, Superintendent, Operations
W. Wil=an, Gupervisor, Radiation Protection/Chemistry
INSPECTION PROCEDURES USED
IP 81700 Physical Security Program for Power Reactors

IP 92904 Followup - Plant Support

LIST OF ITEMS OPENED CLOSED AND DISCUSSED

Items Ciosed

50-313/9602-01 iFl Uninterruptible Fower Supply System

LIST OF DCCUMENTS REVIEWED
Security Event Logs and Incident Complaint Reports from April 1996 to May 1997

Plant Maintenance Manual Procedure, 1.408, Revision 26, "Security Door Card  =aders and
Alarms"

Rancho Seco Audit Report No. 96-A-015, dated December 24, 1996

Composite list of dates of training and medical examination



