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Secretary of the Comission
U. S. Nuclear Regulatory Comission
Washington DC 20555
ATTN: Docketing and Service Branch

Dear Sir: .

Comments on Proposed Changes to
Safeguards Repot tinz Requirements

Portland General Electric Company (PGE) appreciates the opportunity to
coment on the proposed changes to the safe:;uards reporting requirements
(10 CFR Parts 70, 72, 73, and 74) that we.,re published on August 27, 1985
(50 Federal Register 34710). Our coments address the reporting
requitecents of 10 CFR 73.71 which apply to nuclear power reactors, and for
which implementation guidance is provided in proposed Revision 1 to
Ree,;ulatory Culde 5.62.

As a member of the Physicel Security Coordinating Group, KMC, Inc. , PGE
endorses the position taken by the Group. We support the Comission's
efforts to revisa this area of regulation, however we believe that the
proposed rule in its present form will lead to an increased reporting
burden on licenseec without a comensurate increased level of protection.
PGE participated in coments provided to the Comission by the Physical
Security Coordinating Group which support this position. We are not,
however, in complete agreesunt with the Croup's coments on safeguards
events reportable within one hour.

It is our belief that the neod for imediate NRC notification exists only
when a security-related ircident which poses a threat to the plant and/or
the public health and safety has occurred or is believed to be iminent.
The event described in Paragraph I(b). Appendix G of the proposed rule
revision does not meet this criterion. The discovered failure or
vulnerability of a safeguards system does not of itself present an iminent
threat. If the circumstances surrounding the equipment failure involve any

,

of the other one hour reporting events (such as thef t, tampering, or entry!

by unauthorized persons), then imediate NRC notification seems prudent.
In their absence, however, the reporting urgency lessens considerably. It
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is the act or inuninent threat of thef t, sabotage, or unauthorized access
and not the failure of a particular security system component that could
conceivably require inusediate NRC (and other national level) involvement.
This is true regardless of when compensatory meavures are implemented. The
failure of a system component should not require an emergency notification
simply because compensation was not completed within 10 minutes. It is our
belief that failure to meet a specific time criterion should more
appropriately be the subject of a 30 day written report. This not to say
that establishing proper compensatory measures is unimportant. Licensees
are responsible for effective security programs which ensure prompt
response to cecasional equipment problems.

PGs supports the effort to clarify the reporting requirements for
safeguards events, as well as eliminate unnecessary reports. Our specific
conunents, along with those of the Physical Security Coordinating Group,
have been provided in the interest of achieving that objective.

Sincerely,

^:'_

Bart D. Withers
Vice President
Nuclear
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December 23 1985
ST-HL-AE-1552
File No.: G23.3

Secretary of the Commission
U.S. Nuclear Regulatory Comission
Washington, D.C. 20555

Attention: Docketing and Service Branch

| Subject: Changes to Safeguards Reporting Requirements Proposed Rule -
, 50FR34706
!

Dear Mr. Secretary:

Houston Lighting & Power Company has reviewed the subject proposed rule4

'

regarding safeguards reporting requirements and offers the following
comments.

We do not believe that the 24 hour recording and quartarly reporting |<

requirements proposed in 73.71(c) provide sufficient aid to the Cors.lssico to
warrant the burden t.aing placed on licensees. It is our recommendation that

i licensees be required to maintain these records in a system that is
; convenient to the licensee (logs, computer printouts, data sheets, etc.) and

have these records available for inspectors frocn the NRC Office of Inspection
and Enforcement to review during routine inspections. A requirement to log
each and every security system fault and to transmit a package of such

! reports to the Cornmission quarterly appears to be nonproductive.

Proposed Part 73 Appendix G Part I(a)(3) identifies " interruption of
normal service" as a threshold for reporting. We believe that this should
not be a threshold; rather, the rule should identify sabotage or intent to

i comit sabotage as a threshold for reporting.

Proposed Part 73 Appendix G Part 1(b) d ? fines "co.npensatory :newure".
We do not believe that it is necessary to describe this in 100FR. Also, this

'part of Appendix G would be much clearer without it.
:
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To aid in explanation of our comments, we have arnotated the attached
copy of the proposed changes to 10CFR73. If you have any questions, please
contact me at 713-993-1330.

'

Very truly curs,
. :/ ! ~

nbuhg; ~
'~

M. .W o
Manager, Nuclear Lice sing

MAM/bjf

Attachment

cc: J. H. Goldberg
J. G. Dewcase
G. G. Parker
A. O. Hill
D. E. Moore
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ATTACitMENT <

COMPARATIVE TEXT COMMENTS ON 73./l

i
5 73.71.Peports of unaccounted for shipments, suspected thef ts. or

unlawful diversions and other safeguards events.

' (a) (1) Each licensee subject to the provisions of 5 5 73.25,

73.26, 73.27(c), 73.37, 73.67(e), or 73.67(g) shall notify the NRC

!
Operations Center within one hour af ter discovery of the loss or any

shipment of SNM or spent fuci, and within one hour af ter recovery of or
'

accountability for such lost shipment.
,

i
i

(2) This notification must be made to the NRC Operations Center

listed in appendix A of Part 73 of the chapter via the Emergency Noti-

fication System, if the licensee is party to that system. If the Emer-

gency Notification System is inoperative or unavailable, the licensee

shall make the required notification via commercial telephonic service
4

or other dedicated telephonic systems or any other method that will

ensure that a report is received by the NRC Operations Center _within one

j hour. The exemption of 5 73.21(g) (3) applies to all telephonic reports
t

required by this section.>

!

(3) The licensee shall, upon request of the NRC, maintain an open

and continuous communications channel with the NRC Operations Center.
!

4
,
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(4) The initial telephonic notification must be followed within a

period of thirty (30) days by a written report submitted to the U.S.

Nuclear Regulatory Commission, Document Control Desk, Washington, D.C.

20555. The licensee shall also submit one copy each to the appropriate

NRC Regional Office listed in Appendix A to this part and if applicable

the appropriate NRC Resident Inspector.

(5) Significant supplemental information which becomes available

after the initial telephonic notification to the NRC Operations Center

or af ter the r,ubmission of the written report must be telephonically

reported to the NRC Operations Center listed in Appendix A of Part 73 of<

this chapter and also submitted in a revised written report to the

Regional Office, the Document Control Desk and if applicable the appro-

priate Resident Inspector. Errors discovered in a written report must be

corrected in a revised report. The revised report must replace the

previous report; therefore, the update must be a complete entity and not

contain only supplementary or revised information. Each licensee shall

maintain a copy of the written report of an event submitted under this

section as a record for a period of three years from the dar.e of the

report.

(b) (1) Each licensee subject to the provinfons of 5 5 73.20,

'

73.37, 73.50, 73.55, 73.60 and 73.67 shall notify the NRC Operations

Center listed in appendix A of Part 73 of this chapter within one hour

of discovery of the safeguards events described in paragraph I. (a) (1)

of Appendix C to this part. Licensees subject to the provisions of

-
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$ 5 73.20, 73.37, 73.55, 73.60 and each. licensee possessing strategic

special nuclear material (SSMN) and subject to 5 % 73.67(d) and (e)

shall notify the NRC Operations Center within one hour af ter discovery

of the safeguards events described in paragraphs I. (a) (2), (3) (4),

(b), and (c) of Appendix G of this part.

(2) This notification must be made in accordance with the re-

quirements of paragraphs (a) (2), (3), (4), and (S) of this r,ection.

(c) (1} Each licensee subject to the provisions of 5 5 73.20,,

) 73.37, 73.50, 73.55, 73.60,. and each licensee possession SSNM and

subject to 5 6 73.67(d), and 73.67(e) shall meinenin-a-euceene-leg-and

record the safeguards events described in paragraphs II. (a) and (b) of

the Appendix C to this part within 24 hours of discovery by a licensee

employee of the licensee's contract security organization. The licensee

shall retain the leg-of-evenes record eeeerded-under-ehis-seetion-es-a

eeeerd-for-eheee one year efter-ehe-lase-enecy-in-made-in-eneh-leg.

(E}--Every-eheee-meneksy-eaeh-14eensee-shall-submie-ee-ehe-NRG

eeples-of-all-safeguards-evene-leg-enecies-nee-peevleusly-submiteedr

Eneh-licensee-shell-submie-ene-eepy-of-eneh-ef-ses-leg-enecies-ee-ehe

FrSr-Nuetear-Regulatory-Gemmissieny-Bocemene-Generel-Desky-Washingtony
,

i

BrGr--265557-end- f-applicable-ehe-eppeepeinte-NRG-Realdene-Inspeeeer.'

'; '

.,

1

.(d) Each licensee shall submit to the Commission the 30-day

written reports and-eeples-of-ehe-sefeguards-evene-leg-enecies required

,
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under the provisions of this section that are of a quality which will

permit legible reproduction and micrographic processing. If the' facility

is subject to 5 50.73 of this chapter, the licensee shall prepare the

written report on NRC Forms 366 and 366A. If the facility is not subject

to 5 50.73 of this chapter, the licensee shall not use these forms but

shall prepare the written report in letter format. In either case the

report must include sufficient information for NRC analysis and eval-

untion.

(e) Duplicate reports are not required for events that are also

reportable in accordance with 5 5 50.72 and 50.73 of this chapter.

4. A new Appendix C is added to read as follows:

Appendix G - Reportable Safeguards Events

Pursuant to the provisions of 10 CFR 573.71(b) and (c), licensees

subject to the provisions of 10 CFR S 5 73.20, 73.37, 73.50, 73.55,

73.60, and'73.67 shall report or record, as appropriate, the following

safeguards events.

I. Events to be reported within one hour of discovery, followed by a

written report within thirty days

(a) Any event in which there is reason to believe that a person

.has committed or caused, or attempted to commit or cause, or has made
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a credible threat to commit or cause:

(1) A theft or unlawful diversion of special nuclear material;

or

(2) Significant physical damage to any fac1' t ty possessing SSMN

or its equipment or carrier equipamnc tionsporting nuclear

fuel or spent nuclear facility, or to the nuclear fuel or

spent nuclear fuel a facility or carrier possesses; or

(3) Intereupeton-of-nermal-eperneien-of Sabotage a licensed

nuclear power reactor through the unauthorized use of or

tampering with its machinery, components, or controls

including the security system.

(4) Smuggle unauthorized materials into the facility where there

is reasonable belief it might be used for sabotage.

i

;

_(b) Any failure of a safeguards system er-diseevered-neninhecene

vulnerabilfey-in-a-system-ehne-eenid-allow-unautherined-er

undeeeeeed which persists beyond 10 minutes without proper

compensation and would allow unauthorized persons undetected

access to a protected area, material access area, controlled

.

| access area, vital area or transport; fee-whfeh-peeper

eempenseeery-measures-have-nee-been-establ!nhedr-A Upeeper
;

ueempensneecy-measuee -fee-a-pacefenlee or would allow entry
.

|

|

.
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- of unauthorized materials into those areas. Safeguards-

evenes-as-used-in-ehis-Appendix-means-a-measuee-ehae-is

speeffled-in-a-seeneity-ee-eeneingency-plan-er-secuefey

preceducer-if-the-pacefenlar-safeguards-evene-is-nee-de-

seefbed-in-a-plan-er-procedurey-ehen-n upeeper eempen3neory

measure -means-a-measure-implemeneed-wiehin-40-minutes-of-anu

evenels-diseevery-ehee-prevides-a-level-ef-security-essen-

etally-equivalene-ee-ehne-exiseing-before-ehe-evene.

(c) Any unauthorized entries through a required barrier (whether

or not the event is properly compensated).

11. Events to be recorded within 24 hours and-submieeed-in-quareeely

lu-

(a) Any failure of a safeguards system or discovered vulnerabil-

ity in a system that could allow unauthorized or undetected access to a

protected area, material access area, controlled access area, vital

area, or transport, or failure of equipment used in contraband search,

fer-whieh-proper-eempenseeery-measures-have-been-established.

(b}---Any-eeher-failuee-of-a-safeguards-syseem-ne*-included-in

paragraph-ifr-fe)-ef-ehis-eppendin-if-the-failuee-degrades-ehe-effee-

eiveness-of-ehe-system.

.
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