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Secretary of the Commission
U. S. Nuclear Regulatory Commission
Washington, D.C. 20555

Attention: Docketing and Service Branch

Re: Comments Regarding: 1) Proposed Changes to Safeguards Reporting
Requirements, 10 CFR, Parts 70, 72, 73, and 74
Published August 27, 1985, and

2) Proposed Revision 1 to Regulatory Guide 5.62 -
" Reporting of Physical Security Events,"
Task Number SG-901, Published November 1, 1985

Gentlemen:

Baltimore Gas and Electric Company is pleased to submit its comments
regarding the proposed revisions to the Safeguards Reporting Requirements. We
commend the Commission for attempting to reduce and clarify these reporting
requirements and support this position. However, we believe, as published,
some of the proposed changes do not reduce, but increase, both the costs and
the administrative burden on the licensee. Additionally, while the reporting
requirements are somewhat clarified by these changes, we believe they can be
further improved.

In particular, the requirement to establish and submit quarterly a
separate log, which records events not reported to the NRC, greatly increases
the administrative burden on the licensee. Presently, the NRC reviews
existing records (e.g. Maintenance Requests) as part of their routine on-site
inspections and is given copies of any relevant documents. BG&E cannot find
any benufits which justify the costs associated with the start-up and
maintenance o f' a system that duplicates the existing documentation.
Additionally, we believe this new requirement will also be burdensome for the
Commission because it will result in a deluge of new and unnecessary
Safeguards Information (10 CFR 73.21) which must be reviewed, correlated,
analyzed, and stored.
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Secondly, some of the items requiring a one hour report are not as
explicit or easily determined as the theft of nuclear material. For example,
the discovery of an unaccounted card key or a fire of unknown origin both I

require time, which could be longer than one hour, to investigate and gather |

sufficient information to establish their probable cause (e.g., equipment
,

malfunction). The NRC itself in Information Notice 85-80, has recognized the'

importance of ensuring that the personnel making such reports are
"sufficiently knowledgeable of the event to report it correctly." It is our
belief that allowing the licensee time to investigate und establish a ;

reasonable belief that a credible threat exists prior to making a report, will
not impede reporting of clear cut events, such as on-site intrusion within one
hour. It will, hewever, reduce the number of unnecessary or cursory reports
which could be made under the proposed wording of this rule.

A third area of concern pertains to the use of a Licensee Event Report'

(LER) for Physical Security Events. Since the LER is a public document, it
may be difficult for licensees to adequately and accurately report the
confidential and sensitive information often contained in Security reports.
Additionally, we are concerned that this information may be inadvertantly
released to the public. For these reasons, we are opposed to the use of LER's

I and favor the use of letters for reporting physical security events.

! Finally, we have made comments regarding the sections of the proposed
rule and associated regulatory guide which address the interruption of normal
operation. While we understand this terminology was added to ensure the rule
conforms with the Atomic Energy Act, we believe the intent of this requirement
involves an interruption of operation caused by malicious acts. However, the

,

wording in the proposed rule does not imply this or make it clear. Since an1

LER is prepared anytime the safety system is challenged (eg. reactor trip) and
duplicate reporting will be deleted, we believe the wording can be modified to
better clarify and define the types of acts that should be reported.

BG&E has enclosed comparative texts of both the rule (Enclosure 1) and
the Regulatory Guide (Enclosure 2) which are consistent with our general'

! comments. We believe the adoption of these comments will reduce and clarify
the reporting requirements as well as ensure the NRC is involved in any4

situation that compromises the security of our facility.

My staff and I are available to discuss any comments you may have on this
subject.

,', Apincerely,

b b V |A }|-

N[J.Bowmaker |
// 1"NJB:BFO:ja
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ENCLOSURE 1

! COMPARATIVE TEXT COMMENTS ON 73.71
!

Sec. 73 71 Reports of unaccounted for shipments, suspected thefts, or
unlawful diversions and other safeguards events.

,

(a)(1) Each licensee subject to the provisior.s of Seations 73 25, 73 26,

73 27(c), 73 37, 73.67(e), or 73.67(g) shall nccify the NRC Operations Center
!

within one hour after discovery of the lots of any shipment of SNM or spent
!

fuel, and within one hour after recovery of or accountability for such lost

shipment.
,

(2) This notification must be made to the NRC Operations Center listed

in appendix A of Part 73 of this chapter via the Emergency Notification

System, if the licensee is party to that system. If the Emergency

Notification System is inoperative or unavailable, the licensee shall make the'

required notification via commercial telephonic service or other dedicated

I telephonic systems or any other method that will ensure that a report is

!

]
received by the NRC Operations Center within one hour. The exemption of

Section 73.21(g)(3) applies to all telephonic reports required by this

section.
i

i

' (3) The licensee shall, upon request of the NRC, maintain an open and

continuous communications channel with the NRC Operations Center.

- (14) The initial telephonic notification must be followed within a period

of thirty (30) days by a written report submitted to the U.S. Nuclear

I Regulatory Commission, Document Control Desk, Washington, D.C. 20555. The
:

licensee shall also submit one copy each to the appropriate NRC - Regional

Office listed in Appendix A to this part and if applicable the appropriate NRC

Resident Inspector.

;

i

i

l

, _ . _ _ ._ , .,_. _ ... _ . _ - , _ _ . _ _ _ . . , . _ . . _ _ _ _ . _ _ , , _ _ _ .
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(5) Significant supplemental information which becomes available after

the initial telephonic notification te the "RC C;eratione Center er after the-

cut =incien of the "ritten repert- must be telephonically reported to the NRC

Operations Center listed in Appendix A of Part 73 of this chapter. 2nd elec

cubritted If a written report has been submitted and supplemental information

becomes available or an error has been discovered in that report a revised

written report must be sent to the Regional Office, the Document Control Desk

and if applicable the appropriate Resident Inspector. Orror: 270 ditcovered

4c : th: Original uritten .c;;rt uct 50 cerrected in 2 revised re;crt. The

revised report must v;12 e th p.evicue .c;;rt, th:r:fere, the c;date =uct 50

complete entity and not contain only supplementary or revised information.2

Each licensee shall maintain a copy of the written report of an event

submitted under this section as a record for a period of three years from the

date of the report.

(b)(1) Each licensee subject to the provisions of Sections 73 20, 73 37,

73 50, 73.55, 73.60 and 73.67 shall notify the NRC Operations Center listed in

appendix A of Part 73 of this chapter within one hour of discovery and

establishment of a reasonable belief that the event poses a credible threat to

the facility the safeguards events described in paragraph I.(a)(1) of Appendix

G to this part. Licensees subject to the provisions of Sections 73 20, 73 37,

73.55, 73.60 and each licensee possessing strategic special nuclear material

(SSNM) and subject to Sections 73 67(d) and (c) shall notify the NRC

Operations Center within one hour after discovery and establishment V s,

reasonable belief that the event poses a credible threat to the facility the

safeguards events described in paragraphs I.(a)(2), (3), (b), and (c) of

Appendix G to this part.

|

!
|

|
!
,

- _ _ _ . _



_ _ _ - - -

!.
,

-3- |

|
*

.

.

(2) This notification must be made in accordance with the requirements

of paragraphs (a)(2), (3), (4), and (5) of this section.

(c)(1) Each licensee subject to the provisions of Sections 73 20, 73 37,

73 50, 73 55, 73 60, and each licensee possessing SSNM and subject to Sections

73.67(d), and 73.67(e) shall nint2in cu. rent 10; 2nd record the safeguards

events described in paragraphs II.(a) and (b) of Appendix G to this part

within 24 hours of discovery by a licensee's empley:: 0 .- :25 0.- of the

licenree's centr 20t recurity cr;2ni:2 tier security organization to include the

licensee's contract security base if applicable. The licensee shall retain

the 10; cf evente record re :.-d:d under thie ::: tion :: a re:Ord for thr:: one

years. Ofter the 12 t entry is r de in esek l' +

(2) Every thrc: :: the, :::h licen :: chali nutrit t the "RC 00;10: Of

all e2feg r rde event leg entrier net previcuely cubri_ted. Erch licenree

chcli ;; tait n :py of ::ch of it leg entrie: to th " S. "ucle2r.

Regu12tery Cerriccien, 00 ucent Centr:1 00;k, "::hington, 0.C. 20555, 2nd if

2pplic ble the 2ppr:pri2te "RC ?::ident Inspecter.

(d) Each licensee shall submit to the Commission the 30-day written

reports 2nd copiee of the e2feguarde evert leg entriee required under the

provisions of this section that are of a quality which will permit legisle

reproduction and micrographic processing. If the facility 1 cubject-t.e

4:0tien 50.73 of thi ch ;t:r, th: lic:ne:: ch:11 pre? re the "ritten report

en "RC F:rt: 355 :nd 355f.. !f the f :ility is n t cuhj :t t: S ti:n 50.73 of

this chapter, The licensee shall net c:0 th::: f: :: hut ch:11 prepare the

written report in letter form. In either 02:e the re;crt which must include

sufficient information for NRC analysis and evaluation.

(e) Duplicate reports are not required for events that are also

reportable in accordance with Sections 50.72 and 50.73 of this chapter.

_ - _ . .~ . _
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4. A new Appendix G is added to read as follows:

Appendix G - Reportable Safeguards Events

Pursuant to the provisions of 10 CFR Section 73 71(b) and (c), licensees

subject to the provisions of 10 CFR Sections 73 20, 73 37, 73.50, 73.55,

73.60, and 73.67 shall report or record, as appropriate, the following

safeguards events.

I. Evente te be reperted Mithin ene hcur cf diecevery, Upon discovery

and the establishment of a reasonable belief that the event poses

a credible threat to the facility, the following events must be reported

within one hour, followed by a written report within thirty days

(a) Any event in which there is reason to believe that a person has

committed or caused, or attempted to commit or cause, or has made a credible

threat to commit or cause:

(1) A theft or unlawful diversion of special nuclear material; or

(2) Intentional cignificant physical damage to any facility possessing

SSNM or its equipment or carrier equipment transporting nuclear fuel

or spent nuclear fuel, or to the nuclear fuel or spent nuclear fuel

a facility or carrier possesses; or whereby the public health and

safety could be endangered by exposure to radiation;

(3) Int:rruption Of ner:21 0;: ration of Malicious tampering with a

licensed nuclear power reactor through the unautherized uee of er

t: ; ring with or- its machinery, components, or controls including

the security system.

(b) Any discovered failure of a safeguards system er di::: :r:d

9:ninh: rent vuln:r:tility in cyct:: that ::uld alleu uncuthori:nd er

undetect:d which persists -beyond without proper compensation for 10 minutes

eith ut pr:;;r :::; ::: tion and 5:y:nd after the establishment of a reasonable



|
-

1

-5-
.

1
,

i

'

belief that it could be exploited by unauthorized persons to gain undetected

access to a protected area, material access area, controlled access area,

vital area or transport f r uhi:P pre;;. ::; n ctory :: Cure: have r.ct been

cet blished. . " pre;;r Ocepen 2tcry recrure" "Froper compensation" for a^

particular safeguards event as used in this Appendix means a measure includes

but is not limited to measures that is are specified in a security or

contingency plan or security procedure. If the particular safcguards cvcat is

not d::;rit;d in a plan or proccdurc, th;n : "pr;;;r ;;;;;nsat;ry ::: cure"

:: n : :: ur; i:ple: nt:d eithin 10 cinut:0 Of an event' dic :: ry th:t

p. Ovid : level of ;;;urity ;;;;ntially cquivalent to that cuisting 5:f r

-th: cvent.

(c) Any uncuthori: d entries of unauthorized persons through a required

barrier uh:ther er net when the event is not properly compensated.

II. Events to be recorded within 24 hours. and cuhritt:d in qua.-t:rly 106

(a) Any failure of a safeguards system or discovered vulnerability in a

system that could be exploited by unauthorized personnel to gain undetected

access to a protected area, material access area, controlled access area,

vital area, or transport for which proper compensatory measures have been

established.

(b) ny Othe.- f:ilur: Of : fcgua.-d cyst:: not includ:d in ;;r: grapha

II.( ) of thi: 0;;;adi: if the failure degrade: th: Offectiven :: Of th;
1

cyrt "_

i
i

l

1

|
1
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ENCLOSURE 2

REGULATORY GUIDE 5.62, REV. 1

REPORTING OF PHYSICAL SECURITY EVENTS
.

A. INTRODUCTION

In 10 CFR Part 73, " Physical Protection of Plants and Materials,"

paragraphs 73 71(a)-(c) require licensees to report to the Operations Center

of the Nuclear Regulatory Commission or record f;r ;;;rt:rl; tr;;;;itt;l t;

thir-tf96, certain safeguards events. These events are those which threaten

nuclear activities or lessen the effectiveness of a security system as

established by safeguards regulations or an approved security and/or

contingency plan.

This regulatory guide provides an approach acceptable to the NRC staff

for determining when and how an event should be reported. Examples are

provided that represent the types of events that should be reported. These

examples are not intended to be all-inclusive. The applicability of events

may vary from site to site depending on the site layout.

B. DISCUSSION

The NRC requires the information reportable under Section 73 71 to keep

the NRC informed of events with potential to endanger public health and safety

or national security 2nd t: senitor t= nd in : f:g=rd: ;;t =

6::,cti.~.oaa.

Because cert.ain significant safeguards events warrant immediate

involvement by the NRC and possibly other government agencies, such as the

FBI, these reports must be telephonically reported to the NRC within one hour

of occurrence and establishment of a reasonable belief that it poses a

credible threat to the facility followed by a written, detailed report within

-- - _ _ - - , -~ _ _ - . - -
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thirty (30) days.

Certain other safeguards events which could not allow unauthorized or

undetected access to a facility, either due to their nature or because they

have been properly compensated, are required to be recorded. in : 10; and

cepire of the cecceded 1 ; cut:itt:d t: th '!RC : ry tPrce centhe.

A chart of reportable events and reporting times is included as Table 1,

to this guide.

For the purposes of this guide the following definitions apply:

Safeguards system: The equipment, personnel, and procedures that

comprise the physical protection program necessary to meet the performance

objectives of Sections 73 20(a), 73 37(a), 73 50, 73 55(a), 73.60 or 73 67

Safeguards events: Any incident representing an attempted, threatened,

or actual breach of the safeguards system or a reduction in the operational

effectiveness of the system.

Properly Compensated: Ectabliching Established measures for particular

safeguards events as included but not limited to measures that are specified

in a security or contingency plan or security procedures. If th: f gu rd:

Ovent in not d:: rit;d in th :: plan , th n ";re;;rly :::; :: t d" 2002:

::: u== 1:;10;;nt;d within 10 ;inutc; cf an ;;;nt's di;;;;;ry that Pr;;id:

level Of ::::rity : entially ;;;ival;nt to that cxisting 5;f;r: th; ;;;nt.

Guidance on acceptable compensatory measures may be found in NUREG 1045

Guidance on the Application of Compensatory Safeguards Measures for Power
,

|Reactor Licensees.

C. REGULATORY POSITION

Reports of events are required to be legible and reproducible. Li;;ns;;;

rubject te th: ;r:vicien: S tion 50.73 cf 10 CF" 50 cheuld pre;;re their

-uritt:n r:;;rt: n '!RO f;c ; 365 and 355A. Licensees 70t eutject t^ there

|
.
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;. : tici;;; should :t :: th::: f:.= : tut prepare their reports using a letter

format. In 50th es e , The information requested in the Appendix to this

guide is considered sufficient for NRC analysis and evaluation and should be
,

included as a minimum.

Events of a dual nature, i.e., having both safety and safeguards

implications and, therefore, subject to the requirements of Sections 50.73 and

73 71, do not require duplicate reports. However, the licensee should

indicate in the written report under what requirement the report is being
;
,

made, i.e., Section 50.73, Section 73 71, or Sections 50 73 and 73.71.
;

1. Safeguards Events Reportable Under Section 73.71(a)
1

Events reportable under Section 73 71(a) involve incidents in which a
~ theft, loss, or diversion of a shipment of special nuclear material (SNM) or

spent fuel has occurred or is believed to have' occurred. When a licensee or

licensee agent discovers an actual or suspected theft, loss, or diversion, a

telephonic notification to the NRC Operations Center listed in Appendix A to

Part 73 should be made within one hour of the discovery. Telephone

notification should be made via the Emergency Notification System (ENS) if the

licensee is party to that system. If the ENS is inoperative or unavailable,

commercial telephone should first be used to ensure that the required
;

notification is received by the NRC Operations Center eithi :n; h: r ;f

,

:
!

_ _ _ _
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Table I. Summary Reporting Requirements

REQUIRED REPORTS DESCRIPTION OF SAFEGUARDS EVENT

One hour telephonic report (1) Lost, unaccounted for, or recovered

followed by a written shipments of SNM or spent fuel. (Required by
report within thrity days. Section 73 71(a).) ,

(2) Acts, attempts, or , threats to commit (a)
theft or diversion of SNM or spent fuel, (b)
damage to facility, transport, or fuel, or (c)
inte. r;; tin Of r.:. ;1 cp;rc.ticr. Of malicious

-tamper 4adt with a licensed power reactor d;; t;
tampering.

.

(Required by Section
73.71(b)/ Appendix G to 10. CFR Part 73.)
(3) Uncompensated safeguards system failures
that could allow unauthorized or undetected
access into PA's, MAA's, CAA's, or VA'. or a
transport. (Required by Seation
73 71(b)/ Appendix G to 10 CFR Part 73.L ?

(4) Any un2 the.-1::d entry of an unhothorized
person through a required barrier. (Required by
Section 73 71(b)/ Appendix G to 10 CFR 73.)

.

Safeguards event W, (1) Properly ' compensated safeguards syatems
::t itted :::ry th.;; failures that if uncompensated could allow

centhe record unauthorized or undetected access into PA's,
MAA's, CAA's or VA's, or a transport. (Required
by Section 73 71(c)/ Appendix G to 10 CFR 73.)
(2) Safeguards systems failures that degrade the
effectiveness of the system but could not allow

unauthorized ?cr undetected' access, whether
compensated 0.- ot. (Required by Section

' 73.71(c)/ Appendix G to 10 CFR Part 73 ,

#

#
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di;;p;;r; cf th: :::nt. Commercial telephone numbers that may be used to

contact the NRC Operations Center are: (202) 951-0550, (301) 427-4056, (301)

427-4259 and (301) 492-8893 Other methods that may be used to ensure

notification eithin ::: heur if commercial telephone is not available include

telegram, mailgram, or facsimile. Telegrams and mailgrams should be hand

delivered to the Operations Officer at the NRC Operations Center, Maryland

National Bank Building, 7735 Old Georgetown Road, Bethesda, Maryland. For

A
information _ concerning facsimiles, contact the NRC Operations Center at (301)

.

492-8893 ,

The licensee (or agent) should also provide the NRC Operations Center

with telephonic notification within one hour of the recovery of or

accountability for the shipment, i.e.';- information such as: material located,
'

discovery of reason for loss, etc.

N Telephonic reports made pursuant to Paragraph 73.71(a) may be transmitted

over ^ unprotected lines as permitted by the exemption in Paragraph
s

,

73.21(g)(3)~. A follow-up written report must be submitted within 30 days of a

telephonic report. Licensees net cut *,e:t i: th pr;;ici:n; cf SC.73 ;f iC CFR

-50- should use letter format in preparing their reports and include all the

information described in thE Appendix to this guide within their reports.
s

They Th::: lieerwee- should submit one copy each of their written report to

the U.S. Nuclear Regulatory Commission, Document Control Desk, Washington,
,

D.C. 20555,' the appropriate Regional Office listed in Appendix A to 10 CFR

Part 73, and, if applicable, the appropriate NRC Resident Inspector. If

t

pertinent information or errors are uncovered after the initial telephone

!- s.

report er th: uritten r ;;tt '10' ::Scitt:d, the licensee should telephonically
e

notify the NRC Operations Center of _ the information$ If the information g
* ~

error is uncovered after. written report submittal, the ' licensee should submit

%

-,-
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a complete revised written reports to the Document Control Desk, the Regional

Office and the NRC Resident Inspector, if applicable. The revised report

eheuld h 2 :: ;1et entity 2 % contain -en4y- the supplementary or revised

information.

All written reports must indicate the requirement under which the report

is submitted, i.e. , Section 50.73, Section 73 71, or both Sections 50.72 and

73 71.

2. Safeguards Event Reportable Under Paragraph 73.71(b)

As required by Paragraph 73 71(b) and described in Appendix G the

following safeguards events must be reported within 1 hour after discovery and

establishment of a reasonable belief that the event poses a credible threat to

va (s?fift/ (P int], attempts, or threats to commit: (a) theft or unlawful
Idiversion of SNM or spent fuel, (b) significant physical damage to a licensed

facility possessing SSNM or carrier transporting nuclear fuel or spent nuclear

fuel, or (c) interruptien Of ner:21 Operati n Of malicious tampering with a

licensed nuclear power plant through uncuth rized 20: Of er t- r: ring with or

its machinery, components, or controls; (2) any uncompensated failure or

dic :vered vulacratility of the safeguards system that could be exploited to

allow unauthorized ve undetected access to an area to which access is

controlled by licensees possessing or transporting nuclear fuel, spent fuel,

or strategic special nuclear material in quantities greater than 1000 grams of

uranium-235 (contained in uranium enriched to 20 percent or more in the U-235

isotopa) or more than 500 grams of uranium-233 or plutonium, or in a

combination quantity of more than 1000 grams where computed by the equation,

grams = (grams contained U-235) + 2 (grams U-233 + grams plutonium), and (3)

all unautheri;;d entries of unauthorized persons through a required barrier

when uh ther the event is not properly compensated or not. All of the events

-- - - - . . ,
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described above should be reported telephonically to the NRC Operations Center

listed in Appendix A to 10 CFR Part 73 within 1 hour Of th: :; nt of its

discovery and establishment of a reasonable belief that the event poses a

credible threat to the facility _ of the event, followed by a written report

within 30 days. Reports made pursuant to Paragraph 73.71(b) can be

transmitted over unprotected telephone lines as permitted by the exemption in

Paragraph 73.21(g)(3). The written reports required under Paragraph 73 71(b)

as described in Appendix G to 10 CFR Part 73 should be submitted :n Nnc r;r;;

355 :nd 255.". if th; lic;n;;; is subj;;t to the requir;;;ats of 10 Cfn 50.73

All ;th;r licen ::: sh:cid t:it th;ir r;p;.-t; in letter format. All reports

should include the information described in the Appendix to this guide.

Licensees should submit one copy each of reports to the U.S. Nuclear

Regulatory Commission, Document Control Desk, Washington, D.C. 20555, the

appropriate Regional Office listed in Appendix A to 10 CFR Part 73 and the

appropriate NRC Resident Inspector, if applicable.

As stated previously, pertinent information or errors uncovered after

irtU.al telephone notification er uritten . p e .- t Outritt:1 should be

telephonically transmitted to the NRC Operations Center. If the information

or error _ is uncovered after written report submittal, a, ::;10t; revised

reports should be eubmitted to the Regional Office, the NRC Headquarter's

Document Control Desk and the appropriate NRC Resident Inspector, if

applicable.

If the written report contains restricted data, e.g., unclassified

Safeguards Information, the report must be appropriately marked. If NHC rar;;

355 :nd 355.". Or: 2 d, protected dat: y5 ine- :cd only in the tent :: tion

of the far;; (It;; 17). fr;tected data sh;uld n;t b; included in th Obetreet

::ti:n (Ite: 15) 0 .- any O t h; .- ;;; tion of th; f;rr; othe.- than the tant

-_ . _. . .. - - .
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eectien. In 2ddition, th; t;:t ch lid cic;rly indicat; th inf;r;;ti;n that

1; pr;t;;ted. Finally, The requirements of Section 73 21(g) must be met when

transmitting written proprietary information.

All written reports should indicate the requirements under which the

report is submitted, i.e. Section 50.73, Section 73 71, or both Sections 50.73

and 73 71. i

!

2.1. Guidelines for Reasonable Belief

For all events that hri; t;;n "thr;;t;n;d," the licensee should establish

reasonable belief that an act of theft, damage or tampering has occurred or

will be attempted. Reasonable belief is established under the following

circumstances: (1) when physical evidence exists that such an act has or may

occur, or (2) when information exists that supports a belief that an act of

theft, tampering, or damage has been or might be attempted.

2.2. Acts, Attempts and Threats of Theft or Unlawful Diversion

Acts of theft or unlawful diversion reportable under Paragraph 73.71(b)

include any incident in which an individual has attempted, threatened, or

succeeded in stealing or unlawfully diverting SNM or spent fuel.

2.3 Acts, Attempts, and Threate of Physical Damage

Significant acts of damage to a licensed facility or carrier include any

incident in which a person has attempted, threatened, or succeeded in

destroying some part of a licensed facility or carrier wh th;r ;r n;t if the

action would result in a release exceeding the limits of 100.11 of 10 CFR Part

100. Minor incidents which would not have resulted in a release in excess of

the limits of 10 CFR Part 100.11 should only be reported if they Thi; : y

includ; sin;r incident; cf d:::g; xh;n ;;;h ;;t; are believed to be indicative

of a problem that may result in more significant events.

'
- - ,.



-9-
.

O

.

2.4. Interruption of Normal Operations at Nuclear Power Plants

Nuclear power reactor licensees should report all events in which an

individual has attem;.ted, threatened, or succeeded in int:rrupting th; acrni

-eper:tiene malicious tampering of a licensed nuclear power p ant thr: ugh thel

t :; ring cr unauth ric;d u: Of its machinery, components, or controls.

Reports should be made uhether er not if the action could result in a release

exceeding the limits of Section 100.11. Minor incidents should be reported if

they are believed to be indicative of a problem that could result in more

significant events.

2.5. Safeguards System Failures and Vulnerabilities

Required by Paragraph 73.71(b) and included in proposed Appendix G to

Part 73 as events that must be reported within one hour after discovery and

catablishment of a reasonable belief that a credible threat exists are

uncompensated safeguards system failures or discovered vulnerabilities that

could permit unauthorized and undetected access to an area to which access is

controlled by licensees possessing or transporting nuclear fuel, spent nuclear

fuel, or strategic special nuclear material in quantities greater than 1000

grams of uranium-235 (contained in uranium enriched to 20 percent or more in

the U-235 isotope) or more than 500 grams of uranium-233 or plutonium, or in a

combination quantity of more than 1000 grams where computed by the equation,

(grams contained U-235) + 2 (grams U-233 + grams plutonium).grams =

Safeguards systems failures include not only mechanical or electrical system

failures but also improper personnel procedures which could result in any one

of the above conditions. Dic;;;;r d vuln:rchilitics include incident: uhcr:

the recurity cyct:: h:: n:t fr.iled; h x;;;r, :::: flau in th: :::urity cy:ter

eithout being neti::d 50: 5::: dic :vered. For Orteple, if-which h-d erieted

2 h2rrier h:2 teen de igned uith en cpening te 2 vital 2res exceedia" the 96

_ . . _ _ _ __ _
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quar; inch critcrien :nd this flow 10 cuddcoly discovercd, it mu t b;

i.;; dict:ly :::; :::ted, 2nd 1:;6 d in lic::::: r Ords. If pr:pe.'

:::;:n;;tery :;;;r;; cr: n:t ispi;;;nt;d within 10 sinut:: th culacr:tility

cheuld tc reported within 1 hour. Th; licen :: ch: ld pre:: d with corrective-

-meeeeeee,

Also required by Paragraph 73.71(b) and included in Appendix G as events

that must be reported within 1 hour and establishment of a reasonable belief

that a credible threat to the facility exists are unauth;ri::d entries o_f_

unauthorized personnel through a required barrier uhether when er r.e t the

breach is properly not compensated.

2.6. Examples of Safeguards Events That Should be Reported Within Cne Hour

The following list provides examples of events to be reported to the NRC

within 1 hour of discovery and establishment of a reasonable belief that the

event poses a credible threat to the facility because of their potential to

endanger public health and safety or national security. (This list should not

be considered all-inclusive.)

(1) Purposefully attempted or confirmed intrusions into protected areas,

material access areas, controlled access areas or vital areas. Thi include:

t ilg: ting hy ::;1 y;; / : tr::t:r: t: ;;in :::::: t: :n are: t: chier they

are n J 2uthori::d. (Note: Any "ertherie d entry of an unauthorized person

through a required barrier must always be reported within one hour and

establishment of a reasonable belief that a credible threat to the facility

exists whether or not when the breach has not been properly compensated.)

(2) Discovery of the actual or attempted introduction into or possession

within the protected areas, material access areas, controlled access areas or

vital areas of unauthorized weapons, explosives, or incendiary devices.

(3) Out:t:nti;ted bomb or extcrtion threats. In addition a telephonic

.

- w _, - ., , . . , ,
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follow-up report of the results of a bomb search should be made within one

hour of completion. "ncubstantict d b st ths :t nood not to issadictcly

reported unic:: 0;;cific Org:ni : tic Or group eini;; responsibility; in

-t,hl: :::: the threat :::t 5 . ; rted :ithin ::: hour.

41) Uncompensated suspension of safeguards controla during emergency

conditions which could allow undetected or unauthorized access. (Note:

Events reportable under 10 CFR 50.72 do not require duplicate reports under 10

CFR 73.71.)

(5) Discovery of an, 2 tricin21 act involving licensee personnel or

contractors with the potential to impact facility operation 0. 2n indi'lidual' -

tructuerthiner er reli:bility in the nuclear tting (i.e., felonious acts,

discovery of a conspiracy to bomb the facility or distrub its vital

components, f:leifientien of b::Mrcund 2 rcering certifiestee, vandalism of

vital equipment, etc.).

(6) Discovery of intentionally falsified identification badges or key

cards.

(7) Discovery of uncompensated and unaccounted for, lost, or stolen key

cards, ID card blanks, keys, or any access device that could allow

unauthorized or undetected acces to protected areas, material access areas,

controlled acces areas, or vital area if use of ""C ;pr ::d facility

procedures cannot account for the loss.

(8) Compromise of safeguards information (including loss or theft) which

would significantly assist an individual in an act of radiological sabotage or

theft of special nuclear material.

(9) Theft or loss of classified documents pertaining to facility or

transport safeguards. (Note: Also reportable under Section 95.57 of 10 CFR

Part 95).
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(10) Fire or explosion of suspicious er 29== origin within the

~ isolation zone, protected area, material access area, controlled access area,

or vital area. (Note: Events reportable under Section 50.72 do not require

duplicate reports under Section 73 71.)

(11) Discovery of a suspicious vehicle following a licensed carrier

transporting SSNM.

(12) Mechanical breakdown of transport vehicle carrying SSNM.

(13) Uncompensated loss of both central and secondary alarm station

ability to monitor or remotely assess alarms, or communicate with off-site

sources.

( 1 14 ) '!;;cccilability ;f ci;i- r" ';r Of :: urity ; rrer 21 er an actual

or imminent strike by the security force.

(15) Uncompensated loss of all electrical power supply to security

systems that would allow unauthorized or undetected access.

(16) Complete loss of off-site communications. The licensee should

report the complete loss of off-site communications within one hour if

possible or immediately after restoration of communications. If off-site

communications are lost and cannot be restored within an hour, then the

licensee should use communications located off-site to notify the NRC.<

(17) Uncompensated inability to detect within a single intrusion

detection system zone.

(18) "; ';r ;f ;;;;-ity f;r;; f;;;d ;;1;;p at p;;t.

(19) . Mass demonstration at plant site that may pose a threat to the

facility.

(20) Civil disturbance within one mile of plant site that may pose a

threat to the facility.

(21) Confirmed security equipment tampering of suspicious origin.

- - _ _ . - - _ - - _ . _ _ . _ . - . . _ . - . . , . _ _ - . _ _ . _ . _ _ _ . _ _
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3 Safeguards Events Under Paragraph 73 71(c)

The safeguards events reportable under Paragraph 73 71(c) need only be

legged recorded within 218 hours of their occurrence. Liceneeee cheuld cut:it-

One ::py : h of their log entri; t; th; ".C. N;;l;;r 2;gulatory C =icci:n,

Docurent Centr:1 D :h, " hingt:n, 0.C. 20555, 2nd if applicatic th

Oppr:prict: NSC 2;;id: t In;;;; tor. Only th::: leg entrier not previously

eutritted ch:uld he provid:d. The 10; =intained by licen:::: ::t 50

retnin:d f:r thr;; y: r: cit:r the 1:0t :ntry i; = d: in :::P 106

Events reportable under Section 73 71(c) may be divided into two

categories. The first contains any properly compensated failure er discovered

vulnerability of the safeguards system that if left uncompensated could be

exploited to allow una:thorized or undetected access to an area to which

access is controlled by licensees possessing or transporting nuclear fuel,

spent nuclear fuel, or strategic special nuclear material in quantities

greater than 1000 grams of uranium-235 (contained in uranium enriched to 20

percent or more in the U-235 isotope) or more than 500 grams of uranium-233 or

plutonium, or in a combination quantity of more than 1000 grams where,

computer by the equation, grams = (grams contained U-235) + 2 (grams U-233 +

grams plutonium). Preplanned situations that require compensatory measures,

such as special outage work, equipment relocation, exercises and drills, and

other situations that are not the result of a safeguards system failure, do

not require 10;;ing reporting.
.

The other category that needs only to be legged recorded contains

safeguards events involving safeguards systems failures that could not be

exploited to allow unauthorized or undetected access, but do reduce the

effectiveness of the enfeguards system. Improper personnel procedures that

result in safeguards systems failures as described in Section 73 71(c) should

--- _ _ .- . .
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be recorded '. t'.: 1:g. (See examples below.)

3 1. Safeguards Event-beg-Records
_ , , , , , ,-
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,__ __ ~ _, y u - - - .. .w-u ou . -
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-- _ _ _ _ _ ;
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w w.. .v,
.u-..w. .w.
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. w.. . . . . . .w
., .y.. -o- .

Licensees are required to record 1;; :ntries within 24 hours of the discovery

of the event and establishment of a reasonable belief that the event poses a

threat to the facility as required in Paragraph 73.71(c). i.ca ent.-ic: The

record should include as a minimum: date and time (specify duration in

military time) of event, brief (one-line) description of event, brief (one-

line) description of compensatory or corrective actions taken.
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| 3 2. Examples of Events Required to Be Recorded In by the Licensee's -beg *
|

l (1) Properly compensated security computer failures or security computer

| failures that do not assist in allowing uneecorted or undetected access.
I

i
l

|

|

- . - - _ . - -- - - - . . _ . - - . .- - . _ _ . . - . .-..- _-.-- - -. --
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(2) Properly compensated card reader failures.

(3) Properly compensated alarm failures.

(4) Loss of capability to monitor or remotely assess alarms by a single

alarm station but dual off-site communication capability remoins.

(5) CCTV camera failure in a single zone if Antrusion detection system

remains operacional.

(6) Failure of a single perimeter lighting zone if intrusion detection

system remains operational.

(7) Properly compensated loss of a single intrusion detection system

zone.

(S' Tailgating by liccas;; caployee/centracter to gain accc;; te an area

that h; er ch: _iji auth;ri;;d t; t in.

(9) Loss of intra-convoy communications ability.

(10) Properly compensated accidental removal off-site or 1 css of badge

by . employee, i.e., badge is promptly cancelled, or use of -NM- approved

procedures account for the loss.

(11) Properly compensated loss of all electrical power supply to

security system that if uncompensated would allow unauthorized or undetected

access.

(12) " : 6:t :titte' 5;;t .- ::turti:n thr::t .:::iv:d f :s
''

individuele.'

(13) Confirmed security equipment tampering of non-suspicious origin.

(14) Theft of security weapon at the sita.

4. Events Not Required to be L :::d er P.:; rt:0 Recorded

Certain failures of the safeguards system that do not and could not

reduca the effectiveness of the system have little or no safeguards

significance. Events having little or no safeguards significance need not be
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reported or logged. The following are examples of events not required to be .

!

1066;d r reported. (This list shoi'ld not be considered all inclusive.) [
'

'

(1) Burned out alarm signal bulb that has a functioning audible

annunciator alarm.

(2) If prior approval, coordination with security and proper

compensatory measures have been established, openings made by authorized

maintenance personnel through a vital area barrier for a legitimate reason;

e.g., to install pipe.

(3) Child attempting to climb protected area fence.

;

.-, , - _,. , , _ , . . _ _ . _ _ . _ _ _ _ _ _ _ _ _ . _ _ - . _ _ _
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Appendix
Procedures for Proparing Written Safeguards Reports

' If the f: ility 10 cutj::t t; 10 CFf 50.73, u;; cf 7;. ; "20 3f 5 and 355A-

-ere r ^uired ( :: ""SEC 10:2, "Lic;n;;; : vent ncpect sjetc;,- and
Suppl::;nt ' t: ""250 1022, for ;dditi:n:1 infor : tic On th: :: Of there
fec;;). Facilities n:t cutj;;t to Dccti;n 50.73 ch;;1d n:t u: th:::
fort: but should submit their information in a letter format.

2. For all events include, as a minimum, the following information in the
report. T* 'k- *-^''''" '- -"''^^' '- " - - ' * - " ^ " "'- ***^---**^-

theuld 5: pr; tid:d in the text arca t; f;r; "n0-355A. Multiple chect; ef

Fer: "RC 355.". ::y te cred.

a. Date and time of event, (start and end in military time).
b. Event occurred or was threatened to occur in PA, HAA, CAA, VA, or

other - (specify) .

c. For power reactors, state whether fresh fuel present on site or not.
d. Safety systems affected or threatened. dilectly or indirectly, if[

applicable.
c. Ty;; Of :::urity f . ;; :n cite, pr pricts.y and/;r er ;;ntract.

f. Number and type of personnel involved, i.e., contractors, security,
visitors, NRC personnel, other (specify).

g. Method of discovery _ of incident, e.g., routine inspection, test,
maintenance, alarm, chance, informant , communicated threat, unusual
circumstances (give details).

h. Procedural errors involved, if applicable.
i. Immediate action (s) taken in response to event.
j. Corrective action (s) taken or planned.
k. Local, state, or federal agencies contacted, if applicable.
1. Description of meola interest and/or press release, if applicable.
m. Indication of previous similar events.
n. Knowledgeable contact.

3 For security system failures provide the following in addition to Items
2.1. through n.

o. Description of failed or malfunctioned equipment (including
..._u__),___..,__...___ __2 __2_,

p. Apparent cause of each component / system failure. (For security
computers list specific components affected, e.g., central processors,
peripheral / terminal equipment, software).

q. Status of equipment prior to event, e.g., operating, being maintained,
secure mode, compensatory measures in place.

c. Secondary functions at'fected (for multiple function components).
s. Effect on plant safety.
t. Unusual conditions that may have contributed to failure, e.g.,

environmental extremes. ;

,

_ _ _ _ _ _ __ . - - _
-_ .
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4. For threat related incidents, provide the following in addition to Items

2.a. through n.

u. Number of perpetrators.
v. Type of threat, e.g. , bomb, extortion, etc.
w. Means of communication, e.g., letter, telephone, etc.

x. Text of threat.
y. Apparent method of operation (i.e. , m.o. of perpetrators.)

,I

i

!

l

,

|

i

:|
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