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Secretary of the Commission
U. S. Nuclear Regulatory Commission
Washington, D.C. 20555

Attention: Docketing and Service Branch

Re: Comments Regarding: 1) Proposed Changes to Safeguards Reporting
Requirements, 10 CFR, Parts 70, 72, 73, and T4
Published August 27, 1985, and
2) Proposed Revision 1 to Regulatory Guide 5.62 -
"Reporting of Physical Security Events,"
Task Number SG-901, Published November 1, 1985

Gentlemen:

Baltimore Gas and Electric Company is pleased to submit its comments
regarding the proposed revisions to the Safeguards Reporting Requirements. We
commend the Commission for attempting to reduce and clarify these reporting
requirements and support this position. However, we believe, as published,
some of the proposed changes do not reduce, but increase, both the costs and
the administrative burden on the licensee. Additionally, while the reporting
requirements are somewhat clarified by these changes, we believe they can be
further improved.

In particular, the requirement to establish and submit quarterly a
separate log, which records events not reported to the NRC, greatly increases
the administrative burden on the 1licensee. Presently, the NRC reviews
existing records (e.g. Maintenance Requests) as part of their routine on-site
inspections and is given copies of any relevant documents. BG&E cannot find
any benufits which justify the costs associated with the start-up and
maintenance of a system that duplicates the existing documentation.
Additionally, we believe this new requirement will also be burdensome for the
Commission because it will result in a deluge of new and unnecessary
Safeguards Information (10 CFR 73.21) which must be reviewed, correlated,
analyzed, and stored.
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Secondly, some of the items requiring a one hour report are not as
explicit or easily determined as the theft of nuclear material. For example,
the discovery of an unaccounted card key or a fire of unknown origin both
require time, which could be longer than one hour, to investigate and gather
sufficient information to establish Gtheir probable cause (e.g., equipment
malfunction). The NRC itself in Information Notice 85-80, has recognized the
importance of ensuring that the personnel making such reports are
"sufficiently knowledgeable of the event to report it correctly." It is our
belief that allowing the licensee time to investigate und establish a
reasonable belief that a credible threat exists prior to making a report, will
not impede reporting of clear cut events, such as on-site intrusion within one
hour. It will, hcowever, reduce the number of unnecessary or cursory reports
which could be made under the proposed wording of this rule.

A third area of concern pertains to the use of a Licensee Event Report
(LER) for Physical Security Events. Since the LER is a public document, it
may be difficult for licensees to adequately and accurately report the
confidential and sensitive information often contained in Security reports.
Additionally, we are concerned that this information may be inadvertantly
released to the public. For these reasons, we are opposed to the use of LER's
and favor the use of letters for reporting physical security events.

Finally, we have made comments regarding the sections of the proposed
rule and associated regulatory guide which address the interruption of normal
operation. While we understand this terminology was added to ensure the rule
conforms with the Atomic Energy Act, we believe the intent of this requirement
involves an interruption of operation caused by malicious acts. However, the
wording in the proposed rule does not imply this or make it clear. Since an
LER is prepared anytime the safety system is challenged (eg. reactor trip) and
duplicate reporting will be deleted, we believe the wording can be modified to
better clarify and define the types of acts that should be reported.

BG&E has enclosed comparative texts of both the rule (Enclosure 1) and
the Legulatory Guide (Enclosure 2) which are consistent with our general
comments. We believe the adoption of these comments will reduce and clarify
the reporting requirements as well as ensure the NRC is involved in any
situation that compromises the security of our facility.

My staff and I are available to discuss any comments you may have on this
sub ject.

§1ncgrely,
7 77

L

N. J. Bowmaker

NJB:BFO: ja



ENCLOSURE 1

COMPARATIVE TEXT COMMENTS ON 73.71

Sec. 73.71 Reports of unaccounted for shipments, suspected thefts, or
unlawful diversions and other safeguards events.

(a)(1) Each licensee subject to the provisiors of Sections 73.25, T73.26,
73.27(e), 73.37, 73.67(e), or 73.67(g) shall nrcify the NRC Operations Center
within one hour after discovery of the lo<s of any shipment of SNM or spent
fuel, and within one hour after recovery of or accountability for such lost
shipment.

(2) This notification must be made to the NRC Operations Center listed
in appendix A of Part 73 of this chapter via the Emergency Notification
System, if the licensee is party to that system. If the Emergency
Notification System is inoperative or unavailable, the licensee shall make the
required notification via commercial telephonic service or other dedicated
telephonic systems or any other method that will ensure that a report is
received by the NRC Operations Center within one hour. The exemption of
Section 73.21(g)(3) applies to all telephonic reports required by t-is
section.

(3) The licensee shall, upun request of the NRC, maintain an open and
continuous communications channel with the NRC Operationa Center.

(4) The initial telephonic notification must be followed within a period
of thirty (30) days by a written report submitted to the U.S. Nuclear
Regulatory Commission, Document Control Desk, Washington, D.C. 20555. The
licensee shall also submit one copy each to the appropriate NRC Regional
Office listed in Appendix A to this part and if applicable the appropriate NRC

Resident Inspector.



(5) Significant supplemental information which becomes available after

the initial telephonic notification to—the - NRCOperations—LCenterorafterthe-

Submiseion—of—the—writien—report must be telephonically reported to the NRC

Operations Center listed in Appendix A of Part 73 of this chapter. -aad—alse

submitbed If a written report has been submitted and supplemental information

becomes available or an error has been discovered in that report a revised

written report must be sent to the Regional Office, the Document Control Desk

and if applicable the appropriate Resident Inspector. -Errere—are—diseevered
s abhe—oRiginal wAitten PepoRL—AuSt Do 00Preated iR arevisadreport. The
revised report must peplacethe previcus—Peport—thereforer—the—update—must—be
a—oomplete—entity-and—net contain only supplementary or revised information.
Each licensee shall maintain a copy of the written report of an event
submitted under this section as a record for a period of three years from the
date of the report.

(b)(1) Each licensee subject to the provisions of Sections 73.20, 73.37,
73.50, 73.55, 73.60 and 73.67 shall notify the NRC Operations Center listed in
appendix A of Part 73 of this chapter within one hour of discovery and

establishment of a reasonable belief that the event poses a credible threat to

the facility the safeguards events described in paragraph I.(a)(1) of Appendix

G to this part. Licensees subject to the provisions of Sections 73.20, 73.37,
73.55, 73.60 and each licensee possessing strategic special nuclear material
(SSNM) and subject to Sections 73.67(da) and (e¢) shall notify the NRC
Operations Center within one hour after discovery and establishment ¢ 13

reasonable belief that the event poses a credible threat to the facility the

safeguards events described in paragraphs I.(a)(2), (3), (b), and (e) of

Appendix G to this part.



(2) This nctification must be made in accordance with the requirements
of paragraphs (a)(2), (3), (4), and (5) of this section.

(e)(1) Each licensee subject to the provisions of Sections 73.20, 73.37,
73.50, 73.55, 73.60, and each licensee possessing SSNM and subject to Sections
73.67(d). and 73.67(e) shall saiatain-a—ouprent—log—and record the safeguards
events described in paragraphs II.(a) and (b) of Appendix G to this part
within 24 hours of discovery by a licensee's -eampioyee—or—member -of —the

dioerseslsoontract—seourityorganisation-security organization to include the

licensee's contract security base if applicable. The licensee shall retain

the leg—of—events record Pooopded—under this—seobion asa—resend [Or Lhpee- one
VAT 3. AfLeR Lhe tash enbPy 18 Aade i eedh i o

(D) Bvesy LhPee SOALAS | 238 1ieeRS9e SAdt. SubBib o LR NEBop1asof
B T L S = e
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APy oRE S5 L8y - LEeHBent SORbAGt etk WaEH AR b B g
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(d) Each licensee shall submit to the Commission the 30-day written
reports -and—ooples—ofthe safeguards—event—log—entries required under tle
provisions of this section that are of a quality which will permit legiodle
reproduction and micrographic processing. -If—+the—faeility—ie—subjeet—to
B e e e R ¥ S Toxess
B e T s e
this chapter, The licensee shall snet—use-these—forme—bub—shall prepare the
written report in letter form. -JIa-—either—case—the—report which must include
suficient information for NRC analysis and evaluation.

(e) Duplicate rejorts are not required for events that are also

reportable in accordance with Sections 50.72 and 50.73 of this chapter.



4. A new Appendix G is added to read as follows:

Appendix G - Reportable Safeguards Events

Pursuant to the provisions of 10 CFR Section 73.71(b) and (e¢), licensees
subject to the provisions of i0 CFR Sections 73.20, 73.37, 73.50, 73.55,
73.60, and 73.67 shall report or record, as appropriate, the following

safeguards events.

I. Eveatsto-be reported withinonehour-of-diseevery, Upon discovery

and the establishment of a reasonable belief that the event poses

a credible threat to the facility, the following events must be reported

within one hour, followed by a written report within thirty days

(a) Any event in which there is reason to believe that a person has
committed or caused, or attempted to commit or cause, or has made a credible
threat to commit or cause:

(1) A theft or unlawful Jiversion of special nuclear material; or

(2) Intentional sigaifieand physical damage to any facility possessing

SSNM or its equipment or carrier equipment transporting nuclear fuel
or spent nuclear fuel, or to the nuclear fuel or spent nuclear fuel

a facility or carrier possesses; or whereby the public health and

safety could be endangered “y exposure to radiation;

(3) Interrupbion—of —nonmal—operation—of Malicious tampering with a

licensed nuclear power reactor 4therough—the—unauthorized useofon
‘aapering—wibh- or its machinery, components, or controls including

the security system.
(b) Any discovered failure of a safeguards system -en—discovered
HOREARSRORL ¥ HIASPAD by — A —a—Syabem —thRat—ooutd—allow —unadbher L3ad—on

“ndebeeted which persists beyead without proper compensation for 10 minutes

without—proper—compensatbion—and-beyend after the establishment of a reasonable




belief that it could be exploited by unauthorized persons to gain undetected

access to a protected area, material access area, controlled access area,

vital area or transport fer—whieh-proper—compensatory—Reasures—have—not-been
established—A—propor—ooampensatony—measure "Froper compensation" for a

particular safeguards event as used in Lhis Appendix means a measure includes

but is not limited to measures that is are specified in a security or

contingency plan or security procedure. If—the—particuiar-—safeguards—event—is
Rob—deseribed—in—a—pian—or—procedure;—then—a—lpreoper—conpensatory—measurel
HOAS G BORGHRe 1 AP e e abad wibAta ) eiaabes ot an e veabledisesveny - Lthat
provides—a—tevel—ofsecurity—essentiatiy equivalent—to—that—exioting—before

“+he-eveant.

(e) Any wmautherised entries of unauthorized persons through a required

barrier whether—or—noeé when the event is not properly compensated.

II. Events to be recorded within 24 hours. -and—submitbted—in—quarteriy—ieg

(a) Any failure of a safeguards system or discovered vulnerability in a

system that could be exploited by unauthorized personnel to gain undetected

access to a protected area, material access area, controlled access area,
vital area, or transport for which proper compensatory measures have been
established.

(0 ARFSLREP—faiiape of a safaguards oysbes fob iRelided e pabaeaph
Hota—of—this—appendin—if the failunre degrades btheo—offeativencss—of —bhe
I



ENCLOSURE 2

REGULATORY GUIDE 5.62, REV. 1

REPORTING OF PHYSICAL SECURITY EVENTS

A. INTRODUCTION

In 10 CFR Part 73, "Physical Protection of Plants and Materials,"
paragraphs T73.71(a)=-(c¢c) require licensees to report to the Operations Center
of the Nuclear Regulatory Commission or record fes—quarberiy—brensaibbal—bo
thre—NR€, certain safeguards events. These events are those which threaten
nuclear activities or lessen the effectiveness of a security system as
established by safeguards regulations or an approved security and/or
contingency plan.

This regulatory guide provides an approach acceptable to the NRC staff
for determining when and liow an event should be reported. Examples are
provided that represent the types of events that should be reported. These
cxamples are not intended to be all-inclusive. The applicability of events
may vary from site to site depending on the site layout.

B. DISCUSSION

The NRC requires the information reportable under Section 73.71 to keep
the NRC informed of events with potential to endanger public health and safety
or national sscurity -and——beo—meniter—btrende—in—safeguarde—soyetens
effectiveness,

Because certain significant safeguards events warrant immediate
involvement by the NRC and possibly other government agencies, such as the
FBI, these reports must be telephonically reported to the NRC within one hour

of occurrence and establishment of a reasonable belief that it poses a

credible threat to the facility followed by a written, detailed report within




thirty (30) days.

Certain other safeguards events which could not allow unauthorized or
undetected access to a facility, either due to their nature or because they
have been properly compensated, are required to be recorded. in—a—leog—and-
oo94oo-e#-sho—aooo:dod—40g—oubn46&o4—6o—&ho—Nac—ovoay—three-lonbho.

A chart of reportable events and reporting tiues is included as Table 1,
to this guide.

For the purposes of this guide the following definitions apply:

Sa(gﬁuards systea: The equipment, personnel, and procedures that

comprise the physical protection program necessary to meet the performance

objectives of Sections 73.20(a), 73.37(a), 73.50, 73.55(a), 73.60 or 73.67.
Safeguards events: Any incident representing an attempted, threatened,

or actual breach of the safeguards system or a reduction in the operational

effectiveness of the system.

Properly Compensated: -Betebliehiag Established measures for particular

safeguards events as included but not limited to measures that are specified
in a security or contingency plan or security procedures. -If—bhe—eafeguards
oveatis Aot —desesibed—in —bhese—plans,—thea—lpropeniy—conponsatedl —means
'leaeureo—4lp%enen%e0—w&th&n—40—-iaubeo—of—ea-eveab*e—d&oeevery—%heb—prov&ée—e
lovelr—of—seeurity —essentially equivaient—to—thatexisting—before—the—evens.
Guidance on acceptable compensatory measures may be found in NUREG 1045.
Guidance on the Application of Compensatory Safeguards Measures for Power
Reactor Licensees.

C. REGULATORY POSITION

Reports of events are required to be legible and reproducidble. -bieenseee
subjeat—to—the—provisions—Seabion—50+713—of 13GCFR—50—shouldprepare—thess
weitten—reponta—on—NRC-Forme—366—and—3664. Licensees aob—subjeattaLthese



previeiens should aob—use—these—formo—bub prepare their reports using a letter
format. Ja—beth—oases, The information requested in the Appendix to this
guide is considered sufficient for NRC analysis and evaluation and should be
included as a minimum.

Events of a dual nature, i.e., having both safety and safeguards
implications and, therefore, subject to the requirements of Sections 50.73 and
73.71, do not require duplicate reports. However, the licensee should
indicate in the written report under what requirement the repcrt is being
made, i.e., Section 50.73, Section 73.71, or Sections 50.73 and 73.71.

1. Safeguards Events Reportable Under Section 73.71(a)

Events reportable under Section 73.71(a) involve incidents in which a
theft, loss, or diversion of a shipment of special nuclear material (SNM) or
spent fuel has occurred or is believed to have occurred. When a licensee or
licensee agent discovers an actual or suspected theft, loss, or diversion, a
telephonic notification to the NRC Operations Center listed in Appendix A to
part 73 should be made within one hour of the discovery. Telephone
notification should be made via the Emergency Notification System (ENS) if the
licensee is party to that system. If the ENS is inoperative or unavailable,
commercial telephone should first be used to ensure that the required

notification is received by the NRC Operations Center within—ene—heour—of-



Table I.

Summary Reporting Requirements

REQUIRED REPOR

DESCRIPTION OF SAFEGUARDS EVENT

One hour telephonic report
followed by a written
report within thrity days.

(1) Lost, unaccounted for, or recovered
shipments of SNM or spent fiel. (Required by
Section 73.71(a).)

(2) Acts, attempts, or threats to commit (a)
theft or diversion of SNM or spent fuel, (b)
damage to facility, transport, or fuel, or (e)

malicious
tamperins with a licensed power reactor -due—be
tampering. (Required by Section

73.71(b)/Appendix G to 10 CFR Part 73.)

(3) Uncompensated safeguards system failures
that could allow unauthorized or undetected
access into PA's, MAA's, CAA's, or VA's or a
transport. (Required by Setion
73.71(b)/Appendix G to 10 CFR Part T73.)

(4) Any -wnauthepised entry of an unauthorized
person through a required barrier. (Required by
Section 73.71(b)/Appendix G to 10 CFF 73.)

Safeguards event iog,

SbETHhadayeny —heaa
-monthe record

(1) Properly compensated safeguards systems
failures that if uncompensated could allow
unauthorized or undetected access into PA's,
MAA's, CAA's or VA's, or a transport. (Required
by Section 73.71(c)/Appendix G to 10 CFR 73.)

(2) Safeguards systems failures that degrade the
effectiveness of the system but could not allow
unauthorized or undetected access, whether
compensated -ep—neb. (Required by Section
73.71(c)/Appendix G to 10 CFR Part 73.



diseovery—of—the—eovens. Commercial telephone numbers that may be used to
contact the NRC Operations Center are: (202) 951-0550, (301) 427-4056, (301)
427-4259 and (301) 492-8893. Other methods that may be used to ensure
notification within—one—heous if commercial telephone is not available include
telegram, mailgram, or facsimile. Telegrams and mailgrams should be hand
delivered to the Operations Officer at the NRC Operations Center, Maryland
National Bank Building, 7735 0ld Georgetown Road, Bethesda, Maryland. For
information concerning facsimiles, contact the NRC Operations Center at (301)
492-8893.

The licensee (or agent) should also provide the NRC Operations Center
with telephonic nctification within one hour of the recovery of or
accountability for the shipment, i.e., information such as: material located,
discovery of reason for loss, etc.

Telephonic reports made pursuant to Paragraph 73.71(a) may be transmitted
over unprotected lines as permitted by the exemption in Paragraph
73.21(g){3). A follow-up written report must be submitted within 30 days of a
telephonic report. Licensees aet—s4bisoi—bo—bhe—provisione—ofS50+73—of 0-GFR
50~ should use letter format in preparing their reports and include all the
information described in the Appendix to this guide within their reports.
They -These—iieer teee- should submit one copy each of their written report to
the U.S. Nuclear Regulatory Commissicn, Document Control Desk, Washington,
D.C. 20555, the appropriate Regional Office liisted in Appendix A to 10 CFR
Part 73, and, if applicable, the appropriate NRC Resident Inspector. If
pertinent information or errors are uncovered after the initial telephone
report ep—the waitten repo. i —io submisbed, the licensee should telephonically
notify the NRC Operations Center of the information. If the information or

error is uncovered af‘er written report submittal, the licensee should submit



a complete revised written reports to the Document Control Desk, the Regional
Office and the NRC Resident Inspector, if applicable. The revised report
-should—be—a—complete—antity 1-ped contain -eady the supplementary or revised
information.

All written reports must indicate the requirement u.der which the report
is submitted, i.e., Section 50.73, Section 73.71, or both Sections 50.72 and
73.71.

2. Safeguards Event Reportable Under Paragraph 73.71(b)

As required by Paragraph 73.71(b) and described in Appendix G the
following safeguards events must be reported within 1 hour after discovery and
establishment of a reasonable belief that the event poses a credible threat to

Faziiits [ ze73, attempts, or threats to commit: (a) theft or unlawful
diversion of SNM or spent fuel, (b) significant physical damage to a licensed
facility possessing SSNM or carrier transporting nuclear fuel or spent nuclear

fuel, or (c) -iaterruption—of-normal-—operation—of malicious tampering with a

licensed nuclear power plant -theough-unaubhorised—use—of or—tampering—with or
its machinery, components, or controls; (2) any uncompensated failure or
discovered—vulnerabitity of the safeguards system that could be exploited to
allow unauthorized .r undetected access to an area to which access is
controlled by licensees possessing or transporting nuclear fuel, spent fuel,
or strategic special nuclear material in quantities greater than 1000 grams of
uranium-235 (contained in uranium enriched to 20 percent or more in the U-235
isotop2) or more than 500 grams of uranium-233 or plutonium, or in a
combination quantity of more than 1000 grams where computed by the equation,
grams = ‘grams contained U-235) + 2 (grams U-233 + grams plutonium), and (3)

all unaubherised entries of unauthorized persons through a required barrier

when whethes the event is not properly compensated or not. All of the events



described above should be reported telepnonically to the NRC Operations Center
listed in Appendix A to 10 CFR Part 73 within 1 hour ef—the—event of its

discovery and establishment of a reasonable belief that the event poses a

credible threat to the facility of the event, followed by a written report

within 30 days. Reports made pursuant to Paragraph 73.71(b) can be
transmitted over unprotected telephone lines as permitted by the exemption in
Paragraph 73.21(g)(3). The written reports required under Paragraph 73.71(b)
as described in Appendix G to 10 CFR Part 73 should be submitted -ea—NRc—Ferme
366—and—366A—if-the—ieensee—ta—subiect—bo—the—r ; : £ 10—CRR-50+73
Ali-obhertieonseceo—should—oubnit—bheir—reporte- in letter format. All reports
should include the irformation described in the Appendix to this guide.
Licensees should submit one copy each of reports to the U.S. Nuclear
Regulatory Commission, Document Control Desk, Washington, D.C. 20555, the
appropriate Regional Office listed in Appendix A to 10 CFR Part 73 and the
appropriate NRC Resident Inspector, if applicable.

As stated previously, pertinent information or errors uncovered after
irs'.ial telephone notification er—writien—peport—eubmibtat sbould be
telephonically transmitted to the NRC Operations Center. If the information
or_error is uncovered after written report submittal, a -eempiebe revised
reports should be cubmitted to the Regional Office, the NRC Headquarter's
Document Control Desk and the appropriate NRC Resident Inspector, |if
applicable.

If the written report contains restricted data, e.g., wunclassified

Safeguards Infor~mation, the report must be appropriately marked. -Ff-Nic—Feorme-



Se0tion—Ila—additiony—the—text—oh itd—eleariy—indieate-—the—informationthat
4o-probeebeds Finally, The requirements of Section 73.21(g) must be met when
transmitting written proprietary information.

All written reports should indicate the requirements under which the
report is submitted, i.e. Section 50.73, Section 73.71, or both Sections 50.73
and 73.71.

2.1. Guidelines for Reasonable Belief

For all events that—have—been—lthreatened, " the licensee should establish

reasonable belief that an act of theft, damage or tampering has occurred or

will be attempted. Reasonable belief is established under the following
circuastances: (1) when physical evidence exists that such an act has or may
occur, or (2) when information exists that supports a belief that an act of
theft, tampering, or damage has been or might be attempted.

2.2. Acts, Attempts and Threats of Theft or Unlawful Diversion

Acts of theft or unlawful diversion reportable under Paragraph 73.T1(b)
include any incident in which an individual has attempted, threatened, or
succeedad in stealing or unlawfully diverting SNM or spent fuel.

2.3. Acts, Attempts, and Threats of Physical Damage

Significant acts of damage to a licensed facility or carrier include any
incident in which a person has attempted, threatened, or succeeded in
destroying some part of a licensed facility or carrier -whebther—eor—neb if the
action would result in a release exceeding the iimits of 100.11 of 10 CFR Part

100. Minor incidents which would not have resulted in a release in excess of

the limits of 10 CFR Part 100.11 should only be reported if they Fhis—may-

ineitude-airor-ineidento—of-damage—when—suehr—aeds are believed to be ‘ndicative

of a problem that may result in more significant events.



2.4, Interruption of Normal Operations at Nuclear Power Plants

Nuclear power reactor licensees should report all events in which an
individual has attem; ted, threatened, or succeeded in inbterrupting—the—neormat
oprpations malicious tampering of a licensed nuclear pow:r plant through—bhe

Sampering —or—unaubhorised—use—eof 1ts machinery, components, or controls.
Reports should be made whether—or—netd if the action could result in a release

exceeding the limits of Section 100.11. Minor incidents should be reported if
they are believed to be indicative of a problem that could result in more

significant events.

2.5. Safeguards System Failures and Vulnerabilities

Required by Paragraph 73.71(b) and incluced in proposed Appendix G to

Part 73 as events that must be reported within one hour after discovery and

establishment of a reasonable belief that a credible threat exists are

uncompensated safeguards system failures or discovered vulnerabilities that
could permit unauthorized and undetected access to an area to which access is
rontrolled by licensees possessing or transporting nuclear fuel, spent nuclear
fuel, or strategic special nuclear material in quantities greater than 1000
grams of uranium-235 (contained in uranium enriched to 20 percent or more in
the U-235 isotope) or more than 500 grams of uranium-233 or plutonium, or in a
combination quantity of more than 1000 grams where computed by the equation,
grams = (grams contained U-235) + 2 (grams U-233 + grams plutonium).
Safeguards systems failures include not only mechanical or electrical system
failures but also improper perscnnel procedures which could result in any one
of the above conditiona. -Biseevered—vulnerabilitico—inelude—ineidenta—where
Hhe—seaupi by systen—has—aot—faiieds however,—some—fiaw ina—theSeeurity—Systen—
which had—existed without being Robiced Pas—book ai80ovored, —For oXamproy—it
_a—barrier—has been—designed—with—an openingto—a—viltal area—excesdingthe 56



- 30 =

Shouid—be—reported—within——hour—The—tieenseeshoutdproeced with corrective

e gy
Also required by Paragrash 73.71(b) and included in Appendix G as events

that must be reported within 1 hour and establishment of a reasonable belief

that a credible threat to the facility exists are wmewbhesised- entries of

unauthorized personnel through a required barrier -whether when -er—net the

breach is properly not compensated.

2.6. Examples of Safeguards Events That Should be Reported Within Cne Hour

The following list provides examples of events to be reported to the NRC

within 1 hour of discovery and establishment of a reasonable belief that the

event pcses a credible threat to the facility because of their potential to

endanger public health and safety or national securiiy. (This list should not
be considered all-inclusive.)

(1) Purposefully attempted or confirmed intrusions into protected areas,
material access areas, controlled access areas or vital areas. -Fhie—inoludes

-6e&%geb4ng—by—cnp4o9eoo+oon6reo%ono-%o-go*n—oooooo—&o—iuv-e¢o¢—$o—uhioh—$hog
ane-not—authonised. (Note: Any unauthorized entry of an unauthorized person

through a required barrier must always be reported witnin one hour and

establishment of a reasonable belief that a credible threat to the facility

exists whether or not when the breach has not been properly compensated.)

(2) Discovery of the actual or attempted introduction into or possession
within the protected areas, material access areas, controlled ancess areas or
vital areas of unauthorized weapons, explosives, or incendiary devices.

(3) -Substanbiebed- bomb or extortion threats. In addition a telephonic



follow-up report of the results of a bomb search should be made within one

hour of completion. -Umeubstantieted—bomb—threats—neednot—be—immediatedy
reporbed—unless—a—specifio—organisatbion—or—group—olaime—responsibitiby—in
Hh 8 ease bhe bhPeat Mot He POPpORbed—wi iR ORE-HouR

y) Uncompensated suspensiou of safeguards controls during emergency
conditions which could allow undetected or unauthorized access. (Note:
Events reportable under 10 CFR 50.72 do not require duplicate reports under 10
CFR 73.71.)

(5) Discovery of an a—eeriminal act involving licensee personnel or
contractors with the potential to impact facility operation -er—an—iadividualle
Lrustwonthiness—or—potiability—in—the—nuoloapr—sotiting- (i.e., felonious acts,
discovery of a conspiracy to bomb the facility or distrub its vital
components, falsifieation—efDbaokground—sopreening—sertificates,- vandalism of
vital equipment, etec.).

(6) Discovery of intentionally falsified identification badges or key
cards.

(7) Discovery of uncompensated and unaccounted for, lost, or stolen key
cards, ID card blanks, keys, or any access device that could allow
unauthorized or undetected acces to protected areas, material access areas,
controlled acces areas, or vital area if use of -NRC—appreved facility
procedures cannot account for the loss.

(8) Compromise of safeguards information (including loss or theft) which
would significantly assist an individual in an act of radiological sabotage or
theft of special nuclear material.

(9) Theft or loss of classified documents pertaining to facility or
transport safeguards., (Note: Also reportable under lection 95.57 of 10 CFR

Part 95).
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(10) Fire or explosion of suspicious -er—unkmewn origin within the
isolation zone, protected area, material access area, controlled access area,
or vital area. (Note: Events reportable under Section 50.72 do not require
duplicate reports under Section 73.71.)

(11) Discovery of a suspicious vehicle following a licensed carrier
transporting SSNM.

(12) Mechanical breakdown of transport vehicle carrying SSNM.

(13) Uncompensated loss of both central and secondary alarm station
ability to monitor or remotely assess alarms, or communicate with off-site
sources.

L) seavaiiabiiiby ol SR iAes ReRben oi Se0wiitypereonheroR 10 a0l 1L
or imminent strike by the security force.

(15) Uncompensated loss of all electrical power supply to security
systems that would allow unauthorized or undetected access.

(16) Complete loss of off-site communications. The licensee should
report the complete loss of off-site communications within one hour if
possible or immediately after restoration of communications. If off-site
communications are lost and cannot be restored within an hour, then the
licensee should use communications located off-site to notify the NRC.

(17 Uncompensated inability to detect within a single intrusion
detection system zone.

(18) -Member—of oseeunity force—foundasiecp—at—post

(19) Mass demonstration at plant site that may pose a threat to the
facility.

(20) Civil disturbance within one mile of plant site that may pose a
threat to the facility.

(21) Confirmed security equipment tampering of suspicious origin.
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3. Safeguards Events Under Paragraph 73.71(e)

The safeguards events reportable under Paragraph 73.71(c) need only be
-Jogged- recorded within 24 hours of their occurrence. -LiQensees—should—eubmit—
-one—oopy—each—of —thein logentries—to—the S Nuetear—Reguiateory Commiosiony
Dooumest—Control—besky—Washington —bvov—230585—and—if—applicable—bhe
-apprepriate NRc—Resident—inopeeton — —ORiy —HHO8e I3 —ORLAIES—HOL—PREVEOuSLY
SubBithed—ohoutd—be —providedy — The —tog—mainbained by —1ioonsees—aust—bo—
pebainedfor bhree—years—afier the ltastentpy to—madein—oach1o68.

Events reportable under Section 73.71(c) may be divided into two
categories. The first contains any properly compensated failure er-disdouered
wulanepability of the safeguards system that if left uncompensated could be
exploited to allow una.thorized or undetected access to an area to which
access is controlled by licensees possessing or transporting nuclear fuel,
spent nuclear fuel, or strategic special nuclear material in quantities
greater than 1000 grams of uranium-235 (contained in uranium enriched to 20
percent or more in the U-235 isotope) or more than 500 grams of uranium-233 or
plutonium, or in a combination quantity <f more than 1000 grams where,
computer by the equation, grams = (grams contained U-235) + 2 (grams U-233 +
grams plutonium). Preplanned situaticns that require compensatory measures,
such as special outage work, equipment relocation, exercises and drills, and
other situations that are not the result of a safeguards system failure, do
not require Jloggkag-reporting.

The other category that needs only tc be -Jegged recorded contains
safeguards events involving safeguards systems failures that could not be
exploited to allow unauthorized or undetected access, but do reduce the
effectiveness of the =zeguards system. Improper personnel procedures that

result in safeguards systems failures as described in Section 73.71(e) should
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be recorded ia—bhe—teg. (See examples below.)

3.1. Safeguards Event -beg-Records

In—maintaining—the—log—required—pursuant— to—Sectionr—F 3 FH—tt—to—
recommended—bRnt—tRe—tieensee—tog—the —informabion—as—received—and—bhen
ﬂu-nr+ae—4uur—epdo0e—4Hur—&og—1mbfy—4ﬂunr—Qhe—ﬂnnuur—iefnine%eor———ﬂeuevor,
Licensees are required to record deg—entries-within 24 hours of the discovery

of the event and establishment of a reasonable belief that the event poses a

threat to the facility as required in Paragraph 73.71/c). -beg—eatries The

record should include as a minimum: date and time (specify duration in
military time) of event, brief (one-line) description of event, brief (one-
line) description of compensatory or corrective actions taken.

ARy LAGG ROARLRS T LRe  Lraenses e —AegutBad 5o SubRTh —bo— Hhae NRe

Headguarters ,—and—if applicabale—the—apprepriate—Resident—Inspector—one—eopy

B L o 4 ST L o e S i
B T e e i

3.2. Examples of Events Required to Be Recorded In by the Licensee's teg

(1) Properly compensated security computer failures or security computer

failures that do not assist in allowing unescorted or undetected access.
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(2) Properly compensated card reader failures.

(3) Properly compensated alarm failures.

(4) Loss of capability to monitor or remotely assess alarms by a single
alarm station but dual off-site communication capability remu.ins.

(5) CCTV camera failure in a single zone if .ntrusion detection system
remains operacional.

(6) Failure of a single perimeter lighting zone if intrusion detection
system remains operational.

(7) Properly compensated loss of a single intrusion detection system
zone.

+8)—TFail gating by licensee—empioyeericontractor—togainacecess—toanares—
“+hnt—he or—she tsAdbhoriged—to-—be—im

(9) Loss of intra-convoy communications ability.

(10) Properly compensated accidental removal off-site or lcss of badge
by employee, i.e., badge is promptly cancelled, or use of HR6- approved
procedures account for the loss.

(11) Properly compensated loss of all electrical power supply to
security system that if uncompensated would allow unauthorized or undetected
access.

(12) Unenbsbantiated —bomb—onr—onborbion —bhreabe—poeeived—Fren

B e e Ao
(13) Confirmed security equipment tampering of non-suspicious origin.
(14) Theft of security weapon at the sita.

4, Events Not Required to be Wﬂecomed

Certain failures of the safeguards system that do not and could not

reduce the effectiveness of the system have little or no safeguards

significance. Events having little or no safeguards significance need not be
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reported or logged. The following are examples of events not required to be
Jegged—or reported. (This list shorld not be considered all inclusive.)

(1) Burned out alarm signal bulb that has a functioning audible
annunciator alarm.

(2) If prior approval, ccordination with security and proper
compensatory measures have been established, openings made by authorized
maintenance personnel through a vital area barrier fcr a legitimate reason;
e.g., to install pipe.

(3) Child attempting to climb protected area fence.
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Appendix
Procedures for Proparing Written Safeguards Reports

-8ne—pPoquired—(eee—NUREG—022 T teensee—Event—Report—Systemy®—and
B e e s S S

Suppredent +bo NoRBe—gri+or
~forms)-. Facilities -mRet—subieet—bo—Lmetion—S0-73—should—mnot—use—bhese
forme—but-should submit their information in a letter format.

For all events include, as a minimum, the following information in the
report. 1f the faeility is—subieot o Seetion SO+ —this—infermation
should—be—provided—in—the text—area—to Form NRE=-366A—Multipie—sheets—of
B S 2

a. Date and time of event, (start and end in military time).

b. Event occurred or was threatened to occur in PA, MAA, CAA, VA, or
other - (specify).

¢. For power reactors, state whether fresh fuel 'resent on site or not.

d. Safety systems affected or threatened dai.e2tly or indirectly, if

asglicaQLg;
spriebary—andior—or—contract

f. Number and type of personnel .nvolved, i.e., contractors, security,
visitors, NRC personnel, other (specify).

g. Method of discovery of incident, e.g., routine inspection, test,
maintenance, alarm, chance, informant, communicated threat, unusual
circumstances (give details).

h. Procedural errors involved, if applicable.

i. Immediate action(s) taken in response to event.

j. Corrective action(s) taken or planned.

k. Local, state, or federal agencies contacted, if applicable.

1. Deseription of meaia interest and/or press release, if applicable.

m. Indication of previous similar events.

n. Knowledgeable contact.

For security system failures provide the following in addition to Items
2.1. through n.

o. Description of failed or malfunctioned equipment (including
T e s

p. Apparent cause of each component/system failure. (For security
computers list specific components affected, e.g., central processors,
peripheral/terminal equipment, software).

q. Status of equipment prior to event, e.g., operating, being maintained,
secure mode, compensatory measures in place.

r. Secondary functions aifected /for multiple function components).

s. Effect on plant safety.

t. Unusual conditions that may have contributed to failure, e.g.,
environmental extremes.
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4. For threat related incidents, provide the following in addition to Items
2.a. through n.

u. Number of perpetrators.

v. Type of threat, e.g., bomdb, extortion, etc.

Ww. Means of communication, e.g., letter, telephone, etc.

x. Text of threat.

y. Apparent method of operation (i.e., m.o. of perpetrators.)

/



