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of explicit models, a realistic assessment of data availability will
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A BRIEF SURVEY AND COMPARIS0N OF
COMMON CAUSE FAILURE ANALYSIS

1

by

Ray A. Waller

ABSTRACT

This paper presents a brief survey of methods and a
list of ref erences f or analyzing common cause (mode)
failures. Implicit models, explicit modeling techniques,
and computer aids are included in the discussion, it is
suggested that although current trends are emphasizing
development of explicit models, a realistic assessment of
data availability will f orce continued use of implicit or
hybrid models in the immediate future.

1. INTRODUCTION

System perf ormance can be adversely af f ected by simultaneous f ailure
(f ailures resulting f rom common cause, common def ect, etc.) of two or more
components. Many performance measures assume independent f ailures and thus tend

to overestimate the true system perf ormance when dependent (simultaneous)
f ailures occur. The following quote f rom Evans (1975) illustrates this point.

As a simple example, suppose the f ailure probability of a part is 10%
under virtually all conditions, but is unity under a very rare, bad
condition which occurs with probability 10-8 The unconditional un-
reliability of the single part is still roughly 10' (the rare
condition is unimportant). But for parallel redundancy (2 parts), the
unconditional item-unreliability is 10~8--the rare, bad condition
dominates--not 10 12 as in the simple-minded calculation. This is a
common mode f ailure, and it'll kill your system every chance it
gets.

1
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Much literature has addressed the problems of analyzing the performance of

dependent systems over the past 15 to 20 year s. The references at the end of

this paper indicate the breadth of activities reported on under terms such as
common cause f ailure (CCF), common mode f ailure (CMF ), multiple f ailu res, de-
pendent f ailures, and simultaneous f ailures. Smith and Watson (1980) provide a
discussion of the various definitions used in describing mitiple f ailures.

Gangloff (1975) and Dhillon (1979) have listed categories of simultaneous
f ailures to include equipment design deficiency, operations and maintenance er-
rors, external normal environment, external catastrophic environment, common
manuf acturer, common external power supply, and functional deficiency. This

list is an indicator of the dif ficulties that multiple f ailures present to any

analyst trying to quantify system perf ormance. Note that the causes of multiple

f ailures can'be associated with such disparate items as design, operations,

maintenance, environment, manuf acture, common power, and f unction. The human

f actors and elements of nature included in these items are two things that

greatly complicate the analysis of common cause f ailures. When these factors

are combined with a large number of dependencies that may occur whan modeling
real systems, we can start to identify with the challenges conf ronting the

analyst.
Numerous techniques have been presented f or analyzing CCF. Attempts to

model dependencies through f ault-tree and event-tree analyses have provided in-
sights to the problems (see Levine and Vesely 1976). Classification of failure
modes as potential sources of CCFs has provided valuable inf ormation to both
system designers and analysts.

Jacobs (1970) indicated a struggle by common cause analysts to develop
quantitative methods, with the long-tern goal of providing quantitative inputs

f or use in reliability analyses. Years later, Green (1981) said that both

qualitative and quantitative reliability analyses are needed to reduce CMF in

both design and operation stages. Green presents a defensive strategy that in-
cludes feedback loops to be integrated into reliability and management programs.
Crellin, Jacobs, and Smith (1984) propose a classification system involving

categories of f ailures to avoid some of the dif ficulties associated with the

definitions of CMF and CCF. These three papers show that the treatment of CCF
analysis is still evolving. Further the papers state that CCF can dominate sys-
tem unreliability unless properly analyzed.

2
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In this paper we summarize some properties of various techniques proposed
for analyzing CCF. Each method is developed to satisfy given criteria.
However, one central issue is .u to handle the conditional probabilities

produced by dependent events in a given systems model. Evans (1975) indicates
that no new theory is needed to analyze these dependencies because the concepts
of conditional probabilities and conditional statistical independence are fully -

developed and widely used. Yet the problem persists because (1) most, if not
all, of the necessary conditional probabilities are unknown and no operational
data exists to provide credible estimates, and (2) the complexity and innate de-
pendencies of even small real world systems make it dif ficult, if not

impossible, to account for the necessary conditional probabilities. Analysts

have diligently pursued a solution at various levels of sophistication. The

discussion that follows presents an approximate technique for bounding the con-
ditional probabilities, some techniques that are developed by specializing the
work of Marshall and Olkin (1967), selected computerized analytic methods, and
other proposed models for CCF.

2. BOUNDING METHODS

The Reactor Saf ety Study of the Nuclear Regulatory Comnission, WASH 1400
(1975), recognized the potential seriousness of CCF and elected to handle the
consequences by bounding techniques. If events A , A , ..., A represent mul-y 2 n
tiple f ailure resulting f rom a specific cause, the relevant question is as
follows: What can we say about the magnitude of the joint probability P( rg
A )? By using various conditioning arguments, upper and lower bounds, say P4 U

and P , were obtained for use in system reliability analysis to study the impactL

of CCF on system performance. The geometric mean of these bounds provides an
estimate of the CCF probability. Harris (1983) provides an excellent review of
this proposed square-root bounding procedure including both the WASH 1400
rationale and summaries of critiques by Lewis (1978) and Easterling (1978).

Concerns regarding the square-root procedure are as f ollows: (1) The
rationale is closely tied to one model, the lognormal. (2) Many subjective
choices are made in the process of determining the bounds and bounding models;
further, the analytic results are quite sensitive to these personal choices.

3
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(3) Attempts to extend the procedure to other than lognormal models present dif-
ficulties in interpretation of the geometric mean (square root of the product)
of two subjectively determined bounds.

In summary, the square-root bounding technique should not be used without
extensive study of the proposed model and system. Harris (1983) discusses an
application to redundant systems that can serve as an example for investigating

'

the performance in studying other systems.
A bounding method f or the f ailure rate of catastrophic shocks is given by

Apostolakis (1976) and discussed in Sec. 3.6.

3. MARSHALL AND OLKIN STRESS-RELATED METHODS

Marshall and Olkin (1967) presented some derivations of multivariate ex-

ponential distributions based on shock models. Various authors have addressed

the CCF analysis problems through methods that are closely related to their

work. Some methods include a fatal shock assumption. Section 3 discusses a
selection of these methods.
3.1. Beta (8) Factor Model

Although not directly derived from the Marshall and Olkin (1967) work, the
-f::tcr .wadel presented by Fleming (1975) shares the assumption that time-to-

f ailure is an exponential variable and that the shock for CCF is suf ficient f or

total system failure. Further, Fleming and Raabe (1978) have shown the equiv-
alence of the Marshall-Olkin and 8-f actor models for two units.

The development assumes two types of f ailures--individual or common.
Suppose that A is the f ailure intensity for the system. If A is the intensityy

of individual failures and if 1 is the intensity of common f ailures, then
2

Fleming (1975) defines the S-f actor to be S = A /( 1*A ) " \ / A. Thus, 8 is a
2 2 2

proportion of CCF and is a ynitiess number in [0,1]. Further, the case 6 = 0
corresponds to all failures being independent and the case S = 1 represents the
case where all f ailures are CCFs and the system operates as a single unit.

Examples of the 8-f actor model are provided by Fleming and Hannaman (1976),
Dhillon and Proctor (1977), Edwards and Watson (1979), and Harris (1983).

The only real modeling constraint on the S-f actor model is the limitation
exhibited by the restricted flexibility of any one-parameter model. Practical
application is another matter in that operational data are needed to estimate
the parameter 8. Any available data can be used in the estimation process;

4
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however, f ailure reports typically don't provide the detail necessary to es-
timate the f ailure rates A, Ay, and A . Thus, engineering judgment and other2

subjective information are used in many analyses.
3.2. The Binomial Failure Rate Model

Vesely (1977) develops a specialization of the Marshall and Olkin (1967)
,

results f or instantaneously repairable systems. Atwood (1980b) presents an ex-
tended discussion of the model and treats statistical inference issues.

Whereas the S-f actor model agrees with the Marshall-01 kin model for two
units, the binomial f ailure rate (BFR) model is a Marshall-01 kin specialization
for two or more uni *.s.

Given a system of m components, there is one way that all components work,
m ways that one component can fail, and (2*-m-1) ways that two or more com-

ponents can f ail simu'.taneously. Thus the CCF rate, A, is given by the sum of
the f ailu re rates f or 2, 3, ..., m simultaneous f ailures. Each component acts
as a Bernoulli variable and is assumed to have a constant probability of
f ailure, p, resulting f rom the common cause.

Application of the BFR method requires estimates of the parameters A and p.
Thus, applicability of the BFR approach depends on the type, quality, and quan-
tity of available data. If suf ficient data exist to estimate the parameters,
then the two-parameter BFR method provides greater flexibility to model reality
than does the one-parameter 8-f actor model.

Vesely (1977) provides an example using data to model and analyze the reac-
tor scram system f or boiling water reactors. Atwood and Stevenson (1982),
Atwood (1980a), and Stevenson and Atwood (1983) provide extensive data and

analyses pertaining to diesel generators, pumps, and valves, respectively.
Other discussions of the BFR procedure are given in the PRA Procedures Guide
(1983), Edwards and Watson (1979), and Harris (1983). A comparison of the 8-

f actor and BFR models is given in the PRA Procedures Guide.
3.3. C-Factor Model

The C-f actor was proposed as an alternative to the one-parameter 8-f actor
nodel by Evans, Parry, and Wreathall (1982, 1983) for use in the Ringhals 2
Probabilistic Saf ety Study as discussed by Gyllenbaga, Johnson, and Lilja
(1983).

The C-f actor is defined as the ratio of the intensity of CCFs ( A in the
2

definition of 8) to the intensity of independent f ailures ( A in the definition
y

5
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of 8). Thus there is a one-to-one relationship between the definition of the C-
f actor and that of the 8-f actor, given by

0C= .

1-8

The principal difference between the 8- and C-f actor models is in the estimation
of the intensity of the common cause shock process. In their estimate of the

number of common cause f ailures in a historical data base for a given component

type [such as licensee event reports (LERs)], Evans et al. (1982,1983) include
both observed multiple f ailures for common cause and individual f ailures that
they judge to be potential CCFs (i.e., there were not actual multiple f ailures
only because additional components were not demanded). More controversially,

their estimate of the population exposure to common cause shocks is the number
of component demands or the total component running time, whereas in the estima-
tion of S-f actors, system demands or running time are generally required. Evans
et al. assert that because the number of true system demands (at least for

standby systems) is negligible, and also difficult to determine, theirs is a

better estimate of population exposure. Picard, Lowe, and Garrick (1983) have
shown that unless one assumes that redundant components are not examined follow-

ing the f ailure of one component, which seems improbable, the estimator of Evans
et al. seriously underestimates the probability of system f ailure. They con-

clude that if the data are interpreted correctly (which probably means including
potential common cause f ailures) the beta f actor model estimate of the system
f ailure rate will always correspond with the system data, subject to the limita-

tions of a single-parameter model.
3.4. Common Load Model

Mankamo (1977) presents a model that assumes independent and identically
distributed resistances, R , for each of m components, together with an inde-j
pendent random stress, S, acting on all components, and determines the

probability of f ailure of exactly k = 1, 2, ..., m components. Of interest in

CCF analysis is the set of probabilities associated with k > 2. Illustrations

of the procedure are provided by Mankamo for assumed normal or lognormal models
for both R and S. Also developed are indices to indicate tendency toward

(strength of) CCF for components. A measure of "ef fective redundancy" or " loss
in redundancy" for systems susceptible to CCF is proposed.

6
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Edwards and Watson (1979) and Harris (1983) provide further discussion of
the Mankamo Common Load Model. One idea discussed is the development of a
measure of redundancy. They discuss Mankamo's proposal to define parameter n

k
such that P (k) = [P (1)]nk, where P (i) denotes the probability of i f ailuresm m m
when m components are subjected to a random stress, S. Then n represents ef-

k

f ective redundancy, whereas (m - n ) represents a loss in redundancy resultingk

from common failures. See Edwards and Watson (1979) for a table of values f or
"

such that P (k) = [P (1)] kn
k

,

This model requires many types of data. First, data are required to es-
timate models or parameters of assumed models f or R and S for all different

combinations of resistance and stress that are of interest. Second, extensive

stress test data would be needed to check probabilities of k simultaneous

f ailures to verify the applicability of the assumed models.
3.5. Extended Comon Load Model

Harris (1983) of f ers an extension of Mankamo (1977) by considering the num-
ber of shocks received in a time internal (0,T) along with Mankamo's assumptions
of a random magnitude for each shock received and by associating a random vari-
able for the resistance of each component.

Harris (1983) suggests that the calculation of simultaneous f ailure prob-

abilities may be of interest under the following specializations of the
foregoing assumptions: (1) building on a model given in Church and Harris
(1970) where resistances for the components are assumed known; (2) assuming and
modeling " wear out" for the components by studying the physical characteristics
of the components; and (3) assuming and modeling a " degrading effect" for the
components as each shock is received. An example of this extended common load

model f or known resistances, exponentially distributed waiting times between
shocks, and independently and exponentially distributed shock magnitudes is
given.

3.6. Shock Model

Apostolakis (1975a,1975b, and 1976) develops a model for catastrophic
(fatal) shocks. Thus each component f ails independently or as a part of a com-
plete (all-components) system failure. A constant failure rate of A IS

cm
assumed for catastrophic f ailures that arrive according to a Poisson process in-
dependent of the assumed exponential time-to-f ailure model for each component.
An important contribution here is the development of results that indicate when

7
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common cause f ailures are significant contributors t.o a reliability analysis.
Let A denote the f ailure rate for each component; then the results as given in

Apostalakis (1975a) are as follow: (1) If A > A, the common mode system
cm

f ailure probability is always greater than the random cause f ailure probability
for all time, t. (2) If A < A, there exists a time T, such that for t < T

the common mode system f ailure probability is dominant, whereas f or t > T the 1

random cause f ailure probability dominates. (3) If A , < A, then for each mis-c
sion time T , a useful maximum for the degree of redundancy is given byj

log (A T)cm j
"'

log (AT )j

so long as ATj < 0.1. Resources for providing redundancy beyond this point can
better be used to decrease the potential for CCF.

4. COMPUTER AIDES FOR CCF ANALYSIS

Computer assistance in CCF analysis has taken two forms. Some efforts have
been devoted to the efficient and accurate evaluation of the joint and condi-

tional probabilities assc,ciated with CCF analysis, whereas other activities have
modified and developed techniques to exploit f ault-tree structure for iden-

tification of common causes.
Corynen (1983) presents the In (SIGMA-PI) method f or calculating joint

probabilities efficiently. Exact solutions can be computed for many complex
problems, and approximate methods with specified accuracy can be provided f or
other cases. The In method is based on a multiplicative operator, H, for model-
ing the probability of the joint occurrence of conditionally independent events
and an additive operator, I, for summing the probabilities of mutually exclusive
events.

The PRA Procedures Guide (1983) discusses several programs for analyzing
f ault trees in support of a CCF analysis. Included are SETS by Worrell and
Stack (1977, 1978); BACFIRE II by Rooney and Fussell (1978); G0 by Gately and
Williams (1978a,1978b); COMCAN II by Rasmuson et al. (1979); and WAMCOM by
Putney (1981). These bookkeeping aids help to identify and catalog causes
(modes) of failures. The difficulty is to assure that the cut-sets, fault-
trees, and other model descriptors are complete as the output of any code can be

8
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only as good as the model being analyzed. Thus, it is important that the

analyst include all dependencies in the model and that all potential common
cause (mode) failures be available to the code.

Thaggert, Ingram, and Wood (1983) discuss the code FRANCALC, which is in-

tended to be used to construct explicit models of conditional probabilities.
Elerath and Ingram (1979) also treat dependencies in reliability analyses. ~

5. OTHER CCF ANALYSES

Vaurio (1980) has discussed availability with common cause and undetected
f ailures. Here the effect of initial testing and random CCF on unavailability
is addressed. He also proposes some explicit models f or analyzing un-
availability in the presence of CMF. His approach is to introduce

pseudocomponents with constant unavailability in series with the system. Two
computer codes, ICARUS [Vaurio and Sciaudone (1979)], and a modification of
FRANTIC [Vesely and Goldberg (1977)], are used in the analysis.

,

Lindley and Singpurwalla (1984) have developed some multivariate distribu-
tions having Pareto marginal distributions. These models permit the analytic

introduction of environmental f actors (constraints) that af f ect CCF.
Campbell and Ellison (1984) provide a 13-step procedure for analyzing CCF.

The following list of activities gives a mix of qualitative and quantitative in-
puts to a CCF analysis.

Step 1. Prepare component lists for each system fault-tree.
Step 2. Identify secondary f ailure susceptibilities and the special condi-

tions for each component failure.
Step 3. Identify vulnerability locations in the plant for each component

with assigned generic susceptibilities.
Step 4. Define root-cause events f or the qualitative dependent f ailure

analysis.
Step 5. Construct domains f or the location of dependent root-cause events.
Step 6. Prepare computer program input describing the f ault-trees, com-

ponent lists, susceptibilities, special conditions, physical
locations, roct-cause events, and event domains.

Step 7. Identify the potentially dependent failure in each accident
sequence.

Step 8. Determine frequencies of root-cause events.

9
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Step 9. Determine conditional probabilities of component f ailures.

Step 10. Determine the conditions of root-cause events to accident sequence
frequencies.

Step 11. Quantify the location-dependent common cause candidates.

Step 12. Sum the contributions to accident sequence f requencies.
Step 13. Summarize the task products for task report. I

Reference to this 13-step procedure is made in the next section to il-

lustrate problem areas and needs of CCF analysis that still exist today.

6. CONCLUDING REMARKS

The past fif teen years have produced much interest in and activity directed
toward defining, understanding, modeling, and analyzing common cause f ailures.
Yet there is a great need to devote more effort to better understand and analyze
this important f actor in the measuring and studying of system perf ormance.

Focusing on acceptable definitions and characteristics of solu * ions and building
useful data systems may 'a starting points.
6.1. Definitions

Much effort has been devoted to defining and characterizing the elements of
common-cause and nultiple-f ailure events. Smith and Watson (1980) and Crellin,

Jacobs, and Smith (1984) present various definitions and classification systems;
yet there remains a great deal of subjectivity and interpretation in the meaning
of terms related to CCF analysis.

In the Campbell and Ellison (1984) 13-step procedure given above, Steps 1,
2, and 3 require great ef f ort in identifying primary and secondary f ailure
susceptibilities. It then follows in Step 4 for the analyst to identify the de-

pendency stnJcture so that potential common cause f ailures can be catalogued.
With this tedious and laborious activity, it is easy to see how important the

basic definitions of CCF and the interpretations of some of them are in the

qualitative portion of the analysis. Clearly, there is much subjectivity in

Steps 1-4. The quantitative work in Steps 8-12 is strongly dependent on both
the accu racy and completeness of the preceding qualitative steps and the
availability of relevant data for analysis.

The developers and advocates f or the various proposed methodologies are
confiden'. that they understand and have ef fectively communicated the definitions

10
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used in their work. However, it is our experience that a great deal of confu-
sion remains. Some methods seem to confuse and interchange component data with

system data within the definitions. The role of redundancy in counting f ailures
provides a potential misunderstanding of terms used in the dif f erent methods.
The extension of methods f rom systems of two components to systems involving
more than two components provides a third opportunity for different

interpretations. Resolution of differences among terminologies and standardized
definitions are necessary for comparative analyses of CCF methods.
6.2. Desirable Characteristics

The variety of methods surveyed in this paper exhibit many diverse

characteristics. Yet the analysts have not evaluated these properties. Thus, a

corrected ef fort directed toward the development and categorization of necessary
and desirable characteristics for any method of CCF analysis has the potential
to yield significant benefits.

One desirable characteristic for a CCF analytic solution is the dependence
on parameters that are interpretable by system designers and estimable by
reliability analysts. Both the B-f actor and BFR models illustrate this
property.

A second desirable characteristic of a CCF analytic solution is an indica-
tion of the amount of dependency in a given system. Further, an indication of
how much of this dependency can be designed out of the system is helpful. The
method of Apostolakis (1975a, 1975b, 1976) contains such an index.

Familiarity with a method will stimulate further research and refinement of
various models. The 6-factor model is presented in the text book by Dhillon and
Singh (1981). The book by Henley and Kumamoto (1981) presents qualitative
analyses and quantitative techniques for estimating failure rates in CCF.
Having methods made readily available is desirable in that new ideas and ap-
plications provide a better understanding of the capabilities and limitations of
each analytic technique.
6.3. Data Systems

Data requirements tend to be the dominant constraint in any CCF analysis.
The PRA Procedures Guide (1983) addresses that problem and indicates that the
need is f or system-level operational data, whereas most current data systems
record component-level data. This paucity of relevant data will remain a

serious constraint on CCF analysis for some time.

11
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Proper classification of data is another major concern. For example, is

sufficient subjectivity in interpretation of records such as LERS to make

repetition of f ailure causes unlikely under independent evaluations? Many data
sources leave room for interpretations by individual data coders and analysts.
Further, the underlying assumptions of the proposed methods vary significantly.
For example, one method may assume that any CCF is f atal to the system, whereas
another method assumes that only the potential f or random CCF exists, and a
third method assumes that the potential for design-induced CCF is nonexistent.
Clearly, the subjectivity induced through assumptions in current models supple-
ments the subjectivity in data interpretation.

Edwards and Watson (1979) discuss CCF data sources that include aircraft
systems, US diesel operators, prototype reactors, French reactors, chemical
plants, German reactors, US nuclear reactor systems, and other material taken
f rom the WASH 1400 Reactor Safety Study (1975). Studies that integrate the in-

formation f rom these sources with the relevent questions of interest to system

designers, performance analysts, and decision makers are potentially beneficial.
Campbell (1984) describes work supported by the US Department of Energy to

develop a Dependency Evaluation Data Base (DEDB). The intent is to design and
populate a data base of operational data that is useful in modeling dependency

causes, so-called explicit modeling. This work focuses on causes of depend-
encies and the development of explicit models. The report presents the

f ollowing conclusions and recommendations for continuing an effort to develop a
DEDB.

1. A goal of the DEDB is to supplement existing, principally component-
focused, data sources by establishing an event-oriented data base. A

primary concern here would be the classification of observed dependency
events with respect to causes.

2. The only sources of data f or a data base such as the DEDB are public
records like the LERs, Unusual Occurrence Reports (UORs), or reviews of
such reports. These narrative reports require interpretation and

evaluation (often subjective) in order to produce input to any data

base.

3. The information in the DEDB must necessarily include both coded and nar-
rative forms. Otherwise, the degree of subjectivity in the data is such
that the utility of the data base is suspect.

12



4. Coding causes present a real challenge to the development of the DEDB.
No ideal classification scheme has been identified,and more than one
f actor usually contributes to any given CCF event.

5. Successful development of a DEDB will require the dedication of ap-
propriate personnel and the methodical review and evaluation of many
(thousands) narrative event reports. The effort is clearly a multiye3r
nultiperson undertaking.

Another effort that may lead to the development of dependency data is the
work of Crellin, Jacobs, and Smith (1984). It is expected that their data will

be useful in analyses related to their proposed classification of f ailure
categories.

| To summarize, work dedicated to data collection with specific goals is an
essential activity for furthering the cause of sound analytic CCF modeling and
analysis. Further, the current trend in CCF analysis is toward the use of more
explicit (conditional probability) CCF models. The data requirements are

heaviest for such approaches, and the data base structures required for collect-
ing, organizing, and analyzing these necessary data are not yet fully

understood. Until such data bases are in place, the immediate CCF emphasis is
likely to f ocus on either implicit CCF models or hybrid approaches. In hybrid
approaches, explicit models are used in conjunction with parametric accelerated
stress (shock) models as a means of overcoming the lack-of-explicit-data

problem.

7. RECOMMENDATIONS

Much activity and interest exists in the area of analysis of common cause,

common mode, and multiple failures. Yet it is not clear that significant

progress is being made toward the understanding and resolution of these impor-
tant issues. Thus, we make the following recommendations for use of the limited
resources in the desire that the efforts become focused toward resolution of ex-
isting differences.

* Develop a standard terminology.
* Develop criteria for comparative assessments of proposed methodologies.
* Develop credible data bases designed to answer the relevant estimation

questions raised by system designers, performance analysts, and decision

I makers.
|
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