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The enclosed draft Annual Feport to the National Security Courncil on
the Gtatus of Domestic Saieguards and the proposed transmittal from this
Adminisiration, recpond lo a reqguest in *he April 27, 1274, National Security
L'ecision Memcrandum No, 254, Domestic Safequards. This draft material
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DRAFT $§/8/75

(Revised 5/146/75%)

Honorable Henry A. Kissinger ’
Assistant to the President

for National Security A
Dear Dr, Kissinger:

/ Enclosed is the annual report on the Status of Domestic Safequards
» !

Uuos

(Exhibit 1) . The report is forwarded in accordan with the request
made in National Security Decision M randum 254, Domestic Safe-
guards, April 27, 1974
Improvements are reported in the domestic safequards svstem inclucding the
2A5) l ( 1 ] h the Feol ral
Nuclear Regulatory ( 4 on anc their vi I b 1 rated. I
addition, the lear Regulatory Commi n may submit a separate repert
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certain adversary actions. Some improvements have been accomplished
within ERDA resources and plans have been i roposcd for removing other
deficiencies, identified in Exhibit 2, at ERDA facilitic Saleguards at
license operationse have been mprove ',}"Z €C respons § ocgulatior
which became effective durir the last year, addit 1 re lations have B
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- and treining links with the Federal gul !gu of Investigation also have

been improved. The cycle of overall improvement is in progress and

additional refinement is anticipated in the coming year.

We recognize the need to asscss and balance the safeguards system beyond
the obvious measures currently identified and have under development a
gencral systems approach which includes development of immplementation
procedures, equipment and facilities. Activities incident to operctional
planning and implementation of the procedure are being initiated and are
expected 10 lead to routine reporting of future evaluations of the safcr-guards

system in terms related 1o risk to the public,

Sincerely,

Robert C. Seamans, Jr.
Administrator

Enclosures:
Exhibit 1 - Status of Domestic Safequards
Exhibit 2 - Letter to OMB from ERDA with Exhibits, April 4, 1975

cc: w/encls. :
W. A. Anders, Chairman, NRC
D. R. Cotter, Assistant to the Secretary of Defense (Atomic Energy)
C. M. Kelley, Dir., FBI
Attn: W. Raymond Wannall, Asst.Dir., Intelligence Div.

Concurrence:
Bartels/Schleter McDowell Brenner Tharp Giller Starbird Romatowski

Sceamans Anders BI %

Controls SS 2848 & Admin. 05017535
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TATUS OF DOMESTIC SAFEGUARI
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s William C, Bartels

Act. Asst. Dir for ps S
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In response to the conclusions of the Domestic Safecuards Section of
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the safegquards system, pri
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shiy ! iterial, Res) bilities for promulgation ¢ eniorcement ¢f
nuc! materials safcguards requirements and regulations have been ¢éelegated
(Atomic Energy Act of 1954, as amended) 1o the Energy Recearch and Development
Pdministration (FRDA), the Nuclear Pegulatery Commisgion (NRC), and the
Department of Defense (DOD). Implementation of safeguards and security re
guirements is the responsibility of the physical possessor ¢f the nuclear material
and the delegated federal agency,

ERDA is responsible for promulgation and enforcement of requirements and
funding of protective measures relating to material in the possessicn of TRDA con-

tractos ¢ operating government-owned or goverrnment-leased plants, except
ic stirtatn Anraamatiattme matiors » oy nd hiah-level wast S o

1 Certain cemor WS008 § ool 1TCaCiCrI's anG nigl| CVeEl wastie storage
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facilities. Protecticn of the material
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hazard which could result from wiliful misuse of that particular type material. All
ciassified materials are additionally protected from the viewpoint of their

information content.

NRC is responsible for promulgation and enforcement of requlations

for licensed facilitics and materials. These facilitics are:

¢ privately owned {acilities containing either government-owned or
privately-owned material;

e certain DOD-owned facilities and material (other than that covered by
paragrenh 91.b. of the Atomic Energy Act of 1954, s amend« d):

e certain CRDA facilities { noted above):

® certain other government-owned facilitics conteining government-owned
or privately-owned material; and

wWhHe o state-owned facilities .

DOD is responsible for promulgation and enforcement of reqguirements and
funding of protective measures for all classified maoterial (covered under paragraph
91.b. of the Atomic Energy Act of 1954, as amended) in its possession. This

material is principally in the forin of weapons and military reactor fuels.

"Bt by valY




Parity in Application

ERDA and NRC are required 1o consult and coordinate (Energy Reorganization
Act of 1974) on all aspects of nuclear materials safeguards to assure parity in the
protection afforded similar nuclear material under their respective jurisdictions.
The basis for this parity is that, lacking parity, an adversary may preferentially
chocg 2 the waaker system to assault; consequently, extra resources used on

the stronger system may not be effectively allocated.

Objective of Safequards

The general salcguards objective is 1o achieve a level of protection against
williul actions involving the possession of nuclear materials or the sabotage
of nuclear facilities to ensvre ageinst a significant increzc: in 4ic risk of
death, injury, or property damage to the public from other causes beyond
the control of the individual. The general objective can be met by reducing
the frequency of attempts to produce these societal consequences, by re-
ducing the likelihood of adversary success when an attempt is made, c;.nd by
reducing the consequences of a successful act. The effectiveness of the

safeguards system is measured by the extent to which these objectives are met.

Acceptable Level of Protec tion

The question of acceptable risk, or level of protection, should be answered




in terms of the preservation of the basic fr eedoms'of our society and in.terms

of allocation of national resources. The preservation of individual freedoms

i3 considered in terms of acceptability of specific mechanisms proposed for

the safeguards system, if there are possible impacts due to such mechanisms
with respect to individual freedoms and overall societal benefits. Examples of
this type of guestion are raised by the legal, political, and social implicaticns

of the 'ederal Guard Yorce concept, more heavily armed guards, or greater
proliferation of guards, personnel clcarance versus right-to~-work, and possibly

"no knock" eatry and search and recovery.

National resources utilized for safeauards can be divided irtc @ number of
categories according to the source and application of the resources,
namely: federal resources for implementation, for RED, and for overall pro-
gram administration; and private resources for implementation by the nuclear
industry. No meatter the origin of resources, expenditure of these resources on
nuclear safeguards precludes their use for some other ber efit to society. Thus,
the reduction of risk arising from malevolent acts involving nuc!ear materials

shouid be balanced, in the largest context, in terms of the benefits jrovided

against all other benefits which could potentially be obtained {rom these resources.

PROGRAM DEVELOPMENTS

Overview

The safeguards systems must continue 10 evolve with the changing

LS T ¥



technbloqicél, social, and political environment. There are changes in nuclear
activities, for example, that introduce changes ir; safeguards. Growth is
anticipated in uranium enrichment; fuel fabrication and reprocessing including
plutonium recycle; high temperature gas-cooled and breeder reactors; radioactive
storage arcas and transportation of nuclear materials. Major efforts are under -
way 1o develop and implement improved systems for the entire nuclear cycle.

In most instances the current demestic safeguards requirements, regulaticns
and practices are decemed effective for present conditions; in others the deficiencies
have been identified and are under management review. Fowever, assessments of
systems elfectiveness are continually being made and measures 10 further strenothen
safequards are under continuing development in order to ensure the future offcetive-

ness.,

An iterative procedure for evaluation and improvement of safeguards as deseribed
under Program Structure is being refined and used in approaching the safeguards
problem and its solution. In addition, results of preliminary evaluations of the
current system have already led to some implementation actions. A major upgrading
has begun on safeguards operations including material control and accounting

systems and physical protection. Protection for material in transit, and capabilities

for threat evaluation and response to attack are each being upagraded. Regulations

governing licensed facilitics have been strengthened and improvements have been
made in ERDA operations within available resources. Additional improvements
which have been identified as needed for the ERDA system are described in

Exhibit 2.




Program Structure

Figure 1 is a schematic diagrem of the six elements of the safeguards 'pro—
gram illustrating the four major arcas of safeguards operations (systems
evaluation and policy development (III); safeguards approval and inspection
(1V); facility and transport safeguards implementation (V); and interagency
activities (VI)). Figure 1 also shows the interaction of the salequards research

and development program (II) with other safequards activities.

The environment of safeguards is continually changing. C‘hangés ceceur
in perceived threats, politicel climate, available resources, technical
capabilitics of potential advergaries, and in the distribution of target
materials in government and private industry. A changing environment
makes it imperative that there be a periodic review of the current and potential
status of the safeguards system accompanied by identification of any necessary
modificatiens. The modifications may range from implementation of now measurement
procedures to redirection of resources to reflect perceived changes in the likelihood
of attempt. The Figure illustrates this iterative nature of safequards system
improvement in the four major areas of safeguards operations.

.

Systematic Approach

~

The objective of safeguards was stated in terme of maintaining an acceptable
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levei cf risk' 1o the public. A systematic approach is being implemented to
assure that this objective will be met. This includes not only }:nowing_that
enough has been done for certain specific problems, such as facil ity
perimeter systems or transportation sefequards, but knowing that re-
sources have been allocated to provide a system balanced in terms of

overall risk to the public. Rigk to the public, or societal risk, is the
frequency with which williul acts againet the public involving nuclear
materials will be attempted; multiplied by the likelihoed that an adversary
will succeed in completing his act in the presence of the safequards sys-

tem; multiplied by the consequences to the public if his act is successful.
This approach cemmences with an examination of &1 ¢ilferent possible events
an adversgary could perpetrate involving nuclear meterial or nucleor facilitios

which could produce consequences; it results in icontification of safeguards

mechanisms which provide adequate protection againct these events.

The sequence of adversary sctions which must be completed 1o perpetréte

an event in turn implies a structure of subsystems within the safeguards syetem,

The subsystoms of safeguards are the collections of 21! activities directed
toward: the interruption of the individual adversary actions: or reducing the
frequency of attempt; or reducing the resulting consecuences. A set of sub-

systems is given in Table 1. The improvements and stetus of the safequards



Subsystenm : - Adversary
Reterence Safeguards Sub-objective Adversary Actica i |
1 Reduce Frequency of Attempt !
2 Reduce Probability of Preparztion Activities :
Sequence Completicn

3a - - Unauthorized Access ~ Fixed Site Force

3b " " i " s:ealth

3C o " ” " DeCPit

4 - iy Diversion .

5a " " Unauthorized Removal - Fixed Site Force

5b " " " ” Stealth

Se E - " " Deceit .
€a 2 - Unauthorized Access - In Transit Force

6b " " 1" " Stealth

6c - " 2y " ‘ Deceit

7 ~ o " Unauthorized Removal - In Transit

8 " e Stugzling of Material

9 E el Black Market Acquisition
10 " e Manipulation, Damage or Destructicn cf Equipment

or Material - Fixed Site

11 . P Ixternal Penctration - Fixed Site

12 ' - " Fxternzl Penctration - In Tremsit
13 = » I'ost Possession Material Preparatien
14 - - Delivery to Event Location
15 Reduce Consequeﬁces ’ ; .

Tadle 1. Subsystems of Safaguards in Termz of Sub-objectives of
- - the Safeguards Program and the Adversary Actions to ‘be
Countered.
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sysicem are organized below according to the program structure discussed earlier

-

and the safeguards subsystems listed in Table 1.

Improvements in Safecuards

Relating to Frequency of Mtempt

Public statements have been made which communicete the existence
and strengths of safeguards efforts thereby deterring potential
adversary actions. Recently amended Reward Statutes provide
additional deterrence.

Relating to Prevaration 2clivities

The FBI and the CIA are the principal agencies involved in

detection of an adversary preparation activity. In ‘he past year
improved communication links have been established betweer FRDA
and FBI to permit more rapid emergency exchange of message s,
drawings, and other written information. Training courses on nuclear
matters have been presented 1o the 'BI by ERDA to familiarize Bl
agents with nuclear terminc.ogy, technology, instrumemation,_ and other
information which will assist them in identification of adversary prep-
aration activities., Continuing communication i being maintained with
the CIA to insure that Agency's awareness of FRDA's intelligence needs
in the area of nuclear threats.

Fixed Site - Relating to Unauthorized Access

a,and b, By Force or By Stealth

. .
~
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ERDA: . -

Extensive analyeis of physical protection safeguards deﬁcioncies'was per-
formed relative to proposed stronger physical protection requirements
and those deficiencies have been explicitly identified and documented in a
task force report for seventeen major ERDA fam‘]iu’(rs.3 All corrections
which can be made with existing resources have becn or are being made.
Funds to correct the remaining deficieacies for prevention of access by
force or stealth were requested in the FY 1975 Supplemental but were not
allocated. Request for thece additional funds have been inéluded in the
Saleguards I'Y 1970 Amendment. Currently the physical protection
deficiencics remain and the propesed ctronger reguirements have not
been {ssued. The status of physicel protection iz that situations exist
where attack by armed individuals would preobably not be repulsed and

control of the nuclear material could be endangered.

The probabilily of adversary success on attack has additionally
been reduced by promulgation of instructions to shoot to kill if
this level of force is necessary to prevent the loss of nuclear

weapons and nuclear explosive devices.

NRC: \

In November 1973 the Commission published comprehensive amend-
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ments 10 its regulations to strengthen the protection of nuclear
plants against industrial sabotsge and 1o strengthen the protection
of SNM against theft. During 1974 the protection measures called for
by these requircinents were implemented at the 23 licensee sites
which are authorized to possess more than {ive kilograms contained

fissile material in ettractive forms. In addition, the protection

plans for 52 nuclear reactor units were reviewed and approved.
In November 1974, the Commicsion published new proposed amend-

ments for physicel security at nuclear power reactors.

c. By Deceit

B e T —

ERDA:
The contrel of unauthorized access by deceit at FRDA facilities is
achieved by a clearance procedure, by badge access for cleared

)

employees and by roandom package search authorization.

NRC

The November 1273 regulation amendment provided for badge
access control o licensee sites. All packaoes and individuals are

searched on entering and exiting a protected area and all vehicles

are searched on exit.

e

'O



Fixed Site - Relating to Diversion of Material .

ERDA:

Diversion of material is prevented in large part by a clearance
procedure and by further limits on access to sensitive arcas like
storage vaults. In addition, materials contro! and accountancy

techniqgues are also vsed. Rocent studies are available which

o

provide information concerning deficiencies in this latter srea.
Funds for correction of some deficiencies were requested in the FY 1975

3 3
|

Supplemental but were not allocated.

¢

Commission requirements for the control and eccounting cf special
nuclear material at licensed plants were revised in November 1973

to provide greater sensitivity and timeliness for detecting the theft

or diversion of material. Quality specifications were prescribed

for performing plant material balances on the basis of measurements.,
These upgraded requirements were implemented during 1974 at the
30 facilities which were authorized to possess more than one effective
kilogram of SNM in unsealed form. In October 1974 an; Commission
issued amendments to its regulations {or control and accounting of

SI\ M.
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wa’, monitors has been identified and decumented.

NRC:

Regulations and accompanying guides have been issued on detection
of SNM removal by stealth., Individuals within a material access erea
must be observed 1o assure that SNM is not being diverted; and be
searchoed for concealed EN
before leaving the area.

c. By Deceit

Empl cli ant ¢ ~ I ’ '
"‘\l .I.v\A 1{ i Chnli 3 id QPtiic > [’l‘-‘ « 2 YT EOK A ‘; L€ o g
local and central, and shipper-receiver rmeasurements also reduce the

| o |

risk oi deceit. EPDA harc begun research and plans to 2emonstrate

major improvements in the timeliness and completenees of accountalbility

- d e 441 \ Y vy 1« . 3
measurcs for nuclcar meterials while they are in materials processing

operaticns

NRC:

Legal authority has been obtained {for requiring that zccess to SNM
be limited to employees with clearances (PL 923-377). Methods of
implementation are under study. Requirements for control and accounting

of SNM were revised to provide greater sensitivily ar

detecting theft or diversion.

V)



In Transit - Relatina to Rececs to Material

a.,b., and ¢. By Force, By Stealth, or By Deceit

ERDA:

The one item which was funded in the FY 1975 Supplemental was for
proteciion of material in transit. As & result by October 197€, there
will be major improvement in protection given to all FRDA highway

1Y A

shipments of strategic SNM. They will be made in vehicles specially

designed 10 impede forced access 10 the cargo or movement of the vehicle,

Weapons assembly shipments are treansported by such vehicles at the

present time. Additionzl funds to include the remaining TRDA ship-

ments have Leen requested, Further, all shipments now must he

accompanied by a minimmum of twe armied EPDA couriers. Improvements

to the existing SECOM cornumunication system between the transit

vehicics and a central enntrol are aleo Leing implemented

NRC:

During 1974 new rules {for protection of SNM in transit were applied
to 10 licensecs and S transportation corpanies. These rules provide
for: improved control of raterial in transit; two armed escorts to
accompany land shipments; and use of specially designed molor
vehicles (if such are not available, e separate escort vehicle with

al least two armed guards must be used) ,

In Transit = Relating to Removal of Material

A



ERDA:
The improved control of access 10 material in transit is coordinated
with the improved communication facilities and the FBI contingency

plans in cooperation with local and siate law enforcement authorities .

The desion response time is two heurs against en armed attack .

NRC:

All land vehicles (highway and rail) are required to be equipped with
radiotelephone. Calls must be made at predetermined int('rv'als normally
not to excecd two hours; and if calles are not reccived when planned, the
licensee or his agent must iimmediately netify en approprizcte lew
enforcement cuthority and the NRC. These plane have Leen reviewod
and approvoed by the NRC,

&3

8. and 9. Relating to Other Mcans of Material Acouisition

Liaison is 10 be established betv.een ERDA and the Treasury Depart-
ment and thereby to Interpel in order 1o acquire another intelligence
source, in addition to the I'Bl and CIA, relating to possible black

market operations or smuggling operations.

10. thru )4, R(-]:.'.ll:c! 10 Uilization Activities

Safeguards activities relating to adversary utilization activitics are

LT R



those related to recovery or dearadation of material given that the
adversary has gained control of the material. Extensive effort has
gone into the development of portable detection instruments for use
with hand-carried or helicopter or truck search efforts. This develop-

ment has largely been completed and some detection capability now

exists. Resources have been requested to achieve & modest quick respons

search capability. This effort is a part of the Nuclear Emergency
Search Team (NEST) Program which has demonstrited capability

for departure to the site of the emergency within two hours of an alert.
Staff and equipment are located at Las Vegas, Nevade; Los Alamos,

New Mexico: and Livermore, California.

Support hus been provided to the FBI recovery activities in the form
of four briefcase detectore cupuble of detecting the oresence of GNM
in certain situations. An agent from each PRI office where the
detectors have been dc‘ploycd. has been given detailed operating

instructions at the Los Alamos Scientific Laboratory.

The contingency plans of each FBI office include consideration of
potential situations where control of the SNM may have passed 1o the
adversary and recovery is required. Related FRDA capabilitics are

being devcloped for assessment of possible nuclear explosive devices.

-
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Consequence Reduction

Studies and plans for coordination with the Office of Preparedness

have been initiated.

RECOMMENDATION

The National Security Council may wish to support the ERDA recommendation
to OMB that funds be allocated to implement corrective actions for a number
of deficiencies in the government-facility sector which have been

identified and documemed.3 Funds for such actions were re‘quested by AEC in
a FY 1975 Supplemental but were granted only to the extent that they applied
to correction of transportation deficienciee. Other deficiencies remain

and funds for correction are being reguested in a proposed amendment to
the FY 1976 Congressional Budget. These corrections do not require any
additional R&D; all requisite technical capability has been developed.

Only funds for implementation are lacking.

In connection with ERDA responsibilities for developing new reactor
concepts, ERDA also develops proposed solutions to safeguards and

security problems that mi‘ght be foreseen for the entire new reactor

fuel cycle. These are then described in the Generic Environmental

Impact Statement developed by ERDA. Fowever, once the new cycle

is developed, the responsibility for licensing applicants desiring to

engage in commercial activities involving the new cycle is that of

. - “ “h
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the Nuclear Regulatory Commission. There is no assurance that the
Nuclear Regulatory Commission will accept as adequate for licensing
action the safequards and security measures developed by ERDA for the
Generic Statement. While there may be reasonable basis for some

differences in specific detail to exist between FRDA and NRC safeqguards

and security measures, it would appear that NRC should accept the major

features and principles of safeguards and security developed by ERDA
in connection with the Generic Statement. It is suggested that the
National Security Council seek Congressional support for directing NRC

to accept the major features of ERDA-deveioped safeguards and security

measures and principles for new reactor concepts and related fuel cycles.

There are analogous needs in ongoing {uel cycle operations now

licensed by the Nuclear Regulatory Commission. In some cases nuclear

fuel cycle licensees experience a need for research and development assistance

of a generic nature in order to comply with requirements related to safe-
guards as established by the Nuclear Regulatory Commission and
published in the Code of Federal Requlations. FRDA has in the past
performed such research and development both to facilitate compliance
and to improve safeguards effectiveness generally. Since such effort

by ERDA could be deemed an indirect subsidy to the nuclear power

industry (FRDA developing solutions recuired by licensees so that
y
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they can comply with NRC safequards regulations) , it is considered
desirable to have the endorsement of the President in order for such
ERDA research and development work to continue. Accordingly, it
is recommended that the President endorse the concept of direct

ERDA research and development effort, primarily to enable licensees

- - .- b (]
to satisfy safe Y reauiremcents established by the Nuclcay
Regulatory Commission
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