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EXECUTIVE SUMMARY

Crystal River Nuclear Plant
NRC Inspection Report 50-302/96-13

A chronological Sequence of Events for previous 1A Emergency Diesel General (EGDG)
cooling fan gear drive lube oil strainer problems and for the foreign material (penny) found in
the strainer on September 19, 1996, was established by the inspectors. The Sequence of
Evenis is documented in Attachment A to this report.

Overall, the licensee's response to the potential tampering event discovered on
September 19, 1996, was satisfactory.

On September 19, 1996, the licensee identified that the lube oil strainer for the 1A EGDG
cooling fan gear box had a coin (penny) under the strainer screen. The licensee's
documented evaluation concluded that the penny most probably entered the strainer
accidently when a mechanic, who carried the strainer screen in his pocket along with loose
change, re-installed the strainer screen into the strainer body without inspecting it for foreign
objects.

The practice of transporting small safety-reiated components, without any identification or
protection, as was done with the strainer scri'en, is considered a poor work practice.

The inspectors concluded that site manageme nt appropriately pursued identification of the
cause for the penny in the lube oil strainer.

Following extensive reviews by the licensee an 1 independent verifications by NRC, the
inspectors concluded no evidence of tampering had been identified.

The Corporate investigative staff adequately reviewed the event and other previo s problems
to ensure that any potential tampering events had been fully evaluated. They cor. luded that
the penny mast probably entered the strainer accidently and there was no evidence that
suggests a pattern of tampering at the facility.

The licensee was able to successfully restore the EGDGs to operable status on
September 20, 1996.

The inspectors concluded that tampering with EGDG-1A cooling fan gear box lube oil strainer
could not be conclusively ruled out based on the existing evaluation documentation.

However, as concluded by the licensee’s investigation, the penny most likely entered the
strainer by accident during installation of the strainer screen after removal for measurements
on September 15, 1996.

The inspectors concluded that the licensee adequately evaluated other systems for signs of
tampering and correctly concluded that no additional signs of tampering were evident.
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The inspectors concluded that there was no evidence of additional potential tampering and
that the licensee had adequately evaluated the plant problem reports and other
documentation for additional examples of potential tampering.

The licensee appropriately identified actions to be taken to enhance detection of additional
tampering.

The licensee was in compliance with the Physical Security Plan (PSP) with respect to fitness
for duty, personnel access authorization, crirninal history checks, and access control of vital
areas. The licensee appropriately recorded the suspected tampering event in the Safeguards
Event Log, as required by 10 CFR 73.71, "Reporting of Safeguards Events, " Appendix G.

Attachment C contains information provided to Crvstal River site management by NKC to
assist in the licensee's response to the events. T)ie attachment contains NRC Information
Notice (IN) 83-27 conceming deliberate acts direc.ted against plant equipment and internal
NRC guidance for plant system check out following suspected sabotage.

Attachment D contains a graphical representation of the lube oil strainer and copies of
photographs of the strainer screen as found on September 19 and as photographed on
September 15 before re-installation into the strainer body.



Report Details
02  Operational Status of Facilities and Equipment

02.1 Potential Tampering Event

On September 19, 1996, the licensee found a coin (penny) under the strainer screen of the
lube oil strainer for EGDG-1A cooling fan gear drive. The strainer had been removed from
the Lube oil System as a complete assembly for the purpose of replacing with a strainer
containing a larger mesh screen.  The penny was under the inlet end of the screen covering
the inlet bore of the strainer and appeared to block all flow through the strainer (See
Attachment D, Figure 1 for a graphical representation of the strainer and the location of the
penny). There had been a history of the strainer clogging and the licensee was in the
process of replacing the complete strainer assembly since a larger mesh screen that would fit
the installed strainer body was not available.

The licensee identified the event as potential tampering, declared an Unusual Event (UE),
and initiated an immediate inspection for evidence of tampering of the entire 1A EGDG and
associated systems, as well as other plant equipment. At the same time an investigation was
initiated to try to deiermine if the penny in the lube oil strainer was in fact tampering.

02.1.1 Evaluation and Correction of Damaged Components
a. Inspection Scope

Review licensee's evaluation of the damaged components to determine if the as-found
conditions represented potential tampering and determine if the damaged components
were replaced or the damage corrected and the operability of the EGDGs satisfactorily
demonstrated

b. Observations and Findings

Following detection of the potential tampering, the licensee developed a plan for
verifying that EGDG-1A was funstional, that no further evidence of tampering existed,
and that the EGDG could be proven to be operable. Prior to the detection, EGDG-1A
had been declared inoperable, to allow maintenance on the component, due to
concerns with degrading cooling fan gear drive lube oil pressures.

Operational History

During 1994, the licensee identified a decreasing trend in the 1A EGDG cooling fan
gear box pump lube oil discharge pressures, even though the pressures remained
above the administrative limits. The decision was made at that time to attempt to
clean the oil in the gear box assembly. The gear box does not have an access port to
allow cleaning. A small oil addition port at the top was opened and cleaning was
attempted using a small tool through the port. The existing oil was drained from the
gear box through the drain line, which is mounted on the side of the gear box. This
drain line does not allow for ~omplete draining of the gear box. Following the refilling
of the gear box, the licensee noted that pressures were even lower and the strainer
screen was fouling more rapidly. The licensee surmised that their attempts at
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cleaning had merely stirred up debris that was trapped below the drain line. They
drained and replaced the oil in the gear box a second time. Discharge pressure
vaiues returned to normal ranges. The licensee made the decision to replace the
entire gear box assembly during the 10R refueling outage.

Following the replacement of the gear drive assembly in February 1996, the licensee
had noted a trend of decreasing cil pressures during surveillance testing. During the
performance of the EGDG-1A surveillance on September 11, 1996, the discharge
pressure started at approximately 13 psi and dropped to approximately 8 psi. The
administrative limits for the discharge pressure is between 14 and 29 psi. The
licensee had determined, in response to Request for Engineering Assistance (REA)
81-1466 written for an unrelated problem and based on information obtained from the
vendor, that § psi was the minimum discharge pressure for the system to remain
functional. in response to this low gear box lube oil pressure, the licensee cleaned
the screen and contacted the vendor. It was determined that the screen in place was
a sheathed 40 mesh screen. Engineering determined that the metal sheathing
reduced the flow area of the screen by about 1/2. While the vendor thought that this
size screen would function acceptably in a system with clean oil. a 20 mesh
unsheathed screen would be optimum for this application.

Conversations with the vendor revealed that each gear box assembly had a different
strainer unit, procured commercial grade and dedicated to the as:embly.
Consequently, the licensee could not order a replacement screen without a detailec
description of what was needed. On September 15, 1996, technicians from
Mechanical Maintenance removed the screen from the strainer to allow the receipt
inspection personnel in the warehouse to obtain measurements to order a
replacement. The mechanic removed the screen, placed it in his pocket, and
proceeded to the warehouse.

At the warehouse, the receipt inspectors took close-up photographs and detailed
measurements of the screen, in an attempt to obtain the information to order
replacement 20 mesh screens.

Based on licensee interviews, the maintenance technician stated that he then placed
the screen in his pocket, which contained loose coins, and returned it to the plant. He
proceeded, alone, to replace the screen in the strainer. On his first attempt, he
placed the screen upside down in the strainer, but the retaining plug would not fit with
the screen in this configuration. He reversed the screen and replaced the plug. The
inspectors pointed out to the licensee that the practice of transporting safety-related
components, without any identification or protection, is considered a poor work
practice.

The licensee was unable to obtain a replacement 20 mesh screen. so the decision
was made un September 18 to replace the entire strainer assembly, with a 20 mesh
screen installed. Following the replacement, the maintenance technicians noticed the
obstruction in the removed strainer.
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Recovery

The inspectors verified by examining the Work Request (WR) and examining the
system in the field that the strainer had been repiaced prior to the licensee detecting
the suspected tampering. It was while the maintenance technicians were examining
the removed component that the potential tampenng was identified.

The inspector accompanied plant personnel: two engineers, a Senior Reactor
Operator (SRO) certified operations support person, and a security officer; on a field
walkdown of EGDG-1A. The licensee personnel performed a detailed, intensive,
examination of the EGDG, examining all accessible valves, electrical connections,
linkages, freedom of travel in moving components, and appearances of lubricating oil
and jacket cooling water.

Orie lubricating oil drain valve was found out-of-position, in the open position, but this
was on a line that was capped and no leakage was observed from the cap. The
licensee documented the discrepancy in a Problem Report (PR) and returned the
valve to its correct position.

Following the completion of the walk-down, on September 19 1996, operations
performed Security Procedure (SP)-354A, Monthly Functional Test of the Emergency
Diesel Generator EGDG-1A. The inspectors witnessed the performance of the
surveillance test. The normal range of discharge pressures for the gear box pump is
14 to 29 psi. During the performance of the EGDG-1A surveillance. the cooling fan
gear box lube oil pressure at the beginning of the four hour test was approximately
23.5 psi. After the oil had heated, the discharge pressure had decreased to
approximately 21 psi, where it remained for the duration of the four hour surveillance.

On September 20, 1996, a walk-down on EGDG-1B was performed by Engineering
personnel, Training Instructors, Operations personnel, and Security personnel. No
discrepancies were identified. The inspectors observed the performance of licensee
procedure, SP-354B, Monthly Functional Test of the Emergency Diesel Generator
EGDG-1B. Acceptable gear box pump discharge pressures, consistent with the
values expected on EGDG-1B, were obtained.

After full load conditions were reached, during the run of the EGDG. a high jacket
coolant alarm was received on the diesel control panel. Local investigation revealed
the engine outlet temperature was 178°F, using infra-red instrumentation. The high
coolant temperature setpoint is supposed to be 195°F Engineering monitored the
temperatures and determined that the performance of the EGDG was acceptable.
The alarm setpoint was calibrated to proper levels following completion of the
surveillance. WR NU 0337921 was initiated to investigate the alarm set point.

Based on the EGDG walk-downs, the successful completion of the surveillance
testing, and the investigation conclusions that there did not appear to be any other
tampering on the EGDGs, the EGDGs were declared operable on September 20,
1996




Examination of the Removed Strainer

On September 20, 1996, the licensee conducted a test in the site receipt inspection
facilities, where approximately 5 psi of oil pressure was applied to the strainer that
had been removed, to determine if, with the penny in place, the strainer would have
passed any oil flow. The licensee monitored the strainer for approximately 20
minutes. There was no observed leakage past the obstruction.

The licensee removed the screen element from the strainer and examined it,
comparing the results to the documented results of the September 15, 1996
inspection. There were marked differences in the observed dimensions and the
uniformity of the measurements on September 20, 1996. In addition, distortions at the
ends of the screen and damage to the screen mesh were present on September 20
that were not present on September 15, as shown in Figure 2. The licensee has
determined, based on these observations, that the penny was not present in the
strainer prior to the examination on September 15, 1996. The inspectors observed
the licensee taking the measurements of the damaged screen and compared the
screen to photographs taken of the screen on September 15, 1996. Licensee
interviews with additional mechanics revealed that one of the mechanics had noted
the deformation of the screen on September 17, 1996, during maintenance, but had
concluded that this was normal.

The licensee has conciuded that, based on the pictonal evidence and interviews, the
penny entered the strainer between September 15 and September 17, 1996, and
most likely on September 15 when the mechanic re-instalied the screen after carrying
it in his pocket with loose coins. When the screen was removed from the strainer
body on September 20, the licensee demonstrated that a penny would fit inside the
screen and sometimes would hang up in the screen when it was turned upside down.
If the penny was in the screen at the time the mechanic tried to re-install it upside
down, it could have fallen out into the oil in the bottom of the strainer body and not
have been noticed by the mechanic

Conclusions

The licensee was able to successfully restore the EGDGs to operable status on
September 20, 1996. Testing and examinations conducted by the licensee resulted in
a high probability that the penny had not been in the system during any previous
testing. As concluded in the licensee's investigation report, the penny most likely
entered the strainer by accident on September 15, 1996, during re-installation of the
screen after removal for measurements and transporting in the mechanics pocket,
which contained loose change.

The oractice of transporting small safety-related components, without any identification
or protection, as was done with the strainer screen, is considered a poor work
practice.
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02.1.2 Evaluation of Plant Systems for Additional Tampering

Inspection Scope

Verify plant safety systems have been sufficiently evaluated for potential tampering to
assure they can perform their intended functions.

Observations and Findings

In response to the penny found in the EGDG gear drive ILbe oil strainer, the licensee
performed an inspection of additional systems, including ali safety related systems
and non-safety related systems that could have an impact on the safe operation of the
plant, to assure that the systems were intact, with no signs of potential tampering.

The Operations and Engineering departments conducted independent walk-downs of
the systems to provide a defense in depth approach Acceptance criteria for these
system walk-downs were specified in licensee procedure WI-100, Security Event
Recovery Guidelines, Enclosure 1, Comprehensive Walkdowr Guidelines.

In the Auxiliary Building, one core fiood nitrogen supply line valve, CFV-82, was found
to be partially open, but the valve is located on a capped line. The cap was verified
to be present. In the Reactor Building, several cables for pressurizer heaters were
found to be disconnected without being tagged. The licensee verified that these
cables were for failed heaters and had been disconnected under a Maintenance
Request. In the main control room, several fuse holders were found with the fuses
removed. The inspector observed the Engineering, Operations, and Management
personnel review and resolution of these holders. Each of the holders had been
jumpered, as part of permanent modifications, and the fuses removed. No additional
discrepant conditions were identified.

The inspectors performed an independent general tour of the Turbine, Auxiliary, and
Control Buildings. No obvious indications of tampering were identified.

Review of Previous Problem Reports (PRs) for Evidence of Tampering

The licensee reviewed the PRs issued since January 1, 1996 in an effort to
determine if any other suspected issues existed that had the potential to have been
Caused by tampering. A total of 392 PRs were reviewed, using the following criteria
developed to detect potential tampering:

Loose bolts or fasteners

Mispositioning - valves, breakers, etc.

Foreign material

Lost parts or equipment when work in progress

Mislabeled equipment

Unexplained spilis

Radioactive material found outside control areas

Controlled doors left open

Damaged equipment (i.e. stepped on tubing, Mecatiss, Thermolag, etc.)




Broken bolts

PA speakers turned off or stuffed with rags
Changes to setpoints not explained by normal drift
Fires of undetermined origin

Unexplained contamination or overexposure

Based on the screening criteria, 82 PRs were identified tha. .varranted further review.
A panel of three experienced licensee representatives. two permanent employees and
one contractor, reviewed the details of the events in the PRs and reduced the number
of PRs needing investigation to twelve, including the PR for the penny found in the
strainer.

A review of the remaining events was conducted, which consisted of reviews of
documentation, interviews with ‘nvolved personnel, and review of the licensee’s root
cause determinations. A recent event involving a mispositioned CRD breaker was
investigated in depth. The licensee's investigation, based on interviews and review of
reports and logs, found no credible evidence of tampering and concluded that the
open breaker was most likely caused by human error. The licensee concluded that
nene of the additional identified events were the result of deliberate tampering.

The inspectors performed an independent review of the PRs since January 1, 1996
and determined that the licensee list of PRs for additional review was reasonable and
in good agreement with the inspector's list. The inspectors reviewed the licensee's
analysis of each of the twelve identified PRs and examined, where applicable, the
areas where location in the plant (e g. high radiation area) played a role in the
licensee determination. The inspectors found the basis for conclusions to be
reasonable

nclusion

Based on independent review of the documentation of licensee's inspections and
walkdowns of the plant, the inspectors concluded that no additional examples of
tampering were identified. The more likely cause of the misadjusted valve was poor
performance by licensee personnel

The ‘nspectors concluded that the licensee adequately evaluated other systems for
signs of tampering and correctly concluded that no additional signs of tampering were
evident.

Based on independent review of documentation and observations of the involved
equipiner ‘', the inspectors concluded that for the mispositioned CRD breaker,
tampering, although it could not be conclusively ru'ed out, was not likely the cause of
the mispositioned breaker. The most probable cause of this event was personnel
error.

The inspectors concluded that there was no evidence of additional potential tampering
and that the licensee had adequately evaluated the plant problem reports for
additional examples of potential tampering
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0213 Site Management's Response to the Event

In ion

Review the action: taken by site management in responding to the potential
tampering on the EGDG-1A cooling fan gear drive to determine if management's
response was appropriate for the circumstances.

rvations and Findin

The inspectors observed the licensee's actions throughout recovery from the event.
Prompt action was taken to declare an UE and a Recovery Action Plan initiated. The
Action Plan included the following four general steps:

- Ensure integrity/operability of equipment required for core cooling
- Initiate/conduct an independent investigation

. Develop plan for recovery from the unusual event

- Communications and event documentation

Management initiated the following immediate measures: (1) compensatory security
measures to guard against any continued acts of tampering, (2) detailed walkdown
inspections by Operations and Engineering to ensure there was no evidence of
tampering with plant equipment, and (3) an independent investigation to determine if
tamperng had occurred and the extent of any tampering. Management met frequently
with plant personnel to discuss the status of the recovery plan and direct the recovery
effor.. Management kept NRC (site personnel, Regional NRC management, and NRR
management) informed of the actions being taken and the status of the recovery plan.

nclusion

The inspectors concluded that site management appropriately pursued identification of
the cause for the penny in the EGDG-1A cooling fan gear box lube oil strainer and
identification of any additional potential tampering with plant equipment.

The inspectors concluded that tampering with EGDG-1A cooling fan gear box lube oil
strainer could not be conclusively ruled out based on the existing evaluatior:
documentation. However, as concluded by the licensee's investigation, the penny
most likely entered the strainer by accident during installation of the strainer screen
after removal for measurements on September 15, 1996
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02.1.4 Implementation of interim Action to Detect New Tampering

$1

Inspection Scope
Determine if adequate inte * actions to detect new tampering had been implemented.
Observations and Findins

After the identification of » “ted EGDG tampering, a Security Emergency was
declared The licensee impie.. d immediate compensatory posts at the two
entrances to the diesel generator area. Doors D-201 and D-207 were posted
rescectively with armed security officers to preclude access to the diesel generator
area In addition, supplementary personne were added to perform additional patrois.
The inspectors observed that the additional random patrol was being performed on
the evening of September 24, 1996 Site security officers were briefed to heighten
their awareness of the potential for other tampering activities. The inspectors
questioned several security officers concerning their understanding of their duties and
considered their responses appropriate and in accordance with the licensee's PSP,
Upon exit of the UE, the Security Emergency was downgraded to a Security Alert. In
response to this downgrade, the licensee removed the two compensatory posts
previously established at Doors D-201 and D-207

In accordance with Wi-100, Revision 3, "Security Event Recovery Guidelines," the
licensee initiated a walkdown of the security system mainframe and peripherals
located in the Nuclear Security Operations Center (NSOC), in addition to plant local
and remote computer cabinets and printers associated with those systems. No
evidence of tampering was identified.

nclusion

The licensee appropriately identified actions to be taken to enhance detection of
additional tampering.

Conduct of Security and Safeguards Activities

8125 Security Investigation of the Event

In ion
Determine if Security and Investigative staffs adequately reviewed the event.

The corporate investigators responded to the site on September 18, 1996, to
independently determine when and how a penny became lodged in the 1A EGDG
cooling fan lube oil strainer. PR 0386, Revision 1, was initiated to track the results of
this investigation.
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Immediately after discovery of the event, the strainer, penny, and the oil taken from
the strainer were taken into custody by Security and locked in a security container.
Interviews, bench tests, and applicable logs, and other documentation were reviewed
by the investigators.

The Federal Bureau of Investigatior: (FBI) was notified of the potential tampering
event and currently has possession of the strainer and penny in question. The FBI is
reviewing the issue. The NRC Office of irvestigations and Region || Physical Security
Staff are maintaining liaison with the FBI.

The corporate Investigators interviewed 33 individuals relative to the EGDG penny
issue and 20 other individuals associated with other PRs reviewed by the investigators
for potential tampening. In addition, the Investigators reviewed applicable
documentation and observed testing of the physical evidence. A separate Probiem
Report Review Team (PRRT) convened to determine if other events identified could
support a pattern of tampering. The PRRT used a 14 point checklist to screen
problem reports that could indicate possible tampering (See Paragraph 02.1.2 for
additional details). This screening resulted in 82 problem reports which were
reviewed in detail, with 12 requiring an additional followup. Only one of the 12 events
identified required a separate investigation.

The inspectors noted that the Licensee's "Report of Independent Investigation Team
Conceming Possible Instances of Tampering at Crystal River #3 - September 1996"
provided little detail relative to the rationalie regarding which individuals were
interviewed as part of the investigation. Based on discussions with the investigation
team, the inspectors did not have concerns with which individuals were interviewed
and the conclusions reached by the investigation team, just that bases for the
conclusions were not documented appropriately in the report. At the exit interview,
the licensee stated that the report would be supplemented to provide this information.
Subsequent to the inspection, the Report was revised to provide rationales for which
individuals were interviewed and why and was reviewed by the inspectors prior to
leaving the site.

c. nclusion
The corporate investigative staff adequately reviewed the event and concluded that
the penny most probably entered the strainer accidently and there is no evidence that
suggests a pattern of tampering at the facility.

S$127 luation of Compliance with the Physical rity Plan (PSP

a. In ion

Determine if the licensee was in compliance with their PSP and applicable
procedures.
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b Qbservations and Findings

To preclude individuals from being authorized access to the facility who may engage
in tampering, the licensee established a screening program in accordance with

10 CFR 73.56 requirements. The PSP states that "the Fitness for Duty Program

(10 CFR 26), Personnel Access Program (10 CFR 73.56), and Criminal History
checks (10 CFR 73.57), contribute to the overz ' effectiveness of the physical security
program in combatting possible insider threats within the Plant."

The PSP further requires that, "all ingress and egress from the Protected Area and
Vital Areas is controlled by human, mechanical, or electronic means. Only a limited
number of portals are provided, and they are locked and alarmed..." In addition, the
PSP states, "Only those persons required to enter Vital Areas to perform work
functions necessary for the operation of the Plant are granted access. Each
individual's need to have access to Vital Areas is reviewed once every 31 days to
ensure that need still exists."

The EGDGs are accessible through Doors D-201 and D-207. Door D-201 leads from
the protected area through the EGDG area. Access is controiled by a cardreader
system. Door D-201 is located on the opposite side of the EGDG area. This door is
neither locked or alarmed because access is gained through the Auxiliary Building,
which is controlled by a cardreader system. This vital island is approved in the
licensee's PSP,

10N

The licensee was in compliance with the PSP with respect to fitness for duty,
personnel access authorization, criminal history checks, and access control of vital
areas. The licensee appropriately recorded the suspected tampering event in the
Safeguards Event Log, as required by 10 CFR 73.71, "Reporting of Safeguards
Events," Appendix G.

Personnel access to the EGDGs was controlled in accordance to the licensee's PSP
and applicable procedures.

INSPECTION PROCEDURES USED

IP 37551:
IP 61726:
IP 62707:
IP 71707:
IP 71750:
IP 81601:
IP 81700:
IP 92901;
IP 92902

On Sight Engineering Review

Surveillance Observations

Maintenance Observation

Plant Operations

Plant Support Activities

Safeguards Contingency Plan Implementation Review
Physical Security Program for Power Reactors
Followup - Plant Operations

Followup Maintenance and Surveillance
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X1 Exit Meeting Summary

The inspection Scope and findings were summarized to licensee management at the
conclusion of the inspection on October 9, 1996. The inspectors described the areas
inspected and discussed the inspection results. The inspectors discussed the limited
documentation in the licensee's report. The licensee acknowledged the inspectors’
comments and noted that the report would be supplemented appropriately. Proprietary
information is not contained in this report Dissenting comments were not received from the
licensee. Subsequent to the inspectior:, the licensee modified the investigation report, which
was reviewed by the inspectors.

PARTIAL LIST OF PERSONS CONTACTED
Licensee

P. Beard, Senior Vice President Nuclear Operations

G. Boldt, Vice President, Nuclear Production

J. Campbell, Assistant Security Manager

J. Carter, Corporate Security

R. Davis, Assistant Plant Director, Operations and Chemistry
A. Glenn, Corporate Counsel

B. Gutherman, Manager, Nuclear Licensing

G. Halnon, Assistant Director, Nuclear Operations Site Support
B. Hickle, Director, Nuclear Plant Operations

L. Kelly, Director, Nuclear Operations Site Support

D. Kurtz, Senior Nuclear Staff Specialist

P. McKee, Director, Quality Programs

R. McLaughlin, Nuclear Regulatory Specialist

J. Pelham, Corporate Security

J. Terry, Manager, Nuclear Plant Technical Support

D. Watson, Manager Nuciear Security

NRC
R. Butcher, Senior Resident Inspector

Other licensee employees contacted included Operations, Engineering, Licensing, and
maintenance personnel.



CR
CRD
EGDG
FBI

IN
NPWO
NRC
NRR
NSOC
PR
PRRT
PSP
REA
SP
SRO
UE
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LIST OF ACRONYMS USED

Condition Report

Control Rod Drive

Emergency Diesel Generator
Federal Bureau of Irvestigation
Information Notice

Nuclear Plant Work Order

Nuclear Regulatory Commission
Nuclear Reactor Regulation
Nuclear Security Operations Center
Problem Repor

Problem Report w Team
Physical Security Flan

Request for Engineering Assistance
Security Procedure

Senior Reactor Operator

Unusual Event

Work Instruction

Work Request



DATE

8/10/94

8/23/94

9/14/94

4/28/95

2/29/96

3/18/96

4/02/96

5/16/96

8/11/96

9/14/96

9/15/96

9/17/0¢6

CHRONOLOGICAL SEQUENCE OF EVENTS
TIME EVENT

WR NU 0321409 issued, EGDG 1A fan gear drive lube oil strainer cleaned and
re-instalied August 16, 1994, attempt to clean gear box delayed until
September outage

WR NU 0321632 issued because of low oil pressure, flushed and attempted to
clean gear box, strainer cleaned and re-installed September 13, 1994

WR NU 032119 was issued because of low pressure after flushing and
attempted cleaning of the lube oil gear Box - strainer cleaned and re-installed
September 22, 1994

WR NU 0327782 issued documenting low pressure (still above administrative
limit) and dirt/foreign material in gear box - gear drive assembly replaced
April 2, 1996, in 1996 Refueling Outage

Because of problems with oil pressure, EGDG 1A fan right angle gear drive
assembly replaced, including gear box lube oil strainer assembly which was
part of gear drive assembly

WR NU 0334062 issued because of low gear drive lube oil pressure - strainer
removed, cleaned, and re-installed March 18 1996

Gear box assembly replaced in 1996 refueling outage

WR NU 0335432 documented low gear drive iube oil pressure and strainer
screen completely clogged - cleaned and re-installed June 12 1996

WR NU 0337661 issued documenting need to clean strainer because of low
lube oil pressure during monthly surveillance, screen cleaned and re-installed
September 12, 1996

WR NU 0337742 issued to remove strainer. compare mesh size with proper
mesh size and install new strainer

Determination had been made that 20-mesh screen was needed for lube oil
strainer screen, removed existing 4C-mesh screen from strainer assembly,
cleaned, measured screen (for purpose of obtaining 20-mesh), photograptied,
and re-installed

Mechanic noted deformation of screen during performance of maintenance

Attachment A



DATE

9/18/96

9/19/96

9/20/96

.

0215

0455
0510
0514
0525
0527
0555
0615

0830

0915

0950

1555

1944

0221

<
EVENT

Decided to replace strainer assembly with new assembly, which
contained 20-mesh screen since 20-mesh screen to fit existing filter
housing was not available

Started hanging clearance on 1A EGDG for replacement of gear drive
lube oil strainer assembly

Nuclear Shift Manager reported that mechanics had found a penny
lodged in the removed strainer assembly at the inlet to the strainer
screen. An inspection was made by the NMS, Engineering and
Mechanical Superviscr.

Security notified of event

Security was notified and an Usual Event (UE) was declared
Security Emergency declared

Security Officer posted at D-201

NRC notified of UE

Security Officer posted at D-207

PR 96-0386 issued to document potential tampering with 1A EGDG fan
gear drive lube oil strainer

Detailed walkdown inspection 1ADG by Operations, Engineering,
Security, and NRC Resident Inspector

Random patrol initiated.

Completed detailed inspection of 1A EGDG room, including inspection
of exhaust system for the Hot Machine Shop roof - aiso rompleted
inspection of core cooling systems for tampering

Complete valve line up verified for all systems associated with 1A
EGDG

Operations completed comprehensive inspection for tampering of
essentially all site areas, including 'ntake Structure

Monthly Functional Test of 1A  sDG completed

Attachment A



DATE

9/21/96

10/3/96

TIME

1100

1818

2131
0100
0255

0300

0305
0323
0900

Iw

EVENT

1A EGDG declared operable except for issue with diesel loading during
design basis accidents

1B EGDG removed from service for inspection of gear drive iube oil
strainer

Completed comprehensive inspection of 1B EGDG for potential
tampering

Monthly functional test of 1B EGDG completed
Engineering system inspections complete

1B EGDG declared operable except for issue with diesel loading during
design basis accidents

WI-100 walkdown inspections of plant equipment completed, exited UE
after determining there was no ongoing security compromises

Security steps down from a Security Emergency to a Security Alert
Security Officers posted at D-201 and D-207 removed

Independent investigation of possible tampering instances complete and
report issued

Attachment A



LIST OF LICENSEE DOCUUMENTS REVIEWED

PR 96-0386, Revision 1

EM-202, Emergency Implementing Procedure, "Duties of the Emergency Coordinator,”
Revision 54, dated July 29, 1996

Shift Supervisor's Log of Septernber 19, 1996, 1100-2300

Security Incident Report 10541, dated September 19, 1996

WI-100, Revision 3, "Security Event Recovery Guidelines," dated September 21, 1996
Safeguards Coatingency Plan, Revision 4

Physical Security Plan, Revision 6-13

Security Procedure $S5-206, "Security Safeguards Contingency Events," Revision 7, dated
June 12, 1996

Report of Independent Investigation Team Concerning Possible Instances of Tampering
Work Requests NU 0321409, NU 0321632, NU 032119, NU 0327782, MU 0334062,

NU 335432, NU 0337661, and NU 0337742 for work related to the 1A EGDG cooling fan
gear Box Lube Ol strainer

Operability Concern Resoluticn EG-96-EGDG-1A/1B, Revision 2, EGDG-1A/1B Gearbox
Pump Discharge Pressure

Request for Engineering Assistance (REA) 960902 dated September 20, 1996

D. O. James Gear drive Service Manual

D. O. James Drawing H-72578, Change C, Increaser Drive Size NO.-CH-1000VHE
Operations and Engineering Documentation of Plant Walkdown Inspections

All Problems Reports issued in 1996 were screened, selected reports reviewed in detail

Licensee Unusual Event Initia‘ion and Recovery Documentation

ATTACHMENT



INFORMATION PROVIDED TO LICENSEE BY NRC ON SEPTEMBER 19,1996

(1) NRC IN 83-27
(2) NRC internal memo dated December 12, 1985
(3, NRC Internal memo dated July 14, 1982

(4) Draft Document 89-XX, Guidelines For Assessing Indications of
Equipment Tempering/Sabotage

ATTACHMENT C
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WASHINGTON, D.C. 20%5%
May 4, 1983
3-27: (OPERATIONAL RESPONSE TO EVENTS CONCERNING

BELIBERATE ACTS DIRECTED AGAINST PLANT
EQUIPMENT

ssn“ “0.38 m“
\ IN 83.27

s B T -
OFFI ] OF INSPECTION AND ENFORCEMENT

|

IE INFORMATION NOTICE NO.

Addressees:

gt it

A11 nuclesr reactor “actlities noiging an cperating 'icense (OL) or construction
parmit (CP), ’

I
:l .
Jroeose:

“his informaticn "OTICE “:iprovicen 25 3 rottfication of events waich may nave
Voivea celfberate acts :irectes against olant squioment ang 2 lack of station
Jrocecures concerning response ty coeratirg personnel. It {5 expected that
reciotents will review <&me (inforrazion for sppifcapilfty <o their station
procecures. No specific sctiom or response ‘s required at ais time.

Jescrintion of C!'reumstances:

a
A review of recent operatiny reactmr events indicates that some imoroper valve
positioning ana ‘~strumentation irregqulerities may nave involvea deliberate

iCts directed against z'ant eauicmmnt fn vital aress. The following is a brief
scccunt of these events.

|

At the “irst faci)ity, during rougine operaticn, the Control Room Operetor
recelvec 2 steam generator fepowszar sump | SGFP) h1?n vibration alarm. Subse-
uently the SGFP <rippee and the cperator ‘mnegiately reduced turtine load

t0 prevent the unit €rom trioptng. The ‘nstrument /alves on the low vacuum
trip sensing line located outsice vital sreas were toparently celiberately
repositionea resuiting 1n the pum trip. The {censee conc!uded that this
deliberate act could have beem & resuit of 2 labor 21spute.

At the second factil!ty, curimg a voutine cperator tour at approximately 1:00
&.m., & manual valve was folng snuz in the common suction piping to thp hi
reec safety injection (MHSI) wumps. The valve was immeciately reopened, Thig
valve, Which 15 checkea by pperstors escn shift, nad been verifise open &t

dbout 4:30 p.m, the previous day. ~he chain and paelock which secured this
valve ‘n <he open oosition were mssing. 2dd1tionaily, on the previcus day the
manual cuction Ygolation vajves of ‘ne tnree auxiliary feeg-water pumps had been
‘ouno urcnained ana uniccken 1n viplation of technieal specifications require=
ments. These valves were fhymg ‘m -reir normaily ocen position. “he motive

bening the acticns w~as rot ‘Fmen, syt the actions resulteg in tne ~«SI system
teing ‘roperadile, !

8862040030
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These Yents, and events Lt Cther olants, demonstrate that the potential for
daliberste scyy airectss mgwinst plant equipment must be recognizes. |[p

tWO above events the licansees were not totally prepares for Oparatt
followup actions. Other ! {cansees M&y OF may not be prepared L0 sssmss the
situation ang take necessary seios 0 sssure operapility of Systems (mportant
t0 safety or make cecisvons Toncerning continued cperation. Guidel

wup of
del :?:;:u 4nd fnaavertant acts with respect to plant operation thould be
ava .. {
|

The guidelines ang procasures snould fneluge « verification of the ats
Systemis) tlignment, the Systemis) cantreol Togic, and the avatlaptifty of the
Systemis) matn power SUPPLY. n addition interreintad systoms should be
‘MSPOCted and selectad sa 8ty-related electrical panels ang cabinets, both in
the plant ang 1n the comtrol room, may reauire a cetatled ingpection. {4
eaditiona) tampering 1s catestec, the 'icensee should be Orepared to meke s
cecision on whether or "OU Iontinued cperation g Justifieq 2na wnether or not
SYSTEms necessary fs- o saf® truUTZowWn are operesie.

-peretizmal ang SBCUrity srozedures t2 cope with reciological sadotage ang other
SNreats o safety must be develovea 1n accorcance with 10 CFR 73.85(n)(1) and
Appencix C ot Pape 73, The potential impact of iny deliberate act df ted

198105 Dlant equipment TUET De evaluated, ang dctions taken to mitigate the
anticipates safety consexpences,

No writtan reSponse to th1y motice 'S requires, !f YOou rave any Questionsg
"eQEraing this matter, vlease contact he Regiona! Administrator of the
sppropriate NRC Regional Offdee, o this cffice.

é/ 'Jarun. Oirector

Divis n'of Emergency Preparecness
ang Engmnnng Response
0ffice ¢ Inspection ang Enforcement
Tecnnicsl sontace: ‘aul 2, Farran, i1
(301) 49%=a786

Attacnment:
List cf Recently [ssueq IT Information ‘oticas

|
sonfipene
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December 12, 1585

|
MEMORANDUM POR; DRB4P Staff
I
FROM : A. E! Chaffee, Chief
Reactor Projects Branch
ENCLOSURE: | Hc-oJondun from ED Jordan to Brian Grimes entitled
"Plaat Syscems Checkout Follioving Fuspacted Sebotage”

SUBJECT: POTENTIAL CABOTAGE: SUIDANCE TOR FOLLOW=UP

Inclosure | provides guidance for NRC and iicenses actions when poteatial
sabotage has been identified. This guicdance is provided for your review and
use. Pleass alsc review (the licenses's program for dealing vith potentisl
sabotage from an opersticns standpoint. Bnclosure | s & good guide to use
im evaluating the licensee's program. You will note that this guidance i

ot inecluded in any formal document. Plsase find & method to file this
document eo it igs availeble vhen nesded.

aé

Reactor Projects Brancn
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HOURANOUM POR: Brtan K, Grimms, Directer, D1visfon of Emergency

FRON: Edward L. Jovan, Director, Division of Engineering
ane Quality Assurance, IF
SUBJECT: PLANT SYSTEMS CHECKOUT FOLLOWING SUSPECTID sAsoTAGE

The enciosec Proceture proviges ¢uidance for sctiens ts be taken following
instances of suspectes TabOtage. We request thag YoU make this guidance
' evetlable to I.E Mansgement.on-call 4né the ik OCperstions Canter Outy Offtcer,
We are ¢ Instruction for yge by the

“an. Cirector

f !uﬂnuﬂn! and
Atsurencs, |

the procedurs as a Termors

Enclosure: Procecurs for Assessing

In¢icated Sabotage . \ 1

Bl o~ T o s vl o

U 9. Direne b0 AT TY wadl we
« Jo Direks,
N e &;;:hmﬁ el
J. L. Blana, It fn ’
R. C. nes, Ai
Jo P, O'Retify, ary - '
Jo Q. fer, RII .

colt
Jo T. Colitng, RIV
R. M. Engelken, RY

Jo M. Tayler, IE
ve Partiow, IE
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PROCEDURE FOR ASSESSING SIGNIFICANCE OF
IKDICATION OF FAIOTAG( PRIOR TO CONTINUED OPERATION

\ .
{ | .

!

|

LITROPUCTION

In view of recent events {nvblving fndication of potential sabotage et t

Salem ane Srunswiek facilitins. » procedure hes been prepared for'm 1n'=vam
instances of this kind. The PUDese of the procedure 18 to deterwing {r
Sabotage has been committed hng to check out the plant to ensure continyed safe
congitions., The

procedure 1§ intended to provide guidance for IE, beth operetions
Cantelr duty cfficor and mans mat-on-ant end n:'i‘onn unonmi involves " '
with response to such evants

SBIECTIVE

The orimsry cbisctive h dealing with an event {ngicative of

potantial pabotege
9 t0 ensure c?ntumu SaYe fact)ity congitions, Whem an event oceure, pccidently
or intentfonallv Ynitiatad,

udgments must be made regarding petsntia) :mmo
of Lhe svent unt the corrsctive sctions to be taken t0 eliminate the in tiating
conditions ane minimize the fonuumncn.

PROCEDURES

Aftar potentie) or setusl §4BOtage has been fdentified, 1t 13 necessary to gather
sufficient ‘sets to ensdie e|clear uncerstanding of the significance of the

fdentifiea sebotage.. Gatining such understanding 15 tha first action to be taken
in responding to the ‘dentif{ed sabotags. Information

that may essist in this
first action 1s referres to {n itam A low. With an understanding of the

fdent1fied sadotage, 1t 15 then sppropriste 1o establish an 1nftial prioritized
searcn of the associated or suspect systems. The resviting information 15 then
the tasis for douvmnin? subseavent action. Cleariy,the extent %o which the
plant 1% checked (1.e., ftems B ans C or O below) cepends on Judgment regarding
inetcations of further sabotage foune during the checkout.

Ao $ ypne 19n

The enciosure to the mo‘onndm deted Novemder 6, 1981 to Commiss{oner
Sracfore from W. Dircks (consitts of % procedure %r thie evaluation. A

copy 18 enclosed. It 14 to be used for geners! guidince on inplementation
of this procedure, | -

B. Over n PYan

As set forth on page 2 Jf the enclosed "Sabotage Event Evaluation,” the
conduct of tﬂre: nd equipment cheex should inglude & check of the
oversll plant ang then & system by system (nspection, gg sppropriste.

|
The overall plant ang s{,sun by system 11stings reflects & "hands-on” ;
approach that would ene ‘lo en inspector to verify the iicensen’'s :

|
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e€Tion n cheeking out‘a nUCiear powar plant {n {nstances of wsnm '
BAbOtage, To repeat, {t 1y the licenses, not NRC, that cheek
g::::i! = aSSURption |1y made that the FSAR would be lﬂm.h‘ ol

'
dance to pldnt systen FeGuirements end that the plane (Y351
Specifications would satisfied before justification of c:uﬁn:o’l -
operstion or restert.

Prior t0 & syscems chegkout based on the 1isting 1n ftems € and 0 bel .
mu-hmsa Ingpection jof the plant should be mede by the 'icensee, N

‘-inspection should be lurgely by visual meANS ng consist of four main S
cAtegories. Thess am;m 4 "

1.  control room 1alpqct1on.
2. plant structures inepection,
$.  plping.and valve ! Tkdown, ang

& elestrica) power ¢ tagrity confirmetion. | '

This brose inspecticn should be inft18lly performed to spot &ny major
abnormality such ss o ¢ (11 glponm OF ¥ planted explosive. It should
net be programwmes to dekect a) potentially faulted systems,

In the control room, vi ual inspection should be mace of alY panels, boares

eng 1ns10a cadinets with an €ye to spotting sny obvious fault, One should
be elert to spotting J FS, and certainly to any strenge “packages.”

In the visual checkout of plant structures, the seme w;on\ sttitude
should be appropriate. Lock for tbhormal{ties anc foreign materials. This
category should 1relucel the main plant butldings, thet 1s, containment,

redctor buﬂdm‘. wrM:c building ano of course, the (ntake structure er
connection to uitimate hest sink, .

The piping ano velve m‘tdo\m should use the same perspective, It showld
Aot sesk to distinguish|between fystem piping which (s sefety-grade and
that which 18 not, This inspection should s1mply consist of a ro ine
potrel of al) sccessidl PIPing runs baing alart to the more obvious

of fauiting. For example, one should be expectsd to bs sble to "ing® Y
CUt chain of o "chatn and padioekeg” veive handie. On tha other m one
should not sxpect to confirm valve L.ignment during this inftial .

-ﬂ'u’ny, the ‘nitial check of the electrics) system should be mece with, the
bame genera! spproach. It should seek to verify that the vita! power
ASURRLIGE ware not “alterse” n & significant way. The purpose of this

check should be to make (surs 1t was safe to turn power on for Turther
systams checking, r

When prelimtinary dltmrluﬁon of sabotage has been mece and further

investigation ingdicates ithet specific s stems might be affected. It
be nuo!ury to perform ;u compiets uu‘m of egnnin mu-.'cmu

wi e
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o uu'um. menval moter cpersted velve positions circuit bresker
m.:mmm switch geeitions, ste. Actual systam n\idum (]

1 rtinent FOEDECT to standby syrteme whoge muau
cannot u’ed"nlouly trated during normmal plant operetions, czou
in high radietion aress TRy D& required depending on detatled

sonsideretion of the evidence of 5RbOTage 1n thase areas ang & sibls
' ALAM congideration, ” - ' -

When evidencs of sa s found and specific components and t.:g.
“4re fdentifiea, considération of the consecuences of corrective ong
should be taken. A ¢h ® response to

gn determination of possible syste
Corrective actions should be mads énd centingency plans to address thase

FeSDONSS should be determines pricr to taking corrective sctions,

Detatled exemination of systems neluding those S850CIAtRS with the
{dentified sabotage may b8 necessary to establish the besis for continued
operation.® The systems to be examines kre 11sted In ftem C or 0 as
applicable. Follow €n & checkout, 1t than would be app riote .to
confirm systems oparabfiity throughout the plant using the Tec 1cal
Specification requi 5 a5 the messure of safe cperability. This

conformance with Tech | Specification requirements represents the
overall criteris on I decisions may be mede regarding changing the
moce of reactor operattons, !

€. PMRPYNS Syprems

1. Resctor System

8o Vessel - chesk for obvicus sbnormal conditien

. Vessel Leve) Unstrumentation - concensing chamoers, piping, dp
racks, wi ‘

2. Resctor Recirey) on System

8.  Piping

.  Valves, dis " m: s:mien

¢ Motor, pump controls

d.  Power supplydid Sat, cables, moules, breskers
. Control cap « Wiring, boards, breskers

T
L |

»

Nt 1% cperating, Tontinued tperation should 4nd must be permitted

3
untdl sufficient checxs Deen mace tO Assure that (hg plent can be shut
Gowr .""’u 7

. -
4
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3. Comtrol Rog DHnluydnult System

b« HCUs (Myorauife Contrm) Units), dirscticns! control valves,
feoletion valves, serem velves
b  Piping throughout WCUs, SOV (Sersm Discharge Volume)

¢ dratn and vent velves, "IV Leve! switches
d. trol cimitq - Gables, boards
€ Ar supply - ipiping sme vt‘\m. controls, pliot velves

Stancdy Liguid Contrel Syrtem

6. SLC tank, level, piping

. Pumps sne motors, sower supplies, controls
€. Valves, sauib, fsolatien

6. Control etreyitry, pemais, cabinets, cables
§.  Restdual Heat Remyva! (RHE) System

<

- .

0 Mest ucmmra. primry side (shell), secondary side (tubs)

SerVICe watyr .
b, Pﬁm’ry side ?mxa pemps, motors, aigino velves, uoh::ln
vc‘vn drywell spray p‘pino &nd velves, torus spray piping
and valves | '
Other primary side piping and valves. .6, shutdown cooling,
isolation gooling re applicadle

¢. Contro! cireim-y. wiring, panels, boards, Logic 1nterconnections,

r suppiies, control power supp)ies
[N m:as':rvico no;' System

1) Pumps | motors, weter supply structure
: “’ Piping ana valvas, fsolatien ang interconnections

Contre) cinuitz wiring, bosres, panels
fv) . Powerisupply, ¢ fe

o
§: Core Spray System

6.  Pumps, motors

B.  Piping and velves., fselstion velves check valves

€. Control circuitry, wiring, :nmn. Tomc. control power
¢. Power suppnr. cable, bresskers, controls

7. Wigh Pressure Coslent Inﬁumn Syttam -

. |
R Pump snd turgine driver

b.  Pping, valves, fsoletiem valves, condensate traps
¢, Oantn‘ ciregitry, wiring, l0¢1c, control power i
d'. Turbine ot fystem, turgine control valves, speed governor ,

¢

y breakers, controls

i

r—— | (g
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Automatic Depressyrizateon System

i, Safety nmé valves operabiiity

b. Coatrol circyitry, wiring, tissr, l0g1C

€. AP or pneumatic sscumyistors, afr supply check valves, atr
supply P"‘ﬂl 3

Reactor Cors Isoldtion Cooling System ‘
8, Pums and turiim driver ‘ ¢
. Péping, valves, ismlation valves, check moves, condensats treps

[ Coatn{ circyitry, wiring, logic

O1ese) Gensretor au-

Day tanks and storage tanct
b. Fuel o) pumes, notors pmng
¢. Control Circupitry, mr{n
d. Mou% gir start and hm oﬂ unnu

t. Gensrator pretective devices end output intercennections (Sn
oloctﬂeajnym

containment S”tm

|
.  Primary contiinmemt uolu!on valves including MSIVs end comtrols
b. Primar 'conutm-t {nerting system piping, velves, controls,
Eplin

Su»nnign charamr watsr Yevel
d.  Yscuum bregkers - O¥ to torus to reactor ouﬂMng

Stanaby gas treszRent system cpereddiity
f. DM purge end| vems valves control

Nater Systems

. m service mtn piping, velves, pumps, motors
b. '!o"" servica water hf spplicesie) piping, velves, pumps,

¢. Intake structure “ntagrity
d.  Reactor buiifiing closed coounhmur. turbine tuilding closed

mnng ar, Tusl pocl coo

e, Circulating water system .
f.  Olese!l gensrptor tooling water system

§. Concensate ml famcwster system including sterage tann and

damtneraline
h. Condeniate-F n-ur piping, pumps, velves
f. Fesowater hapters with sssociated piping ang velves

o | »

YFSF eariier BURs Y“M an fsoletion undonur for this function, only the

tbove (tems ('o’o

sna (D.t.) are wppiicable.

1
.

. ; & T T
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13. Instrumentation and Control Systems

|
&, Reactor protection system, boarcs, recks, re) comp!
contro cheek ' TV e

b, Neutron monftering system neluding TIP piping end velves end
. SRA, IRM, APRM ;
' €. Process control interfaces*
d. ineered safety featurs controls, recks

6. m for safel shutdown ngcluding contrel room habitsbil 171
f.  Other !&C - 0.g., fusl pool cooling, offgas thonn'.“mm '

14, RNectriea) Syuni

6. OC system supply and monitoring on 125 volt ang 280 volt
battearies kno chargers, switthgear and panels

B.  Vital AC equiioment ncluging dkv, 480 valt wnd 230 volt buses
#nd switohBear

c. {tal m;‘ :a:n\ contErs ;

. ¢ ting systes
e. Im!: s:ut control system
f.  Cable spresding reem .
8. Compresses Alr Sy'ﬁun

B ressors, sceumulater tanks ane motors
b.  Pping end valves
¢.  Control cireuitry, wiring

AR LY

{60 Matn Turdine Generator

b, Turdine contro) system including electrohydraulic ¢1) systes
b. Bypass valve controls
Ce marstor protective systens

. PR Plane Sugrams

1. Resctor Systenm

6. Remetor pressurs vesse!

b. Comtrol rod drive mechanism above resctor vessa)

¢. Comtrol ang l{nstrumentation for the reactor protectisn system
{RPS) ane the overpressurs protection system :

t. Reactor Coolent System (RCS)

6. Privary anc secongery coolant loop; piping, valves (Inciuding
safety relief), instrumentation ane control

b. Resctor coolant pumps (mz ang 2580C12t00 component cooling -
including comeonent ceoling of Tube of! coolers and component
cooling valves and piping out to contyinment penetratien



b
'

. TRORM NRE L.f1

¥0.14,19%¢ iTie2 Pile

o3 an e 19184 NRC-EA8T ARET = ND. BR1 ;T E—

el

. tean generstor externs) damege, including safe relief v

d. 3nnuﬁnr mmml.:oav,'s.'aimumngnwym {or sives
nitrogen) supply, tar control and hester beekup power
tupply, and valves and plping to pressure relief tank

Emergency Core Cooling System (POCS)

6. Accumulators ang piping to RCS vent snd 1soletion velves,
Aitrogen pressurs ang ll”:\y

Do High hesd charging pumes, charging 1ines, boren {njection

. anks, a11 other safety (njection pumps (f.e., {ntarmpetate
head pumos ¢ applicanie) ane related piping and valve
slignment (‘ncluging manual ‘solation valves) to RCS

€. Restoual heat remove! (RMR) systemi heat exchangers,
purps, valves including menva) pystem 1solation valve
alignment, and associated contro) circuitry wiring, penels,
interconnections, power suppiies and mtn' power suppifes

¢ RHR service water system 1nc\uotn! pumps, motors, piping,
valves (especially systam 1solation velves _

¢.  Refusling water storage tank, associated fsolation valves ang
piping for: ECCS pump suction

f.  Instrument snd control racks for the entire ECCS system

Componant Cooling System

. Component coel'ng pumps, heat exchangers, spent fusl pos) heet

QRCARNQErs, weter seal heat exchangers : :
b, Special attention should go to component ¢oo)ing for RCPE,

smargency ciese) generetdrs, ECCS pumps and associeted
fsolation velves and piping

Instrumentstion ane Contro)

6. Visua! inspection and functiona)l testing of RPS and engineering
safeguarcs! systems

5. Visual check of {nstrument racks and wiring for RMR, auxiliary
feodwater system and shutdown systems

€. Precperationa) testing of SRMS, IRMS an¢ 311 other power
Teve! instruments

g, Control room an¢ suxilfgry room ventilation system .

6. Instrument contrel air (or nitrogen) pressure velves ang

. piping for safety systems
f. Control room panels ane cabinets

— . o

cnsfNDoen
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Waste Disposai and Ragition Protection System

Radiation menitors for service wate- discharge headers and plant
vents

Resctor coplant drain tanks, CVCS haldup tanks, and the waste
holdup tanks, valves, piping und -adfation alarms

Waste gas monitor tanks, vaive l1ine up to service water
system

Gas decay tanks, analyzer tanks and nlant vent valve 1ineup and
associated regiation monitors .

Cdntainment Systems

f.

Containment ‘solation valves, CVCS etdown Tines, MSIVs
Conteinment pressure reifef valves, purge exhaust vaives and

t11 other manually operated contzinment valves which are
accessible

Personne) an¢ eauipment access hatcnel

Containment spray systems, piping, valves, instrumentation and
wiring, pumps, heat exchanger an: recircuiation system sump,
pump and controls

Mydrogen recombiner units including the control panels and
power supply

Fan coolers with safety cooling “unctions and ice condensers
(1f applicable)

Electrical Systems

Auxiliary power system, inciuding 4160/480 vital buses, 125 vo.t
DC contre) buses/battery and 120 VAC vital instrument bus

Emergency diesel generatcr system controls, fuel oil, lube oil,
tanks and piping -

Cable spreading rcom
Steam System

Associated relief valves
Turbines include lube cil system, bypass valves and
generator protection systems
Steam generator feedpumps and val.e )ineup through FW heaters
Auxiliary feedwater system pumps “nd manual fsolation valves

Spent fuel pool and fuel handling systems ({.e., if in refueling
outage), incluging cooling system ana leve] indicaticns

Service water system inciuding piping, .lves, pumps, and heat
exchangers :

Sampling system for appropriate systems including isclation valves

e e, ———
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UNITED STATES S
NUCLEAR REG \COMMISSTON
OFFICE OF N R REACTOR REGULATION
WASHINGTON, D.C. 20885

February xx, 1989 -

NRC INFORMATION NOTICE NO. 89-XxX: GUIDELINES FOR ASSESSING INDICATIONS
OF EQUIPMENT TAMPERING/SABOTAGE

A!!rlll..!t

A1l holders of operating [icenses or construction permits for nuclear power
reactors.

g!rggsol

This information notice 1¢ befng provided to assist addressees in plenning

for events involving {ndi¢ation of possible sabotege. If such an event

occurs, whether sccidentally or intentionally initisted, Jjudgmentt must be

mage regerding potentiel tonsequences of the event and the corrective actions
necessary to ¢liminate the inftiating conditions end minimize the consequences.
It 13 expected that recipjents will review the information for epplicability

to their factlfities. However, suggestions contained in this information notice

do not constitute NRC requirements; therefore, no specific action or written
response is required. \

Description ¢ ' ances:

Nuclear power reactor 1iansees personne! have fdentified severa! instances of
equipment tempering, for example, misaligned breakers or valves, cut wires or

cebles, or the placement pf foreign vbjects in & pfece of machinery or contemin-
ating |1qu1d| in reservoirs or tanks.

Discussion:

|
In determining what actions are sppropriate following an indicstion of sabotage
or tampering &t a nuclear power plant, the governing principle 1s to avoid undue
risk to the public health and safety., In ‘mplementing this principle, a1l par-
tinent fectors must be carefully examined to determine whether the condition
resulted from en accident or from & delfberate act of vendalism, malicious mis-
chief, or ssbotage. If judged to be an attempted act of radiologfcal ssbotage
factors such 8s sophistidation, intent, and the possibility of other scts by tﬁc
same porson must be considered, &s uei‘ es the event history of the plant.

In formulating any response action, the lfcensee should Cgﬂil!l 12l
ssfety consequences of such ections end the conditfon of the plant. Before
meking eny change in the operating status of the facility, the 1icensee should
consider the basis for the change and fts potential for mitigating or come
pounding the situstion. As & general rule, the public health eand safety are
probably be:x served by {nitially mainteining a stable mode of plant operation
as the transients caused by channes 1n plant status could contribute to &
reduction in plant safety. In additfon, contingency plans and other measures
need to be i1nitiated to correct the condition end prevent further acts while
the facts of the matter 4re befnp fully assessed.

DAAPT
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Because each plant situatfon s unique, fiard and fest rules for desling with
attempted sebotege do not seem practical. However, some general guidelines
sppear appropriste in nnsq circumstances. .

A.

Evalustion of & Tampering/Sebotage Event

After potential or oétua] sabot%gg_n[ tampering has been {dentified, it 1z

necessary to gether sufficient facts 1o permit & clesr understending of the
significance of the ,dcntificziituutito or tempering,

|
Some of the factors thet should be considered in gethering this information
are as follows: |

The event may pfevent a safety system from performing 1ts intended
function.

The event may prevent & system destgnod to prevent or mitigete the
consequence of melfunction from performing 1ts intended function,
resulting fn a Fosstble release of radfoactive matertal.

The event mey ceuse & safety system failure only {f muitiple other
events occur.

The event may prevent & system designed to support a safety system,
from performing 1ts intended function.

-]

There are no apbarent safety ‘mplications.

Three factors should be considered in determining the probability of @
malevolent act, as opposed to an accidental occurrence:

1. QVERTNESS - Sometimes by the act ftself, it 1s obvious that an act
0f sebotage has been perpstrated; but more often than not the cause
of an event 1s not obvious. The cause could be misaligned valves, for
example. In such cases, the following criteris should be used in
determinine whether saboteage occurred,

a. Physical avidence clearly related to the event, for example, the
lock to & valve is cut and the velve misaligned; or the actuator
to the motor control valve ¢ shorted.

l

b. Physice) evidence tangentially related to the event, for example,
the door zo the vital areas (VA) is forced open and the valve {s
nisaligned.
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¢. Circumstantis! evidence clearly releted to the event, for example,
the lock and chain are missing end the valve {3 uita‘ignod.

| .
d. Circumstantfal evidence tangentially related to the event, for
example, the key to the VA door i3 missing and the valve s
misaligned

e. No evidence of deliberste manipulation of equipment,

2. é!lsal - Some inferences concerning the intent of the adversary can
ewn from analyzing the safety significance and the overtness of
the act. In addition, intent can be determined by other means, the

most obvious being & communicated threat.

2. A couuunic.ted threat s received before the event.

- b, A communicated threat s received, and circumstantiel evidence -
relating to the event exists,
x

c. A communicpted threat 1s received, but no other evidence
(physical br circumstantial) exists. No event occurs.

d. No communitated threat 1$ received.

3. HISTORY - The historice] significence of an event should be eveiusted
usthyg the following criterie:

8. History of| recent similar events escalating in safety
319n1f1canro.

b.  History of random events with no escalation in sefety significence.

¢. History o{ vandalism relating to labor/management problems,

d. No prtvlo%s events,

An anelysis of the aoove:factors may Tead to & conclusion about whether the ect
wes willful or accidental. When overtness s judged to be Tow, and history s
found to bs low, the event may be less 1ikely to involve sabotage. If the
evidence 15 nut conclusive or {f the event {3 determined to be accidentel, the
appropriaste corrective adtion to prevent recurrence and to mitigete the con-
sequences should be taken.

If the event 1s cetermined to be an act of sabotage or, after eveluation of

the previous fectors sabotsge cannot be ruled out, & judgment must be made
regarding the level of sophistication of the event and the consequences intended
by the edversary. Some {nferences regarding the adversary's capeb!iity can be
drewn from the safety significance of the target. If the adversary's capability
is evelusted as being high, the potentfal to do significant damage 13 grest;
therefore, the leval of $ophistication of the event 15 a critical element in

the decision. Eveluation of the following factors may provide some {nsight
regarding the level of sophistication.

DRAEY
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Target selection and timing clearly demonstrate en intentfon to
cause consequences to the public health and safety. A high degree-
of knowiedge of the plant, end ths sabotage scheme demonstrate &
high level of profossionu‘ capabilities (expert employment and-
oost esdventageous locetion of explosives or installation of &
Jumper that would nullify the safety function of o vital component).

b. Evidence indicates an frtentfon to cause consequences to the public

health and sefety and & sophisticated saboto!: method {5 used but
target seléction and timing demonstrate Iimited plant knowledge.

¢, Target solJction and timing fndicate poor knowledge of plant; a
crude saboﬁ.oo method 15 used.

.- After consideration of the above factors, & response unction should be taken
thet s commensurate with the potential safety consequence of the act and
the soghisttcntion lével of the edversery. The following 1s a 1ist of
possible response acﬁions; one or more of these measures may be needed:
¥’ Contact the FBI to reguest their assistance in investigating the

incident and pr?vide technical essistance to the 78l as requested.

’ Ensure that efféctive coordination and communication ex{sts between
Nar piant opcrat1on§ end security personnel during the FBI investigation.

Identify which {anpered/subotagnd equipment has had recent maintenance
performed end who performed f1t.

|
Identify by computer check ({f feasible) the personnel who had recent
access to the aress which tampering/sabotege occurred.

Increase security measures for aress of concern to include additiona)
access controls and increase vita)l ares patrols for the rest of the
plent until the investigation 15 completed and the perpetrator removed.

| -
| ¥ Designete ¢ senfor manager ss the point of @ontact) to essist and coordinate
support and resrono to fnquiries pertaining to thu\invettigltion.

Review recent p?r;onnei problems or {ssues for indicetions of dis.
grunt lement, 2
inftiate ecceleLated functional testing,
Establish 11m1tLd_§gg:man rule for ares in which event occurred.

~ Establish tctul' two-man rule for a1l vital areas in the plant,

l
‘ ’ Consider controlled shutdown,

DrAFT
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. Inftiate controllled shutdown following the épproach 1n the
technics) svoclﬂications and o:orat!ng procedures, for example,

ensure avaflability of require systems before proceeding from
Ohe operating system to the next,

Hith en Understanding of the identif{ed sabotage, 1t 13 then éppropriate to
establish an 1nitfa) search of the Bssociated or suspect Systems. The

resulting Information then will be the basis for determinin subsequent
action. Clearly the extent to which the plant 1s checked 'i.o.. ftems B
end C or D bnlon’ depends on judgment regeraing indicetions of further

sebotage found durin the checkout,
B. Qverall Inspection oj Plant

- -
——

[ overall p ant ang_ﬁhqn & system-

As set forth {n itnm!A, “Evalustion of Tam ering/Sebotege Event,* the
¢ f search o lude & check of the

y-system inspection) a5 tppropriate. »
So— |

The overal) plant ané System-by-sygtem Mstings reflects » *hends-on*
opgronch in checking jout & nuclegr gower plant 1n instances of Suspected
febotage. The assumption 15 made that the plant technica) specifications
would be satisfied b fore Justification of continued operation or restart,

Before & system's ch ckout based on the 1sting 1n 1tems C and D below,
¢ broad fnspection o the plant should be made by the 1icensee. This

inspection should be largely visual ang consist of the following four
neain cetegories:

1. Control room fnspection

2. Plant struftures inspection

3. Piping and/valve ws) down {nspection

4, Confirmntlfn of electrical power inteprity

This brosd inspection should be initfally performed to Spot any me Jor
abnorme 19ty such as & dameged pipeline or a planted explosive, It should
not be programmed to/detect 21} potentially faylted systems,

In the contro) room nd other ar.a’ that contatn vits! electrica) equipment
visual nspection sh uld be made of a1} panels, boards, and 1nside cabinets

tO 5pot any obvious fault, Unsuthorized Jumpers ang &ny strange “packeges*
should be spotteq,

be sppropriste. Abn rmelitfies and foreign materfals should be looked for.
Plent structures inelude the main plant uitdings. that 15, the contafnment
the reactor building, the auxiliary butlding, the turbine building, and of
course the intake st:ucturc or connection to uitimate heat sink,

In the visug) checkoEt of plant structures, the same general attitude should

| Dgarr
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The piping and valve walkdown inspection should fnvolve the same per.
spective. This fnspection should not seek to distinguish between safety-
grade and nonsefety grade system piping. This inspection should s¢ Iy
consist of & routine patrol of all gccesstble pipin! runs in which ::o
inspector 1& alert to|the more obvidus type of feulting, For exanple,
the 1nsp¢§tor should be sble to “find" & cut chetin of a "chained and
padlocked” valve handle. On the other hand, the ins ctor should not
expect to confirm valye alfgnment during this inftial check,

Finally, the initial theck of the e‘octrical system should be made with
the same genera! spprosch. It should seek to verify that the vital r
supplfers were not “alitered” fn o significent way. The purpose of this
check sholld be to make sure 1t was safe to turn power on for furthsr
checking of systems.

|

- If preliminary determinstfon of sabotage has been made and further

. fnvestigetion indicatks that sgeciflc systems might be affected, 1t may -
be necossar{ to perfoim & comg ete walkdown inspection of certain systems,
checking 81] accessiblle manual ana motor-operated valve positions, circuft
bresker end electrical switch positions, etc. Actusl system walkdown
fnspections are espectally pertinent with respect to standby systems whose
o:ornoill cannot be completely demonstrated during norms! plant operations.
Checks n high recfetfon areas may 2. required depending on deteiled cone
siderstion of the evidence of sabot ge in these areas and as low o3 I8
- reascnably schievable (ALARA) consilieration.

If evidence of sebotape s found and specific components and systems are
fdentified, considerstion of the consequences of corrective actions should
be made. A thorough determination of possible system response to corrective
actions should be made and contingency plans to sddress these responses
should be determined before corrective actions are taken.

I
Detailed examination pf systems including those sssociated with the
fdentified sabotage, ;ny be necessary to establish the basis for continved
operetion.* The systems to be examined are 1isted 1n item C or D, es
applicable. Following such o checkout, 1t then would be appropriste to
confirm system operab?ifty throughout the plant using the technice!
specification requiremants a5 the measure of safe operability. This
conformance with technice! specification requirements represents the

overall criteria on which decisions may be made regarding changing the
mode of reactor operations.

C. Boiling-Water RJ.ctor_ijR) Plant Systems
1. Reactor Sygtem '

|
8. VYessel - check for obvious asbnormal condition
b.  Vessel Leve) Instrumentation - condensing chambers, piping,
differentid) pressure (DP) racks, snd wiring

o
YITIRe plant is opcratin#‘ operation thould continue unti! sufficient checks
.

have been made to ensure plant can be shut down.
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3.

6.
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Reactor Recirculdtion System

..
b.
c.
d.

P"tng

Yalves-discharge and suction
Notor, pu-? and controls ,
Power su motor generetor (MG) set, cables, modules,
end breaker
Control cabinets, wiring, boards, and breskers

Contro! Rod Drive Hydraulic System

b.
c.

d.
8.

Hydraulic control units (HCUs), directional contro) velves,
fsolatfon velves, and scram valves

Picing throyghout HCUs and scram discherge volume (SDV)
So'tdzain lfd vent valves and {nstrumented volume (V) level
switches

Contro) circuitry - cables and bosrds
Afr supply « piping end valves, controls, ahd pilot velves »

Standby Liquid C?ntrol (SLC) System

a.
b.
C.
d.

SLC tank, l‘vel. end piping

Pumps end motors, power supplies, and controls
Valves s?u b, and isoletion

Contro! circuitry, panels, cebinets, and cables

Residual Heat Removel (RHR) System

b.

end service water
Primary sideé low-pressure core infection (LPCI) pumps, motors,
piping valves, fsolatfon valves, drywell spray piping end
velves, and|torus spray piping end valves
Other primary side piping and velves, that 1s, shutdown cooling
end 1sol|ti%n coolin?.‘w ere applicable

r

Heat exchanzcr:, primary sfde (shell), secondary side (tube),

Control circuitry, wiring, panels, bosrds, logic interconnections,
ower supplies, and control power supplies

HR Service Water System

1) Pumps, motors, and water supply structure

2) Piping|and vc‘vcs. fsolatfon, end interconnections

3) Contro circuitri wiring, boards, and panels

&) Power supply, ce 5.. breakers, and controls

Spray Syste
Pumps, and motors
Piping and valves, fsolation volves‘ and check valves

Control circuitry, wiring, panels, ogic, and control power
Power supplfes, ceble, breakers, and controls

DRAET
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b.
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Tent lnjoctioq System

Purp and turbine driver .

Piping, valves, 1solation valves, and condensate.traps

Contro! cir uitry, wiring, logic, and control power

Turbine oilf system, turbine control valves, and speed governor

urizetion System

Sefety relfpf velves opersbility

Control cirtuitry, wiring, timer, and logic

Afr or pneumetic nccuuuln&ors. air supply check valves, and
eir supply t1ping

iution Cooling Systea*
Pump and turbine driver

e

.

———

Piping, valves, fsolatfon valves, check valves and condensate -

traps 1
Control cirguitry, wiring, and logic

Diese] Generator System

8.
b.
c'
d.
e.

Dey tanks end storege tanks

Fuel o1l pumps, motors, and piping

Contrnl circuitry, w1r‘ng. and logic

Dfesel afr ptart and lube 01! systems

Generator protective devices and output {nterconnections (see
electrical pystems)

Conteinment Systems
|

8. Primary contafnment fsoletfon valves, including main steem
isolation vaives (MSIVs) and controls

b.  Primary conteinment inerting system piping, valves, controls,
end samplinp

¢. Suppression chamber water level

d.  Yecuum breakers - drywell (DW) to torus to reactor building

¢,  Standby gas treatment system operabflity

f. DW purge and vent valives contro)

Weter Systems i

8. RHR service weter piping, valves, pumps, and motors

b. Emergency service water |1f appllcablo) piping, velves, pumps,
énd motors |

t. Intake structure integrity

¢. Reector buflding closed cooling water, end turbine butlding

closed cooling water, and fuel poo! cooling

¥¥or earlier BWRs using sn fsolatfon condenser for this function, only the
above items §.b and 9.c 013 epplicable.

‘ DRAFT
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6. Clrculating water system

f.  Diete! generator cooling water system

9+ Condensate mnd feedwater system, including storage tanks and
- demineraiizers . ;
h. Condensate-Feedwater gipiny. pumps, and valves

. Feedwater heaters with associated piping and valves

13. lostrumentation gnd Control (18C) Systems

8. Resctor protection system, bosrds, racks, relays, and complete
control room check :

b.  Neutron monftoring system, including traveling incore probe (TIP)
piping end Nalves end source range monitor ($ intermediate

renge monitor (IRM), and aversge power rangs non‘tor APRM)
¢. Process control interfaces

d.  Engineered 'safety feature controls, &nd racks
e. Instrumentstion and contro! (I8C) for safe shutdown, {ncluding
control room habftabilfity system o

f.  Other 14C « for example, fuel pool cooling, offgas monitoring,

etc. ;

|
14, Electrical Systems

8. DC system supply end monftoring on 125-volt and 250-volt batteries
and chargers, switchgear, and panels

b.  Vita) AC equipment fncluding dkv, 480-volt and 230-volt buses
end switchaocr

€. Vital motor control centers

d. Emergency Tighting system

¢. Remote shutdown control system

f. Cable sproﬁding room

16, Compressed Air System

8. Compressors, accumylator tanks, and motors
b. Plping cndivalvos
¢. Control circuitry, and wiring

16. Main Turbine Golarator

8. Turbine control system, including electrohydraulic ot} system
b.  Bypess valye controls
¢. Generator lrotective systems

D. Pressurizeg-Nater Regctor (PWR) Plart Systams
1. Reactor System !
¢, Reactor pr%ssuro vesse)
b. Control ro¢ drive mechanism above reactor vesse!

¢. Control eng {nstrumentation for the resctor protection system
(RPS) and the overpressure protection system
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Reactor Coolant Eystems (RCS) :

..
b.

C.
d.

Primary end secondary coolent loop<piping, valves: (includin
safety rclipf). instrumentation and contro! . ’
Reactor coolant pumps (RCP) and associated component cooling,
{ncluding component cooling of Tube oil coolers and t
cooling valves and piping to containment penetretion

External steam generator, 1ncludlng safety relief valves
Pressurizen, including powsr-operated relief valves (PORYs),
assoctated jcontrol air (or nitrogen) supply, heater control and
hu::o; :nc p power supply, and velves and piping to pressure
relief tan

Emergency Core Cooling System (ECCS)

b.

Co

d.

L

f.

Accumulators and piping to RCS vent and {solation valves and
nitrogen pressure and supply

Hiqh ead chnr91n? pumps, charginY lines, boron injection tanks;
all other safety injection pumps (4.e., intermediete head guups.
{f eppiicable) and related piping and valve alfignment (including
wmanval {solation valvos& to RCS

Resfdual heat removal (RHR) systemeheat exchangers, pumps

valves (including manual system fsolation valve al‘gnunnt R
assocfated control circuitry, wiring, gunols. interconnections,
ower supp)fes, and control power supplies .

HR service water system, including pumps, motors, piping, valves
aospecially system 1s0lat1on valves)

efueling water storage tank, associated fsolation velves, and
fping forTECCS pump suction

nstrum'nt:and control racks for the entire ECCS system

Component Ccoliﬁg System

b.

l
Component Cooling pumps, heat exchangers, spent fuel pool hest
exchangers, and water sed! heat exchangers
Special attention should be given component cooltng for RCPs,
3

emergency fiesel generstors, ECCS pumps, and associated fsoletion
valves and piping

Instrumentation end Control

&.
b'

Ce

Visual inspection and functional testing of RPS and engineering
sefeguards systoms

Visual check of instrument racks and wiring for RHR, suxilisry
feedwater 'system, and shutdown systems

Preoperational testing of SRMS, IRMS, and 211 other power leve)
instruments

Control room and auxilfary room ventilation system

Instrument control air (or nitrogen) pressure valves and piping
for safety systems

Control room panels and cabinets

s , ‘I:DVQbfﬁ”f=?r'.
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waste Dispose] and Redfation Protection System

8.
b.

c.
d.

Radiation monitors for service water discharge headers and plant
vents o _

Reactor coalant drain tanks, chemica) and volume control system
(CYCS) holdup tenks, and the waste holdup tanks, valves, piping
and radiat&:: elarms

Waste gas monitor tanks, &nd valve 1ine to service water system
Ges decay ﬁcnks. snalyzer tanks, plant vent valves lineup, and
associsted rediation monitore

Containment Sys

s,
b.

c.
d.

e.
f.

ams
Contuinmnnt fsoletion valves, CYCS letdown 1ines, and MSIVs
Containment pressure relfef valves, purge exhaust valves snd all
other manually operated containment valves that are eccessible
Personne! 4nd equipment access hatches - -
Containment spruy systems, piping, valves, instrumentation and
wiring, pumps, heat exchanger and rcctrcu‘ct!on gystem sump
ymp and controls
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