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1. SU W RY
d

The Westinghouse Electric Corporation proposes a three-year
program to develop and validate improved methods and techniques of
modeling cognitive behavior of nuclear power plant personnel. The
methods and techniques developed will be compatible, to the extent
possible, with reliability evaluations that use probabilistic risk
assessment approaches.

,

,

The program will be divided into three phases. This proposal
contains a detailed plan for Phase I, and general plans for the second
and third phases. The Phase I objectives are:

1. To identify and prioritize selected nuclear power. plant
personnel jobs, roles, and functions which involve aspects of cognitive
behavior that affect safety. ,

2. To assess the ivact of this behavior on other plant,

penannel, plant, safety systems, and overall plant risk.

3. To select one or more approaches for quantitatively and/or

i qualitatively modeling aspects of the jobs, roles, and functions
previously identified.

%
Phase II involves developing one or two models. Phase III has

,

as its objective field evaluation and validation of the models developed
during Phase II. .

The program will be carried out by the Human Sciences Department
of the Westinghouse R&D Center in Pittsburgh. For the past 12 years,
this group has been involved in the study of user-system interface
issues for military, industrial, and conmiercial applications. Their
experience includes models of operator cognitive behavior, evaluation of
operator aids', principles and concepts to enhance human-computer
interaction, and development and evaluation of decision support systems
(bothAIandDisturbanceAnalysisSystems).

I

1-1
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2. INTRODUCTION AND PROGRAM OBJECTIVES

2.1 INTRODUCTION

The Westinghouse R&D Center proposes a phased three-year program

to assess, develop, and evaluate models of the cognitive behavior of
,

nuclear power plant (NPP) personnel. This research will result in the
de'velopment and va'11dation of improved methods and techniques for

modeling human cognitive performance. These methods and techniques will
be developed to be compatible, to the extent possible, with NPP
reliability evaluations that use probabilistic risk assessment

approaches. The results of the proposed effort will be an improved
capability to describe the cognitive behavior of NPP personnel in a

: quantitative form.
'The validated model that will result from this three-phase

program can be used to analyze and measure cognitive aspects of behavior
for the NPP jobs, roles, or functions selected during Phase I. The

mvdel will aid in the assessment of human reliability and in the
evaluation of changes to NPP human-machine interfaces. The model to be
developed during the program will meet these objectives because the
Westinghouse team assembled for this program has a unique combination of |

; expertise in cognitive psychology; expertise in applying cognitive -

psychology to model and evaluate operator decision making; extensive ;

knowledge of nuclear power plant jobs, roles, and functions; and
;

experience with and understanding of human reliability and probablistic |

'

risk assessment. The Westinghouse team brings to this project: i

1. A large data base of empirical results on operator decision
making in both actual and simulated emergencies.1-4 (An in-depth

,

understanding of how NPP personnel monitor, plan, and decide is an

i essential ingredient in the assessment, development, validation, and use
of models of cognitive aspects of behavior.)

,

2-1-
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2. A technique for cognitive task analysis (i.e., to identify
decision making requirements) developed in the context of NPP operations ,

and applied to a portion of the NPP functions and systems important to
safety. This technique is a fom of knowledge representation that maps

,

the problem space of goals, subgoals, side effects, functions, and
requirements for NPP tasks related to safety.5

3. Experience in building and using models of cognitive
behavior in process control.0'7 including a signal detection analysis of

'

the operator's alerted-monitor role,8 knowledge based data sampling,9,10 .

supervisory control 11 and errors of decision making.1.12,13
4. Qualified cognitive psychologists who are also ' experienced

in NPP tasks through studies of operator performance, operator
reliability, evaluations of operator aids. NPP control room reviews, and

'

development of NPP data base systems, display systems, decision aids,
and disturbance analysis and surveillance systems.

,

5. Extensive knowledge of ongoing research and the results ofr.
'

research done around the world through active participation in

.c international cooperative programs (e.g., with Risti National Laboratory.
Electricite de France, the International-Evaluation of Operating-

-

Practices Group) and national activities (e.g., the IEEE Subconstittee on
H = n F:cter: and Centrol Facilities, the ANS Technical Group on Human
Factors, the two NRC-sponsored Myrtle Beach Workshops, the NRC-sponsored

Cognitive Modeling Workshop).

6. Successful management and completion of related progray,is for
the Electric Power Research Institute. The National Science Foundatio'n,"

and various Westinghouse operating divisions.

2.2 NEED FOR PROGRAM

The need for this cognitive modeling program is well documented.
Conclusions from three NRC-sponsored workshops (Myrtle Beach 153, Myrtle

Beach II54, and the 1982 Boston session on cognitive modeling of nuclear
plant control room operators 24) were that a problem exists because

! current human reliability assessment methods do not describe NPP
i

'

2-2.
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personnel cognitive behavior adequately, and that research is required
to develop models that better describe cognitive performance. It is |

stated in the Human-Reliability Analysis Chapter of the PRA Precedures
Guide 46 (NUREG/CR-2300, Vol.1) that "For some operations, cognitive
errors are critical (e.g., errors in evaluating display indications).
There is very little information on errors of interpretation or
decisionmaking (i.e., errors in the thought process)." In addition, the

importance of and need for consideration of cognitive factors was
documented in a letter from the ACRS to the NRC Comissioners.

2.3 OBJECTIVES AND SCOPE

The proposed program co'sists of three phases with the followingn

objectives:
Phase I

,

1. Identify and prioritize selected NPP personnel jobs, roles,
and functions which involve aspects of cognitive behavior that affect-

- safety.
- 2. Assess the impact of cognitive behavior on other plant

,

- personnel, plant safety systems, and overall plant risk.
3. Select one or more approaches for quantitatively and/or

qualitatively modeling cognitive aspects of the selected jobs, roles.
and functions.4

Phase II,
'

Develop a maximum of two models for analyzing the quantitative .

and qualitative aspects of cognitive activities emerging from Phase I
research.

Phase III
Conduct field evaluation and validation of the cognitive

model(s) developed during Phase II.

| Westinghouse will furnish highly qualified personnel, equipment,
materials, trar.sportation, and facilities necessary to perform the
three-phased program. This proposal contains a detailed plan to perform
Phase I of the program. Plans for Phases II and III are presented in

2-3
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less detail. Detailed plans for the second and third phases will be
prepared as part of the Phase I and II efforts, respectively. Phases II
and III will be performed, if authorized by the NRC.

,
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- 3. PROGRAM PLAN

.

3.1 PHASE I: IDENTIFICATION, ASSESSMENT, AND SELECTION

In Phase I models of cognitive behavior that are relevant to a
subset of NPP jobs, roles, and functions important to safety will be
identified and assessed, and one or two will be chosen for development

~ in Phase II. Phase I will consist of five tasks, which arrdescribed in
Sections 3.1.1 to 3.1.5 and are related to time in Figure fl.

t

3.1.1 Task 1: Conduct Meeting to Identify Cognitive Aspects of Behavior
that Affect NPP Safety

Objectives: Establish working definitions of the cognitive
activities that are important to safe operation of a NPP; establish'

communication with other completed or ongoing NRC work on cognitive
related issues; and focus model identification and assessment on
::!:cted pertions of NPP jobs, roles, or functions.

Technical Approach: Westinghouse will provide an agenda,
coordinate, schedule, and convene a meeting at NRC facilities with NRC
personnel and consultants to achiese these objectives. To ensure a
focused and productive meeting, Westinghouse will, prior to the meeting,
provide participants with a preliminary bibliography of reports on
cognitive activities in NPPs, preliminary breakdowns and working
definitions of cognitive activities relevant to MPP safety, and a
preliminary breakdown of NPP personnel roles and functions. These
materials for the meeting will be supplied to the NRC and those
designated by the NRC one week prior to the meeting. Tule 3.1 contains
a preliminary agenda for this meeting.

.

3-1
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Months after Start of Contract
2 4 6 8 10 12Task -

1. Conduct Meeting -a

2. Assess Impact of Cognitive Activities. A a

on NPP Safety

3. Inventory of Models A e
.

3.1 Survey Literature A -t
' '

3.2 Synthesize Empirical Results on a e

Cognitive Activities in NPP
Safety ,

3.3 Decision Analysis to Assess and a e

Select Mcdels to be Pursued in
Phases II and III

4. Document and Present Results a a

5. Final Fiiane II Research Plan a a

Deliverables:
Status Reports (Monthly)
Minutes Initial Meeting a

Inventory of Models of Cognitive a
*

Activities

Final Report
-

(IfRequested)
a

Paper Summarizing Results
Final Administrative Plan, Phase II a

Figure 3.1 -- Schedule for Phase I.

.
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Table 3.1 -- Preliminary Agenda for Meeting to Identify
Cognitive Activities Relevant to NPP Safety

j DAY 1

3:30 - 3:45 Introduedon L. Hanes (R&D)

3:45 - 9:00 Project Overview NRC

9:00 - 10:00 Review of Teary D. Woods (R&D)
Breakdown of Cognitive
Aedvities and NPP Personnel
Roles and Funcdons

s
10:00 - 10:15 Break -

10:15 - Noon Discussion, of Candidate NPP All
Jobs, Roles, and Functions

Noon - 12:45, Lunch

12:45 - 3:00 Discussion of Breakdown and All
,

Working DeSnidons of
Cognitive Activities Related
to NPP Safety

3:00 - 3:15 Break.

3:15 - 5:00 Discussion Continued All
,

DAY 2

e.in . 2n.no Seleedon of NPP Jobs, Roles, All (group consensus
i Punctions to be Focused on in technique led by

28odel Iden*Ma=+4a= /Asmaamment L. Hanses)

10:00 - 10:15 Break

10:15 - 11:15 Selection of NPP Jobs, Roles,
Punctions

11:15 - Noon Finalias Wor' king Dennitions All
of Cognitive Activities of NPP
that Affect Safety -

.

Noon - 12:45 Lunch

12:45 - 3:15 Finalise Working Dennitions of All
Cognitive Activities

3:45 - 4:15 Update Bibliography and Points All
of Contact on Research Related
to Cognitive Activities in NPP

D. Woods NRC4:15 -' 4:30 Final Comments
, ,

4:30 Adjourn

|
'
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Westinghouse w'ill use the nominal group technique (NGT)

' consensus process to: ,

1

Integrate the attendee's viewpoints |i *

|'

Select the NPP jobs, roles, and functions to be focused on in- *

model identification / assessment *

Finalize the working definitions of cognitive activities in* .
NPPs that affect safety

; .
,

I Westinghouse personnel utilized the NGT process successfully
53with one of the groups during the first Myrtle Beach workshop and

1

during the deliberations of a group identifying robotic research
priorities in a contract sponsored by the National Service Foundation.55

' '

Expected Results: Westinghouse will provide the NRC the minutes
of the meeting within one week after the meeting. The minutes will

'

contain the agenda, sussiaries of the discussions, a bibliography -

! annotated with points of contact on research related to cognitive
! activitic: in NPPs, the set of working definitions of cognitive
! activities important to NPP safety produced during the meeting, and the..

set of NPP jobs, roles and functions to be focused on during Phase I
research as identified in the meeting.

3.1.2 Task 2: Assess the Impact of Cognitive Activities on NPP Safety

Ob.iective: Assess the impact of cognitive activities on each
NPP job, role, and function (from Task 1), and categorize and prioritize
each NPP job, role, and function in terms of their potential impact on
safety.i

; Technical Acoroach: The relationship between cognitive .

activities and NPP jobs, roles, and functions and NPP safety will be i
;

|
'' categorized and prioritized based on:

A function based, goal-means analysis of the relevant portion :*

of the NPP
The roles NPP personnel play in safety (prevent, terminate*-

and mitigate disturbances and roles of process management,
equipment operation, test, calibration, and maintenance)

:

! 3-4
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Figure 3.6 -- Structure of the Operator Task Analysis.

|

3-11

. . . - -_ _ - _ _ _ _ _.. _ _ - - - - _ _ _ . - _ - . _ _ . - , _ - - - - - .- ,__



_ _ . _ . -__ _ _ __ _ _.

*n
'

@
wao=

Another aspect is how NPP personnel interact with the process:
roles of maintenance, test, calibration, equipment operation, process
management. For example, equipment operation refers to direct operation g

of systems or equipment (the Level I controller in the supervisory ,

control structure shown in Figure 3.7). The process management role
,

refers to supervisory control activities that monitor Level 1 control,
'

diagnose problems, coordinate recovery, and plan in cases beyond the
procedure base, among other things. These two dimensions of personnel

'roles will be used to map NPP jobs (from Task 1) onto the goal-means

network. -

The cembination of the function based, goal-means network, the

cognitive task analysis and the definitions of operator rolas-will
provide the machinery for assessing the impact of cognitive activities .

on NPP safety. Westinghouse has developed a goal-means network and a'
,

cognitive task analysis for s' portion of NPP safety, and will use this
as a base for the work in Task 2 as well as for the preliminary

,

structure of cognitive activities and NPP personnel jobs and functions -

,

needed for the meeting in Task 1.
| Expected Results: Westinghouse will develop a function-based,

goal-means network for the portion of the NPP related to the personnel -

j:M. r:l=, =d functions idontified in Task 1. This network will then
be used to develop a cognitive task analysis for these jobs, roles, and

,

;functions and to categorize and prioritize their role in NPP safety. .

| 3.1.3 Task 3: Identify, Assess, and Select Models of Cognitive Activities .

.

Objective: Identify and assess approaches to modeling cognitive
o,

behavior in NPPs for the range of cognitive activities and NPP jobs,'

roles, and functions identified in Tasks 1 and 2.
Technical Approach: If one thinks of the task of assessing and

selecting among alternative models as a problem-to-be-solved, then one .

can apply the same techniques to this problem as have been used to

| analyze operator problem solving. Westinghouse has applied decision
analysis techniques to better understand how operators make decisions in |,

.

3-12
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.
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.
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Figure 3.7 -- Basic structures to describe Supervisory Control.
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emergencies.1-4,16 To accomplish the objective of Task 3. Westinghouse
will carry out a decision analysis on the decision: choose models of
cognitive activities in NPP safety (for the jobs, roles, and functions
identified in Tasks 1 and 2) to be developed and evaluated.

Decision analysis is a technique to frame a choice problem so ,

that the decision maker can take into account all available information ,

to more effectively formulate and choose an option that will meet his
objectives. In this program, decision analysis will be used to aid a
prospective choice (choosing a cost-effective modeling approach for
cognitive activities in NPPs) by compiling all of the elements which
should be considered, as opposed to the operator decision making studies

~

where it was used to analyze the key elements that went into whatever
choices operators had made. This decision analysis will ,

(1) identify the modeling frameworks, specific models, and
modeling tools available for the cognitive activities and MPP jobs,
roles and functions specified in Task 1 (Task 3.1);

._
,

(2) assess the modeling approaches in terms of the important
characteristics of models and the important characteristics for
successful applic'ation of a model to NPPs (Task 3.3).-

-- In order to assess the important characteristics of. models, it
is nacattary to compare the concepts in and results with different
models to empirical data on cognitive activities in MPPs. Task 3.2 will .

provide this knowledge base (which will also be important in Phase II

and III).

3.1.3.1 Task 3.1: Survey Literature on Models of Cognitive Behavior
Relevant to NPP Safety

,

Objective: Survey the literature on models of cognitive
activities relevent to the jobs, roles, and functions from Tasks 1'

and 2. .

Technical Approach: Westinghouse will provide a survey of the
literature on models of cognitive behavior relevant to the cognitive
activities and NPP jobs, roles, functions identified in Tasks 1 and 2.

3-14
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Westinghouse is extremely knowledgeable in available modeling approaches
because of its own work in models of cognitive behavior ,8,9,10 and1

because of participation in workshops and symposia on models of person-
machine systems.7.11,12.19,24 Westinghouse is also extremely familiar
with work carried on in related areas such as other process control

.

applications, aerospace, developments in artificial inte111gence,7,25
and developments in models of cognition in general. Westinghouse will

! search, compile and organize the literature on cognitive models based on
this knowledge and experience to provide a broad and up-to-date survey.

) Expected R'esults: An up-to-date' bibliography of modeling'

,

frameworks, specific models, modeling tools, and model evaluations-

relevent to NPP jobs, roles, and functions (from Tasks 1 and 2) will be
,

developed and organized around the dimensions of models used in the
decision analysis in Task 3.3.

3.1.3.2 Task 3.2: Assess Current Empirical Knowledge on Cognitive
,
~ Activities in NPPs

,

Ob.iective: Provide synthesis of current empirical knowledge of.
cog'nitive activities in NPP.i

-
.

Technical Approach: The process of building a model involves an
'

assessment of the behavior the model is meant to address. The cognitive
task analysis from Task 2 provides one part of 'that assessment: the
domain-specific decision requirements. The secord part consists of the

;

j empirical knowledge available on cognitive activities in NPPs and
I related process control applications. This knowledge base will be used:

To assess a model's applicability, scope, and validity to the.

MPP domain

To aid in the development of specific model in Phase II.

To provide guidance and preliminary data for the evaluationi
.

of the model in Phase III

This synthesis of results on cognitive activities does not,

!
currently exist although in the last few years there have been studies
of operator behavior in NPPs. Westinghouse has begun to develop a-

l based on theunique knowledge base on operator cognitive activities

3-15
,

..-..,,,,v -_ ~.,c. ,. _. _ - - , - _ . ., .._ - _ .- . ..m. ,. . . , _ _ _ . _ _ . _ _ -



_

.-

^) -

'@
; Washnghouse

,

empirical studies of operator decision making Westinghouse has
participated in or conducted ,3,4,16 and based on studies of decision2

making from related process industries.18.19 Westinghouse will further
develop this synthesis based on the personnel jobs, roles and functions
identified in Task 1, and based on an analysis of other studies of

,

operator behavior (e.g., 21.22.23) to identify results on cognitive
activities.

Expected Results: Westinghouse will provide a synthesis of
empirical knowledge of cognitive activities in NPPs for the range of
jobs, roles and functions identified in Task.1. This knowledge base
will be used in Task 3.3 of Phase I and in Phase II and III.

,

3.1.3.3 Task 3.3: Decision Analysis: Inventory of Approaches to
Modeling Cognitive Behavior in NPPs

Objective: Assess alternative approaches to modeling cognitive
activities.

Te_chnical Approach: Westinghouse will assess models of.

cognitive activities as applied to NPPs through a decision analysis.

approach. Decisionanalysisisatechniquetoframekchoiceproblemso-

that the decision maker can more effectively choose an option to meet
nis oojectives. Decision analysis will identify the important
characteristics of models with respect to successful application of the
model to NPPs; it results in a broader, more in-depth formulation and
analysis of alternatives with respect to NRC objectives.

The problem of selecting a model of cognitive activities for .

development and application to NPPs is a multi-dimensional problem with-

tradeoffs (breadth of coverage versus specificity of predictions),
constraints (Is the empirical data needed available?), and post--

! conditions (e.g.,complexityofimplementation). Decision analysis
handles this complexity by

Identification of the critical dimensions underlying the' .

choice

Analysis of alternatives in terms of their position in this*

j multidimensional space.
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The selection process, then, involves not only the position of a
given model in this space, but also the judged relationship between the
dimensions themselves and the objective of successful application of the
model to NPP safety.

To chart and illustrate how the decision analysis of models of

cognitive behavior will proceed, we will first define the tem model,
then describe some of the important dimensions of models (Table 3.2),
and finally analyze some examples of models or classes of models (a set
of models that use the same basic concepts) in terms of the dimensions.

'

What is a model? .

1. Models contain concepts and relations among concepts that

represent! (but do not duplicate) some aspect of the situation of
interest. The concepts in a model specify what is really important in
producing and controlling behavior in the situation of interest. The
concepts suggest what to look at about the situation and how to describe
the situation. For example, is a bird more like a gnat or a 7477 A
modelofhowflightispossible(adescriptionoffunctionalcharacter-
istics) shows that birds and jets both fly based on the concept of lift
provided by'an airfoil, while a gnat treads air in a turbulent regime.--

7. Since models are representations, they carry implicit or
explicit assumptions about the situation of interest. This means models
vary in scope and applicability to real world tasks.

3. Models can also have some machinery to generate specific and
I

reproducible outputs given some inputs. |

These tools can be mathematical, Monte Carlo simulation, and,
with the development of AI programming languages, effective

procedures. There is an interaction between modeling tools and model
'

concepts / relations in that certain tools may be most appropriate for
certain kinds or classes of models and certain concepts may naturally

suggest certain kinds of tools.
There are two sets of dimensions to models: (1) characteristics

of models themselves (Table 3.2) and (2) important factors for
successful application of the models (Table 3.3).

|
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Table 3.2 -- Dimensions of Models*
|

1. FORMAL-CONCEPTUAL:,

I Formal models have well specified concepts, relations and machinery to ,

generate model output (e.g., Refs. 8,28,29,30); traditionally, some form
of mathematical expression, but with advances in symbolic programming,
models also can be expressed as effective procedures., ,

! Conceptual models lack a formal expression which generates a subjective e

! component in the application of the model (e.g., 9,10.34,35). While
formalized models are more highly valued in nature sciences; conceptual
models by themselves can be extremely useful to identify important

i factors and general effects, to classify situations, and to provide a
framework to apply several formal but narrow scope models to real world

,

situations.
'

-

,

Interactions: This dimension generally trades off with scope and with
'applicability (fomal models may carry simplifying assumptions which can,

affect the model's applicability to real-world situations).

i 2. BROAD-MARROW SCOPE: .

,

'f The range of tasks covered by a model..

! Interactions: Often, the broader the coverage of a model, the lesss
formal the expression of the model; this tradeoff is often overcome~

through the use of a framework conceptual model that holds or structures
avarietyof(possiblyheterogeneous)narrowerbutmoregraalmodels
'~ piece: ef the fra rework. For example, Pew and Baron use optimal'

control theory as framework to integrate several psychological models of
cognitive activities (e.g., goal setting) together and to the process
being controlled. Narrow scope models tend to have narrower
. applicability.

3. APPLICABILITY:

The degree to which model assumptions and concepts match the critical
characteristics of the situation-to-be-modeled. For example, most
models of choice were developed on well formulated, time bound, finite
tasks whereas most real world decision problems have a history, a future
(decision horizon), are not well-formulated, require information
seeking, etc. As a result, models of choice have limited applicability
to dynamic decision making situations like control room emergencies. .

.

*This is not meant to be an exhaustive list, but to illustrate some of
the dimensions to be used in the decision analysis. .

.
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; Interactions: Correlated with scope; more relevant to causal, rather
j than correlational, models since the latter's only claim is that model
! output is sufficiently correlated with behavior.

4. CASUAL-CORRELATIONAL:
!

Casual models attempt to model the process as well as the outcome;
correlational models are only concerned with outcome, if model outputs
match human outputs sufficiently then the model is acceptable. One
classic example of correlational models is readability indices which
make no claim to be model of how people read but only to capture an

| empirical correlation between characteristics of the material to be read
and reading performance.>

Interactions: Correlational models are not prescriptive; applicability
may not be relevant to correlational models.; .

5. DESCRIPTIVE-PRESCRIPTIVE (NORMATIVE OR IDEAL):

Prescriptive models'specify how tasks should be done; descriptive models !

codify what people actually do. Aclassicmodelingappgachistobegin
with a normative model (e.g., expected utility theory)p to add
descriptions of how people deviate from this standard, and finally to

; move from description to explanation and prediction through models that
addressthemechagsasunderlyinghumanperformance(e.g., psychological

'

decisiontheory). Another example of this approach is occurring with
models of operator data sampling where models for optimal data sampling
inmanualgngolwereadaptedtodescribemorecomplextasksandhuman

~

mechanismsunderlyinghumanattention.gagincludethepsychological
and finally to modelsdeviations e

I Interactions: Prescriptive models are usually formal, model the task
| environment, and carry assumptions which can constrain applicability;

|
descriptive models tend to be models of the person (psychological).

, 6. MODEL OF HUMAN PERFORMANCE (PSYCHOLOGICAL MODELS) OR TASK ENVIRONMENT:
i Models can focus on what people do or on what the task demands of

people. While modeling approaches may start from one or the other4

i direction, these are really two sides of'the same coin. Task factors
constrain human performance models and, to be useful, task models must

i incorporate human deviations. Often, both points of view are needed for
: successful modeling.
"

Interactions: Models of task environment are prescriptive and formal;
their appT' cab 111ty may be constrained by assumptions.

i 7. DESCRIPTION-EXPLANATION-PREDICTION:
i

Descriptive models codify what people do; explanatory models express how
| or why, i.e., mechanisms; predictive models predict outcomes in new

situations.
1
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Interactions: Descriptive models may not explain or predict;
explanatory models can describe and predict; correlational models
predict without explanation or description. Since explanatory models
contain mechanisms that underlie performance, they are psychological,
can potentially be formal, and can measure process as well as outcome
(e.g., not just time to detection but did operator sample relevant

'.

data). .

8. BOTTOM UP-TOP DOWN:

In bottom up approaches to modeling human performance measures on simple
behavioral elements are combined to produce an assessment of the
performance of the whole; examples are traditional human reliability
approaches and the kinds of models that can be built with network
tools. The problem is what are the units of behavior to be measured and

-

combined. Topdownapproachesattempttomodellargerbehagoralunits.

9. INCOMPETENCE - COMPETENCE:

Modeling human performance can focus on competence (what makes for good
performance) or an incompetence (what problems occur in performance).
However, these are basically complementary starting points because a
taxonomy of errors implicitly or explicitly supposes a model of human ;

,' behavior in the task environment. Conversely, models of competence can
r be elaborated to address failure modes.

10. VALIDITY:
..

All of these dimensions in some way relate model contents to empirical
knowledge on human behavior in the situation of interest. Thus, a
criticai ractor in the assessment is the empirical knowledge base on
cognitive activities and the ability of a particular model to capture
the relevant empirical results. As a result, an important part of the
assessment is a synthesis of empirical results on cognitive activities
in NPPs.

To illustrate how these dimensions work in the decision analysis
consider one class of models -- multilevel views of cognitive processing

(Refs. 32 to 37) are examples of this class.
The key elements of this-view are:

Human processing of information is organized at different.

levels which operate simultaneously over different time,

spans.
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Some (presumably " higher") levels modify or control the |e

operations of others.
.

,

Lower levels are capable of independent function..

The result is that there is a multi-level (not necessarily
hierarchical) architecture of cognitive processes. Lower level
processes, which might be characterized as more ballistic or parameter

3

driven behavior modes, bring efficiencies to behavior (e.g., stero-
typical jumps in Rasmussen's step ladder model) but operate only over a,

limited range of situations. This tradeoff is balanced by other layers
of processing, in the multi-level view,-which monitor and modify the:

application of the lower level routines with respect to error correction
(are skilled routines proceeding correctly), goal achievement / settingj

I (are skilled routines achieving the desired effects), and responses to
! novel situations (which includes the ability to distinguish novel from

; stereotypicalsituations). If only the upper levels were available.
performance would be slow, awkward and demanding as when we learn a new-

skill. On the other hand, if only lower levels were available.

! performance would be effective only when the novel or unexpected do not
occur. Coanitive architectures that consist of multiple levels combine
the advantages of these two kinds of processing whi'e minimizing the

ldisadvantages. Empirical data show that many operational problems are
related to a lack of feedback.on the success or non-success of recovery
actions. From the multi-level view, this is due to lower level routines
running on the absence of higher level control based on monitoring

.

changes in process state and goal achievement. Norman and Reason have
developed taxonomic models that classify the conditions for failures in
lower level skilled routines.36,37 Breakdowns in executive processes

! ' lead to:

coordination failures (goal or structural coordination)e
;

errors of omission -- failing to correct / adjust lower levele

activities

i
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timing errors -- doing the right thing at the wrong time! 1e

errors of the third kind -- solving the wrong probleme
,

attention failures -- e.g., disintegration of the visual I

1

e

field, cognitive tunnel vision, navigation problems in
display networks (attention failures are one factor that
produce human performance problems whose solution seems
obvious to hindsight or outside observers).-

This class of models is conceptual; it integrates and codifies a

large body of knowledge that addresses a broad range of cognitive'

activities (wide scope, high applicability, high validity). It is a

model of humah behavior'and the underlying mechanisms that produce

behavior (psychological model). .It directly addresses the kinds of
,

failures that occur in human cognitive processing (addresses ,

incompetence as well as competence) and the mechanisms that produce
these failures. Figure 3.8 is an example of one type of error from this

; ,

| class of models.

|
This class of models has been used to describe perfo mIance, and

] ,

to explain how outcomes were produced.1~4 and it could be used to-

|
predict outcomes (if condition set X exists, then a mode error is

|
"relatively" likely). However, the weakness is the lack of fomal

j specification wntch makes application of this class of models open
ended. As a conceptual model, it can be used to describe NPP personnel

performance in cognitive tems and could be deployed as a set of
**

situation templates and factors to be considered during human
-

reliability assessment much as performance shaping factors are used in .I

the THERP approach. It can also function as a framework model to
structure more fomal models that only cover a narrow scope of cognitive

' activities. Finally, models from this class (at least some versions and,

perhaps over a more restricted range of cognitive activities, e.g.,-|

36 and Reason's
i slips) can be formalized. For example, Noman's

40

f mechanisms underlying slips can be parameterized or fomalized via AI

I tools,41,42 and Broadbent used a specific version to model control of33

a simulated transportation system.
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Action Set I Aetlom Set Y
freauently performed infrecuently performed

Actions Actions,

A 1*

,

B 3

C 3

CAPTURE
- D D

ERROR .

EV 5

Figure 3.8 -- Illustration of one human error category: capturl' error
(a highly practiced behavioral routine inadvertently takes
control from a less established sequence).
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The second set of dimensions apply to factors important for

! successfuluseofaInodeltoanalyzethecontributionofcognitive
activities to NPP safety. Table 3.3 contains some of these factors.' ,

It is important to note that, while a successful modeling
;

approach needs to be both accurate and practical, the useability factors ,

are logically secondary to the dimensions of models. If a model is
inapplicable or too narrow in scope, questions of useability are moot.
The useability factors are a means to perform a finer breakdown of
modeling approaches that seem to be equivalent to tems of their
potential to accurately predict perfomance.

The result of the decision analysis along these two sets of 4

dimensions will constitute an inventory of available mode 11nr
approaches. Some approaches may be rejected because of their position
on some model dimensions, e.g., little applicability or too narrow a
scope. Others may be eliminated because the dimensions that
characterize these models are judged to be of low priority with respecte

! 5 to producing a successful model for NPP safety. Still others may be
rejected on useability factors where cost, scale of effort, special
resources, or other factors raise questions about practical feasibility.-

! To take an example, if the decision analysis reveals that a wide
I sceps, n:gn:y :pplicable, formal model is desirable but that all ,

! applicable, formal available models are narrow in scope, then the result
'

might be to develop one type of framework conceptual model that can
integrate more formal but narrow scope models and to develop one example
of the femal, narrow scope models. .

Expected Results: Westinghouse will produce a written inventory
of models potentially relevent to cognitive activities in NPP safety;

based on decision analysis techniques. The inventory will document the
models considered in the decision analysis, the dimensions used to
characterize each model, the analysis of each model in terms of these
dimensions, and the results in terms of models which would or should be

;

] pursued in Phases II and III. .

i
1
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Table 3.3 -- Factors Important for Successful Use of a Model

!
1. Type of Output:

.

Description -- Highlight important factors; define the units of
behavior whose quality should be determined

| Explanation -- How or why an outcome was produced, e.g., what'

i factors affect diagnosis time distributions or how does data
j sampling pattern relate to quality of diagnosis -

'

s
' Prediction -- Given appropriate specification of a situation,

what will be the behavior or outcome.
!

2.. Measurement Scale: nominal, ordinal, interval, ratio. ,

3. Expandability: A model, model class, or modeling framework may be
developed and eyaluated on only a small range of the cognitive tasks
of importance to NPP safety. Can the scope or range of applicability

,

of the model be expanded if the narrower usage is successful?

model varies from mathematict.1 implementations in equation.g g f g
Complexity of Implementation: The resources required for u4.

*3
to a statistical implementation' (e.g., Monte Carlo simulation), to

i AI implementations, to strictly conceptual models.
1

) 5. Transfer of Technology: How easily can others apply the model; what-

tools, expertise, documentation is needed or can be provided to'

! a=hla ne heilitate broad use of the model.
i

6. Ready Useability of Output: For example, accurate measures of the
j quality of data sampling behavior may be easily used to evaluate new
: displays but harder to use to generate reliability numbers on

tradiational descriptions of operator tasks. ,

| 7. AccessibilityofDataReggradasInput: Application of many models |
; requires a task analysis. Is the appropriate kind of task !

analysis for a particular model easily available or eastly
generated? Other kinds of input data could take the form of error
data banks which may be difficult to create or translate from

| existing data banks. Other models may require information about
cognitive activities in MPPs (both empirical and nomative, e.g., how
complex or difficult is a given decision or measures of operator
workload for samples of the tasks being modeled).

8. Relationship to other (i.e., noncognitive), existing techniques to
assessthequalityofhumanperformanceinNPPs(e.g.,THERP,
SHARP). .

!
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| 3.1.4 Task 4: Document and Present Results of Phase I Research
,

Objective: Prepare final written report of Phase I results and
formal presentations of these results as directed by NRC.

Technical Approach: Westinghouse will prepare and submit a
; complete draft of the final report on Phase I research results no later

than eleven months after start of the contract and the final report
prior.to the end of the contract. The final report will include the

Set of NPP jobs, roles, functions and the working definitions.

of cognitive activities important to NPP safety from Task 1
'

Assessment of the impact of cognitive activities on NPP.

safety including the goal-means network and cognitive task
analysis from Task 2

Bibliography on modeling cognitive activities in NPP.

Synthesis of empirical results on cognitive activities in NPP=

safety__

.

Decision analysis based assessment of alternative modeling
'

.

approaches and the written inventory of models
_

Models selected based on the results of the decision analysis~

.

Ex;ected Desults: Complete draft of final report will be
submitted for NRC review no latter than eleven months after the start of
the contract. The final report will be submitted to the NRC no latter
than twelve months after the start of the contract.

The report will be formatted in accordance with the requirements
of MRC Manual Chapter 3202.

: 1

3.1.5 Task 5: Final Plan for Phase II Research
0

Objective: Prepare final administrative and technical plan for
the development of models in Phase II.

Technical Approach: Based on the results of Phase I research,

Westinghouse will modify the Phase II research plan presented in this

>
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proposal to take account of the specific details of the types of models
! chosen for development in Phase II.
! Expected Results: Revised Phase II research and administration

j plan will be submitted to the NRC no later than ten months after the
j start of the contract.
: ,

| 3.2 PHASE II: MODEL DEVELOPMENT
~

| Phase II will consist of three tasks. Sections 3.2.1 to 3.2.3
describe the tasks and Figure 3.9 relates them to time,

3

i

! 3.2.1 Task 1: Development of Models

j Objective: , Develop maximum of two models to describe and

j predict cognitive behavior in selected NPP jobs, roles, and functions

| important to safety,
i Technical Anoroach: Development of a model involves four steps:

| 1. Specification of concepts and relations that will describe,
j explain, and predict behavior

| 2. Formalization of these concepts and relations (e.g.,
j equations, simulation, effective procedure) '-

3. Apo11 cation of the model to the NPP domain (e.g., task
enais is, empirically based parameter estimation)j s

i 4. Specification of how the model generates descriptions,
' explanations, predictions
1

The relative amount of effort devoted to each area varies'

1

j depending on the particular models chosen for development. If a

f conceptual model is chosen, then formalization will be a major task. If

| a formal model from another domain is chosen, then application of the
j model to the NPP will be a major task. In any case, each of these four
i steps is critical to the successful development, evaluation, and

eventual use of the model.
i Westinghouse has developed conceptual and formal models of

! cognitive activities in NPPs ,8,9,10 and has experience using thesei

f models to analyze operator performance I'3 to assess modifications to
,

j existing interface systems 2 and to measure human error.12,13 |

: Expected Results: See subtasks.
I

1

|
I
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Months after Start of<
' Phase II Contract

Task 2 4 6 8 10 12

1. Develop Model a e ''

,

1.1 Model Concepts / Relations a a

1.2 Formalize Model a a

1.3 Apply Model to NPP Domain a a-
*

1.4 Implement Model a e

'

2. Document and Present Results a e

I '

,
3. Finalize Phase III Research Plan a . ' .

,

Deliverables: .

-

Status Reports (Monthly)
Final Report a

c per Sumerizing Results (IfRequested)e

Final Administrative Plan, a

Phase III

Figure 3.9 -- Schedule for Phase II.
.

f

t

.

.

1

.

'
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j 3.2.1.1 Task 1.1: Model Concepts and Relations

| Objective: Specify explicity the concepts and relations needed

|
to describe, explain, and predict cognitive behavior.

'

Technical Approach: Westinghouse will specify the concepts and
j relations used to model cognitive behavior. While the modeling

approaches chosen for Phase II will already contain concepts and

i relations, it is important to clearly specify what they are.

Furthermore, they may need to be specified in more detail and to be
j scrutinized in light of the current empirical knowledge base on

j cognitive activities in NPPs (from Task 3.2. Phase 1).
Expected Results: Specification of the concepts and relations

; to be used to describe, explain, and predict cognitive activities in the
j selected areas of NPP safety.
;

i 3.2.1.2 Task 1.2: Formalization of Model
'

Objective: Formalize the conceptis and relations so that the'

model will be able to generate specific descriptions, explanations, and
,

predictions.
1

: Technical Acoroach: Westinghouse will specify how the concepts
!

1 --' --M*-- q.. r::ta formally to produce behavior. The techniques for

|
formalization include mathematical models Monte Carlo simulation, and
effective procedures.

| With effective procedures, the concepts and relations in the
[ model can be made computable through symbol manipulation procedures in

addition to the numeric manipulation possible with more familiar
,

mathematical machinery (effective procedures can be implemented via AI
'.

programminglanguages).

f Einhorn and Hogarth provide an outstanding example of how43
'

| concepts about what are the important factors in cognitive activities
j (in this case, diagnostic inference) can be transformed into a formal
*

(in this case, parameterized) model.
! To take a simple example, suppose the concept of field of

| attention is applied to operator information gathering. The concept
:
'

3-29
,

|
;

*

; - . . . - . . . . . . ..-.-. .-.... -.. - - . . . .- .. j
-. . . - . - . - -_-.-- .-. - . - . - - - - . - . - - - -



. . . -.

. -
. . . _ _ . - - _ . - .-. - . . . . .

. . , . ,.~
-s

.@
| Weshnghouse

1
4

says that there is a distribution of attent' ion across the field of
potentially viewable data and identifies factors that effect whether

;

j available data is in the current field of attention. The concept is
based on an analogy to a spotlight moving across a spatial field.

i Fomalizing the concept requires specification of exactly how attention
varies over the field of potentially available data, i.e., what is the

; '
I function relating level of attention with distance (if the edge of the

j spotlight is sharp, then the function ta,kes values of 1 or 0; if the
edge of the spotlight is blurred, then the function decreases gradually
to zero through the transition zone). Similarly, fomalization requires
specification of how to measure concepts, e.g., is distance measured as
physical distance around a conventional control board, as tTe number of
key-presses or.intemediate displays between data points in a computer-
based display system, or as psychological distance in a normative or
descriptive mental model of the portion of the NPP relevent to the,

.

current event.
' Models of cognitive activities can also be fomalized as.

; effective procedures (which in turn can be implemented in AI progransning
languages). For example, the conceptual model of cognition under1,ying-

37 taxnomic model of human error can beNorman's36,40 and Reason'si

i formanzea as an errective procedure consisting of schemata and

i activation rules. The schemata are units of knowledge about the NPP and
about control of the NPP; schemata can be activated by data (e.g., a'

l

i
detected change in plant state) or by knowledge (e.g., if the operator

! knows the event is a tube rupture, then he should closely monitor
isolation of the faulted steam generator especially with regard to

f
radiation releases through that steam generator's relief valves).

{ Figure 3.10 contains an example of using this model to analyze how
knowledge structures (schemata) are activated, what knowledge structures
are activated, and how the activated knowledge structures control

observaton and action.
Expected Results. Formal description of the concepts and

relations from. Task 1.1.
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! Figure 3.10 -- Decision flowchart of crew response in a simulated
emergency (steam generator tube rupture). The
format was developed to map how knowledge-

structures are activated and how they control
observation and action.1

.

|

.

3-31

- -
. _ _ _ _. - ._ -.

- - - - -
._.

------- - :- _ - - . -.



_ _ _ _ _ _ . _ . .__ _ _ . _ _ . _ _-

.
: .

,

-,g
| wese=.
i

i 3.2.1.3 Task 1.3: Application of Model to the NPP Domain
' Objective: Apply the model to the relevent aspects of the NPP

: domain.
'

Technical Aporoach: The formal description of the conceptual

relations constitutes a model. This task and the next are needed so
that this model (from Tasks 1.1 and 1.2) can generate descriptions, e

4

explanations, and predictions in the NPP domain. Application of a,model
to the NPP domain can require (a) a form of description of the releventi

NPP tasks (i.e., some form of. task analysis) and (b) empirical results,
j for example, to estimate parameters. -

t

I To apply the GOMS model (goals, operators, methods ende
~ 'selectionrules)44 to the NPP requires an analysis of goals and means
for NPP tasks. Note that the goal-means network and the resulting :

decision requirements from Task 2 of Phase 1 provides this type of '

analysis (Figure 3.6). -

Y The schema model underlying Moman's36,40 and Reason's37 work on

]
errors requires an analysis of the relevent. knowledge structures for the;

,

j NPP job, role, or function under consideration. One source of the

! relevent knowledge structures is the goal-means network (from Task 2 of
.

|
Phase 1). Another source is empirical results (from Task 3.2 of
Phase 1) on what knowledge structures are active during actual NPP

ltasks '3 (see Figure 3.10 for an example of the knowledge structures
; active during one simulated' emergency). ,

! Another aspect of application is the tradeoff between the ,

formal, applicable dimensions and the scope dimension of models. In;

general, fomal and applicable models have narrow scope. Since building
a useful model of complex real-world tasks like NPP safety generally

;

requires a wide scope, there is a problem. Most modeling efforts have,

tackled this problem by using a modeling framework that integrates
i narrow scope, heterogeneous, formal models. The Pew / Baron approach to

17supervising contro1 uses optimal control theory as a framework to
integrate diverse models of cognitive activities.(e.g., goal setting).

36,37,40-42 productionOther potential model frameworks are schemata
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systems and the multilevel view.32-37 One strategy, then, is to44

develop a wide'-scope, framework model and a narrow-scope formal model
that is compatable with the framework model.

Westinghouse will use task analysis and the empirical knowledge
base, as appropriate to the specific models under consideration, to
apply the models to the relevent aspects of NPPs.

Expected Results: A specification of the forinal model (from
Tasks 1.1 and 1.2) as appropriate for its application to describe,
explain and predict the selected cognitive activities for the selected

4

NPP jobs, roles, and functions.

3.2.1.4 Task 1.4: Modeling Tools and Model Implementation

Ob.iectives: Set up the machinery by which data can be input to
the model and by which the formal concepts and relations can be used to

generate output.
Technical Approach: Westinghouse will implement the model in a

_.

formthatcangenerateoutput(descriptions, explanations, predictions)

~

from a set of input. This machinery can take the form of hand
calculations, computerization, computer simulation (e.g., Monte Carlo
+-wimae), m af programming languages (for effective procedures).

For example, the schema-based class cf models can be implemented
through blackboard architecture AI programming systems.41 In fact, this

type of AI system architecture was designed explicitly to correspond to'
the model of data- and concept-driven activation of knowledge structures

,

(schemata).42,45 This approach is therefore a robust, effective tool
for formal expression of these types of concepts.

The implementation of the models must also provide mechanisms to
tune and change model parameters and values. Tuning model parameters,

' will be needed to set up the model in the generation of specific
predictions in specific situations; changing model parameters is needed
to use the model to assess the effects of changes in the human-machine

system, e.g., level of skill of the operator or different operator
mental models.

.
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Expected Results: An implemented version of the formal model

adapted to the NPP domain that is capable of generating model output and
capable of being modified to generate output under different conditions.

4
.

| 3.2.2 Task 2: Document and Present Results of Phase II Research

Objective: Prepare final written report of Phse II results and ,

,

formal presentations of these results as directed by NRC.
.

! Technical Acoroach: Westinghouse will prepare and submit a
,

complete draft of the final report on Phase II research results no
latter than eleven months and the final report no latter than twelve'

months after the effective date of the Phase II contract. The final
i

i

report will include the (a) model concepts and relationships; (b)

| formalization of the model; (c) application of the model to the NPP
domain, i.e., the task analysis and/or empirical data used to apply the

! model to NPPs; and (d) the implementation of the model, i.e., how model
output is generated. The report will be formatted in accordanc, withe

-
.

! the requirements of NRC Manual Chapter 3202.

i Expected Results: A complete draft of final report will bei

;
' submitted for NRC review no later than eleven months and the final|

report will be submitted to the NRC no latter than twelve months after

the effective date of the contract for Phase II.,

|
.

| 3.2.3 Task 3: Final Plan for Phase III Research

Objective: Prepare final administrative and technical pla for
'

-

the development of models in Phase III.
Technical Acoroach: Westinghouse will modify the Phase II

f
research plan continued in this proposal to take account of the specific

|
! details of the models developed in Phase !!.

Expected Results: Revised Phase III research and administration |
plan will be submitted to the NRC not later than ten months after thej

I effective date of the contract for Phase II.
!

|
t
!
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3.3 PHASE III: MODEL EVALUATION AND VALIDATION
.

3.3.1 Task 1: Collection and Analysis of Data

Objective: The purpose of Task 1 is to collect and analyze
empirical data to provide a rigorous evaluation / validation of the
cognitive model developed during Phase II.

Technical Approach: There are a number of different criteria
that can be used in evaluating models. These criteria fall into two
classes. The first involves the adequacy of the model as a predictive
tool. This includes whether the model generates testable predictions,
and the accuracy of the predictions it makes. A se.ond class of

~

criteria relates to the general useability of the model, such as degree
of technical expertise required to understand or apply the technique,
accessability of data required as input, ready useability of output,
etc. While both represent important criteria in evaluating a model,
adequacy of predictions is of primary conce*n. Consequently Phase III
will focus,primarily on providing empirical evaluation of the predictive ,

adequacy of the model developed in Phase II.
Once model predictions have been validated, useability criteria~'

.::: t.: 2.w:::=rt Cnnsideration will be given to how the output of the
model can aid in the assessment of human reliability and in the
evaluation of changes to NPP human-machine interfaces.

Westinghouse is highly skilled at the design, conduct, ana,1y. sis
and interpretation of empirical studies of human performance in nuclear
power plants. These skills have been developed and honed '.nto efficient
forms through evaluations of operator aids,2 studies of operator
performance,2,3,16 and improved methodologies.38,39 Westinghouse has

-

i

control room simulators, an engineering working model for control rooms |
(areconfigurable, computer-basedtestfacilityfornewconceptsin |

'

control room design hooked to the most advanced available nuclear power
plant simulation programs), and a pool of operator and test and
calibration instructors as resources to construct efficient and

' meaningful empirical assessments.

!
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While the specific form of the empirical test of the model will i

depend on the nature of the model selected, six tasks can be {

identified. These are: j
|

1.1 Question Formulation: Identifying the major factors that
the model predicts should produce observable differences.

1.2 Test Case Selection: Identifying / constructing test
situations that fit the assumptions of the model and vary
systematically along dimensions identified in Task 1.1 as
leading to differences in model prediction.

1.3 Establishing Specific Model Predictions for the Test'

Cases: Computing specific model predictions based on the
particulars of the~ test cases. ,

1.4 Performing An Empirical Study: Collecting empirical data
. on performance in the test cases.

1.5 Analyzing the Results: Performing data reduction and
analysis examining performance and the background context,
in relation to model predictions.

1.6 Evaluating the Model in Licht of Results: Evaluating the
degree of match between mocal predictions and performance,
establishing the limitations of model applicability,
identifying model refinements that could increase its
accuracy, and assessing the useability of the model for
nuclear power plant safety analyses.

Each of these tasks, and the different forms they might take
;

depending on model characteristics are described below. The delineation
of tasks is not intended to imply a strict linear progression .

culminating in the performance and analysis of one large empirical

] study. Depending on the model, Phase III may involve one or more
iterations through these tasks, resulting in each case in refinements in

'; model predictions and test. Figure 3.11 gives the schedule for
Phase III.

3.3.1.1 Task 1.1: Question Formulation

Objective: To determine the classes of empirical predictions |
'

the model makes. ;

:
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Months after Start of
Phase III Modification+

Task 2 4 6 8 10 ' 12
,

1. Collection and Analysis of Data e.-

1.1 Question Formulation --c
1.2 Test Case Selection a a

1.3 Prediction Specification a-a
1.4 Empirical Study a a

1.5 Data Analysis a e

i 1.6 Model Evaluation a-a

, 2. Documentation and Presentation a e
,

| .
of Results

:i'. i . t r:51 2 :
Status Reports (Monthly)
Final Report a

Paper Sunnarizing Results (IfRequested)i

.

Figure 3.11 -- Schedule for Phase III.
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Technical Approach: This involves establishing what situations
meet the underlying assumptions of the model, and determining what
factors would be expected to lead to different model predictions. For
example, most prescriptive models have highly constrained assumptions of'

29applicability. Optimal sampling models may only apply for highly

experienced operators under ideal plant conditions. Performance may be
~

expected to degrade as the assumptions are weakened (e.g., less
'

experienced operators, failed indicators).
;

Factors that would be expected to alter (not necessarily'

degrade) perfonsance can be obtained from descriptive models that
attempt to model psychological processes. These would include task .

structure variables. Forexampl[tattentionalmodelsmightpredictthat
; stimulus intensity and distance of stimulus from focus of attention
l would affect data sampling. Similarly predictions regarding

psychological variables could be derived. For example schema

' , - models40,47 would predict that differences in mental models of the plant
(e.g., different functional goal hierarchies) or differences in5

interpretation of a situation would lead to differ?nt sampling behavior.
.

In addition to establishing factors that predict differences*

across tasks'or characteristics of individuals, parameters predicted to

remain constant across situations would 'also be identified. For
example, an attentional model may predict that the number of elements
sampled from a disp 1.ay remains ennstant, while the particular
configuration of items sampled varies with task goal.<

'

; Expected Results: Specification of the empirical predictions ,

made by the model.
! .

3.3.1.2 Task 1.2: Test Case Selection

Ob.iective: To select / design test situations that fit the
! assumptions of the model and vary systematically along dimensions

identified in Task 1.1 as leading to differences in model prediction.
Technical Approach: Particular test events will be chosen in

order to create decision situations that accurately represent applicable

3-38
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cases where the model makes specific predictions. For example if a'

| model posits a relationship between functional field of view and
effectiveness of monitoring behavior (i.e., error identification and
correction), then events can be developed that measure / test this

! relationship. It might be studied by simulating operator errors as well

i as plant malfunctions, perhaps by timing instrumentation or component

|
malfunctions to occur just after a relevant operator action. The test

|
sight then measure how supervisors detect and correct the simulated

i execution errors under different display conditions that affect their

I field of view. The relation between field of view and monitoring
; behavior could be mapped.out in detail by varying the number and variety

of data sources that would have'to be integrated for correct state

identification.
One advantage of this approach to test event selection is that ,

the classification of problems provides a mechanism to generalize<

j results acrosss" events. This is because the decision situations in the

|
test can occur in many particular events, includino events that are not

cart of the test bed. In other words, this approach mitigates against
,

! the completeness problem in event selection.- ,

| In constructing the test cases a mixed fidelity / focused task
approacn wtii ne taken. The mixed fidelity or focused task approach to

;

|
evaluation design is based on the recognition that realistic simulation
of all aspects of human perfomance in complex systems is impractical if

| not impossible.II Instead, the critical features of the work
! environment with respect to evaluation goals must be identified. It is

these critical features, as defined by the concepts or problems guiding ,

the evaluation, that require high fidelity simulation; low fidelity can'

I suffice for other aspects. Furthermore, some low fidelity elements may
be deliberately introduced in order to create the problems of

' interest. For example, to study the effect of stress on user
j performance, low fidelity features (e.g., time pressure) may be

.

introduced in order to produce (i.e., simulate) the feature of interest
:

intheactual.workenvironment(stress)..

-
i
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When evaluations are based on full scale simulation, the
evaluator replicates as much as possible of the actual work envirorment,
asks users to behave as if they are in the real system, and then waits
for the operational problems of interest to occur. While this can be
appropriate for some research goals, such naturalistic observation is
inefficient (i.e., expensive, time consuming, and captable of only weak
tests of evaluation objectives). Using mixed fidelity simulation, thei

evaluator can create the situations of interest by how he selects and

constrains the task.
By using mixed fidelity simulation, the evaluator can create

more controlled situations that allow for greater precision in the
measurement of behaviors of interest. For example one technique for
studying information acquisition' strategies (e.g., for plant state
identification) is to use a " piecemeal" presentation technique, where
the subject is presented infomation sequentially as he requests it.
While this represents low fidelity modeling of how operators are
normally presented infomation, it has been successfully used to provide&

precise information about plant operator's diagnostic strategies.40'49
! These focused task results can then be confimed through

j converging measures of perfomance derived from a'small number of full
" ~

. ' . . .;; .s: *ci, or from retrospective analyses of performance in actual

incidents.1
Expected Results: Description of test cases and how they were'

'|

| selected.

.

3.3.1.3 Task 1.3: Prediction Specification

Objective: Detemine precise model predictions for the specific
test cases identified 1n Task 1.2. This may include fine tuning the

| .
,

! model based on collection or application of some preliminary empirical .

! data.
Technical Approach: The extent of this task will depend on the

computational machinery associated with the model being evaluated. The'

work involved in this subtask will be most extensive for fomal models
|
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with mathematical or AI muchanisms for generating precise predictions.
For example, mathematical models of operator behavior (e.g., optimal
control model) may involve input of detailed descriptions of plant state
parameters, instrument and display infomation, and potential
disturbances required to perform a closed-loop system analysis. In

addition, Monte Carlo simulations may be required to generate error rate
I and response time predictions.50 Models based on Artificial

Intelligence techniques, would require developing knowledge,
representations describing plant states, and/or the operator's mental
model of the plant.41

'

As part of this task empirical " pilot" data may be coll' acted to
" fine tune" the predictions of 1[he model. For example, empirical data
may need to be collected to define the values of mathematical model
parameters such as size of field of attention, or similarity between
plant state and classic patterns for transients (e.g., a schema for a

~

steamline break).
I Expected Results: Specification of model predictions for the I

~

test cases identified in Task 1.2. .

.

3.3.1.4 Task 1.4: Empirical Study

Ob.iectives: Perform an empirical study to provide a rigorous

j test of the validity of the model predictions.
*

Technical Approach: While the most appropriate form of -

empirical study will depand on the particular nature of the model to be
tested, it is expected that a controlled study that tests operator

performance under simulated conditions will enable collection of data
that can provide the strongest test of the model predictions.

"

Controlled simulation conditions enable precise control of the test
situation thus allowing multiple replications of the same event. In ,

this way a large data base on performance can be accumulated that
provides information on distribution characteristics of performance
(e.g., probability of error; distribution of response time) that can be
compared to specific distribution predictions of the model (e.g.,

3-41
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theoretical curves or Monte Carlo results). In addition a controlled
simulation environment allows precise manipulation and recording of
plant state information that can be used in evaluating the context of
specific operator action. Precise measurements of operator actions, and
the decision processes behind those actions can also be recorded.

A decision analysis methodology will be employed for data
collection and analysis. This method captures not only the details of

~

,

plant behavior and operator actions (what happened when) but also the
_h

It hascontext behind the specific behavior (how or why it happened).
been developed and refined through several recent investigations of
operator performance in nuclear power plant control rooms.l.2,3,16

,

A key to the method is the collection of multiple fUUrces of
a computer record of plant parameter behavior and operatordata:.

actions, an observer's log of the background for operator actions, and
audio-video recording of crew activities. Other sources of data such as
eye movement recordings mat also be used to provide information about
operator information samp1'ng strategies, and decision processes.

An integral aspect of decision analysis methodology is the
recognition that process measures of performance are a critical to

It is not enough to only record the outcome of a give'n testevaluation.
siteattor. (e.g., performance time; error rate), how the user reaches the
outcome provides critical insight into the factors that contribute to
successful or unsuccessful human performance. For example analysis of

|glance duration, amount of information obtained in each glance and
transition path, provide information about the operator's cognitive ,

state (i.e., activated schemas) and information sampling
strategies.9.10,51

Table 3.4 contains an example of outcome and process performance

criteria for one operational task in one process control event
(simulated nuclear power plant emergency). Data from an unpublished

16study that included this task illustrates the importance of process

measures of performance. In some cases there were no outcome measure

violations, but performance was rated only reluctantly acceptable

3-42
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because some process measure was violated (5 out of 15 cases). In one

case (out of 15), there was an outcome measure violation (less than 15
degreessubcooling). Here, the process measures provide insight as to
why the outcome failure occurred. In this case, the crew failed to

monitor the goal of the task (subcooling) so that, when the event
deviated from expected course, the crew failed to detectand correct the
deviation for 14 minutes.

.

Table 3.4 -- Outcome and Process Perfomance Criteria (Cooldown
Task During Steam Genera' tor Tube Rupture)

Outcome Measures: .

- Greater than 50 deg subcooling

- Greater than 0 deg subcooling ,

Process Measures (examples):
' ~

- Timely initiation of cooldown

- Select correct target
_

Wenitor subcooling

- Stop cooldown at target

Tracing the decision process requires trained observers (both
domain experts and human performance experts) to produce protocols that
describe user decision activities. Other inputs to decision protocols
can be information search measures (e.g., eye track records) and, for
single user part-task tests, thinking aloud records. These protocols
can then be analyzed in terms of the classification of decision

situations of interest.
; As a result of extensive experience conducting empirical

evaluation studies procedures have been developed to efficiently codify
the decision process an operator goes through in solving a problem. The
computer and observer records are streamlined and focused to capture the

3-43
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data of interest. The computer summary provides critical plant
Theparameters and important operator actions as a function of time.

observer's log is a pre-formulated decision flowsheet customized for the
event and designed to capture those aspects of control room activity ,

that did not appear on the computer record. The focus is on the
background for operator actions (e.g., when did they diagnose the
problem, what were their intermediate hypotheses, how did the crew work

.

'

together) including the diagnosis process, planning strategies, and
control action sequences.

Westinghouse has outstanding facilities for controlled data
collecticn on power plant control room operations. Inaddgontothe
availability of nuclear power plant training simulators that model
current power plant control rooms. Westinghouse has developed an

Engineering Working Model (EWM) that is designed to test innovative
,

,

concepts for advanced control rooms. The EWM includes reconfigurable
CRTs and flat-panel display arrangements to accomodate simulation of
various control and presentation layouts. It also includes a power

plant simulator for realistic modeling of transient conditions and
.

realistic response to operator action.~

*

An additional resource available is a pool of operator and test
and calibration training instructors that can provide operations
expertise. The instructors can contribute as expert consultants in
designing test cases; they can serve as expert observers in monitoring
and interpreting crew performance as part of the empirical evaluation;
and they can serve as a subject pool for evaluating expert decision

.

perfomance.
In the case that the data will be collected at a utility site

and/or that NPP personnel will be employed as part of the evaluation
;

study, Westinghouse will submit one copy of a written statement of need
and justification to the NRC Project Officer.for his written approval,
and one copy to the NRC Contracting Officer. If the Project Officer

determines it appropriate, Westinghouse shall also submit a written
request through the NRC Project Officer, to the Office of Management and

' Budget (OMB) for OMB's clearance.
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Expected Results: A rich set of empirical data on operator
perfomance ready for data reduction and analysis that addresses the-

validity and useability of the model.'

3.3.1.5 Task 1.5: Data Analysis

Objective: Providing a compact presentation of the results of
the study in relation to model prediction.

Technical Approach: The concepts and units of the model will

provide the framework for analysis of operator performance in the
evaluation study. For example if the model relates errors in'

performance to properties of action classes (e.'g., how well learned it
is, similarities to other actions) and properties of the triggering
situation (e.g., familiarity, similarity to other situations that call
for different actions) then performance would be analyzed with regards

to those categories. .

The intent of the analyses will be to elucidate the conditions
under which the predictions of the model are most accurate and where

1

they fa13 short. In addition to measures of overall model accuracy,
orimary emphasis will be placed on providing a fine grained analysis of

uperai.ur sui.iun in relation to background conditions.
The results will include descriptive statistics suuntarizing the

process and outcome measures collected as they relate to the classes of
performance relevant to the model. This will include analyses of: (1)

operator performance times, (2) error (or near error) occurences, (3) .

process measures (e.g., eye tracking results), (4) detailed analysis of
the background behind operator actions and problems.

Statistical analyses of the accuracy of prediction of the model
will also be computed as appropriate. In cases where the model makes

clear predictions of differences in perfomance among classes of events4

(e.g., that errors will more often occur for infrequent action classes
that have overlapping properties with highly practiced action sequences

|

than those that do not) then statistical tests of the predictions will -

be performed.

3-45
i

(

l

'
- - - -- -- - . - . . - - ___ __ _.



_ - . _ .___ _ _ _

|.

' ;] ., ,

O

@
w.snne=s.

If the model predicts probability of success in diagnosis
or state identification, then diagnostic accuracy will be computed based
on a formal accuracy analysis.52

Goodness-of-fit tests will be perfomed for model predictions
For example,

that take the fom of precise mathematical relationships.
models that specify particular functions relating variables such as
degree of similarity to familiar situations (well established schemas)

.

and probability of " capture" errors, or models that specify particular
error or response time distribution forms.

Expected Results: A complete presentation of raw data and
susmary statistics describing operator performance in the study as it

,

relates to the adequacy of mode 1' predictions.

3.3.1.6 Task 1.6: Evaluation'
Obective: The purpose is to employ the results of the study to

Thisevaluate the predictive adequacy and useability of the model.'

' ncludes establishing the limitations of model applicability, identify-
~i

*

ing refinements that could improve model accuracy, and establishing how
_ the model can interface with, and contribute to the assessment of human ,

relisil'ty.

Technical Approach: The results will be used to evaluate the
usefulness of the model as a predictive tool. The extent to which the
model accounts for the results of the study will be evaluated. Th,1,s
includes not only whether the predictions of the model are accurate, but

-

also the completeness of the model in accounting for observed
For example, optimal sampling models may acccuratelyperformance.

predict rate of sampling but provide no insight into other aspects of
sampling behavior such as what can be expected to be sampled, or what
the data-acquisition time for any given sample can be expected to be. In
areas where the model falls short, potential additions / modifications to
extend its depth (i.e., completeness in accounting for observed
performance) or its range of applicability (i.e., the range of
situations it handles) will be considered. The results of the analysis

i

3-46

- - - - - - - - - - - . - - _- _



-- _. . _ . . ._ - - -- -- - - - - _ _ _ _

- --

.

, ,, ,.

@
'

| Westinghouse

.

will be employed to reassess and specify the usefulness and range of
f|applicability of the model.

Once accuracy of model predictions have been validated, the f
|useability of the model as input to nuclear power plant safety analysis

will be evaluated. A model may contribute to safety analyses in a
variety of ways. For example, depending on the characteristics of the
model, it may be used to assess the safety impact of proposed changes to
man-machine interfaces prior to implementation (e.g., through
simulation); alternatively (or in addition) it may generate human

. reliability estimates than can feed directly into propabilistic risk
assessment methodologies. .How readily and reliably the output of the
model cari be used for safety ev'aluation will be specified.

Expected Results: Evaluation of the adequacy of the model as a

predictive tool. Included will be a reevaluation of the range of
applicability of the model, identification of possible refinements to
increase model accuracy and scope of applicability, and reassessment of

.,

the useability of the model as input to power plant safety analysis.

3.3.1.7 Expected Results for Task 1 Piiase III

Thc rcsults cf the empirical study are expected to provide a

rigid test of model validity / useability. The study should generate'

information on the usefulness of the model in predicting performance,

and its range of applicability. Information on how readily and 511 ably

the output of the model'can be used for safety evaluation, including
probabilistic risk assessment methodologies will be provided. In

addition, the results are expected to provide the basis for further
.

model refinements, and significantly extend the empirical database on

operator performance.

3.3.2 Task 2: Document and Presentation of Results
,

Ob.iective: The purpose of this task is: (1) to prepare a |

written report of Phase III results and (2) to make formal presentations
of these results as directed by the NRC Project Officer.

1
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Technical Approach: Westinghouse will prepare and submit a

completed draf t of the final report on Phase III research results no
later than eleven months, and the final report no later than twelve

months after the effective date of the contract modification for this
optional Phase III.

The final report will include descriptions of:
.-

The major factors predicted by the model to a'ffect-

performance.

The test cases employed in the study and the bases for-

their selection.~

Model predictions as they apply to the test ca s.
-

The methodology employed in the empirical study.,

-

All raw data and statistical summaries of the results of*
-

,the study.
The implications of the study results for the usefulness
and range of applicability of the model(s).

-

-

How the output of the model can interface with and
contribute to nuclear power plant human reliability

-

assessments.
'

Expected Results: A complete draft of the final report no later
than eleven months, and a. final report within twelve months of the
effective date of the contract modification for this optional Phase III.

.

G
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4. SCHEDULE AND DELIVERABLES

The schedules for each phase of the program are given in

Figures 3.1, 3.9, and 3.11. These figures also show the project
deliverables. The following listing gives the deliverables for the
three phases. ,

*

PHASE I
Minutes of Initial Meeting (Task 1) -.

,

Results of Assessment of Impact of Cognitive Activities on.

NPP Safety (Task 2)

Inventory of Model Approaches (Task 3).

Final Report, prepared in accordance with NRC Manual.

Chapter 3202 (Task 4)
,

Paper Sumarizing Phase I Research and Results (if requested,.

Task 4)
.

Final Administrative Plan for Phase II (Task 5)..

PHASE II
Final Report, prepared in accordance with NRC Manual.

Chapter 3203 (Task 2)

Paper Summarizing Phase II Research and Results (if.

requested. Task 2)

Final Administrative Plan for Phase III (Task 3)..

PHASE III
Final Report, prepared in accordance with HRC Manual.

Chapter 3203 (Task 2)

Paper Summarizing Phase III Research and Results (if.

requested, Task 2).

.
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5. POTENTIAL PROBLEM AREAS

Westinghouse foresees no potential problem areas in accomplishing
,

the objectives and tasks in the program.

.

|

1

.

.

-s

!
.

i

!
'

-

!!
.

S

f

e

d

J

5-1

i

_ _ . _ -_ _ . - - _ . _ . _ . ....m... . _ _ . _ _ , - - , . - .._ __.. ___ _ , _ -- ._ ___.. . - . . - _ _ - . _ _ . _ .



@..

Westinghouse

!

I

|
PROGRAM MANAGEMENT, PERSONNEL, AND RESOURCES l6.

, 6.1 PROGRAM MANAGEMENT AND PERSONNEL

The proposed program will be carried out at the Westinghouse R&D
(SeeCenter by the Applied Sciences Division. Dr. D. R. Muss, Manager.

Management responsibility for the program will be assumedFigure 6.1.)
by the Human Sciences Department, Dr. L. F. Hanes, Manager.

The project organization is shown in Figure 6.2. The Program

Dr. Hanes has over 25 years of managementManager will be Dr. Hanes.
and research experience in applied behavioral science, human factors,

For the past 12 years, Dr. Hanes has beenand training programs.
managing a growing group of human factors professionals in the study of
user-system interface issues for military, industrial, and comercial
applications. Since joining Westinghouse, he has man' aged contract
programs for the National Science Foundation and the Electric Power

Research Institute (EPRI). In addition, he has managed many

subcontracts at the R&D Center for which the prime contract was held by
a Westinghouse division. Funding agencies for these projects included
the U.S. Air Force, Department of Energy. EPRI, and Department of

His direction of the project assures full management supportJustice.
to achieve the goals of this program.

The Principal Investigator for this program will be Dr. D. D.
Dr. WoodsWoods, Senior Engineer in the Human Sciences Department.

received his Ph.D. in Cognitive Psycholoy from Purdue University and his
research focuses on applying knowledge from cognitive science to model,
develop, and evaluate person-machine systems in process control

Major research projects related to nuclear power plantsapplications.
have included studies of operator decision making in nuclear power

plants for both simulated and actual emergencies (5 actual and 99
simulated emergencies in four separate studies), models of operator

6-1
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D. D. Danforth
Chairman and

Chief Executive Officer

Broadcasting and Cable
Group W

,

D. L. Ritchie

Chairman and CEO

I I I I

Corporate Energy and Adva'nced Commercial Industries and
Resources Technology Group Group International Group

E. V. Clarke T. J. Murrin M. J. McDonough J . C. Marous
*

Senior Executive President President President
Vice President .

|
.

*#"
G. F. Mechlin Exec. Vice Pres.

# " 78'
Rese ch r, D valopment

Applied Sciences Water Reactors Div.
Division J. S. Moore

D. R. Muss , Mgr. Vice President .

I

Systems Sciences Nuclear Technology Nuclear Services

Department Division Integration Division'

R. A. Mathias, Mgr. J. L. Gallagher T. A. Christopher

Human Factors
L. F. Hanes , Mgr. Figure 6.1 -- Position in Westinghouse Electric

Corporation of groups participating
in the proposed program.
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Dr. L. F. Hanes
Manager

Human Sciences Department
Project Manager

Dr. D. D. Woods
Principal Investigator -----1

1

I

I

J. M. Gallagher~~

NPP Operations and
Maintenance

.

I 27
~

Huran Sciences Staff Simulator Training
Dr. E. Roth -- Computer Programming Instructors

Cognitive Science Data Collection and Data Callection
Analysis

Figure 6.2 -- Program organization. )
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cognitive behavior (signal detection analysis of operator's alerted-
monitor role, supervisory control, knowledge-driven data sampling),
principles and concepts to enhance human-computer interaction (including
visual momentum, advanced pattern recognition displays, techniques to
display data in context, and advanced alarm management techniques).
development of a technique to determine the operator's decision-makingI

j requirements in power plants (Cognitive Task Analysis), evaluation of

| operator aids (Safety Panel Evaluation Project), and development and
evaluation of decision support systems (both AI and Disturbance Analysis
Systems).

Dr. Woods has been principal investigator on resear.sh projects
funded by EPRI (Safety Panel Evaluation Project) and internally funded
projects. He has a unique combination of knowledge and experience with-

nuclear power plant person-machine systems and emergency operations, as
well as formal training and scientific research in cognitive psychology.

Dr. E. Roth, Senior Engineer in Human Sciences, will contribute
to the program. Dr. Roth received her Ph.D. from the University of
Illinois in Cognitive Psychology. Her basic research concerns how
people represent and organize their knowledge of a domain, and the
effects of knowledge representation on cognitive processes (e.g.,
problem solving, decision making).

Dr. Roth has participated in a study of nuclear power plant
i operator decision making during simulated emergencies (60 simulated

emergencies), in the design of an information system to support nuclear
power plant operations staff in tracking and assessing the impact of
changes in plant component status on technical specifications and safety
system operability, and in the design and evaluation of computer-based
training aids for nuclear power plant operations and maintenance staff.
Dr. Roth has also worked extensively in d e design and evaluation of
user interfaces for AI systems (e.g., expert systems, natural language

interfaces).
Mr. J. M. Gallagher, Consulting Engineer in the Westinghouse

Nuclear Technology Division, will provide support in Task 2 of Phase I:

6-4
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assessment of the impact of cognitive behavior on NPP safety. Mr.
Gallagher has more than 25 years of experience in NPP controls and
instrumentation. He was principal investigator on the EPRI-sponsored )

scoping and feasibility study for disturbance analysis and surveillance !

systems; he is currently leading Westinghouse's continuing efforts in
this area. He was a participant in the workshop on modeling of the
cognitive behavior of NPP operators.

During Phase III of the program, other members of the staff of
the Human Sciences Department will provide support in computer

programing.. data collection, and data analysis. In addition.. training
instructors from the Westinghouse Nuclear Services Integration Division
will be utilized to aid in any data collection needed in Phase III.

_

6.2 KEY PERSONNEL

The key personnel for this program are Ors. D. D. Woods and
L. F. Hanes. This program will be Dr. Woods' primary assignment.
Although he will be assigned other projects in related areas, this
program will have first priority on his time. Dr. Hanes has approxi-

; mately 50 percent of his time comitted to other programs during the
period of this program. Since his proposed level of participation in

, the program is between 15 and 20 percent, no conflict will exist.
Table 6.1 presents the personnel and consultant resources to be

applied to the program by Phase and Task. Computing support is planned
for Task 1 in both Phases II and 111.

,

6.2.1 Consultants

Westinghouse expects to engage consultants in Phases II and III
of the program. The consultants will be experts in the particular model
chosen in Phase I. The consultants will act to advise Ors. Woods.
Hanes, and Roth in the development of a specific model and in the

^

generation of model predictions. The particular consultants cannot be
,

identified at this time since the selection will depend on the

particular model chosen in Phase I.
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Table 6.1 -- Resources Planned for the Program (Entries in
Table are Person-Hours)

i

Tasks in Tasks in Tasks in
Phase I Phase II Phase III

Resources 1 2 3 4 5 Total 1 2 3 Total 1 2 Total

L. F. Hanes 50 60 80 70 40 300 155 80 50 285 150 100 250
D. D. Woods 60 118 680 70 40 968 1009 140 60 1209 1305 150 1455
E. Roth 20 30 420 80 550 699 80 40 819 850 150 1000
J. M. Gallagher 173 173

~

Human Sciences 1100 1100

Personnel .

Training 240 240

Instructors
Consultants 600 600 240 240

Total 130 381 1180 220 80 1991 2463 300 150 2913 3885 400 4285

Table 6.2 -- Expected Travel (Between Pittsburgh and
Washington) for Meetings

Task Scheduled At NRC Request

Phase I4

'

Task 1 1

Task 2 1 ,

Task 4 2 |
1Task 5 1

Phase II
Task 1 1.

Task 2 1 2

Task 3 1
-

Phase III
Task 1 1

Task 2 1 2

6-6
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6.2.2 Travel

The trips identified in Table 6.2 are anticipated. Other trips
may be necessary for data collection in Phase III Task 1. Travel by

Westinghouse personnel is included in the overhead charges. Even so,

prior to any trip taken during the period of performance under this
contract, Westinghouse will obtain verbal or written approval of the NRC
Project Officer..

6.3 BACKGROUND OF PROFESSIONAL PERSONNEL

Information on the experience, educational background, and'

publications of program personnel is given in the following pages.

.

.

1

I
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7. RELEVANT EXPERIENCE, CAPABILITIES, AND FACILITIES

7.1 RELATED EXPERIENCE

The Westinghouse Human Sciences Department has performed many

programs that relate directly to the proposed effort. The experience
gained in accomplishing these projects by personnel identified in this
proposal provides the foundation to successfully perform the proposed
work tasks.

~

7.1.1 Advanced Control Room
.

This program is a four year effort to develop, test and validate
'

a conceptual design for an Advanced Control Room (currently in second
year). The design is based on a goal-means network knowledge represen-
tation that was derived from a function based analysis of NPP safety and

~

availability and on a cognitive task analysis. The design explicitly
addrt::c: h:. to i preve and make more reliable operator monitoring,
planning, decision-making, and execution. The conceptual design will be
implemented and tested in 1985 and 1986 on the Engineering Working Model
to determine the improvements in operator performance, plant availability
and safety.

.

I

7.1.2 Disturbance Analysis and Surveillance System Scoping and ,

Feasibility Study j

,

This project, sponsored by Electrical Power Research Institute,
had two objectives:

To establish the scope of the disturbance analysis and.

surveillance system (DASS) for a plant-wide availability and
safety application,

7-1
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To establish the appropriate engineering and design methods.

for creating the plant-specific models.

The first objective required the identification of operational

crew needs under disturbance situations, the development of critical
safety and availability requirements, and the conceptual 12ation of
functions to be performed by DASS. The second objective required the,

formulation of the DASS engineering process.and the associated
engineering costs, and the translation of the.DASS concept into a
computer system structure with an estimate of the hardware and software
costs.

'The identification of operational crew needs was ace p lished by
,

characterizing the operational crew in terms of the " systems manager"
; role and " maintenance" role, and relating these roles to a model for ,

human data processing. This model characterizes the operator behavior
I in three levels of increasing complexity with respect to the decision-
,' making process, and facilitates the identification of various resources-

,

for decision-making aids as they relate to these three levels of
,

complexity of human data processing.
* This model shows that the principal use of DASS is to provide

support to the operator when he is acting in the systems manager role.
j Support to the operator in the maintenance role is provided more from
! the aspect of information coordination than in the form of unique DASS

functions. ,

To support the systems manager role for the control room
operators, a top-down structure of plant functions and systems was

~

developed around the concept of the critical plant functions. This
structure is organized from the point of view of the operator's overall I

objectives in satisfying the needs of plant availability and public !

safety:

4

To maximize the plant's capacity factor.

To prevent radioactive release..
,
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The operators' responsibilities then are to maintain the process
parameters which drive the plant's control loops within their required
limits as specified by the technical specifications, the operating
instructions, and so forth. To do this, the plant is designed with
systems which have certain designed functions which support and can
alter those process parameters and equipment and components which

support and make up the plant's systems.
This hierarchy forms the basis for constructing the interface

'

between the plant and the operator for diagnosing problems and

suggesting means for overcoming them.
Using this hierarchy, a set of 14 DASS functions was formed

which outline the tasks that a dASS can do to support this interface.
The tasks have been arranged in their perceived order of importance to
the operator in aiding his decision-making activities relative to plant
availability and public safety. In essence, the philosophy is that

preventing disturbances from occurring in his most important activity,

[ followed by teminating them, followed by ritigating their consequences.

. These DASS functions are modular in the sense that once certain
basic (overhead) functions have been implemented, each remaining*

'ucctice csn ttsnd on its own, in terms of both the engineering effort
required as well as the perceived benefit to the operator. This was
done intentionally, to allow a phased implementation of a DASS and to
minimize the effort required to make future changes to the functions

initially implemented.

'

7.1.3 Westinghouse-Framatome-CEA-EDF Disturbance Analysis and
Surveillance System: Functional Design

This joint program, completed in 1984, specifies the functional
design for a Disturbance Analysis and Surveillance System. Follow on

! efforts will develop a breadboard implementation for testing to deter-
mine the benefits provided by the system. The design is based on a

goal-means representation of a set of NPP functions involved in safety

:

I
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and availability and on knowledge of successful strategies for human
monitoring, diagnosis planning, and fault management. !

7.1.4 Operator Action Program

Westinghouse participated in a joint program with Commissariat
l'Energie Atomique, Electricite de France, and Framatome to measure and;

evaluate operator response during simulated accident conditions. Data
on operator response during emergencies was collected at the Zion,

,

Illinois and Bugey, France training simulators. A decision analysis
methodology was employed to capture not only the details of plant
behavior and operator actions (wiat happened when), but also the contextl
behind specific behavior (how and why it happened). Structured
protocols detailing the background for operator action, including
underlying cognitive states and processes (e.g., when did they diagnose
the problem, what were their intermediate hypotheses, what plans and
strategies were developed, how did the crew work together) were-

obtained, allowing identification of the sources of operator problems
when they occurred. This work served to expand the empirical data base'

- on operator decision making.

7.1.5 Operator Decision Behavior During the Steam Generator Tube
Rupture at the Ginna Nuclear Power Station

A method called decision analysis was applied in order to
describe and better understand operator behavior during the steam

,

j generator tube rupture event (SGTR) at the Ginna nuclear power ~.

|
station. The purpose of the analysis was to better understand how

| operators perform in emergencies. The decision analysis method is built
! on a simple conceptual framework that describes the decision making |

process in terms of four decision stag:s: detection, interpretation. |:

! control, feedback. This conceptual framework was used to produce a

timeline of crew decision behavior, decision flowcharts which highlight
the major components of the decision process, and worksheets which probe

! important decisions in greater depth. A major result of the

!
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)retrospective analysis of the Ginna event is that support for operator
knowledge based behavior is required in emergency operations.

7.1.6 An Evaluation of Safety Parameter Display Concepts

In this project, sponsored by Electric Power Research Institute,
two experimental concepts for a Safety Parameters Display System (SPOS)
were evaluated to assess benefits.and potential problems associated with
the SPDS concept and its integration into control room operations.
Participants were licensed utility operators undergoing retraining on a
nuclear power plant simulator. Both quantitative and qualitative data
were collected and analyzed on crew response to seven sinualted accident

J

conditions.
Data on operator decisions and actions were organ 12ed into^

timelines. Analysis of the timelines and observations collected during
testing provided important insights about the potential impact of the

.

SPDS concept on control room operations. The study demonstrated that 1)
,

the safety panel prototypes can provide access to information needed
during crew decision-making, but , attention must be given to.the more:
general requirements of the crew and to the integration of the panels!

wii.h pr x elures. training, and coventional control room instrumentation;
2) the key decision analysis method developed for this project is a,

useful evaluation tool; and 3) a training simulator can be used during a
normal training program to evaluate safety panel concepts.

.

7.1.7 EPRI Display Guidebook

The Westinghouse Human Sciences Department'recently began a
1

contract from the Electrical Power Research Institute to develop a
handbook to provide guidance in the optimal design of displays for ,

|electrical system control centers. The project will develop a handbook
based not only on the traditional human factors display design rules, ,

but also provide a set of general design principles which will allow the
guidebook user to deal with design problems which are beyond the limits
of the normal design rules.

'
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7.1.8 EPRI Heat Stress Management

The Electric Power Research Institute is sponsoring a project
with the Human Sciences Department of the Westinghouse Research and

Development Center entitled "A Program for Preventing and Mitigating .

Heat Stress for Nuclear l'ower Plant Workers" (RP2166-5). The objective
of the project is to provide nuclear utilities with an integrated,

approach to heat stress management that can be adapted to each
particular facility. The emphasis is on measurement and evaluation of

; environment conditions, and identification of countermeasures to
mitigate the effects of heat stress. The output of the project is a
handbook on heat stress management.

7.2 WESTINGHOUSE EXPERIENCE IN THE ANALYSIS OF REGULATORY SYSTEMS

I The Human Sciences section of the Westinghouse R&D Center has
'

not participated directly in U.S. Nuclear Regulatory Conunission

|
sponsored research. It has considerable experience in the modeling,
design and evaluation of the person-machine component in nuclear power

,

plant systems. Section 7.1 contains descriptions of some of these
i projects.
i

i 7.3 WESTINGHOUSE R&D CENTER FACILITIES
.

i As one.of the select handful of industrial research and
development organizations in the world, the Westinghouse R&D Center has,

figured prominently in the technological accomplishments of the nation
,

and of the world. In so doing, the Center's scope of activity has.

; steadily broadened to touch on every. major discipline that bears upon
its five strategic technical areas (see chart on next page).

'

The Center's outstanding staff of scientists, engineers, and

| support people continue to focus on two major objectives:

l

1. To understand scientific phenomena, and I
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; Physical &
Biological Engineered Information

Sciences Materials Electronics Systems Sciences
,

Biologicaland Metallurgy Data Acquisition Esperimental Mathematics

Environmental and Processing Engineering

Reactor Scunce Artrficial

lonized Gas and Materials integrated intelligence

Thin Film circuits Electromechanical

Technology chemical Systems computer Aided

Technology Power Electronics Engineering

Low. Temperature Engineering .

Technology ~ ceramics Electronic Sennees Human and
.

Systems Business

; Surface and solid Crystais Oweeted Beam Sciences

i state Phenomena Systems

|. Orgam.e

Matensis Advanced Energy

Systems

_

The Westinghouse R&D Center's staff strives for excellence in five
~ strategic technical areas to meet the needs of its customers.

-

.

|

# 2. To transfom that understanding into advanced technologie's
for ease in creating new products and processes, improved
materials, aM more-sophisticated systems. ,

,

| Through successful pursuit of these goals, the R&D Center's
staff members have earned international renown for their pioneering.and

! engineering achievements. They have, for example, led the way in the '

study of the physics of semiconductors, in the refinement and;

i application of laser systems, in the miniaturization of electronic
! components for defense applications, and in superconductivity and ion ;

| implantation. More recently, they have undertaken major programs in ,

artificial intelligence (AI) for application in expert systems, speech

|
recognition and synthesis, and intelligent, adaptive control systems.

| Geographically, the eight buildings of the R&D Center nestle on

a 150-acre site in a residential suburb 12 miles east of downtown
Pittsburgh. Here nearly 700 chemists, physicists, electrical engineers,

|
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metallurgists, computer technologists and others combine their talents
to synerg'istically keep pace with, and often to set the pace for,'

today's explosive technological growth.
. One of the most important roles of the Center's staff is to

respond to the needs of the Corporation's operating divisions.
Generally, this means applying the technology available at the Center to
a specific need of the division. This would include, for example, the
Process Diagnostic System, a Westinghouse-proprietary software program,
being used as a diagnostic tool for water-chemistry problems and

'

representing a valuable new AI asset for the entire Corporation.
Another role of the Center, as the Corporation's central R&D.

' organization, is to provide access to those tools and expertise that
would be too expensive for any one operating division to acquire, such

,
,

as the $5-m1111on semiconductor processing facility and the $3-million
materials' characterization laboratory.

The third major role of the R&D Center is to transfer technology
,

from the Ce7ter to an existing operating division or to fom the basis-

for an entirely new operation. A recent example would be the Plasma
Center located at Waltz Mill, Pennsylvania, that was formed in 1983 as
part of the Corporation's Applied Products Division.

To perform successfully in these three major roles the technical
staff at the R&D Center needs to anticipate the often tortuous
technology paths of the future, so that the latest technology can be
applied to the needs of the operating divisions as required. ;

Closely related to that anticipatory role is the need to look
i

even further down the technology road to identify important new fields
of endeavor, which may involve the aggressive pursuit of opportunities
that require totally new business approaches for Westinghouse as a>

corporation.
The Center's staff also performs considerable research and

development for outside agencies.
Approximately 40 percent of the total staff of 1700 at the

Center are professional scientists and engineers, including more than
!

l
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500 with advanced degrees. At their disposal are the finest equipment
and facilities available, including a fully equipped Computer Center,
which houses the Center's Sperry 1100/81A Computer. Remote stations'

- provide the entire staff with direct access to the main computer at any
time, assured of a printout within 3 minutes after the program has been

submitted.
The R&D Center library maintains a collection that exceeds

70,000 volumes of technical books and bound periodicals. It subscribes a

to 1000 scientific journals and provides an extensive collection of
bibliographic tools for literature searches. ,

! Enhancing the intellectual stimulation at.the R&D Cggter are
numerous conference rooms and a'250-seat auditorium, where members of

the Center's staff attend frequent symposia featuring prominent
industrial and academic researchers from throughout the world.'

Outstanding staff, the finest facilities, and top-caliber
. management - all carefully selected to ensure that the Westinghouse R&D

Center will continue to play a key role in the understanding of-

scientific phenomena and the application of that understanding to
,

advanced technologies for use throughout the world.'

-

.

7.4 LIBRARY AND LITERATURE SURVEY FACILITIES

The Westinghouse R&D Center has one of the finest private
technical literature collections in the nation, and it is open 24 hours
a day to employees. This collection comprises some 70,000 volumes, plus
subscriptions to over 1000 scientific and technical journals.

The library maintains a cumulative collection of many of the
worlds leading abstract journals, including Engineering Index. Appliedi

I Science and Technology, Computer and Control Abstracts, Dissertation
'

Abstracts Electrical Engineering Abstracts, Mathematical Reviews, and
Research Abstracts. The professional staff of the library are both
scientifically qualified and experienced in the use of all databases to

|

I which we have access. They are also equipped to handle the acquisition |

cf all references needed for review. For performing literature reviews,
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the library has on-line access to numerous computer-based databases,
*including:

OIALOG (Lockheed Information Retrieval System) which supports*

automated searching of more than 40 specific databases such
as the National Technical Information Service, Psychological
Abstracts, and Dissertation Abstracts.
BRS (Bibliographic Retrieval Services) which supports similar.

access to many of those listed for DIALOG, plus additional
databases. ,

SDC (Systems Development Corporation) which supports similar.
.

access to an additional 50 databases, including the
Smithsonian Science Information Exchange and the Derwent

World Patents Index.
Defense Technical Information Center (DTIC), which contains.>

two major databases of interest: (1) the Work Unit Assignment
- Sunnary (D0 Fom 1498) database which documents current D00-

sponsored research projects ev'n prior to report production,
,.

e

and (2) the Technical Reports (DD form 1343) database which-

| covers classified technical reports in addition to thos'e
! nn = 11y available through unclassified channels such as NTIS. -

NASA-International Aerospace Abstracts. There are several.

i potentially-relevant off-site library collections in the

innediate vicinity:

Carnegie Public Library, Science-Technology Division. This
' excellent collection serves as a regional scientific and .

technical literature center; it is also a depository for
I

*

government documents.

Carnegie-Mellon University, including the Engineering and
Science Library and the Mellon Institute Library.
University of Pittsburgh, with a complex of over 30
libraries.

.

7-10

,

1 . . . .. ..... .. - ._.. . . . . . - . 1



__ - _ _-__ _ _ , _ - - __ . . ,______ _

#'.
4 .e g.

weshnghouse

7.5 HUR8.h FACTORS LA8 ORATORY
,

The Human Sciences Department at the R&D Center operates a Human'

Factors Laboratory for the controlled measurement and evaluation of
system / user performance tradeoffs. The laboratory consists of three i

reconfigurable experiment bays, an experiment control room, and an
equipment development facility for constructing or modifying
experimental apparatus (see Figure 7.1).

Experimental Computerf
.

- Lab 1 Control , .

- Duhn
and

'
~

Development

Experimental Experimental

Lab 2 Lab 3 ,
*

,

_

- Ficure 7.1 - Functional layout of the R&D Human Factors Laboratory.-

-
.

The laboratory is equipped with a comprehensive suite of'

equipment for real-time capture of data for analysis of both human and
system performance. Central to this facility is a Data General 5130
with 256 Kb of main memory, 10 Mb of disk storage, and a tape drive.

'

The system is equipped with a real-time clock and can receive or,

transmit on up to 8 channels of analog or digital data.
Several types of measurement equipment may be used independently

or interfaced with the computer. These include equipment for multi-
channel video recording, 3-channel FM-microphone audio recording,
microvolt-level signal analysis (using EEG, EKG, or EMG input), and
several types of physiological measurement (e.g., heart rate,

;

respiration rate, oxygen uptake, and GSR). The laboratory also has a
,

high-resolution color graphic display system with preprocessor and
joystick control for generating complex raster or vector video stimuli
for studying numerous issues in user-system interaction.

|
!

7-11

|
1

- - - - , - . - , . - - . - - - , - - -r.,,,,... - - ,- n..._,W e .4 *
7 - "*'*--?,,-----.- ,*

..n,,,-,,, , , -, , - ,,- - - , . , , _ , , , , . , ,,



_ _ _ - . . . .

O m ',
g . -

Weshnghouse

In addition, the Human Sciences Department owns portable eye
tracking equipment (NAC EYE Mart Recorder Model 4) which has been*
enhanced by the addition of a digitiz'er that generates X-Y coordinates

- for eye position, and software to analyze the data allows much more
rapid data reduction and analysis than is generally possible.

.

7.6 ARTIFICIAL INTELLIGENCE LABORATORY

Research in artificial intelligence (AI) requires a specialized
computing environment, a " system-builder's workbench" of integrated,
powerful hardware and software tools that are needed to productively
assemble and test complex systems. """

The Westinghouse R&D Center has such a facility, the Artificial
Intelligence Laboratory. The purpose of this laboratory .is to support
large-scale, in-house development of a variety of applied AI systems.
The laboratory currently consists of three computer systems:

..

1. Symbolics 3600 " Lisp Machine" (based on a microcoded version
of the LISP artificial intelligence language)

2. VAX 11/730 super minicomputer which supports several AI
dsysicp=ent languages, including:

Carnegie-Mellon Lisp (Franz Lisp Plus)-

OPS 5-

SRL (Schema "epreseittation Language)-

3. Two Three Rivers PERQ advanced personal computers with high-
resolution, bit-mapped CRT displays; these support extensive
dat' abase and interface software (Knowledge Management System

by Information Technologies) in addition to Comon Lisp
'

de'veloped as part of the Carnegie-Mellon University SPICE
project.

In addition, a number of AI software development tools are
available for the four 11/780 Ve ws.. This includes Franz Lisp, OPSS (a
production system language)g VI. ("1ema representation language) DYPAR
(a natural language interfacy , u., ,all as several expert system " shells".
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SOME REStiLTS ON OPERATOR PERFORMANCE IN EMERGENCY EVENTS

D. D. Woods *
|

'

i

; .

This paper synthesises results from several studies of
| operator performance in simlated power plant emergencies

and from retrospective analyses of operator performance in;
five actual power plant critical incidents. This
synthesis is feasible because all of these studies used
process tracing techniques and a common perspective on
decision asking as the basis for their analysis of
operator perf ormance. The paper focuses on two areas:
operator's ability to detect and correct errors and how
operators utilise procedures. .The results in these areas
are assessed in terms of their implications for concepts .

and models relevant to operator performance and in tosias
of their implications for aan-aschine system improvements.

;

.

INTRODUCTION .

Understanding how operators perform during emergency events is critical to the
design and evaluation of person-aschine systems in process control,applica-
tions. This paper examines a data base on operato perforamace in nuclear
power plant emergencies with respect to two issues {a what is the operator /
crew's ability to detect and correct their errors and how are procedures
utilised durinz esermencies? The data on these questions are assessed in
terna of their tanlications for models of operator performance and for person-
nachine system improvements.

,

; A data base on operator performance in energencies now exists through a
series of studies of simisted and actual nuclear power plant critical
incidents. The data base includes: ,

s. VotAs, Wise & Banes (1) - a study of the performance of experienced
; operators in simisted emergency events (including multiple f ailure

events) with and without a computerised operator aid (39 scenarios from 8
; ' crews in 7 events);

b. Woods & Roth (2) - a study of the performance of experienced operators in
simlated emergency events (15 crews in 4 events);

; *

'
c. Few, Miller & Feehrer (3) - a retrospective analysis of operator

decision 9aaking in four actual power plant critical incidents;

|

* Westinghouse Rosaarch & Development Center, Pittsburgh, PA 15235 USA'

IThe results described in this paper represent a portion of a more complete
; assessment of this data base.

.

1,
,

!
'

!
'

i

I
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i

d. Woods (4) a retrospective analysis of operator decision making in one l
; actual power plant emergency event (an additional facility to support i

'

energency operations, Technical Support Center, was detive during this |

incident).
.

! A synthesis of results across these studies is feasible because they all used
t a process tracing methodology and a common perspective on decision-making

[cf., Rasmussen (5)] to analyze operator performance. Operator behavior was
enslyzed with respect to categories of monitoring plant data, interpretation,

cf this data (knowledge or belief state, intention, expectation, recovery'

! strategy), the resulting control actions, and feedback on the results of
rccovery actions. These concepts were used to chart, not just what actions-

the crews took, but also the decision process and context that led to the
cetions. Figure 1 is an example of the flowchart format used in (1) and (4)
to summarize the results of the decision process analysis. In each study,
critical decisions identified in these protocols were subjected to a more
d: tailed analysis based on the particular objectives of that study. Thei

results reported here are based on a review of th's decision asking data base
represented by.this set of studies.

.

OPERATOR'S ABILITY TO DETECT AND CORRECT ERRORS

Rtsults on the Detection and Correction of Operational Problems

In general, the operators in these studies performed well. Recovery
actions were prompt, there were relatively few operational problems, and those
that did occur were usually of little consequence to the final outcome. With
respect to the operational problems that did occur, the crews rarely had any

; difficulties with the initial state identification following the onset of the
3 energency. In general, when ope. rational problems did occur, it was because

cperator state identification and control activities gradually became
d: coupled from actual process state as a function of execution problems or the;

j un2xnected. This result suggests an analysis of what happened following the
j cccurrence of some operational proble's.

The data in Tables 1 and 2 show that when a crew misidentified plant state
or had action execution difficulties, they generally failed to correct their
understanding of plant gtate or to identify execution problems within the dura-
tien of the test events . For those problems that were corrected, a relatively

~long t,ine period elapsed: 4 of the 10 corrected execution problems in Table 1
core detected almost imediately (average of 1:15) but the other 6 took an

;avarage of 6:46). Some operational problems were corrected through the inter-
vsntion of some external agent -- instructor hints in the similator exercises
cc, in actual incidents , when a f resh viewpoint entered the situation. ,

|
,

' \

| Implications and Countermeasures !
'

|

| The pattern of results illustrates the importance of concept-driven
behavior in operator perf ormance (cf., Woods (6) for a acre detailedi

discussion of concept driven behavior). The data operators sample and, in
particular, how this data is integrated / interpreted depend on the operator's
casessment of the situation [cf., Figure 2 for an example of a decision
flowchart developed to highlight how internal knowledge structures are acti-
v ted and how they guide observation and action]. When there is some mismatch
2
The execution problems can be considered identification problems in that here
es are not concerned with the initial source of the execution problem but
cith the operator's failure or success in assessing the effect of the action
er non-action on process state and goals.

2 *
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Errer carrnetien in simulcted energtncion."
TABLE 1 -- Operrter perf crmanc1:

Corrected Only |
,

No Through I

Correction External Agent Corrected

l

14 5 0 |,

Problem In State
Identification

10 0 10
Probles In Execution i

24 5 10
Total

t
%

Data on operator perf ormance in simulated emergencies f rom (1) and (2).
These*

data account for 70% of all of the operator problems in these studies, the,

remaining operator problems were responses judged as too slow or that were
Given the number of test scenarios (99 using 23 experiencednoncorrectable.

crews in eight different events), there were very few operator problems and
those that did occur were of little consequence to the final outcome.

,

between actual and perceived process state, it is very difficult for those
involved to modify their view given today's control rooms. Kisperceptions of
process state are of ten corrected only when a f resh viewpoint enters the
situation. This pattern can be described as a type of fixation or

! perseverstion effect,. in that, an assessment of plant state tends to persist
,

-

independent of supporting data. The crew's problems in the Three Mile Island
| accident could also be described as the result of a fixation effect, and some
: of the recommendations / requirements to prevent re-occurrence of such accidents

can be seen as classic methods to prevent or reduce this type of decision
-

penhles (the reautrement for a Safety Parameter Display System to provide a
cereiaa =caramant of plant saf ety status, i.e. , provide improved a eeui'ck
about goal achievement; the requirement for a Shif t Technical Advisor c. n be
seen as a way to institutionalize a f resh viewpoint). ;

1

The observation of fixation effects in operator state assessment indicates
that operational problems are of ten related to poor feedback about the effect

One of theof control actions on process state and on goal achievement.
studies in the operator decision asking data base (1) examined how concepts f or
computer-based displayr (i.e., saf ety parameter display systems) sight'

influence operator performance. Results on prototype display system usage
suggest that computer-based aids can reduce fixation effects by providing;

improved feedback especially to senior staff members acting in an emergency or!

process management role. Table 3 contains examples where feedback was obtained'
<

from a computer-based display to correct operational problems.
;

1

The error correction results are consistent with the Bartlett (7) sulti-
level view of cognitive processing (cf., (5) and Broadbent (8) for particular
examples of this class of models]. The key elements of this view ares

Human processing of information is organized at different levels whicho
operate simultaneously over different time spans.
Some (presumably " higher") levels modify or control the operations ofo

! others.
!

Lower levels are capable of independent function. ,

| o
-

!

3
|

< ----
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mv**

._ _ . . . _ _ _ _ _ .



_ , _. . .

* -.- , .

#

TABLE 2 -- Operator performance: Error correction in actual incidents.
,

Study Decision Brief Description

Pew at al (3) NAl Failure to detect execution probles:
~

(pp.B-35 and Shif t supervisor ordered Main Steam
B-41) Isolation Valve closure, but operator was

interrupted before action was taken;
shif t supervisor was unaware action was
not taken.

NA2 Failure to detect axecution probles:
(pp.5-37 and execution error during realignment to
B-45 to 46) normal charging and letdown; 19 minutes

,

were available to detect and correct
error.,

0Y1 Delayed detection of execution problems
(pp. B-17) serendipitous detection and correction of

misaligned valves by external agent 33
minutes af ter error occurred.

0Y2 failure to correct state identification
(pp. B-18 to probles due to above (0Y1) execution,

19. B-22. and , error, there were conflicting asasures of
B-28 to 34) reactor water level and no natural circu-

lation; crew was unable to explain con-
~

flicting measures, unable to accurately
assess inventory status, and erroneously
assumed natural circulation was occurring
until serendipitous discovery of
misaligned valves by external agent
(31 minutes elapsed).

Woods (4) 1.C.2 Failure to correct state identification
(pp.3-5 to 3-6) probles: Crew and Technical Support

Center f ailed to re-evaluate an earlier
action in light of later changes in plant
state; as a result, a potential saf ety
function threat was not detected.

3 Failure to correct state identification
(pp. 3-9, 3-11 probles: failure to detect and correct'

to 3-13) conditions leading to pressuriser relief
i tank rupture into containment (19 minutes

available).

|
.

.

|

4i . ,

| -. ..__._________. . . _ _ .
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TABLE 3 - Ezrapim thiro thi fmdback uvd to eternet opiretienal probicas
was obtain-d from n Sifaty P3rraetnr Dirpley pratatyp2 (11ruito
f rom Woods et al (1)].

*In event TR2-E the reactor operator detected that the faulted steam generator '
level was within the wide range instrumentation from Safety Panel B plant
status and wide range iconic displays. The balance of plant operator had,!

; reported ea lier that the f aulted steam generator was empty by misreading
narrow for wide range level from the control board.*

*The senior reactor operator (TR2-H) detected low steam generator levels in
two unaffected steam generators from Safety Panel 5 plant status display.
(The balance of plant operator had been slow in re-establishing auxiliary
feedwater flow to the unaffected steam generators af ter stopping all
auxiliary feedwater to aid in the steam generator tube rupture diagnosis.) ,)

The senior reactor operator then directed the balance of plant operator to
increase auxiliary feedwater flow to the unaffe:ted steam generators.

* Safety Panel 5 plant status display helped the senior reactor operator detect
that auxiliary feedwater had not been isolated completely from the f aulted

; steam generator (TR2-B). The faulted steam generator had been isolated, but
the balance of plant operator turned on the turbine driven auxiliary
feedwater pump to increase unaffected stesa generator levels. Bowever,
auxiliary feedwater flow also began to the faulted stesa generator.

*In event TR2-E the eenor reactor operator detected from the Safety Panel 5
plant status display that only 2 of the 3 unaffected steam generators were
being used to cool the primary system. Be directed the habaca of plant
operators to open the third steam generator power operated relief valve.

'*In another event (FW3-C), a crew detected that pressuriser level was low and
! decreasing. The crew isolated letdown and then consulted Safety Panel B wide

range iconic for feedback. The iconic display showed the crew that the
pressuriser level decrease halted.

The result is that there is a malti-level (not necessarily hierarchical)
architecture of cognitive processes. Lower level processes, which might be
characterised as more ballistic or parameter driven behavior modes, bring
efficiencies to behavior (e.g., stereotypical jumps in Rasmussen's step ladder'

.

model) but operate only over a limited range of situations. This tradeoff is
~balanced by other layers of processing, in the multi-level view, whichi

monitor and modify the application of the lower level routines with respect to -

!

error correction (are skilled routines proceeding correctly), goal j
achievement / setting (are skilled routines achieving the desired effects), and
responses to novel situations (which includes the ability to distinguish novel

i f rom stereotypical situations). If only the upper levels were available, j
performance would be slow, awkward and demanding as when we learn a new,

skill. On the other hand, if only lower levels were available, perf oraance
would be affective only when the novel or unexpected do not occur. Cognitive

,

i architectures that consist of maltiple levels combine the advantages of these

viewisrelatedtoFoulton'sdistinctionbetweenopenandclosedskills:gvel
two kinds of processing while minimizing the disadvantages. The multi-I

|
,

Open skills employ a relatively variable sequence of components and require
I extensive feedback from the environment in order to adapt behavior to

unpredictable constraints or disturbances; closed skills employ a relatively
,

| Foulton's terminology does not correspond to the control engineering terms of
: open and closed loops.
1

i

|

5
i

-

; . . . - . ..
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ctctic coque:ca cf componerto, op:rcto eith little er highly etereotypical
feedback f rom the environment, and therefore function successfully only inhighly regular or predictable domains.

The error correction data show that manto a lack of feedback on the success or non y operational problems are relatedsuccess of recovery actions. From
the atiti-level view, this is due to lower level, closed routines running on
in the absence of higher level control based on monitoring changes in processstate and goal achievement. One avenue then to design more error corrective
person-machine systems is to model the control room functional architecture
(i.e. , the person machine cognitive system; e f. , Bolinagel & Woods (10)] on
the multi-level structure of internal cognitive processes. This establishes,
in effect, a criterios of cognitive diversity, that is, a philosophy of
defense-in-depth with respect to cognitive behavior.

. .

The error correction data also show no sign of a speed accuracy tradeoff,
,

'

i.e., longer r'esponse times were not correlated with higher qualityi responses.
Similarly, Beare et al (11) found no relationship between speed ,

and accuracy '

for nuclear power plant operator performance in emergency|

events, and Wohl (L2) found two performance regions for maintenance diagnosis'

in aerospace applications (performance improved with time only up to some
'

critical time). These results show that, for enjor operator tasks in
emergency events, the quality of operator performance is not time dependent
(cf., Woods et al (13) for more detailed discussion of the relationshipj between speed and accuracy in operator tasks).

i
'

i FEDCEDURE UTILIZATION DURING EMERCENCIES \
:

;

Static Procedures - Dynamic Ivents
.

Procedures (especially
static, sequential list of activities. procedures embodied in a paper medium) are a
actual operations are dynamica However, the data base shows that-

events occur at indeterminate times, operations'

can occur in parallel, items may need continuous or semi-continuous monitoring.

Continuoca control tasks are one area where this mismatch is acute.
,

these tasks a continuously variable ougput parameter is to follow some targetIn

trajectory or avoid some dynamic limit i in discrete control, the operator
,

i

places a component or system into'one of several discrete states (e.g.% align
a series of valves to provide a flow path from a source to a destination).
For the latter class of tasks, traditional procedure can work well, inprincipla bg ecause there is a relatively fixed sequence of actions to beperformed .

However in continuous tasks, there is a dynamic component to
skilled performance based on annipulating inputs contingent on output goal
relations; tuning inputs to achieve output goals is a skill that defies
complete expression as a fixed sequence of discrete actions.* This dynamic
this data basea taak where several interacting continuous control taskscomponent is particularly strong in a type of task that occurred frequently in
mast be balanced (e.g., the cooldown and depressuriaation tasks in steam
generator tube rupture events on nuclear power plants).

' Note that these tasks are essentially continuous e
ven if the controlsavailable to the operator (the inputs) are discrete and are adjustedintermittently.

Note that skilled performance at discrete control tasks falls towards the
closed end of Poulton's open-closed dimension, in that a basically fixed
sequence is followed and feedback requirements are local and stereotypical.

6
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Review of the data base with respect to continuous control tasks reveals
that two types of operational problems result from the static
procedure / dynamic event aisaatch. On one hand, many crews tried to perfora |
continuous control tasks in a,more open skilled f ashion, but operational |

i

problems occurred when the crew did not have complete guidance or knowledge of!

the constraints and goals that should govern process tuning. On the other
,

j hand, crews often performed only a discrete control version of the continuous
j control task, but here operational problems occurred when, there was some

disturbance that required flexibility in the deployment of the componenti

I actions available to achieve task goals.

! To take one case of the latter from the simulated emergency trials (2), a,

i crew violated an outcome measure of performance (maintain greater than 50'
I subcooling - a dynamic limit) in one continuous control task (primary systes

cooldown in a steam generator tube rupture event). The crew rotely followed,

; and correctly executed the sequence of procedure steps relevant to this
; cask. Bowever, the goal violation occurred because the crew f ailed to monitor

the goal of the task (subcooling), so that, when the event later deviated froa4

espected course and the crew was further along in the rule sequence, the crew
j , failed to detect and correct the deviation over a period of 14.sinutes.
t

The static procedure / dynamic event misestch is also relevant to another
aspect of procedure utilisation. Error checks are often annotated to,

'

particular steps in a procedure in order to make sure that operators are using
I the correct procedure or subprocedure out of the total set available.
! Operational problems such as those described in the previous azaaple are of ten
4 * treated in procedure space by pi

downstress in the rule sequence.gcing instructions to perfora error checks .

While there are specific places in action !

) sequences that suggest or demand ssch checks (e.g., permissives such as do not
- begin primary system cooldown until the faulted steam generator is isolated),

j the data base shows that the dynamic aspects of emergency events allow for the
j possibility that the sympton that activates the check any not occur until
j af ter the crew has passed the particular step containing the rule [e.g., Meyer

(141. as a result, enese error checks also represent a higher level task of;

j semi continuous monitoring of output osasure goal state relationships that
j requires support from the interface system (e.g., training, guidance, data,
i and data organisation).

j Goal Oriented Versus Goal Controlled procedure Usage "

:

A goal oriented system is designed to achieve a goal but operates without
explicit use of goal information. A goal controlled system explicitly uses

; goal information in order to adapt its behavior to changing circumstances in
j order to achieve goals (5).

.

!

! It is often assumed that operators do or should.rotely follow the
! sequence of choice and action rules contained in procedures. This philosophy

rp "take care of the steps and the goals will take care of themselves"
j f apresents a goal oriented approach towards procedure usage. Bowever, the
i data base review shows that emergency operations of ten demand greater response
j flexibility, where procedural information about how goals can be achieved is a
!

0
Note the significant secondary design problems that arise in the development

. of complete coverage identify steps that tell operators when to go back and
j monitor output goals, place these steps at appropriate points downstress in
! the action sequence, test placement of these steps in dynamic trials to show
! that, given the time operators take to complete tasks, typical or important |disturbances will be caught in the error check net.

j

!

! '

~ ~ ~
; . . . .-- - ~

|
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resource to improve goal controlled operator performance (Figure 2 contains a
1

i

decision flowchart of operator performance in a simulated emergency where goal;

controlled procedure usage occurred, i.e. , the crew treated major recoveryI

tasks as goals unich guided their detailed observations and actions).
!

This finding is supported by the error correction and continuous control,
1

i

task results discussed earlier, and it is supported by problems that occurred j
|

in operator assessment of the relevance of the currently or nominally active j
I rule set to actual plant conditions. For example, how does a crew decide if a !
!
! procedure or subprocedure is still relevant after a second failure occurs? In' |two cases in actual emergencies (2; 14), the crews involved thought that a'

second fsilure invalidated the procedure they had been using.
'

In anotheractual event (Brown & Wyrick, (15) pages 3-21 to 3-52]. a crew correctly began,

to follow one procedure; but later, when the leak increased in sise, they} failed to activate either,the newly relevant procedure or all of the relevant
recovery goals.

In other cases, operators somations successfully adapted and
.

sometimes fsiled to adapt a procedure or rule to unexpected variations in,

i

plant behavior (e.g. , NEC (16)]. In addition. there were examples in the data,
base where rote procedure esecution broke down once an operator error,

occurred.
the crew's attempts to continue to follow the procadure led to furtherIn one case (2), the original error invalidated subsequent steps;,

; erroneous actions. These results illustrate the two kinds of operational
problems that are the consequence of the mismatch between goal oriented
procedures and the goal controlled requirements of emergency operations: (a)problems where rote rule following persists in the face of changing

,

!
circumstances that demand adaptable responses and (b) problems where goalj
controlled performance is attempted without the knowledge or guidance to| successfully annage resources to meet recovery goals.

.

,
] ,

' *

The results on operator procedure utilisation in emergencies show that
-

!

rotely followed procedures are inherently " brittle," in that, they are'not| readily able to handle novel situations, adapting routines to special
conditions or contextr., underspecified instructions (e.g., " atop all)

u -suussary satety injection peeps"), and recovery from errors (cf ,

(17) ..::4 Osuwu, Horan, and Williams (18) for more discussion of the semantics
., Suchman

of procedures and similar results on instruction following f rom other work
4

| dossins).
Good operations requires more than rote rule following; it requires

the operator to " understand how the various steps of a procedure work together
! .

!

to produce intended effects" (18, p.2).'
i

Countermeasures

tools to help operators meet the goal controlled perfo'aance demands ofThe procedure utilisation results demonstrate the need for guidance andremergency operations.
For example, foldout sheets can be used to specify

important operator activities which could be triggered at indeterminate times
,

{
during some procedure and items that need continuous or periodic monitoring
during that segment of operation (cf., new nuclear power plant procedures such

,

as the Westinghouse Owners Group Energency Response Guidelines).

safety function status monitoring through decision trees as in thecan be developed to support periodic monitoring of recovery goals (e.g.,
Procedures

Westinghouse Owners Group georgency Response Guidelines or periodic monitoringof an event diagnosis /rediagnosis procedure).i

s

}

Computerized procedures can aled aid continuous monitoring and control) tasks.

procedures by showing items that should be monitored at any stage in theComputer displays can lessen paper annagement problems with current:

j recovery process.
The advaatsge over the foldout page is additional

flexibility, the ability to show actual values as well as criterion values .

,

8

, ..., _. . .. . - - .. ..... .....

--m_-- ,, ---.ee--n.,----,-mw,nme__,m . . . _ _m-~, m _ _ , , , - - , _ m -,,-,wy,4,, , , _ _ w-

,



- - - .-_- -.

. ~
. m ,

l,
, ,

.,

I
i

and the ability to clart crew marbers whsn bound:rics cro cpproachsd or
crossed. In addition, operator monitoring and goal achievement assessmentdatatasks can be supported through new computer display systems which present

In general.about the relationship between output asasures and process goals.
techniques that identify and embody envelopes of perforasace are an effectivej
means to keep operators from losing sight of the forest when enmeshed in the

|

|
detailed steps of various procedures.

DISCUSSION
i

The data base review with respect to issues of error correction and procedure

}
utilisation indicate that operator performance is well described by a multi-
level view of human cognitive processing: goal controlled, open skill

; executive processes monitor and control the deployment of semi-autonomous,

resources which are more goal oriented, closed skills. This class of models
: emphasizes that all human behavior is knowledge (or concept) driven; what; varies with layer of processing is the type of knowledge that drives

behavior: knowledge embedded in a actor program, knowledge built into
automatic mental skills (e.g., the heuristics of figure / ground organisation,

and other forms of tacit knowledge), knowledge in the form of"Eftplicit rules
(derived, learned, or written), knowledge in the form of conscious
reasoning. In addition, the miti-level view (and the specific results),

points out that the criterion for skilled operator perforesace is the ability
to adapt behavior to changing circumstances in the pursuit of a goal.

There is a mismatch between the model of the operator implicit in past
process control interface systems and the above model of operator'

performance. As a result and as tre data base review reveals, twp general
,

|
kinds of operational problems occur. In one case, lower level routines are
misapplied or run on in the absence of higher level control based on goal

I monitoring. In the second case, operators attempt to adapt component skills
or anneuvers to achieve perceived goals, but problems occur due to incomplete
knowledge of the relevant goals and constraints. The implication is that
operator perzormance can be improved through an operational system (training.

! ga t d a ea , M m ation) that is explicitly based on the miti-level view. New
process control interf aces are being developed, tested, and implemented that
begin to accomplish this goal; examples include new procedures that
incorporate guidance on goal monitoring, computerised procedures, and goal

;

directed information systems / decision sids.3
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Figure 1 Fortion of a decision flowchart from on of the studies in the
database (4) that illustrates how decision making concepts were used to

'

understand, not just what actions were performed, but also the decision
process and content that led to the actions.l
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Figure 2 Decision flowchart of crew response in a simulated emergency [ steam
ganarstor tube rupture from Woods et al (1)]. The format was developed to map

i how knowledge structures are activated and how they control observation and
i action. Also note that, during a portion of the recovery, operator performa-
! Gee was based on goal controlled procedure usage.
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! ABSTRACT-

{ Automated factories, the flightdecks of commercial aircraf t, and the control
,

;

| rocas of power plants, are examples of decisior> making environments in which a
i

human operator performs an alerted-sonitor role. These human-machine systems:

I

include automated ionitor or alerting subsystems operating in support of a human
.

sonitor. The automated monitor subsyste's makes preprogrammed decisions about'

:

the state of the underlying process based on current inputs and expectations'

!

! about normal / abnormal operating conditions. When alerted by the automated

f monitor subsystes, the human monitor may analyze input data, confire or ,

i

disconfirm the decision ande by the automated monitor, and take appropriate
'

further action. In this paper, the ocabined automated monitor-human monitor

system 'is modeled as a signal detection system in which the human operator and
'

I the automated component monitor partially correlated noisy chanasis. The signal' '

detection analysis shows that overall systes performance is highly sensitive to
I

.the interaction between the human's monitoring strategy and the decisionI
~

1

parameter, C., of the automated monitor subsystem. Usual design practice is to
i

set C, to a value which optimizes the automated monitor's detection and false

! alara rates. Our analysis shows that this setting will not yield optimal
i

f performance for the ov'erall busa >. machine system. Furthermore, overall system
'-

|
. performance may be limited to a narrow range of realizable detection and error
)

rates. As a result, large gains in system performance can be achieved by
;

i

; manipulating the parameters of the automated monitor subsystem in light of the
;

workload characteristics of the busan operator.
1

i

!

l
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|
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,

1
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1
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-

i
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1. SYSTEMS WITH AUTOMATED AND IRJMAN MONITORS

One component of human-machine systems in complex decision asking

cnvironments such as power plant control rooms, air traffic control, or

commercial aircraf t flightdecks, is the alerted-sonitor function. An alerted-

monitor system consists of an automated monitor subsystem operating in

conjunction with a human monitor. The automated alerting subsystem makes ,

,

I
preprograssed decisions about potentially troublesome situations by comparing

i

incoming data on process state with stored expectations of normal and abnormal
- .

I operating conditions. When alerted by an output from the automated subsystem,
,

the human monitor may analyze input data, confirm or disconfirs

decisions / actions made by the automated subsystem, or take appropriate further

actien. For example, in the computerized air traffic control system (Goldautz

~ et al.,1981), there are subsystems which will monitor incoming flight data, ,

predict potential air traffic problems, and call the human monitor's attention

to these problems. This paper uses the techniques of Signal Detection Theory

(::: Green 4 Mwata,1o66) to model and explore the performance of the joint

automated monitor-human monitor system. The analysis shows that overall

alerted-monitor performance is highly dependent on the interaction of the

parameters of the automated alerting subsystem and the operator's workload and

monitoring strategy.

Traditionally, automated monitors have consisted of messages about aispie

set-point violations. The set-point is a preset threshold value. When the

sensured condition exceeds (or drops below) this level, a sessage is displayed

to the operator. Experience has shown that operators frequently have problems

identifying, prioritizing, and responding to abnormal conditions with this type

of alarm system (Cooper,1977; Banks a soone,1981; Eragt a sonten,1983). For

essaple, one review of power plant control rooms found that:

4

-- - . . . . . . _
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t ,

*0perators at all plants complained about the high number of nuisanco
The reasons for their occurrence varied.

At one pasnt there was a
;

hiank, supposedly monfunctional, annunoistor window that would occasionally
alarma,

1

The maintenance and operational people had been unable to determine.
,

its eause, but an acknowledgement, silence, and reset were required on each
alara.

In eag cases alare set-points were known by operators to be too!
oossaien. As a consequence alight deviations ori

sensitive to normal transients.
transients, thought of as normal, would set the alam off even though no

Maintenanoe or onlibration; further operational action was required. The not i

operations of ten eaused recurring alarms that were a muisanos.
results of the easy falso alarms is a *ory-wolf * syndrome which leads to a
lack of faith in the system and a ensual attitude towards the eonatant !

On many ooossions operators were observed to| '
presense of certata alarna,
ossually silence and acknowledge alarus without further concera orj

surveillanoe of plant status; the alarms had beoose 'old friends'
1977)."(Seminara, Oossales, & Parseas,

! ,

i. As a result, there is considerable interest in applying oosputer technology
1

to develop now types of automated monitoring systems that can improve the'

One approach focuses on
detection and correction of abnormal ocourrences.

:

improved organisation and presentation of alam data (cf., the alars

presentation techniques described la Visuri,1982; Berson et al.,1982; N ASA,
!

Another avenue is the development of automated decision1
.

|
17T9; thompson,1981). *

|'
systems which monitor multiple parameters on a number of input channels and use

sc.: ::=ylev (algorithaio or potentially heuristic) information processing toi

identify potential abnormal oenditions, of., the alarm analysis techniques
'

described la Bastl & Folkel (1981; eause-consequence models); Bray, Nelson. *

Blackman & Fevler (19816; rule based); Lind (1981; function based); and Gimmy &i
.

| I
'

|
Nome (1982, decision tables). While there is oossiderable activity in the!

I

design of automated monitors, there is essentially no theorettoal or espirical1

|

informatios, available to guide designers with respect to how human or asohinei
1

I subsystes abaracteristios affect the performance of the overall alerted-sonitor

syates.
To explore

What subsystes factors sight affect overall syntes performance?
1 the
| this question consider a simple example of an alerted-sonitor systest

,

Smoke detection systems can vary in their ability to
-

,

familiar smoke detector.
i
i
.

5
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,

;

1

discriminate fire from non-fire conditions. In addition, there are different
;

<

2

) oonsequences associated with the different types of possible outcomes--failure
-

|
to detect and respond to an actual fire has such higher negative consequences

| than a false alare. Therefore, the designer can very the amounts of evidence
,

required for a ' fire" decision on the part of a smoke detector in order to take

into account the relative consequences of the different possible outooses. In'
,

'

this example, designers might reasonably require relatively little evidence of a

fire before outputting an alare. This strategy will nazimise the smoke

detector's hit rate (correct detection cf actual fires), but it will also
I

increase the detector's false alarm rate (and the overall number of alarms), for

a fixed ability to discriminate fires from norefires. Bowever, conaider the

consequences of a high false alara rate on the performance of the subsequent

! human monita.'. A busy busan monitor any soon learn to ignore the smoke
t .

detector's alaru signal, attributing it to a falso alars and not worthy of a- ,

shif t in attention from more pressing duties. The performance of the overall
!
! soose oes,eoLorduussa munitor system would be worse than if the smoke detector

| were set to emit fewer alares,

i 2. SIDNAL DETICTIW ANALYSIS Oy ALERTED-HWITOR SYSTEMS
:

| The smoke detector example points out the need to understand how ' subsystem
*

i

characteristics determine overall system performance. Tb begin to provide'

guidance for the design of alerted-monitor systems, we esplore some possible -

! interactions between the automated and human monitor subsysteam. This analysis

is based on the techniques of Signal Detection Theory; the results abow that the

j automated monitor's response criterion and the human monitor's workload and time
!

j sharing strategy are important determinants of overall alerted-monitor system
|

performance.

i

|

6
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2.1 Signal Detection Systems

Systems that monitor selected process data (a noisy input channel) for
,

t

potentially abnormal conditions (signal events) can be modeled as signal
i

,

These devices aust discriminate between the presence of ,

| d3tection devices.

signal-plumnoise (abnormal condition) events and noise-alone (normal condition)i ,

,

,

This system first
Figure 1 illustrates such a signal detection system.

|
events.

8

takes a sensurement (an observation), which can be considered as a

cultidimensional input vector, I, and then computes a unidimensional statistic,

f 1, base on the observation vector,and on stored information about the expected
'f

i Characteristics of signal and nonsignal events.
:

i

i Insert Figure 1 about here
I'
i ;

i s

j
- The statistic,1, is then evaluated against some criterion yalue, C, whichi

:

i . is the output threshold or set-point. If the statistic is greater than er equal
| '
\ tne outpub will be 'Yes, there is a signal *. If not, the response will ;

to C,

i be "No, there is no signal'. The criterion, C, is usually abosen on the basis

of the prior probability of signal (or noise) and the costs and benefits of the
i

possible decision outo'omes (correct detection, missed signal, f alse alars,'
,

o

I correct rejection).

How well the detmotion system oan discriminate between signal-plus-noise
4

and noise-alone events depends on the probability density distributions of the
j

i statistic,1 (Figure 2). The probability (density) of obtaining a particular

value of I given a signal plus noise event is f(Z/SN); the probability (density)!

-

If theseof obtaining a particular value of 1 given noise-alone is f(Z/N).
,

!

distributions are widely spaced with low variance, there will be few errors in
i

!

attributing a given value of I to a signal-plus-noise or noise-alone cause.

I
1

7
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Computation of a good statistic requires prior knowledge of what input vectors
f

(An

|
will usually be generated by signal-plus-noise or noise-alone events.

The assumptionoptimal statistic for this process is the likelihood ratio).
i

that the distributions on I are nomal (Gaussian) in form is a good
'

>

approximation to the behavior of many detection systems.

I 2.1.1 Sannitivity j g ),and criterien U;l Parameters
! (1) a
' Signal detection systems can be represented by two parameters:I

i

! sensitivity parameter, d', which specifies how' effectively the system can
r

'

!

discriminate signal-plus-noise events from noise-alone events on the channel,
i

4

and (2) the response criterion parsneter, C, which specifies how much evidence
!

is required for a *yes' decision. The d' parameter is defined as the normalizedI

i

separation between the distributions; that is, the difference between the means!

{

|
|

of the distributions,4-pg, divided by the standard deviation of the
,

- distributions (asstasing that the distributions on I have equal variance).

Yalues of d' near sero will yield performance at chance levels; levels of d'| .:

It is convenient to
=_fma 4.0 will yield essentially errorless perfomance.
consider the decision dimension Z as normalized, so that the standard deviation

.of the distributions is equal to one and the separation of the means is equal to

It follows that d' and C are expressed in standard deviate 'unita.d'.
.-

The second parameter, C, is the criterion value used to partition 2 into

the response categories of 'yes' or 'no'. The important aspect of C is its

The probability of the
position relative to the means of the two distributions.

P(T/3N), is
system correctly responding *yes' given that a signal has occurred,

called the hit probability. The probability that the system incorrectly

responds *yes' pien that no signal has occurred, F(Y/N), is called the false

alam probability. These probabilities are computed from the density

| distributions on I as follows:

8
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P(Y/SN) = F[(Z) C)/SN) f(Z/SN) dz (1)

c
a-

f(Z/N) ds (2)
P(T/N) F((Z)C)/N] =

C.

Now suppose that d' s 2.0, that is, [n = 0 and fan a 2.0. If C were equal

Theto 1.0, it would be centered between the means of the two distributions.

resulting hit and f also alars probabilities would be, from a table of the normal
.

distribution, .841 and .159 respectively. For a particular value of d', one can

Table-evaluate the hit and false alara values resulting from any value of C.
-

I gives hit and false alarm rates for some representative values of d' and C.

Insert Table I about here'

.

Moving C along the 1 dimension toward the noise distribution (analler values of

C) yields both higher hit and higher false alars rates. Moving C toward the

sistal- A.-mi= t.istribution (higher values) yields lower hit and lower falso
.

alars rates. A small value for C implies that the system is liberal at

responding *yes'; a high value of C implies a conservative criterion for

.

responding *yes".1
. ,

i

|
*

,

Insert Figure 2 and 3 about here

,

t 2.1.2 Receiver Dparatina chsenetaristin

The performance of a signal detection system aan be characterized by a
i

Receiver Operating Characteristic (ROC), which is a plot of the hit probability,

versus the falso alarm probability, for all possible values of C and a fixed

The d's1 and d's2 curves of Figure 3 are thus complete plots (allvalue of d'.

values of C) of the hit and falso alarm values shown in Table I. The curve
i

4

9'

-
_

w w - --- -- ,. ,,------_y -,- --, , y. _ _ , . _ _ _ . . . . , __._-.,,.,,,,,,,,,_,.,y,- , , . , , _ , , _ ,- , . , , . ,,w,_,,.,,-_,..y,. _9e,.~,,,w,,,_,,y,,,,-- - - ., , - --



_ _ _ _ .. _-

c., 3 .

,

.

labelled 3 is the plot of hit and falso alarm values for all values or C for the

core sensitive system with a d' equal to 3 0. It is evident that systems with

higher d' values will have higher hit rates and lower falso alara rates. The

higher the d', the farther the ROC will be from the positive slope diagonal

(which is the ROC for d's0 or chance performanos). Since each ROC ourve is I

computed with a fixed d', each curve represents a constant ability to

discriminate signal-plus noise from noise-alone. However, the particular

operating point on an ROC (a particular hit and falso alarm pair) reflects the ;

liberal or conservative aspect of the system's response criterten, C. As C

shif ts toward smaller values (nove fron' point 0,0 toward 1,1 along at ROC curve

in Figure 3), there is an increase in both hit and falso alara rates and in the
.

overali (yes) response rate. For single stage detection systems, the best

~ operating point on a given ROC (i.e., the optimal C value) depends on the costs

and benefits of the various outocae categories as well as the prior probability
:

of a signal occurring (see Egan,1W5). For example in some situations it will
I

{ tc '::ir::' *a - *=4'* total percent correct, while in other applications it

will be necessary to minimize the number of missed signals or falso alarna.

Different decision strategies prescribe different settings of the C parameter

(Green & Sveta,1966; Svets,1964; Sheridan & Ferrell,1W4).

2.2 General Model of the Alerted-knitor .1rstem

An alerted-monitor system consists of an automated monitoring subsystem

operating in conjunction with a human monitor. An automated subsystem monitors

a noiar input chanasi (i.e., selected process data) on which occasional signal

events occur (i.e., potential abnormal conditions). When alerted by subsystem

output, the human monitor may analyze input data, confirs or disconfirm the

decisions / actions made by the automated monitor, or take appropriate further

action. The operator also any be busy with tasks not related to the monitor

10
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task. 1

In signal detection terms the alerted-monitor system can be represented as

the two-stage detection system shown in Figure 4. Each stage is spooitied by

its own asnaitivity (d') and response criterion (C) parameters.2 A statistic,
De magnitude

Za, is ocaputed by the automated monitor based on its input. Za.

of Z relative to the criterion, C , determines whether or not an alars is senta
| a

to the human monitor control stage. If an alara is sent, the human monitor may
1

is greater than or equalcompute a statistic, Z , based on its input, Z * If Zhb h

It thus takes a 'yes'to C , a *yes" (confirming) system response will be made.h

response from both tho' automated and human subsystems for a *yes" system

response to av input, Z.

Insert Figure 4 about bare

~

De human and automated monitors do not necessarily observe precisely the
~

The data input, I , to the operator and the input,same noin input vector, L h

I., to sne aur.omai,ed subsystem are subsets of I and say include elements not,

available to the other system. For example, the operator any have historical or
|contextual data unavailable to the automated system, while the automated

subsystes'agy include complex data processing algorithms or heuristics (e.g.,
.

expert systems), which the human cannot duplicate within task con-tfMnts.

Differences in sampling rates, precision of measurement or display, or offset in

the time of obsenation by each subsystem, also doorease the overlap between the

chanasis monitored by the human and automatio systems. In signal detection

terms, the two subsystems can be described as monitoring channels that possess
I

he jsome statistical correlation or, equivalently, some degree of common noise.

magnitude of the common noise source, compared to the total noise in-each

channel, defines the correlation between the channels (Jeffress & Robinson,1%2).
1

11
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In actual systems one would expect to find the correlation between the

cutomated and human channels to range from 0 to 1, depending on the particular i
'

i

cpplication. For example a seoke detector may continuously test the

conductivity of the air near the ceiling of a room, while a human's observation

The correlationcay be based on a visual check for smoke in lower areas.

between these types of observations may be fairly low. In an automated chemical

plant, the same unprocessed sensor data might,be available to both the human and ,

the automated monitor; in that case the correlation between those channels could

be very close to one. .

While the literature includes' descriptions of mary situations where

responses to alerting signals were delayed or omitted (e.g., Eantowitz, 1982;

Seminara et al.,1W7; Reason & Mycialska.1982), there is little data that

describes the effect of variations in alerting subsystem parameters on the

behavior of the operator who aust receive and process the output. Eeviews of:

problems with actual alam systems suggest that operator behavice depends on

n :=ptier.3 mMut the alerting system's sensitivity, its response criterion

(falso alam rate), and the relative importance and likelihood of the condition

being signalled. For example, airline pilot rati,ngs of the scoeptability of

flightdeok alerting si'gnals depend on the perceived falso alara rates as well as
~

the perceived urgency or importance of the alerted condition (Villiams &

Simpson, 1976).

The effect of alerting system characteristics on the human monitor's

performance may also dapsad on the operatords workload (nonitor task load plus

other task loads). Prediction of the accuracy and speed of human performance on

one task in a multi-task environment has been a major concern (of., Enstron &

Rouse,1W7; Whitaker,1W9; Vickens,1W9). The alerted-monitor task oan be
.

considered a special case of the multi-task or time-sharing situation. While

d
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there is some controversy about the nature of limitations in tuman information
1980; Lane,

processing in different types of multi-task situations ( Allport,
t

1982; Norman & Bobrow,1975; Eantowitz & sorkin,1983), we would expect workload'

factors to be important determinants of the interaction between the automated
.

In the next sections we analyze the performance
! and human monitor subsystems.

of the alerted-monitor system as a function of the key subsystem parameters of
1

alerting subsystem response rate and operator time sharing strategy. 1
,

2.3 Alerted-mnitor Operating Characteristics

The performance of a two-stage detection system such as shown in Figure 4,

can be analyzed by determining the.effect of various assumptiegg.about the

parameters of each of the detection subsystems on the overall system operating
,

To get an idea of the range of system performance possible,obaracteristic.

consider a hypothetical twc> stage detection system in which the two stages
.

possess equal detectability and the observations made by each stage are

optimally combined for a system decision. The overall detectability of such a

[2 d', where d' is the detectability of each stage.3 In the
system is given by

alerted-monitor system the otiservations are not combined optimally because the

alam is a binary signal to the operator, and because the operator usually

observes the input channsi only when alerted by the automated monitor stage.4
.

Hence, overall performance in the alerted-monitor systen generally will be less

than the optimum value of 1.414 d'.

The performance of a two-stage detection erstem in which binary responses*

from the two stages are combined for a system decision, was examined by Pollack

and Madans (1964). The alerte6-monitor arstem is a special case of the Pollack

and Madans two-stage system, in which the second stage (the human operator) only j
i

|observes the noiar channel when alerted by a signal from the first stage (the
t

- automated monitor). Pollack and Madana found that the maximum system d'

ooourred for such a system when the two stages had equal detectabilities and f
|

i

13
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equal response criteria. They found that over an intermediate range of response
j

eriteria, maximum system performance was approximately equal to 1.2 d', a

possible 205 performance advantage for the two. stage system.

Insert Figure 5 about here

Figure 5 illustrates the effects that different response criteria have on j

system performance for an alerted-monitor system with equal subsystem d's, d'a *

d'h a 2.0. Each ourve is the overall system operatt.ng characteristic for all

possible operator criteria and a fixed setting of tta automated monitor's

value of 1.5 results in few falsecriterion, C . For example, a stringent Caa

alaras "(and few correct detections). Each ourve starts at the origin (0,0),

moves toward (1,1), and suddenly terminates.5 Recall that these gates

operating characteristics were computed by fixing the parameters d's, d'h'. Ca
,

is sufficiently small, theand by sweeping through all values of C . When Cha h

human operar.or is so liberal that he/she says *yes' whenever sg observation is

made. At that point, the human simply simioks the behavior of the automated

stage, that ist given no alars the human says 'no', and given an, alara, the

human automatically says *yes'. This is the condition that exists in tbs region ,

where each operating characteristic terminates. Mit and false alare rates

higher than these termination values are not achievable. Because the system is

mimicking the automated stage at these points, the locus of all the termination

It follows frompoints is in fact the ROC for the automated stage alons.

examination of the operating curves that the lowest systes d' will be equal to

the d' of the automated stage alone.

1he outer envelope of the gates operating curves in Figure 5 represents
.

-

;

|
the highest d' available with the alerted-monitor system. This envelope is

14
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with a d' alightly more than
approximately equivalent to an ROC for a system

1.2 times the individual subsysten d's, as shown by Pollack and Madans. In cases r

where the between-channel correlation is greater than zero the same general )
j

relationships hold, but there is a smaller gain in the combined system
d'.

)

Unequal subsystem d's also result in lower system d's (See also Swensson,1980 l

I

for a related analysis).

Pollack and Madans also oc11ected data on the performance of combined I

person and machine (simulated) sonitors using' an auditory signal detection task.

Their study employed a set of six observers vhose response ratings vere pooled

Bey found that th's perfomance of the combinedon each trial.
observers / machine gates was generally superior to that of the observers alone,

This discrepancy
but less than that predicted 6y the optimal combination rule.

was especially evident at high signal-to-noise ratios.

2.4 Automated-maitor-Haar> mnitor Interactions

-
In this esotion we investigate the effects on gates performance of

C)
difier.at fer== cf interaction between the human operator's parameters (d'h, h

and the automated monitor's criterion (C,). It is the case that the higher is
Obviously, the

d's (and d'h), the better will be overall system performance.

system designer will want to maximize d'a. This parameter will generally be
,

limited by automated detector hardware considerations and by lack of knowledge

of the to-be-detected events, such as the particular patterns of sensor data

that correspond with abnormal events. However, the autcasted monitor's

response criterion, C., is normally aga limited by aisilar considerations; it

can be set to ag desired level The setting of C vill detemine the relativea

proportion of the various outcome categories (e.g., the number of false alaras
Since

relative to misses) and the overall alaria rate of the automated monitor.

the C, parameter is not limited by hardware and software factors, we confine our

15
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and the human subsystem
coalysis of system interactions to those between Ca

paraseters, Ch and d'h-
'denendent criterion' stratap

1 2.4.1 neoendence g I) g gj
Ons interesting form of inte'raction between the human and automated monitor

This could occur if,

|
subsystems would results if Ch vers some function of C .a

I
as the susber of falso alaras from the automated monitor increases, the human

1

monitor required more evidence to confirm the alerted condition (that is, if the

human became more conservative as the automated monitor became more liberal).
' To illustrate thisWe oall this possibility the ' dependent criterion' strategy.

strategy, we have assumed that the operator criterion increases with the

probability of an output from the automated subsystem, P(alam):

(3)a 2 F(alarm)Ch
.

where P(alars)'s F (I/8) P(E) + P (I/N) F(N) (4)-

a a
.

where Fa( ) refers to the hit or false alarm rate of the automated subsystem
:. In theseand F(5) and F(N) are the prior probabilities of signal and noise.

saluJ,etics: .:: h=re assumed P(SN) = F(E) = 0.5.-

|
! Insert Figure 6 aboat here
!

,

| -

' Figure 6 shows the system operating oharacteristic that results from these|
~

The curve has a prominent peak along its lower portion; itassumptions.
'

increases from (0,0) to a peak hit rate of about 0.74 and then falla rapidly.
1

This means that effective system performance will be possible only over a very
At intermediate ornarrow range of lov output rates from the automated monitor.

high rates, system performance quickly drops off to a level determined by the|

sensitivity and criterion parameters of the automated system alone. .Righ system
.

hit (and falso alara) rates are impossible to achieve with the human in the

16
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Demandanne Af g 33 g: 'onerator namelins' and 'dballocation'2.4.2 _ ,

atratastaa
!

In addition to the possibilit'y that the operator criterion may depend on

the alerting signal rate, high rates may lead to situations where the operator
i

cither ignores some alerting signals or makes observations with a reduoed

Suppose that the operator is sufficiently ' busy' that there is a ldetectability.

limit to the operator's ability to process information in all of the tasks (cf.

Lane,1982; Allport,1980). 1 hat is, there is a set of primary tasks that

demands attentional capacity, and only the remaining attentional resources are

allocated to the input channel. Given this situation, there are at least two

types of. strategies that would result in a dependence of operator sensitivity on
We call the first possibility the ' operatorthe automated system's parameters.

Under this strategy, the operator makes observations onlysampling' strategy.
1he second type ofcn a subset of the alerted events; the rest are ignored.

In this case we assume thatstre.teg 9 teemed the 'd'-allocatiod strategy.

the operator will make an observation on the input channel vbenever alerted, but

will observe with a reduced d'.

.
-

Insert Figure 7 about here .

Figure 7 shows combined systes performance under the operator sampling

Given an alerting signal from the automated subsystem, the operatorstrategy.

To show thewill observe the input channel with some probability, P(observe).

general effect of an operator sampling strategy, we have assumed that F(observe)

decreases linearly from a value of 1.0 when the alerting rate, F(alarm), is

to a value of 0.5 when P(alarm) is 1.0. That is, when alaras occur
sero,-

17
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infrequently, the operator will observe the input channel on every occurrence of

the alars. .When alarms are very frequent, the operator will only observe the

input channel half of those times. This is not an extrese assumption, since the

human monitor observes the input channel on at least half of the alerted events.
~

)

occasions when the operator does not make an observation, the alarm isOn those

ignored and the system makes a 'no-signal" response.

Each of the ourves abown in Figure 7 corresponds to a fixed value of C,

evaluated over all values of(shown) and a corresponding value of P(observe),

C . High values of P(alarm), e.g., nega'tive values of C., result in operating

h

characteristics close to the chance line (e.g., the Ca = 0.5 curve). In

general, under operator sampling strategies the system operating characteristics ,

If the samplingtraos out ourves in the lower lef t quadrant of the ROC space.

- probability decreases to zero, systes performance will decrease all the way to

One example of the sampling strategy may be seen in the reaction ofchanoe.
.

- busy air crew personnel to flight-deck warning signals. The flight crew any be-

ut : ::t=stieelly eencel a warning signal as soon as it occurs, rather than

investigate the potential problem signalled by the warning.0

i
..

Insert Figure 8 about here
.

|

The second type of dependence between operator sensitivity and alerting

subsystem parameters follows from the assumption that there are limits to the
.

amount of detection capacity that can be assigned to the alara channel.
i

Operator observations are made on all alerted events, but high alerting rates
To examins this idea,lead to a decrease in the d' that the operator may use.

it is necessary to postulate how detection capacity might be alloosted across

different numbers of observations. We have postulated two different functions-

to the alerting rate. P(alarm), as illustrated in Figure 8. The
relating d'h

.
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colid curve of the figure results from the assumption that (d'h) decreases

linearly with the number of observed events: That is,
(5)'

d'h a d', /1-F(alarm)

ubere d' ,a 2.0.
)

This function was chosen to provide detectabilities between 14 and 2.0

over most of the range of P(alars). Rose values generally constrain d'h |
|

between modest above-chance performance and the moderately good performance of

the automated stage (d's2.0). 1he effect of this strategy on gates performance

F.ach operating characteristic correspon#s to a fixed
'

is shown in Figure 9

value of Ca (shown) and a corresponding value of d'h, evaluated over all levels*

The gates operating characteristics approach chance performance as C.of C .h

gets increasingly negative and F(alars) goes to 1.0.

Insert Figures 9 and 10 on same page-

An alternative relationship between d'h and F(alarm) is shown as the dotted

curve of Figure 8. In this case, d'h is equal to 4.0 when very few alerting events
'

When F(alars) is high, however, d'h decreases to a limitiag value ofoccur.

These values were chosen to illustrate the case when increases in low! 0.5.
Thealarm rates can produce significant effects on operator detectability.

<

||
,

equation describing this relationship is
I

i (6)d'h a 2d',/[7P(alarm)+1]

Figure 10 illustrates the effect of this strategy on the
where d's a 2.0.
system operating characteristics. De curves are similar to those of Figure 9

1.0 forbut reach a miniana level of system performance equal to d':

increasingly negative values of C,.-

This analysis of automated-human subsystem interaction indicates
(
|
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that the dependent criterion, operator sampling, and d'-allocation strategies

each result in characteristically different effects on system performance.

Figures 7, 9 and 10 also illustrate that the particular interaction function

casumed will determine (1) how rep' idly the family of operating curves will shift

toward the chanos line, and (2) whether they will reach a limiting value of d'

which is greater than sero.

The particular d'-allocation strategy specified by equation (6) (the dotted

curve of Figure 8) has the interesting property' that high values of F(alarm) do
'

not produos additicosi decreases in d'h. .That is, as the number of alerting

events rises and the operator's worldload increases, performance on the alerted-

conitor task suffers smaller and smaller decrements. This implies that the

sperator',a pedormance is not limited by a fixed amount of processing capacity

that must be shared among the alerted-monitor and the other operator tasks.
s lastio' and mayRather, the operatords information processing capsoity is a

. increase somewhat as the total task demands increase. This idea is consistent

with the reports of some investigators (cf., Kahnemann,1973; Allport,1980;

Vickens,1979). Whether operator performance exhibits fixed or elastic capacity

properties depends on the specific characteristics of the operator tasks and the

operator . training. Lane (1982) and Wickens, Sandry & Yidulich (1983) have .

reviewed many of the issues involved in this question. In general we would

expect that operator strategy in an alerted-monitor task would depend on the

If the alerted-monitor taskprecise nature of such task and training factors.

were a salient absorber of operator processing resources compared to other

tasks, then small changes in the automated subsystem's criterion might result in

large changes in, operator resource allocation.
i

Insert Figures 11,12 and 13 about here'
-
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One interesting consequence of task interaction may be a combinedI

, iFigure 11 illustrates one version of suchsampling and d'-alloostion strategy.

De operator sampling probability (dotted line) is fired at 1.0 foro strategy.
'

values of P(alarm) less than 0.5, then dooreases linearly to a minimum value of
i

!

0.2; that is, the operator observes the input channel at least 20% of the time
,

!

De relationship between,

he or she is alerted by the alarm subsystem.'

I f
d'h and F(alars) is assumed to fo" av a function similar to equation (6) but

d::oreases to a minimum d' of 1.0 rather than 0.5.
These particular values were

)

obosen to illustrate the general effects of combining the two ogsrator

These assumptions are given try the following equationsctrategies.
.

for F(alara) <0.5,

F(observe) = 1.0 and d'h a 1.33 [0.33 + 1.67 F(alam)]-1(7)*

for F(alam) 29 5,

P(observe) e 1.8 - 1.6 F(alars) 'and d'h a 1.0
(8)

'

Figure 12 illustrates the effects of these assumptions on the system

cperating characteristics. The parameter of the curves is the.value of the

alerting subsystem oriterion. This figure has both the sampling and d'

allocation aspects shown in the previous figures. As F(alarm) ispereassa, the

system performance our4es drop toward the chance line and toward the origin,

We can asks the additional assumption that the human operator will attempt

ha C'to matoh his or her criterion to that of thne automated subsystem, e.g., C a
.

This strategy maximises the system d' when the automated and operator subsystess

are independent and have equal d's. The result is the operating characteristic

This curve has one prominent peak at a low eriterion levelshown in Figure 13
! Thus, for this" .

and a second apparent peak at an intermediate criterion value.i l
1

system, efficient performance is possible only for certain values of Ch and;

These values may not correepend to.

oertain mystem hit and falso alarm rates.
;

I
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Furtherm ore,those required for a given application and probability of signal.

the oonplexity of the operating characteristic may be unknown to the operator

ccd the gates designer; systes performance at desired hit and false alara rates
Although the

car never be achieved because of improper specification of C .a

distinctive operating characteristic of Figure 13 results from arbitrary
.

assumptions about operator monitoring strategy, we have included it to

illustrate the potential impact on system performance that may result from

intereotions between the human and automated subsystems.

2.4.3 Summary.af.tha Internation Analvain Beaulta ,

This analysis of representative types of interaction between the human and
i

cutomated subsystems has pointed up the following relationships between the

cubsystesi parameter's and their effect on overall systes performance.

The operator's criterion may depend on the parameters of the automated~

1.*

cubsystem, especially C,. This may be a rational operator strategy in high

information-processing load cirouestances, although overall alerted-sonitor

symi.e. pds:.ar.0: cr.n be impaired. Effective system pettornance may be limited

to very narrow ranges of (low) system hit and falso alara rates (Figure 6).

Operator sempling or sensitivity (d') alloostion, strategies may result2.1

if the total task loading (alerted-monitor task plus other taaks) is

As a consequence, good systes performance may be limited tocufficiently great.

certain hit and falso alara levels. For example, under the sampling strategy,
A

performance may be restricted to the lower left quadrant of the ROC space.

sampling or d'-allocation strategy will cause system performance to drop rapidly

either to an asymptotic level or to a chance level, depending on the parameters

of the interaction function (Figures 7, 9, and 10).

The types of interaction between the operator and automated sub' systems3

will depend on the characteristics of the particular alerted-monitor task
.

|
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situation, including the operstor's task load, the expected probability of

signals and non signals, and the desired systes hit and falso alars rate. I

(a) reduoe the taskAppropriate systes design and operator training oculd:

loadings and interactions and increase the operator's effective processing

capacity; (b) provide accurate specification to the operator of the desired
i

system operating point and of the automated system's criterion, detectability,

and relative importance; and (c) improve the accuracy of operator monitoring 3|-

performanos (and possibly reduce the correlation between the operator and

automatio subsystems).

DISCUSSION AND IMPLICATIONS F0k SYSTEM DgS2DN3

The preceding analysis demonstrates the importance of designing automated

monitoring systems based on the performance of the total human-machins alerted-

monitor system, rather than on the performance of the automated subsystem alone.
.

',,

A critical parameter of automated monitors with respiot to overall systea
'

This parameter can be set to any desired
performance is the criterion, C .a

vn;ue 'a.o.uw, :::.like d's, the criterion is usually not constrained lg
The designer of an automated

considerations of oost or computational ospecity.

subsystem is likely to set Ca so as to minimize the number of signals missed

This is because, from the point of view of sutsysten perforssaceby the subsystem.

aloes, there is usually a greater cost associated with a miss than with a false
-

Novaver, our analysis of the combined human sachine monitoring system
alars.

shows that this approach can lead to the impaired performance of the total

In other words, optimal criterion placement for one stage of a twosystem.

stage detection erstaa any not be identical to optimal placement in the single
i

stage case. .

Analysis of the two stage signal detection model also demonstrates that

guantitative predictions can be made about alerted-monitor systen performance
-

via system operating characteristics, if some data is available about how
,

23
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cperator detootability and critorion depend on the characteristics of the

cutomated monitor and on other task oonditions. Our analysis provides a
:

oonooptual framework to guide empirical studies of automated monitophuman

ocnitor performanos. The important indepeedent variables in such studies are

tae processing load imposed by non-monitor tasks and the response criterion of

the alerting subsystem, C Relevant dependent variables include operator

criterion, C e operator observing probability, P(observe), and operatorh

sensitivity, d'h. These variables should be assessed in conditions which

include a range of operator and automated subsystem criteria. We are presently

'

t:orking toward. obtaining this empirical specification of alerted-monitor systen

performance.
- .

31 ' complex Alarud-Monitor systems

The signal detection analysis also suggests possible design features for

cdvanced alerted-monitor systems. One possibility involves the use of
-

i .

cultiple output criteria in the automated subsystem. A simple example is an'

-

alerting signal explicitly coded to indicate the conservatian, af the criterion

(C,) that has been exceeded. The operator could then shift resource allocation

strategLes based on the level of alars. Designers of slerted-sonitor systems
.

cight also use multiple subsystem criteria in more compler ' sys,'suchb -havingu

different modes of human-machine interaction triggered by different criterion

values (of. Sheridan,1982 for one ontegorization of levels of automated

decision system-human' decision maker interaction). For exsaple, a monitoring

systes might ocabins a relatively liberal subsystem criterion which signals an
.

cdvisory or decision support mode of human-machine interaction. A more

conservative criterion oculd trigger a second mode of interaction where the
;

cutomated subsystem directly activates control systems subject to subsequent

!. operator review and intervention,

-
i
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A second possible design feature is to directly present to the human
the value of the decision statistic, Z,

canitor the likelihood estimate, e.g.,
I

From a display point of view, this.

oonputed by the automated subsystem.
t
'

- cuggestion oculd imply an analog form of data presentation (i.e., presentation

cf automated subsystem output as a continuous variable, * degree of alara', with '

respones criteria highlighted, rather than only as alarm /no alara categories);
,

Wise & Banes (1984) oontains an example of such a display. t
,

A report by Woods,

Likelihood presentation is one mechanism that could allow the human monitor to
|

inspect (although not necessarily duplicate) the process by which the automated
Finally,

cubsystem reaches its conclusion in~ cases of uncertainty or confIict.

interface features that reduce the correlation between the automated and human
d

tonitor's input obanesis can increase the performance capability of the ocabine,

This is a subtle aspect of system design, because in saqr situationssystem.

_ there any be an advantage in redundancy between these channels.

In some taak environsents there is the possibility of considerable

~i ni. r. etic: ====g the eierting signals themselves, and alerting signals may be
Fatterson & Milroy

Cissed or confused (Cooper,1FT7; Patterson & Milroy,1980).

(1980) discussed the confusability of auditory alars signals on aircraft flight

The present analysis does not address this problem, sinoaI we havedecks.

assumed that the detootability and disoriainability of the actual alerting

Extending the signal detection analysis to include thesesignals is infinite.
1he first is that the presence'

i factors introduoes two kinds of ocaplioations.

of noise in the task environment can impair the detectability of the alara

The general problem of an alerting subsystem whose output signalsignal itself.
is communicated over a noiar channel is part of a probles described by Dr. James

This assumption increases the
P. Esan as the ' telegraph rolsy* problem.

|
.

complexity of the alerted-monitor model; the arstem beooses a three stage;

|!
-

detection system.
|
|
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the second complication results from the existence of multiple alarm

ahannela. How would an operator establish response priorities to a set of four

automated monitors, each of which,has unique pay-off/ penalty contingencies,

prior probabilities of signal, and sensitivity and criterion parameters? It isj

clear that the alloostion of processing resources would be a signitioant aspect

of such a task. .

.

As technological changes shift the hua' n role to primarily one ofa

supervisory control (National Research Council, in press; Voods,1983),
.

monitoring an array of multiple automated monitors could well be the major

function of the operator. Describing and predicting the performance of such a
;

.

'
| aystem would be critically dependent on describing the system behavior on each

channel (and the ahannal interactions) in teras of the models proposed in our

analysis. Indeed, the alerted-sonitor systeta could provide a general paradiga
'

for describing the behavior of operators in a variety of multiple channel and

time.-shared taska.
|
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NOTES

In the signal detection literature it is oustomary to define the
i

4

1.
fi

response criterion parameter as [ rather than C;[ is the ratio of the ordinates

of the decision distributions who'n Z equals C. Dat is, g n [f(C/SN)]/[f(C/N)].
!

We use C in this paper for ease of exposition of the theory.
,

j

There is evidence supporting modeling of human monitors as a signal
i

2.
|

detection gates in a variety of different tasks and work environments including h

industrial inspection, supervisory control, sonar / radar, and medical image

systems (e.g., Davies & Parasuraman,1981; Bisseret,1981; isntowits & Sorkin,
,

1983; Stets & Pickett,1982). -

(n d'. -

If there were n stages, the overall detectability would be
f 3

This re2,ation follows from the assumption that the noise or variability of each|

The standard deviation of astage is equal and statistically independent.

detootion statistio based on n independent observations is thus.1/JIt times that. . .

,

based on one observation.

We recognize that in actual work environments the human operator may |4.

also monitor the input channel independent of outputs from alerting subsystems.
,

For example in one maalear power plant critioal incident (NOREG-0FT7), the
*

operators oorrectly detected abnormal plant conditions requiring operator action
! independent of autcoatio monitoring subsystem output.

The curves are not proper receiver operating obaracteristics in the
f 5

decision theory senas, since F(T/50 does not increase from 0,0 to 1,1 with'

monotonically dooreasing slope (see Tanner & Sorkin,1972).
;

The motivation for this behavior may not be only because a falso alara,

6.'

is expected; the air orew may quickly cancel warning signals because of the:

signal's aversive and distracting nature and their potential to disrupt vital
!

communications (Patterson,1982).'

!
1
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FIGURE CAPTIONS'

Figure 1. De besio signal detection system. (see text for discussion.)

Figure 2. Probability distributions of 1, the decision statistio. Yalues of I
,

greater than C lead to a "Yes' response.

Figure 3 Receiver Operating Characteristics for d' values of 1, 2, and 3
I

Figure 4. Signal detection model of an alerted-monitor system. D e inputs to ;

the automated monitor (I ) and the human monitor (Z ) are subsets of the input |h

vector, I. An output from the automated monitor subsystem may cause the human |

cperator to make an observation on the input abannel.

Figure 5. System operating characteristics te d'and'h=2. Each curve is the

system operating characteristic for a fixed value of C., evaluated over all

a = -0.5; c increasespossible, values of C . De highest curve is for C ah

in steps of 0.5 for the lower ourves. (Ca is in d' or standard deviate units.)

._1be otter envelope er the curves approximates the receiver operating

_ oharsoteristic for a detection gates with a d' s 2.4.

! Figure 6. De consequences of subsystem interaction if the human monitor's

|
oriterion depends on the output (alarm) rate of the automated monitor. Each

subsystem d' = 2. Performanoe is evaluated for all values of C under the :a

casumption that Ch a 2,P(alars) . j
l
'

Figure 7. The consequences of subsystem interaction under the sampling

! casumptior Emoh curve is the system operating obaracteristic for a fixed value
|

of Ca (shown in d' or standard deviate units) and all posaihle values of C ; d'a = d'hh

! o 2. De human monitor is assumed to make observations on the input channel
i

| with a probability that dooreases linearly with the alaru rate of the automated

monitor: F(observe) = 1 - [F(alaru)/2].
|

-

.
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Figure 8. Two forms of the assumed dependence er operator detectability on the

alars rate of the automated monitor (see text). |

Figure 9 The consequences of system interaction under a d' allocation strategy

(the solid curve of Figure 8). Each curve is the system operating curve for a~

fixed value of Ca (shown) and all possible values of C i d's a 2.h

Figure 10. Se consequenoes of system interaction under a d' allocation

ctrategy (the dotted ourve of Figure 8). Each ourve is the aFates operati'4 ,

i

a 2.curve for a fixed value of Ca (shown) and all possible values of C i d'ah

The curves converse on the ROC for a single stage system having a d' s 1.0. The

Inst three curves plotted are for c values of -1 5, -2.0, and -2 5a

Figure 11. An example of a combined sampling and d' allocation strategy.

' Neither the operator's d' nor the operator's probability of observing decreases
L

to sero at high alarm rates.
i

' Figure 12. The consequences on system performanot of the combined strategy
- ,

shown in Figure 11. Each curve is the system operating curve for a fixed value

cf C, (&wa) and all possible values of C ; d's a 2.h

Figure 13 De system operating characteristic for the system shown in Figures

11 and 12 under the additional constraint that ChaC Performanoe is
.

|
evaluated over all possible values of Ca'

;
,

F

|

i

i

!

,
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Table I

Rit [P(Y/SN)] and False Alara [P(Y/N)] Probabilities for Selected values of d'

cad C.

i d' C F(Y/SN) F(Y/N)
*

.

2 0 .977 .500

2 1 .841 .159

2 2 .500 .023 ,

,

1 0 .841 .500

.6 91 .308
1 0.5 -

1 1 .500 .159*

- .

.

.

.

.

..

.
.

f
.

.

.

.

.

.

*

.

|
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INTRODUCTION .

The human role in complex process systems is increasingly to
act ap a supervisor, that is, to monitor / manage a partially .self-
controlling process, to handle the unexpected, to provide backup
control when automatic systems fail. This means that operators
hmetten primarily in a cognitive mode (set / monitor goals, solve
problems, make decisions) and only secondarily as a simple sensor
or effector mechanism. As a result, techniques to incorporate
human performance in probabilistic risk assessment (FRA) need to
address operator reliability at cognitive tasks. This paper ex-
amines some problems in current methods to assess cognitive relia-

i bilityl and points to new approaches to solve these problems.
:

i PROBLEMS IN COGNITIVE RELIABILITY ASSESSMENT !
:

1

One can distinguish between two types of human failures:2'3 '

I

errors in the execution of an intention and errors in the
formation / selection of as intention. If a nuclear plant operator

; decides to move the control rods into the reactor but grabs the
j control device and begins to move them out, then a failure to

execute an intention occurred (action not as planned). If the above
operator drove the rods in when circumstances did not demand this
response, then a failure in the formation of an intention occurred.

1

.
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However, from the operator's point of view, the action may have been !

|exactly what he intended, niven his assessment of system state.
Incorporating cognitive performance into PRAs requires an under-
standing of both the factors that Isad to the selection of actions
(i.e., when to choose one response given the set possible responses)
and the factors that affect successfu' execution of intended actions.i

i Troes of Description _
!

One problem with human reliability analysis (BRA) techniques j

in general is the question of what are the units of behavior whose i

reliability are to be determined.4 With respect to cognitive,

'

factors, this problem occurs in part because current BRA techniques'

and cognitive psychology use different languages to describe operator
behavioi. BRA describes' operator behavior in the language of the
profession focusing on the specific details of some specific
malfunction, e.g., the number of times an operator fails to close

modeofmalfunctioninthehumanerrortaxonomyshowninFigure1.gvalve y in event z. This is a description in terms of the esterna

In contrast, psychological descriptions of operator behavior use a
language based on some model of human performance, e.g., the human-

4 malfunction was the substitution of a frequently performed behavioral
routine for a simitar but infrequently performed behavioral sequence.

i - This is a description in terms of internal mechanisms of human
.

malfunctions (the categories of " mechanisms of salfunction" and
i " internal human aalfunction" in Figure 1). Psy'chological description i

of operator performance requires knowledge about the con
backgroundforagivenaction(forexample,Woodsetal.gestor.| contains

j
:= :- -br+ -4 9;&lity of a given operator action in one event

! varies depending on the operator's target when he performs the
action). However, the psychological descriptor will apply to many
different' specific operator aisactions in many different events.
and countermeasures can be devised for.the class of misactions which

,

'

will improve operator action in a variety of specific cases. Tf*us ,
i

^ psychological description produces more general results than context
| specific descriptions. There have been several studies of operator
|

behavior in both actual and simulated emergencies that used a

ofoperatorperformanceinemergencies''gegeneraldescriptions'9 (Table 1 contains an
simple model of human performance to y u'

;

example of results from these studies).

| Error Correction-

:

A secon'd problem for ERA is that people often detect and
correct their errors. In the same way that a target / actual state

I sisaatch (i.e., an error signal) drives a feedback control system,
| the person (and especially the man-eschine system) can be seen as
I
!

!

.

! 2
'

4

f
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Figure 1. . Human error taxonomy.5

an error-actuated system. The key then to successfu1* performance is
the operator's ability to detect any mismatch in target / actual state
(a) in terms of differences between an operator's or a crew's
intention and action, (b) in terms of differences between goal state'

and accusi process state at several levels: verify implementation *

(is the valve open?) monitor process state (is there flow?), and
,

monitor goal achievement (is inventory adequate?). From this point
of view. one measure of successful operator performance is the
operator's ability to obtain multiple levels of feedback. The,

'

question then becomes are HEA techniques sensitive to differences
in the man-machine system that affect the operator's ability to
obtain feedback at multiple levels. This challenge is closely
related to the problem of how to show that operator performance can
contribute to, rather than just detract from, overall systemperformance.

Cognitive Performance and Response Time

There.have been attempts to incorporate cognitive aspects of
human performance into HRA by relating the quality of performance

*

'

on cognitive tasks to the time available to perform the task, i.e.,
the greater the time available, the greater the probability ofsuccess.10 This notion of time-reliability correlation has been
expressed by hypothetical and empirical plots of the probability of
success or failure versus time on logarithmic or lognormal axesi
(Figure 2). However, plotting accuracy versus time on log scales '

obscures critical information about the nature of human performance.

|

t

3
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When accuracy versus time is plotted on linear axes (Figure 3) the
result is a curve that psychologists call s'apeed-accuracy tradeof f
function. The important thing to note about Figure 3 is that there.

are two performance regions. For time values less than some
critical time, t , the curve shows a tradeoff between response. timee ,

and accuracy, that is, faster response can be achieved only at the !
cost of impaired accuracy. However, for time values greater than j;

t , the curve shows that performance is relatively independent of i

! t me, i.e., there is no practical improvement in performance with
longer response times (practically speaking this is true regardless
of whether the curve is truly asymptotic or still slowly increasing).

1

The implications of the speed-accuracy tradeoff function for
HEA can be summarized as follows: for

i

t, = time available to' perform a task
t, = critical time marker for the speed / accuracy tradeoff

i region, then, ,

if.t,< te, then prob. (success ) = t,;;

if t,> t,, then prob. (success) a constant (for some* time
;

region of interest). i
-

>

It is also important to note that the concept of a speed-securacy -

tradeoff was developed in the context of perceptual-motor skills.
This means that the above relationship between quality of performance

,

and response time applies to all types of operator tasks.

Empirical results on operator performance in emergencies
9

~

support the above analysis. For example, Table 1 contains data,

from. simulated power plant emergencies (from Woods et al.6 and
; unpublished data) on operators' ability to identify and correct the |

| control problema they experience.* The data shows that the I
operators who misidentified plant state or had execution difficulties .

; generally failed to correct their understanding of plant state or to
identify and correct execution problems within the duration of the

! test events.

1

] These results show no sign of a speed-accuracy tradeoff, i.e.,

j longer response times were not carglated with higher quality
j responses. Similarly, Beare et al found no relationship between

speed and accuracy for nuclear power plant operator performance in

*These data account for 70% of all of the operator problems in these
studies, the remaining operator problems were responses judged as too ,

i slow or were non-correctable. Given the number of test scenarios '

I (54 using 23 experienced crews in eight different events), there were i
very few operator problems and those that did occur were of little

'
consequence to the final outcome.

s

!

I 4

i
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,

i

(DatafromWoodsetal.grrorCorrection
Operator Performance:| Table 1.

and unpublished data). '

j

:
! :

Corrected Only

| No Throughout'

1 Correction External Ament Corrected
| Problem In State 14 5 0

Identification

f Problem In 10 0 10 |
Execution

Total 24 5 10 -

-

12
1 emergency events, and Woh1 found two performance regions for
{ maintenance diagnosis in aerospace applications (performance
| improved with time only up to some cirtical time). These results

show that, for major operator tasks in emergency events, operator4

j performance is not time dependent, i . e . , t, > t, .

} NEW DIRECTIONg -
.

|
. Given the above problems, what can be done to develop tools

'

! for the assessment of cognitive reliability.

speeo-Accuracy Tradeoff
i

The speed-accuracy tradeof f function can be used to estimata
;

i
relative success or failure rates if the general form of this

i function (e.g., t , As) is known for the class of operator task in
! question. Forex$sple,deadlinestudiesontasksthatare ..

| representative of various operator task categories could be used to
i

compile such information. The family of speed / accuracy functions
i organized by task category that would result from such studies

could then be used by BRA analysts to estimate relative probabilities
1

| for operator action in particular contexts. Such a program requires
some generic description of operator taska plus specific tasks that
are good exemplars of the categories.

! Tunction gased Task Antweis
1

| One key characteristic of decisisa asking is its goal directed
j nature. This means that information on the factors that lead
| operators to select actions can be developed through a function -

based analysis (i.eS,s14 event independent) that maps the goal structure,

for plant control.l The plant's goal structure is aspped byI

identifying relationships between goals and essas where each node in
o

.

6
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the structure can be seen as a means with respect to higher level
nodes and as a goal relative to lower level nodes (Figure 4). The
network of relationships that results from this analysis define
the problem space f or plant operations; it contains the control
tasks and decisions that can occur in the pursuit of specific
operational goals.
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| The details of a particular event sequence (especially temporal |

|
characteristics) can be mapped onto the framework provided by the

i sosi structure in order to identify the important control and
| decision requirements for that scenario. In other words, the

]* function based task analysis can help define the relevant behavioral
lunits whose reliability are to be estimated.

,

'

| One esemple, from an actual FRA study on a PWR, is an event
~ where auxiliary feedpump suction strainers are clogged following

reactor trip. The FRA analysis performed on this case considered |
*

'

} operator behavior only from the point of view of procedure execution ;
i

i to fix the clogged strainer. Since no procedure to clear the
strainers was available, no consideration of operator behavior to

! prevent or mitigate core damage for this* event was included in the
*

1 PRA. -

i Operator behavior is goal directed, and in this case, the j

functional structure reves1s relevant goals at several levels :

1 (Table 2): repair the strainers (e.g., remove them or backflush), |

! provide an alterna tive feedwa,ter transport mechanism (e.g., main
'

feed or condensate booster pumps), or provide an alternative means;

for core heat removal (e.g., feed and bleed operation). Human
i reliability analysis for this event should consider operator behavior-
,

on each of these tasks..
,

Identifying the various levels at which the operator can halt
i

j the event sequence provides a basis to begin to consider operator
j error correction behavior. For example, if the initiating act was

; aa ar**arne ewecution error rather than a physical disturbance, the
operational staf f may be able to directly correct the misaction or;

to respond to higher level goals affected by the error. A key
problem for the IRA analyst then is to determine or estimate the

4

degree to which a particular emergency operations system;

(instrumentation, training, procedures TSC, operator aids) supports
or provides feedback on goal achievenant.

| The function based task analysis aide cognitive reliability

; assessment by providing
i * a basis for identifying control and decision requirements

| the potential to capture error corrective behavior.*
,

; In addition, the function based approach can
| * provide a mechanism to address continuous control tasks
j (existing techniques are better suited for discrete control
! tasks)

* provide the potential for analyses of the sosi structure to
j determine the difficulty of control tasks and decisions,

| (e.g., the number of side effects to be balanced)
* mitigate against the completeness problem in event based'

analysis approaches.' -

i

8*

. . . . . . . . . . . . . . . . . . - .
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; Table 2. Function Based Analysis of Operator Tasks
; in One PRA Event (clogged AFW pump suction

| strainers).

| Functional Structure Potential Operator Responses

!

: Core Beat Removal: Provide Alternative Best
Via Secondary Removal Path, e.g., Feed'Andi

| Bleed Operation

Provide Alternative
Secondary Circulations. Feedwater Transport

| Auxiliary Feedveter Pumps Mechanism, e.g. Main Feed Or
Condensate geoster Peps,

,

! ,

.

Component Requiremenc:
{ Auxiliary Feed Pump Repair Strainers, e.g.,

*

| Suction Strainers Remove Or Backflush
.

Connitive Task Analysis
!
* *

The function based analysis maps the problem space for plant,

I control. As such, it prgvides one element in the development of a
~

cognitive task saalysis d that is, a psychological description ofe

operator activities with respect to operational goals. For example,~

control and decision requirements fall into several generic
categories: what data is needed to monitor the success of a goal?
what.g,hoices can operators face to achieve a goal (e.g., among;

; :1:: :::i.: ::. :)? what control actions can restore a goal (e.g.,
| initiate a process, tune a process, tune an automatic control
I system). Other generic operator tasks are based on searches across'

the goal-seans topology, for example, searching up through the
network involves assessment of the consequences of a failure >.to
achieve some goal; looking down through the network is a diagnostic,

| search through the causal chain that produced a goal violation.
j Cognitive task analysis also depends on theories and models of

cognitive processes relevant to the cont
ofstudiesofoperatoractionselection,go}'gop sadontheresugts

' ' for example, Woods
===ined the role of the concept of a decision criteria in operator

*

decision making during an actual power plant emergency. The result,

is that developments in the description of operator cognitive
activities provides a mechanism to define meaningful units ofi

; behavior for reliability analysis and to avoid the limitations of
| current descriptions of operator performance that focus on the '

j physical sequence of action in specific scenarios. I
i

'

; -

i

|
1

1 -

! 9

i
;
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Question 1: Please discuss your ability to perform Phase III of the
requested research at a lower dollar cost. Please review

your technical workscope for Phase III for possible economics
and identifying areas and magnitude of reduction in effort

level that could be effected with only minor impairment in

your effectiveness; also, identify what specific benefits

to the NRC would be lost by such reduction.

|

Westinghouse can provide an ef fective evaluation of the model(s)

developed in Phase II at a lower cost, with only minor impairments with

respect to the objectives of Phase III.

Figure 1 illustrates the relation between models of human

performance and PRA, and the steps involved in using a model of human

performance to derive inputs to PRA studies. These steps are reviewed

to illustrate the questions to be addressed in the proposed evaluation

i during Phase III. As can be seen f rom the figure, in model application.
|

| PRA feeds input to the model as well as deriving outputs that form the

basis of HRA values. PRA guides the identification of NPP tasks that;

involve human actions that may have an impact on plant safety (e.g. ,

valve alignment during ECCS switchover to recirculation). These tasks

are then analyzed to determine what factors in the specific plant and

situation (control board, operator training, etc.) will affect the quality

of human performance. The selection of factors to consider is necessarily

guided by-some und,erlying model of human performance (either explicit or

implicit). This occurs in all HRA: for example, THERP employs baseline

reliabilities for standard tasks that are then modified based on

additional characteristics of a particular situation (performance shaping

factors). HRA studies that rely on expert judgment for deriving HRA

values are likely to be based on implicit models of human performance in

the expert's head. Whatever the form of the model, it is used to translate

the specific task and context into psychological terms (see the capture

1
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error example, p. 3-8) and then to determine or measure the quality of

human performance. Finally, the assessment of the quality of human

performance must be transformed to be compatible with PRA formats

(although some models may directly generate output in the required form).

The proposed program is designed to develop a better specified,

testable model that more accurately reflects current knowledge of cognitive

processes and human performance and can generate output in a usable form.

The evaluation of the model is intended to address all these issues by

evaluating the adequacy of the model at each of the steps in Figure 1:

(a) translation of NPP taska and specific contexts into psychological

terms (b) exercising the model based on these inputs to predict

performance, and (c) transforming model outputs to be compatible with

PRA requirements.

_

Each of these aspects can be addressed by the evaluation study

at lower cost and with only minor impairments by preserving the six major

tasks identified in Phase III, but reducing the number of test cases

included in the study. In the first task of the evaluation phase, the

Question Formulation task, the major categories of events that need to

be sampled in the study will be defined. These categories of events or

situations will be selected based on two considerations: (a) an analysis

of model concepts that specify what kinds of situations and factors are

important to the quality of human performance and (b) an analysis of the

kinds of NPP tasks that are of ten risk-sensitive (e.g. , valve alignments,

diagnosis of multiple failures, severe accident management decisions).

Once the major categories are defined, specific test events that represent

NPP instances of those categories will be sampled for inclusion in the

study.

The impact of cost reduction will be kept to a minimum by

maintaining the number of major categories to be examined, but reducing

2
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the number of test events that are sampled from each category. At a

minimum the study should include two test events from each category, so

that results that are due to idiosyncracies of particular situations can
i

be identified and discounted.
!

Costs can also be reduced by reducing the number of subjects3

tested on each event. While the exact number of subjects required depends

on the model to be evaluated, a minimum of two subjects per event is

needed. A small number of subjects can still meet the evaluation goals

because of the use of process, as well as outcome (e.g. , errors, response,

times), measures of performance (see p. 3-42). Process measures trace

the operator's decision activities during a test event, and are critical

for investigations of the role of cognitive activities in human performance
,

in NPPs. Capturing the decision activities behind actions requires the
.

) analysis of multiple data sources on plant behavior, operator actions, and .

the background for operator decisions and actions. Westinghouse has'

; developed a method to efficiently generate and combine these multiple

data sources into an analyzed protocol that describes what happened along ,

with when and how or why it happened. The method is based on determining |
t

in the test selection task what the test case is designed to reveal about
human performance. Based on this assessment, computer and domain expert

(instructor) logs can be preformatted to record this data of interest. t
!

Westinghouse has used the method to reduce the cost of empirical data

collection and data analysis by a factor of 4 (in ref. 16 twice as much !
t

data was analyzed at one-half the cost, at. compared to ref. 2).,

g

By reducing the number of events that sample the decision
,

'

I
:

situations of interest and by reducing the number of subjects who are !

Itested on each event, evaluation costs will be reduced. However, by j

tmaintaining a wide sample of the decision situations of interest and by ;,

.

| using decision process tracing techniques, the evaluation will still !

I 3
I

:.
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| provide an adequate test of model descriptive and predictive power and

of model usability with respect to human reliability assessments. Given

the basic assessment provided by Phase III, use of the model by

organizations in the nuclear industry will also provide feedback about

model applicability and will spur further development and extensions of

the model.

Reducing the number of test cases in the evaluation will reduce

the level of effort for

'

The cost impact of this change is

W
In sunnary, the Westinghouse team possesses the skills to perform

cost-effective mixed and high fidelity testing, based on the experience

gained fr,e designing and conducting simulator studies on operator

performance in NPPs (references 2, 3, 4,16 and pages 7-1 to 7-5) and

based on the resources Westinghouse has for gathering data on mixed and

high fidelity simulations of NPP tasks (training instructors, control room

simulators, engineering working model).

!

.

4
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NPP Tasks: For example, c

valve alignment during
ECCS switch-over to
recirculation

U
r Translation to Psycholog-

ical Terms: What are the
critical elements or factors *

Model-
in r associated with this

. driven:
task that affect successfulbased on
human performance?concepts Identifies

in model
V risk-sensitive

Model: Given a psycholog- human actions
ic'.1 description of task,
how to measure / determine
the quality of human per-
formance

- U
Transform model output

(assessment of human per-
formance quality) into a
form compatible with PRA

N y
Non-PRA PRA: Human reliability on
Uses risk-sensitive NPP tasks

.

I
Figure [-- The steps (implicit or explicit) in using a model

of human performance to provide input to PRA studies.

5
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Question 2: Please provide additional information on specific technical, {
Iadministrative, and regulatory issues or questions that

must be resolved to successfully accomplish Phase 1. II,

and III objectives of the research, taking into consideration

that this research will be performed in a nuclear industry /

regulatory environment.
,

It is recognized that the technical, administrative, and

regulatory issues involved in performing the research and in getting

the results accepted and used by the nuclear industry and regulators

are difficult.

* Technical Quality. There are obviously technical challenges

since no existing models adequately describe cognitive behavior of NPP

personnel, much less in a form compatible with existing PRA and HRA

methodologies. As evidenced by the Westinghouse proposal, the foundation

for the proposed technical work will be provided by advances in the

past five years with respect to (a) the analysis of NPP decision require-

ments, (b) applications of models and knowledge from cognitive psychology

to the real world, and (c) development of an empirical data base on

cognitive behavior in real and simulated NPP plant situations. Due to

the development of this foundation (to which Westinghouse has been a

major contributor), today a team skilled in applied cognitive psychology

and experienced in NPP safety can develop a product to meet the needs

of the nuclear industry and the industry regulators.

Producing models bf high technical merit requires a unique

combination of skills and resources, including access to personnel

knowledgeable in all aspects of NPP safety. to NPP personnel who can serve

as subjects, and to high fidelity situations for tuning and testing
models. The Westinghouse team possesses or has access to all of these

resources. Westinghouse has available instructors (both control room

7
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1

operations and test and maintenance), safety analysts, system designers,

and procedure writers to provide any background information needed for

the program. Instructors are available to aid in the evaluation of the

model (Phase III) by acting as domain experts to measure the quality of
'

operator performance and as subjects in tests to collect empirical

performance data. Through Westinghouse's training simulator and through

our contacts with utilities who send operators for training on these

simulators, the Westinghouse team can obtain access, with utility

permission, to actual operators and trainees for data collection purposes.

Westinghouse has resources in terms of computer simulations of PWR

plants, high fidelity simulators of existing control rooms, and a new

facility, the Engineering Working Model (see proposal, pages 7-13 to

7-15), which allows for the introduction of changes to existing control

room configurations. These resources, combined with expertise in applying

cognitive psychology to NPPs, place Westinghouse in a unique position

to succersfully product a product of high technical merit in a nuclear

industry / regulatory environment.

Impact of Results on HRA and Nuclear Industry. The development

of models of NPP cognitive activities will also affect current HRA

techniques and PRA studies that use HRA:

How are inputs to the model established?e

How is mode,1 output transformed to be compatiblee

with the needs of PRA?

e What is the cost impact?
.

e What is the impact on the accuracy and quality of -|

assessments of human reliability?

How can the results of the program be effectivelye

transferred to users of human reliability assessments
(NRC, utilities) ?

,

8
I
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Models of NPP cogni'tive activities will improve HRA because
'

there will be a more sophisticated basis for assessing the quality of

human performance in specific NPP situations. In addition, the modeling

effort should not increase (and may decrease) the cost of HRA because

the process will be better defined, more formal, and more rigorous.

HRA efforts based on the models developed in this program will also

result in a more consistent treatment of human performance both across

different NPP tasks and across different plants. Finally, a more formal, ;
t

rigorous process for assessing human performance can aid in the tracing, f

.

management, and control of the human reliability portion of a plant PRA

study.

A key requirement in the program is to demonstrate to the f
nuclear industry, the CRGR, and ACRS, and the NRC Commissioners that

!

application of the results of this program will improve plant safety.

The NRC and the industry together recognize that additional or changed

requirements are not acceptable unless a significant safety improvement
,

i
is achieved. Therefore demonstration of the positive safety impact of

,

this research program will be of top priority throughout the effort. '

To ensure a positive impact on PRA studies and a product I

acceptable in the nuclear industry / regulatory environment, Westinghouse

will take three actions: !
!

First, we will put together an advisory team consisting of

one person from the regulatory side of NRC, two people from utilities,

two HRA practioners, and one person who is a recognized expert in ;

i
developing and applying models of cognitive activities (with NRC input,

review, and agreement on team members). This team will hold a meeting at j

the end of Task 1 of Phase II to review the model development, to identify |
i

usability issues important to the Phase III work, and to aid in the j
'

1

development of the final plan for Phase III research. The team will hold ;

9 !
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a second meeting during Task 1.6' of Phase III (Evaluating Model in Light

of Results) to review the results of the evaluation and to provide input

to the evaluation on issues of model usability and acceptance. '(More

information on these consultants is contained in the answer to

Question 5.)

Second, we will engage a non-Westinghouse human reliability

practitioner as a consultant in Phase II, Task 1.4 for 75 hours. This

consultant will review and comment on the compatibility between model

output and PRA requirements and on the method for transforming model

output (if such a transform is necessary) to a computable form. (More

information on this consultant is contained in the answer to Question 5.)
Finally, under Task 2 of Phase III. Westinghouse will organize

and conduct a one-day transfer-of-technology session as an adjunct to a

nucl. ear industry meeting such as ANS or IEEE (subject to NRC review
f

and approval). This session will describe the models developed in the

program and how they can be applied to produce improved human reliability
'

assessments within a PRA study context. The session will include

hands-on experience in the steps in the process of applying the model

to generate human reliability values for a PRA. The hours under Task 2

of Phase III have been modified to reflect the work needed to conduct
this transfer-of-technology session.

-
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Question 3: Please provide additional information on how the cognitive

process models emerging from this research might be used
for purposes (e.g., man-man and man-machine safety system
design) other than direct PRA support.

Models of cognitive activities in NPPs have multiple benefits

beyond the measurement of human reliability. They can be used to

evaluate the impact on safety of proposed changes to the NPP man-machine

system and to identify and prioritize potential improvements to the

NPP man-machine system, including procedures, control board changes, and

decision aids. Models can also aid in the development, evaluation, and

regulation of new, advanced operator aids. This is particularly

important given that advances in technology (such as predictive displays,

voice I/0, disturbance analysis, and artificial intelligence) make

possible a wide variety of new advanced computer displays, alarm systems,

j and decision aids. Models of cognitive activities that improve our

understanding of human performance in NPPs can also be used to define

training needs (e.g. , diagnostic training), to design procedures that

avoid or mitigate error-prone situations, and to address human

performance in severe accidents.

The output of this program will be sensitive to these other

applications, within the constraints imposed by the main use of this *

work in PRA. To show some of the other uses of this work in the test

case selection task (1.2) of Phase III, strong consideration will be

given to including decisions related to severe accident management.

I

11
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Question 4: Please provide additional information on your plan for

coordinating Phase 1. Task I meeting format, content, and

agenda with the NRC prior to the scoping meeting called

out under thet task.,

Holding a timely and productive meeting under Task 1 of Phase I

requires coordination between the NRC and Westinghouse. Within one

week after the project begins, Westinghouse will need the NRC to furnish

a list of (1) prospective participants and (2) NRC sponsored programs
.

(both completed and in progress) related to cognitive activities in

particular, and human performance in general, in NPPs. The list of

programs should include published reports and points of contact for

these programs. The NRC should also arrange for NRC facilities (i.e.,

conference room suitable for about 12 to 15 people) and notify Westinghouse

at least 10 days prior to the meeting date.
. ,

Westinghouse will contact the prospective participants and

inform them of the schedule, agenda, and place of the meeting.

Westinghouse will provide meeting participants, one week prior

to the meeting, written material on cognitive activitie's, models, and

NPP jobs, roles, and functions in order to ensure a focused, productive
! meeting. The written material will provide background information and

a point of departure for the discussions. This material will emphasize

the different ways NPP jobs, roles, and functions have been analyzed

and different ways to describe human cognitive activities so that the

group can better choose the NPP scope.and working definitions for the

_ project. No later than two weeks after the start of the program,

Westinghouse will provide NRC, for review and comment, an outline of the
,

i material to be distributed and the meeting agenda and format. NRC

comments must be received no later than ten days prior to the meeting
.

date.

13
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Question 5: Please provide additional information on the roles and

credentials of "yet to be named" consultants in performing
Phases II and III of your workscope, and the bases for
estimating staff-hours for those consultants (600 staff-hours
during Phase II, 240 staff-hours during Phase III).

.

Consultants will be engaged in Phase II and III.

One consultant will be a generally recognized expert in the

model or modeling approach adopted for Phases Il and III. We anticipate
,

that this tonsultant will spend a total of 365 hrs in Phase 11 and 105

hrs in Phase III. In Phase II, this consultant will provide written

reviews of draft material on tasks 1.2, 1.3, and 1.4. It will greatly

enhance the ef ficiency and ' quality of the model development effort to

use a model originator or major contributor to review and comment on the

application of that model to NPPs (335 hours).

In Phase III this modeling consultant will provide written

reviews of draft material for tasks 1.3, Prediction Specification, and
i1.6, Model Evaluation (75 hours).
|
i

The modeling consultant will also participate in the advisory

team meeting planned at the end of Task 1 of Phase II (30 hours) and during

Task 1.6 of Phase III (30 hours).
. The modeling consultant chosen will be a generally recognized
f

expert (model originator or major contributor) in the particular model or
modeling approach selected in Phase I. For example, if the modeling

| approach adopted is based on optimal data sampling patterns, then N. Moray }(
I of the University of Toronto and T. Sheridan of MIT, who are among thet

I major contributors to this class of models, would be candidates for the model
,

consultant role. If the approach adopted is based on models of human
!

error mechanisms, then D. Norman of University of California at San Diego

and J. Reason of University of Manchester, who are among the major

15
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contributors to this class of models, would be strong candidates. When

a modeling approach has been selected, Westinghouse will submit to the

NRC a list of such candidates for the model consultant role. The NRC

and Westinghouse will then jointly select the consultant f rom this list.

The second consultant will be a non-Westinghouse HRA practitioner

who will aid in assessing the usability of the model in Phases II (105

hours) and III (105 hours). In Phase II, this HRA consultant will

provide written reviews of draft material on task 1.4, specification of
how the model generates predictions. Specifically, the consultant will

review the usability implications with regard to how specific NPP

tasks are translated into model terms and to how model output is

transformed into PRA input requirements (75 hours). In Phase III, the

HRA consultant will provide a written review of draft material on tasks

1.2 and 1.6 with respect to usability issues important to the evaluation,

and with respect to the implications of the evaluation results for model

usability in a PRA environment (75 hours).

This HRA consultant will be one of the two HRA practioners who

participate in the advisory team meetings (30 hours in Phase II; 30
hours in Phase III). Westinghouse will provide to the NRC a list of
candidates for this role as part of Task 5 of Phase I. Candidates will

be HRA practioners active in the nuclear industry. NRC and Westinghouse
will jointly select the consultant from this list.

An advisory team will be convened to provide input to and review

of model development and evaluation with respect to usability and

acceptability of the model effort in PRA environments. The team will

consist of a NRC regulator, two utility representatives, two HRA
i

practitioners (one of whom will perform other tasks as discussed above),

and the model consultant. The team meetings and preparation will require

30 hours of preparation for the HRA practitioners and the model consultant.

16
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Only travel expenses for the utility participants will be covered by the

project; the NRC will provide the regulatory participant.

Westinghouse vill provide a list of potential candidates to

the NRC for these roles as part of Task 5 of Phase I, and NRC and

Westinghouse will jointly select the participants from this list.

Table I sucnarizes this breakdown of consultants and hours

per task. A revised Table 6.1 is also included to show the person

resources proposed for the program, based on the program changes

contained in the responses to all of these questions.

Table 1 -- Consultant Hours / Task

Phase II Phase III

Advisory Advisory
Team Total Team Total-

1* Meeting for Task 1 1* Meeting for Task 1

Model Consultant 335 30 365 75 30 105

HRA Practitioner 75 30 105 75 30 105

Second HRA - 30 30 30 30 ]
-

!

Practitioner
!

!

Total 500 240

'

* Task I efforts except for Adrisory Team Meeting.
;

l

i

$
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Table 6.1 -- Resources Planned for the Program (Entries in

Table are Person-llours)

Tasks In Tasks In Tasks In
Phase I Phase II Phase III

1 2 3 4 5 ~ Total 1 2 3 Total 1 2 Total

9
L. F. Hanes 50 60 80 70 40 300 155 80 50 285 80 120 200

D. D. Woods 60 118 680 70 40 968 1009 140 60 1209 1075 180 1255

E. Roth 20 30 420 80 - 550 699 80 40 819 630 170 800

J. M. Gallagher 173 - - - 173 - - - - - - --

Human Sciences - - - - - - - - - - 750 - 750-.
as

-Personnel

Training - - - - - - - - - - 400 - 400
Instructors

Consultants - - - - - - - - 500 240500 240-

k
\

Total 130 381 1180 220 80 1991 2363 300 150 2813 3175 470 3645
'

i

|
|

1

(

1
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*Y Question 6. Please provide additional information on the proposed staff's

" %. expertise and experience in human reliability analyses-

fGff?.

within the context of probabilistic risk assessments of

EL%:(- nuclear power plants.
V%

.

T

0. ~ - The Westinghouse team consists of experts in human performance

G' and human error in NPPs. This expertise has been obtained through

externally funded (EPRI) as well as internal projects over a number of-

years. Their work on human reliability is based on Westinghouse and

others' experience with the inadequacies of existing HRA techniques in

the measurement, prediction, and improvement of human performance. This

work has focused on improving knowledge about human performance in

NPPs through:

1. Providing a sounder empirical base for human reliability
estimates.,

2. Coing beyond existing techniques through data and models

on cognitive factors in performance in NPP safety.

The Westinghouse team's work related to human reliability

assessment has included:

Empirical estimates of human reliability on NPPe

tasks for use in Westinghouse PRA studies (tasks
include vrsive positioning tasks and tasks in eight
different types of NPP emergency events).

Empirical estimates of human reliability for comme

parison to human reliability estimates generated
through the THERP technique (prepared for ESEERCO,

. 1984).

Empirical response time data as estimates of humane
- reliability through ANSI's Operator Action frame-

work.

Research and modeling of cognitive reliabilitye,

( (e.g., NATO Conference on Human Error).

e Consultation on HRA techniques for Westinghouse
PRA activities.

~
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Expert review of nuclear industry documents on HRAo

(IEEE/ANS handbook).
!Westinghouse sees two requirements for a successful model.

The first requirement is that the model be able to accurately assess

the quality of human performance in NPPs and how human performance
'changes as a function of a variety of situational, interface. and human

characteristics. Success in meeting this requirement will strongly

depend on the technical merit of the model development and evaluation.
!

4 A second requirement is the constraint imposed on model development |

that the model be compatible with a PRA environment. This includes an

effective methanism to generate the input to the model from a specific

NPP task (the translation to psychological terms in Figure 1) and a

means of tailoring the model output form so as to be compatible (or

transformable to be compatible) with PRA input requirements.
_

This requirement for usability in a PRA environment will be

met in several ways. First, Westinghouse will draw upon the Westinghouse

team's experience at enhancing existing HRA techniques. Second,

Westinghouse will provide in Phase I, at no additional cost, consultation

with a non-Westinghouse HRA expert who will provide input to the assess-

ment of the models of cognitive activities with respe t to one f actor

important for successful use of a model (number 8, Tab (e 3.3, p. 3-25):

relationship to other, noncognitive techniques to anse s the quality of

human performance. Third, Westinghouse will convene a daeting of an

advisory team -- consisting of an NRC representative, two utility
,

representatives, two HRA practitioners, and the model consultant -- to

review the model development and evaluation at the end of Task 1 of Phase II

and Task 1.6 of Phase III. Their review will provide an assessment of
|
|

the validity of the modeling effort in a PRA context. (The answers to

; Questions 2 and 5 provide more information on these consultants.) NRC

input and approval will be solicited in choosing these consultants.

20
__ _- - __ ,_


