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MEMORANDUM FOR: Richard C. DeYoung, Director, IE
Guy H. Cunningham, ELD
Clemens J. Heltemes, Director, AEOD
Patricia Norry, Director, ADM .
Joseph Fouchard, Director, PA

FROM: John G. Davis, Director
Office of Nuclear Material Safety and Safegquards

SUBJECT: PROPOSED REVISIONS TO 10 CFR 73.71,
SAFEGUARDS REPORTING REQUIREMENTS
The subject rulemaking has been'rev1sed in response to office
comments. Please review the attached revised rule package. I would
appreciate your concurrence by May 21, 1984. Ms. Priscilla A. Dwyer,
Ext. 74010 is the NMSS contact on this matter. NRR and RES have concurred

on the package.

John G. Davis, Director
Office of Nuclear Material Safety
and Safequards
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For:

From:

Subject:

Purpose:

Discussion:

Contact:
P. A. Dwver, SGPR
42-74010

ORAFT 05/04/84

The Commissiconers

William J. Dircks
Executive Director for QOperations

PROPOSED REVISIONS TO 10 CFR § 73.71, NOTIFICATION REQUIRE-
MENTS FOR SAFEGUARDS EVENTS

To present for Commission consideration proposed amendments
to 10 CFR § 73.71 designed to improve the clarity and effec-
tiveness of the present rule dealing with reporting of safe-
guards events.

The safeguards event reporting requirements of 10 CFR § 73.71
were established to ensure that the Commission is informed

in a timely manner of significant incidents invoiving the
security of certain nuclear facilities and activities. The
staff believes that the categories of reportable events can
be simplified without affecting the NRC's ability to respond
to incidents and collect data on possible generic safeguards
probiems. At the same time, more detailed information is
needed on the events that are reported. Accordingly, certain
categories of safeguards events have been eliminated in the
proposed rule such as moderate and major losses, and explicit
and potential threats. These events have been redefined in
less abstract terms to aid the licensee in responding to the

CP 10 CFR 73.71



The Commissioners 2

requirements. Also, the current twenty-four hour telephonic
notification requirements for certain events have been
eliminated. Events that must be reported are described in

a new Appendix G to Part 73.

A revised regulatory guide is proposed in support of the
proposed amendments that provides a format for making written
reports and specifies the level of information needed by the
NRC. This will increase the uniformity of reports., in addi-
tion to providing the NRC with the more detailed data base
necessary for assessing generic safeguards problems.

vV Dhe e e fo §73.7 witld [pautt o Wv,
Eétimated total increase in cost for the fndustry 2§1$495K o
per year. Annual NRC costs a~e estimated to increase by
$21.6K. The additional costs are mainly attributable to the
increased level of detail needed in event reports.

Recommerdations: That the Commission:
1.  Approve the amendments as set forth in Attachment 1 s

for publication as a proposed rule revision in the
Federal Register, with a 90-day public comment period.

2. In order to satisfy the rQQuiremqﬁts of the Regulatory
Flexibility Act, 5 U.S.C. 605(b), certify that this .
rule will not have a significant economic impact on a
substantial number of small entities.

3. Note:
a. That the regulatory analysis appearing in Attach=

ment 3 will be placed in the NRC Public Document
Room.

DRAFT 05/04/84 CP 10 CFR 73.71
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b. That the notice of proposed rulemaking will be
distributed to affected licensees and other
interested persons and that the revised regula-
tory guide will be issued concurrently with
publication of this amendment.

Fleéae c. in accordance with 10 CFR 51.5(d)(3),
QLL. neither en mental impact statements nor

W negative declarat need to be prepared since
KO M ./ the proposed amendments are~agt significant from
W' ’ the standpoint of environmht.

d. That these amendments contain collection and
reporting requirements that are subject to review
by the Office of Management and Budget. Upon
Commission affirmation, formal request for OMB
review and clearance will be initiated. OMB
review may talo 60-30 days from the date of publi=

catfon in the Federal Register. If approval is
denied by OMB, the Commission will be notified.

e. That a public announcement will be issued. See
draft Public Announcement, Attachment 4.

f. That appropriate Congressional Committees will be
advised of these actions. See draft Congressional
Letter, Attachment 5.

g. That the Chief Counse! for Advocacy of the Small
Business Administration will be informed of the
certification and the reasons for it as required
by the Regulatory Flexibility Act.

o

De A tpor decedrs Vs o ”“’f. L.

L) » ’
’

A S - ¥l
g L rren Aehr AR
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Scheduling: The staff requests scheduling at an early policy session.

William J. Dircks

£ DO, O e

Attachments:

. Federal Register Notice

Revised Regulatory Guide

Regulatory Analvsis

Draft Public Announcement

Draft Congressional Letter

Supporting Statement for Recordkeeping
and Reporting Requirements

L L N
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ACTION:

SUMMARY :

tions for the reporting of safeguards events.
clarify the reperting requirements for NRC
the NRC safeguaras events data base

events reports.

dents and

/ Zha @emlince) et do ab 104
atl 3, toew td {b%ﬁw/

JATES: Submit comments by s,
4

S—
after this date will be considered if it is practical

ance of consideration cannot be given

(7590-01)

NUCLEAR REGULATORY COMMISSION
10 CFR Part 73

Changes to Safeguards Reporting Requirements
Nuclear Regulatory Commission.

Proposed Rule.

¥
v

The Nuclear Regulatory Commissicn proposes to amend its regula-

The proposed rule would
Ticensees and would improve

Oy requiring more uniform safeguards
The NRC uses the reported information to respond to inci-

to identify potentially generic safeguards problems.

8 “pourr %.W.P'“,
_;:;:i) Comments received

to do so, but assur-

uniess comments are received on or

cefaore this date.

ADDRESSES:

Washington; OC 20555, Attention:

comments to:

Cic CRJ;Z;4L1'G

Send comments to: , U.S. Nuclear Regulatory Commission,

Docketing ana Service Branch. Deliver

Room 1121, 1717 H Street Nw., washington, OC, between 8: 15

am and 5:00 pm.

*Insert 30

Jays after dcte of publication in the Federal Register.
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(7590-01]

Examine comments received and the regulatory evaluation at: The NRC

Public Document Room, 1717 H Street NW., Washington, OC.

FOR FURTHER INFORMATION CONTACT: Priscilla A. Dwyer, Regulatory Activ-
ities Section, Division of Safeguards, Office of Nuclear Material Safety
and Safeguards, U.S. Nuclear Regulatory Commission, Washingten, DC 20555,
Telephone (301) 427-4010.

SUPPLEMENTARY INFORMATION: 10 CFR § 73.71 establishes an event reporting
program to inform the Commission of safeguards events to permit timely
response to incidents. The data from this reporting program allows the
Commission to determine the significance of events to identify possible
generic problems in safeguards systems.

Paragraphs (a) and (b) of § 73.71 were first published in December
1973 (38 FR 35430). They require reports of unaccountec for shipments of
special nuclear material, incidents or attempts of thefs or unlawful
diversion of special nuclear material, and incidents or artempts of sabo-
tage. Subsequently, the Commission drtermined that it also needed reports
of events which could be indicative of a loss of safeguards capability or
circumstances which could be part of an overall plan to commit an act of
theft or sabotage. In response to the Commission concern that a substan=-
tial public hazard could occur as a result of a deficiency in a given
licensee's safeguards program, an amendment to 10 CFR § 73.71 was pro-
posed in October 1979 (44 FR 60743) that requires reports of events that
threaten certain nuclear activities or lessen the effectiveness of a safe-
guards system. This amendment was published in January 1981 (46 FR 4858)

in final form, as a new paragraph (c) to § 73.71.

2 Attachment 1



[7v90-01]

Since the promulgation of 10 CFR § 73.71, the NRC staff has found
that the requirements were fregquently misinterpreted, that reports sub-
ceaulation’y
mitted pursuant to the Iacgeﬂriformity. and that insufficient detail b
fs reported for NRC analysis. Unless these problems can be corrected,

thes e v
the usefulness of sweh reports in developing an adequate data base for

generic analysis is limited. For these reasons, the Commission is propos=-
ing clarifying amendments to 10 CFR § 73.71 and issuing revised guidance

to assist Ticensees in determining which events should be reported and to
provide a format for doing so.

For clarity, the distinction between an explicit and a potential
threat has been removed. This distinction is now made clearer in the
descriptions of applicable events. The categories of major and moderate
losses have been eliminated and replazed by the descriptions of each type
of loss. The losses are: "failures of the safeguards system that could
allow unauthoriz€d and undetected access" and "failures that degrade the
effectiveness of the system."

The primary impact of the reyised reporting requirements on licensees
will be an increase in the level of detail required in the reporting of
events. However, recurring events of the same type can be consolidated
fnto a single report. Also, the number of telephonic notifications to
the NRC is expected to decrease by approximately 80 percent because the
twenty-four hour telephonic notification requirement has been deleted.
The twenty-four hour requ1ren;nt has been dropped because the revised
roquireﬁohts will ensure that all events of significance will be reported

within one hour.

3 Attachment 1
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- The requirements of § 73.71 are not intended to be duplicative or
inconsistent with those of §§ 50.72 and 50.72. Evenis reported under
§5 50.72 and 50.73 are safety-oriented in nature; those reported under
§ 73.71 are security-oriented. Proposed changes to § 73.71 do not alter
commitments made in response to the requirements of Part S50. Events of
a4 dual rature, having both safety and security impact, are reportable

under Part 50 requirements.

NEPR >

BMU Wi oo PAPERWORK REDUCTION STATEMENT
tmu/am tede)
By
> ,I; This proposed rule amends information collection reguirements that
g.-(_[,«
{m"“lb ire subject to the Paperwork Reduction Act of 1980 (44 U.S.C. 3501 et
Lhul sed.). This rule has been submitted to the Office of Management anc

Sudget for review and approval of the paperwork requirements.

“?““":1> |

REGULATORY FLEXIBILITY CERTIFICATION

3 W'ﬂw Q,?!?M 8ased on the information availaple at this stage of the rulemaking
proceeding and in accordance with the Regulatory Flexibility Act of 1980,
5 U.5.C. 605(b), the Commission hereby certifies that if promulgated,
this rule will not have a s gnificant economic impact upon a substantial
number of small entities. There is a possibility that some transporters,
importers, and exporters of strategic special nuclear material (SSNM) andg
spent fuel will be affected By this rule. If they feel it wil) have an

adverse impact on them, we invite comments to that effact. The oroposed

4 Attachment 1
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rule also affects licensees who cperate nuclear power plants and fue!
facilities under 10 CFR Parts 50 and 73. The companies that own these
plants and facilities do not fall within the scope of the definition of
“small entities” set forth in § 605(b) of the Regulatory Flexibility Act
of 1980, or within the definition of Small Business Size Standards set

out in regulaticns issued by the Small Business Aaministration in 13 CFR

Part/21.) ’ ) , g _1&42’{
, 'y, wiw Carect n tdan) Cax
\ dﬁ‘,{,& L Qhatd S |2,

LIST OF SUBJECTS IN 10 CFR PART 73

Part 73 - Hazardous materials transportation, Incorporation by refer-

ence, Nuclear materials, Nuclear power plants and reactors, Penalty,
/

7
Regorting requirements, Security measures. ;;{2°VQ% e
and A 8Cpr A NCts toc e d v,
J oo cee " f;"i’n

&

PART 73 - PHYSICAL PROTECTION OF PLANTS AND MATERIALS Vt;a/

1. The authority citation for 10 CFR Part 73 is revised to read

as follows:

AUTHORITY: Secs. 53, 151, 68 Stat. 930, 948, as amended, sec. 147,
34 Stat. 780 (42 u.s.C. 2073, 2167, 2201); sec. 201, 88 Stat. 1242, as
amended, sec. 204, 88 Stat. 1245 (42 U.S.C. 5841, 5844).

Section 73.37(f) is aiso issued under sec. 301, Pub. L. 96-295,
34 Stat. 789 (42 U.5.C. 5841 note).

For the purposes of sec. 223, 68 Stat. 358, as amended (42 U.S.C.

2273); §§8 73.21, 73.37(g), 73.55 are issued Jnder sec..51b, 68 Stat. 948,

5 Attachment 1
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as amended (42 U.5.C. 2201(b)); §§ 73.20, 73.24, 73.25, 73.26. 73.27,
73.37, 73.40, 73.45, 73.46, 73.50, 73.85, 73.67 are issued under sec.
1611, 68 stat. 349, as amended (42 U.S.C. 2201(i)): and §§ 73.20(c)(1),
73.24(b)(1), 73.26(B)(3), (h)(6), and (k)(4), 73.27(a) ana (b), 73.37(f),
73.40(b) and (4), 73.46(g)(6) and (h)(2), 73.50(g)(2), (3)(i11)(B) and
(h), 73.55(h)(2), ana (8)(ii1)(B), 73.70, 73.71. 73.72 are ‘ssued under

sec. 16lo, 638 Stat. 950, as amended (42 U.5.C. 2201(0)).

- Section 73.71 is revised to read as follows:

. = * * ~

§ 73.71 Reports of unaccounted for shipments, suspected thefts, or unlaw=-

“, , v ful diversion [Pt64o#eg+e|+-9|botago-af~evoﬁts---wh#ch-swgnéf#cantﬁy
G, %
QQZ, “?f;_ /’J/' thrtttoﬂ-ar-+osscn-tao-o!feet#tentss-ef-sn!eguaras] and other safe-
A 7 n e R
- ﬁcbg a v, JQuards events. *
o, e, G
R, 7 QT
" *_‘ o /
% 59, A [(e?--iaen-4+censaq~-ne-:eneuets-c-traen-énvestégatéen-of-s-4ost-or
o 2
’( :naceountee-!er—snfnn.nt-pursunnt-ee~§-73?27€c7-snt§Q-Qotéfy‘eho-ﬂﬂe
epornt+ens-Eentor-véa-tho-Enorgtncy-Netﬁfécatfon-Systen~as-saen-ss
pess+b4ez-ane-én-n%*-easos--‘envn-onc-woar:-e'-ene-dcta#*s-sna-resu+ts
of—‘ts-traet~¢nvost+gat#enf--i!-the-Emcrqnncy-Neeﬁficatéen-Systom-?s
+neoerat#vc-er-anav-+4ln+c7-tho-4+cnnsco-sna##-mlko-enc--'quireq-net¢4¢-
:atiens-v#:-co-lereén+-to+canone-sorv#eoe-other-eneéeatod-tn+tuheno
Syitllﬁt‘ﬁ?‘!Hy'0!ht?'1‘!ﬂﬂﬁ°'n¢ch°w44+'Qﬂ!uft'Q"QQOPQ'BQ‘HQ‘MCCC
are-peéy-to°tho-NRG~Qo'Pat§ons-ecneerf--Eaeh-#6ctnsoo-who-con¢u=t-e
tPtco-énvcstégntéen-o#-a-#ost-er-unae:ecntod-far-sn#pmcnt-aursuont-te
'
e *Comoarative text: adaitions to existing regulations are underlined and
‘t;::;:c deletions are dashea through and encliosed in hrackets
2 A
‘ - }.‘ = (;1 /’
€ %,
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§-?3?6?(c$t35(v#i-or-é-#éré?fg)(ﬂ?t‘-‘ﬁ-shné%-aeeﬁ47-ene-ﬁﬂ&-ﬁaorat*ens
eontor-v‘a-cann.rc*a#-toioenonc-as#ng-ene-wumetr~arav~ueq-°n-ﬂaeene'x-*
as-soen~as-possée%e:-sne-ﬁn-a%*-casos--ﬁtn*a-ene-~eur-o¢-eﬂe-aetaé‘s
end-re:u*ts-a!-éts-tvset-9nvcsevgatﬁonf—-3he-*‘censet-sna44-a+so-‘44e
-4en§n-n-neréaa-of-4+ftten~(iSi-days-q--vdtttn-Pvnort-ee-tno-apprearéato
Nﬂe-ﬂﬁg+enn%-5¢¢4e.-sntt?ng-’orth-tho-detaéés-ana-resuéts-o!-zho-traee
énvostﬁgttﬁane--A-capy‘of-thés*wr*t!cn-Pvaort~must-bo-sont-to-znt-eﬁrtc-
tert-914+ec-o¢-§nsooctéon-ana-Enfaretnont:-uesf-Necéenr-Roguictery
Eonnﬁsséanr'wasnéngtont-96--!95557]
[(B?-~Each-++eens¢c-sha**-notéfy-ehc-Nke-eatret+ons-€ontor~v#a-tho
Emtvgtncy-ﬂoté4#eat¢en-5ystou'a3°sooﬂ-as'bess*b§01°ane-én'a**-cascs
wéenéa-eno-noart'e4-any-éncﬁcont-én-wnicn-anoateonpt-nas-eeeﬂ-maeet-or
63-:eé‘eveﬂ-ta-nave-seea-maao:-to-eennﬁe-a-enofe-cr—enéew4ué-e4versﬁon
o’-saoeﬁa*-«ne*en?-matcrée+--néch-+t-+s-+éccnsoe-to~aesscss:-er-ee°:emnﬁt
an-sez-a#--acﬁoiagﬁea#-seaetagt-agaénst-é13456ant-ov-eransaertaeécn
systenv--54-tho-Encrgency-ﬂetéfﬁcatéon-System-+s-‘noeerstéve-or-unavaéi-
aaier-eﬂe-*‘censeo-snaéi-mat.-tne-vequirtd-wotéf#catéons-vwa-:QMMQreéai
ee*eoﬂene-servécet-otner-eguécatod-tt4eanenc-systems:-or-uﬂy-athor-m‘tnea
-nﬁch-wﬁi*-ensure-a-*eoort-beéng-mndc-:remat+y-ta-tne-ﬂﬂe-eacratéens
€eﬂtcr~--3ho-4n+téa+-not#f‘eat+on-must-be-foé‘awec-wétnén-a-ser~ac-of
¢+4eeen-fi5?-says-by-a--r‘ttcn-ropert:-submétzod-eo-tne-apprear‘aec-nne
Qogﬁuna#-&!“ce-sne-n-in-ﬁpaoneﬁ.-A-of—thés-aarz-scttinq-'oren-zno-ettaé*s
e4-tht-4ncéptntr--eooéts-of-2he-wr¢ttsn-rwaert-sre-to-bo-scnt-ea-thc
aérector~e¢-insaoct+9n-ane-€nfereomon27-875?-Noe*ear'iegu4atcry-€omm4s-
sﬁonw-ﬁasnéngeenr*SG-fGSSS?--A!eer-ene-suemésséen-a!-eno-wrdetcn--eaore

Peeuﬁreu-sy-enés-eursqraan:-a-4‘cansee-shaéi-‘mmta‘ate‘7~‘n?ovm-ehe

~4
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aporoprﬁuto-Rog+ena+-94¢‘ce-ey-mtans-e!-a--r*zten-veaere-eﬁ-sny-suestan-
t*vc-aaeét#oncé-6n#ermatéon-wnﬁeh-aoeemts°aveéiaa+e-eo-tﬂe-4°censee
concerning-the-+nesdent: ]
[fc)--Each-4éetnsoc-snatr-oéthcr~u-spec9¢¢c~or-gcnere4-*4een3t-snn**
neeé4y~tﬂo-nﬂe-epcratéons-Enntor-v#a-the-Emorgency-Net#!‘eazéon~5yseom~as
soen-ss-pess#b#ct-ane-n**-eases-wﬁthﬁn-ono—nnerw-e¢~any-evoﬂt--n¢cn
sﬁgnéf*eantiy-enr'ttens-or-*essons‘tho-offoct9vonoss-e¢-a"pﬂys*ca*-soes-
Pﬁty-’yste.-as-estab#ésnod°bv~rtgu*atﬁens-én-!hﬁs-cﬂautlrw-er-ay-tho
*6ctnseo‘s-epproveu-pnyséeaé-seenr#ty:-eant#ngtwey:-and-seeuréty-pcrson-
ne*-est*+f4eat?an-snﬂ-eraénéng-pians:-or-ay-bethf--i#-ehe-incrgoney
Net#f#cst#on~5yseem-¢s-‘neaorﬂtévo-ar-uﬂevnﬁ4nb%or-eno-*éeenscc-snu4*
mt:o-eho~-!Quér!e-net?!#cstﬁens-v#a-csnntrcva+-te#oanenc-sovv#ee:-othtr
atc‘catt¢°ea#apnant-systens:-or—any-othor-methee-wnéeh-wﬁ4+-ensure-a
'eaert-soing-naee-promat*y-to-tnc-nﬂe-epcratéons-Ecnte-f--#hﬁs~not¢¢4-
cstésn-nust-ae-maee-wézaén-:nc-témo-per#oe-spoeﬁ¥4¢¢-aoie-v--‘ho-eémt ”
:ov*od-acg7ns°uaon-dﬁsesvery-a4-eho-evont-hy-eny-wemoor-s!-thc-securﬁty
org:n#zat‘on-ar—eny-otnev-emo*oyee-of-ene-4¢censecf--*he-*‘censee-sna+%
suemé2-3--v‘eeen--eaore-eo~eno-aparonréatt-Nﬂe-iegéonai-54“co:-4ésetd-¢n
Aooenuéz-A-ef-enﬁs~pnre:-aes:rébénq-ene-evnnt-én-seeaéi-w~enén-5-aays-o#
the-t‘mt.ai-déscovevye--A-zepy-sf—en#s-wréteen--enor!-mest-sn-seﬂt-ea
:ne-9+recter-of-fnsaect?en-snd-Enfercenont:-SrSf-Nee%esr-iegu4atory
Eemnﬁsséenr-wtsnéngten:-e€~29555?--‘hﬁs-nee*‘ﬁeat*on-anc-tncso-veoorzs
satés!y-aogh-ehe-noté“eatéen-*eauérgnonts-ef-Pare-ii-of-en~s-:nuptert
“-enoftvtnt-*s-a*se-veoereaa4e-undcr-Pert-iit-ane-S-Sef?ifaéfla-a'-tnés

:H!D!!??~‘4'399*4:30499'-ﬁ'30909810-409'ﬂust'st-ma?nts’ﬂad-te-'ecsra
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cvones-ropofela+o-uneor-§-?Sr31?--téctnsooa-neee-not--eeore-sny-tvcnt
wnéeh-‘s-atségnttee-se-net-rcpertab%c-én-eroor~sﬁeur¢ey~=P~:entvngency
pians-]

73.71(a)(1) Each licensee who conducts a trace investigation of a

lost or unaccounted for shipment pursuant to §§ 73.27(c), 73.67(e)(3),

or 73.67(g)(3) shall notify the NRC Operations Center within one hour

after discovery of the loss of the shipment, and within one hour after

recoverv of or accountability for the 1ost shipment.

(2) This notification shall be made to the NRC Qperations Center

via the Ent:goncy Notification System, if the licensee is party to that

system. [f the Emergency Notification System is incperative or unavail-

able, the licensee shail make the reguired notification via commercial

telephonic service or other dedicated telephenic systems or any other

metnod that will ensure that a report is received by the NRC Operations

Center within one hour. The exemption of § 73.21(g3)(3) applies *c all

telechonic reports required by this section.

(3) The licensee shall, upon reguest of the NRC, maintain an open

ang continuous communications channel with the NRC Operations Center.

(4) The initial telephonic notification must be followed within

a period of thirty (30) days Dy a written report submitted to the U.S.

Nuclear Regulatory Commission, NMS® Docket Room, Washington, OC 2055%

The licensee shall also submit an additional co to the aporopriate NRC
=0DY ropri

Regional Office listed in Appendix A to this part.

(3) Substantive additional information which oecimes available after

the submission of the written report shall he telephonically reported by

the |icensee to the approoriats Regiona gffice.™ [ fc o/
9. LS\ \_‘,_(_/l s L L l‘ -,_
~oa G'J) UJ" 7~
10 2 ) 4 ~
: tLyﬁuuf AT

3 Attachment .



(7590-01]

(8)(1) Each licensee subject %o the provisions of §§ 73.20, 73.37,

73.50, and 73.55 shall aotify the NRC Operations Center within one hour

of the safeguards events described in paragraphs I.(a), (b) and (¢) of

-~

Apoendix G to this part. The one-hour time period begins upon discovery

of the svent by a licensee amployee or member of the licensee security

organizstion.

(2) This notification shall be made fn accordance with the require-

ments of paragraphs (a)(2), (3), (4), and (S) of this section with the

S 7},’ Ext gxception that licensees .ubject to the provisions of § 73.55 shal) sub-
- i - N » .

W ‘; - mit written reports to the U.S. Nuclear Regulatory Commission, Document

u~”1<1 / Control Desk, washington, OC 20555 and an additional Sopy to the appro-

7
Ijxﬂ;lﬂ,t’ . ‘
priate Regional Office listad in Appendix A to this part.

(c)(1) Each licensee subject to the provisions of §§ 73.20, 73.37,

73.50, and 73.55 shall maintain a current 1og and record the safequards

8 avents described in 2aragrapns II.(a) and (b) of Appendix G to this

part within 24 hours of discovery by a licensee emg lovee or member of

the licensee security organization.

(2) Every three months, each licensee shall submit to the NRC

copies of all safequards event log entrias not areviously submitted.

-icensees subject to the provisions of §§ 73 20, 73.37, and 73.50 shall
Copies 0F The & o

submit the log to the U.S5. Nuclear Regulatory Commission, NMSS Docket

Room, Washington, OC 20555 Licunscos subject to the provisions of v L
Qopr s '# e
§ 73.55 shall submit the, log %o U.S. Nuclear Regulatory Commission, Docu~- -
r

ment Cdntrol Desk, washington, OC 20855. A1) licensees shall submit an

additional copv of their lag to the appropriate Regional Office listed

in Appendix A to this part.
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1 TR ‘ ; » .
Tho Leeernee s phatls Gk vyt % Mo O TENEQdn
(d) 41!1'0 written reports and copies of the safeguards event logs "

Lhe—ieensees are requ:red SO SwbmiL to—the-GCommission Lncer ‘he
That e

grovisfons of this section shall be of a quality which will permit \
-2gid’e rep Lack dice »wun) qu,"m; e
legidie reproduction and micrographic processing.” Phe written report by

y
$hali de—pmepared on Form NRC 366 and include the information described

in the Appendix to Rogulaton Guide 5.62. Rev. 1. Copies of this guige
may be purchased from the GPO Sales Program, U.S. Nuclear Regulatory

Commission, Division of Technical Information and Document Control,

washington, OC 205S5S.

(e) Events reported in accordance with §8 50.72 and 50.73 af this

L

that

chapter need not be reported under this section.

k3 A new Appendix G is added to read as follows:

Appendix G

Pursuant to “he oravisions of 10 CFR § 73.71(b) and (¢), 'icensees

subject to the provisions of 10 CFR §§ 73.20, 73.37, 73.50, and 73.55

shall report or log, as appropriate, the following safegquards events.

| [tems %o be reported within one hour

(3) Any event in which there is reason to believe that a person has

committed or CIUS.Q. or Itﬁt‘ﬂ to commit or cause, or has made a cred-

‘ble threat to commit or cause:
M

(1) A theft or unlawful diversion of special nuclear material, or

() Physical damage to any licensed facility or its equipment aor

carrier equipment '.ransoort‘.ng nuclear fuel or spent nuclear fuel, or %o

the nuc'ear fuel or spent nuclear fue! the facilities or carr‘ers are

licensed %o pcssess. or

Ty
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(3) _Interruption of normal operation of a licensed nuclear power

reactor througn the unauthorized use aof or tampar‘ng with its machinery,

componentsior controls including the security systam.
e
(D) Any failure of the safeguards system or discovered vulnerabil-

ity in that system that could allow unauthorized and undetected access

t0_a protected area, material access area, controlled access area, or

vital area, or to spent nuclear fue! or formula gquantities of SSNM in

transit, for which pro measures have not been established.

(c) A1l unauthorized entries through a reguired barrier whether or

not the breach is properly compensated.

(d) A "proper compensatory measure” as used in this Appendix means

3 Measure that is sne.i‘‘ed in a security or contingency plan or security

procedure. [f the event is not specified in a plan or procedure, then a

"proper compensataory measure’ means a measure implemented within 10 minutes

of an event's discovery that provides a level of security essentially

egquivalent to that oxisting before the event.

[I. Items to be recorded in guarteriy-submitted log

(a) Any failure of the safequards system or discovered vulnerabil-

ity in that system that could allow ynauthorized and undetected access

L0 a protected area, material Access area, controlled access area, or

vital area, or to spent nuclear fuel or formula guantities of SS5NM in

transit, for which proper ¢ ensatory measures have heen established.
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gbz Any failure of the phvsical protection plan not included in

+Hhe
paragrapn II. (a) of this appendix 1f sueh failyre degrades the effective-

ness of the system.

Dated at washington, OC this

day of , 1984,

For the Nuclear Regulatory Coaniss1on6)

Samuel J. Chi k
Secretary of the Commission.
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CONCURRENCE SUMMARY ON 10CFR 73.71

ADMIN - by memo, 5-22-84

AEOD - by memo, 5-24-84

ELD - Fonner by phone, 5-24-84
IE - by meme, 5-25-84

NRR -+ by memo, 3-5-84

OPA - by memo, 2-24-84

RES - by memo, 3-7-84



