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NUCLEAR REGULATCRY C:‘"ISSI:W
10 CFR Parts TO. 72, 73, and 74

Changes to Safeguards Reporting Requirements
AGENCY: Nuclear Regulatory Commission.
ACTION: Proposed rule.

SUMMARY: The Nuclear Regulatory Commission proposes %o amend its requla-
tions for the reporting of safeguards events. The praposed rule would
clarify the reporting requirements far NRC licensees and would improve
the NRC safeguards event data base by requiring mcre uniform safeguards
event reports. Licensees who will be affected are nower and nensower
reactors, fuel cycle facilities, and some transporters, importers and
exporters of specfal nuclear material. The NRC uses tre regorted infar-
mation to respond %o incicents 2nd to fdentify potentially generic safe-
guards problems. The benefits %o be cerived from this action are the
elimination of unnecessary reporting (which will result in significant
savings for affected licensees and the NRC) ang a more uniforn andg detailedq
reporting and data analysis system which will provide faecback %o the
industry for improving safeguards systems.

JATES' Submit comments by % Cerments received

after this cate will be consicered if ft is practical %2 do so, bHut assur~
ance of censideratisn cannot be given unless comments are received on or
before this gate.

ADDRESSES:- Send comments to: Secretary of the Commission, U.S. Nuclear
Regulatory Commission, washington, OC 20555, Attention: Docketing and
Service Branch. ODeliver comments to: Room 1121, 1717 H Street Nw.
washington, OC, between 8:15 am and 5:00 pm.

*Thsert S0 days after date of publication in the Federal Register.
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Examine commants received and the regulatery analysis at: The NRC
Pubiic Document Reom, 1717 M Street Nv., Washingten, 0C.

FOR FURTHER INFORMATION CONTACT: Priscilla A. Owyer, (301) 427-4773
Regulatory Activities Section, Division of Safeguards, Qffice of Nuclear
Material Safety and Safeguards, U.S. Nuclear Regulatery Comanissicn,
Washington, DC 20555.

SUPPLEMENTARY INFCRMATION: 10 CFR 73.71 establishes an event reperting
program to inform the Commission of safeguards events to perait timely
response to incidents. The data from this reporting pregram allows the
Commission to cetermine the significance of events to identi’y possible
seneric prodlems in sarfeguards systems.

Paragraphs (a) and (b) of § 73.71 were first zublished in December
1373 (38 FR 35430). They require reports of unaccsunted for shipments of
special nuclear material, incidents or attempts of theft ar unlawful
diversion of special nuclear material, and incidents or attemgts of sabo-
tage. Subsequentiy, the Commission cetermined that it also neeged reports
of events which could be indicative of a loss of safeguards cacability or
circumstances which could be part of an cveral) plan to commit 2an act of
thel. or sacctage. In response %0 the Commission cancern that 2 substan-
tial public hazard could occur as a result of a deficfency in 2 given
licensee's safeguards program, an amenament to 10 CFR 73.71 was aro-
cosed in October 1379 (44 FR 80743) that reguires reports of svents that
threaten cartain nuclear activities or lessens the effactivensss of 3 safe-
guards system. This amenament was published in Jaruary 1331 (46 7R 4353)
fn final form, as a new paragraph (c) to § 73.71.

Since the promulgation of 10 CFR 73.71, the NRC staff has found
that the requirements are frequently misinterpreted, that reports sub-
mitted pursuant to the regulation lack uniformity, and that insufficient
detail is reported for NRC analysis. Unless these problems can be
corrected, the usefulness of these reperts n developing an adequate
data base for generic analysis is limitea. Fir these reasons, the Commisg-
sfon is proposing clarifying amendments %o 10 CFR 73.71, and issuing
revised guidance to assist licensees in determining ~nich events should
0@ reported and to orovide a format “or deing so.
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Fer clarity, the distinction between an explicit 14 a sotent:ial
threat has been removed., This distinction 15 now maca clearer in the
Sescripticns of reportable events. The categories of ma‘or ind ~oderate
'csses have been eliminated and replaced by tre zescristizns 2f each type
of less. The losses are: "failures of the safeguards system that could
3110w unauthorized and undetected access” and "failures that degride the
effectiveness of the system.” Events that must be reported are
described in a3 new Appenaix G to Fart 73.

The primary impact of the revised reporting requirements on licansaes
will be an approximate 20% cecrease in the number of teleshonic and
written reports to the NRC because the twenty-four hour telephonic notifi-
cation and associatea follcw-up written report requirement has Seen deleted.
This requirement can te deleted because the revised requirements will
ensure that all events requiring immediate NRC resporse will e reported
within one hour and those pertinent to NRC analysis activities will be
Togged for quarterly submitsal,

The requirements of § 73.71 are censistent with those of §§ 50.72
and $0.73. Events reported uncer §§ 50.72 and 50.73 are safaty-oriented
fn nature; those reported under § 73.71 are security-oriented. Proposed
changes to § 73.71 do not alter commitments made in resporse ta the
requirements of Part 30. Events of a dual nature, having both safety
ingd safeguards impact, do not reauire duplicate reperts. Infarmation an
fow to report events of a dual nature is proviced in 3 revised Regulatery
Guide.

This proposed rulemaking also contains conforming amencments to
10 CFR 70.52, 72.52, 73.67, and 74.11 %o srovice further consistency
among regerting requirements.

The Commission received a petition for rulemaking assigned DJocket
No. PRM 50-38 from the Nuclear Utility Backfitting ana Reform Group,
(NUBARG). - As discussed below this proposed rule would grant a portien
of the petition. The petitioner has requested that the Nuclear Regulatory
Commission amend 10 CFR §§50.54(p); 50.54(q); 50.55(e); $0.59(b); 850.72(a);
Part 50, Appendix £, Section V; section 73.71; and the Commissien's NUREGs
on Standara Tecnnical Specifications with respect to certain reporting re-
quirements. The members of this petitioner are construction and/sr oper-
$Ling nuclear power reactors used for the production of electricity uncer
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licenses issued by the NRC. Utilities licansad Sy the NERC to ocerate
nuclear power reactors are currently subjact %5 a varfety of reporting
requirements in connecticn with !iceﬂse& activities, The cetitioner sug-
gests that the majority of these reporting reguirements are va'id and tre
purpose they serve justifies the consiceradble time which must be devotag
L0 meeting them. However, some of these requirements are, in the opinien
of the petitioner, excessive and/or duplicative. Accoraingly, the peti-
ticmer has preposed that the Commission medify the various reporting
requirements discussed in PRM 50-36 in order to promote more efficient

use of licensee time and rescurces. This preposed rulamaking responds
specifically to Section VI of the petition, Reporting Requirements Asso-
ciated with 10 CFR 73.71. In this section, the petitisner suggests that
this regulatiun be amenced to provide that the rsquired written reports

be sutmitted by the licensee within 30 days of initial notification ratner
than within 15 cays. According %o the petitioner, this would allow the
Ticensee s staff more time during the critical perioag immediately follow=
ing such occurrence to devote to the resolution of tnhe prodlem itself ang
would minimize interference with daily cperations. The Commission agrees
that it is desirable to extend this particular regorting period from 15

t3 30 days and has included provisicns to 45 so in this proposed rulemaking.

ENVIRONMENTAL IMPACT: CATEGORICAL EXCLUSION

The NRC has determined that this proposed rule is the type of
action described in categorical exclusion 10 CFR 51.22(¢)(3). Therefore
neitner an environmental impact statement nor an environmental assessment
Nas Seen prepared for this proposed rule.

PAPERWORK REDUCTION STATEMENT
This proposed rule amends information collection requirements that
are subject to the Paperwork Reduction Act of 1980 (44 U.5.C. 3501 et

se9.). This rule has teen submitted to the Office of Management and
Sudget for review and approval of the paperwark requirements.
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REGULATORY ANALYSIS

The costs to incustry will decreass from tha current cost of $972,0C0
per year to $317,200 par year, or a net decrease 2f ouar 58 sercant. This
s due to the decrease in the numper of regorts that must se mace or sub-
mitted by afrfectad Ticensees. The costs to tre MRC will decrease from
the current cost of 372,000 per year to $46,800 per year, or a net cecrease
of 35 percent. This is due to the reductien in talachone ang written
reports which will resuit in less time spent by the NRC in dacumenting
and analyzing the submittals. J

REGULATORY FLEXIBILITY CERTIFICATION

Based on the information available at this stage of the rulemaking
proceeding and in accorzance with the Regulatory Flexibility Act of 1980,
5 U.5.C. 805(b), the Commission hereby certifies that if promulgated,
this rule will not have a significant economic imsact ypon a substantial
numoer of szall entities and should result in a reduction in bHurden to
affected licensees. Some transporters, importers, and expeorters of stra=-
tegic scezial nuclear material (SSNM) and spent fuel may be affected by
this rule. Each year out of approximately 600 reported events, about 3
come frem this group which includes small entities. The NRC invitas
comments from these parties.

The proposed r~ule also affects licensees who operate nuclear dower plants
and fuel facilit es uncer 10 CFR Parts 50 and 73. The ccmpanies that own
these plants and facilities co not fall within the scope of the definition
of "small entities” set forth in § 605(b) of the Regulatory Flexibility
Act of 1980, or within the definition of Small Business 5ize Standards set
out in regulations issued by the Small Business Administration in 13 CFR
Part 121.

LIST OF SUBJECTS IN 10 CFR PARTS 70, 72, 73, AND 74

Part 70 - Wazardous materials - transportation, Nuclear materials,
Packaging and containers, Penalty, Radiaticn srotection, Reporting and
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recorckeeping requirements, Scientific aguipment, Security measures, Special
nuclear material.

Part 72 - Manpower training programs, Nuclear materials, Cccucaticnal
safety and health, Reporting and reccrckeeping recuirements, Jecurity mea-
sures, Spent fuel.

Part 73 - Hazarcous materials = transportation, Incarporation by ref=
erence, Nuclear materials, Nuclear power plants and reactors, Penalty,
Regerting and recordkeeping requirements, Security measures.

Part 74 - Accounting, Material cantra) and accounting, Nuclear mate-
rials, Penalty, Reporting and recordkeeping requirements, Special nuclear
material.

For the reasons set out in the preamble and under the authority of
the Atomic Energy Act of 1954, as amended, the Energy Reorganizaticn Act
of 1374, as amended, and 5 U.S5.C. 552, notice is hereby qivin that adop-

tion of the following amendments ta 10 CFR Parts 70. 72, 73, angd 74 is
contemplated.

PART 70 - DCMESTIC LICENSING CF SPECIAL NUCLEZAR MATERIAL

3. The authority citation for Part 70 is revisea t3 read as
follows:

AUTHORITY: Secs. 51, 53, 161, 182, 123, 88 stat. 929, 230, %43, 953, 954,
35 amenced, sec. 234, B3 Stat. 444, as amenced (42 U.S5.C. 2071, 2073, 2291,
2232, 2233, 2282); secs. 201, as amended, 202, 204, 206, 38 Stat. 1242,

as amended, 1244, 1245, 1246 (42 U.S5.C. 5841, 3842, 5845, 5348).

Section 70.7 also issued under Pub. L. 35-601, sec. 10, 92 Stat. 2951
(42 U.5.C. 5851), Section 70.21(g) also issued under sec. 122, 52 Stat.

939 (42 U.5.C. 2152). Section 70.31 also issued under sec. 574, Pub. L.
83-377, 88 Stat. 475 (82 U.S.C. 2077). Sections 70.16 and 70.44 also
fesued uncer sec. 184, 58 Stat. 354, as amended (42 U.5.C. 2234),
Section 70.61 also fssued under secs. 136, 187, 68 Stat. 955 (42 u.5.C.
2236, 2237). Section 70.62 also issued under sec. 108, 68 Stat. 2339, as
amended (42 U.5.C. 2138).

For the purposes of sec. 223, 68 5Stat. 353, as amended (42 U.5.C,
2273); 8§ 70.3, 70.19(c), 70.21(c), 70.22(a). (8), (d)=(k), 70.24(a) and
(8), 70.32(a)(3), (5), (6), (¢), ane (1), 70.36, 70.39(5) ang (¢),
70.41(a), 70.42(a) and (c), 70.36, 70.57(b), (c), ang (4), 70.88(2)~(g)(3),
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and (h)=(j) are issued uncer sac.

2201(d)); 8§ 70.7, 70.2

70.28(b), 70.232{a)(

73.37(2) and

08 Stat. 2439, as amenzed (42 U.S.C. 2201(i));
70.38, 70.51(b) and (i), 70.52, 70.53, 70.54, 70.5
and (1), 70.53, and 70.60(b) and (c) are issued un
950, as amended (42 U.S5.C. 2201(0)).

Secticn 70.52 is revised to read as fo!l

§ 70.52 Reports of accidential criticality or less or theft or attempted
theft of special nuclear material.®

(f93--faca-iicensea-snaii-rapors-inmediateiy-sa-sna-saprannisse-KRE

Regéeaa*-Sf!éee-%éstea-‘a-ﬂapeadé:-A-of—Psrt-?3-sf-eﬁws-c-apeer-by-phene
snu-tc%egraan:-wsé*gr:m:~or-!aes4m§*e-any-:sse-c‘—zceéeeezai':réeéca++ty
nE-any-icss-ctner-than-acrnai-epereting-isss-af-speciai-nusienr-natersei-
f)--Each-itcensee-wno-nossesses-i-gram-ar-msre-af-sontainad-nranirm-235-
urané:a-iii:-or—;#:tea*:m-snei%-repert-sny-ehe¢t-erouttematee~2!eft-sc:=reéng
SoTtfe-cequirements-set-ont-dn-§-Fd-ii-af-this-cnanter-3

(a) CEach licensee shall notify the NRC Operations Center listed in

Appendix A of Part 73 of this chapter witnin one hour after discovery of

any case of accicental criticality or any 'oss, other than normal ocperating
'0ss, of special nuclear material.

(8) Each licensee who possesses 1 gram or mere of contained uranium=-215,
4ran um=233, or plutonium shall notify the MRC Operations Center listad in

Acpendix A of Part 73 of this chapter within one hour after discovery of

2ny loss or theft or unlawful diversicn of special nuclear material which
the licedsee is licensed tc Jossess or any incident in which an attemot

03s ceen made or fs believed to have been mace %o commit 3 theft or unlawfyl
diversion of such material,

*Comparative text; acditions to existing regulations are underlinea ana
deletions are cashed through and enclosed in brackets.
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(€) This noetifizaticn must =2 maca t3 the MNRC Operations Center via

Rt

the Emergency Notification Svstem if the lizansae is party %3 that svstem,

if the Emergencv Notification Svstam is imoperative or Jynavailable, the

b ]

icensee shall make the required nct’fication via commercial telechonic

service or othar dedicated telephonic svstem cr any other mathod that will

gnsure that 3 report is received k- the LRC cserations Centar! within cra

fcur.  The exermption of §73.21(g)(3) acolies ta all taleprenic reports

recuired by this section.

(d) Reoorts reguired under §73.71 need nct be duplicatad under the
requirements of this section.

PART 72 - LICENSING REQUIREMENTS FOR THE STORAGE GF SPENT FUEL
AT AN INDEPENDENT SPENT FUEL STORAGE INSTALLATION

- The authority citation for Part 72 is revised to raad as follows:
AUTHCRITY: Secs. 51, 53, §7, 62, 63, 83, 69, 81, 161, 182, 183, 184, 167,
189, €8 stat. 929, 930, 932, 9333, 334, 935, 248, 953, 954, 533, as amenced,
seC. 234, 83 Stat. 444, as amended (42 U.5.C. 2071, 2073, 2077, 2092, 2093,
2098, 2099, 2111, 2201, 2232, 2233, 2234, 2236, 2237, 2239,2282): sec. 274,
73 Stat. 688, as amended (42 U.S.C. 2021); secs. 201, as amended,
<02, 208, 28 Stat. 1242, as amended, 1234, 1246 (42 U.5.C. 5831, 5842,
S846); sec. 102, Pub. L. 91-150, 83 Stat. 853, as amendec (42 U.S5.C. 4322).

Section 72.10 also issued under 2ub. L. 95-601, sec. 10, 92 Stat.

2951 (42 U.5.C. 58%1).

2. Section 72.52 is revised t3 read as follows:
3 72.52 Recorts of accidental critizality or loss of special nuclear
material.
= »* - - *
[Es:n-%+etnsoc-snai4-resert-4~moaéatc‘y-ta-tno-spareer‘stc-ﬂﬂe
Peg+ena*-o%#ﬁct-spoeéféec-ﬁn-Aeptne#x-a-sf-aert-es-ef-en‘s-caapter-ey
2o4ophent-nnd-tciogf:n-er-toéceypot-any-casc-ef-sccéeenzai-erétécs+éty
ana-any-4css-ef-spceéa‘-nce*tsr-nateeésér]

‘Commercial telephone numper of the NRC Operations Center is (202) 951-0530.
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(2) Each 'fcensee shall notify the NRC Operations Certer listed

in Appendix A of Part 73 of this chapter within sne heur of discovery
b ]

of accicental criticality or dny 10ss of special nuclear -~3tarial.

() This notification must be made to tha NRC Cperations Centar via

the Smergency Notification Svstem if the licensee is party to =hat systam.

re

if _the Emercency Notificatisn Svstem is ircperative or ynavailzble, the

licensee snall make tre recuirsed notification via commercial teleghenic

service sr any cther deaicated telephonic system or any otmer methed that

will ensure that a recort is received By the NRC Operations Canter* within
one hour. The exempticn of § 73.21 {g)(3) applies to al talephonic

reports reguired gy this section.

(2) PReports reguired under § 73.71 reed not be duplicatad undar the
reguirements of %his section.

PART 73 - PHYSICAL PROTECTION OF PLANTS AND MATERIALS
1. The authority citation for 10 CFR Part 73 is revised to read
as fcllows:

AUTHCRITY: Secs. 53, 181, 58 Stat. 930, 948, as amenced, sec. 147,
94 Stat. 780 (82 U.s.C. 2073, 2167, 2201); sec. 201, 28 Stat. 2242, as
amended, sec. 204, 38 Stat. 1245 (42 U.5.C. 3841, 5844).

Section 72.37(f) is also issued under sec. 301, Pub. L. 36-295,
34 Stat. 789 (42 u.5.C. 5841 note).

For the purposes of sec. 223, 58 Stat. 958, as amended (42 ¥.5.C,
2273); 8§ 73.21, 73.37(q), 72.53 are issued under sec.181b, 88 Stat. 343,
4s amended (32 U.S.C. 2201(b)); §§ 73.290, 73.28, 73.28, 73.26, 73.27,
73.37, 73.40, 73.45, 73.46, 73.50, 73.55, 73.57 are 1ssued uncer sec.
1517, 88 Stat. 949, as amended (42 U.S.C. 2201(1)); and §§ 73.20(e)(1l),
73.24(b)(1), 73.25(5)(3), (h)(8), and (k)(4), 73.27(a) and (b), 73.372(7),
73.40(b) angd (aq), 73.46(g)(8) and (h)(2), 73.50(g)(2), (3)(i11)(B) and
(h), 73.55(h)(2), and (4)(111)(B), 73.70, 73.71, 73.72 are issued under
sec. 16lo, 68 Stat. 950, as amended (42 U.S5.C. 2201(0)).

’Eommcrcia! telechene number of the NRC Operations Center is (202) &51-0850.
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Section 73.87 is revised %2 resad as follows:
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(s )
" |

Licensee Tixec site and in-transit recuirsments for the shysica

protection of special nuclear =atarial of mocerate and )ow strategic

L

ignificance.
* = - - -
(e) XX %
{3} * X%
(vi1) [Netify-immesiateiy-tne-izminigtrator-osf-she-aparaprigte-Hucinar
?ega+atary-€amm+ss+ca-iegéc-sé-644‘:e-*éqtec-én-da:en:‘x-6-:6-:n‘s-:erz
of-the-sction-seing-taren-ta-trsce-tae-shismeans -]

Notify the NRC Operations Centar within ane hour after the discovary

of the loss of the shipment and wizh‘n ore mour after reccvery cof or

accountability for such lost shipment in accordance with :ﬁé provisions
of § 73.71 of this part.

- * x L3 A
(g) %%
(3) -

(1i1) Conduct immeciately a trace ‘nvestigaticn of any shipment that
Ts lost or unaccounted for after t s estimated arrival time ana [renere
ta-the-ksc*esr-ie;:#sta97-€:::éssé:~-ss—sce:“‘ez-*ﬂ-i-?Er?i-ena-ta-the
sﬂ#:per-ev--eceévcr~ss-e:area":tef--‘he-%‘:easee-wha-aaee-t#e-:hyséca§
:rcttctésn-ar'angements-snsi%-siso-~-aeaésze§y-acti‘y-:he~ﬁcménéstrster
of-tﬂe-scsrsnréat!-Nucéear-Qe;n*st:ry-iomm‘ss‘oa-9e;éc9:*~9ff#ce-%§stea
‘!'*apeec‘x-§-af-:ne-a:t‘sn-eeéng-tsxea-23-trsce-z-e-sné:mentr] notify

the NRC Cperations Center within ore mcur af+ar “ha discovery of the

12ss of the shipment and wi%hin cne =aur after racovervy 2f or account-

ability for such lost shioment in sczardance with the provisicens of
§ 73.71 of this part.

3. Section 73.71 is revised to read as follows:

* = = ~ *

§ 73.71 Reports of unaccsunteg fo- shioments, suspectad thefts, cr unlaw-
ful diversions [rae‘o*egézai-sa:ees;e-:v-eve#ts---nnécn-s#gnéi4csnt4y

threstencor-iessen-the-effectivecnss-of-gafeagsards] and sthar safe-

guards events.
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Speraticns-Center-via-the-Ezergency-Nets
sessities-and-in-sii-cases-within-one-nonmr-af-cha-setaiie-ama-raenite
ef-its-trace-investigationr--if-the-Emergency-Hotisisacinn-Srerom-ss
tneperative-or-umavatisnies-the-itcensee-shaiicmara-tha-manniran-natiien

cstécns-véa-::n:eP:‘ai-te‘e:hane-serv‘ce:-:the--:ec~:atee-te4e:~c-e

-

systemsi-or-any-other-methed-which-wiii-ensure-a-rapore-neing-=ace
sremotiy-to-the-NRE-Sperstisng-Centers--Sacn-iicensne-nna-conancs-a
trace-snvestigation-of-a-ingt-or-unscesunted-Sar-eninment-snrenant-ss
§-73-57€03€33€viI-or-8-73:67€53€33€ 4943 -shaii-notify-sha-NRE-Snaratians
Senter-via-commercisi-teiecnone-using-the-numser-sreyiced-4n-dnnanaix-a
f3-scon-as-possisies-ang-in-aii-cates-witnin-one-fsnr-af-cne-<atatie
ang-resnits-of-ity-trace-investigations--Fha-iicansen-snaii-aiza-siie
mithincscperiod-of-fifisen-fi5i-days-awritten-mepart-ta-shacannraprints
NRE-Regicrai-G4fice-satting-faren-2he-datasig-and-resnits-af-sna-srace
tavestigatiento-d-copy-cf-ends-written-ropert-must-be-sent-ta-tha-Sivac
tors-3ffice-of-inspection-and-Enforcement-d-S--Nuciear-Reguistary
Eemmissicns-wasningteons-2€--20855- ]
[£o3--Each-3icensee-snaii-notify-she-NRE-Gparations-Centar-via-tne
fmergency-Netification-iystem-as-scon-as-nessiniec-and-in-aii-sases
within-cne-Rours-ef-eny-incigent-in-which-an-attempt-nas-teen-made--ar
f3-seitevea-to-have-deen-races-to-commit-a-tnefe-sr-uniawfai-diversion
2f-speciai-nociear-materiai-wnich-4e-dg-iicensed-to-possess s ap-so-sammis
sn-sct-of-radioiogicai-sanctage-againet-dts-piant-sr-transpareatian
tystems--if-the-Erergency-Notificatien-System-s9-incparative-ar-anavasi-
12fes-the-iicensee-shaii-mare-the-reqnired-notifizasions-Yin-sammaraini
teiechone-seryices-other-dedicated-teiepnent-systenss-ar-any-ather-netsod
which-wiii-ensure-a-resere-seing-made-promptiy-to-tae-NRE-Snaratians
Centers--The-initiai-netification-must-ne-42iiomacd-witnin-a-nariag-aé
fifceen-fiS)-days-by-a-written-report--gubmisted-2a-2na-anproprsste-NAE
Qeg‘ona4-effi:t-snown-én-ﬁpnonsix-A-of-thés-part-seteéng-iorth-tne-ee239*s
of-the-incidents--Copies-of-the-written-report-ara-ta-sa-sent-ta-the
3iracesr-cf-irepection-and-Enforcements-d-3--Nuciaar-Requistory-Conmis-
sfons-Washingeons-8€-28535 - ~After-tre-submission-af-she-writean-ranare

Tecuired-by-this-saragrapni-a-iicensee-thaii-immesiataiv-sndarn-sne
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73.71(a)(1) Each licensee subiect %0 the provisions of 5§ 73.25,
73.26, 73.27(c), 73.37. 73.67(e), ar 71.67(q)

Coerztigns Canter within are hour after

-

the Nr{

“l
=
i
1
3
b
*

i 8
v

iscovery of the 'oss of any

‘i
'l

oW

hipment of SMM or soent fuel, and within 2ne "our after ~scovery of ar

sccountability for such lest shipmant,

(2) This notification must be ~ace %o %/.s NARC Cperations Center

listed in Apperdix A of Part 73 of this chapter via the Emergency

Notification Svstem, if the licensee is party %0 that system., If the

Emergency Notification Svstem is iraperative or Jnavailable, the licensee

shall make the required notification via commercial telephonic service ar

other dedicated telephonic svstems or any other method that will ensure

that a report is received by the NRC Operations Center® within one hour.

The exemption of § 73.21(g)(3) applies %0 al! telephonic resarts reauired
by this section.

(3) The licensee shal), upon reqguest of the NRC, maintain an open

and continuous communications channel with the NRC Qperations Center.

(4) The initial telephonic notification must e followed within
a pericd of thirty (30) davs by 3 written report submitted to the i), S,
Nuclear Regulatory Commission, Document Contro! Desk. washington, OC 20855,

The licensee snall alsc submit one c2a each to the avgroporiate NRC

Regional Office listed in Appendix A *o this part and ¥ applicable the

appreopriate NRC Resident Inspector.

(3) Significant supplemental information which becomes available

after the initial telephonic notification to the NRC Cperaticrs Center or

after the sutmissicn of the written recort must be taleghonically reportadg

1o the NRC Operations Center listed in Appendix A of Part 73 af this chapter

ind also submitted in 2 revised written report ts the Regional Office., the

Cocument Contrao) Desk and if appiicatle the aporosriate Resicent Inspector.

Errors discovered in a written report must e corrected in a revised repart.

The revised recort must replace the crevious report: therefore, the update

Must De a complete entity and not contain only supolementary or revised

information. <Zach licensee shall maintain a copy of the written recort of
an _event submitted under this section as a record for a pericd af three vears
from the date of the report.

TCommercial telephone number of the NAC Operations Center is (202) 951-0580.
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h)(1) Each licensee subject to the provisions of §§ 73.20. 73.37,
73.50, 73.55, 73.60, and 73.67 shall nctify the NRC Ocerstions Centar

listed in Appendix ‘A of Part 73 of this chacter within ore hour of dis-

covery of the safeguards events described in naragraph 1)(a)1) of

-

Appendix G to this part. Licensees subject to the provisicns of § 73.29,

73.37, 73,55, 73.60 and each licensae cossessing strategic special nuclear
material (SSNM) and subject to §§ 73.57(d) and (e) shall notify the NRC

Cperations enter within one hour after discovery of the sa faguards events

gescribed in paragraphs I{a)(2), (3). (b), and (c) of Acgendix G ta this

pare.

(2) This notification must be made in accordance with the require-~

ments of paragraphs €3)(2), (3), (4), and (5) of this sectien.

(e(1) Each licensee subject to *he provisions of §§ 73. 20, 73.37,
73.50, 73.55, 73.60, and each licensee possessing SSNM and subiect to
§§ 73.57(d), ang 73.67(2) shall maintain a current ieg and record the
safequards events described in paragraphs II.(a) and (b) of Acpendix G
to this part within 284 mours of discovery by a licensee employee or

member of the licensee's contract security organizaticn. The licensse

shall retain the log of events recorded under this section as a record
for three years after tne last entry is macde in sach 10g.

(2) _ESvery three menths, each licensee shall submit to the NRC sopies
of 31! safaguards event log entries not previously submitted. Each
licensee shall submit one copy each of their log entries to the U.S. Nuclear
Regulatory Commission, Document Control Desk, Washingten, OC 20555, ang if
applicacle the appropriate NRC Resident Inspectar.

(d) Each licensee shall submit to :he Commission the 30-day written
reports ang copies of the safeguards =veit log entries reguired under
the provisions of this section that are of a guality which will per=it
legible reproduction and micrograpnic processing. If the facility
is subject %o § 50.73 of this chapter, the licensee shall oresare the
written report on NRC Forms 366 and 366A. If the facility is not
subject %o § 50.73 of this chapter, the licensee shall not use these
forms but shall orepare the written report in letter format. In gither
case the report must i~clude sufficient information for NRC analvsis and

evaluation.
(e) OCuplicate reports ars not reguired for events that are a'so
reportable fn accordance with §§ S50.72 and 50.73 of th‘s chapter.
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3. A _new Appendix G is addad to read as follows:

Appendix G - Reportable Safequards Events

Pursuant to the provisions of 10 CER § 73.71(b) and (¢c), licencaes
subject to the provisions of 10 CFR §§ 73.20, 73.37, 73.50. 3. 58
73.60, and 73.67 shall report or record. as aporcpriate, the follcwing
safeguards events.
3 Events to be reported within one hour aftar discovery, followed by a

written report within thirty days.

(3) Anv event in which there is reason to believe that a3 serson has

committed or caused, or attemptad to commit or cause, or has macde a cred-

ible threat to commit or cause:

(1) A theft or unlawful diversion of special nuclear materizl; or
(2) Significant physical damage %o any facility pcssessing SSNM or
its esguipment or carrier eguipment transporting nuclear fuel or spent

nuciear fuel, or to the nuclear fuel or spent nuclear fue' a facility or

carrier possesses: or

(3) Interruption of normal cperation of a licensed auclear oower

reactor thrcugh the unauthorized use of or tampering with its machinery.

components, or controls including the security svstem.

(3) Any failure of a safeguards system or discovered non-inherent

vulnerability in a system that could allow ynauthorized or undetectad access

L0 3 protected area, material access area, controlled access 3area, vital

area, or transport for which proper compensatory measures have not been

established. A "proper compensatory measure”" for 3 particular safeguards

avent 3s used in this Appendix means a measure that is specified in a

security or contingency plan or security procedure. [f the particular

safeguards event is not described in a plan or procedure, then a "proper

compensatory-measure” means 3 measure implemented within 10 ninutes of

an event's discovery that provides a leve! of security essentially equiva-
ient to that existing before the event.

(c) Anv unauthorized entries through a required barriar (whether or

not the event is properiv compensated.)
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[I. Events to be recorded within 24 beurs and submitied in suartarly og

(a) Any failure of a safeguards svstem or discovered non-inherant

vulnerability in a systam that could allow unauthorized or undetected

access to 3 protected 3rea, material access area, controlled sccess area.

vital area, or transport far which oroper compensatory measures have been
established.
(5) Anv cther failure of a safeguards svstem not incluced in

paragraph I1.(3) of this sopencdix if the failure degraces the effactive-

ness of the system.

PART 74 - MATERIAL CONTROL AND ACCOUNTING OF
SPECIAL NUCLEAR MATERIAL

The authority citaticn for Part 74 continues to read as 7o]lows:

4

AUTHORITY: Secs. 53, 57, 131, 182, 183, 68 Stat. 330, 932, 948, 953,
354, as amended, sec. 234, $3 Stat. 344, as amended (42 U.5.C. 2073, 2077,
2201, 2232, 2233, 2282), secs. 202, 206, 88 Stat. 1244, 1246 (42 u.S.C.
5842, Sg46).

For the purposes of sec. 223, 68 Stat. 958, as amenced (42 U.S.0.
2273), §§ 74.31, 74.81, and 74.82 are issued under secs. 1615 and 1611,
88 Stat. 548, 549, as amended (42 U.S5.C. 2201(b), 2201(i)); and §§ 74,11,
74.13, and 74.15 are issued under sec. 16lo, 68 Stat. 350, as amended
(42 U.S.C. 2201(0)).

2. Secticn 74.11 is revised to read as “ollows.

§ 74.11 Reports of loss or theft or attempted theft of special
nuclear materiai.

(a) - Each licensee who possesses 1 gram or more of contained
uranium=235, uranium=223, or plutonium shall [repore-smmeaiateiy-ta-snn
spprepriste-NRE-Regionai-Gffice-3istad-in-Appendix-A-of-Pare-73-af-2hig
chapter-by-teiephone-and-teiegrapn;-maiigrams-or-facsimiie] notify the
NRC Operations Center listed in Appendix A of Part 73 of this chapter

within 1 heur of discovery of any loss or theft or other unlawful diver=

sfon of special nuclear material which it is licensed %o possess, or any
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incident in which an attempt has been made o commit a theft or unlawfy]
diversion of special nuclear material [fa-scesrdanca-yisa-the-araconaras
tn-§-73:-73i-cf-this-chapter]. This requirement dces not pertain to measured
discards or inventory difference guantities.

(5) This notification must be made to *he “@r Cperations Center via

LA -

Y

he Smergency Notification System if tre licensee is party to that s.stem.

Lo ]

f the Emercency Notification System is inoperative or unavailable, the

licensee shall make the reguired notification via commercial telepheonic

service or other dedicated telenhonic system or any other method that wil?
ansire that a report is received by the NRC Operations Center! within one

hour. The exemption of § 73.21(g)(3) applies to al) telephonic reports
reguired by this section.

(c) Reports reguired under § 73.71 need not e duplicated undar the
recuirements of this section.

Cated at Bethesda, Maryland this day of

For the Nuclear Regulatory Commission.

1

william J. Dircis,
txecutive Director for Operations.
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REGULATCRY ANALYSIS

PROPOSED ACTION

)

1.1 Description
The Commission proposes to revise 10 CFR Part 73 to clarify ard improve
the reperting requirements for safeguards events. This effort inc'udes con-

forming amencments to 10 CFR Parts 70, 72. 73 and 74.

1.2 Background of and Need for Proposed Acticn

In 1973, the Commission established safaguards reporting reguirements in
order to De kept informed of events potentially inimical to rublic health and
safaty. These requirements solicited specific reports of unaccounted for ship-
ments, incidenis and attempts of theft or unlawful diversion of ssecial nuclear
material, or incidents and attempts of sabotage. It was cetermined, however,
at a Jater cate, that the Commission required reports of events that represent
a less of safaguards capability or are indicative Ef an overall plan to commit
an act of theft or sabotage. The Commission was concerned that 3 substantial
safety hazard zould occur as a result of a deficiency in the safeguards system.
In respense to this concern, an amendment to 10 CFR § 73.71 was proposed in
Octooer 1973 (23 FR 50743) requiring reports of svents threatening or lessening
the effectiveness of the safeguards system. This amendment was published in
January 1281 (45 FR 4858) as a new paragrapgh (c) to § 73.71. The purpose of
paragraph (c) is to provide information concerning security system failures
whereby the NRC could identify recurrent safeguards procblems and generic issues.
The intention is to keep pértintnt NRC Offices informed of problems at facil-
ities, so that'sécurity problems can be identified and eliminated.

Since the promulgation of § 73.71, licensees have commented that the
regcrting requirements are confusing. This has led to inconsistencies in what
is reported and the level of detai! provided. Without some level of uniformity
and detail, the usefulness of such reports is limited because an adequate data
Dasa cannot be estabiished for generic analysis. To recuce this confusion, the
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NRC is proposing ravisiens to § 73.71 along with canforming zmendments to
3§ 70.52, 72.52, 73.67, and 74.11 anc tssuing a revised regulatory guide (35.82)
L0 assist licensees in determining ~nat should be repcrted and to provice a

format for doing so.

1.3 Value Imoact of Proposed 2ction

1.3.1 NRC QOperations
The proposed revisions and associated guidance will facilitate analysis

of safeguards events by requiring stancardized reporting. NRC costs will be

Cecreased because cof the decrease in number of telephonic and written reports
notwithstanding an increase in time o analyze more detailed writtan reports.
Reports of transpgortation/import/expcrt events are so infreguent (cemprising

.3% of the events) that a separate cost analysis was not done. These svents

are included as part of the 500 safeguards event reports received annually by
the NRC.

Cuir=ent NRC hesdauarters costs are estimated to be:

Cocumenting and analyzing reports (600 telephcnic reports/yr/
0.5 hr/report x $60/hr) ¢ (630 written reparts/yr x 1.0 hr/
report x 380/hr) + (500 log entries/yr/0.5 hr/entry x $80/hr)...... $72K

NRC costs after revisions to 10 CFR § 73.71 are astimatad to he:

(assuming an 20% reduction in teleghsnic and written reporting,

and a 20% reduction in log entries) (120 telephone reports/yr/

0.5 hr/report x $60/hr) + (120 written reports/yr x 4.0 hrs/

report x $60/hr) + (480 log entries/yr x 0.3 hr/entry x 580/hr)..... $46. 3K*

1.3.2 Induitrx Cperaticns

The proposed revisions to 10 CFR § 73.71 are expectad to reduce the burden
cn the Ticensees due to the reductiocn in telephonic and writtan repert notwithe
stanaing an increase in written repcrt content.

"The 345.2K difference represents lass than 0.5 man-years of effaort distrituted
cver neadquarters IE, NMSS, AEOD, and the Regions. Therefore this amendment
should not require formal changes to office budgets.
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Current Costs to the Industry

(Assuming 600 reports mace annually to the NRC pursuant to § 73.71 givided

oy 61 sftcs--acproxfmatcTy 9.8 reperts/site/vear are filad.) The nuzter
of reports made oy other licensed facilities and carriers is negligible.

Telenhonic Rsrorts

(Assuming 1.3 Ars/report x 3.8 reports/site x $60/hr)

e A T T L TR NS P $.88K
i A O S $54K
dritten Qeports
%
(Assuming 25 hours/report X 3.8 regorts/site
X 380/hour) site COREAYRE oiivsvvinvie v b anhs oo abrits $14.7K
meaied o O S A e I $500K
Ls¢ Entries
(Assuming C.5 hrs/report x 9.8 reports/site x 3$80/hr)
i nt Al T T e U N T TP $0, 3K
i i o TN Or . S I g - $13K
SOREE BMIRRIBIN = . 1 s i i BT ey S $15. 5K
Tetal Costs (In WIRTND: o 0 08 ao.imeanin 02w dhplbims subbon ts g Sora oo s s $372K
New £stimated Costs ta the Incustry
Telepchonic Reports
(Assuming an EOX reduction in telephonic reports -
2.0 reports/site x 1.5 hrs x $60) site cost/year........ ... .. $0. 18K
e B TR S S sl S $1lK
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kritten Sepgrts

(Assuming an 80% reduction in writtan reports and <0 hrs/
report = 2.0 reports/site x 40 hrs x $80) site cost/yr......... $4.8K
T $292.8K

Log Entries

(Assuming an 20% reduction in log entries and 0.5 hrs/entry -

7.3 entries/site/0.5 hr/entry x $60) site GOt/ P, i $0.23K
Industry Cost/yr. ..o vriiiinirininnrnnns R T LT rpen $14.0K
L L - A $5.21K
Total Costs (IndUSTrY). .. \iue i iiiitinere e e e e L. $317.8K

NG T N R PRURr pHP P | $654. 2K

1.3.3 (Other Government Agencies

The proposed action is not expected to affect other government agencies.

1.3.4 The Public
The cenefit %o the public is reduced cost and bSetter protection of
nuclear cower facilities because the NRC's apility to assess generic short-

comings of security systems and thereby recommend or initiate ‘mprovement is
frireased.

-

1.4 Qecisicn on Progo!!g Action

The tenefit tq be derived from this action is (1) a reduction in burden
to the industry and (2) a more uniform and detailed data analysis system which
would provide feedback to the industry for improving their safeguards systems.
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- STATUTCRY CONSICERATIONS

2.1 NRC Authority

The Atomic Energy Act of 1954, as amended, Section 161(3) provizes authore
ity for the Commissien to prescribe regulations cesigned to protect the public
health and minimize danger to life or preperty.

2.2 Need for Znvironmental Assessment

This preposea rule is the type of action described in categorical exclusion
10 CFR 51.35(c)(3). Therefore, neither an environmental impact statement nor an
envirormental assessment Yas ceen grepared for this proposed rule.

2.3 Relatisnship %5 Other §xf§tfng ar P*ogosog Regulatiors

These proposed reguiations have been developed <o be consistent and
compatible with the present event reperting requirements for power reactors
(10 CFR 50.72 and 50.73) and to establish a comparabie level for licansees
authorized to utilize or 2ossass SNM. Evolving proposed MRC regulations have
Seen considered to the extent practicaple.
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