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NucLeaw OPERATIONS

September 16, 1985

Dr. J. Nelson Grace Serial No. 85-682
Regional Administrator NO/JHL:acm

Region II Docket Nos. 50-338
U. S. Nuclear Regulatory Commission 50-339
101 Marietta Street, Suite 2990 License Nos. NPF-4
Atlanta, Georgia 30323 NPF-7
Dear Sir:

Under the provisions of 10 CFR 21, NRC Region II was notified on September 13,
1985 that a potential significant deficiency or substantial safety hazard
existed at North Anna Power Station Unit Nos, 1 and 2.

In accordance with the reporting requirements of the above regulations, the
following information is submitted:

A. Name and address of reporting individual:

Mr. W. L. Stewart, Vice President
Nuclear Operations

Virginia Electric and Power Company
P. 0. Box 26666

Richmond, VA 23261

B. Facility, activity, and/or component affected:
North Anna Power Station, Units 1 and 2
Electronically encoded vinyl key cards, Model number 1310,
used for security electronic access control system,

C. Name of firm supplying the component, activity or service:
Pyrotronics

51 Morgan Drive
Norwood, MA 02062
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Description of defect, deficiency, or failure to comply:

On September 9, 1985 at 0139 security personnel discovered that a station
employee with restricted clearance had unauthorized access to certain
station vital areas (as defined by the North Anna Security Plan). The
restricted clearance badge, number 1329, was issued to the employee, an
operator trainee, on August 2, 1985 along with a corresponding
electronically encoded key card. A restricted clearance authorization
allows access into the protected area only via the key card. On
September 9, 1985 the key card issued to this employee was discovered to
be incorrectly encoded as it was read by the electronic access control
system as badge number 1201. The key card was tested in other card
readers with the same results. Badge number 1201 is a currently issued
badge with unrestricted clearance and authorization for access to several
station vital areas. Consequently, the employee could have gained
undetected access to these areas via the defective key card; however,
research indicated no unauthorized entries were made.

The defective key card, model #1310, was manufactured and encoded by
Pyrotronics. In order to prevent recurrence, currently issued key cards
were checked using the electronic access control system to verify that
they were properly encoded. This was completed on September 10, 1985 and
yielded another key card which was improperly encoded. This second
defective key card would not have allowed access to any vital areas.
Additionally, new unissued key cards on site were checked to ensure no
other defective key cards existed. This was completed on September 11,
1985 and resulted in the discovery of three additional key cards which
were improperly encoded. The five defective key cards were subsequently
destroyed. This event was determined to be a substantial safety hazard
as described in NUREG 0302, Revision 1 and therefore reportable under
10 CFR Part 21.

Date of discovery:

September 11, 1985

Similar components, activities, or services:

The electronically encoded key cards are used at North Anna in
conjunction with the electronic access control system. The key cards are

issued as part of the security badge and are used by authorized badged
individuals.



ViroiNia

G.

Very

)

%w w. L.

cc:

ErLecTRIC AND POWER COMPANY TO r. J. Nelson Grace

Corrective Action which has been, or is being or will be taken, the
individual responsible and the length of time to complete this action.

As noted above, on-site key cards have been tested and the five found to
be defective were removed from service and destroyed. The North Anna
security department will test new cards upon their arrival in order to
prevent recurrence.

Other information:

Not Applicable.

Should you require further information, please contact this office.
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Director, Office of Inspection and Enforcement (3 copies)
U. S. Nuclear Regulatory Commission
Washington, D. C. 20555

Mr. Edward J. Butcher, Acting Chief
Operating Reactors Branch No. 3
Division of Licensing

Mr. M. W. Branch
NRC Resident Inspector
North Anna Power Station



