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EXECUTIVE SUMMARY

On November 8, 100U6, the licensee found at 1:00 a.m., that exterior Unit 1 railroad door
RB-10 had wire protruding from the security lock core. At 1:10 am., the licensee determined
that Unit 2 exterior railroad door RB-09 could not be opened and subsequently the licensee
determined that the lock also had a wire inserted into the core.

On November 8, 1996, at 10:18 p.m , the licensee discovered a lock at Unit 2 Reactor
Building door RB-16 with a thin gauge wire inserted into the security lock. The lock had been
checked at 8:44 p.m , same date and found to be operational. The wire that was inserted
into the locks at the three doors was determined to be the same type wire. As a2 result of the
event at RB-16 the licensee conducted another search of the area and discovered a piece of
wire similar to the other wire lying on the floor in the vicinity of the switch-gear room door.
There was not any evidence of tampering with the switch-gear room door.

A chronological Sequence of Events was established by the inspector for the November 8,
1996, security lock tampering at Unit 1 and Unit 2 railroad airlock doors, and at Unit 2 reactor
building door. The Sequence of Events is documented in Attachment A to this report.

Overall the licensee's response to the November 8, 1996, lock tampering events, was
excellent. However, the licensee's reporting of the events to the NRC was not in accordance
with regulatory requirements. In addition, the control room was not notified of the tampering
events in a timely manner. The licensee's evaluation concluded that the lock tampering
events were perpetrated by individual or individuals who had authorized, unescorted access
to the site.

The inspector concluded that site management appropriately pursued identification of the
individual or individuals who may have placed the wire into the lock cores.

Following extensive reviews by the licensee and independent verification by NRC, the
inspector concluded that tampering occurred; however, to date no suspect has been
identified.

The investigative staff of the corporate, assisted by a consulting firm, Risk Management
Associates, adequately reviewed the event and other previous events to ensure that any
potential tampering events had been fully evaluated They concluded that the wire was most
probably inserted as an act of vandalism

The licensee restored the doors to operational status immediately after the events were
discovered.

The inspector concluded that the licensee adequately evaluated other systems for signs of
tampering.

The inspector concluded that there was no evidence of additional tampering and that the
licensee had adequately evaluated plant condition reports and other documentation for
additional examples of potential tampering.
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The licensee appropriately identified actions to be taken to enhance det ction of additional
tampenng

The licensee was in compliance with the Physical Security Plan (PSP) with respect to fitness
for duty, personnel access authorization, criminal history checks, and access control of
protected and vital areas. However, the iicensee failed to meet the one hour event reporting
requirements of the regulations, 10 CFR 73.71, and Security Instruction OSI-20, "Reporiing of
Safeguards Events," Revision 15, dated September 12, 1996. This is a violation of
Regulatory Requirements (96-17-08).

Attachment C contains information provided to Brunswick site management by NRC to assist
in the licensee's response to the events. The attachment contains NRC Information Notice
(IN) 83-27 concerning deliberate acts directed against plant equipment and internal NRC
guidance for plant system check-out following suspected sabotage.

Attachmerit D contains a representation of the wire and cop.es of photographs of the doors.
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Repeit Details

Operational Status of Facilities and Equipment
Tampering Event

On November 8, 1996, at 1:.00 a.m., a security officer, while conducting the seven day
functional test of security equipment, discovered a small gauge wire protruding from
the security lock core in Unit 1 railroad door RB-10. Continuing the equipment check,
at 1:10 a.m, the officer discovered that he was unable to open the security lock on
Unit 2 railroad door RB-09 because of an obstruction. Subsequently, the RB-09 lock
was found to have a small gauge wire jammed in the lock core (Attachment D). The
licensee initiated Condition Report (CR) 96-03723 for these two events.

On November 8, 1996, at 10:18 p.m., a third event of tampering with security locks
was discovered when an officer, on increased security patrol, discovered a small
gauge wire similar to those previously discovered inserted in the security lock at

Unit 2 Reactor Building Door RB-16. Also at 4:50 a.m., a wire similar to the other
wires was discovered on the floor outside the cable spread-room near Door CS-02.
There was not any evidence of tampering with the door lock at the cable spread-room.
The licensee initiated CR-96-03730 for this event.

luation an rrection of mpon
In ion
The inspector reviewed the licensee's evaluation of the damaged locks to determine if

the as-found conditions represented tampering and to determine if the damaged
components were repiaced and whether operability was satisfactorily demonstrated.

The inspector reviewed the licensee's actions as a result of ihe lock tampering event.
The inspector noted that the licensee event team concluded that there were no

apparent safety implications from the act of tampering. Five factors were considered
in determining the probability of a malevolent act:

- The wire was discovered protruding from the cylinder of two of the three locks,
which indicated the person who inserted the wire was not trying to hide the
tampering act. A thorough search of the interior of the area did not disclose
evidence of deliberate manipulation of any equipment within the areas.

- There was no communicated threat received toward the plant or plant
equipment.

- There were no other events of this nature.
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- The events involved a low level of sophistication. The wire used for the
tampering events were readily available on various types of equipment tags
throughout the plant area, and the wire was too fine and pliable to be used as
a lock picking device.

- The target selection indicated that the individual possessed a poor knowledge
of the plant parameters. In tie first event, the railroad airlock doors are
infrequently used. They are used for equipment ingress/egress only. Also,
there are vital locked and alarmeu doors interior to the railroad doors. In the
second event, the door leading from the Turbine Building to the Reactor
Building 1s between two turnstiles used for personr.el access. The door and
adjacent turnstiles are alarmed and controlled by card readers. The door is
mainly used for equipment and infrequently for visitors and handicapped
access. As the door is unlocked electronically via card reader and electric
door strike, disabling the mechanical lock by tarmpering would not prevent the
opening of the door.

c. nclusion

The acts of tampering with the security locks did not compromise security or
continued safe operation of plant systems

0212 luation of Plant ms for Additional T rin

a | ion

The inspector verified that plant safety systems have been sufficiently evaluated for
potential tampering to assure they could perform their intended functions.

b. Observation and Findings

In response to the security locks being tampered with, the licensee performed an
inspection of additional systems, including safety related systems and non-safety
related systems that could have an impact on the safe operation of the plant, to
assure that the systems were intact, with no signs of potential tampering. The
Operations .nd Engineering departments conducted independent wal-downs of the
systems. Acceptance criteria for these system walk-downs were conducted using the
NRC Draft Information Notice, "Guidelines for Assessing Indications of Equipment
Tampering/Sabotage," (Attachment C) and Standing Instruction (SI) 96-154.

On November 8, 1996, a condition was identified that warranted additional review.
While performing scram time testing on Hydraulic Control Unit (HCU) 26-23, a metal
valve tag for the scram inlet valve was found positioned between an extension of the
stem and a fixed nut above it (attached to the valve body). The metal tag was
positioned in a way that it may have caused the valve to bind when stroked. It was
removed pnor to the HCU being scrammed without incident. All Unit 1 HCUs were
checked for the same condition and none were found. The valve tag that presented
the concern was long enough for the tag to be in that position which was unique only
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to that HCU, presenting the possibility the tag may have become iodged in that
position. The licensee concluded that the tag was not intentionally placed in that
position. Additionally, the licensee, considering the placement of the tag and the
material of the tag, concluded that the rod would have inserted into the core if a
reactor scram had occurred. The Resident Inspector reviewed the event and
concurred with the licensee's analysis.

On November 9, 1996, the licensee found two cut locking tabs in the Standby Liquid
Control area. However, all valves that shouid have been locked were found to be
locked. The licensee concluded that the locking tabs had been cut off as part of
maintenance, and when replaced, the old locking tabs were discarded on the floor.
The licensee considered this event as an example of poor housekeeping practices.

On November 12, 1996, at approximately 7:15 p.m., a security officer was unable to
operate a security padlock on the diesel generator roll-up door. The lock core was
removed and replaced. A subsequent inspection of the faulty core revealed a piece of
paper in the core. The piece of paper was turned over to the investigative team who
concluded that the paper appeared to be old and may have been in the core for a
long period of time. They concluded that the paper in the core was not part of the
lock tampering events.

iew of Previ Rs for Eviden f Tamperin

The licensee reviewed the CPs in an effort to determine if any other suspected issues
existed that had the potential to have been caused by tampering. The events are as
follows:

1 On October 26, 1996, at approximately 6:00 a.m_, two toggle switches
(load/unioad and audible alarm) at the top of the panel of the 1D air
compressor in the Unit 1 Turbine Building, 20 foot elevation, were found to
have been changed from their normal positions. The condition was found by
an operator who checks the gauges on the compressor during his normal
rounds. The plant process computer data was reviewed and confirmed that
the toggle switches were changed at about 5:53 am. The switches were
placed in the correct pesitions, and the event was reported to the Control
Room.

The licensee reviewed the event and determined that a fluorescent light fixture
located approximately 13 inches above the top of the compressor cabinet and
about 24 inches directly above the toggle switches had fresh hand prints on
both bulbs. The hand prints ran the entire length of the bulbs. The top of the
cabinet was uniformly covered with dust except for the area directly over the
switches where the dust had been disturbed. The pane! on which the switches
are located had dust covering it except for an area approximately 2 feet wide
which was wiped clean. The switches are just off center of the wiped clean
area.
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The licensee, as part of the event review, interviewed personnel who would
normally be responsible for changing or adjusting lights and reviewed the
applicable work orders. No work orders were found for lighting in this area.
Loss Prevention Unit (LPU) personnel questioned had no knowledge of any
lighting repairs in this area. No housekeeping or decon personnel had any
knowledge of lighting work in that area. Environmentai and Radiation Control
personnel noted that two people wearing CP&L hard hats were seen carrying
two fluorescent bulbs in that area in the early morning of October 26, 1966,

On October 26, at about 9:.00 p.m., a chemistry technician found and reported
an eyewash and shower unit located on the 20 foot elevation of the Unit 1
Turbine Building was leaking and that a puddie of water about 3 feet in
diameter was on the floor in the area. The LPUs were called and secured the
shower unit.

The chemistry technician who found the leaking shower attempted to secure it
but couldn't get the arm to lift to the fully closed position. When LPU
attemnted to secure the unit, they had tc manipulate it several times tc get the
arm to wully close. The valve was not functioning properly. When the unit was
tested on October 27, it was found to be faulty and a Work Request Job Order
(96-AlENI) was submitted to have it repaired.

Discussions with LPU indicate that similar failures have resulted in leakage on
other shower stations. Surveillance Procedure OPT 34.21.3.0 requires a
monthly functional test of these stations. The last test performed on the
station found to be leaking on October 26 was conducted on October 7, 1996.
The station was found to be working properiy at that time.

On October 26, at about 10:00 a.m., an auxiliary operator (AQ) found the tower
outlet valve on the B cooling tower of the supplemental spent fuel cooling
system in a throttled condition. The towers are located on the roof area at the
50 foot elevation of the Unit 1 Turbine Building. The valve is normally kept in
the full open position The valve was placed in the open position and the
event was reported to the Control Room.

The B cooling tower was found to be losing a considerable amount of water
through the overflow. The amount of water exceeded the capability of the
catch container, and water was flowing onto the roof of the building. An AO
arrived on the scene and secured the flow of water by adjusting the position of
the A tower outlet valve. On October 26, an AO confirmed that the valves
were correctly positioned at about 2.00 p.m. He also found the water levels of
the two towers to be normal during rounds at about 4:00 p.m. Another AO
found the B tower vaive inrottled at about 10:00 p.m. He found that the
locking device on the valve handle was stuck in the open position allowing the
handle to move freely. During this period, the temperature of the water in the
fuel pool may have increased by as much as two tenths of a degree. Prior to
10:00 p.m., water was spilling off the roof of the Unit 1 Turbine Building in this
area at a rate great enough to require grating be laid down to traverse the
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puddle created on the ground. Also, just prior to the AO securing the valve,
Projects personnel noted that water was collecting in the area of the storm
drain.

The licensee concluded that the three events appeared to be distinct and unrelated.
The air compres~or appeared to be an example of someone affecting operating
equipment while performing a housekeeping task. The eyewash/shower event
appeared to be an example of equipment failure. It was noted by LPU personnel that
these units per odically have valve failures which result in conditions iike those found
at this shower. The investigation of the supplemental spent fuel pool cooling system
has not yet yielded a viable conclusion. With the handle stuck open, an inadvertent
misposition of the valve is a possibilit; as is operator error.

d nclusion

Based on independent review of the documentation of the licensee's inspections and
walk-down of the plant, the inspector concluded that there did not appear to be any
other examples of tampering related to the three security lock events.

02.1.3 Site Management's Response to the Cvent

a. In ion

The inspector reviewed the actions taken by site management in responding to the
tampenng with security locks to determine if management's response was approprate
for the circumstances.

b. Observation and Findings
The inspector reviewed the licensee's actions for recovery from the event. Prompt
action was taken to investigate the event and a recovery action plan was quickly
started. The action plan included the following:
- ensure integrity/operability of required security equipment;
- initiate/conduct an independent investigation,
- develop a plan for recovery from the event, and
- communication and event documentation.
Management initiated the following immediate measures: (1) compensatory security
measures to prevent against any continuec acts of tampering; (2) detailed walk-down
inspections by Operations and Engineering to ensure thc: '@ was no evidence of

tampering with plant equipment; and (3) an independent investigation to determine
who may have tampered with the locks and the extent of any tampering.



-

-

6

Management met frequently with plant personnel to discuss the status of the recovery
effort. In addition, management kept NRC (site personnel, Regional NRC
management, and NRR management) informed of the actions being taken and the
status of the recovery plan.

c. Conclusion
The inspector concluded that site management appropriately pursued identification of

the individual or individuals who tampered with the security locks and sought
identification of any additional potential tampering with plant equipment.

The inspector concluded that tampering with the security locks had occurred and that

the most likely individual or individuals involved had authorized access to the
protected area and potentially had access to the vital areas.

02.1.4 implementation of Interim Action t tect New Tamperin

a. In

ion Sc¢

Determine if adequate interim actions to detect new tampering had been implemented.
b. Observation and Findings

After the second lock tampering event, the licensee took the following actions to
detect new tampering:

checked all security locks for tampering;
established one hour patrols of RB-09 and RB-10;
inspected Control Room back panels,

had operations perform an inspection of the Turbine Building and Diesel
Generator Building; and

had operations conduct an inspection of all Unit 1 and 2 vital areas.

After the third lock tampering event, the licensee took the following additional actions
to detect new tampering:

Additional security surveillance was established for selected plant areas (two-
man patrols in the Diesel Generator Building, south side of the protected area,
and the Unit 1 and Unit 2 Reactor Buildings).

Access to the protected area was limited.

A "two-man rule" was implemented for all personnel inside the protected area.
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- Plant walk-downs were performed by Operations and Engineering using NRC's
Draft 1988 Information Notice, "Guidance For Assessing Indications of
Equipment Tampering/Sabotage,” as guidance.

- The Emergency Response Facility Information System and plant processing
computer were reviewed for changes or transients.

- Target areas for enhanced protection were defined.

- Additional surveillance cameras to monitor known target areas were installed.
- Personnel and equipment were searched when departing protected area.
Conclusion

The licensee expedited the implementation of actions to enhance detection of
additional tampering through the use of patrois and surveillance equipment. The
licensee intends to maintain some of the surveillance equipment to detect or deter
future tampering.

Conduct of Security and Safeguards Activities
nty Investigation of th nt
In ion

The inspector determined if Security and Investigation staffs adequately reviewed the
event

Observations and Findings

The corporate investigators responded to the site on November 9, 1996, to determine
independently when and how the wire was inserted into the security locks. The
investigative team employed personnel from "Risk Management Associates” to assist
with the investigation

The site Security and Investigative staffs researched files to determine if any workers
were recently at other sites where tampering events had occurred, obtained a list of
outage workers terminated after November 8, 1996, obtained a list of personnel within
the protected area since 4.00 p.m., on November 8, 1996, cross-referenced the list of
personnel within the protected area against those in the protected area during a valve
mispositioning on October 26, 1896, and interviewed selected personnel who were
within the protected area after 4.00 p.m., on November 8, 1996. Additionally, the
investigators forwarded selected statements for verbiage analysis to the Federal
Bureau of Investigation. The investigators administered a polygraph to selected
individuals, with negative results.
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nclusion

The investigative staff thoroughly reviewed the event and concluded that there is
evidence to support the conclusion that an unknown individual or individuals had
inserted a foreign object into two security locks at the railroad doors and one iock at a

door in the Reactor Buildi investigation is continuing. The Region |l Physical
Security staff is continu ‘for the investigation.

valuation mpliance with the Physical ity Plan (PSP
In ion

The inspector determined if the licensee was in compliance with the PSP and
procedures.

Observations and Findings

To preclude individuals from being authorized access to the facility who may engage
in tampering, the licensee established a screening program in accordance with

10 CFR 73.56 requirements. The PSP states that .. at Carolina Power & Light's
Nuclear Plants, al! elements of Regulatory Guide 5.66 have been implemented to
satisfy the requirements of 10 CFR 73.56." The PSP further requires that,
"Identification and access authorization is controlled by an automated security
system." Portals for granting access to the protected area are locked and alarmed.

The inspector while reviewing the lock tampering events noted that the licensee had
discovered the first event of lock tampering at the Unit 1 railroad door on November 8,
1996, at 1:00 a.m., and the second event at the Unit 2 railroad door at 1:10 am. The
inspector determined that the licensee failed to report the events to the NRC until
546 a.m., 5 hours and 46 minutes after discovery. The third lock tampering event
was discovered on November 8, 1996, at 10:18 p.m., at the Unit 2 Reactor Building
door. The licensee reported this event to the NRC at 11.40 p.m_, 1 hour and

20 minutes after discovery. All three the events were not reported to the NRC within
one hour. The inspector also noted that security did not notify the Control Room of
the event until approximately 3:25 a.m., 2 hours and 25 minutes after documenting.
The Control Room staff is responsible for operations of the plant and should be
notified immediately of any event that may impact the safe operation of the plant.

Paragraph 2.0 of the PSP, Revision O, dated March 15, 1996, requires that, "..plant
security procedures are established to provide detailed information to the security
force on implementation of plan performance objectives and commitments.”

Appendix G to 10 CFR Part 73(1)(3), Reportable Safeguards Events, requires that

«ents that cause "Interruption of normal operation of a licensee's nuclear power
ieactor through the unauthorized use of or tampering with its machinery, components,
or controls including the security system " be reported to the NRC within one hour.
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The licensee's Security Instruction OSI-20, Reporting of Safeguards Events,

Revision 15, dated September 12, 1996, Paragraph 4.17, defines tampering as "when
used in connection with Appendix G to 10 CFR Part 73, altering for improper purpose
or in an improper manner."

Paragraph 6.2.9 of Security Instruction, OSI-20, Reporting of Safeguards Events,
requires that events of confirmed tampering of suspicious origin or unauthorized use
of safety or security equipment be reported to the NRC within one hour.

On November 8, 1996, the licensee failed to report the lock tampering events to the
NRC within one hour. The first event was not reported for 5 hours and 46 minutes
and the second event was not reported for 1 hour and 20 minutes. This is a violation
of regulatory requirement (96-17-01).

nclusion

The licensee was in compliance with the PSP with respect to fitness for duty,
personnel access authorization, criminal history checks, and access control of vital
areas. The licensee failed to report the lock tampering events to the NRC within one
hour of discovery and did not notify the control room of the lock tamperings in a timely
manner.

INSPECTION PROCEDURES USED

71707: Plant Operations

71750: Plant Support Activities

81601: Safeguards Contingency Plan Implementing Review
81700: Physical Security Program for Power Reactors
92001: Followup - Plant Operations

92002 Followup - Maintenance and Surveillance

Exit Meeting Summary

The inspection scope and findings were summarized to licensee management at the
conclusion of the inspection on November 15, 1996 The inspector described the areas
inspected and discussed the inspection results. The inspector discussed the licensee's
failure to report the events to the NRC within the required time. The licensee acknowiedged
the inspector's findings. Proprietary information is not contained in this report. Dissenting
comments were not received from the licensee.

PARTIAL LIST OF PERSONS CONTAC ED
Licensee

K. Ahern, Performance Evaluation Section
A. Brittain, Supervisor Security

W. Campbell, Vice President

J. Corcetti, Security
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B. Deacy, Supervisor Outage Maintenance
M. Denton, Corporate Security Investigator
C. Gannon, Manager Maintenance

T. Hackler, Operations

M. Harris, Site Communications Manager

S. Holth-Nguyen, Security

B. Lindgren, Site Support Services Manager
W. Levis, Director Site Operations

W. Murray, Licensing

NRC

R. Hannah, Public Affairs, Region ||
C. Patterson, Senior Resident Inspector
D. Verrelii, Acting Branch Chief, Region ||

Other licensee employees contacted included Operations, Engineering, Licensing, and
Maintenance personnel.

LIST OF ACRONYMS USED

AO  Auxiliary Operator

CR  Condition Report

IN Information Notice

NRC Nuclear Regulatory Commission
NRR Nuclear Reactor Regula.ion
PSP Physical Security Plan

SOM Shift Outage Manager

Sl Security Instruction

SRO Sen.or Reactor Operator

SS Shift Supervisor
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DATE
11/8/96

11/8/96

11/8/96

11/8/96

11/8/96

11/8/96

11/8/96

11/8/96

TIME
6:06 am.

6:15 a.m.

6:24 am.

710 am.

9:32 am.

952 am.

10:15am.

1:35 p.m.

EVENT

Performed waik-down of building checked locking devices to
vital areas. No problems noted.

RB-09 and RB-10 placed under increased patrol (1 hour).

Building AOs inspected all vital areas for security abnormalities.
Nothing noted.

Protected and vital areas searched for wire from equipment
tags. The wire was suspected of coming from that source.

Operators inspected selected key locks and door locks in Unit 2
Reactor Building, Turbine Building, Control Building (including
back panels), and outside areas (Diesel Building, Service
Building, and 4-Day Tank room). No discrepancies or unusual
conditions found.

Completed tcur of outsice vital areas as directed by SS to check
all locked areas to ensure there was no lock tampering. The
following locks and key lock switches were checked:

Diesel Building: door 113 north, dr 103 south, panels 1A-HA7,
1A-DG-H32, 1B-HA8, 1B-DG-H33, 2A-DG-HQ6, 2A-HC1, and
2B-HC2, E4 to E2 SBO SS-B, E4 ASSD keylocks components:
AL1, ALO, AKS, AKB, AK7, AK4, AK3, AK1, AKO, E3to E1 SBO
SS-B, E3 ASSD keylocks components: AJ4, AJ3, AJ2, AJO, Al4,
Al3, E2 to E4 SBO SS-B, E2 to E1 ASSD X-TIE $S-B, E2 ASSD
keylocks components: AH8, AH5, AH4 AH3, AH2, AH1, AGY,
AGS8, AG6, and AG5. E1to E2 ASSD X-TIE SS-B, E1 10 E3
SBO SS-B, E1 ASSD keylocks components: AF9, AF8, AF3,
AEB, AE7. ES5, EB, E7, and E8 RSD and ASSD keylocks. DG1,
2, 3, and 4 ASSK keylocks.

Four-Day Fuel Oil Tank Room: door 001
Service Water Building: door 4 north - door 3 south

Completed inspection as directed by the SS of ke switches and
keylocks for signs of tampering (Ref CR96-" . * Items
inspected included doors and MCCs located .n th ' Unit 1
Reactor Building and Turbine Building, the Control Building
including the 70' HVAC are» Cable Spread, and back panels;
the Radwaste Building, and the outside areas including the
Diesel Generator Building, SW Building, and the 4-Day Tank
room. No discrepancies noted.

Entered AOP-13. Verified doors on attachment 3 closed.




DATE
11/8/96

11/8/96

11/8/96

11/8/06

11/8/96

11/8/96

TIME

235pm.

502 pm.

512 p.m.

515 p.m.

546 pm.

6.00 p.m.

EVENT

Completed OSAQO portion of OSAP-13.0, severe weather door
check and walk-down of outside areas. Various equipment
throughout plant site needs securing. SOM informed.

Service water piping in the radwaste pipe tunnels had been
walked down during rounds IAW 001-03.5, page 24, items 8-11.
Service water lineup was found to be satisfactory.

Completed tour of all outside tank areas as directed by the
Unit 1 SRO to check for tampering of valve positions and locking
devices. The following tanks were checked:

- U-1 CST HPCI/RCIC/CRD and condensate transfer lines

- U-2 CST HPC1/RCIC/CRD and condensate transfer lines

- 7-day fuel oil tank aux boiler, diesel fire tank, and aux boiler
lines

- MUD tank demin water lines and diesei fire pump aux line

- Fire protection tank lines to diesel fire pump and motor
driven fire pump

There were no valves out of their normal position and all locking
devices were in good condition and intact.

Completed a visual lineup verification of all outside Tank areas
as directed by the SS. Inspection was performed to check for
signs of tampering (Ref CR 96-3723). Areas inspected included
both Units' CSTs, 7-Day Fuel Oil Storage Tank, Diesel Fire
Pump Fuel Tank, the Fire Protection Tank, and the MUD Tank.
No valves were noted to be out of position and all applicable
locking devices were intact.

Performed safety/security walk-down of the following Unit 1
components: 1XA, 1XB, 1XC, 1XD, RSDP, RCIC inverter, 1XA-
2, 1XB-2, 1A-RX, 1B-RX, 1AB-RX. No abnormalities or
discrepancies noted. Keys were physically inserted into all
ASSD and remote shutdown key lock switches.

Performed safety/security walk-down of the following Unit 2
components: 2XA, 2XB, 2XC, 2XD, RSDP, RCIC inverter, 2XA-
2, 2XB-2, 2A-RX, 2B-RX, 2AB-RX. No abnormalities or
discrepancies were noted. Keys physically inserted into all
ASSD and remote shutdown key lock switches.



DATE
11/8/96

11/8/96

11/8/96

11/8/96

11/9/96

11/9/96

11/9/96

11/10/96
11/13/96

11/15/96

EVENT

Performed security walk-down of the following Unit 2
components: 2E7, 2EB, 32A, 2A, 2B, 2C, 2D, 2AB, RPS and
UPS distribution panels, UAT backfeed keylocks, 2A-TB, 2B-TB,
2AB-TB, 2C-TB1, 2D-TB1, 2E-TB, 2F-TB, 2D-TB2, 2C-TB2,
circulating water backwash valves and panei 10A. All locks
were physically challenged and inspected for obstructions with
no abnormalities noted.

Performed security walk-down of the following Unit 1
components: 1E7, 1E8, 31A, 1A, 1B, 1C, 1D, 1AB, RPS and
UPS distribution panels, UAT backfeed keylocks, 1A-TB, 1B-TB,
1AB-TB, 1C-TB1, 1D-TB1, 1E-TB, 1F-TB, 1D-TB2, 1C-TB2, 9A,
and circulating water packwash valves. All locks were physically
challenged and inspected for tampering/operability.

Performed safety/security walk-down of the following equipment:
All 480V MCCs with ASSD keylocks, all locked 120V panels,
RSDP, LEP tool boxes, all high radiation doors and
miscellaneous doors within the RX Building. A key was inserted
in all locks and no abnormalities were found. .

A security officer on patrol discovers a wire inserted into the
security lock at the Unit 2 Reactor Building door (RB-16).

Performed walk-down of north and south HCU banks on Unit 2.
Inspected for proper valve configuration, amphenols properly
connected and for possible interference with the operation of the
126 and 127 valves. All HCUs found to be in satisfactory
condition.

Completed waik-down of Unit 2 HCU north and south banks.
Checked valve positions, amphenol connections, and for
interference with proper operation of the -V126 and -V127
valves on each HCU. No discrepancies were noted.
Two-man rule implemented.

A wire similar to the other wires used in the tampering events
was discovered outside the cable spread room.

Two-man rule terminated.
NRC safeguards inspector on site.

Investigation and additional security will continue pending the
licensee providing the NRC with a recover plan.




LIST OF LICENSEE DOCUMENTS REVIEWED

Physical Security Plan

Security Instruction, OS| 20, Reporting of Safeguards Events
Event Notification Worksheet, dated 11/8/96

Condition Report #96-03723

Operations Logs

Event Notification Worksheet, dated 11/9/96

Condition Report #96-03730

Security Shift Report 6:00 am. to 6:00 p.m., dated 11/8-8/96
Evaluation of the Tampering Events, dated November 8, 1996
Standing Instruction SI-96-154

Historical Access Control Reports

Radiation Control Shift Turnover, dated 11/09/96

Operability Test/'nspection, dated 10/01 to 11/01/96

Security Incident Repor.s

ATTACHMENT B



INFORMATION PROVIDED TO LICENSEE BY NRC ON NOVEMBER 8, 1996

(1) NRC IN 83-27
(2) NRC Internal memo, dated December 12, 1985
(3) NRC Internal memo, dated July 14, 1982

(4) Draft Document 89-XX, Guidelines For Assessing Indications of Equipment
Tampering/Sabotage

ATTACHMENT C
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UNITED STATES

LEAR RESULATORY COMMISSION i
OFFICE OF INSPECTION AND ENFORCEMENT
| WASHINGTON, D.C. 2088S

May 4, 1983

'E INFORMATION NOTICE NO. £3-27: OPERATIONAL RESPONSE TO EVENTS CONCERNING

' DE1 IBERATE ACTS DIRECTED AGAINST PLANT
EQUIPMERT

Addresseas:

|
l
|
|
|
i
A1 nuclear reactar ‘acﬂ‘.lm nolding an coerating !icense (OL) or construetion
permit (CP), E

|

2yroose:

“his teformaticn ~ogice o EreVICEE 25 2 rotifisaticn of events wnfeh may nave
"voives celiberate act: :irectes acainst cian: eouicment ing 2 lacxk of station
“rocequres concerning response cy coerstirg personnel. It g expected that
"ecizients will reyiew e (infor-mzion for sopiicapility o thetr station

srocedures.  No specific igtiom or responte ‘¢ reguired &t %h1s time.

Jescrention of Cl'reumstancus:

|
A review of recent operating reactsr svents ‘ndicates that some improper valve
pestiioning ana ‘-strumentation irrequiertties may "ave involvee celiberate

CTS Cirected 2gainst z'ant eguicmmnt ‘n vital aress. The foliowing s a brief
fcCIint 37 thesa events.

At ne “rst fac:lity, during rougine cperetion, the Control Reom Operetor
received & steam generztor ifeeawstar cumo (SGFP) hign vibration alarm. Subse-
ently tne SGFP <rippec ang the cperstor ‘mmeaiately reguces turpine lcag

‘0 orevent the unit < rom tf“mnq. "he instrument /alves cn the low vacuum
trip sensing 1ine located outsice vital Areas were toparently celiberstaly
rep0s1tioneq "‘u;t1nq " th. pump t™p. The licensee conclugea that this
delfberate act could have beem 2 vesuit of & labor d1spute.

At the second facility, curing a veutine operator tour at approximately 1:00
&M, & manUal valve was folna snux 1n the common suction piping to ht

reea safety fnjection (HMSI) pumos, The valve was immediately reopened.. s
velve, which 15 checked by ppevetors each snift, nad been verifies ocoen et

ibout €130 p.m. the previous day. ~he chain and paaleock which secured this
valve n the open cosition peve msiing. Ade1tionaily, on the previous day the
mnual suction fgolation vajves of “%e tnree suxiliary feegewater PUmMpE hat been
‘ouna uncnained ano uniocxen 4n violation of ‘ecnniecal specifications requires
ments. “hese valves were fbymg ‘m tretr normally cpen position. “he metive

beninc he sctions was not Droven, tut the acticns resultes ‘n tme rSSI system
teing ‘roperable,

4809940080
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These evenes, &nd events At other olants, cemomstrate that the

dalfberate sty ofrecten BOEINST olant sguipment must be recognizeg,

WO a00ve events tne licansees were rot totally prepares fop Coarations|
followun actigng, Other ! fcansees may or M3y not be preparss tg 855088 the
$1tustion eng taxe NECESSAry steps to agsure oparepility of sygremg

t0 safety or maxe cecisvons Toncerning continued operation

Epertant
¢+ GUide)ings gp-
T Drepares by the 19censes outiining : precess for fol lowup of botn -

del :gmu énd fnagvertent acts with respect to plant operation should be
ava .. | ,

The Suidelines ane procasures snould fneluge o verification of the
SYSTemis) alignment, the Syszamis) cantrel logie, and the availaptiity of the
SYSTams) matin power supply, 'n eagition tnterreiatsd sygtoms should be
'NSPOCTed ang selectag safaty-reiated electrical panels ang cabinets, both in
the plant ang 1n tne comtrol room, may reguire s detatled inspection. 1§ 4
aaditions| tanpering 15 cetesses, s 'fcensee snould be ore ared to make &
cecision on whether °r ot zsntinuea oceration s ‘ustifiag EnC wnethar op nee
SYSTEMS necessary “== : gare STUTCIWn ire operanle.

1

-oereticna| NG sECUr1ty orosedures s Code with ragiological SAbotage and other
SNPeRts o safety must ne cevelooes in accorcance with 10 CFR 73.85(h)(1) ang
Apoencix C of pape 71, The setentisl impact of any celibarate ace a1

198INET Dlant squipment wust be évaluates, ano 2cticns taken 10 mitigate the
aAnticipates safety consemuences.,

No written regponse L0 tRYS Aotice ‘s requires. (¥ you rave

Ay Questions
rEQEreing this matter, slesse contacs +ng Regiona | Administrator of the
4DProDriate NRC Regionai Cffd<e, or <nts oredes.

% . vorean, Director

Oivisidn of Emergency Preparecress
ind ‘Engineering Response
Office of Ingspection ang Enforcement

Teennteal tontace: Paul R, Farran,
(301) 492=a788

Attacrment:
List cf Recently [ssueq IT Information ‘otices

)
l . cewfNpene
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Decembar 12, 1985

MEMORANDUM FPOR; DRBGP Sraff
l

FROM: A. El Chatfee, Chief
Reactor Projects Branch
|
ENCLOSURE: Memorandum from ED Jordan to Brian Grimes encicled
"Plant Systems Checkout Polloving Suspectsd Seboctage”
SUBJELT:

POTEINTIAL CABOTAGE: SUIDANCE FOR FOLLCWeUP

Inclosure | provides guidance for NRC ane ~icenses actions when potemetal
sabotage has veen identified. This guidance is provided for your review end

use. Plesss also review ithe licenses's progran for dealing vith potemecial
sabotage from an operaticns scandpoint. BEpelosure | is & good guide to uee
ig evaluating the licanses's program. You will nots that this guidanes is
oot included in any formsxl document. Please find a nethed to file chis
document 80 1t {4 gveilabls vhen nesded.

aé

A. I, ChaZfee, Chief
Reactor Projects Sranch
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PorTm L [yuc-m-ra-t« G o a8
it ™ ‘; .
| A NUCLEAN nt‘%‘Jﬂr‘:ﬁ'\:‘cammm ,7.,,, - Vos 8
% i it e San v W
‘ovas?’ . . 1
JUL 1¢ 1 f

HENORANDLM POR:  gpqan anm.:gmmr. S1viston of Emergency

’f’"mo Ce i

FRON; Edvard L. Jomtan, Director, Plviston of Enginearing
and Quality Assurence, If

SUBJECT: PLANT SYSTEMS CHECXOUT FOLLOWING SUSPm SABOTASGE

™he encicsee srocesure Proviges quidanca for sctiens to te taken following
instances of tuspeeses 1BOtAge. We request that you ruke this guidanes
et lably eo {E Management-on-call ang the 1T Coeretions Center Outy offtcer,

We are ¢ ‘ for use by the

‘n ny Director

inunn! ang

Instruction

Enclogures Procscure for Assessing N
In¢tcates Sabes ; .
" Wl O i
Ce/w enciosure; : .
Y. J. Dfrets, £po R T wdl v
L AT |
¢ B ] A Y
k. C. Devoung, |
Jo L. Blana, Jg'" foa !

R. C. s, Al

J. P, O'Rettiy, aqs

Jo G, u“m-. RITY L
Jo T. ColVtns, RV

R. H. Engelken, Ry

Jo M. Tayler, IE

Je Partiow, IE
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PROCIDURE FOR ASSYSSING S1GNI1FICANCE OF
IRDICATION OF !SAIOTAGI PRIOR TO CONTINUED OPERATION

|
|

|

JLETROSUCTION |
|

In view of recant svents {nvplving mt’m:m of potentis) sabotagy
Salem ane Brunswiek facilitims. a PrOcecUre nes besn prepered for ugg ip future
instonces of thigs king, The PUrDese of the procecure 18 to dets

BEDOTAGE hEs been cosmitiad hng to check owt the plant to ensure ¢
congitions., The

procadure (b fntances to previce guidance for 1!.%' .n::::m
CantEr euty officor ang mansgement-oneceil, and regions! personng) inve)
with responss to such events.

QaIgeTIve

The crimiry cbdsctive n dealing with an event ‘ngfcative of PotEntial sabotege
18 t0 ensure continues sare fee1lity congitions, Whenm an evant oreurs, gectdently
or intentionally Ymitintad, iudmau TUSt Do made regarding potamedg)

of the event ano the corrective sctions to be taken to eliminate the initiating
congitions ane minimize the congeauencas,

mocroues |

|
After cotantia) or setus) §ABCTAgE has been identifiag, 1t 13 necessary to gathar
sufficient fsets to enablie eiclear uncarstanding of the significance of the
fdentifiss satotage.- G“M"t FUCh undarstanding 15 the Tirst action to be taken
in resgonding to the 1dentif{ec sabotags. Information that may assist in this
first action 18 referred to in item A low. With an understanding of the
fdentifies sabotage, it 13 then eppropriste to establich an 1nftial prioritized
searcn of the esRoCiates or suspect systems. The resviting informetion 18 then
tha tasis for doumnint subsecvent action. Cleariy the extent

t

T which the
plant 13 cnscked (1.e.. items 8 ane C or 0 below) capenes on Judgment regarding
{netcations of further sabotage founc during the checkout.

Ao T | 1€n

The enciosure to the mq'onndu dates Novemder 6, 1981 to Commiss{oner
Bracfore from W. Direxs (constiets of 1 procedure %r thie evaluattion. A
cesy 15 enclosed. It 1§ tO be used for genersl guidance on mplemwntation
of this procesure, { y

B, Ov A 4 :

As set forth on page 3 Jf the enclosed "Sabotage Event Evaluation,” the
tonouct of tee ent edquipment cheex should include & check of the
oversl) plent and then a system by system Inspection, as sppropriste.

The oversll plant and system by systam 1.itings reflects o "hanas-on®
Appreach that weuld ens |u en inspector to verify tha \icenses's -

:
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cet:::';n cpr:cuao ont‘: :mcl::r‘gmr plant 1:&»::::“ “:: s
. repeet, I 4 cansee, not ¢
Pldnt. The assumptioniis rece thet the FSAR would be mmﬂ. -

overs!l gutdancs to pldne s Stem roouirements eng t

hat the plang Sy
‘$oecifications would be satis?ied before Justification of egaﬁm -

operation or resters. | g

Prior to & systems ci;ocw based on the iisting 1n {tems Cand D
gnu-hmsa ingpection jof the plant sheuld be nn'u by the 11 “‘g‘.‘

““inspaction unmuid be ldrgely by visual mears ene CORSIEE 0f four me
chtagors i

min
1]} These If‘ﬂ .
1. econtrp) room {nspacticn,

2. plant structures ‘mspecticn,
|
3. piping.and valve weikdown, ang
6 electrics) power intagrity conf{rmation. i

This bress {ngpacsicn should be 1n1t1ally performed to $POt sny major

sbnormaiity suen as g ¢ (11 glpllim CF § plantes explosive. It ghould
Aot be programmes to uimz 811 potentially fauites Bystems.

In the control room, vikual inspsction thould bu mece of
eng NS10e Cadinets with an €Yk to spotting sny obvious fault. One shouid
be alert to potting Juron. end certainly to sny Strange "packages.” -
4

In the vigual theckout plant structures, the seme q«;cnl ettituge

L

L 7 ] e NAC-ERRTARET =l 0. s “—-

1Y panels, bosres

shoulc e epprovriats.  Look for tanorvalities anc foretgn materisls. This

CETEROrY ShOule 1neluce! the mein plant butldings, thet 13, containment,
reecter butldin

‘. turnine building ano of course, the intake structure or
connection <o uits !

mate hest sink,
The ﬂun!‘uu velve walkdown should use the Same persiective. It showld
Aot seek afstinguishibetween system piping which (s safety-grs r

that which 18 not. Thi4 inspection: should s M1y consist of 4

patrel of all accessib) piping runs beatng alert to the more obvious
of faviting,

For uxamoie, one sheuld be GEDOCTEd to be b0 o "Ting® &
CUT chain of & "chatn and ped)ockeg” valve handie. On the other m one
should not expect to coafirm valve alignment during this 1Mt19\ .

bhms gonerel epproach. It should seek to verify that the vital power

MOUPBLISE ware not “altersc” T & signiffcant way, The purposa of thig

chect should be to meks (sure 1t was safe to turn power on for further
systams checking, |

When prelimin:py dctmquttoa of 1abotags has been made and further

investigation ingfcates (thet specific Stems might be affected, It
lo':ou!urr to perforn i,u compiets niaun of e:‘rnm mtn..‘cuct-dq

“-t U

.ﬂ'mny. the ‘nitial chdek of the eleetrica) system should be made with, tha
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011 accanstble menval motor cperates valve pesitieas, cireyte brRsKRGr
ind aleetrical switen itions, ete. Ae kdowns §
eEpacially pertinent
cannot be completsly
in high rag{ation iress may Do reguires ing on detatled

consideretion of the evidence of sabotage in thass éreas

congideration,
When svidanes of 5

00.14.1996 17137 T
|
! ' - e
r..'m NES B Qi o .
‘ |

L "

tus! system wei
rESPECE tO stan e whose
trates during :'m plane mu:::::?‘g&u

and & utﬁﬂc

botage {8 found 4.4 specific components and s
a-'::oﬂ identifiea, consideration of the consecuences of correce 3&...

14 be taken. A theroy

ive
h determination of possidle

tem respoase %o
CoOrrective actions thould gn made and contingeney puas.{: a0d

FREDOARES should ba

¢

ress thase
stermnes prior o teking corrective sctions.,

Detatlge examination of'.aytuu ineluding these associates with
(dentifing Sabotage may be necessary to establish the bas1s

for continued
operetion.® The systess to be examinse are 1isted in {tam C
applicsnle. Follewin

confirm systoms oper

or 0 as
En & checkout. 1t than would bae app ste .to
1ty throughout the plant using the Techates)

Specification requiremmEmts as the messure of safe operedility., This
conformance with Tech | Specification reguirements represents the
overall criteris on

mWde of reacter operattons,

c. P amsg
l.  Rasetor Systanm

dacisfons may be made regarcing changing th.

.

b VOsse! » chemk Tor obvicas sbnormal congitien

b.  Vesse! Leve) Bnstrumentation - concensing chamoers, piping, dp
nlll. " . \

‘2. Resctor flget rey

L D P4 ing
b, Valves, 4

!

on System

® And suctien

€. Motor, pume, controls

9. Power supplydd Set, cabVes, modules, dreskers
*. Contre) cap

T AN

VIV TRE PIGAT 18 cperatin
untdd sufficient chacks
down safely.

;

o Wiring, boards, breskers

Fontinued eperetion should and must be permitisd
;T Deen rece 1O Assure that the plant can be shut

Crem- ok



b

o i

e

« FROM RRC .01 00 14,199 (7139 rr
i |
+
‘0
s o '»oo-uu | e | b A iy S————
. ’ : . .
'l ! b . s » '..
LR S L Y r 2ot
- t - ‘ @

Control Res OﬂvoeMnuHe System

. MCUs (Hyorauiic Contrm) Unfts), dirsetional contrel velves,
fsolation velves. serem velves
b.  Piping throughout HCUs, SOV (Seram Dischargs Volume)

€.  SDV dratn and vent velves, IV Leve! switehas
. Contrel cirepit abies, boards

e AMr supply --nan; g vn‘\m. controla, pilet valves
Stenady L{suie cu:m-o\ Systom

d.  SLC tamk, Tevel, ;iping
P.  Pumps ane moters, Jower supplies, controls
€ VYalves, sauid, fsclaticn

6. Contrel eireyitry, pamels, csbinets, cables
Restdual Heat lun'nl (RHE) System .

e Heat ucum:n. primery side (shell),; secondary sids (tuns)
serviecs we

" -
b. PHm‘ry mu?mn PEEDS , FOTOrs, DIping velves, isolatism
va

ves, drywell spray piping and valves, torus spray piping
ang valves| y

€. Other primary side oiping snd valves, {.e., shutcown copld
noluunrzunm 2"! epplicadie "

¢, Control ciregitry, wiring, paneis, bosrus, Lo

r supplies, control power supp|ies
[N nc:“:’:rvm’nm" Syrtem

;1) Pumps | motors, weter sueply structurs

§'c {nterconnestions,

11)  Piping ane velves, fsoiatien ang intercornections
f14) Contra) circuitry, wiring, boeres, panels
fv) - Powerisupply, cadle, breskers, cantrols

Cere Spray Synm':
|

6. Pumps, motors '
B  Piping and velves, fselation valves check velves

€. Control circuitry wiring, panels {omc. control power
¢. Power wnHIo. c;no,- breskears, ;ontn\s

High Pressure Coslent !n&cmn Systam .

0. Pump and ty l"ll ar{ver
b. Nping‘ nlnc. iselation velves, condengete traps

c. ciregitry, w 10g1€, contra) power
ée  Turbine ot gystem, s control valves, speed governor

4 cht

i - | e
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8.  utomatic Depressurizaseon System

8. Saf nHo} vaives operabild
b, Gu:g\ cireuitry, wiring, tiuz. 1egtc

¢ AP or preoumstic sscumuistors, afr supply check velves, aie
supply Mqﬂl H

. Reactor Cors Ispldtion Cooling System*
‘= ge Pums end turllﬂn ériver

b.  Piping, valves, ‘splation velves, check moves, concensats traps
o Contrel cireyitry, wiring, logic

0. Jtesei Generstor $ystem

t. Day tanks and stovsge tancs
k. Fuel ofl pumps, netors, pIping
¢. Control Cirepitry, mr‘m. log1e : .
L Ge Dlesel air start onc Yubs o) systems

¢. Oensrator protective devices end output intercsanections (
electrical [systams) :

11. Containment Systams

;. Primary conthinmamt {sslstion valves ineluding MSIVs end controls

Prims ‘canutn_t {nerting system piping, velves, controls,
(11

e Su»nu:ga checher water ‘evel .

d. Yacuum Dresxirs = OW to0 torvs to reactor building
0. Stancby gas tresement system cperentiity

f. M purge snd verz valves control

12, Wrear Systems

2. RNR service Q‘uur piping, velves, pumos, motors
b. I.-rgncy servica witer {1e applicenie) piping, velves., pusms,
g ]

Intake structure <ntegrity

- "

d. Resctor M‘!:" closes mung woter, turbine tuilding closed
cooling watar, Tuel pool cosling

B gtmht no'rur system

f. fesal ganerptor vooling water system ‘

§.  Concensate apd fEmowster system inclugding sterage tanks and
. Cmnnligln ' '
; t

nsate r piping, pumps, velves
{. Féoowater 8T8 with #ss0C18ted DIBIng and velves

VYFEF Rariiar CuRs using an fs on condenser for this fumetion, only the
tbove (Tems (!.b.?‘au (9..) are sppiicable.

®
e

[ Ryghgr- pudh
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Instrusentation and Control Systems '

6 Reactor protection system, boArcs, recks, relays, complete
contro| rooa chack
b Neutren mond mng system {neluding TIP D1ping and valves ene

€ Procass contre) interfaces *
i AR AT T N
or safel shy neiuvaing room habitabild
Othar !LC - 9.¢., fusl pool cooling, offgas muoﬂn'."u:” -,

Hectrieal Syuui

6. OC system supply and monitering on 125 velt ang 280 volt
batteries kng chargers, BwitChQear ang panels

5. v1m As‘omlount ineluging ékv, 480 volt ana 230 volt buges

] ar

¢ &ut motor gontrel centars "
reency 1ighting system

t. Remots shu contre! system .

f. Cable spresding room

. Compresses Alr sybm

8. rusen.{ pecumulater tanks Wng moters
be  PMping and valves '
¢. Centrol ciremq“try. wiring
g ‘|' te
Main Turpine Generstor

0. Turbine contre) system tncluding electronydraulic of) system
5. Bypass valve controls

Ce relor sreiective systens
DR Pens fugrams
1o Rmactor System
I
8. Remetor pressire vessel
b. Comtrol rod drive mechanism above resctor vesss)
€. Comtro! ang {nstrumentation fOr ths resctor pretection system
(RPS) sne the overpressure protection system .
R

Resctor Coolant s’ysun (RCS)

6. Privary ane iseconcery coclent 1000 piping, valves (ineluding
sefety relfef), inscrumentstion and control

b. Resetor coctant pumps (RCP) ene ass0c14ted component cooling
incivding cosiing of Tube of! coolers snd compomen: .
cooling "i ves &ng piping out to contginment penetration

. .
:
| P
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s, tean generstor externa) dhmage, inclucing safety reld .
d. ;nmmur mmml mm.'aimum"mm?m (:: veives
nitregen) jupply, heatsr control and hester backup

oy
BuUpp !y, ang valves and allo"u o pressure relfaf w'm
Emergency Core Cooling System (EUCS)

6. Accusuiators ane piping & RCS vent ane 1solstion valves,
Aftrogen oressure ang wa:\y

8.  High hese charging pumes, charging ines, boren {njection

. tenks. 411 other safety fnjection pumes (f.a., {ntarmestate
heac cumot 19 applicanie) ane relatee piping and velve
slignment (‘rcluging manual fselation velvas) to RCS

€. Resteva) heat revove! (RMR) systems heat exchangers,
pures, valves 1nziuding menval u{sm 1selstion valve
alignment, anc assecisted control circutitry, wiring, penels,
interconnecticns, powar suppiias ane controf power ‘supplfes

¢.  RHR service weter system 1nciucing pumps, moters, piping,
velves (aspecially systam fsolatien velvas .

¢.  Rafueling water storage tank, associated fsolation valves ang

piping for €CC3 pumo suction

f.  Instrument and contrel racks for the entire ECCS system

Cemponent Looling System

. Comoonent cool’ng pumes, heat exchangers, spent fus! poe) hest
BECAENQErs, waTEF 1081 heat exchangers : :
b Spectal attention should go to comoonent cpoliing for RCPE,

smergency ciese) generetdrs, ECCS pumos and essocisted
{solation velves ang piping

Instrumentstion ane Contro!l

6. Visua! inspectien end functional testing of RPS and enginesring
safeguarasi systems

5. ¥isual checx: of instrument racks and wiring for RHR, suxiliary
fesgwatar system and tRUCOOWR Systems

€. Prgosarations] testing of SRMS, IRMS anc e1) other power
Teve! ingtruments

€. Control room ano suxiiiery room ventilstion system .

6. Instrument contrel air (Oor nitrogen) pressurs velves sng
: piving for safaty systems

f. Control room panals anc cabinets

-
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6. Wasie Disposal anc Ragiticn Protection System

8. Radiation monitors for service wate~ discharge heacers and plant

vents

b. Reactor coglant drein tanks, CYCS holdup tanks, and the waste
holdup tanks, valves, piping and -sdiatien alarms

C. Waste gas monitor tanks, vaive 1i%e up o service water
system

d. Gas decay tanks, analyzer tanks &nd ~lant vent valve 1{neup end
associzteg ragiation monitors &

‘a

7. Containment Systems

. Containment ‘solation valves, CVCS etccwn Tines, MSIVs
5. Conteinment pressure reifef valves, purge exnzust valves and

811 other manually operatec contzinment valves which are
accessible

Co Personnel ang eguipment access hatcnes

d. tontainment spray systems, piping, valves, ‘nstrumentation and

wiring, rumps, hest exchanger snr recircuiztion system sump,
pump and contreils

e. Mydrogen reccmbiner umits including the control panels and
power supply
Fan coolers with safety cooling “uncticns and fce condensers
({f applicadle)

8. Electrical Systems

a. Auxiliary power system, {nciuding 4160/480 vital buses, 125 voit
OC contre] buses/battery ana 120 VAC vital instrument bus

b.. Emergency diesel generztor system controls, fuel oil, lube oil,
tanks anc piping '

C. Cable spreeding reom

.9. Main Steam System

3. Associated relief vaives
b. Turbines include lube o1l system, bypass valves and
generstor protection systems
c. Steam generator feednumps and val.e lineup through FW heaters
d. Auxiliary feegwater system pumos °“nd manual fsolatien valves

10. Spent fuel pool and fuel hanaling syctems ({.e., if in refueling
outsge), incluging cooling system snc leve| noicaticns

11. Service water system inciuding piping, .lves, jumps, tnd heat
exchangers ;

12. Sampling cvstem for zppropriate systems incluging isclation valves
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NRC INFORMATION NOTICE NO. 89«XX: GUIDELINES FOR ASSESSING INDICATIONS
OF EQUIPMENT TAMPERING/SABOTAGE

A!!rlll...t

A1l holders of operating |icenses or construction permits for nuclear power
resctors,

Purpose!

This information notice 14 being provided to assist addressees in plenning

for events tnvolving {ndi¢etion of possible sabotage. If such an event

occurs, whether sccidentally or intentionslly fnitisted, Judgments must be

mage regerding potential tonseauences of the event and the corrective actions
necessary to ¢liminate the inftiating conditions end minimize the consequences.
It 13 expected thet recipjents will review the information for applicabtlity

to their facilfities, However, suggestions contained in this information notice
do not constitute NRC requirements; therefore, no specific action or written
response s required. |

|
Description o metances:

|
Nuclear power reactor licensees personnel have ‘dentified severs! {nstances of
equipment tampering, for gxnnple. misalignea breskers or valves, cut wires or

cables. or the placement Df foreign cvbjects in & plece of machinery or contemin-
ating ‘1qu1dt in reservoirs or tanks.

Discussion: |

In determining what actions are sppropriste following an indication of sabotage
or tampering &t a nuclear power plant, the governing principle 15 to evoid undue
risk to the public health and sefety. In implementing this principle, 2l1 per-
tinent fectors must be carefully examined to determine whether the condition
resuited from an eccident or from & delfberate act of vandelism, meiicious mis-
chief, or sabotege, If judged to be &n attnmgtod ect of radiological ssbotage
fectors such 8s sophistication, intent, and the possibility of other acts by tﬁo
seme person must be considered, s ueli es the event higtory of the plant.

In formuisting any response sction, the licensee should cga;1g;:_nn&li§’%;'
safety consequences of such ections &nd the condition of the plent.

making sny change in the roperating status of the facility, the licenses should
consider the basis for tHe change and fts potential for m‘ti ating or come
pounding the situstion. As 2 general rule, the public health end safety are
probebly best served by {nittally mainteining & stable mode of plant operation
es the transienti ceused by changes in plant status could contribute to &
reduction in plant safety, In adadition, contingency plans and other messures
need to be 1nitiated to correct the condition end prevent further acts while
the facts of the matter gre befng fully assessed.

DAAPT
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Because each plant situation {s unigue, fard and fest rules for desling with
attempted sabotege do not jseem practical. However, some genera ! guidelines
sppear eppropriate in most circumstances. .

A. Evalustion of a Tampering/Sebotage Event

necessary to gether sufficient facts to permit & clear understending of the

After potential or |étual sabotege or tampering has been {dentified, 1t i3
significance of the {dentified ;:Buflgo or tampering,

some of the factors thet should be considered in gathering this information
are a5 Tollows: !

The event may p?ovent a safety system from performing 1ts {ntended
function.

The event may prevent & system oos13n|o to prevent or mitigate the °
consequence of malifunction from performing 1ts intended function,
resulting n & possible release of radioactive material,

The event may ceuse & safety system failure only 1f muitiple other
events occur. ;

The event may prevent a system designed to support a safety system,
from performing 1ts intended function.

There are no spparent safety fmplications.

!
Three factors should be considered in determining the probability of 2
malevolent act, &s opposed to an sccidental occurrence:

1, Q;QBTNESS - Sometimes by the ect 1tsslf, it 1s obvious that ar act
of sebotsge has been perpetrated; but more often than not the cause

of an event s inot obvious., The cause could be misaligned valves, for
example. In such cases, the following criteria should be used in
determinine whether sabotage occurred,

a. Physicel évidcnce clearly related to the event, for example, the

lock to & valve 18 cut and the velve misaligned; or the actuator
te * A noﬁor control valve 15 shorted.

b, Phystcal svidence tangentially related to the event, for example,

the coor to the vital areas (VA) {s forced open and the velve {s
niseligned.

DeaFr
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¢. Circumstsntis!l evidence clearly releted to the event, for axample,
the lock and chain are missing end the valve (g nttl‘lgnoq.

[ -

d. Circumstantial evidence tengentially related to the event. for
example, the key to the VA door 12 missing and the valve is
riseiigned

e. No evidence of deliberate manipulation of equipment.

2. T - Some {nferences concerning the intent of the adverssry can

wn from enalyzing the safety significance and the overtness of

the act., In addition, intent ‘can be determined by oth_r means, the
most obvious bcIng ¢ communicated threat,

&. A communicéted threat {s received before the event.
| |
- b. A communicateg threat is recefved, and circumstantial evidence -
relating to the event exists.

c. A comunithea threst 1s recefved, but no other evidence
(physical or circumstantial) exists, No event occurs.

d. HNo communitated threat 18 recefved.

1
3. HISTDRY - The historicel significance of an event stould be evalusted
usthg the following criterie:

8. History of recent similar events escalating in safety
c19n1f1canfl.

d.  History of rangom events with no escalation {n safety significence.
¢. History od.vcndalism relating to labor/management problems.

I
d. No previous events.

An analysis of the above (factors may lead to & conclusion about whether the ect
was willful or accidental. When overtness is judged to be low, and history s
found to be low, the evcot may be less 1ikely to involve sabotage. If the

evidence 15 nut conclusive or {f the event is determined to be accidental, the

appropriste corrective adtion to prevent recurrence and to mitigate the cone
sequences should be taken,

If the event i ooterminid to be an act of sabotage or, after eveluation of
the previous factors sabotage cannot be ruled out, & judgment must bo made
regarding the level of sophisticetion of the event and the consequences intended
by the edversary., Some {nferences regarding the adversary's capebility can be
drewn from the safety significance of the target. If the adversary's capability
s evalusted as being high, the potential to do significant dlll?. 18 grest;
therefore, the level of jophistication of the event 15 a critical element in

the decision. Evaluation of the following factors may provide some {nsight
regarding the level of spphistication.

- DRAEYT
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¢, Leval of Sophistication

s, Target sclJctfon end timing clearly demonstrate sn intention to-
cause consequences to the public health and safety. A high degree-
of knowiedge of the plant, and the sabotage scheme demonstrate s
high level bof profnsstonni capabilities (export employmest and-
@ost adventageous location of explosives or installation of a
Jumper that would nullify the safety function of a vita)l component).

b. Evidence 1Jdtcatcs an fntentfon to cause consequences to the pubifc

heaith and safety and ¢ sophisticated snbotlsc method {¢ used but
target seldction and timing demonstrate !imited plant ledge.

c. Target s-lJct1on end timing indicate poor knowledge of plant; a
crude sabotsge method 1§ used.

After constderation of the above factors, & response action should be taken
that ‘s commensurate with the potential safety conseauence of the ect and
the sophistication ldvel of the edversary. The following 1s a 1ist of
possible response actfons; one or more of these measures may be nesded:

l
‘ Contact the FBI to request their essistance 1n investigeting the
incident and provide technical assistance to the FBI as requested.

|
Ensure that effective coordination end communication exists between
plant operations &nd secUrity personnel during the FBI {nvestigation.

ldentify which iamperec/sabotagud equipment has had recent maintenance
performed end who performed {t.
|

identify by ccqéuter check ({f feasible) the personnel who had recent
access to the eress 'A which tampering/sabotage occurred.

Increase secur1ty measures for aress of concern to include additiona)
sccess controis and incresse vitel area patrols for the rest of the

plant unt{] the {nvestigation s completed and the perpetrator removed.

Designate & senhor manager &s the point of Contact) to essist and coordine
support and resbond to inquiries pertaining to tho\iqugtigltion.

Review recent peprsonnel problems or {ssues for {ndications of dis.
grunt lement.

. Inftiate ecctlo¥cted functional testing,

Establish 1imited_two-man rule for area in which event occurred.
" Establish total tw.-man rule for 211 vite) arees tn the plaut.
( . Consider controlled shutdown,
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. Inftiate controlhod shutdown following the approach 1n the
ticontieal sgceiﬂieations énd opereting procedures, for exemple,

ensure avaflability of resuired systems before proceeding from
one operating system to the next,

WIth an understanding of the {dentif{ed sabotage, 1t 15 then appropriste 1o
esteblish an fnftfa) search of the bssociated or suspect fystems. The

resuiting {nformation then will be the basis for determinn subsequent
action. Clearly the extent to which the plant 1s checked 't.o.. ftems B

end C or O below depends on judpment regaraing indicationg of further
sabotege foune duriuJ the checkout,

rell gction of Plant
"Eveluation of Tanpcring/Sabotaqo Event,* the
nt check ude & check of the
On, &s appropriate. o
—ene )

search

The overal! plant end System-by-system Mstings reflects » “hands-on*
eppreoech 1n checking jout & nuclear Kover plent in instances of tuspected
fabotage. The assumption {s made that the plant technice | tpecifications
would be satisf{ed bzforo Justification of continued operation op restart,

Before a system's ch tkout based on the 1sting 1n 1tems c and D below,
¢ bro2s inspection of the lent should be mede by the 1fcenses. This

inspection should be|largely visual ang Consist of the following four
nein categories;

i. Control roem fnspection

. Plant strufturas ingpection

3. Piping and/valve wel down inspection

¢ Confirmation of electrical power Inteprity
|

This brose inspection should be fnitfally performed to spot any najor
sbnorme 19ty such ac & damegec pipeline or » planted explosive, It should
net be programmed to/detect 2l potentially faulted systems,

i the contro) room ang other aron’ that contatn vital electrica) equipment
visual fnspection shbuld be made of al) panels, boards, and ingide cabinets
L0 5pot any obvious fault, Unauthorizea Jumpers ang &Ry strange “peckepes*
should be spotteq,

In the visuel checkolit of plant structures, the Same geners! attitude should
be sppropriste. Abn rmalities ang forotgn meterials should be looked for,
Plant structures include the main plant uildings, that 15, the conta{nment,
the resctor building, the auxiliary buitding, the turbine Guiiding. and of
course the intake stFucturn OF connection to yitimate heat sink,

DRAET
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The piping and velve walkdown inspection should involve the same pere
spective. This 1nspection should not seek to distinguish between safoty-
grade and nonsafaty grede system piping. This inspection shou ld simply
consist of a routine patrol of sll sccessible plpin! runs in which t
inspector 15 alert toItho more obvious type of faulting, For example,
the 1nsp¢Etor should be eble to “find" & cut chein of & *chained anc
padiocked” valve handle. On the other hand, the fnspector should not

expect to confirm valye alfgnment during this inftia) check.

Finally, the initial check of the electrice) system should be made with
the tame genera) epp ech. It should seek to verify that the vits) r
suppliers were not “sitered” fn & significant way. The purpose of this
check should be to meke sure 1t was sefe to turn power on for further
checking of systems,

If preliminary determination of sabotage has been made &nd further
) fnvestigetion indfcetes that specific systems might b affected, 1t may -
be PQCO!SIr{ to perform & complete walkdown inspection of certain systems,
checking s1) accessiblle menual and motor-opersted valve positions, circuit
bresker end electricall switch positions, etc. Actual system wa lkdown
inspections are especially pertinent with respect to stendby systems whose
o:orab!lig‘ cannot be completely demonstrated during norma! plant operations.
Checks in high recfation areas may 2. required depending on deteiled cone
sideretion of the evidence of sabotbge in these areas and as Jow s s
Nt ressonably schievable (ALARA) consileration.

If evidence of sabotepe s found and specific components and syetems are
fdentified, considerstion of the consequences of corrective uctions should
be mage. A thorough determination of possible system respLnse to corrective
sctions should be made and contingency plans to address ‘nese responses
should be determined before corrective sctions are taken.

I
Detetled examination pf systems including those essociated with the
fdentified sabotage, may be necessary to establish the basis for continued
operetion.® The systems to be examined are 1sted in 1tem C or D, as
spplicable. Following such & checkbut, t then would be appropriste to
confirm system opersbilfty throughout the plant using the technice!
specification requiremants es the measure of sefe operabflfty. This
conformence with technice) specification requirements represents the

overel]l criteria on which decisions may be made regarding changing the
mode of resctor operations.

C. Boiling«Water RJactor SBHR! Plant Systems

Reactor System ?

8., VYessel . cJoct for obvious sbnormal congition
b.  Vessel Leve) Instrumentation - condensing chambers, piping,
differentiq] pressure (DP) racks, and wiring

L
YITIT® plant 1s operating, operation thould contfnve unt!) sufficient checks

have been made to ensure the plent can be shut down,
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Yalves-discharge and suction

r, pﬂlﬁ) the controls ,
Powar su:g motor generstor (MG) sei, cables, modules,
nd bresker

Comtrol cabinets, wiring, boards, and breakers

Control Rod Orive Hydraulic System

b.
c.

d.
e.

Hydraulic czntrol units (HCUs), directional control velves,
isolation velves, and scram vn‘vos

;gcinq throughout HCUs and scram discharge volume soy)

drein .Td vent valves and instrumented volume 1Y) level
switches

Control circuftry - cables and bosrds
Afr supply « piping and valves, controls, shd pilot velves .

Standby Liquid Céntrol (SLC) System

4.
b,
c.
d.

SLC tank, Tevel, and piping

Pumps and motors, power supplies, and controls
Velves s?u b, end isolation

tontro! cfr uitry, psnels, cebinets, and cables

Residual Heat Removel (RHR) System

b.

Core

b.
c.
d.

Heat exchangers, primary side (shell), seconcary side (tube),
end service water
Primary side low-pressure core injection (LPCI) pumps, motors,
piping valves, fsolatfon valves, drywel! sprey piping and
vaives, gnditorus spray piping &nd va'ves
Other primary side piping and valves, that {s, shutdown cooling
end fsolation coolin'. where epplicable
Control circuitry, wiring, panels, boards, logic interconnections,
ower supplies, and control power supplies
HR Service Water System

1) Pumps, motors, and water supply structure

2) Plping|end va‘vot. fsolation, and {nterconnections
3) Contro circuitr{ wiring, boerds, and panels

&) Power supply, ca ‘o. breskers, and controls

Spray Syste

Pumps, and motors

Piping end valves, fsolatfon velves, and check valves

Contro! c1r¥u1try. wiring, panelis, 50,1:, énd control power
Power supplies, cable, breakers, and controis

DRAFT
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L — 7. High Pressure Coblant Injection System

8. Pump end turbine driver .

b.  Piping, valbes, fsolation valves, and condensate.traps

¢. Control cir uitry, wiring, logic, and control power

d.  Turbine ofl| system, turbine control valves, and speed governor

8. Automatic Deprespurization System

6.  Safety relipf vaives operability
b. Control cirtuitry, wiring, timer, and Togie
¢, Alr or pneumstic accuuula‘ors. air supply check valves, and
eir supply tiping
9.  Reactor Core [soletion Cooling System
E 8. Pump ang turbine ariver |
o b, Piping, valves, fsolation valves, check valves and condensate -
traps u
¢. Contro! c1rfu1try, wiring, and logtc

10. Diesel GonoratorfSysto.

6. Day tanks and storage tanks

b. Fuel ot pumps, motors, and piping
N t. Control cireuitry, w!r‘ng. and logic

d.  Dfesel afr ptart and lube o1l systems

€. Generator protective devices and output nterconnections (see
electrical F:stons)

11. Containment Systmms

I

8. Primary contafnment isocletion valves, including matn steam
isolation valves (MSIVs) and controls

b.  Primary containment inerting system piping, velves, controls,
eng sampiing

¢. Suppression chamber water level

g.  Yecuum breakers - drywe!] (DN) %o torus to resctor building

€.  Standby gas treatment system opersuility

f. DW purge and vent valves contro!

12, Water Systems

8. PRHR service water pipinq(‘vulvos‘ pumps, and motors

b.  Emergency service water (1f applicable) piping, val es, pumps,
énd motors |

t. Intake structure integrity

¢. Reector butlding closed cooling water, end turbine bui 1ding
closed cooling water, and fuel poo! cooling

YFGr earlier BNRs usfng an fsolation condenser for this function, only the
S above 1tems §.b cnd §.c are applicable.

DRAFT
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15,

16.

0.

Pressurizeg<Nater Redctor (PWR) Plant ¢
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6. Clrculating weter system

f.  Diesel generetor cooling water system
9+ Condensate pnd feedwater tystem, including storage tanks ang
- demineraifzmrs . ;
h. Condensate-Feedwater Kiping. pumps, and valves

. Feedwater heaters with associated piping and valves

lostrumentation pnd Control (13C) Systems

¢ Reactor protection system, boards, racks, relays, ang comp lete
b e derine aeben, iastertan Srisls probe (TIP)
. tron monitoring system, including traveling incors
piping end ialves end source range mon{tor (S‘N) in rlndilgzx"

range monftor (IRM), and sverage power rangs monitor APRM)
¢« Process control interfaces

¢.  Engineered 'safety feature controls, end recks
¢.  Instrumentetion end control (18C) for safe shutdown, including
control room habitabilfty system -

Other [4C - for exsmple, fuei pool cooling, offgas monitoring,
.‘C. |

f.

Electrical Sy.tﬂll

6. DC system supply end monitoring on 125evolt and 250-volt batteries
end chargers, switchgesr, and panels

b.  Vita) AC equipment fncluding dkv, 480.volt and 230.volt buses
end switchgear

¢, Vital motor control centers

d. Emergency Vighting system

¢.  Remote shutdown contro! system

f. Cable spreeding room

|
Compressed Afr %ystom
&, Compressors, sccumulator tanks, end motors
b.  Plping and|valves
¢. Control circuitry, and wiring
Matn Turbine Generator

8. Turbine controil system, including electrohydraulic ot} system
b.  Bypess valye controls
t. Generator ;rotective systems

stems
Reactor System |

¢, Reactor pressure vessel

b.  Control rog drive mechanism above reactor vessel

¢. Control ang {nstrumentztion for the resctor protection system
(RPS) and the overpressure protection tyster
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Resctor Coolant Fyltonm (RCS)

B
b,

C.
d.

Primery end secondery coolant loop-piping, valves {includin
sefety ro!ipf). instrupentation and control . '
Reactor coolant pumps (RCP) and associated component cooling,
fncluding component cooling of Tube 011 coolers and t
cooling valves and piping to containment pemetretion

External stesm generstor, including safety relfef valves
Pressurizen, fncluding power-operated relief valves (PORYs),
sssociated icontrol air {or nitrogen) supply, heater contro! and

heater backup power supply, and velves and piping to pressure
relief tan

Emergency Core Cooling System (ECCS)

&

be

Ce

d.

f.

Accumulators ang piping to RCS vent and fsolation valves and
nitrogon pressure and supply
qun ead charging pumps, chnrginz 1ines, boron injection tanks;
all other ¢ "oty injection pumps ({.e., Intermediate head unps,
if apglicab.c) and related piping and valve alfgnment (1ncgu¢1n9
manuval fsolation vnlvct& to RCS
Residua] heet removel (RHR) systemeheat exchangers, pumps
valves (1n$|ud1n9 manual system fsolation valve clionl-nt '
essociated/control circuitry, wiring, gnnnls. interconnections,
gouor supplfes, and control power supplies _

HR service water system, including pumps, motors, piping, valves
(especially system 1solal1on valves)

Refueling water storage tank, associated fsolation valves, end
tping for|ECCS pump suctionm

nstrumontiand control recks for the entire ECCS system

Component Coolihg System

b.

Component Looling pumps, heat exchangers, spent fuel poo! heat

exchangers, and water sed! hest exchangers

Special attention should be given component cooling for RCPg,
3

emergency fiesel generators, ECCS pumps, and associsted 1soletion
velves and piping

Instrumentation and Contro)

[N
b.
C.

d.
e.

f.

Visual inspection and functional testing or RPS end enginsering
safaguaras systems

Visual check of instrument racks and wiring for RHR, suxilisry

feedwater isystem, and shutdown systems

Preoperatfonal testing of SRMS, IRMS, and a1l other power leve!
instruments

Control room and auxilfary room ventilation system

Instrument control air (or nitrogen) pressure valves and piping
for safety systoms

Control room penels and casbinets

P.
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Weste Dispose) and Redfation Protection System

8. Radfation wonitors for service water discharge hesders and plant
vents

b, Reactor conlant drain tanks, chemical and volume control system
(CYCS) holdup tenks, end the waste holdup tanks, valves, piping
and redfacion alerms

¢. Waste gas monitor tanks, and valve 1ine to service water system

d. Gas cdecey tenks, analyzer tanks, plant vent valves lineup, and
associsted redistion monitors

|
Containment Systems

8. Containment isoletion valves, CYCS Tetdown 1ines, and MSIVs

b. Containment ﬁrcssure relfef valves, purgs exhaust valves and 2l
other manuslly cperated conteinment valves that ere eccessible

¢. Personnel 4nd equipment tccess hatches BRI -

d. Containment spray systems, piping, velves, instrumentation and
wiring, pumps, heat exchanger and rccircuilt1on system sump

ysp &nd controls

nylrooen recompiner units, ‘ncluding the control panels and

ower supply

f. an coolers with safety cooling functions and ice condensers
(1f app!icrble)

Electrical Syttrms

&.  Auxiliary power sgstem. including 4160/480 vital buses, 126 volt
DC control buses/battery and 120-VAC vital instrument bus

b. Emergency tiesel generstor system controls, fuel 011, lube ofl,
tanks, and piping

¢c. Cable sprc,ﬂing room

Matn Steam System

|
¢. Associeted reifef velves

b, Turbines, including lube ol system, bypass valves and gensrator
rotection systems

e h:.‘. generztor feadpumps and valve 1ineup through feedwater (FW)
aters |
d. Auxil!arylfeodwatcr system pumps and manual fsolation valves

Spent fuel pool end fuel hendling systems ({.e., 17 in refusiing
outage), including cooling system and Tevel indications

Service water 4ystom. including piping, velves, pumps, and heat
exchangers

Sampling syste$ for sppropriate systems, including 1solation velves

| DrRALET
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No specific action or written mgonu is required by this inforsation notics.
If you have sny questions jsbout t is matter, plesse contect one of the technicel
c:::am 11sted below or the Regionsl Autnistntor of the appropriste regionsl”
office.

Charles E. Rossi, Director

pivision of Operatione! Events
Assossment

off{ce of Nuclear Reactor Regulation

Safeguerds Technicel Cont‘ct: fugene W. McPeek, NRR
(301) 492-3210

Lperettonal Technical Contect: Richard Lobel, NRR
(301) 492-1187

Attachment: List of Recently !ssued NRC Information Notices
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