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UNITED STATES
NUCLEAR REGULATORY COMMISSION

WASHINGTON, D.C. 2055660001

W TP, April 24, 1996

MEMORANDUM TO: A S
FROM: Brad Director
Se ity
ce oMAdmin¥Stration
SUBJECT: AMENDMENT TO 10 CFR PART 25, YACCESS

AUTHORIZATION FOR LICENSEE PERSONNEL" AND PART
95, "SECURITY FACILITY APPROVAL AND SAFEGUARDING
OF NATIONAL SECURITY INFORMATION AND RESTRICTED
DATA"™

Attached is a redraft of the proposed rule, "Access to and
Protection of Classified Infourmation," amending 10 CFR Parts 25
and 95 which you reviewed in March, 1996.

This draft reflecits, in redline-strikeout, changes made in
response to commer.ts received. Since Office comments were not
extensive and did not involve major substantive issues, we would
appreciate a quick review. Comments or concurrence via email
woula be acceptable.

We are circulating this draft to all Offices concurrently to
reduce the time required to complete the concurrence process.
Please provide comments or concurrence by May 8, 1996.

If you or your staff have any questions, please contact Duane G.
Kidd of my staff on 415-7403 or by email at DGK.

Attachment: As stated
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SUBJECT: AMENDMENT TO 10 CFR PARTS 25 AND 95
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(7590-01-P)
NUCLEAR REGULATORY COMMISSION

10 CFR PARTS 25 AND 95

RIN 3150-AF37

ACCESS TO AND PROTECTION OF CLASSIFIED INFORMATION
AGENCY: Nuclear Regulatory Commission.
ACTION: Proposed rule,
SUMMARY: The Nuclear Regulatory Commission is amending its regulations to
conform the requirements for the protection of and access to classified
information to new nat.onal security policy documents. Speeisicatiy,—the
Nats ndustrtat—s Hoy—p o : \ ‘ ‘ 2 :
129568 CHaseifiedNationet-Securityinformation, —and 12068 “Arcess—to
ttessified—informetion This proposed rule is necessary to ensure that
classified information in the possession of NRC licensees and others under the
NRC's regulatory requirements is protected in accordance with current national
policies.
DATES: The comment period expires (60 days from date of publication in the
Federal Register). Comments received after this date will be considered if it
is practical to do so, but the Commission is able to assure consideration only
for comments received on or before this date., Comments may be submitted
either electronically or in written form, For written comments submit to:
The Secretary of the Commission, U.S. Nuclear Regulatory Commission,
Washington, DC 20555-0001, Attention: Docketing and Service Branch. Copies
of comments received may be examined at the NRC Public Document Room, 2120 L

Street NW. (Lower Level), Washington, DC.



Electronic comments may be submitted, in either ASCII text or WordPerfect
format (version 5.1 or later), by calling the NRC Electronic Bulletin Board
(BBS) on FedWorld. The bulletin board may be accessed using a personal
computer, a8 modem, and one of the commonly available communications software
packages, or directly via Internet. Background documents on the rulemaking
are also available, as practical, for downloading and viewing on the bulletin
board.

If using a personal computer and modem, the NRC rulemaking subsystem on
FedWorld can be accessed directly by dialing the tol) free number (800) 303-
9672. Communication software parameters should be set as follows: parity to
none, data bits to 8, and stop bits to 1 (N,B,1). Using ANSI or VT-100
terminal emulation, the NR{ rulemaking subsystem can then be accessed by
selecting the "Rules Menu® option from the “NRC Main Menu." Users will find
the "FedWorld Online User's Guides"” particularly helpful. Many NRC subsystems
and data bases also have a “Help/Information Center" option that is tailored
to the particular subsystem,

The NRC subsystem on FedWorld can also be accessed by a direct dial
phone number for the main FedWorld BBS, (,03) 321-3339, or by usin, "elnet via
Internet: fedworld.gov. If using (703) 321-3339 to contact FedWorld, the NRC
subsystem will be accessed from the main Fedworld menu by selecting the
"Regulatory, Government Administration and State Systems," then selecting
"Regulatory Information Mall."” At that point, a menu will be displayed that
has an option "U.S. Nuclear Regulatory Commission™ that will take you to the
NRC Online main menu, The NRC Online area also can be accessed directiy by
typing "/go nrc" at & FedWorld command line. If you access NRC from
FedWorld's main menu, you may return to FedWorld by selecting the "Return to
FedWor1d” option from the NRC Online Main Menu. However, if you access NRC at
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FedWorld by using NRC's tol)-free number, you will have full access to all NRC
systems, but you will not have access to the main Fedworld system.

If you contact FedWorld using Telnet, you will see the NRC area and
menus, including the Rules Menu. Although you will be able to download
documents and leave messages, you will not be able to write comments or upload
files (comments)., If you contact FedWworld using FTP, all files can be
accessed and downloaded but uploads are not allowed; all you will see is a
1ist of files without descriptions (normal Gopher look). An index file
1isting 811 files within a subdirectory, with descriptions, is available.
There 1s a 15-minute time Vimit for FTP access,

Although FedWorld also can be accessed through the world Wide Web, like
FTP that mode only provides access for downloading files and does not display
the NRC Rules Menu.

For more intormation on NRC bulletin boards call Mr. Arthur Davis,
Systems Integration and Development Branch, NRC, Washington, DC 20555,
telephone (301) 41% 5780; e-mail AXD3@nrc.gov.

Single copies of this proposed rulemaking may be obtained by written
request or telefax ¢ 301) 415-2260) from: Distribution Services, Printing and
Mail Services Branch, Office of Adminictration, U.S. Nuclear Regulatory
Commission, Washington DC 20555. C(Certain documents related to this
rulemaking, including comments received, may be examined at the NRC Public
Document Room, 2120 L Street NW, (Lower Level), Washington, DC. These same
documents may also be viewed and downloaded electronically via the Electronic

Bulletin Board established by NRC for this rulemaking as indicated above.

FOR FURTHER INFORMATION CONTACT: Ouane G. Kidd, Division of Security, Office

of Administration, U.S. Nuclear Regulatory Commission, Washington, DC 20555-
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0001 telephone (301) 415-7403, Email DGK@NRC.GOV.

SUPPLEMENTARY INFORMATION:
Background

The national requirements for the protection of and access to (lassified
National Security Information have been revised by the issuance of the
National Industrial Security Program Operating Manual (NISPOM), Executive
Order 12958, "Classified National Security Information,"” and Executive Order
12968, “"Access to Classified Information.” In order to conform to these new
national security policy documents, the NRC must revise its regulations for
the protection of classified information. The requirements of 10 CFR Parts 25
and 95 are substantially based on Executive Order 12356, dated April 6, 1982,

which was superseded by Executive Order 12958,

The proposed rule would amend the provisions of 10 CFR Parts 25 and 95
that deal with requirements for access to and protection of classified
information that have been changed or added by the NISPOM or the Executive
Orders. Specifically changes include revised and added definitions such as
Cognizant Security Agency, Classified National Security Information,
Classified Information, Facility Security Clearance, Foreign Ownership,
Control, or Influencer—tHt—atso—inetudes and numerous amendments to reflect
the fact that NRC may permit another Cognizant Security Agency (DOE, DoD, or
CIA) to assume some or all of the security oversight functions at an NRC
facility under the requirements of 10 CFR Parts 25 and/or 95 when that agency
also has a significant security interest at the facility. The proposed rule
addresses the intent of Executive Order 12829, "National Industrial Security
Program,” to reduce wasteful and inefficient duplicative oversight of private
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facilities which have classified interests from more than one government
agency.

Addittonatty—+t The proposed rule would also adopt new requirements in
areas where the Executive Orders or the NISPOM mandate specific requirements
which-were not included in the previous vers! ns of the rules. These new
requirements include --

Requiring that key management personnel have personnel security
clearances as well as those employees with access to classified information;

Permitting reinstatement of a personnel security clearance up to 24
months after termination instead of the previous 6 months:

Permitting facility security officers to issue visit authorization
letters directly rather than through the NRC Division of Security;

Requiring a “inding that a facility is not under foreign ownership,
control or influence;

Requiring facility security officers to have specific training related
to their position;

Permitting the use of reinforced steel filing cabinets with lockbars and
key locks for classified information (pruvided appropriate supplemental
protection is in place during non-working hours);

Changing the security classification markings to conform to Executive
Order 12958;

Reducing the accountability requirements for Secret documents:

Defining procedures for challenging classification decisions that one
believes to be in error;

Allowing for additional methods of transmitting classified information:
and

Imposing fewer limitations on a facilities authority to reproduce
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Environmental Impact: Categorical Exclusion
The NRC has determined that this proposed rule is the type of action
described in categorical exclusion 10 CFR 51.22(c)(2). Therefore, neither an
environmental impact statement nor an environmertal assessment has been

prepared for this proposed rule.

Paperwork Reduction Act Statement

This proposed rule amends information collection requirements that are
subject to the Paperwork Reduction Act of 1995 (44 U.S.C. 3501, et seq.).
This rule has been submitted to the Office of Management and Budget for review
and approval of the information collection requirements,

The public renorting burden for this collection of information is
estimated to average 8.5 hours per response, including the time for reviewing
instructions, searching existing data sources, gathering and maintaining the
data needed, and completing and reviewing the collection of information. The
U.S. Nuclear Regulatory Commission is seeking public comment on the potential
impact of the collection of information contained in the proposed rule and on
the following issues:

: §% Is the proposed collection of information necessary for the
proper performance of the functions of the NRC, including
whether the information will have practical utility?

5 Is the estimate of burden accurate?

k Is there a way to enhance the quality, utility, and clarity
of the information to be collected?

4. How can the burden of the information collection be
minimized, including the use of automated collection

techniques?



Send comments on any aspect of this proposed collection of information,
Including suggestions for reducing the burden, to the Information and Records
Management Branch (T-6 F33), U.S. Nuclear Regulatory Commission, Washington.
OC 20555-0001, or by Internet electronic mail at BJSI@NRC.GOV: and to the Desk
Officer, Office of Information and Regulatory Affairs, NEOB-10202, (3150-0046,
-0047), Office of Management and Budget, Washington, DC 20503,
Comments to OMB on the collections of information or on the above issues
should be submitted by (insert date 30 days after publication in the Federal
Register). Comments received after this date will be considered if it is
practical to do so, but assurance of consideration cannot be given to comments
recefved after this date.
Public Protection Notification
The NRC may not conduct or sponsor, and a person is not required to respond
to, a collection of information unless it displays a currently valid OMB
control number.
Regulatory Analysis

The Commission has prepared a regulatory analysis for this proposed
regulation., The analysis examines the costs and benefits of the alternatives
considered by the Commission., The analysis is available for inspection in the
NRC Public Document Room, 2120 L Street, NW. (Lower Level), Washington, DC,
Single copies of the analysis may be obtained from Duane G. Kidd, Division of
Security, Office of Administration, U. S. Nuclear Regulatory Commission,

Washington, DC 20555, telephone: (301) 415-7403

Regulatory Flexibility Certification
As required by the Regulatory flexibility Act of 1980, 5 U.S5.C. 605(b),

the Commission certifies that this rule, if adopted, will not have a

-
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ant economic impact upon a substantial number of smal) entities.
NRC carefully considered the effect on small entities in developing this
proposed rule on the protection of classified information and have determined
that none of the facilities affected by this rule would be-considered-—as—smatt
aualify as a small entity under the NRC's size standards (10 CFR 2.810).
Backfit Analysis

The NRC has determined that the backfit rule, 10 CFR 50.109, applies to
this rulemaking initiative because it falls within the criteria of 10 CFR Part
50.109(a)(1), but that a backfit analysis is not required because this
rulemaking qualifies for exemption under 10 CFR 50.109(a)(4)(iii) that reads
"That the regulatory action involves .

redefining what level of protection

to the , . common defense and security should be regarded as adequate."

List of Subjects
10 CFR Part 25
Classified information, Criminal

penalties, Investigations, Reporting

and recordkeeping requirements, Securi‘y measures.

10 CFR Part 95

Classified information, Criminal penalties, Reporting and recordkeeping

requirements, Security measures,

For the reasons set out in the preamble and
Atomic Energy Act of 1954, as amended, the Energy
as amended, and 5 U.5.C. 553, the NRC proposes to

amendments to 10 CFR Parts 25 and 95,

under the authority of the
Reorganization Act of 1974,

adopt the following



PART 25 -- ACCESS AUTHORIZATION FOR LICENSEE PERSONNEL

1. The authority citation for Part 23 is revised to read as follows:

AUTHORITY: Secs. 145, 161, 68 Stat, 942, 948, as amended (42 U.S.C.
2165, 2201); sec., 201, 88 Stat. 1242, as amended (42 U.S.C. 5841): E.O.
10865, as amended, 3 CFR 1959 - 1963 COMP., p. 1398 (50 U.S5.C. 401, note):
€.0. 12829; E.0. 12958; £.0. 12968

Appendix A also issued under 96 Stat. 1051 (31 U.S.C. 9701).

2. Section 25.1 is revised to read as follows:
§ 25,1 Purpose,

The regulations in this part establish procedures for granting,
reinstating, extending, transferring, and terminating access authorizations
of licensee personnel, licensee contractors or agents, and other persons
(e.g., individuals involved in adjudicatory procedures as set forth in 10

CFR part 2, subpart I) who may require access to classified informetion.

3, Section 25.3 is revised to read a. follows:
§25.3 Scope.

The regulations in this part apply to licensees and others who may
require access to classified information related to a license or an

application for a license,

4, Section 25.5 is amended by revising the }4sted definitions Aggcess
authorization and_Need to know and by adding the definitions of _Lertificate
Cognizant Security Agency, and Visit authorizstion letters in alphabetical
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er to read as follows:

§.25.5 Definitions,

Access authorization means an administrative determination that an
fndividual (including a consultant) who is employed by or an applicant for
employment with the NRC, NRC contractors, agents, licensees and certificate
holders, or other person designated uy the Executive Director for

Operations, is eligible for a security clearance for access to classified
information.

* * * * >

Certificate holder means a facility operating under the provisions of
Part 76 of this Chapter,

Classified information means either "lassified National Security
Information, Restricted Data, or Formerly Restricted Data or any one of
them, It is the generic term for information requiring protection in the
interest of Nationa' Security whether classified under an Executive Order or
the Atomic Energy Act.

Classified Natiinal Security Informaiion means information that has
been determined pursuant to Executive Order 12958 or any predececsur order
to require protection against unauthorized disclosure and is marred to
indicate its classified status when in documentary form.

Cognizant Security Agency (CSA) means agencies of the Executive Branch
that have been authorized by £.0. 12829 to establish an industrial security
program for the purpose of safeguarding classified information under the
Jurisdiction of those agencies when disclosed or released to U.5. Industry,
These agencies are the Department of Defense, the Department of Energy, the
Central Intelligence Agency, and the Nuclear Regulatory Commission, The
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Secretary of Defense (SECDEF) has been designated as Executive Agent for the
National Industrial Security Program (NISP),

* * * * *

Need-to-know means a determination made by an authorized holder of
classified information that a prospective recipient requires access to
specific classified information in order to perform or assist in a lawful

and authorized governmental function under the cognizance of the Commission,

* * * » *

Visit authorization letters (VAL) means a letter, generated by a

licensee, certificate holder or other corganization under the requirements of
10 CFR Parts 25 and/or 95, verifying the need to know and access
authorization of an individual from that organization who needs to visit
another authorized facility for the purpose of exchanging o~ acqui-ing
classified information.

* . . . *

5. In § 25.8, parag~aphs (a) and (b) are revised to read as follows:

r 3 r ]

(a) The Nuclear Regulatory Commission has submitted the information
collection requirements contained in this part to the Office of Management
and Budget (OMB) for approval as required by the Paperwork Reduction Act of
1995 (44 U.S.C. 3501 et seq.). The NRC may not conduct or sponsor a person
and is not required to respond to a collection of information unless it
displays a currently valid OMB contro)l number, OMB has approved the
information collection requirements contained in this part under contrcl
number 3150 - 0046,

(b) The approved information collection requirements contained in this
pirt appear in $§ 29.11,. 25.17, 25.21, 25,23, 25.2%, 25.27, 25.29, 25.31,
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25.33, and 25.35.

* * * * *

6. In §25.13, paragraph (a) is revised to read as follows:
§. 25,13 Maintenance of records,

(a) Each licensee or organization emplo, ‘ng individuals approved for
personnel security access authorization under this part, shall maintain
records as prescribed within the part. These records are subject to review
and inspection by CSA representatives during security reviews

* * * * *

7. Section 25.15 is revised to read as follows:

authorization,

(a) A "°Q'' o~ CSA equivalent access authorization permits an
individual access on a need-to-know basis to Critical Secret Restricted Data
and Secret and “onfidential Classified National Security Information
including intelligence information, CRYPTO (i.e., cryptographic information)
or«other cléssified communications security (COMSEC) information,

(b) An ""L"" &r CSA equivalent access authorization permits an
individual access on a need-to-know basis Lo Secret and Confidential
classified information other than ihe categories specifically includza in
paragraph (a) of this section. In addition, access to certa’'n Confidential
COMSEC information is permitted as authorized by a National Communications
Security Committee waiver dated February 14, 1985,

{c) Each employee of the Commission is processed for one of the two
levels of access authorization. Licensees and other persons will furnish
classified information to a Commission or CSA employee on official business
when the employee has the appropriate level of access authorization and
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need-to-know. Scme individuals are permitted to begin NRC employment
without an access authorization. However, no NRC or CSA employee is
permitted access to any classified information until the appropriate level

of access authorization has been granted to that employee by NRC or the (CSA.

8. Section 25.17 is revised to read as follows:
§ 25,17 Approval for processing applicants for access authorization,

(a) Access authorizations must be requested for licensee employees or
other persons (e.g., 10 CFR part 2, subpart ) whd need access to cl¥ssified
information in connection with activities under parts 50, 70, 72, or 76.

(b) The request must be submitted to the facility CSA. I1f NRC is the
CSA, the procedures in §25.17(c) and (d) will be followed. [f NRC is not
the CSA, the request will be submitted to the CSA in accordance with
procedures established by the (CSA,

(c) The request must include a completed personnel security packet
(see § 25.17(d)) and request form (NRC Form 237) signed by & licensee,
licensee contractor official or other authorized person.

(d)(1) Each personnel security pac-et submitted, must include the
following completed forms:

(1) Questionnaire for National Security Positiuns (SF - 86, parts 1
and 2);

(11) Two Standard fingerprint cards (FD - 258);

(141) Security Acknowledgment (NRC Form 176); and

(iv) Other related forms where specified in accompanying instructions
{NRC Form 254),

(2) Only a Security Acknowledgment (NRC Form 176) need be completed by
any person possessing an active access authorization, or who is being
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processed for an access authorization, by another Federal agency. The
active or pending access authorization must pe at an equivalent level to
that required by the NRC and be based on an adequate investigation not more
than five years old.

(e) To avoid delays in processing requests for access authorizations,
each security packet should be reviewed for completeness and correctness
(including legibility of response on the forms) prior to submittal,

(f) Applications for access authorization or access authorization
renewal processing that are submitted to NRC for processing must be
accompanied by a check or money order, payable to the United States Nuclear
Regulatory Commission, representing the current cost for the processing of
each “'Q'' and ""L'"' access authorization, or renewal request. Access
authorization and access 2uthorization rerewal fees will be published each
time the Office of Personnel Management notifies NRC of a chang2 in the
rates it charges NRC for the conduct of investigations. Any changed access
authorization or access authorization renewal fees will be applicable to
each access authorization or access authorization renewal request received
upon or after the date of publication, Applications from individuals having
current Federal access authorizations may be processed more expedit ously
and at less cost, since the Commission may accept the certification of
access authorization and investigative data from other Federal Government

agencies that grant personnel access authorizations,

9, Section 25.19 is revised to read as follows:
§ 25.19 Processing applications,

Each application for access authorization or access authorization
renewal must be submitted to the CSA, If NRC is the CSA, the application
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submitting a completed NRC Form 354, "“Data Report on Spouse'' or equivalent
CSA form),

(c)(1) Except as provided in paragraph (c)(2) of this section, NRC
"Q" and “"L" access authorizations must be renewed every five years from the
date of issuance. An application for renewal must be submitted at least 120
days before the expiration of the five year pericd, and must include:

(1) A statement by the )licensee or other person that the individua)
continues to require access to Classified National Security Information or
Restricted Data; and

(11) A personnel security packet as described in §25,17(d).

(2) Renewal applications and the required paperwork are not required
for individuals who have a current and active access authorization from
another Federal agency and who are subject to a reinvestigation program by
that agency that is determined by NRC to meet NRC's reguirements. (The DOE
Reinvestigation Program has been determined to meet NRC's requirements).

For these individuals, the submission of the SF-86 by the licensee or other
person to the other government agency pursuant to their reinvestigation
requirements will satisfy the NRC renewal submission and paperwork
requirements, even if less than five years has passed since the date of
issuance or renewal of the NRC "Q" or "L" access authorization. Any NRC
access authorization continued in response to the provisions of this
paragraph will, thereafter, not be due for renewal until the date set by the
other government agency for the next reinvestigation of the individual
pursuant to the other agency's reinvestigation program, However, the period
of time for the initial and each subsequent NRC “Q" or NRC "L" renewa)
application to NRC may not exceed seven years., Any individual who is
subject to the reinvestigsilion program requirements of another Federal
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agency but, for administrative or other reasons, does not submit
reinvestigation forms to that agency within seven years of the previous
submission, shall submit a renewal application to NRC using the forms
prescribed in § 25.17(d) before the expiration of the seven-year period.
(3) If NRC is not the CSA, reinvestigation program procedures and

requirements will be set by the (CSA.

11, Section 25.23 is revised to read as follows:

The determination to grant or renew access authorization will be
furnished in writing to the licensee or organization that initiated the
request. Upon receipt of the notification of original grant of access
authorization, thes licensee or organizaticn shall obtain, as a condition for
grant of access authorization and access to classified information, an
executed ""Classified Information Nondisclosure Agreement “(SF-312) from the
affected individual. The SF-312 is an agreement between the Unite. States
and an individual who is cleared for access to classified information. An
employee issued an initia)l access authorization shall execute & SF 4 2 prior
to being granted access to classified information., The )icensee or other
organization shall forward the executed SF-312 to the CSA for retention., [f
the employee refuses to execute the SF-312, the licensee or other
organization shall deny the employee access to classified information and
submit a report to the CSA. The SF-312 must be signed and dated by the
employee and witnessed. The employee‘s and witness' signatures must bear the
same date. The individual shall also be given a security orientation
briefing in accordance with Section 95.33 of thi chapter. Records of
access authorization grant and renewal notification must be maintained by
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the licensee or other organization for three years after the access
authorization has been terminated by the CSA. This information may also be
furnished to other representatives of the Commission, to licensees,
contractors, or other Federal agencies. Notifications of access
authorization will not be given in writing to the affected individua)
except:

(a) In those cases in which the determination was made as a result of
a Personnel Security Hearing or by Personnel Security Review Examiners, or

(b) When the individual also is the official designated by the
licensee or other organization to whom written NRC notifications are

forwarded.

12, Sections 25,25 is revised to read as follows:

1 f hori ion,

When a request for an individual's access authorization or renewal of
access authorization is withdrawn or canceled, the requestor shall notify
the CSA immediately by telephone so that the full field investigation,
National Agency Che.h with Credit Investigetion, or other personnel security
action may be discontinued. The requestor shall identify the full name and
date of birth of the individual, the date of request, and the type of access
authorization or access authorization renewal requested., The requestor

shall confirm each telephone notification promptly in writing.

13, Section 25.27 is revised to read as follows:
§ 25.27 Reopening of cases in which requests for access authorizations are
canceled,

{a) In conjunction with a new reguest for access authorization (NRC
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Form 237 or CSA equivalent) for individuals whose cases were previously
canceled, new fingerprint cards (FD - 257) in duplicate and a new Security
Acknowledgment (NRC Form 176), or CSA equivalents, must be furnished to the
CSA along with the request,

(b) Additionally, if 90 days or more have elapsed since the date of
the last Questionnaire for Sensitive Positions (SF - 8%), or CSA equivalent,
the individual must complete a personnel security packet (see Section
25.17(d)). The CSA, based on investigative or other needs, may require a
complete personnel security packet in other cases as well. A fee, equal to
the amount paid for an initia)l request, will be charged only if a new or

updating investigation by NRC is required,

14, Section 25.29 is revised to read as follows:
S hori i

(a) An access authorization can be reinstated provided that:

(1) No more than 24 months has lapsed since the date of termination of
the clearance;

(2) There is no known adverse information;

(3) The most recent investigation must not exceed 5 years (Top Secret,
Q) or 10 years (Secret, L); and

(4) Must meet or exceed the scope of the investigation required for
the level of access authorization that is to be reinstated or granted.

(b) An access authorization can be reinstated at the same, or lower,
level by submission of a CSA-designated form to the (SA. The employee may
not have access to classified information until receipt of written
confirmation of reinstatement and an up-to-date personnel security packet
will be furnished with the request for reinstatement of an access
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authorization., A new Security Acknowledgment will be obtained in all cases.
Where personnel security packets are not required, a request for
reinstatement shall state the level of access authorization to be reinstated
and the full name and date of birth of the individual in order to establish
positive identification. A fee, equal to the imount paid for an initial
request, will be charged only if a new or updating investigation by NRC is

required,

15. In §25.31, paragraphs (a) and (c) are revised to read as follows:
§ 25,31 Extensions and transfers of access authorizations,

(a) The NRC Division of Security may, on request, extend the
authorization of an individual who possesses an access authorization in
connection with a narticular employer or activity, to permit access to
classified information in connection with an assignment with another
employer or activity.

* * * * *

(c) Requests for extension or transfer of access authorization shall
state the full name of the person, his date of birth and level of access
authorization. The Director, Division of Security, may require a new
personnel security packet (see § 25.17(c)) to be completed by the applicant,
A fee, equal to the amount paid for an initial reguest, will be charged only
if a new or updating investigation by NRC is required.

* * * * *

16. Section 25.33 is revised to read as follows:
§25.33 Termination of access authorizations,

(a) Access authorizations will be terminated when:

(1) Access authorization is no longer required, or
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(2) An individual is separated from the employment or the activity for
which he obtained an access authorization for a period of 90 days or more,
or

(3) An individual, pursuant to 10 CFR part 10 or other (SA approved
adjudicatory standards, is no longer eligible for access authorization.

(b) A representative of the licensee or other organization which
employs the individual whose access authorization will be terminated shall
immediately notify the CSA when the circumstances noted in paragraph (a)(1)
or (a)(2) of this section exist; inform the individual that his access
authorization is being terminated, and the reason: and that he will be
considered for reinstatement of access authorization if he resumes work
requiring it.

(c) When an access authorization is to be terminated, a representa*ive
of the licensee or other organization shall conduct & security termination
briefing of the individual involved, explain the Security Termination
Statement (NRC Form 136 or (CSA approved form) and have the individual
complete the form, The representative shall promptly forward the original

copy of the completed security Terminati.n Statement to CSA.

17. Section 25,35 is revised to read as follows:
§ 25,35 Classified visits,

(a) The number of classified visits must be held to a minimum. The
licensee, certificate holder, or other facility shall determine that the
visit is necessary and that the purpose of the visit cannot be achieved
without access to, or disclosure of, classified information. A)) classified
visits require advance notification to, and approval of, the organization to
be visited, In urgent cases, visit information may be furnished by
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telephone and confirmed in writing.

(b) Representatives of the Federal Government, when acting in their
official capacities as inspectors, investigators, or auditors, may visit a
licensee, certificate holder or other's facility without furnishing advanced
notification, provided these representatives present appropriate government
credentials upon arrival, Normally, however, federal representatives will
provide advance notification in the form of an NRC Form 277, “"Request for
Visit or Access Approval,” with the "need to know" certified by the
appropriate NRC Office exercising licensing or regulatory authority and
verification of NRC access authorization by the Division of Security.

(c) Licensee, certificate holder or others shall include the following
information in all “isit Authorization Letters (VAL) which they prepare,

(1) Visitor's name, address, and te'ephone number and certification of
the level of the facility security clearance.

(2) Name, date and place of birth, and citizenship of the individual
intending to visit;

(3) Certification of the proposed visitor's personnel clearance and
any special access authorizations requireu for the visit;

(4) Name of person(s) to be visited;

(5) Purpose and sufficient justification for the visit to allow for a
determination of the necessity of the visit; and

(6) Date or period during which the VAL is to be valid,

(d) Classified visits may be arranged for a 12 month period. The
requesting facility shall notify all places honoring these visit
arrangements of any change in the individual's status that will cause the
visit request to be canceled prior to its normal termination date,

(e) The responsibility for determining need-to-know in connection with
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a classified visit rests with the individual who will disclbse classitied ?
information during the visit, The licensee, certificate holder or other
facility shall establish procedures to ensure positive identification of

visitors prior to the disclosure of any classified information.

PART 95--SECURITY FACILITY APPROVAL AND SAFEGUARDING OF NATIONAL

SECURITY INFORMATION AND RESTRICTED DATA

18. The authority citation for Part 95 is revised Section continues to
read as follows:

AUTHORITY: Secs. 145, 161, 68 Stat. 942, 948, as amended (42 U.S.C. 2165,
2201); sec. 201, B8 Stat. 1242, as amended (42 U.S.C. 5841): €£.0. 108%5, as
amended, 3 CFR 1959-1963 COMP., p. 398 (50 U.S.C. 471, note); E.0. 12958; E.O.
12968; £.0. 12829.

19. Section 95.1 is revised to read as follows:
§ 95,1 Purpose,

The regulations in this part estab.ish procedures for obtaining security
facility approval and for safeguarding Secret and Confidential National
Sechrity Information and Restricted Data received or developed in conjunction
with activities licensed, certified or regulated by the Commission, This part
does not apply to Top Secret information because Top Secret information may
not be forwarded to licensees, certificate holders, or others witnin the scope

of an NRC license or certificate,
19, Section 95.3 is revised to read as follows:
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approved by the NRC, to which all Classified information for the facility is

to be sent.

* * * * *

Classified National Security Information means information that has been

determined pursuant to Executive Order 12958 or any predecessor order to
require protection against unauthorized disclosure and that is so designated,

Classified shipping address means an address established for a facility,
approved by the NRC, to which classified material, that which-due—to—its—size
purHe—or—nmeture cannot be transmitted as normal mails—fer—the—feeitity is to
be sent.

* . * N *

Closed area means an area that meets the requirements of the CSA, for the
purpose of safeguarding classified material that, because of its size,
nature, or operational necessity, cannot be adequately protected by the normal
safeguards or stored during nonworking hours in approved containers,

Cognizant Security Agency (CSA) means agencies of the Executi 2 Branch
that have been authorized by E.0., 12829 to establish an industr;al security
program for the purpose of safeguarding ¢ assified information uncd-r the
jurisdiction of those agencies when disclosed or released to U.S. Industry.
These agencies are the Department of Defense, the Department of Energy, Lhe
Central Intelligence Agency, and the Nuclear Regulatory Commission. The
Secretary of Defense has been designated as Executive Agent for the National

Industrial Security Program.

* * * * -
Facility (Security) Clearance (FCL) means an administrative determination
that, from a security viewpoint, a facility is eligible for access to
classified information of a certain category (and all lower categories),
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foreign ownership, control, or influence (FOCI) means a foreign interest

has the power, direct or indirect, whether or not exercised, and whether or
not exercisable through the ownership of a U.S. company's securities, by
contractual arrangements or other means, to direct or decide matters affecting
the management or operations of that company in a manner which may result in
unauthorized access to classified informetion or may affect adversely the

performance of classified contracts.

Infraction means any knowing, willful, or negligent action contrary to
the requirements of E.0. 12958, or its implementing directives, that does not
comprise a "violation,” as defined below,

* . * * *

Need-to-know means a determination made by an authorized holder of
classified information that a prospective recipient requires access to
specific classified information in order to perform or assist in a lawful and
authorized governmental function under the cognizance of the Commission.

* * x * *

Restricted area means a controlled ac-ess area established to safeguard
classified material, that because of its size or nature, cannot be adequately
protected during working hours by the usual safeguards, but that is capable of
being stored during non-working hours in an approved repository or secured by
other methods approved by the (SA,

* * * * *

Security reviews means aperiodic security reviews of cleared facilities
conducted to ensure that safequards employed by licensees and others are
adequate for the protection of classified information,

Yigolation means any knowing, willful, or negligent action that could
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reasonably be expected to result in an unauthorized disclosure of classified
information or any knowing, willful, or negligent action to c¢lassify or
continue the classification of information contrary to the requirements of

Executive Order 12958 or its implementing directives,

21. Section 95.8 1s revised to read as follows:

(@) The Nuclear Regulatory Commission has submitted the information
collection requirements contained in this part to the Office of Management and
Budget (OMB) for approval as required by the Paperwork Reduction Act of 1995
(44 U,.S.C. 3501 et seq.). OMB has approved the information collec*ion

requirements contained in this part under control number 3150-0047,

(b) The approved information collection reguirements contained in this
part appear in §§95.15, 95.18, 95,19, 95.21, 95.25, 95,29, 95-3195.33, 95,36,
95,37, 95.39, 95.4]1, 95.43, 95.45, 95.47, 95,53, 95.%57.

22. In §95.13, paragraph (a) is revised to read as follows:

§ 95,13 Maintenance of records

(a) Each licensee, certificate holder or other person granted faciliiy
¢learance under this part shall maintain records prescribed within the part.
These records are subject to review and inspection by CSA representatives
during security reviews.
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23, In §95.15, paragraphs (a) and (b) are revised to read as follows:

§ 95,15 Approval for processing licensees ar’ others for facility clearance,

(a) A licensee, certificate holder or other person who has a need to use,
process, store, reproduce, transmit, transport, or handle classijied
information at any location in connection with Commission related activities
shall promptly request an NRC facility clearance.

(b) The request must include the name of the facility, the location of the
facility and an identification of any facility clearance issued by another
government agency. If there is no existing facility clearance, the request
must include a security Standard Practice and Procedures Plan that outlines
the facility's proposed security procedures and controls for the protection of
classified information, a floor plan of the area in which the matter is to be
used, processed, stored, reproduced, transmitted, transported or handled; and

Foreign Own2rship, Control or Influence information as required by §Yo5.17(a).

* * * - *

24, Section 95,17 is revised to read as follows:

i 1 r
(a) Following the receipt of an acceptable request for facility clearance,
the NRC will either accept an exisving facility clearance granted by a current
CSA and authorize possession of license or certificate related classified
information or process the facility for a facility clearance. Processing will
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