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FROM: f?ﬁhymond J. Brady, Director

Division of Security
Office of Administration

SUBTECT: AMENDMENT TO 10 CFR PART 25, "ACCESS
AUTHORIZATION FOR LICENSEE PERSONNEL" AND PART
95, "SECURITY FACILITY APPROVAL AND SAFEGUARDING
OF NATIONAL SECURITY INFORMATION AND RESTRICTED
DATA"™

Attached is a proposed rule, "Access to and Protection of
Classified Information," amending 10 CFR Parts 25 and 95 to
conform NRC regulations to new national security policies (i.e.,
the National Industrial Security Program Operating Manual and
Executive Orders _.958, "Classified National Security
Information," and 12968 "Access to Classified Information").

You may wish to note that the Security Policy Board, an
inter-agency organization charged with developing uniform
national security policies, is in the process of developing an
implementing directive for E.O. 12958 which may require some
additional but hopefully minor revisions to the proposed rule.
Since it will be months before this directive will be issued and
we are unaware of any conflicts between the attached draft and
the current versions of the proposed directive, we prefer not to
delay this process unnecessarily. Should any changes be required
later, we believe they would be minor and easily incorporated.
Naturally, any such revisions would be fully coordinated with
your Offices.

We are circulating this package to all Offices concurrently to
reduce the time required to complete the concurrence process.
Please provide comments or concurrence by March 22, 1996.

If you or your staff have any questions, please contact Duane G.
Kidd of my staff on 415-7403 or by email at DGK.
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[7590-01-P]

NUCLEAR REGULATORY COMMISSION

10 CFR PARTS 25 AND 95
RIN 3150-AF37

ACCESS TO AND PROTECTION OF CLASSIFIED INFORMATION
AGENCY: Nuclear Regulatory Commission.
ACTION: Proposed rule.
SUMMARY: The Nuclear Regulatory Commission is amending its regulations to
conform the requirements for the protection of and access to classified
information to new .ational security policy documents. Specifically, the
National Industrial Security Program Operating Manual and Executive Orders
12958, "Classified National Security Information,” and 12968, "Access to
Classified Information." This proposed rule is necessary to ensure that
classified information in the possession of NRC licensees and others under the
NRC's regulatory requirements is protected in accordance with cu, rent national
policies.
DATES: The comment period expires (60 days from date of publicavion in the
Federal Register). Comments received after this date will be considered if it
is practical to do so, but the Commission is able to assure consideration only
for comments received on or before this date. Comments may be submitted to:
The Secretary of the Commission, U.S. Nuclear Regulatory Commission,
Wwashington, DC 20555-0001, Attention: Docketing and Service Branch. Copies
of comments received may be examined at the NRC public Document Room, 2120 L

Street NW. (Lower Level), Washington, ()] 194



FOR FURTHER INFORMATION CONTACT: Duane G. Kidd, Division of Security, Nffice
of Administration, U.S. Nuclear Regulatory Commission, Washington, DC  20555-

0001 telephone (301) 415-7403.

SUPPLEMENTARY INFORMATION:
Background

The national requirements for the protection of and access to Classified
National Security Information have been revised by the issuance of the
National Industrial Security Program Operating Manual (NISPOM), Executive
Order 12958, *Classified National Security Information,"dated April 17, 1995,
and Executive Order 12968, "Access 1o Classified Information," dated August 4,
1995 In order to conform to these new national security policy documents,
the NRC must revise its regulations for the protection of classified
information. The requirements of 10 CFR Parts 25 and 95 are substantially
based on Executive Order 12356, dated april 6, 1982, which was superseded by

Executive Order 12958.

The propos€ed rule would amend the provisions of 10 CFR Parts 25 and 95
that deal with requirements for access to and protection of classified
information that have been changed or added by the NISPOM or the Executive
Orders. specifically, changes include revised and added definitions such as
Cognizant Security Agency, Classified National Security Information,
(lassified {nformation, Facility security Clearance, Foreign Ownership,
Control, or Influence. It also includes numerous amendments to reflect the
fact that the NRC may permit another Cognizant Security Agency (DOE, DoD, or
ClA) to assume some or all of the security oversight functions at an NRC
facility under the requirements of 10 CFR Parts 25 and/or 95 when that agency
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also has a significant security interest at the facility. The proposed rule

addresses the intent of Executive Order 12829, "Naticnal Industrial Security

Program,” to reduce wasteful and inefficient duplicative oversight of private

facilities which have classified interests from more than one government

agency.

Additionally, it adopts new requirements in areas where the Executive

Orders or the NISPOM mandate specific requirements which were not included in

the previous versions of the rules. These include --

Requiring that key management personnel have personnel security

clearances as well as those employees witn access to classified information;

permitting reinstatement of a personnel security clearance up to 24

months after termination instead of the previous 6 months;

permitting facility security officers to issue visit authorization

letters directly rather than through the NRC Division of Security:

Requiring a finding that a facility is not under foreign ownership,

contral or influence;

cility security officers to have specific training related

Requiring fa

to their position;

permitting the use of reinforced steel filing cabinets with lockb

key locks for classified information (provided appropriate supplemental

protection is in place during non-working hours) ;

Changing the security ¢classification markings to conform toO Executive

Order 12958;

Reducing the accountability requirements for Secret documents;

pafining procedures for challenging classification decisions that one

believes to be in error;

Allowing for additional methods of transmit
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Regulatory Flexibility Certification

As required by the Regulatory Flexibility Act of 1980, 5 U.S.C. 605(b),

the NRC carefully considered the effect on small entities in developing this
tion and have determined

proposed rule on the protection of classified informa

that none of the facilities affected by this rule would be considered as small

Backfit Analysis

The NRC has determined that the backfit rule, 10 CFR 50.109, applies to

this rulemaking initiative because it falls within the criteria of 10 CFR Part

§0.109(a)(1), but that a backfit analysis is not required because this

rulemaking qualifies for exemption under 10 CFR 50.109(a)(4)(i1i) that reads

“That tire regulatory action involves . . . redefining what level of protection

to the , . . c¢ommon defense and security should be regarded as agequate.”

List of Subjects

10 CFR Part 25
Classified information, Criminal penalties, Investigations, Reporting

and recordkeeping requirements, Secur ity measures.

10 CFR Part 95

Classified information, Criminal penalties, Reporting and recordkeeping

requirements, Security measures.

For the reasons set out in the preamble and under the authority of the

Atomic Energy Act of 1954, as amended, the Energy Reorganization Act of 1974,

and 5 U.5.C. 553, the NRC proposes to adopt the following

as amended,

amendments to 10 CFR Parts 25 and 95.



PART 25 -- ACCESS AUTHORIZATION FOR LTICENSEE PERSONNEL

1. The authority citation for Part 25 is revised to read as follows:

AUTHORITY: Secs. 145, 161, 68 Stat. 942, 948, as amended (42 u.S5.C.
2166, 2201); sec. 201, g8 Stat. 1242, as amended (42 U.5.C. 5841); E.O.
10865, as amended, 3 CFR 1959 - 1963 CoMP., p. 398 (50 U.s.C. 401, note):
£.0. 12829; E.0. 12958; £.0. 12968

Appendix A also issued under 96 Stat. 1051 (31 U.S.C. 9701).

2. Section 25.1 is revised to read as follows:
§ 25,1 Purpose.

The regulacions in this part establish procedures fo: granting,
reinstating, extending, transferring, and terminating access authorizations
of licensee personnel, licensee contractors or agents, and other persons
(.85 individuals involved in adjudicatory procedures as cet forth in 10

CFR part 2, subpart 1) who may require access to classified information.

3. Section 25.3 is revised tu read as follows:
§ 25.3 ocope.

The regulations in this part apply to licensees and others who may
require access 10 classified information related to a license or an

application for a license.

4. Section 25.5 1% amended by revising the listed definitions to read

as follows:

§ 25,5 Definitions.




Access authorization means an administrative determination that an
individual (including a consultant) who is employed by or an applicant for
employment with the NRC, NRC contractors, agents, licensees and certificate
holders, or other person designated by the Executive Director for
Operations, is eligible for a security clearance for access to classified
information,

* * * * *

Certificate holder means a facility operating under the provisions of
Part 71 or 76 of this Chapter.

Classified information means either Classified National Security
Information, Restricted Data, or Formerly Restricted Data or any one of
them. It is the generic term for information requiring protection in the
interest of National Security whether classified under an Executive Order or
the Atomic Energy Act.

Classified National Security Information means information that has
been determined pursuant to Executive Order 12958 or any predecessor order
to require protection against unauthorized disclosure and is marked to
indicate its classified status when ir documentary form,

Cognizant Security Agency (CSA) means agencies of the Executive Branch
that have been authorized by E.0. 12829 to establish an industrial security
program for the purpose of safeguarding classified information under the
jurisdiction of those agencies when disclosed or released to U.S. Industry.
These agencies are the Department of Defense, the Department of Energy, the
Central Intelligence Agency, and the Nuclear Regulatory Commission. The
Secretary of Defense (SECDEF) has been designated as Executive Agent for the

National Industrial Security Program (NISP).

* * * * »



Need-to-Know means a determination made by an authorized holder of
classified information that a prospective recipient requires access to
specific classified information in order to perform or assist in a lawful

and authorized governmenta] function under the cognizance of the Commission.

»* * * * *

wmmm_lﬂﬂﬁ—ﬂ“l means a letter, generated by a

licensee, certificate holder or other organization under the requirements of

10 CFR Parts 25 and/or 95, verifying the need to know and access
authorization of an individual from that organization who needs to visit

another authorized facility for the purpose of exchanging or acquiring

classified information.

* * * * *

§. In § 25.8, paragraphs (a) and (b) are revised to read as follows:

¢ 25.8 Information collection requirementss OMB approval,

(a) The Nuclear Regulatory Commission has submitted the information

collection requirements contained in this part .o the office of Management

and Budget (OMB) for approval as required by the Paperwork Reduction Act
(44 U.S5.C. 3501 et seqg.)., 1he NR(C may not conduct or sponsor and a person

is not required to respond to a collection of information unless it displays

a currently valid OMB control number. OMB has approved the information

collection requirementc contained in this part under control number 3150 -

0046.

(b) The approved information collection requirements contained in this

part appear in §§ 25.11, 25.17, 26.21, 25.23, 25,25, 25.27. 25.29, 25.31,

26,33, and 25.35.

* * * * *

6. In §25.13, paragraph (a) is revised to read as follows:
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(a) Each licensee or organization employing individuals approved for
personnel security access authorization under this part, shall maintain
records as prescribad within the part. These records are subject to review
and inspection by CSA representatives during security reviews.

* * * * *

7. Section 25.15 is revised to read as follows:

§ 25,15 Access gg:mj;;gd under " 'Q'', L'  or equival_at COA access

authorization.

(a) A "°Q'" or CSA equivalent access authorization permits an
individual access on a need-to-know basis to Critical Secret Restricted Data
and Secret and Confidential Classified National Security Information
including intelligence information, CRYPTO (i.e., cryptographic information)
or other classified communications security (COMSEC) information.

(b) An *"L'" or CSA equivalent access authorization permits an
individual access on a need-to-know basis to Secret and Confidential
classified information other than the categories specifica\]y included in
paragraph (a) of this section. In add‘tion, access 1o certain Confidential
COMSEC information is permitted as authorized by 8 National Communications
Security Committee waiver dated February 14, 1985,

(c) Each employee of the Commission is processed for one of the two
tevels of access authorization. Licensees and other persons will furnish
classified information to 2 Commission or CSA employee on official business
when the employee has the appropriate level of access authorization and
need-to-know. Some individuals are permitted to begin NRC employment
without an access authorization, However, no NRC or CSA employee is

permitted access to any classified information until the appropriate Jevel
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of access authorization has been granted to that employee by NRC or the CSA,

8. Section 25.17 is revised to read as folluws:

§.25.17 Approval for processing applicants for access authorization,

(a) Access authorizations must be requested for licensee employees or
other persons (e.g., 10 CFR part 2, subpart 1) who need access to classified
information in connection with activities under parts 50, 70, 72, or 76.

(b) The request must be submitted to the facility CSA. If NRC is the
CSA, the procedures in §25.17(c¢c) and (¢) will be followed. If NRC is not
the CSA, the request will be submitted to the CSA in accordance with
procedures established by the CSA.

(c) The requgst must include a completed personnel security packet
(see § 25.17(d)) aﬁa request form (NRC Form 237) signed by a licensee,
licensee contractor official or other authorized person.

(d)(1) £ach personnel security packet submitted, must include the
following completed forms:

(i) Questionnaire for National Security Positions (SF - 86, parts 1
and 2);

(i) Two Standard fingerprint cards (FD - 258);

(iii) Security Acknowledgment (NRC Form 176); and

(iv) Other related forms where specitied in accompanying instructions
(NRC Form 254).

(2) Only a Security Acknowledgment (NRC Form 176) need be completed by
any person possessing an active access authorization, or who is being
processed for an access authorization, by another Federal agency. The
active or pending access authorization must be at an equivalent Tevel to
that required by the NRC and be based on an adequate investigation not more
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than five years old,

(e) To avoid delays in processing requests for access authorizations,
each security packet should be reviewed for completeness and correctness
(including legibility of response on the forms) prior to submittal.

(f) Applications for access authorization or access authorization
renewal processing that are submitted to NRC for processing must be
accompanied by & check or money order, payable to the United States Nuclear
Regulatory Commission, representing the current cost for the processing of
each "'Q'' and "'L'' access authorization, or renewal request. Access
authorization and access authorization renewal fees will be published each
time the Office of Personnel Management notifies NRC of a change in the
rates it charges NRC for the conduct of investigations. Any changed access
authorization or access authorization renewal fees will be applicable to
each access authorization or access authorization renewal request received
upon or after the date of publication. Applications from individuals having
current Federal access authorizations may be processed more expeditiously
and at less cost, since the Commission may accept the certification of
access authorization and investigative data from other Federal Government

agencies that grant personnel access authorizations.

9, Section 25.19 is revised to read as foliows:
§ 25,19 Processing applications,

Each application for access authorization or access authorization
renewal must be submitted to the CSA. If NRC is the CSA, the apnlication
and its accompanying fee must be submitted to the NRC Division of Security.
1f necessary, the NRC Division of Security may obtain approval from the

appropriate Commissi-n office exercising licensing or regulatory authority
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before processing the access authorization or access suthorization renewal
request. If the applicant is disapproved for processing, the NRC Division
of Security shall notify the submitter in writing and return the original

application (security packet) and its accompanying fee.

10. Section 25.21 is revised to read as follows:
§ 25,21 Determination of initial and continued eligibility for access
authorization.

(a) Following receipt by the CSA of the reports of the persannel
security investigations, the record will be reviewed to determine that
granting an access authorization or renewal of access authorization will not
endanger the common defense and security and is clearly consistent with the
national interest [f this determination is made, access authorization will
be granted or renewed. [f NRC is the CSA, questions as to initial or
continued eligibility will be determined in accordance with part 10 of
Chapter 1. 1f NRC is not the CSA questions as to initial or continued
eligibility will be determined in accordance with established CSA procedures
already in effect for the facility.

{(b) The CSA must be promptly notified of developments that bear on
continued eligibility for access authorization throughout the period for
which the authorization is active (e.g., persons who marry subsequent to the
completion of a personnel security packet must report this change by
submitting a completed NRC Form 354, "'Data Report on Spouse'' or equivalent
CSA form).

(c)(1) Except as provided in paragraph (c)(2) of this section, NRC
Q" and "L" access authorizations must be renewed every five years from the
date of issuance. An application for renewal must be submitted at least 120
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days before the expiration of the five year period, and must include:

(1) A statement by the licensee or cther person that the individual

continues to require access to Classified yational Security Information or
Restricted Data; and

(ii) A personnel security packet as described in §25.17(d).

(2) Renewa)l applications and the required paperwork are not required

for individuals who have a current and active access authorization from

another Federal agency and who are subject to a reinvestigation program by

that agency that is determined by NRC to meet NRC's reguirements. (The DOE

Reinvestigation Program has been determined to meet NRC's requirements).

for these individuals, the submission of the SF-86 by the licensee or other

person to the other government agency pursuant to their reinvestigyation

requirements will satisfy the NRC renews] submission and paperwork

requirements, even if 1ess than five years has passed since the date of

issuance or renewal of the NRC "Q" or "L" access authorization. Any NRC

access authorization continued in response to the provisions of this

paragraph will, thereafter, not be due for renewal until the date set by the

other government agency for the next rainvestigation of the individual

pursuant to the other agency's reinvestigation program. However, the period

of time for the initial and each subsequent NRC *Q" or NRC “L" renewal

application to NRC may not exceed seven years. Any individual who is

subject to the reinvestigation program requirements f another Federal

agency but, for administrative or other reasons, does not submit

reinvestigation forms to that agency within seven years of the previous

submission, shall submit a renewal application to NRC using the forms

prescribed in § 25.17(d) before the expiration of the seven-year period.

(3) 1f NRC is not the CSA, reinvestigation program procedures and

13




requirements will be set by the CSA.

11, Section 25.23 is revised to read as follows:
§ 25.23 Notificati ¢ t of hord i

The determination to grant or renew access authorization will be
furnished in writing to the licensee or organization that initiated the
request. Upon receipt of the notification of original grant of access
authorization, the licensee or organization shall obtain, as a condition for
grant of access authorization and access to classified information, an
executed " "Classified Information Nondisclosure Agreement "(SF-312) from the
affected individual. The SF-312 is an agreement between the lnited States
and an individual who is cleared for access to classified information. An
employee issued an initial access authorization shall execute a SF-312 prior
to being granted access to classified information. The licensee or other
organization shall forward the executed SF-312 to the CSA for retention. If
the employee refuses to execute the SF-312, the licensee or other
organization shall deny the employee access to classified information and
submit a report to t%» (CSA, The SF-312 must be signed and dated by the
employee and witnessed., The employee's and witness' signatures must bear the
same date. The individual shall also be given a security orientation
briefing in accordance with Section 95.33 of this chapter. Records of
access authorization grant and renewal notification must be maintained by
the licensee or other organization for three years after the access
authorization has been terminated by the CSA. This information may also be
furnished to other representatives of the Commission, to licensees,
contractors, or other Federal agencies. Notifications of access
authorization will not be given in writing to the affected individual

14




except:

(a) In those cases in which the determination was made as a result of
a Personnel Security Hearing or by personnel Security Review Examiners, or

(b) When the individual also is the official designated by the
licensee or other organization to whom written NRC notifications are

forwarded.

12. Section 25.25 is revised to read as follows:
n r

when a request for an individual's access authorization or renewal of
access authorization is withdrawn or canceled, the requestor shall notify
the CSA immediately by telephone so that the full field investigatiun,
National Agency Check with Credit Investigation, or other personnel security
action may be discontinued. The requestor shall identify the full name and
date of birth of the individual, the date of request, and the type of access
authorization or access authorization renewal requested. The requestor

shall confirm each telephone notification promptly in writing.

13, Section 25,27 is revised to read as follows:
W.Wf ces in which requests for access authorizations are
canceled,

(a) In conjunction with a new request for access authorization (NRC

fForm 237 or CSA equivalent) for individuals whose Cases were previously
canceled, new fingerprint cards (FD - 257) in duplicate and a new Security
Acknowledgment (NRC Form 176), or CSA equivalents, must be furnished to the
CSA along with the request.

(b) Additionally. if 90 days or more have elapsed since the date of
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. 86), or CSA equivalent,

the last Questionnaire for Sensitive positions (SF

the individual must complete a personnel security packet (see Section

n investigative or other needs, may require a

26.17(d)). The CSA, based ©
s as well, A fee, equal to

complete personnel security packet in other case

the amount paid for an initial request, will be charged only if a new or

updating investigation by NRC is required.

14. Section 25.29 is revised to read as follows:

WWMMW

orization can be reinstated provided that:

(a) An access auth

(1) No more than 24 months has lapsed since the date of termination of

the clearance;

(3) There is no known adverse information;

(4) The most recent investigation must not exceed 5 years (Top Secret,

Q) or 10 years (Secret, L) and

(%) Must meet or exceed the scope of the investigation required for

the 1evel of access authorization that is to be reinstated or granted.
(b) An access authorization can be reinstated at the same, oOr lower,

level by submission of a CSA-designated form to the CSA. The employee may

not have access 10 classified information until receipt of written
confirmation of reinstatement and an up-to-date personnel cecurity packet

will be furnished with the request for reinstatement of an accesst
authorization. A new Security Acknowledgment will be obtained in all cases.

where personnel cecurity packets are not required, @ request for
tatement shall ctate the level of access authorization to be reinstated

d date of birth of the individual

reins
in order to establish

and the full name an
positive jdentification. A fee, equal to the amount paid for an jnitial
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request, will be charged only if a new or updating investigation by NRC is

required.

15. In §25.31, paragraphs (a) and (c) are revised to read as follows:

(a) The NRC Division of Security may, on request, extend the
authorization of an individual who possesses an access authorization in
connection with a particular employer or activity, to permit access to
classified information in connection with an assignment with another

employer or activity.

* - * * *

(¢) Requests for extensien or transfer of access authorization shall
state the full name of the person, his date of birth and level of access
authorization. The Director, Division of Security, may require a new
personnel cecurity packet (see § 25.17(c)) to be completed by the applicant.
A fee, equal to the amount paid for an initia) request, will be charged only
if a new or updating investigation by NRC is required.

* . * . *

16. Section 25,33 fis revised to read as follows:

§ 26,33 Termination of access authorizations.

(a) Access authorizations will be terminated when:

(1) Access authorization is no longer required, or

(2) An individual is separated from the employment or the activity for
which he obtained an access authorization for a period of 90 days or more,
or

(3) An individual, pursuant to 10 CFR part 10 or other CSA approved

adjudicatory standards, is no longer eligible for access authorization.
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(b) A representative of the licensee or other organization which
employs the irdividual whose access authorization will be terminated shall
immediately notify the CSA when the circumstances noted in paragraph (a)(1l)
or (a)(2) of this section exist; inform the individual that his access
authorization is being terminated, and the reason; and that he will be
considered for reinstatement of access authorization if he resumes work
requiring it.

{(c) When an access authorization is to be terminated, a representative
of the licensee or other organization shall conduc* 2 :» irity termination
briefing of the individual involved, explain the Seriyr: i, Termination
Statement (NRC Form 136 or CSA approved form) and have che individual
complete the form. The representative shall promptly forward the original

copy of the completed Security Termination Statement to CSA.

17, Section 25.35 is re2vised to read as follows:
§ 25,35 (] tfied vist

(a) The number of classified visits must be held to a minimum. The
licensee, certificate holder, or other facility shall determine that the
visit is necessary and that the purpose of the visit cannot be achieved
without access to, or disclosure of, classified information. A1) classified
visits require advance notification to, and approval of, the organization to
be visited. In urgent cases, visit information may be furnished by
telephone and confirmed in writing.

(b) Representatives of the Federal Government, when acting in their
official capacities as inspectors, investigators, or auditors, may visit a
licensee, certificate holder or other's facility without furnishing advanced
notification, provided these representatives present appropriate government

18



credentials upon arrival. Normally, however, Federal representatives will
provide advance notification in the form of an NRC Form 277, "Request for
Visit or Access Approval," with the "need to know" certified by the
appropriate NRC Office exercising licensing or regulatory authority and
verification of NRC access authorization by the Division of Security.

(c) Licensee, certificate holder or others shall include the following
information in all Visit Authorization Letters (VAL) which they prepare.

(1) Visitor's name, address, and telephone number and certification of
the level of the facility security clearance.

(2) Name, date and place of birth, and citizenship of the individual
intending to visit;

(3) Certification of the proposed visitor's personnel clearance and
any special access authorizations required for the visit;

(4) Name of person(s) to be visited;

(5) Purpose and sufficient justification for the visit to allow for a
determination of the necessity of the visit; and

(6) Date or period during which the VAL is to be valid.

(d) Classified visits may be arraagad for a 12 month period. The
requesting facility shall notify all places honoring these visit
arrangements of any change in the individual's status that will cause the
visit request to be canceled prior te its normal termination date.

(e) The responsibility fer determining need-to-know in connection with
a classified visit rests with the individual who will disclose classified
information during the visit. The licensee, certificate holder or other
facility shall establish procedures to ensure positive identification of

visitors prior to the disclosure of any classified information.
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license or certificate or an application for a license or certificate.

21.

§95.5 Definitions.

* *

Aggg;z_au;hg:i;g;ign means an administrativ

ultant) who is employed by or an app

- * *

e determination that an

individual (including a cons licant for
ts, licensees and certificate

ent with the NRC, NRC contractors, agen
er person designated by the Executiv

arance for access to Restricted Data

employm
e Director for

holders of the NRC, or oth

Operations, is eligible for a security cle

or Classified National Security Information.

* * * * *

Llj;jiiigﬂ_mnil_gnnggg means a mail address establishe

ed by the NRC, to which all Classified information for the facility is

d for each facility

approv

to be sent.
* *

* * *
wwmﬁﬂnmuﬂmm means inf
ar 12958 or any predecessor

that is so designated.

ormation that nas been

determined pursuant to Executive Orc order to

ainst unauthorized disclosure and

require protection ag
an address established for 3 facility,

;]ﬂﬁﬁjfjgd sbjnn]ng ﬂddrﬂﬁi means

to which classified material, which due to its size,

approved by the NRC,

or nature cannot be transmitted a for the facility is to

¢ normal mail,

bulk,
be sent.
* & * * *
Closed area means an area that meets the requirements of the CSA, for the

terial that, because of its size,

pose of safequarding classified ma
protected by the normal

cannot be adequately

pur
nature, or operational necessity.,
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safeguards or stored during nonworking hours in approved containers.

Wm_;guﬂn_mw) means agencies of

12829 to establish an industrial security

the Executive Branch

that have been authorized by E.0.
of safeguarding classified information under the

program for the purpose
ced or released to U.S. Industry.

jurisdiction of those agencies when disclo

These agencies are the Department of Defense, the Department of Energy, the

and the Nuclear Regulatory Commission, The

Central Intelligence Agency,
or the National

Secretary of Defense has been designated as Executive Agent f

Industrial Security Program.

* * * * *

Facility LSgcu[iLz} Clearance (FCL) means an

a facility is eligible for acces

administrative determination

that, from a security viewpoint, s to

classified informatior of a certain category {and all lower categories).

Lgnglgn_gxnggghinl control, or_influence (FOCL) means 4 foreign interest

cised, and whether or

has the power, direct or indirect, whether or not exer
company ' s securities, by

not exercisable through the ownership of a u.S.

contractual arrangements or other means, tO direct or decide matters affecting

y in a manner which may result in

the management Of operations of thet compan

fied information or may affect adversely the

unauthorized access to classi

performance of classified contracts.

or negligent action contrary to

_Infraction means any knowing, willful,

or its implementing directives, that does not

the requirements of £.0. 12958,

“ a5 defined below.

- *

comprise a "violation,
* * *

by an authorized holder of

Need-to-know means a determination made

classified information that a prospective recipient requires access to
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specific classified information in order to perform or assist in a lawful and

authorized governmental function under the cognizance of the Commission.

* * * * *

Restricted area means a controlled access area established to safeguard

classified material, that because of its size or nature, cannot be adequately

protected during working hours by the usual safeguards, but that is capable of

being stored during non-working hours in an approved repository or secured by

other methods approved by the CSA.

* * * * *

Security reviews means random security reviews of cle

uards employed by licensees and others are

ared facilities

conducted to ensure that safeg

adequate for the protection of classified information.

yiolation means any knowing, willful, or negligent action that could

reasonably be expected to result in an unauthorized disclosure of classified

information or any knowing, willful, or negligent action to classify or

continue the classification of information contrary to the requirements of

Executive Order 12958 or its implementing directives.

22. Section 95.8 is revised to read as follows:

{ o6 Infocaation collection cequlrensntss 0N aparous

(a) The Nuclear Regulatory Commission has submitted the information

collection requirements contained in this part t

al as required by the Paperwork Reduction Act (44

Budget (OMB) for approv
U.5.C. 3501 et seq.). OMB has approved the info
contained in this part under control number 3150-0047.
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(b) The approved information collection requirements contained in this

part appear in §§95.11, 95.15, 95.18, 95.19, 95.21, 95.25, 95.29, 95.31,

95.36, 95.37, 95.39, 95.41, 95,43, 95.45, 95.47,.

23. In §95.13, paragraph ta) is revised to read as follows:

2

(a) Each licensee, certificate holder or other person granted facility

clearance under this part <hall maintain records prescribed within the part.

These records are subject to review and inspection by CSA representatives

during security reviews.

24, In §95.15, paragraphs (a) and (b) are revised to read as follows:

g 95.15 Approval for processing | censees and others for facility clearance.

(a) A licensee, certificate holder or other person who has a need to use,
process, store, reproduce, transmit, transport, or handle classified
information at any location in connection with Commission related activities
shall promptly request an NRC facility clearance.

(b) The request must include the name of the facility, the location of the
facllity and an identification of any facility clearance issued by another
government agency. 1f there is no existing facility clearance, the request
must include a security Standard Practice and Procedures Plan that outlines
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the facility's proposed security procedures and controls for the protection of
classified information, a floor plan of the area in which the matter is to be
used, processed, stored, reproduced, transmitted, transported or handled; and

Foreign Ownership, Control or Influence information as required by §95.17(a).

* * * * *

25, Section 95.17 is revised to read as follows:

§ 95,17 Processing facility clearance,

(a) Following the receipt of an acceptable request for facility clearance,
the NRC will either accept an existing facility clearance granted by a current
CSA and authorize possession of license or certificate related classified

information or process the facility for a facility clearance. Processing will

include- -

(1) A determination based on review and approval of a Steadard
Practice and Procedure Plan that granting of the Facility Security
Clearance would not be inconsistent with the national interes*, including
a finding that the facility is not under foreian ownership, control, or

influence to a such a degree that such a determination could not be made;

(2) An acceptable security survey conducted by NRC;

(3) Submitting key management personnel for personnel clearances

(PCLs):; and

(4). Appointing a U.S. citizen employee as the facility security
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officer.

(b) An interim Facility Security Clearance may be granted by the CSA on a

temporary basis pending completion of the full investigative requirements.

26. A new §95,18 is added to read as follows:

§ 95,18 Key personnel.

The senior management official and the Facility Security Officer must
always be cleared to the level of the Facility Security Clearance. Other key
management officials, as determined by the CSA, must be granted a personnel
security clearance Or be excluded from classified access. when formal
exclusion action is required, the organization's board of directors or similar
executive body shall affirm the following, as appropriate.

(a) Officers, directors, partners, regents, or trustees (designated by
name) that are excluded may not require, may not have, and can be effectively
excluded from access to all classified information disclosed to the
organization. inese individuals also miy not occupy positions that would
enable them to adversely affect the organization's policies or practices in
the performance of activities involving classified information. This action |
will be made a matter of record by the organization's executive body. A cOpy
of the resolution must be furnished to the CSA.

(b) Officers directors, partners, regents, or trustees (designated by
name) that are excluded may not require, may not have, and can be effectively
denied access ¢ wigher-level classified information (specity which higher
Tevel (5!} incividuals may not occupy positions that would enable them

to advers. s¢y the organization’s policies or practices. This action will
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be made a matter of record by the porganization's executive body. A copy of the

resolution must be furnished to the CSA.

27. Section 95.18 is redesignated as §95.19 and the introductory text of

paragraphs f(a) and (b) are revised to read as follows:

wwmiuuﬁiﬂuﬂﬂmm

(a) Except as specified in paragraph (b) of this section, each licensee,
certificate holder or other person shall obtain prior CSA approval for any
proposed change to the name, location, security procedures and controls, or
floor plan of the approved facility. A written description of the proposed
change must be furnished .o the CSA with copies to the Director, Division of
Security, Office of Administ-ation, NRC, washington, DC 205%5-0001, and the
NKC Regional Administrator of the cognizant Regional Office listed in appendix
A of part 73, The CSA shall promptiy respond in writing to al) such proposals.
Some examples of substantive changes requiring prior CSA approval include--

* * * * *

(b) A licensee or other person may effect a minor, non-substantive change
to an approved Standard Practice and procedure Plan for the safeguarding of
classified information without receiving prior (SA approval, provided prompt
notification of such minor change is furnished to the addressees noted in
paragraph (a) of this section, and the change does not decrease the
effectiveness of the Standard Practice and Procedure Plan, Some examples of

minor, non-substantive changes to the standard Practice and Procedure Plan

include- -

* * * " *
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28. Section 95.19 is redesignated as §95.20 and revised to read as

follows:

Wumwuﬂmwm“"

The Division of Security shall provide notification in writing (or orally

with written confirmation) to the licensee or other organization of the

Commission's grant, acceptance of another agency's Facility Security

Clearance, denial, or termination of facility clearance. This information must

also be furnished to representatives of NRC, NRC licensees, NRC Certificate

Holders, NRC contractors, oOf other Federal agencies having a need to transmit

classified information to the licensee or other person.

29, Section ©7.21 is revised to read as follows:

§ 95.21 ujgngcgug1 of requests for facility clearance,

when a request for facility clearance is to be withdrawn or canceled, the

requester shall notify the NRC Division of Security immediately by telephone

so that processing for this approval may be terminated. The notification must

identify the full name of the individual requesting discontinuance, his

position with the facility, and the full identification of the facility. The

requestor shall confirm the telephone notification promptly in writing,

30. Section 95,23 is revised to read as follows:

§ 95,23 Termination of facility clearance.
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(a) Facility clearance will be terminated when--

(1) There is no longer a need to use, process, store, reproduce, transmit,

transport or handle classified matter at the facility; or

(2) The Commission makes a determination that continued facility

clearance is not in the interest of national security.

(b) When facility clearance is terminated, the licensee or other person

will be notified in writing of the determination and the procedures outlined

in §95.53 apply.

31. In §95.25, paragraphs (a), (b), (), (d), (9), (h), and (i) are

revised and paragraph (j) is added to read as follows:

WEMM:LHMM

{a) Secret documents, while unattended or not in actual use, must be

stored in--

(1) A safe, steel file cabinet, or safe-type steel file container

that has an automatic unit locking mechanism. A1l such receptacles will be

accorded supplemental protection during non-working hours; or

(2) Any steel file cabinet that has four sides and a top and bottom

(all permanently attached by welding, rivets or peened bolts sO the contents

cannot be removed without Jeaving visible evidence of entry) and is secured by

a rigid metal lock bar and an approved key operated or combination padlock.

The keepers of the rigid metal lock bar must be secured to the cabinet by

welding, rivets, or bolts, so they cannot be removed and replaced without

leaving evidence of the enitry. The drawers of the container must be held

securely, so their contents cannot be removed without forcing open the drawer.
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This type cabinet will be accorded supplemental protection during non-working

hours,

(b) Confidential matter while unattended or not in use must be stored in
the same manner as SECRET matter except that no supplemental protection is

required.

(¢c) Classified lock combinations.

(1) A minimum number of authorized persons may know the combinations to
authorized storage containers. Security containers, vaults, cabinets, and
other authorized storage containers must be kept locked when not under the
direct supervisiun of an authorized person entrusted with the contents.

(2) Combinations mi.st be changed by a person authorized access to the
contents of the container, or by the Facility security Officer or his or her
designee. Combinations must be changed upon--

(i) The initial use of an approved container or lock for the protection
of classified material;

(i1) The termination of employmnent of any person having knowledge of the
combination, or when the clearance granted to any such person has been
withdrawn, suspended, or revoked;

(44%) The compromise or suspected compromise of a container or its
combination, or discovery of a container left unlocked and unattended;

(iv) At other times when considered necessary by the Facility Security
officer or CS5A; or

(v) In any event at least once every 12 months.

-

(d) Records of combinations. 1f a record is made of a combination, the
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record must be marked with the highest classification of material authorized

for storage in the container., Superseded combinations must be destroyed.

* * * * *

(g) Posted information, Containers may not bear external markings
indicating the level of classified material authorized for storage. A record
of the names of persons having knowledge of the combination must be posted
inside the container,

(h) End of day security checks.

(1) Facilities that store classified material shall establish a system of
security checks at the close of each working day to ensure that all classified
material and security repositories have been appropriately secured.

(2) Facilities operating with multiple work shifts shall perform the
security checks at the end of the last working shift in which classified
material had been removed from storage for use. The checks are not required
during continuous 24-hour operations,

(i) Unattended security container found opened. If an unattended
security container housing classified matter is found unlocked, the custodian
or an alternate must be notified immediately. The container must be secured py
protective personnel and the contents inventoried as soon as possible but not
later than the next workday. A report reflecting all actions taken must be
submitted to the responsible Regioral Office (see appendix A, 10 CFR part 73
for addresses) with an information copy to the NRC Division of Security. The
licensee shall retain records pertaining to these matters for three years
after completion of final corrective action.

(j) Supervision of keys and padlocks. Use of key-operated padlocks are
subject to the following requirements:
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(1) A key and lock custodian shall be appointed to ensure proper custody

and handling of keys and lorks used for protection of classified material;

(2) A key and lock control register must be maintained to identify keys

for each lock and their current location and custody;
(3) Keys and locks must be audited each month;

(4) Keys must be inventoried with each change of custody;

(5) Keys must not be removed from the premises;
cks must be protected equivalent to the level of

(6) Keys and spare lo

classified material involved;
and must be

(7) Locks must be changed or rotated at least annually,

replaced after loss or compromise of their operable keys; and

(8) Master keys may not be made.

32. Section 95.27 is revised to read as follows:

§ 95.27 Protection while in use.

While in use, matter containing classified information must be under the

direct control of an suthorized individual to preciude physical, audio, and
persons who do not have the prescribed access authorization

visual access by
orization (see §95,36 for additional

or other written CSA disclosure auth

information concerning disclosure authorizations).

33, Section 95.29 is revised to read as follows:
2

§ 95.29 fctablishment of Restricted or Closed areas.
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(a) 1f, because of its nature, sensitivity or importance, matter

containing classified information cannot otherwise be effectively controlled
in accordance with the provisions of §§ 95.25 and 95.27, a Restricted or
Closed Area must be established to protect such matter.

(b) The following measures apply to Restricted Areas:

(1) Restricted areas must be separated from adjacent areas by a physical
barrier designed to prevent unauthorized access (physical, audio and visual)
into such areas.

(2) Controls must be established to prevent unauthorized access to and
removal of classified matter.

(3) Access to classified matter must be limited to Persons who possess
appropriate access authorization or other written CSA disclosure authorization
and who require access in the performance of their official duties or
contractual obligations,

(4) Persons without appropriate access authorization for the area visited
must be escorted by an appropriate CSA access authorized person at all times
while within Restricted or Closed areas.

(5) Each individual authorized to enter a Restricted or Closed area must
be issued a distinctive form of identification (e.g., badge) when the number
of employees assigned to the area exceeds thirty per shift.

(6) During nonworking hours, admittance must be controllied by protective
personnel. Protective personnel shall conduct patrols during nonworking hours
at least every 8 hours and more frequently if necessary 1o maintain a
commensurate level of protection. Entrances must be continuously monitored by
protective personnel or by an approved alarm system.

(¢) Due to the size and nature of the classified material, or operational

necessity, it may be necessary to construct Closed Areas for storage because

33




GSA-approved containers or vaults are unsuitable or impractical. Closed Areas
must be approved by the CSA. The following measures apply to Closed Areas:

(1) Access to Closed Areas must be controlled to preclude unauthorized
access. This may be accomplished through the use of a cleared employee or by a
CSA approved access control device or system,

(2) Access must be limited to auchorized persons who have an appropriate
security clearance and a need-to-know for the classified material/information
within the area. Persons without the appropriate level of clearance and/or
need to know must be escorted at all times by an authorized person where
inadvertent or unauthorized exposure to classified information cannot
othierwise be eftectively prevented.

(3) The Closed Areza must be accorded supplemental protection during
non-working hours., During these hours, admittance to the area must be
controlled by locked entrances and exits secured by either an approved
built-in combination lock or an approved combination or key-operated padlock.
However, doors secured from the inside with a panic bolt (for example,
actuated by a panic bar), a dead bolt, a rigid wood or metal bar, or other
means approved by tha: CSA, do not require additional locking devices.

(4) Open shelf or bin storage of classified documents in Closed Areas
requires CSA approval. Only areas protected by an approved intru-ion cetection

system will qualify for approval.

34, Section 95.31 is revised to read as follows:

595,31 Protective personnel,

Whenever protective personnel are used to protect classified information

34



they shall:

(a) Possess an ' 'L'' access authorization (or CSA equivalent) if the
licensee or other person possesses informatjon classified Confidential
National Security Information, Confidential Restricted Data or Secret National
Security Information,

(b) Possess a ~"Q'"' access authorization (or CSA equivalent) ifvthe
licensee or other person possesses Critical Secret Restricted Data and the

protective personnel require access as part of their regular duties.

35, Section 95.33 is revised to read as follows:

§ 95.33  Securi .

A1l cleared employees must be provided with security training and
briefings commensurate with their involvement with classified information.
The facility may obtain defensive security, threat awareness, and other
education and training information and material from their CSA or other
sources.

(a) Facility Security Officer Training., Licensees and others are
responsible for ensuring that the Facility Security Officer, and others
performing security duties, complete security training deemed appropriate by
the CSA. Training requirements must be based on the facility's involvement
with classified information and may include a Facility Security Officer
orientation course and, for Facility Security Officers at facilities with
safeguarding capability, a Facility Security Officer Program Management
Course. Training, if required, should be completed within 1 year of
appointment to the position of Facility Security Officer.
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(b) Government-Provided Briefings. The CSA is responsible for providing
initial security briefings to the Facility Security Officer, and for ensuring
that other briefings required for special categories of information are
provided,

(c) Temporary Help Suppliers. A temporary help supplier, or other
contractor who employs cleared individuals solely for dispatch elsewhere, is
responsible for ensuring that required briefings are provided to their cleared
personnel, The temporary help supplier or the using licensee or other facility
may conduct these briefings.

(d) Classified Information Nondisclosure Agreement (SF-312). The SF-312
is an agreement between the United States and an individual who is cleared for
access to classified information. An employee issued an initial personnel
security clearance must execute an SF-312 prior to being granted access to
classified information. The Facility Security Officer shall forward the
executed 5F-312 te the CSA for retention. If the employee refuses to execute
the SF-312, the licensee or other facility shall deny the employee access to
classified info-mation and submit a report to the CSA., The S$F-312 must be
signed and dated by the employee and witiessed. The employee's and wicness'
signatures must bear the same date.

(e} Initial Security Briefings. Before being granted access te
classified information, an employee shall receive an initial security briefing
that includes the following topics:

(1) A Threat Awareness Briefing.

(2) A Defensive Security Briefing.

(3) An overview of the security classification system,

(4) Emplouyee reporting obligations and requirements.

(5) Security procedures and duties applicable to the employee's job.
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(f) Refresher Briefings. The licensee or other facility shall conduct
periodic refresher briefings for all cleared employees. As a minimum, the
refresher briefing must reinforce the information provided during the initial
briefing and inform employees of appropriate changes in security regulations.
This requirement may be satisfied by use of audio/video materials and by
issuing written materials on a regular basis.

(g) Debriefings. Licensee and other facilities shall debrief cleared
employees at the time of termination of employment (discharge, resignation, or
retirement): when an employee's personnel security clearance is terminated,
suspended, or revoked; and upon termination of the Facility Security
Clearance.

(h) Records reflecting an individual's initial and refresher security
orientations and security termination must be maintained for three years after

termination of the individual's access authorization.

36. Section 95.35 is revised to read as follows:

§ 96.35 Access to Classified Informat.on

(a) Unless authorized by the Commission, a person subject to the
regulations in this part may not receive or permit any individual to have
access to Secret or Confidential National Security Information or Restricted
Data unless the individual has:

(1) One of the following access authorizations.

(i) A U, S. Government granted access authorization based on a Single
Scope Background Investigation and issued by the CSA which permits an

individual access to--
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(A) Critical Secret and Confidential Restricted Data; and

(B) Secret and Confidential National Security Information which includes

intelligence information, CRYPTO (i.e., cryptographic information) or other

classified communications security (COMSEC) information, or

(ii) A U. S. Government granted access authorization baséd on a National

Agency Check or National Agency Check with Inquiries and issued by the CSA

which permits an individual access to Secret and Confidential Restricted Data

and Secret and Confidential National Security Information other than that

noted in paragraph (a)(1)(i) of this section.

(i11) Access to certain Confidential COMSEC informat © permitted as

authorized by @ National Communications Security Committee waiver dated

February 14, 1984,

(2) An estabiished ‘need-to-know'' for the information, (See

pefinitions, §95.5).

(3) CSA approved storage facilities if classified documents or material

are to be transmitted to the individual.

(b) Classified information must not be released by a licensee oOr other

person to any personnel other than properly access authorized Commission

licensee employees Or other individuals authorized access by the Commission.

(c) Access to Classified National Security Information at NRC-1icensed,

certified or otherwise regulated facilities by authorized representatives of

[AEA is permitted in accordance with §95.36,

37. Section 95.36 is revised to read as follows:

1 i r gency

§ 95 .36 Access Dy representatives of the Lnter i

or by participants in_other International agreements.
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(a) Based upon wr tten disclosure authorization fron the NRC pivision of

Gecurity that an ind vidual if an authorized representative of the

(1AEA) or other international organization

International Atomic tne rgy Agenc:

. authorized to make visits or inspections in

and that the individual
ment with the Urited States Government, a

accordance with an est blished Agree

licensee, certificate holder or other person subject to this part shall permit

e credentials specified in §75.7 of

the individual (upon presentation of th
r credentials identified in
hich s Classified National Security

this chapter and any othe the disclosure

authorization) to have access to matter w
Information that is relevant to the conduct of a visit or inspection. A

disclosure authorization under this cection does not authorize a licensee,
certificate holder, or other person subject to this part to provid. access to

Restricted Data.
Classified National Security [nformation

(b) For purposes of this section,

is relevant to the conduct of a visit or inspection A~ e

(1) In the case of a visit, this information is needed to verify

information according to §75,13 of this chapter, or
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