NUREG/CR-5964

EOGG-2692
SAPLIIIRE Technical
Reference Manual:
IRRAS/SARA Version 4.0

Idaho National Engineering Laboratory
EG&G Idakio, Tn

Prepared for
LS. Nuclear Regulatory Commission

7302230366 930
PDR _ NUREG FRb
CR-5964 R PDR

, iy




B YT =% Tt R R N e e o C T =T "Thad o ==

€661 AMVNNVT

O°F NOISHEA VIVS/SYENI
TIVANVIN SONTHIATNE TVOINHOAL INTHAVS

&
PO6S-HD/OTUNN



NUREG/CR-5964
EGG-2692
RG

SAPHIRE Technical
Reference Manual:
IRRAS/SARA Version 4.0

Manuscript Completed: December 1992

. Date Published: January 1993

Prepared by
K. D. Russell, C. 1. Atwood, M. B, Sattison, D. M. Rasmuson*

ldaho National Engineering Laboratory
Managed by the U.S. Department of Energy

EG&G Idaho, Ing
Idaho Falls, 1D 83415

Prepared for

Division of Safety Issue Resolution

Office of Nuclear Regulatory Research

U.S. Nuclear Regulatory Commission
Washington, DC 20555

NRC FIN L1429

Under DOE Contract No, DE-AC07-761D01570

*U.S, Nuclear Regulatory Commission
Washington, DC 20555



AVAILABILITY NOTICE
Avallability of Reterence Materials Cited in NRC Publications

Most doouments clted in NRC publications will be avallable from one of the following sources:
1 The NRC Public Document Room, 2120 L Street, NW. . Lower Level, Washington, DC 20668

2 The Superintendent of Dacuments. U .8 Government Printing Office, P O, Box 37082, Washington,
DC 20013.7082

3 The National Technical Informaticn Service. Springfiesld, VA 22161

Although the kisting tf Lt foliows represents the majority of documents oited In NRC publications, It is not
ritended to be exhaustive

Referenced doouments avallable for inspection and copying 'or & fee from the NRC Public Docurnent Room
include NRC ocorrespondence and internal NRC memoranda: NAC bulleting, circulars. information notices,
Inspection and investigation notices . lcensee event reports. vendor reports and correspondence. Commis-
sion paperes. and applicant and licenses documents and correspondence

The following documents In the NUREG series are avallable for purchase from the GPO Sales Program:
formal NRC staf! and contractor reports. NAC- uponsored conference proceedings, international agreement
reports, grant publications, and NRC bookiets and brochures. Also avaliable are regulatory guides. NRC
reguiations in the Code of Foderal Regulations, and Nuciear Regulatory Commission issuances.

Documerits avallable from the Nationai Technical information Service include NUREG-series reports and
technical reports prepared by other Federal agencies and reports prepared by the Atomic Energy Commis-
slon. forerunnor agency to the Nuolear Regulatory Commission

Doouments avaliable from public and speclal technical libraries include ali open Merature tems, such as
books . journal articles, and transactions. Federal Reglster notices, Federal and State legisiation, and con-
gressional reports can usually be pbtained from these libraries

Documents such as theses disseriations. foreign reports and transiations. and non-NRC conference pro-
ceedings are avallable for purchase from the organization sponsoring the publication cited.

Single coples of NRC dratt reports are available free, to the extent of supply, upon written request to the
Otfice of Administration, Distribution and Mall Services Section, U 8. Nuclear Reguiatory Commission,
Washington, DC 20588

Coples of industry codes and standards used in a substantive manner in the NARC regulatory process are
maintained at the NRC Library. 7820 Norfolk Avenue, Bethesda Maryland. for use by the public. Codes and
stancards are usually copyrighted and may be purchased from the originating organization or. if they are
American National Standards, from the Armerican National Standards Institute, 1430 Broadway, New York,
NY 10018,

-

DISCLAIMER NOTICE

This repon was prepared as an account of work sponsored by an agency of the United States Government.
Nalther the United States Governmeant nor any agency thereol, or any of thair empioyees, makes any warranty,
sxpressed or implied, or assumes any legal liability of responsibility for any third party's use, or the results of
such usa, of any information, apparatus, product or process disclosed in this repon, o represents that s use
by such third party would not infringe privately ownad rights




ABSTRACT

This report provides information on the principles used in the
construction and operation of Version 4.0 of the Integrated Reliability and Risk
Analysis System (IRRAS) and the System Analysis and Risk Assessment (SARA)
system. It summarizes the fundamental mathematical concepts of sets and logic,
fault trees, and probability. The report then describes the algorithms that these
programs use to construct a fault tree and to obtain the minimal cut sets. It gives
the formulas used to obtain the probability of the top event from the minimal cut
sets, and the formulas for probabilities that are appropriate under various

. assumptions concerning repairability and mission time. It defines the measures
of basic event importance that these programs can calculate. The report gives
an overview of uncertainty analysis using simple Monte Carlo sampling or Latin
Hypercube sampling, and states the algorithms used by these programs to
generate random basic event probabilities from various distributions. Further
references are given. and a detailed example of the reduction and guantification
of a simple fault tree is provided in an appendix.
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. FOREWORD

The U. S, Nuclear Regulatory Commission has developed a powerful
suite of personal computer programs for the performance of probabilistic risk
assessments (PRAs). This suite of programs, known as the Systcm Analysis
Programs for Hands-on Integrated Reliability Evaluations (SAPHIRE), allows an
analyst to perform many of the functions necessary to create, quantify, and
evaluate the risk associated with a facility or process being analyzed. These
programs include software to define the database structure, to create, analyze,
and quantify the data, and to display results and perform sensitivity analyses.
The programs included in this suite are as follows: Models And Results
Database (MAR-D) software, Integrated Reliability and Risk Analysis System
{IRRAS) software, System Analysis and Risk Assessment (SARA) software, and
Fault tree, Event tree, and P&ID (FEP) graphical editor software. Each of these
programs performs a specific function in taking 2 PRA from the conceptual state
all the way to publication.

MAR-D is a program that is used primarily for PRA data loading. This
program defines a common relational database structure that is used by the entire
suite of programs. This structure allows all of the software to access and
manipulate data created by other software in the system without performing a
lengthy conversion. Therefore, data created by IRRAS is immediately available
to SARA for sensitivity analysis. The MAR-D program aiso provides the
facilities for loading and unloading of PRA data from the relational database

. structure used to store the data. A simple ASCI data format is used for
interchange with other PRA software not included in NRC's suite of programs.
This feature allows for compatibility with previously developed sofi zare systems
and allows for maximum data interchange. Elements of this software are
included with both IRRAS and SARA to allow these programs to load and unload
da.a in the MAR-D format. Normaliy, the entire MAR-D software is used only
by those performing a data loading function and is not required by the end user.
Documentation for MAR-D, Version 4.0 is available as NUREG/CR-5301
(Branham-Haar et al. 1992). It should be noted that whenever the MAR-D
database structure is changed, it necessitates changes in the remaining codes (i.e.,
IRRAS, SARA, and FEP). Therefore, the code version numbers are changed in
unison. Each version set must be used together to maintain compatibility.

IRRAS is a program developed for the purpose of performing those
functions necessary to create and analyze a complete PRA. This program
includes functions to allow the user to create event trees and fault trees, to define
accident sequences and basic event failure data, to solve system and accident
sequence fault trees, to quantify cut sets, and to perform uncertainty analysis on
the results. Also included in this program are features to allow the analyst to
generate reports and displays that can be used to document the results of an
analysis. Since this software is a very detailed technical tool, the user of this
program should be familiar with PRA concepts and the methods used to perform
these analyses, Although IRRAS has been designed to be user friendly and

. December 1992 xiii NUREG/CR-5964



makes the process of performing a PRA easier, the complexity of this type of
analysis requires a user with a more detailed understanding of PRA concepts than

is required by other tools in this suite. The IRRAS 4.0 reference manual is

available as NUREG/CR-5813, Volume | (Russell et al. 1992a) and the IRRAS

«.0 tutoriai is available as NUREG/CR-5813, Volume 2 (VanHorn et al. 1992).

In addition, & technical document that provides information on the principles and

algorithms used in the construction and operation of IRRAS and SARA is

available as NUREG/CR-5964,

SARA is a program that allows the user 10 review the results of 4 PRA
and to perform limited sensitivity analysis on these results. It is limited primarily
to the extent that changes in the plant model can be accommodated by using the
cut set editor. [If other than simple changes are bheing simulated, then IRRAS
should be used so that 1w cut sets can be accurately generated. This tool is
intended to be used by a less technically-oriented user and does not require the
level of understanding of PRA corcepts required by IRRAS. With this program
a user can review the information generated by a PRA analyst and compare the
results to those generated by making limited modification. to the data in the
PRA. Also included in this program is the ability to graphical display the
information stored in the MAR-D database.  This information includes event
trees, fault trees, P&IDs and uncertainty distributions, The user of this program
can gain a better understanding of the results of a PRA without getting into the
details of the construction and analysis work behind the PRA. The SARA
reference manual (Russell et al. 1992b) and tutorial (Sattison et al. 1992) are
available as NUREG/CR-5303, Volumes 1 and 2, respectively. .

FEP is a program developed to provide a common access to the suite of
graphical tools developed for performing risk assessment. These tools include
the graphical fault tree, event tree, and P&ID editors. The fault tree and event
tree editors are available through IRRAS; however, the P&ID editor is only
accessible through FEP. The fault tree editor allows the user to construct and
modify graphical tault trees. The event tree editor allows the analyst to construct
and modify graphical event trees. The P&ID editor allows the user to construct
and modify plant drawings. These drawings can then be used to document the
modeling used in a PRA. These editors are an integral part of a PRA. With the
FEP to0l, the user need not be concerned with the complexity of the IRRAS
program it the need is only to generate one of these graphical displays.
Documentation for FEP, Version 4.0 is available as NURFG/CR-5866 (McKay
et al. 1992).

NUREG/CR-5964 Xiv December 1992 .
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Introduction

tree logic to solve accident sequences and the addition of flag sets to automatically prune the sequence
logic. Many of the operations in IRRAS and SARA have also been streamlined and simplified to provide
an even more powerful tool for the PRA analyst. This version has undergone a rigorous testing program
to ensure reliability and useability Overall, Version 4.0 continues to provide more powerful tools for
the PRA analyst.

IRRAS automates the model creation, manipulation, modification, and quantification processes.
Designed for the IBM-PC and compatibles, IRRAS is readily accessible and portable. Taking advantage
of new state-of-the-art algorithms, IRRAS is quite fast and powerful.

IRRAS simplifies the analysis process and automates the construction of input to the analysis
software. The analyst can graphically construct and modify fault trees. IRRAS gives the users better
visualization of the fault tree and simplifies the constraction and maintenance. The program supports all
of the basic constructs involved in fault tree construction, including NOT gatzs. Once the fault tree is
constructed, the program automatically generates the alphanumeric input for the analysis software. The
compone it reliability information is then easily input into the TRRAS data base using specially designed
menus and screens.

IRRAS 4.0 includes fault tree, event tree and cut set editors to improve the analysis capabilities
without requiring complete regeneration and reduction of the fault trees, Basic event or initiating event
frequencies are easily changed. Cut sets are easily modified with the cut set editor to add recovery
actions, or cut sets may » deleted if desired. These changes can be saved in the data base 2ud quantified
as desired.

This report provides the IRRAS 4.0 user with a basic understanding of the mathematical and
probabilistic concepts needed to understand the basic principles used in IRRAS. In addition, it gives an
overview of the algorithms used in the program. This report is not intended 1o provide all of the details

some readers may desire. Therefore, references are provided that contain more detail for the interested
reader.

The report contains the following topice:

e Section 2 is an introduction to sets and set operations and to the corresponding logical
operations

* Section 3 contains a review of fault tree construction principles and the philosophy used in
IRRAS

* Section 4 is an overview of probability theory

¢ Section § contains an overview of the cut set algorithms used in IRRAS

¢ Section 6 reviews the quantification techniques used in IRRAS

¢ Section 7 provides a summary of the calculation types used for the basic events

¢ Section 8 contains an overview of importance measures

NUREG/CR-5964 2 December 1992 .



Introduction

¢ Section 9 discusses the uncertainty analysis aad | “ovides an introduction to Monte Carlo
. sampling and Latin Hypercube sampling

¢ Section 10 contains a list of applicable references

* Appendix A presents an example of the details of an IRRAS application to a simple fault tree.

‘ December 1992 3 NUREG/CR-5964
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Set Concepts

The intersection of A, A,, ... is the set of all elements that are in all the A,'s. The intersection
of n sets can be written as:

A,

i=)

or, using product notation, as 4,4, .A,.

2.2.3 Complemeant

The complement of a set A is the set consisting of all elements in the population that are not
contained in A. It is sometimes called the NOT operation. It is denoted by A', 4°, or 4. A complement
of a set is shown in Figure 4.
2.2.4 Set Difference

The set of all elenents in A4 and not in the set B is called the set difference. It is denoted by A-B,

It can also be written as ANB’. The clear portion of set A (shown in Figure 3) represents the set
difference A-8.

2.2.5 Mutually Exclusive

. Two sets are said to be murually exclusive or digjoint if and only if they contain no elements in
common. That is, their intersection is the null set, ANB=. Mutually exclusive sets are shown in
Figure 5. The sets 4,, A,, ... are mutually exclusive if each pair is mutually exclusive, that is, no
elemert of Q is in more than one A, The term "mutually exclusive” can therefore refer even to an
infinite collection of sets.

s e ey e —m e

Figure 4. Complement of a set. Figure 5. Mutually exclusive sets,

‘ ‘ December 1992 7 NUREG/CR-5964
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Set Concepts

A i A[B) ~ 4

Complementation

ANA’ = ANA = A[NA* = @

AJA" = A|JA = AJA" = O

R
@4 = A
. U - 4
A =0
¥, & 0

DeMorgan’s Laws
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Set Concepts

2.5 Relations between Set Theory and Statement Logic

The above sections have hinted about parallel structures for sets and for statements: the terms
AND, OR, and NOT were used for both, and similar rules such as the distributive laws and DeMorgan's
laws applied to both. The relation is made explicit here.

Let Q be the population, and consider statements about the elements of 1. Any statement has a
corresponding rruth ser, defined as the set of all elements for which the statement is true. An element
is in the truth set if and only if the statement is true for that element. For example, the statement "core
melt occurs”™ corresponds to the set of all possible plant conditions that result in core melt. Suppose that

A is the set of elements for which p is TRUE
B is the set of elements for which ¢ is TRUE.

Then the rules for combining sets and for combining statements are related as follows:

AU B is the set of elements for which (p OR ¢) is TRUE
ANB is the set of elements for which (p AND q) is TRUE
A" is the set of elements for which (NOT p) is TRUE .

Because the correspondence is so direct, we sometime interchange the languages and say, for example,
A OR B instead of AUB.

For IRRAS applications, the statements of interest describe events. For example, the event
"AFW pump PAFWT] fails to start” may be thought of as a statement p that can be combined with other
statements as described in Section 2.4, The event occurs if the statement defining the event is TRUE.
This defines an event as a statement. Alternatively, the event can be thought of as naming the set A of
all plant conditions that result in failure of the pump to start. Similarly, the statement "MOV 134 fails
to open” can be thought of as corresponding to a set B of plant conditions. The statement that both these
events occur, "MOV134 fails to open AND AFW pump PAFWT]I fails to start,” corresponds to the
intersection BN A,

The relation between statements and sets is so direct that most people switch back and forth
between the two without even realizing it. This is why the terms AND, OR, and NOT were introduced
in Section 2.2 as alternative terms for intersection, union, and complementation. The rest of this report
allows for this back-and-forth thinking, not carefully distinguishing between statement logic and set
theory

Ose reason we did not list all the facts about statements in Section 2.4 is that they are simply
reexpressions of the facts in Section 2.3, Any faci about sets in Section 2.3 can be transiated to a fact
about statement logic by replacing sets A, B, and C by statements p. ¢, and r and replacing U, N, and
“by OR, AND, and NOT. The population {I must be replaced by a statement that is always true, and
the null set @ must be replaced by a statement that is always false.
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Fault Tree Concepts

water for a cooling system). An adverse condition is not necessarily a failure but in
combination with other events can lead to failure. For example, the temperature being below
32°F is an adverse condition necessary for the failure of flow reduction due to a frozen pipe.
Even though a basic event does not necessarily describe a failure, the vast majority of basic
events are failures. This leads to loose but understandable language such as "the event is in
the failed state” instead of the more correct “the event occurs.”

Basic events are always assumed 1o be independent of each otber, in the statistical sen -
defined in Section 4. 6. This means that the occurrence of one basic event does not influence
the probability of occurrence of any other basic event. For example, suppose that there are
two diesel generators, and the failure of either to start on demand is a basic event.
Independencs of the basic events says that if one diesel generator fails to start on demand, this
does not alter the probability that the second diesel generator will fail to start. A common
cause event, such as "two diesel generators fail to start because of unusually cold weather,”
must be modeled as its own basic event, and be assigned its own failure probability or failure
rate. This event is thon regarded as statistically independent of all other basic events.

* BOXED BASIC EVENT. This event is the same as a basic event except the box provides
room to add descriptive text to the event. This does not influence the logic of the fault tree,
but adds clarity to the model for those using and reviewing it.

* TABLE OF BASIC EVENTS. This symbol is a convenience for the modeler. If there are
many basic event inputs to a particular logic gate, the events can be listed in a table rather than
trying to connect many basic event symbols to the logic gate. This can be done for any logic
gate that can receive more than one input. IRRAS processes the list of basic events as if they
were shown separately. The tradeoff is the inability to add descriptive text to each basic event
in the table.

¢« UNDEVELOPED EVENT. This symbol is used to denote a basic event that is actually a
more complex event that has not been further developed by fault tree logic either because the
event is of insufficient consequence or because information relevant to the event is unavailable.
This event is used by IRRAS just like any other basic event,

* HOUSE EVENT. A house event is used to denote a failure that is guaranteed to always occur
for the given modeling conditions or is guaranteed to never occur for the given modeling
conditions. This has unigue implications in the processing of the logic model. (See Section
§ for a discussion of how house events impact the logic of the fault tree.) In the IRRAS
graphic displays, the house symbol is used mainly for clarity of the model. The determination
of whether an event is a house event or not is established when the calculation type is assigned
to the basic event (see Section 7). Thus, any basic event in IRRAS can be made into a house
event.

* UNDEVELOPED TRANSFER. This symbol indicates that the event is complex enough to
have its own fault tree logic developed elsewhere; however, to simplify the present fault tree,
the event will be treated as a basic event. Usually the complex event is processed as a
separate event tree and the results are used as the failure probability for the representative
basic event. This can greatly simplify a large fault tree, speeding up processing time.
However, with the current capabilities of IRRAS, there is little advantage to this technique.
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continued on another page. A TRANSFER GATE may also be used to indicate where the
logic is continued on the same page. This is shown in Figure 13, where GATE-3 is an input
both to GATE-1 and to GATE-2. In IRRAS, the following rules apply when using a
TRANSFER GATE:

‘ more than one page. The TRANSFER GATE indicates where the logic on a given page is

i

TRANSFER
GATE

5 | :
L | 3 s

Figure 13. Example TRANSFER gate

The TRANSFER GATE name must be the same as the name of the gate where the logic
continues,
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- When transferring on the same page, the gate being transferred to can be anywhere on the
page, except where it would create a logic loop.

- When transferring to another page, the gate being transferrad to must be the top gate on the
page

When transferring to another page, the transfer gate name, the file name for the page being
transferred to and the name of the gate being transferred to must all be the same. For
example, if the TRANSFER GATE is called TRANSI, then the page being transferred to
must be called TRANSI and the top gate on that page must be called TRANS!.

¢ INHIBIT GATE. This gate, as its name implies, has its output inhibited anless a cenain
condition is met. The output event occurs if the single input fault occurs in the presence of
an enabling condition. The input event is connected to the bottom of the gate ana the
conditioning event is drawn to the right of the gate. An INHIBIT GATE is shown in
Figure 14. Event X cannot occur unless Conditioning Event Y is present. The output is the
combinatior of events X and Y. Thus, the INHIBIT GATE is a special type of AND GATE
and IRRAS processes it as such. The Conditioning Event is treated as any other basic event
with a probability of occurrence calculated and used in the processing.

OQutput X 'Y

ek

Pips Rupture
Duwa Yo Preesing

e e —

«

(FC=> Conditioning

Event

Input | e

Figure 14. Example INHIBIT gate

e NOT AND GATE. This gate is also called a NAND GATE. It can be thought of as the
negation of an AND GATE. The output occurs if any one of the inputs does not occur, This
1s best explained through an example. The left side of Figure 15 shows a NOT AND GATE
with inputs X, Y, and Z. If any one of the inputs does not occur, then an output occurs. Any
of three possibilities satisfy this condition: 1) X does not occur, 2) Y does not occur, or 3)
Z does not occur. Since any event (X) and its complement (/X) are mutually exclusive, we
can say that
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OUTPUT /X « /Y & /2 /X + /Y + /2

&
(3O O

Figure 15. Example NOT AND gate

Fault Tree Concepts
X does not occur = /X occurs.

Therefore, the output of the NOT AND GATE in Figure 15 is /X (read not X), or /Y, or /Z.

A l

_ 5
QP Q Q

EQUALS

Another way of looking at the problem is the way IRRAS actually processes a NOT AND
GATE. The gate is transformed into an OR GATE with all of the inputs transformed into
their complements. This is shown on the right side of Figure 15. Any single complement
event occurring results in an output.

NOT OR GATE. This gate ‘s also called a NOR GATE. It is the negation of an OR GATE.
The output occurs if none of the inputs occur. This is shown in Figure 16. There is only one
combination of events where none of the inputs occur; X does not occur and ¥ does not occur
and Z does not occur. In terms of complemented events this is /X and /Y and /Z.

/X /Y /2

o l

@ .
csh e Ao Q@ Q Q

Figure 16. Example NOT OR gate

EQUALS

IRRAS processes a NOT OR GATE by transforming it into an AND GATE with all of the
inputs transformed into their complements. All of the not events must occur for the cutput
event to occur. This is tne same as none of the original events occurring. The other symbols
in a fault tree are used to add clarity to the diagram and to connect the various gates and
events together properly.
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¢ RIGHT (LEFT) TRANSFER. These symbolr are used to indicate where a transfer has taken
place. At the place where the original line of logic left off is a TRANSFER GATE. Al the
place where the logic picks up again, a RIGHT or LEFT TRANSFER symbol is placed. This
makes it easier for a reader or reviewer to follow the logic through & large fault tree taking
up several pages. Typically, the TRANSFER GATE and its corresponding TRANSFER
symbol are given the same label, as shown in Figure 13,

The RIGHT (LEFT) TRANSFER symbol is strictly for reader convenience and is rot needed
by IRRAS to have a correct model. IRRAS has all the information it needs from the
TRANSFER GATE name and fault tree page file name to generate the proper logic. The
presence or absence of a transfer symbol is ignored by IRRAS.

¢ HORIZONTAL (VERTICAL) BOX. These boxes are also provided foi the convenience of
the reader/reviewer. They allow further descriptive information tc be placed in the diagram
than that contained in the boxes attached to the various gates and events. TRRAS ignores these
boxes when processing the fault tree.

o OO 'NECTING LINES. Three line types are provided in IRRAS. As shown in Figure 8,
th. - . e a solid line, a dashed luie, and a dotted/dashed line. The different line types can be
used to highlight or differentiate various portions of the fault tree model. All three line types
are treated the same by IRRAS. Lines are used to connect the gates and basic events together
to form the logic of the fault tree. A single input can be attached to a gate directly without
using any line. If there is more than one input to a gate, then a line or tabie of events must
be used to make the connection. Lines may be drawn at any angle. Connecting lines must
actually touch the symbols being connected and must do so at the input or output stems on the
symbols. Events or gates left dangling will not be part of the fault tree logic. Lines always
connect outputs to inputs, never input to input or output to output. Figure 17 shows examples
of correct and incorrect use of lines.
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CORRECT INCORRECT

Figure 17. Examples of connecting lines
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4. PROBABILITY CONCEPTS

This section provides the reader vwith an overview of the concepts of probability associated with
the uncertainty analysis used in PRA. This discussion will not be inclusive, but it will present the basic
concepts and principles. For a more detailed discussion of these tooics, the reader can obtain more
information from Press (1989), Lindley (1985) and Singpurwalia (198R).

4.1 Definition of Probability

Probability is the only satisfactory way to quantify our uncertainty abov, an uncertain event E.
Probability is always conditional; it is conditioned on all of the background information we have at the
time we are quantifying our uncertainty. This background information is denoted by H and the
probability of E conditional on H is denoted by P(F|H). To make the notation less cumbersome, we
write this simply as P(E); nevertheless, the coaditioning H should be understood.

The range of a probability is between O and 1. P(E) = 0 means E wal never occur, and P(E)
= | means E will always ocour. From now on, assume that a probability is defined for all events in the
population.

4.2 Rules of Probability
The rules of probability 1e.! us .ow to relate our uncertainty about events. Specifically, they tell
us how various probabilities combine or cohere. These rules are motivated by preferences between events
and a scoring rule argument. he scoring rule approach can be used to show that the following three
rules of probability hold for discrete cases.
For any event,

0s PE) < 1, and P(AD) = 1 . (4-1)

For any mutually exclusive events E,, E;, ...

p|UE| - ¥ PE) @2)
The conditional probability of an event F given an event E is
P(FIE) = PUFNE) PE) (4-3)

which is equivalent to the multiplication rule
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P(F\E) = P(F|E)ME)

These are the basic rules of probability, from which all others can be derived. One logical
development of probability, due to Kolmogorov (Press 1989), takes Equations (4-1) and (4-2) as axioms,
and Equation (4-3) as a definition. A more recent approach by Renyi (Press 1989) uses conditional
probability as the fundamental concept, rewrites every unconditional probability above as a conditional
one, and uses the rewritten Equations (4-1), (4-2) and (4-3) as axioms. These mathematical fine points
are not important to this report. It is enough to note that every treatment of probability uses the rules
given above, and the rules that follow as conseyuences in the sections below,

Equation (4-2) says that the probability of the union of disjoint events is the sum of the
probabilities. This fact motivated the use of + as an alternate notation for U in Section 2.2.1.

4.3 Law of Total Probability

For any events E and F,
P(E) = P(E[\F) « PIENF') = P(E|F)P(F) + PE|F)PF")

This law can be extended to a set of n mutually exclusive and exhaustive events F,, F,, . . . , F, &
follows

PE) = L PE|F)PEF) (4-4)
i+

4.4 Basic Probability Relations
P@Q) = 1
P(@) = 0
P(A) = P(4) = 1-P(A)

P(AJA) = P(AJA) = PO) = 1
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PA4) = PANA) = P@) = 0
If E and F are two events and E is a subset of F, then P(E) S P(F).

4.5 Bayes' Law

Consider any two events E and F. By the multiplication law
PE(\F) = ME|RHPEF) = PFIE)E)

80

pE|F « PEIDPE) *5)

We use Equation (4-5) to change our uncertainty about E given background information H to our
uncertainty about E given F and H. We can think of F as new data.

For example, suppose that turbine-driven pumps fail to start with some frequency p. We quantify
our background knowledge about turbine-driven pumps through a probability distributionon p. (For ease
of explanation, suppose that this distribution is discrete, & list of possible values p, each with a
probability reflecting our degree of belief.)

To continue this example, let E be the event "p = 0.01". Let F be the event "3 failures in 100
attempts 10 start.” We know P(E) from the probability distribution that quantifies our background
knowledge. How should this probability be changed to account for the new information? That is, what
is P(E|F)?

This question is answered using Bayes' Law, The theory of binomial random variables shows
that

P(FJ)) = [ l;m]p\(l ,p)m-a

is the probability of the event F given some value of p. Therefore P(F |E) is P(F;p) with the value 0.01
substituted for p. The value of P(F) is obtained from the law of total probability, Equation (4-4).

P(F) = LIPFp)Pp = p)l

summed over all the possible values p. Then finally. P(E |F) is obtained by substituting the values for
P(E), P(F|E), and P(F) into Equation (4-5).

In summary, we used Equation (4-5) to change a belief about E given the background information
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5. DETERMINATION OF MINIMAL CUT SETS

When considering the development of a fault tree minimal cut set algorithm, it is good to review
the general processes involved. First, we have the d=finition of the fault tree logic. Typically, the logic
is defined using an alphanumeric file containing names of gates and basic events. Gate and event names
vary in length, but 16 characters seem (o be a typical size. Along with the logic file is another
alphanumeric file containing basic event names and a failure probability associated with each eveat.
These failure probabilities are used during the fault tree solution process to simplify the tree by
truncation  Additional processing information may be used, but this is typically the minimum information
required.

The above information is loaded into memory and converted into a format that is easier to
process. Names are usually converted to numbers for smaller size and ease of manipulation. Certain
optimization functions are also performed on the logic before it is processed. Next, the logic for each
gate starting with the TOP is recursively replaced with its inputs until the resulting logic is in terms of
basic events only. This results in a list of event intersections. Each event intersection is a cur set of the
fault tree and identifies a set of events that will cause the function modeled by the fault tree to occur.
The list of cut sets identifies all the logical combinations of events that will cause the top event 10 occur,

The cut sets described above may need further reduction due to ruies defined for Boolean
reduction. These reductions are applied tu obtain a simpler collection of cut sets. For example, the cut
sets generated should be minimal, that is, the list should not be simplifigble. For example, if ANBNC
causes the top event 10 oceur, then ANBNC is a cut set. If ANB is also a cut set, then ANBNC is
not minimal, and it is discarded from the list. If neither A alone nor B alone causes the top event to
occur, AMNB is a minimal cut set, and it is retained in the list. This is an application of the absorption
identity: (ANB) U (ANBNC) = ANB.

The event probabilities are then used to calculate a prohability for each cut set using Equation
(4-7). This value is the probability that the given set of events will occur, Any cut set whose probability
falls below a user-defined value is then eliminated. The remaining cut sets are *he minimal cut sets for
the fault tree and are the desired end product of the fault tree solution. In IRRAS, the minimal cut sets
are always in terms of basic events unless the analyst speifically indicates that certain gates are to be
treated as basic events.

Once the minimal cut sets have been determined, the quantification routines must be employed
to determined a point estimate for the probabilities of the cut sets. The routines that find importance
measures would then be used to calculate the importance of each basic event in the cut sets, and the
uncertainty routines would be used to perform uncertainty analysis on the cut sets.

The steps described above need not be applied in the order indicated, but each step is usually
present in any fault tree software, We will now present a more detailed overview of each of these steps
as they relate to IRRAS.

In order to solve a fault tree, there are a number of operations that must be performed on the tree

betore it can be solved. Some of these operations relate to converting the tree into a format that is ready
to solve, while others involve optimizing the tree to make the processing of the tree more efficient.
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5.1 Recursive Algorithms

Many of the processes associated with fault tree reduction and quantification can be implemented
easily using recursive procedures. A simple definition of a recursive procedure is "a procedure that calls
itsell * An example of where a recursive procedure might be used is in checking a gate for "valid"
iaputs. A recursive implementation of this procedure has as an argument, the gate to be checked. This
procedure checks each input to the gate passed as an argument. If an input is a basic event, then it
checks to see if it 18 valid. If the input is & gate, however, it calls itself to see if the inputs to this gate
are valid. When all the inputs to # gate have been processed, the procedure exits and continues
processing the gate it was checking before the recursive call. The algorithm stops when all inputs to all
gates have been checked. Many computer languages do not support recursive procedures, but in those
languages recursion can be simulated by using arrays to keep track of the arguments passed to the
procedure. TRRAS takes advantage of recursive procedures in many areas,

5.2 Loading and Restructuring

IRRAS was designed to alow the user to structure very large fault trees into smaller pieces or
pages. The concep . pages comes from the graphical fault tree editor. One page represented the
portion of a fault tree that could be easily displayed on a graphical screen or printed on a standard sheet
of paper. This idea expanded to allow the pages of the fault tree to he connected together with transfer
gates, TRRAS stores fault trees by pages, in & relational data base. The name of each system is the key
to locate the system (fault tree) in the data base. Transfer gates are stored as subsystems. Again, the
name of the transfer gate is the name of the subsystem. During the load process, these names are used
to connect the fault tree logic.

Because IRRAS stores the logic of these fault trees as physically separate pages, connected by
transfer gates, the first task is to load these pages into memory and combine them into one connected fault
tree. This is done by reading in the logic for the first page of the tree, then recursively scanning the
loaded logic for a transfer gate that has not been processed. IRRAS allows the user to specify whether
a transfer gate is to be expanded or not. The gates that are flagged (identified as not to be expanded) are
converted to basic events at this time.

During the load process, TRRAS connects gates to the tree by name. The gates are maintained
in a sorted list that is searched using a binary search, when required. When a new gate is encountered,
it is inserted into the gate list in sorted order. As the tree is loaded, transfer gates are replaced by gates
with developed logic beneath them During thi, process, if IRRAS encounters a gate that is not a transfer
and has the same name as another gate, it cheoks to see if it is an identical gate (i.e., it is the same type
and has the same inputs). If the gates are not ‘dentical, IRRAS displays an error message and terminates
the process after the tree is loaded.

When all transfer gates have been processed, any transfer gates remaining are considered to be
unresc lved transfer gates. The user is notified of these and they are converted to basic events with the
same name as the transfar gate. This allows IRKAS to continue processing the fault tree. These
unresolved transfers will appear as basic ¢ ‘ents in the cut sets.

NUREG/CR-5964 30 December 1992




The user
IRRAS automatically
NLAIN g as nput

{Ince this

the OR gates

ents  ‘The




Determination of Cut Sets

selects one of the gates, TRRAS will prune all other logic not connected to this gate and continue with
the solution.

5.5 Loop Error Detection
Now that the TOP gate of the fault tree has been determined, IRRAS can proceed to check for

loops in the fault tree. A loop is a situation where a gate either directly or indirectly references itself.
A simple example of a loop is represented by the following fault tree logic:

TOP AND GATEI EVENTI
GATE! OR  GATE2 GATE} EVENT2
GATE2 OR EVENT] EVENT4
GATE] AND GATEI] EVENTS

In this example, GATE] indirectly references itself since GATE| references GATE3, and GATE3
references GATEL.

To determine if there is a loop in the fault tree logic, IRRAS defines a Boolean array containing
one element for each gate in the fault tree. This list is then initialized to FALSE. During processing of
a gate, the Boolean variable for that gate is TRUE when processing that gate or any of its inputs,
otherwise it is FALSE. Starting with the TOP gate, IRRAS traverses the fault tree by following the gates
defined in the inputs to each gate. As a gate is encountered, its Boolean variable is tested. If the value
of this variable is TRUE, then a previous reference to this gate must have occurred indicating a loop
exists in the fault tree at this point. If Boolean variavle is FALSE, then it is set to TRUE to indicate that
this gate is currently being processed and the inputs for this gate are traversed. When all the inputs 1o
a gate have been checked, the Boolean variable for the gate is set to FALSE before exiting. Using the
previous loop example, the processing proceeds as follows:

(1) Initialize Boolean array

(2) Start processing the TOP gate.
Set flag for TOP gate,

(3 Process the first input to the TOP gate.
First input is GATE].
Set flag for GATE] and continue.
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the inputs to the gate. The following example demonstrates this process:

TOP AND GATE!I GATE2

GATE! NAND GATE] EVENTI

GATE2 AND GATES EVENT2

GATE} NOR EVENT) EVENT4
becomes

TOP AND GATE! GATE2

GATE! OR /GATE]} /EVENTI

GATE2 AND GATE3} EVENT2

GATE]} AND /EVENT4 JEVENTS

where the “/" character represents the complement of the input.

Notice that GATE3 is referenced as both a complemented gate and a noncomplemented gate. To
handle this, IRRAS generates a new gate called NOT3 that contains the complemented version of GATE3,
Now, the new fault tree is as follows:

TOP AND GATE! GATE2
GATE OR  NOT3 /EVENTI
GATE2 AND GATE3} EVENTZ
GATE3} AND /EVENT4 /EVENTS
NOT3 OR  EVENT4 EVENTS

If every gate in the tree is referenced in the fault tree as both complemented and
noncomplemented, then this approach 10 processing the complemented gates can result in a fault tree with
twice the number of gates as in the original tree. This, however, is not usually the case and the number
of additicnal gates is substantially smaller. When IRRAS first encounters a reference to a complemented
gate in the fault tree, it assumes that this will be the only refevence to the gate, therefore, it complements
the original gate. If later on it encounters a reference to the noncomplemented version of the gate, it then
generates a new gate that is identical to the original uncomplemented gate.

5.7 House Event Pruning

IRRAS allows the user to modify the logic structure of a fault tree by using "houre” events.
House events are events that can be set to logical TRUE (T) or FALSE (F). This forces the event to
occur with house event TRUE, or forces it not to occur with house eveut FALSE, IRRAS also allows
the user to specify that an event is to be ignored with house event IGNORE (1) which says to remove the
event from the fault tree logic. An event set to house event IGNGRE will be treated as if it did not exist
in the fault tree,

Normally, house evects are treated as special events that must be designated as house events.

In IRRAS, however, the user may treat any event as a houss event. Since IRRAS creates an event for
each transfer gate in the tree, house events may also be used to prune subsystems from a fault tree. At
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TOP AND E!  ES .

Solving this fault tree results in the following single cut set
El * ES
This cut set is used to reduce the failed-systems cut sets as iollows.

El *E2*E}
B2*ES*E7
bl tp2 el

Whether specified externally by the user or internally by IRRAS, before the fault tree is solved,
it is pruned depending on the structure of the tree and the house event setting. In order 1o do this,
IRRAS again traverses the fault tree checking for house events. At each gate the algorithm checks each
of the inputs 1o the gate to see if it has been set to any one of the three house event settings, *T," "F.*
or "1™ If so then the logic for that gate is modified as follows. If the gate is an AND gate, then an input
set to T or | is removed from the gate input list, while an input set to F causes the gate to be set to F.
If the gate is an OR gate, then an input set to F or | is removed from the gate input list, while an input
set to T causes the gate to be set to T.

The routine to check for house events and prune the logic of the fault tree is a recursive routine,
Using the fault tree logic defined previously, along with the house event information and starting at the
top gate in the fault tree, IRRAS checks each of the inputs to the current gate. If the input is a gate and
the gate has not been previously checked, then the recursive routine calls itself to check this gate. The .
recursive routine returns a value of T, F, or | for each gate that is processed and it processes each gate
only onge. If a house event value is returned for the top gate, then there is no need to solve the fault tree
and a message is displayed. If the value returned is T, the message "The TOP event has occurred
(TRUE)!" will be displayed. If the value is F, then the message "The TOP evemt cannot occur
(FALSE)!" will be displayed. If the value returned is I, then the message “No logic to solve!™ will be
displayed.

5.8 Coalescing Like Gates

The next step in the fault tre¢ solution is to coalesce like gates. This process combines those
gates that are input to other gates of the same type. Specifically, AND gates that are input to AND gates
are combined and OR gates that are input to OR gates are combined. The following fault tree is an
example of the coalescing of both an AND gate and an OR gate.

TOP AND GATEI GATE2

GATEI OR  GATE3 EVENTI
GATE2 AND EVENT2 EVENT3}
GATE3 OR  EVENT4 EVENTS

After coalescing, GATE2 is consumed by the TOP gate and GATE3 is combined with GATE!.
The following fault tree is the result of these modifications.
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In IRRAS a set of events M={E| E2,.. En} is defined to be a module of a fault tree if the
following two conditions are met. (1) For every occurrence of E as inpit to a gate, the other events in
M also occur »8 input to the same gate. (2) Every occurrence of M is an input to the same gate type,
either an AND or an OR gate. These events can be combined under a single gate called a module. All
references 1o these events are converted to reference the module. Once a module is created, all of the
events input to it occur only as inputs to a single gate. Since 8 module may appear multiple times in a
fault tree, it is usually not an independent gate, however, it is always an independent subtree. A gate that
has a module as one of its inputs is only an independent subtree if the module is an independent gate.

In the fault tree reduction process, independent subtrees need not be expaaded until the very end
of the process. Once a fault tree is solved in terms of independent subtrees, it is a simple expansion
process to convert the minimal cut sets to their basic event representation. Since a reduced number of
tokens needs to be analyzed in the fault tree solution process, independent subtrees save large amounts
of processing time.  Figure 18 shows an example fault tree with a module and an independent subtree.
In the example, Gate-3 also happens to be an independent gate.

5.10 Module Determination and Creation

The next step in the restructuring process is to find all modules in the fault tree. To perform this
step, IRRAS uses a temporary bit vector. The bit vector contains one bit for each event in the fault tree.
The first of these bit vectors keep. ‘ack of the events that are used in the fault tree. If complemented
events are used, then a second bit vector is allocated for the complemented events.

A vector is also created for each gate currently defined. These vectors will contain, in bit format,
the events used by each gate. We also define two vectors, TMP1 and TMP2, which hold intermediate
results. Finally, we define an array containing one number for each event. This number is a count of
the number of times each event is used in the fault tree,

Once the data arrays are created, we initialize the TMP1 vector and the event ~=ut array by
traversing the input list. For each input, we check to see if it is an event, and if so, we set its bu' in the
TMP1 vector and increment the count for this event. If the event is complemented, then its bit is set in
the complemented vector. When all inputs have been processed, we eliminate any event that occars as
both & complemented and a non-complemented event from the event vector list. These evz.ts cannot be
included in modules, Next, we process each gate and set the appropriate bits in each gate’s bit vector
to reflect the events used by that gate. When this process is complete, we are ready to find the modules
in the fault tree. Using the fault tree shown in Figure 18, the following initialized data structures would
be defined.

{ Used?
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[ TmPi | | |
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I Event- | Event-2
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Using the TMP1 bit vector and the maximum number of events to be processed, we check to see
if an event’s bit is set. If the bit is set in the TMP1 vector for this event, then we look at all uses of this
even! to see if it occurs in combination with other events. We do this by initializing the TMP2 vector
to the current list of events to process, TMP1. We then loop over the gate vectors checking to see if the
current event is used by the gate. If it is used, then we perform a bit "AND" operation using the gate
vector and the TMP2 vector. The result of the operation is stored in the TMP2 vector. We continue this
process for each gate that uses the basic event. If at any time we find a gate that uses the event and is
# different type than the other gates that use the event or the TMP2 vector has no events set, we exit the
processing and continue with the next event. Using our data structures, the steps for Event-1 are as
follows,

(1) Initialize TMP2 vector.

TMP|
TMP2
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Determination of Cut Sets

5.11 Independent Event Determination

The next siep in the fault tree restructuring process is to determine whick: events are independent.
For this purpose IRRAS defines “independent” as only occurring once in the fault tree. This step is
performed by dofining two bit vectors. Each time an event is encountered, a bit is set in the first vector,
If the bit is already set, then the corresponding bit in the second vector is also set. When complete, the
second bit vector represents the list of basic events that occur more than once, The events not in this list

are independent.

5.12 Independent Gate and Subtree Determination

The next step in the restructuring of the fault tre ¢ is to determine the independent gates and
subtrees in the fault tree. Independent subtrees are much easier o solve since they generate only minimal
cut sets. TRRAS processes independent subtrees separately from the rest of the fault tree.

To find the independent gates and subtrees, IRRAS again uses a recursive routine to traverse the
tault tree. TRRAS uses the data structures defined previously to check the inputs to each gate. If all the
inputs to the gate are independent events and the gate occurs only once, then it is marked as an
independent gate. If the input is a gate and has not been processed, then the routine calls itself to check
this gate. If all inputs to the gate are independent events or gates, then the gate is flagged as an
independent subtree. This results in a fault tree that nas all independent subtrees identified.

5.13 Determinirg Gate Levels

The last step in the fault tree restructuring process is to determine the gate levels. The TOP gate
is defined to have level 0. Its inputs have level 1, the inputs to those gates have level 2, and so forth,
The level of a gate is the number of gates one encounters after the TOP in going from the TOP to the
gate of interest. If 4 gate appears more than once in a tree, define the gate's level as the largest of the
levels corresponding to the various places where the gate occurs. To determine the level of each gate,
a recursive routine is use¢. This routine keeps track of the level for each gate. Each time the gate is
encountered in the traversal of the fault tree, its level is checked against the current level. If the current
level is greater than the gate's assigned level, then the gate's level is set to the current level. The routine
exits early if 2 gate's level is greater than or equal 1o the current level. This process continues until the
entire tree has heen processed.

This inforsaation is used later in determining the expansion path for the fault tree. The expansion
path for a fault tree is the order in which the gates for a fault tree are solved. This expansion path can
significantly affect the «dme it takes to solve a fault tree. IRRAS attempts to determine the optimal
expansion path.
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65.14 Fault Tree Reduction

Once the fault tree is loaded and restructured, it is ready 1o be solved. This process consists of
# number of steps that convert the Boolean logic representing the feult tree 1o its epanded form
representing the desired minimal cut sets for the tree. In IRRAS, a fault tree may represent either a
system equation or @ sequence equation. In either case, the same algorithm is used to solve the tree.

5.156 Cut Set Truncation

The exact solution of many large fault trees can prove to be prohibitive; therefore, various
methods have been developed to reduce the time required 1o solve a fault tree. IRRAS allows the user
to specify that a number of these methods be used in the fault tree solution. The first and most common
method is to eliminate any cut set whose probability falls below a specified truncation value, The second
method is to elininate any cut set that has more than a specified number of unique events in it. The third
method is 10 eliminate any cut set that has more than a specified number of zone flagged events in it.
A zone flagged event is an event that has been marked as representing a zone (location or area). In a
facility, a fire zone may represent » room with fire barriers around it. A security zone may represent
an area with certain security characteristics. This method is used in location analysis to allow for the
truncation on the number of zone events in & cut set. The last method provided in IRRAS for cut set
truncation is typically used in seismic analysis and allows the user to combine the first truncation method
with another criterion that checks 10 see if any event in the cut set is belc w a specified probability before
it is truncated

All of the above truncation methods are supported by IRRAS. The user may also choose to solve
the fault tree exactly. No matter which methods are used, IRRAS attempts to take advantage of whatever
it can to simplify and reduce the amount of work required to solve a tree. The ways each of these
truncation methods is implemented will be discussed in detail as the process for the fault tree solution is
described.

5.16 Intermediate Result Caching

Fault tree solutions can easily generate enough intermediate cut sets to fill up all availab'e
computer memory . Therefore, a method is required to allow this data to be written oul to a secondary
data storage area. IRRAS uses a disk caching technique to store the intermediate data. This allows for
the processing of large amounts of intermodiate data. The limit is the amount of available disk space on
the computer being ured. This also allows IRRAS to be run on & minimal computer without memory
beyond the GAUK available to standard DOS applications. IRRAS does, however, allow the user with a
more powerful computer and additional extended memory to create a virtual disk and direct the
intermediate information that would have resided u. the hard disk to the virtual disk. This will improve
the performance of IRRAS on large problems by a factor of 3 to § times. This overview will not attempt
to describe in detail how the cache software works. The performance of any fault tree reduction software
is quite dependent on the methods used to handle the 'arge amounts of intermediate data; therefore, the
user should ensure that an efficient method is used.
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65.17 Fault Tree Cache Initialization

The first step in the fault tree reduction process s to take the fault tree logic that has been loaded
and restructured and store this logic in a format for efficient use and retrieval by the fault tree reduction
software.  This process includes the creation and initialization of certain data structures
iaformation that is used during the solution process to simplify and speed up the fault tree reduction
process. By including this data in a data structure and updating it as the fault tree is solved, IRRAS is
able to avoid many additional calculations.

Using the gate level information determinea previously, IRRAS creates an ordered table such that
all gates for & given level appear before any gates for the next larger level, Any independent subtrees
appear after all nonindependent gates for the fault tree. This ordering defines the expansion path to be
used for solving the fault tree. As mentioned previoucly, the IRRAS algorithm is essentially a top-down
approach, but strictly speaking, the algorithm processes the fault tree first from the bottom up, then from
the top down. The algorithm is bottom up because we treat each OR gate as a mini fault tree and solve
them starting with the last gate or the bottom of the fault tree. When all OR gates up to the TOP gate
have been solved, IRRAS expands the TOP gate from the top down,

As the fault tree logic table is being created, IRRAS generates some information to be used during
the expansion process to help in cut set truncation. A bound can be calculated on the contribution of the
independent subtrees to the cut set probabilities. 1f the user has specified truncation on probability, this
bound can be used to eliminate cut sets earlier than otherwise possible. For now, let BPC denote this
Bound on the Probability Contribution, Calculate the BPC for any & .¢ as follows. The BPC for a basic
event is its probability. The BPC for an AND gate Is the product of the BPC's of the inputs. The BPC
for an OR gate is the largest BPC of the inputs. Since the gate table is ordered by level, these
caleulations can be performed one gate at a time, starting with the last gate and proceeding to the top of
each independent subtree.

To see how this works, suppose first that § is an independent subtree with only two inputs, A and
8, both basic events. Because § is independent, as defined in Sections 5.9 and 5.12, each of its basic
events appears only once, s0 4 and B do not appear in any other part of the fault tree. Because basic
events are assumed to be independent in the statistical sense of Section 4.6, 4 and B are statistically
independent of each other and of the rest of the tree.

Any cut set that § contributzs to will have the form (§ AND other terms). If § is an AND gate,
this form i# (4 AND B AND other terms), and the probability of the cut set is P(A)P(B)P(other terms),
by independence. This equals BPC(S) x P(other terms), by the definition of BPC for an AND gate, 1If
instead § is an OR gate, any cut set that § contributes to will have the form (4 and other terms) or else
(B and other terms). The cut set probabilities are bounded by

max|P(A), P(B)] x Plother terms)
which equals BPC(S) x P(other terms), by the definition of BPC for an OR gate.
In either case, any cut set that § contributes to has probability bounded by the value of BPC for

§. The same idea is true if § has more than two inputs, and if they are not necessarily basic events but
mé&y be independent gates instead. Therefore, if BPC for § is less than the truncation value, § can be
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Using the fault tree logic definition generated previously, IRRAS begins expanding the tree.
Since OR gates increase the number of cut sets, the algorithm treats all OR gates in the fault tree as mini
fault trees. These trees are solved first, starting with the last nonindependent OR gate and proceeding
to the TOP gate of the fault tree.  All absorption and truncation techniques are applied on these small
trees, eliminating cut sets as soon as possible. When the TOP gate is encountered, it is solved using as
input all the cut sets generated by solving the mini fault trees described above, The result of this
approach is to partition the large fault tree into many smaller subtrees that are casier to solve. The fewer
cut sets generated for the smaller trees will also tend to require less time to apply the absorption identities
and to truncate

Note that the cut sets generated by the above process are in terms of independent subtrees. When
the TOP gate has been solved and all absorption has been performed, the independent subtrees are
expanded.  This step requires no absorption; independent subtrees can only generate cut sets that are
minimal

5.19 Cut Set Absorption

As the fault trec expansior accurs, cut sets are checked at each gate to see if they can be
eliminated. There are severs! v.qayc « cut set may be eliminated during the expansion process. [IRRAS
maintains the current bound on the probability contribution (BPC defined in Section 5.17) and size for
each cut set throughout the fuult tree expansion. These contributions are updated depending on the type
of expansion being performed. By keeping current BPC values, iRRAS does not need to recalculate
these values each time the cut set is modified or expanded. Much computation time is saved by this

approach
If the gate to be expanded is an OR gate, then IRRAS also compares the inputs to the OR gate

against the inputs of the cut set containing the OR gate. It there is a common event, then the reference
to the OR gate can be removed and the cut set need not be expanded further. The reason for this is that
any cut sets generated from an OR gate of this type will be absorbed later in the process anyway. The
following example demonstrates this process.

The cut set

GATE! * EVENT1 * EVENT2
and the following definition of GATE1 as an OR gate with three inputs

GATE! OR EVENT! EVENT3 EVENT4
will generate the following cut sets when expanded.

EVENT1 * EVENT2

EVENTI * EVENT2 * EVENT]

EVENT! * EVENT2 * EVENT4

Notice that the second and third cut sets are absorbed by the first,
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Determination of Cut Sets

tree reduction phase. Second, during the processing of an accident sequence, certain pieces of equipment .
or trains of a system may need to be either failed or ignored. IRRAS allows the user to specify a set of

house event flags 1o be associated with a particular sequence. These flags allow the user to automatically

prune the fault tree logic before it is solved by setting basic events to house events and reducing as

described in Section 5.7 The result is & fault tree with the specified compononts in the specific state

required by the sequence.
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. 6. QUANTIFICATION TOOLS FOR PROBABILITIES AND FREQUENCIES

This section provides an overview of fault tree and accident sequence quantification using minimal
cut sets. Vesely et al. (1981) and Fussell (1975) contain additional details and references for the
interestud reader. The section is written in terms of failure probabilities, but is also correct if the term
“probability” or “failure probability” is replaced everywhere by “unavailability "

6.1 Quantifying Minimal Cut Sets

The individua! cut set probabilities are determined by multiplying the probabilities of the
appii-able basic events.

C =94, 4. (6-1)
where
) = probability of cut set i, and
G w probability of the k-th basic event in the ith cut set.

This follows from Equation (4-8) and the assumed statistical independence of the basic events.

. 6.2 Quantifying Fault Trees

The fault tree quantification process is performed in two steps: (1) calculation of individual cut
set probabilities, which was described above in Section 6.1, and (2) combining the cut set probabilities.,
The exact probability of the union of the cut sets can be found, in principle, by Equation (4-6), where
each A, is @ cut set. This is normally much too cumbersome. Therefore, two approximations are oftca
used, the rare event approximation and the minimal cut set upper bound. Each of these approaches will
be discussed below. Examples are calculated in Sections A4 and AS of Appendix A.

6.2.1 Rare Event Approximation

A common approach to calculate the probability for a top event is to add together t  probabilities
for the cut sets, where the cut set probability is given by Equation (6-1). Thus, ..e rare event
approximation is

£ s ic‘ ‘ (6-2)

iel

This approximation is a good approximation when the cut set probabilities are small. In screening
analyses, when relatively lurge screening values are used to bound the component failure probabilities,
the rare event approximation can exceed 1.
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6.2.2 Minimal Cut Set Upper Bound

The minimal cut set upper bound calculation is an approximation to the probability of the union
of the minimal cut sets for the fault tree. The equation for the minimal cut set upper bound is

s<1-fla-c) ¢-3)
i=1

where
§ = minimal cut set upper bound for the system unavailability,

C, = probability «f the ith cut set, and

i

m = pumber of minimal cui sets in the fault tree.

The minimal cut set upper bound is always less than or equal to 1. The input values for the
minirnal cut set upper bound are probabilities, Barlow and Proschan (1981) show that Equation (6-3)
gives an upper bound on the exact probability of the top event.

The minimal cut set upper bound works well with fault trees containing only AND and OR gates
without complemented events or NOT gates. With noncoherent fault trees, that is, trees that contain NOT
gates and/or complemented events, the minimal cut set upper bound can produce results that are overly
conservative. The magnitude of the overestimation will depend upon the structure of the tree. I such
cases, other calculational techniques should be used such as the SIGPI algorithm (Patenaude 1987). In
most cases, the minimal cut set upper bound will produce reliable results.

Warning: When C is very small {on the order of 1E-15), 1 - C is rounded off w0 1.0. If this
happens for most or all of the C’s, the product in Equation (6-3) will be too large, and the bound
" will be too small. Although § is an upper bound in theory, in practice it is not computed to
sufficient accuracy when the C's are extremely small. In such a case the rare event
approximation, given by Equation (6-2), is better.

6.3 Quantifying Sequences

An accident sequence begins with an initiating event, which “as a frequency f. The units of the
frequency are /time, and there is no theoretical upper bound on its possible value. This distinguishes
a frequency from a prohability, which is unitless and bounded by 1.0.

After the initiating event, various systems in the plant are suppose to function in sequence.
Dapending on whether they function or not, the sequence can proceed to ditferent possible plant states.
Consider one of these systems. Given the assumed initiating event and the success or failure of the
systems that were invoked earl.er in the sequence, the probability of the system’s failure is quantified by
a fault tree for the system. For each such sequence of interest, IRRAS constructs and simplifies the fault
tree for the entire sequence, by combining the fault trees for the failed systems and the negation of the
fault trees for the successful systems, as described in Section 5.22.
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Let § be the probability of the sequence fault tree, evaluated using the minimal cut set upper

bound or the rare event approximation. Then, the freguency of the sequence is the product /5. In this
! q

Way, sequence frequencies are found
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Calculation Types

where .

q = failure probability of the basic event,
A = failure rate per hour, input as A, and
I = mission time expressed in houss.

Calculation Type 4 is a rare event approximation for the failure of an operating component with
repair. The approximation is A times 7. It uses A as the per hour failure rate and r as a

user-specified time to repair in hours. If the mission time ¢ is less than r, then A*f is a better
approximation of the event probability; therefore, IRRAS uses A times the minimum of r and
mission time,

Caleulation Type 5 is the actual equation for the failure probability of an operating component
with repair. The equation is

AT -u)u.l_u
- | ~¢ '
¢ l*Xr( e )

where

failure probability of the basic event,

failure rate per hour, input as A, .

¢t = mission time expressed in hours, input as a default, and

4

A

il

7 = average time to repair expressed in hours, input as 7.

Calculation Type € is the rare event approximation for the failure probabiiity of a standby
component with a surveillance test interval. The equation used is

AT

.

q.-.:

where

q = failure probability of the basic event,

i

A = standby failure rate per hour, input as A, and
T = surveillance test interval in hours, input as 7.

Calculation Type 7 is the actual equation for the failure probability of a standby component with
a surveillance test interval. The eguation is
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8. IMPORTANCE MEASURES

8.1 Types of Importance Measuree
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Importance Measures

in Section A6 of Appendix A. Both the ratio and the difference are discussed in the appropriate sections,
For the basic event under consideration, several notations are used repeatedly.

Fa) = minimal cut set upper bound (sequence frequency) evaluated with the basic event
probability at its mean value.

FlO) = minimal cut set upper bound (sequence frequency) evaiuated with the basic event
probability set to zero.

ki)

il

rairimal cut set upper bound (sequence frequency) evaluated with the basic event
failure probability set to 1.0.

8.2.1 Fusssli-Vassly Importance

The Fussell-Vesely importance is an indication of the fraction of the minimal cut set upper bound
(or sequence frequency) that iavolves the cut sets containing th.e basic event of concern. It is calculated
by finding the minimal cut set upper bound of those cut sets containing the basic event of concern and
dividing it by the minimal cut set upper bound of the top event (or of the sequence). In IRRAS, this
calculation is performed by determining the minimal cut set upper bound (sequence frequency) with the
basic event failure probability at its mean value and again with the basic event failure probability set o
zero.  The difference between these two results is divided by the base minimal cut set upper bound to
obtain the Fussell-Vesely importance. In equation form, the Fusseil-Vesely importance FV is

FV = [F(x) - F(0)]/F(x)

8.2.2 Risk Reduction

The risk reduction importance measure is an indication of how :nuch the results would be reduced
if the specific event probability equaled zero, normaily corresponding to a totally reliable piece of
equipment. The risk reduction ratio is determined by evaluating the fault tree minimal cut set upper
bound (or the sequence frequency) with the basic event probability set to its true value and dividing it by
the minimal cut set upper bound (sequence frequency) calculated with the basic event probability set to
zero. In equation form, the risk reduction ratio RRR is

RRR = F(x)/ F(0)

The risk reduction difference indicates the same characteristic as the ratio, but it reflects the actual
minimal cut set upper bound (sequence frequency) levels instead of a ratic. This is the amount by which
the failure probability or sequence frequency would be reduced if the basic event never failed.

The risk reduction difference (RRD) is calculated by taking the difference between the mean value and
the function evaluated at 0. In equation form, the risk reduction difference RRD is
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Uncertainty andt Monte Carlo

Currently, IRRAS supports lognormal, normal, beta, gamma, chi-squared, exponeniial, uniform,
and histogram distributions for the Monte Carlo uncertainty analyses. The default distribution type is the
lognormal .

Most distributions can be defined with two statistical parameters, although some take more. The
first parameter is the mean failure probability and the second parameter is specific to the particular
uncertainty distribution. The mean failure probability is calculated from the data input in the Failure Data
area just discussed. For more clarity, IRRAS allows the user to input the parameters of the distribution
directly. It will check them for consistency with the mean.

Correlation classes, as explained in Section 9.5, are used to identify basic events whose failure
data are derived from the same data source. This information is used in the uncertainty analysis.
Correlation classes consist of four upper-case values. A blank correlation class indicates that there are
no data dependencies. When running the uncertainty analyses, the same sample value will be used for
all basic events with the same correlation class.

NOTE: The user must set up a correlation class numbering scheme for the basic events
in the data base. For example, correlation class | may be assigned to
motor-driven pumps fail to start, correlation class 2 to motor-driven pumps fail
to continue to run, correlation class 3 to check valves fail to close, and so on.
Currently, this scheme is not saved within IRRAS but may be included in the
future.

IRRAS provides more sophisticated ways of entering failure and uncertainty data that reduce the
amount of data input required and ensure consistency among like basic events. These techniques are
discussed in the /RRAS Reference Manual (Russell at al. 1992a).

9.3 Supported Continucus Distributions

At the present time, the following uncertainty distributions are supported: lognormal, normal,
beta, gamma, chi-squared, exponential, uniform, and histogram. The histogram distribution requires
detailed information to be fully specified. Each of the other distributions is described by its mean anc
typically one additional parameter. Table 2 summarizes this information for each of the supported
distributions except for the histogram distribution, which is explainad separately in Section 9.4. The
distributions in Table 2 are described in Sections 9.3.1 through 9.3.7. More dgetail about tiese
distributions can be found in Mood et al. (1974) and Hann and Shapiro (1967).

One method for generating rando:n numbers, called the inverse c¢.d.f. method, is used for several
distributions below, and therefore is described here. Let X denote a random variable, let x denote a
number, and let ¥ denote the cumulative distribution function (¢.d.f.) of X. It follows directly from the
definition

Fx) = PIX £ x)

that F(X) is a uniformly distributed random variabie between O and |. Therefore, generate U from a
uniform distribution between 0 and 1, and solve F(X) = U for X = F''(U).
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Table 2. Uncertainty distributions
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s - ®-1)

m e

where u is the mean and o is the standard deviation of the underlying normal distribution. Likewise, the
95% error factor (ef) for the lognormal distribution is given by

‘f - ¢IG‘SG (’-2)

where 1.645 is the 95th percentile of the standard normal distribution. The density of the lognormal
distribution is

fx) = -._.!.,_______,-M)-ufﬁ-’
x/2no

forx > 0.

In IRRAS, a random variable X is sampled from the lognormal distribution as follows. Equations
(9-1) and (9-2) are first s¢ ' ved for u and 0. A random variable Y is generated from a normal distribution
with mean u and standarC Jeviation ¢, as explained in Section 9.3.2. Then X is defined as X = exp()).
This is the procedure for simple Monte Carlo sampling and for Latin Hypercabe sampling.

9.3.2 Normal Distribution

The additional parameter to describe the normal distribution in IRRAS is the standard deviation
of the distribution, ¢, The density function is given by

Ax) = g wine?

V2ro?

where -0 <x< 4w,

IRRAS uses the Marsaglia-Bray algorithm, Jescribed on p. 203 of Kennedy and Gentle (1980),
to generate a normal(0, 1) random variable Z. Then X, a normal random variable with mean u and
standard deviation o, is defined as X = u + oZ

For LHS sampling from & normal distribution, the inverse ¢.d.f. method is used, with the inverse
of the normal ¢.d.f. £ '(U) computed as follows. For 0.1 = U < 0.9, F*! is found by the algorithm

of Beasley and Springer (1977). For U < 0.1 or U > 0.9, F"' is approximated by Algorithm 5.10.1
of Thisted (1988), due to Wichura. The approximation is then refined by one application of Equation
(5.9.2) of Thisted.
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2.3.5 Chi-Squared Distribution

The chi-squared distribution is directly related to the gamma distribution, as follows. Let X have
a gamma(A, r) Jistribution  Then 2AX has a chi-squared distribution with 27 degrees of freedom, denoted
x'(2r). For this reason, the chi-squared distribution is an option in IRRAS only as a convenience 10 the
user Anything that requires a chi-squared distribution can be accomplished using a gamma distribution,

The mean of a x*(k) distribution equals k and the variance equals 2k, for degrees of freedom &
> 0. Note that the mean of a chi-squared distribution determines the variance. This is not flexible
enough for most uucertainty analyses. Therefore, when IRRAS is asked for a chi-squared random
variable with k degrees of freedom and mean u, it generates a multiple of a chi-squared random variable,
Y = gX, where X is x’(k) and @ = p/k. This results in & random variable with mean u and variance
2u’/k. Exactly the same distribution would be obtained by specifying a gamma distribution with mean
pand r = k2.

IRRAS generates the chi-squared random variable X by the inverse ¢.d.f method described at the
beginning of Section 8.3, The inverse function is found with a refinement of the Wilson-Hilferty
approximation. (See Section 5.10.2 and Eq. 59.2 of Thisted 1988.) This method may fail in the left
tai! for small degrees of freedom. In that case, the inverse is found by numerical iteration (the method
of false position) on F, with F evaluated by the Peizer-Pratt approximation (Section §.10.2 of Thisted
1988). IRRAS then multiples X by u/k, where u is the desired mean and & is the number of degrees of
freedom. This inverse ¢.d.f. method is used for both si:nple Monte Carlo and ] ™ samples.

9.3.6 Exponential Distribution

The exponential distribution is commonly used for modeling a time to failure, but it is not very
useful for modeling uncertainties, and may some day be dropped as an option in this part of IRRAS. One
reason for its use in modeling failures and its disuse in modeling uncertainties is that it has only one
parameter. Therefore the mean determines the variance. The exponential density is

flx) = he™

where the parameter A and the mean u are related by u = [/A. Note that the expon.ntial density is a
special case of the gamma density, with the gamma parameter r = 1. Alternatively, if ¥ is x*(2), then
X = Y/(2X) has a gamma distribution with » = 1 and mean g = 1/A, 1.¢. an exponential()) distribution.
Therefore, anything that can be simulated with an exponential distribution can also be simulated with a
gamma or chi-squared distribution

An exponential(A) random variable is generated by the inverse ¢.d.f. method, as explained at the

beginning of Section 9.3. This method is recommended in Section 6.5.2 of Kennedy and Gentle (1980)
for the gamma distribution with r = |,
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if our estimate is 100 low for one, it will be too low for the other by the same amount. The uncertainty
distributions for the two unavailabilities are perfectly correlated.

This correlation of the uncertainties must be distinguishad from the independence of the basic
events. The two basic events (failures of the pumps to be available) are independent; that is, the
probability that one pump is unavailable is some number ¢, unaffected by whether the other pump is
available or not. However, our uncertainty about the value of ¢ is totally correlated for the two basic
events.

The user tells IRRAS of this uncertainty correlation by putting the two basic events in a single
correlation class. When g is sampled from its uncertainty distribution, that one value of ¢ is assigned
to all the basic events in the correlation class. After the probability of the top event has been calculated,
on the next Monte Carlo pass a new (presumably different) value of ¢ is drawn from the uncertainty
distribution, and is assigned to all the basic events in the class.

iet us now examine the effect of total correlation in accident sequence analysis. Consider a
simpie example involving a cut set with two components, Let ¢, and ¢, denote the unavailability of the
two components in the cut set. If the components are independent, then

Q = 94 ®-3)
is the cut set unavailability,
As we begin the analysis, we can make one of two assumptions. First, we can assume that the
unavailability of each component is estimated from independent data sources. For example, if the first
basic event is failure of a pump and the second basic event is failure of a valve, the probabilities of these

basic events will be estimated from independent sources, and therefore the two probabilities have
independent uncertainty distributions. The expected value and variance of Q are given by

E(Q) = E(q)E(g,) 9-4)
and
var(Q) = E(q)E(g:) +Eq)E@)f . 9-5)
These equations follow from the independence of the uncertainty distributions.

If instead, the components are identical, then ¢, = ¢, = g, and Equations (¥-4) and (9-5) reduce
t«

E(Q) = E(g)E(g,) = {E(q)f 8
and

var(Q) = B[ - [E@)] . &7
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S=A+8B

l.et A and B have mean failure probabilities of 0.001 and 0.00S5, respectively. Also assume that
the uncertainty distribution for A is uniform from 0 to 0.002 and the distribution for B is normal with
standard deviation of 0.001. These distributions are shown in Figure 21 and Figure 22.

Figure 21, Uncertainty distribution for Component A

The point estimate for § is 0.006. Table 3 contains a random sample of size 10 for this example
Column 1 contains the sample for component A which has a uniform uncertainty distribution. Column
2 contains the sample for failure of cor onent B, and column 3 contains the sum of columns 1 and 2
which is the minimum cut set upper bound for the probability of failure of the system. The bottom row
is the average of the columns.
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0001 0002 0003 0004 0005 0008 0.007 0.008 0009 0.01

Faliure Probability

Figure 22. Uncertainty distribution for Component B
. Table 3. Monte Carlo samples

AN T O RRTTEAGAN A ALY NSO IRty 540 o B SRS e

sntlione | mlecs il

0.00042 0.00500 0.00542

0.00086 ©.00661 0.00747

0.00149 0,00570 0.00719

0.00109 0.00605 0.00714

0.00066 0.00420 0.00487

0.00026 0.00609 0.00633

0.00066 0.0039¢ 0.00462

0.0007S 0.00293 0.00368

0.00037 0.00500 0.00537

0.00127 0.00597 0.00724

0.00078 0.00515 0.00593
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ned in the LHS, consider the simple example used in
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probability areas each containing an area of 0.2. For
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' ertainty distribution for B is a normal distribution,
into equal probability areas. Probability tables or a
needed. The four points which define the 5 equal

3

and 5.842E-3. These are shown in Figure 24
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0.0008 0.0012

Failure Probability




Uncertainty and Monte Carlo

Figure 24. Latin hypercube sample for Component B

The next step is to generate a random permutation of the integers 1, 2, 3, 4, and 5 for each
' component. Foy A weget (34152}, and for B we obtain {4 1 32 5}. We then combine these two
together to obtain:
Computer Run Interval for A Interval for B I
i 3 4
2 B 1
3 1 3
4 5 2
S 2 5

These five cells are shown in Figure 25. The next step is to obtain random values for 4 and B
for each of the intervals. The first value for A lies in interval 3; thus, the value must be between 0.0008
and 0.0012. A is generated as described in Section 9.3.7: A random namber U is generated from a
uniform distribution between 0 and |. Then A is defined as 0.0008 + 0.0004U. The corresponding
value for B lies in interval 4; thus the value for B must lie between the 60th and 80th percentiles of the
normal distribution. This is generated as described in Section 9.3.2: A new random number U is
generated from a uniform distribution between 0 and 1, and V = 0.6 + 0.2U is therefore uniform
between 0.6 and 0.8. Let F denote the standard normal ¢.d.f. Then ¥ = F'(V) is sampled from between
the 60th and 80th percentiles of the standard normal ¢.d.f. Finally B = 0.005 + 0.001Y is sampled from

. Decamber 1992 77 NUREG/CR-5964
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. 9.8 Comparison of Simple Monte Carlo and Latin Hypercube Sampiing

The following information is a comparison of Simple Monte Carlo simulation and Latin
Hypercube Sampling (LHS). The table contains output from IRRAS for the sample problem in the
previous section. Figure 26 contains a plot of the cumulative distribution function for each sample. The
results are very similar for these two methods. Notice the size of the samples for each. The LHS
method requires only a quarter of the sample size of ordinary Monte Carlo, for similar accuracy. This
must be balanced against the fact that for some distributions it takes longer to generate a random number
for an LHS sample than for a simple Monte Carlo sample. Nevertheless, LHS sampling can often
substantially reduce the time required for an analysis, while obtaining similar accuracy.

Table 4. Comparison of Monte Carlo and LHS for sample problem
O N N TR S A B A T YRR o A LT O S R ST A WA SN TR S ORI A S TP £ ORRACAR I DR

Monte Carlo s
Random Seed 51530 27290
Saople Size 200 50
Point cstimate -003 S.995€-003

Mean Value

Sth Percentile Value
Median Value

95th Percentile Value
Kinimm Sample Value
Maximum Sample value

-003 5.994E-003
0 3.876£-003
0. 6. 320€-003
-003 7.816€-003
<003 2.789€-003
003 8.605€-003

SRS

= ®
3

Standard Deviation - -003 1.245€-003
Skewness -1.973& - 00 -3.071€-001
Kurtosis 2. 840E+000 2.T4TE+000
Elapsed Time 00:00:02.530 00:00:00.450
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Appendix A
Fault Tree Quantification Example
A1. INTRODUCTION

This appendix contains & worked example of the reduction and quantification of a simple fault
tree. The minimal cut sets are obtained using a cut set algorithm and also using Boolean equations.
The minimal cut sets are then guantified using the rare event approximation, the mimmal cut set
upper bound, and the inclusion-exclusion rule to obtain the exact solution. These guantification steps
are worked out in detail. Finally, basic event importance measures are calculated to show how the
caleulations are done.

This appendix uses the notation + for U and * for N,

A2. FAULT TREE INPUT

The fault tree for this example is shown in Figure A-1. It contains a 2/3 combination gate.
The alphanumeric input for the fault tree is shown in the following:

Alphanumeric Fault Tree (Shown i Figure A-1).

ToP AND GATEY GATER
GATEY s GATES GATEL B!
GATER R LA 83 B4
GATED o 8?2 Ba

GATESG AND B3 8S

Each row corresponds 1o a gate in the fault tree. The first entry is the gate name. The next entry is
the gate type. The remaining entries are the inputs to the gate.

Figure A-2 contains the fault tree with the 2/3 combination gate (GATE1) expanded into
AND and OR gates, The new gates are FT-N/M-1, FT-N/M-2, and FT-N/M-3. The alphanumeric
coding of the fault tree is shown below:

00 AND GATEY GATER

GATET oK FT-N/M1 FT-N/M-2 Fi-N/m-3
GATEZ2 Gt 81 Bl Ré
GATES oR B2 B

FY-N/K-1 AND GATES 63 #s
FI-N/M-2 AND GATES 8

F1-N/M-3 AMD B3 BS 8

CUT SET GENERATION (Top-down approach)
In this section the minimal cut sets are obtained using a top-down approach. The steps are illustrated

in detail so that the reader can understand all of the calculational details. In practice, several of the
steps can be performed together.
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Figure A-2. Example fault tree with 2/3 gate expandad.
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Step 1 (TOP)

To stert the algorithm the TOP gate is replaced by its inputs. If the TOP gate is an OR gate,
then each input becomes a row. If the TOP gate is an AND gate, the inputs are placed in the same
row. Thus, the first step is the following:

GATEY GATER

In this step, GATE] is replaced by its three inputs. Since GATE] is an OR gate each input
becomes a row. This results in the following:

FI-N/M-1 GATER
FT-N/M-2 GATE2
FYI-N/M3  GATER

Step 3 (FT-N/M-]

In this step, FT-N/M-1 is replaced by its inputs GATE3, B3 and BS. Only the first row was
modified since the gate is an AND gate. The results are:

B3 8% GATEZ GATER
FIN/M-2 CATER
EY-N/M-3  GATER

Step 4 (FI-N/M-2)

Next, FT-N/M-2 is expanded. It is an AND gate so it is «eplaced by its inputs in every row
that contains it. The results of this step are:

BI RY GATEZ OGATES
81 GATER GA1ES
FT-N/M-3 GATER

Step 5 (FT-N/M-3)

Gate FT-N/M-3 is selected to process. It is also an AND gate and appears in only one row of
the table in step 4. Thus, no rows are added in this step. The gate is replaced by its inputs. The
results are

B3 B5  GATEZ GATES

B GATEZ GATES
81 W3 #% GATER

GATES is selected to be expanded next. GATES is an OR gate with two inputs. For the first
row in e table in step S, GATESR is replaced by one of its inputs. The row is then repeated and the
gate name replaced by its other inputs. The results of this step are:

82 83 B GATE2 (Replace GATES by B2.)
81 B2 GATER (Replace GATES by A2.)
83 B4 8BS HATEZ (Replace GATES by B4.)
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The remaining S sets arc the minimal cut sets for this example. They are:

B W

[Ty Elimineted by B B2

SLE08 86  ilimineted by 81 B2

[R > Eliminated by 81 B2

RS S Eliminated by B B

LB 868 Fliminated by 81 B4

$L80 8488  Fliminated by §1 W4

Bl ES 8s

[ Fepested cut set

L A0 )

R Repeated cut set

880088 Elimineted by B2 B3 85

B2 83 85

83 B4 85

[ ST Repeated cut set
Siep 10 (Final minimal cut sets)

A H)

8 B4

8 B3 85

B2 §3 85

B B4 8%

A3. BOOLEAN EQUATION FOR THE FAULT TREE

In this section the Boolean equation form of the rault tree is used to obtain the minimal cut
sets. The steps below are not the only way the equations can be combined and reduced. Many of the 0
steps illustrated below can be combined and performed s aultaneously. These steps are presented to
illustrate the various concepts and show how they parallel the cut set algorithm illustrated in the

previous section,

The equation form of the fault tree is

TOP = GATEY * GATE2
GATEY = FY-N/M-Y & FT-N/M-2 % FT-N/N-3
GATERZ = BY « 83 + B4
GATES = B2 + B4

FY-N/M-1 = GALES * B3 * 38
FI-N/M-2 = GATES * 8
FTI-N/M-3 = BY * g3 * 85

Step 1

The first step is to start with the TOP equation:

TOP = GATEY * GATE2.

Sigp 2

In this step GATE] and GATE2 are replaced by their inputs. This results in the following

equation:

TOP = (FT-N/M-1 & FT-N/M-2 ¢ FT-N/M-3) * (B) « B3 « B4).

NUREG/CR-5964
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.sm

In this step the three expanded gates (FT-N/M-1, FT-N/M-2, and FT-N/M-3) are replaced by
their inputs to yield

TOF = (GATES * B3 % 85 « GATES * 81 « 81 * 83 * 85) * (B » B3 + 84).

Siep 4
Next GATE] is replaced by its inputs to obtain

TOP = (BY ¢ B3 « B4) * [(B2 + BAX(RI*R5) + (B2 « B4) * BY + BI*BI%ES) .

At this point all gates have been replaced by their inputs, and the equation consists of basic
events only.

Siep 5

The next step is to expand and combine the terms in the square brackets. This yields

TOP = (B + B3 « B4) * (B2*B3*B5 + BIVBL*ES + B1"B2 + D184 + B1*A5*8S).

The terms in the first set of parentheses are distributed across the second set to yield

TOP = 81 * (B2*B3%8S « EI*B4*B5S ¢ B1*B2 + BY*B4 ¢ B1%6B3%8S5)
¢ BS % (B2*B3MES ¢ BIVBLTRS ¢ BY%E2 ¢ B1°B4 ¢ BIRIVES)
B4 % (B2VBI*ES ¢ BIBATES ¢ BIVAZ + BIVER4 ¢ BITEIVES).

Each term is now expanded to yield

TOP = BIB2E3*ES + BIMEI'BA%ES + BIMB1*E2 ¢ RY*B1*B4 + BI1*RI%R3%RS
+ BI*B2*A3*E5 « BI*BI*BA'ES + BITB2*BI + BI*BI*E4 + BITRI*AI*RS
+ BIZTEITBATES ¢ BITBATRATES ¢ BITB2UB4 ¢ BITBATH4 ¢ BIVRIB4TES.

Step 8 (Idempotence)

The Law of ldempotence (A*A=A) is now applied. This produces
TOP = BITBI*R3IES + B1*BI*H4*BS + B1%B2 + B1%B4 + B1*B3*8S

+ B2703%85 + BI"BAYEY + B1*B2*B3 + BI*BI*B4 + BITRI*RS
+ B2*BIYBAYES + BITHATES + B1YB2°B4 ¢ B1*B4 ¢« BITBIYBAES.

Step 9 (Absorption)

Finally, the nonminimal cut sets are eliminaied. The terms that are eliminated are shown with
a line through them,

TOP » BINBIRRIAEE + BIRGISRLRES + B1%B2 « B1%B4 + BI%RIES
. ¢ B2VENTES ¢+ BITRATES ¢ BANNINRE ¢ BIARIREL ¢+ BIRRISRE
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‘ Table A-1. Exact solution, Step |

Quantification Example

PLTOP) »

-
+
*
*

PL(BY*E2))

PLIRI*B4))

PI(RI*RI*85))

PL(B2*EI*ES5))

PLCRS*B4A"ES))

PL(BI*EZ) * (B1*84))

PLCRI*EZ) * (B1%83*85))
« PL(BY*B2) * (B2*83*85))

PLCBY*B?) * (R3*B4*EY))
< PLCRI*BA) * (B1%R3%85))
© PLCBY"B4) * (M2%R3%65))
© PLCBIYBA) * (BI*B4*85))

L O

PLCBY*RI*RS) * (R2*83%85))
© PICRI*EIES) * (B3*E4v9))
- PLCHZ*BI*BS) * (83*B4%05))

Pi{B1*82)
Pl(BY*82)
PL(RI*82)
PI(RI*E2)
PI(BI*R2)
PLCRI™R2)
PL{BI"EL)
PL(B1*B4)
PL{BI*84)

.
-
L
.
L
.
.
L ]

(01%B4) * (B1*53%85))
(B1*84) * (R2*B3*85))
(B1"B4) * (BI"B4"EY))

(B1%83%85) *
(B1*R3*85) *
(B2*B3"85) *
(h1*p3*es) *
(BY*83%5) *
(B2*B3"85) *

(B2*E3%85))
(R3*B4*85))
(B3*Bé*e%))
(B2*83*85))
(B3*B4*0%))
(B3*B4*E5))

PLCBT*RI%ES) * (B2%B3*85) * (BI*B4*E5))

© PL(BY1*82)
© PICRI*R2)

PI(BY*B2)

- PICBIYR2)
- PLIBY*64)

PL(BI*R2)

(BI1%B4) * (BY*BI*RS) * (B2*B3%85))
CBY"BA) * (B1%B3*B5) * (B3*B4%85))
(BI*B4) * (B2*R3*R5) * (BI*BL*8S5))
(B1*B3 B5) * [B2*"B3*B5) * (BI*R4*E5))
(B1*A3*85) * (B2*"B3*B5) * (RI*BL*85))

(B1*84) * (BY*RI"ES) * (B2%E3*85) * (83*BATES))

. Decemnber 1992
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Quantification Example

Table A-2. Exact solution after applying Law of Idempotence .
TR T TR A A ST R A B S AT SR /R 1) A TN ST . T IRA LSI $ W A T |

PLTOP) = PIRI%S2)
PIBI*B4)
PIBIYEI*NS)
P(B2*B3*85)
PIO3*B4A*ES)

-

© PLBT*R2"84)
PIR1*B2*63*8S)
PB1*B2*R3%85)

© PIBYRRZTRI*HRATES)
PIRT*RI*84*0Y)
PIBT*E2*R3"B4"0S)
PIRY*R3*B4"RS)
PIBY*BZ*RI*ES)

~ PIRY*R3I*B4"0S)
PIB2*E3%B4"EY)

+ FIRI*E2*BI*BivES)
+ PIBI*B2%R3*B4%85)
¢ PIBIYB2*EB4"ES)
+ PBI*BZ*E3"04%05)
+ PIBI*R2*BI*B4L"0S)
+ PIBI*B2*R3*B4%ES)
¢ PIBV*B2*R3I*B4"ES5)
¢ PIBITE2*BI*B4%05)
¢ PIBY*E2*RI"84%0%)
¢ PIET*B2*R3"B4"0Y)

PIBI*B2*BI*B4%E5)

PIBT*R2*BI"B4*ES)
PIRI*B2*E3*B4"05)
PIBI*B2*B3*B4"8S5)
PLBY*R2*EI*B4A*85)

¢ PIRI"B2*RI*R4%ES)

NUREG/CR-5964 A-12 December 1992 .



Quantifization Example

. Table A-3. Exact solution, using assumed statistical independence of basic events

PLTOP) = PLBY)
PiBY)
PiY)
P82}
Pe3)

- e

< PIBT)
< P8Y)
- PI8Y)
A}

et
< PRt
< PBY)

PlEY)
+ PLBY)
< PIs2)

ey
PiEY)
Pig1)
PeY)
PeY)
P(81)
P(81])
P(B1)
PBY]
P(81)

L T

- PL8Y)
Fint]

- PIBY]
< P8
P81}

¢+ PIRY)

Vis2)
PB4)
P(83)
PiNY)
PIBé)

P(82)
vie2)
Pa2)
Pi82)
Pe3)
PIR2)
PR
P82)
P8y
PIR3)

P(82)
#182)
PIB2)
Pis2)
PI82)
Pi82)
PB2)
P8)
P82)
P82)

P(B2)
Pie2)
PIR2]
PIB2)
P82)

P82)

Piss)
PIEs)
PL8S)

PB4)
P(83)
(3]
PI83)
PB4)
ohY)
PB4
P (B3]
PB4
PB4]

P83)
LA
F(83)
P(83)
Pa3)
P&3)
PRS)
#(83)
PisY)
PIRS)

PIRY)
PR3]
PEY)
PR3
PLe3)

P{EY]

P8S)
P8s)
PIB4)
P8%)
PIB4)
P8%)
PBs)
PIBS)
P8S]

PIB4)
PiBd)
PIB&)
PIB&)
PIB4)
PB4)
PiB&)
PiB&)
PIB4)
PlB4)

PB4)
PIB&)
PI84)
PiB&)
PIB&)

PiB4)

L I I R

LR R

PBS)
Pes)

P8S)
PI85)
P8s)
PRS)
PIns)
P(8%)
PIRS)
PIBs)
PBY)
PBS)

P BS)
PBS)
P8S)
PRS)
PB%)

P (R5)

3 P L b L n 6 F’ “l!)
r
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Quantification Example

Table A-4. Minimal cut set upper bound calculations for example .

PLTOPY ® 1 = () « FICBY*B23)) * (1 - PI(BI*BAD)) * (1 - P(R1*83*85))) * (1 -
PICR2*E3*85))) * (1 - PL{BI*B4"85),)

+ PI(RI*B4))

+« PL(BI*R3*BE))

+ PLLRZTR3%ES))

* PI{BI*B4A*ES))
PL(BI*B2)] * PL(BI"84))

« PI(BI*B2)) * PLCBY*EI*NS))
PI(BI*B2)) * PL(B2*B3*8S5))

< PICRY*R2)] * P(B3*B4A*RS))
PLBY*BA)) * PL(BI*B3*RS))

< PI(EI"B4)) * P{(B2*B3%85))

|
|
\
\
|
« P(BI*E2))

- PI{BI*B4A)) * PL(BI*D4*EY))

< PLOBI®BI*ESY) * P(B2*83%85))

© PICRI®BI*RS)) * P(BI*R4"E5))
PL(B2*E3*85)) * P((B3*B4*85))

PI(BI*B4)] * PI(BZ*B3*BS)) * P((B3*8i*85))
PL(BI*BI*ES)) * PL(B2*E3*B5)] * PI(BI*B4*E5))

« PI(BI*B2)) * P(B1*B4)) * PI(BI*BI*B5)) * P((B2*BI*BS5))
< PI(BI*B2)) * wI(B1*B4)] * PI(BI*B3*BS)) * P(RI*S4*85))
-
*
-

+ PLCBI*B2)) * PLC(RI*BA)) * PL(RI*B3*EY))

¢ PICRI*BZ)) * PL(BI*R4)) ~ P{B2*B3*B5))

+ PL(BI*B2)] * PI(BI*B4A)) * P{BI*B4*85))

+ PL(BI*E2)) * P(BT1*B3*85)) * PI(B2*R3*65))
¢ PI(BI*B2)] * PICBI*B3I*ES5)) * PL(BI*4"85))
¢ PI(BI®B2)) * PLCB2*R3I*ES)) * PL(B3*R4*85))
+ PLBI*B4)] * PLCBI*B3*05)) * P(B2*83%85))
+ PLOBI*BAY) * PLCBI*RI"E5)) * PI(B3*B4*85)]
*

-

PI(BI*B2)] * PI(RI*BA)] * PI(B2*63%85)) * P((BI"B4"B5))
< PLCBI*BZ)) * PLCRY™E3 B5)) * P((BZ*B3*B5)) * P(BI*B4*85))
« PLCBI*BA)] * PLCRI*RI*ES)) * P(B2*R3*ES)) * PI{BI*B4*ES))

+ PI(BI*B2)) * PI(BI*R4)] * PL(BI*RA3*AS)) * PI(B2*B3*B5)) * PL(BI*B4*ES5))

NUREG/CR-5964 A-14 December 1992 ‘
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Quantification Example

. A5. NUMERICAL CALCULATIONS

This section contains numerical calculations illustrating the formulas developed in the previous
section.  The basic event probabilities for our example problem are the following:

P(BY) = g, = 0.01
P(BZ) » q, = D.O2
P(BY) » q, = 0,03
PiB&) = q, = 0.04
P(BS) = g » 0.05

The cut set unavailabilities, denoted by C, are calculated below:

C, » PCOI*B2) = PCBYI*P(B2) “qaq *0.01*0.02 . 2,064
C, = POBI*BA) = PIBY)*P(B4) “ga 0.0 0.0 " 4084
Cy = PCBI*RI®ES) « P(BV)*P(B3)*P(NS) » Gqq, = 0.01 * 0,03 * 0.05 = 1.5¢-§
Ce ® PLB2BI*HS) = PCL2)*P(B3)*P(B5) » q,qQ, * 0.02 * 0.03 * 0.05 = 3.LE-§
Cy * PORI*BA*RS) = PLBS)*P(B4)*P(BS) « q,qq, * 0.03 * 0.04 * 0,05 « 6,065

- 4

Using the cut set unavailabilities, the rare event approximation and
can be calculated. The rare event approximation is:

e minimal cut set upper bound

Rare Event Approximstion = C, + C, + C, ¢« €, + €, = 7.0508-4

The minimal cut set upper bound is:
Min Cut Upper Bound = 1 - ( . .

* 1 - 0.9998 * 0,999 * 0.

® 1 - 0,99929515 = 7.0485306¢ -4

The exact solution calculations are shown in Table A6, Table A-S compares the results of the three
calculation formulas.

Table A-7 shows the probabilities of the contributors (listed in Table A-4) for the minimum
cut set upper bound. A line-by-line examination shows that some lines of Table A-7 have certain
basic event probabilities repeated and that this is the only difference between Tables A6 and A-7. A
corresponding comparison can be made of Tables A-3 and A4,

Table A-5. Comparison of Kesults

Type of Calculation Unavailability

Min Cut Upper Bound 7.04854E4
Rare Event Approximation 7.05000E-4
Sum of ist and 2nd orde. terms* 6.93076E-4
Sum of 1st* 2nd and 3rd order terms* 6.93196E4

6.93136E4
6.93148E-4

Sum of 1st* 2nd* 3rd* and 4th order terms*

Sum of all terms (Exact answer )

. a. See Table A-6 for details.
December 1992 NUREG/CR-5964




Quantification Example

Teble A-6. Calculations for exact solution .
,,.nm_ism_m_um Wun

+ M ¢ 04

L L & . DOOE - D6

L LI L 1.500¢ - 0%

L VA R L) 3. 000¢ - 05

¢ B MO8 6. 000F - 05

B B2 M -8, 000¢ - D&

[ A0 P A -3.000¢ -07

Bl 82 8 8 3. 0008 -07

B 82 K3 B4 WS <1.200¢ - 08

#1 8BS B4 RS -6.000¢ - 07

BY 82 8 B4 K5 «1,200¢-08

B B3 B4 BS «6.000¢ - 07

81 B2 B B -3.000¢ -07

B! B3 b6 8BS 6.000€-07

B2 B3 BB 1, 200€ - 06

+ 81 B2 B B6 BS 1.200¢- 08

« B B2 B3 BB 1.200¢ - 08

¢ B B2 B BB 1.200¢ - 08

¢« B B2 B MRS 1.200¢ - 08

¢+ 81 B2 B3 B4 85 1.200¢ - 08

¢ B B2 B Be B8 1.200¢ - 08

¢« 81 B2 B MBS 1.200¢ - 08

« B B2 B3 86 WS 1.200€-08

¢+ BY B2 B3 BB 1.200¢ - 08

+ B B2 B3 BAOBS 1.200€-08

§1 B2 B3 86 B8 1. 2006 -08

81 B2 B3 BB ~1.200¢ - 08

81 82 B3 B4 B -1.,200¢ -08

Bl B2 BY B4 BS ~1,200€ - 08

BY 82 B3 MBS «1.,200¢ - 08

+ BY B2 B3 MBS 1. 200 -08

Sum of all terms (Exact Answer) 6.93148¢ - 04
Sum of 1st Order terms 7. 05000€ - 04
Sum of 1st and 2nd order terms 6. 93076E - %
Sum of ist, 2re! and Srd order 6., 93196F - 04
sum of tat, 2nd, 3rd, snd 6. 93136 - 04

Gth order terms

NUREG/CR-5%4




Quantification Example

I Table A-7. Probabilities of contributors 1o minimal cut set upper bound
+ 0 e ’ v
. OB 4. 000K - 04
¢ B 1.500€ - 05
v B2 3. 000 - 0%
¢ OBY BB &.000¢ - 05

B2 B Be -8. 000 - 08

81 B2 BY 83 08 -3, 000¢ - 09

B B2 82 83 85 -6.000€ - 09

B1 82 63 B4 S 1. 2008 - 08
81 B4 81 B3 B8 6. 000€ - 09

B B4 B2 B3 88 *1.,200¢ - 08

B B4 BS B4 85 -2, 400E - 08

B 63 65 82 83 85 -4.500¢ - 10
B B3 BS B3 B4 88 -9 000€ - 10

82 63 45 63 4 08 -1.800E - 09
IR R IR R iR R 1,2008 12
o BY Bk WM B2 03 08 2.400€ - 12
OB B2 B B4 B3 B4 S 4. BOOE - 12
¢ B RZ Y KD RS B2 B3 S %.000€ - 14
OB B2 B RS RS RS KBS 1.800€ - 13
¢ B BZ 2 W3 BS B3 MBS 3.600€ 13
v OBY B4 &) B3 NS B2 B3 WS 1,800€ - 13
oOBY La BT RS NS B3 MBS 3,600 - 13
o Y BA B2 B3 85 B3 B4 BS 7.200€-13
¢ B RS 85 R2 B3 RS A3 B4 88 2.700€ - 14
§) B2 BY B4 BT B3 85 B2 83 88 3. 600817
§) 82 B B4 BY B3 85 BD B4 BS 7.200€17
B1 B2 1 B4 B2 B3 85 B3 B4 BS 1,640 - 16
K1 B2 BY B3 85 B2 63 B5 83 B S §.600¢- 18
. B B4 BY B3 85 B2 83 89 03 B4 85 1.080€-17
4 BY B2 W) BA BT B3 85 B2 B3 BS B3 B4 65 2.160€ - 21
10TAL 7. 04853868 - 04

0 15 AL BN A RS TR B 0 B A AR AT AT S AR AT AR T BT AN ST A B

’ December 1992
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Quartification Example

RIRCBY) = 6. V598 -2/7.056-4 = B6. 36,

and the risk increase difference is

RID(BY) = 6. Y5982 « T.056 4 = 6.089¢ -2,

Birnbaum Importance

BIRY) & .1596-2 - 9.06-5 = 6.15¢-5.
Structural Importance
Bl appears in three cut sets

Table A-8. Ratio importance measures

Wum, Probab!l ity Fusaell- Risk Risk
of of Vesely Rediction Incresss
W i Oec . Follure Importance Ratie Retio
LA 3 1.000¢-2 8. 725 7.832 B.611E+1
[IE) 4 4. 000¢ - 2 6.5246 2.877 1. 664E+1
B ' 7. 000 - 2 3.260E 1,484 1.6968+1
L} 3 3. 000 -2 1,489 1478 5.809+0
Bs L 5, 000¢ - 2 1,609 1.1 3.827E+0
T

Table £ 9. Difference importance measures

N Probability 8 ronbaun Rigk Rink

of of |mportance Reduct lon Incroase
e Oce. Foilure Measure Difference Difference
8 3 1.000€ -2 6.061¢-2 6. 14964 5,999 -2
[ ¢ 4. 0008 - 2 1.1968¢-2 & 5998 -4 1.102€-2
8e 2z 2.000¢ -2 1.1486-2 2.299% -4 1. 125¢-2
LA 3 3.000¢ -2 3.64948-3 1.049€ -4 5.56% -3
8 3 5. 000€ - 2 2.007-% 1. 04984 1.9936-3

. December 1952 A-19 NUREG/CR-5964



INDEX

The numbers shown are section numbers rather than page numbers. Terms that are in the table
of contents are not necessarily in this index. Section numbers in bold face contain definitions.

ghsorption 2.3, 5., 5.18, A2 “logical loop®
accident sequence See "sequence” minimal cut set 8., 5.18, A2
AND 22.2,24,25,132 mutually exclusive 2.2.8, 226,42, 43,46
basic event 3.2 NAND 3.2
Boolean 2.4, 5,55 N/M 32
cdf 9.3 NOR 3.2
combination gate 3.2 NOT 223, 24,25
complement 2.2.3, 2.5 NOT AND 3.2
conditional probability 4.2 NOT OR 3.2
circular logic See "loop” nuli set 2.1
correlation class 9.5 occur 2.8, 3.2
cut set §. OR 2.2.1,24,25, 132
difference 2.2.4 partition 2.2.6
disjoint 2.2.5 population 2.1
See also "mutually exclusive” probability 4.2
element 2.1 probability contribution §.17
empty set 2.1 recursive 8.1 See also "loop”
equal reference set 2.1
for logical statements 2.4 sequence 5.7, 5.22, 6.3, 8.1
for sets 2.1 set 2.1
event 2.1,25, 31,32 See also adjectives, such as “"empty set”,
event tree 5.7 "universal set"
exclusive See "mutually exclusive” statement 2.4
exhaustive 2.2.6, 4.3 statistical independence
expansion path .13 See independence
fault tree 3.1, 5,57 subset 2.1
gate 3.2 top event 3.1
house event 3.2 transfer 3.2
idempotence 2.3, A2 uncertainty distribution 9., 9.4
identity set 2.1 undeveloped event 3.2
independence uncertainty distribution 9, 9.3, 94,95
logical §.9, .12, 5.17 union 2.2.1,2.5
of hasic events 3.2, 6.1 universal set 2.1
of uncertainty distributions 9.5 zero set 2.1
statistical 1.2, 4.6, 5.17, 6.1, 9.5 zone flagged event §.15
inhibit 3.2

intersection 2.2.2, 2.5
inverse ¢.d.f. method 9.3, 934,936,937
level §.13
logical loop 3.1, 5.8
See also "loop”
loop See "circular logic” and
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