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PROCEEDINGS

MR. LEWIS: The meeting will now come to order. 1
have to read that, 1I'm not sure what coming to order really
means in this context.

This is a meeting of the ACRS Subcommittee on
Computers in Nuclear Power Plant Operations.

I'm Hal Lewis, subcommittee chairman.

There are other members of the Committee at the
table: J. Carroll, Charlie Wylie, lIvan Catton, and Tom
Kresg; and there are consultants who I will ask t{o introduce
themselves.

The purpose of the meeting is to hear fr-m experts
in the field of safety-related scftware development and
guantitative assessment. This afterncon we will hear from
some utilities about their experience in doing retrofits of
their computer systems into I1&C systems that were previously
analog.

Doug Coe, to my right, is the cognizant ACRS staff
member for this meeting. I believe he has the right to
¢lose the meeting if we get unruly, to throw us out, and to
do whatever he wishes, because he actually works for the
government.

This is a continuation of a series of meetings
we've been having on the subject of digital systems in

nuclear power plants. I don't have any particular
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1 introduction to make except that there is a continuing
| " . 2 dilemma because digital systems are in the rest of the
5 | 3 technical community generally considered to be more
4 reliable, consistent, robust, and so forth, but not more
5 analyzable than analog systems.
6 The cunsequence is that the Nuclear Regulatory
? Commigsion, which often errs on the side of believing that
8 better regulaticn equates to better safety, is concerned
9 abour how to certify both digital systems for new power

10 plants and for replacements of analog systems with digital

11 gystems in existing power plants. It's a dilemma we've all

12 been coping with and we have been holding a series of

13 meetings to try to address the issue. So the issues are
i 14 both the genuine safety and the appearance and certification
; . 18 of safeLy by the regulatory agercy for whom we are

16 functioning here.

17 Before we begin, I would ask our consultants to at
| 18 least say who they are so we all know who is sitting at the
; 19 table.

20 Dick.

21 MR. KEMMERER: I'm Dick Kemmerer. As opposed to
| 22 what is on the tentative schedule, I'm not from UCLA. I'm
{ 23 from the University of California at Santa Barbara.

: 24 MR. LEWIS: You have to understand this is
; 25 Washington. They don't know where Santa Barbara is.
!
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MR. KEMMERER: They started with it correct but

they changed it.

MR. CATTON: Some of us at the table do know.

MR. LEWIS: I have to tell you that as of the day
before yesterday Santa Barbara was under seven feet of
water, © it was kind of hard to find anyway. I apologize
for that. know where Santa Barbara is.

MR. CARROLL: Your reverse osmosis desalinization
plant produced too much water.

MR. = IWIS: Our desalination plant is in staudby
and it's actually a very interesting example of decision-
making, because the decision to build it wae correct at the
time and the fact that it turned out to be unnecessary in
retrospect doesn't change the fact that it was correct at
the time. This is a deep issue which we won't go into at
this meeting.

MR, PLACE: 1I'm Pat Place with Software
Engineering Institute,

MR. LEWIS: I think everyone has to learn to speak
into the microphone s¢ people in the back can hear. More
important, so that the record will be intact.

MR. COBR: I'm Dick Cobb from Software Engineering
Technology.

MR. LEWIS: It says here ycu are going to be our

first speaker; is that correct?
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MR. COBB: That's what I understand,

MR, LEWIS: Do any other members of the committee
have something to say before we begin? Consultants?

[(No response.]

MR, LEWIS: Let's get on with the show. Ruich Cobb
will start.

[8lides shown.]

MR. COEB: What I wanted to talk about this
morning was applying something that we call cleanroom
engineering, software engineering to the develspment and
certification of what we would consider correct software for
shutdown systems,

I'm Dick Cobb #nd I'm at Software Engineering
Technelogy. Harlan Mills who is the coauthor of this paper,
who 5 not here, until he retired from IBM was a fellow at
IBM and had probably made more significant innovations in
software development than anybody else, at least in my
opinion, in the United States.

The isrues that I am going to try to address today
are summarized on this slide. As I understand it, these are
the issues that you are trying to address as a Committee.

First, is it feasible to produce correct software?
What we mean by correct software is software that will
provide its users with failure-free behavior where failure-

free means that the software performs exactly as its
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spec’fications say it should perform?

The wecond issue ie, if you want to produce
failure-free software, what engineering practices ought ycu
to follow in order to increase the probability ot achieving
the goal?

Third, the bigger question, I think, is it
feagible to specify a corrcct function for the software,
what behavior you would like the software to perform?

Fourth, what engineering practices should
developeres follow to increase the probability of getting a
correct function. "Correct" here is in guotation marks
because correct here is a judgmental issue about what the
behavior ought tc be whereas the first issue is a
mathematical issue where it can be proven that it's correct
in relation to this specification that you decide here.

The fifth issue is, what's the probability of the
software satisfying the stringent reliability regquiremeats
for nuclear power using these suggested practires.

Sixth is, what methods should the regulators
follow to determine the likelihood that the software to be
licensed is correct and will provide failure-free
performance as claimed by whoever the producer of the
scftware is, and what's the probability the regulators will
make a licensing error, i.e., that they will either license

a piece of software they shouldn't have licensed or that
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they will not license a piece of software that they should

have licensed.

MR. LEWIS: As you go along, somewhere you will
deal with the size software package we are talking about. I
can produce a three-line program as perfect, but a million
lines I can-

MR. COBB: I would like to wait. I think there is
one more slide before I try to deal with that issue,

MR. LEWIS: Fine. I was really setting an example
to prove to other people that it's legal harass the speaker
while he speaks.

MR, COBB: I like to be harassed, because that's
the best way for everybody to communicate.

The conclusion is we believe it's feasible to
produce and verify, prove mathematically that software, at
least of the sizes that we are talking about here, are
correct, 11 believe it's possible to produce correct
functions at least for the software components, and I will
explain what I mean by that in a few minutes.

A guantitative certification process exists that
can be used to assess the quality of the end product by
using statistical techniques like was applied to
mainufacturing, which is new for software,

A process can be used tc develop the functions and

the goftware can be reviewed and regulated by the NRC.
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And complete verification proofs and certification
tests can be reviewed and regulated by the NRC, which gives
the NRC complete vigibility to what is going on, 1In fact,
we would claim that software can be2 the most reliable part
of a system like a shutdown system.

I think that these claims are not bassd on wishful
thinking but based on the application of sound engineering
practices, which is new for people in the software
profession. It's rooted in a firm mathematical foundation.
The principal inventer of these techniques was Harlan Mills.
He worked for IBM. IBM had cleanrooms where electrical
engineers did fine-tuning assembly. They kept all of the
contaminants outside and didn't let them get into the
electronic assembly. His idea on software development was
don't put the failure in in the first place; keep it out so
you don't have to debug it out.

What we mean by correct software 1've already
said. It provides exactly the behavior defined by a
specification, and if it's correct, it will provida failure-
free performance.

People cannot look at a piece of software and say
is this piece of software correct. We might make procfs.

We can do all of those sort of things. We can look at the
proofe and we can reascon about the proofs, but if software

is indeed correct, it will provide failure-free performance.
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People can observe failure-free performance,

S0 the software development process is the process
of constructing a rule for ‘athematical function such that
as the software 1is executed it ; -ovides the specified
behavior. A piece of software is nocrhing more and nothing
lese than a mathematical writing, It's a rule for a
function. The specification must define the function. To
have correct software you have to show that the behavior
that is executed by the piece of software provides exactly
the same behavior as the funct.on defines,

We all know that a function is a set of ordered
pairs where the first member of the pair is an argument and
the second number is a value. A rule for a function is a
way of giving an argument to be able to calculate a value.
That's exactly what we do with a piece of software. We give
it a stimulus and we get a response; we give it a stimulus
and we get a response.

I1f we can define a mathematical function for what
the shutdown system is supposed to do, then we can develop a
rule and verify and prove that the rule is correct for that
function, As well know, there is essentially an infinite
number of correct rules for any function. As people who
develop scoftware know, there are lots of also nearly correct
rules too, and it seems like there are more of those than

there are correct rules.
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: 1 The craft-based practices that we use today. }
' . 2 We've only been developing software for about a human i
3 generation, about 40 years. At the end of 40 years civil j
| G engineers hadn't invented the right triangle., We've done J
; 5 pretty good in software, but the practices we have today are 1
6 not capable of doing the job; they result in error prone :
7 code. 1
8 Engineering-based methods for software development |
3 based on a science foundation are now available, and I'll
| 10 talk about the history of those developments. Such methods
11 can be used to develop correct rulez expressed in a chosen !
12 programming language for a given function. 1I've already |
13 said the bottom point. |
14 As Dr. Lewis observed, the simpler the required i
| . 15 behavisr the easier it is to develop and verify that the
16 software is cosrect. E
17 As I understand it, the designers of shutdown
18 systems only require software components to perform a single
18 clear-cut function., It will be easier to develop and verify
20 correctness of the shutdown scftware than it is for most
21 other projects where the software is being asked to perform |
| 22 a multitude of complex functions, |
| 23 In most project situations the emphasis is on
; 24 develop. ng a correct program, not in developing a proof for
i 25 correctness. 1 think in this situation the stress is on
K
. ANN RILEY & ASSOCIATES, LTD.
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11
developing both a ceorrect program and recording a proof of
correctness so all interested parties can evaluate the
procf. Just like Euclid wrote down some theorems in
geometry and he set down the proois so everybody could
understand them and everybody could reason about them and he
put them out for public literature, in our kind of
terminology a program is supposed to be for public
literature. It's not for private consumption.

The effort of documenting a complete proof of
correctness is completely proportional to the size. Since
the designers are planning small, simple, straightforward
programs, I think that is well within people's capabilities.

For instance, my understanding from talking to
some people who Zre doing things with shutdown systems is
that we are talking about a typical shutdown system not in
full detail. Ycu are going to get down here to some voting
to decide whether to trip the reactor. This voting is going
to include some analysis of average power, some analysia of
reactor limits, some analysis of area radiation.

To get to that analysis function which is quite
straightforward and simple you've got a lot of sensors out
here someplace and the data comes back by some multiplier.
So you've got a software component here a software
component here, a scitware component here, a software

component here, and “hen you've got this emergency core
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cooling, or whatever that is, and you are going to have some
voting in order to decide to send these controls mechanisms,
and you have got to send s imuli to other channels.

In this system there are at least 14 separabie
simple soltware functions that have to be developed, each
one defining a simple well defined thing. The estimate is
that maybe this involves a total of 12,000 lines of code.
That may be high. Some people have said as high as 20,000,

Each roftware item is a small single well defined
function. There is ne requirement for any failure-prone
operating systems like Unix or MS8-DOS; there is no
requirement for any quat software like a database management
system; it's just a simple little embedded piece of software
that -- I don't want tc make it sound so simple, because
there are some challenges. 1've seen some of the people who
have testified before you befcre, They talk about these big
projects. We're not talking about a big project. We're
talking about small self-contained projects, which makes it
simple to record the proof of correctness.

There are many examples of such small well
contained software. Even big monolithic systems like
database management systems that are failure prone have
little parte, the parts that the designers really cared
about, that they reasoned carefully about, that have nevar

exhibited a failure.
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This is within our limits of capability to do. |

I think that tries to answer your question about
size and complexity.

MR. LEw.8: Except that in the end one has to be
guantitative about these things, 1It's easy to define the
extremes of a thing so simple that we really can spell them
out and things so complicated that there is no hope, but in ;
the end we are going to be dealing with real systems, so we
will have to come down to being quantitative about the
subject.

For example, there are some steps left out here.

There 1is no compiler that doesn't have bugs in it somewhere. |
The question is where you find them. At home the night

before last I called up the IBM bulletin board system to ;
find out how many bugs there were in the 08/2 operating

system, and it turned out 1 could down load, I think it was, i
12 one-megabyte disks full of bug fixes which I could apply

to my system. That's an awful lot of bugs. By our

standards that's really not that big a system.

MR. COBB: 1 don't mean to be argumentative, but
08/2 is a pretty big system and it has been put together by
a bunch of hackers working all over the place and it is not
cne of the better examples, in my opinion, of IBM's effort
A better example might be the IBM Wheelwriter typewriter

which has 79,000 lines of microcode in it. It was releasea
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in 1980. It was develcped using some of the technigques that
we are talking akout today. ‘There has yet to have been a
report of a failure in that particular software. That
scftware was developeu by a small integrated team. The
software was completely proven and it was loaded up.

Another operating system that I just participated
in a functional review on last week is being developed.
It's just going into testing now. In the first three weeks
cf testing with an enormous number of test cases it has yet
to experience a failure in the scftware of some 200,000
lines of code. This ia much more complex system in some
ways than 0S/2.

MR. LEWIS: The statement that something has yet
to experience a failure isn't guite a mathematical proof
that it's a correct system.

MR. COBB: That's true. Let me talk a little bit
more about the procfs in just a few minutes if I might., 1
would estimate the* reascning about the proofs for a
shutdown system like you are talking about would be about
the same number of proofs that would be in a one semester
mathematics course in a college cwurse., That's about the
level of effort that would be required to do this work, to
put that into perspective. There are lots of textbooks.
You've got to look at the field of mathematice. You can't

look at the field of computer programming when you are
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reasoning about these things

Tt'e our opinion the . in 1993 we are capable of
engineering fai.ure-free .oftware,.

I told you that Harlan called these ic:..8
cleanroom software engineering. The way we develop software
is we start with our function. That's sort of unigue in
software development. You start with a function and then in
a series of small refinements we follow each refinement by a
verification and the results are to try to keep design
faults out.

Stepwise refinement and verification algorithms,
as you all know, are a common way of going about scolving
problems. Probably the most common way we think about
stepwise refinement and verification algorithms is long
division. 1In long division we start and we make an
invention and then we follow it by a verification. If it's
correcc, we proceed; if it's incorrect, we adjust our
invention and we proceeding digit by digit until we decide
we'rve done. Third and fourth graders get a long fraction of
long division problems correct. Great minds like Archimedes
ceculd not do long division at all.

The simple thing is it's process of the process,
the algorithm. What Harlan has managed to do is develoup a
stepwise refinement and * iticaticn algorithm that works

for software systems of any complexity.
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Just to try tc compare craft-based development and

engineering-based development, those ¢f vou who are familiar

with software develcpment will understand this.

In craft-based development a program is regarded
as a set of lines of instructions. 1In engineering-based
development a program ocught to be regarded and is regarded
as a correct rule for a function. Today programs are
normally recorded ueging structured concepte. As you will
gee in a minute, that's been an enormous improvement in
quality, just the introduction of structured nrogramming
congtructs, Over w«re they are always recorded using
structured constructs. Today at leact all programmers feel
guilty when they don't write a well structured program,
They don't always do it, but they always feel guilty.

A specification is regarc:d as a list of
regquirements that leave many details for latar invention,
and specifications are really often considered as a burden.
People start doing development before they have a complete
specification.

In enaineering a specification has to be regarded
as a clear description of the desired behavior, which means
that you need the mathemat..al function.

It turns out that a black function is the best
form of a function to use to “escribe behaviecr for a

software system., For any system, for that matter. No
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17
details are omitted. Specifications are expanded to code
when they are complete. The whole intellectual process
moves from doing the coding to doing the specification,
which ie the crucial issue.

With current programming practices there is no
formal transformation processes known or used. Debugging is
normally used to verify code. Debugging is the most error-
prone activity we do when we are decing software development.
It's well known in the very best software development shops
today that between one time in ten #»d one time in 20
whenever you make a fix to a piece of software you iatroduce
another fault that can result in a faiiure, that is harder
and deeper than the correction that you made. Say 15
peicent, That's a terribly hazardous operation to engage
in.

The one thing that you would like to be suve if
somebody is developing high quality software for you is that
they make as few changes, they do as little what we call
debugging, as little unit testing as they pongibly can,
because that is something that should be avoided at all
possible cost.

When you are engineering software the specified
function is transformed into code in a series of small
refinements. Each refinement is followed by a proof. The

whole goal is to develop a correct rule. That's in the top
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of your mind all the time.

Today failures are basically expec:ted and
accepted. We start coding earlier because we have a lot of
debugging to do. When you are doing engineering you want to
have the attitude that failures are not acceptaple; they
shouldn't get in there in the first place, and as soon as
they get in there you want to find them and get them out as
soon as you possibly can, in the next verification.

Programs today are largely regarded as private
art, What we want to do is make programs public literature.

The way we work and the way we recommend you work
is8 as a team. Somebody makes a small refinement. You've
got a small engineering team, three or four people. The
person wac is making the refinement and then the proof of
verification presents it to the team. As we all know, a
mathematical proof is an experiment. The major subject of
the person doing the proof is the person doing the proof
himself or herself in order to make sure that they are
correct. This leads to simple ways of doing it, because if
you are going to have to prove something, you want to get a
simple way of doing it.

We follow every expansion a proof. In your
particular case I think all of those proofs should be
formally recorded and defined for posterity so that if

anything ever goes wrong in any part of the scftware you'll
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know what happened.

In craft-based development testing is basically
used as a means to find program faults.

Over here we have a hypothesis that the
development team has been infallible and has develcoped
correct code. We have a hypothesis of correctness, so we
test it for that way.

In today's testing environment tests are designed
to cover all program paths. This is a very difficult thing
to do. Even if you have a simple sqQuare root program on a
64 bit processor and ycu would like to cover all
combinations of stimuli history of that program, you have to
run nearly two to the 20th test cases. That ig a tremendous
number of tests. You've got to have a scientific basis for
doing that. So anecdotal arguments are used to extend
observed results toc the population.

Over here software is evaluated using a random
sample of expected usage. A real proper random sample just
like we are doing guality contrel in a manufacturing
proposition. It turns out that a simple stochastic process,
a Markov model, can be used tc define the probability
density function for use of a software system. You can
constructive generate the entire probability density
function. So sample reliabilities can be used to estimate

population reliabilities.
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The statistical problem we are faced with is let's
assume we have a software system; it has run 100,000
failure-free uses; never has fsiled in its entire history.
How do you project that? What is your feeling about the
probability of that system ever failing in the future? That
now ig the most intellectual challenging problam we have, to
gsolve that problem.

MR. LEWIS: 1If you have an input function n bita,
there are 2 to the nth possible inputs; therefore there are
2 to the nth pessible functions that can be implemented.
These are trivial numbers. 1In order to test an n bit input
you have 2 to the nth possible inputs which you want to
study. You propose to do it through a Markov model, which
means a random sampling model on the inputs, as an
alternative to a complete study of the input space. That
would then populate the output space rather thinly.

The probability density you are talking about is
the preobability of having hit the place where there is a
problem or finding a problem if there is a problem, This is
certifying the correctness with a certain probability level,
and I worry about the application of this to a regulatory
environment, because I can tell you the NRC staff i& not
going to settle for saying there are four 9's probability
that the reactor won't melt because orf a scoftware error.

That's the kind of problem we are going L2 have to address
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as we go along.

I'm just trying to keep this quantitative.

MR. COBB: I understand. That's a profound
scientific question that you have just asked. I now you
realize that. The guestion is, for any physical system --
forget whether it's software or not -- I have a design.
Today what we do in hardware systems is basically reason
about the correctness of hardware systems analytically
before we do testing. The testing that we do is to confirm
the existence of the hypothesis that the design was in fact
correct.

In a software system, not only do you have to test
the entire input space, but you have to test all the
combinations of prior history, all the ways that that input
can occur. A program exists in real time even if it's
performing a batch fanction. The only thing a program knows
is all the stimulus it has ever received since it has been
invoked, That's the only thing it knows. That's its only
intelligence, including initial conditions, =znd ycu've got
to think of them as a stimuli.

Not conly do you have to test 2ach stimuli; you
have to test every combination of stimuli thrat it could have
received. 1It's not just one stimuli; it's the whole
combination, in every different combination, because this

program has memory. You have to reason akout those
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combinations. So this concept of coverage testing just
doesn't work in software. 1It's not that kind of object.

The whole advantage, as you know, of computer
gsoftware is it does have memory and it's the memory that can
get you into trouble, and it's those combinations of
stimuli. Just like if you are worried about a reactor
vessel, the strength of materials failing. That vessel has
memory too. It wears out in little pin holes; it just
doesn't wear out all unifermly. 1It's exactly the same
problem. I worried about that problem not in reactor
vessels but for vessels that contain catalytic crackers.
It's a very difficult problem.

No matter how you would like to make it a non-
atatistical problem, it is a statistical problem, and
statistics is a very powerful branch of mathematics.

MR. LEWIS: I never use reactor vessels as an
example when Paul Shewmon is sitting at the table. He knows
too much.

MR. COBB: I'm sorry. I know a little bit about
software.

MR. PLACE: Before you continue, your discussion
of using a Markov model for determining probability of --

MR. COBB: To define the probability density
function of use.

MR. PLACE: That seems to be treating software
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purely as black box. 1If you look into the contents of the
software, surely you can construct a set of tests that are
more likely to give you some confidence in a hypothesis of
correctness than by using a random sample. We have boundary
conditions that you need to test for much more then you can
test for the standard case. Let's take division. 1In my
divigion cave, if I assume my software is developed
correctly, I would like to check division by zere to
division by a negative number and diviesion by positive
numbers rather than choosing with the Markov model from the
sample space of all possible dividends.

MR. COBB: I agree with that. What that means is
if there are particular spaces, what you really want to do
is test different strata of pocseible use. One of the strata
in & division c¢ase that you would like to test is strata
that are near the boundaries, becsuse that is where you
would be. uvust like you do sampling of a population to
assume some thing, you want to sample where the boundaries
are. You also want to sample not nece:ssarily near the
boundaries when you are sampling near the boundaries,
because you want to get that history of sequences. If you
approach the boundary from this place or that place, does it
make a difference?

Yes, you want to test where you think the failures

are going to be most profound and things like that, but
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you've got to do that by defining the right strata of use.

I think that is an important point and it's a
point that I wasn't going to make in this 80 minutes because
I had to choose to make some points and not make others.

But that's exactly what you have to do.

When you are testing software and you are proving
correctness you do want to regard the sc 'tware as a black
box. That's absolutely right. Because the only thing that
we can cobserve is correct is behavior,

MR, SHEWMON: Before you stop, let me introduce
something else. I'm the person that's supposed to know
something about pressure vessels but nothing about software.

One of the things that has gotten computers in
trouble is when somebody shorts out the power supply or
there is a low voltage; there is something referred to as a
light bulb incident where somebody was changing a light bulb
and shorted out a power supply and that just drove things
all kinde of funny ways.

Would you say that that is not your bailiwick?
What do we do to take account of that? 1Is that supposed to
be then given to you as part of your input on what the
possible signals are even though those signals might in this
case lie out of what would come from normal communications?

MR. COBB: As we all know, one of the important

parts about a function is its domain. I think there are two
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?éf A 1 questions that you have asked. The function must define i
! . 2 what to do with all stimuli within the expected domain and l
:
: 3 what to do when stimuli are oucside the domain and the :
4 function has to define vhat to do with these things. 1In E
5 this particular you clearly would want to prove complete 3
6 correctness, which means that you have to worry about the ;
7 domain boundary very carefully. :
8 As far as the stimuli going in and out of lounds, E
9 that 's something that can be handled.
10 The otiaer guestion that I wasn't sure whether you
11 were asking i1s, what happens when I have a power failuie and
12 the computer completely turns off and I no longer have @
13 compuiter to do anything with? Somehow or other the whole
14 svitem's design has to take that issue into account.
' 15 MR. SHEWMON: There is an awful lot cf concern
16 about what is called station blackout in power plants and
17 there are belts, suspenders and sevaral other things to make
48 sure that there is guaranteed power supply. I think one
19 could show that that has a lower probability of occurring,
| 20 or I would at least say that it does, than the out of spec
| 21 voltacge that gets introduced inadvertently.
| 22 MR. COBB: 1 don't know what the specifications
; 23 say to do, wut let's assume that the specifications say that
! 24 if there are four channels that are voting and we have two

25 cut of spec voltages and we still want to shut down, then

. ANN RILEY & ASSOCIATES, LTD.
Court Reporters
| 1612 K Street, N.W., Suite 300
Washington, D.C. 20006
| (202) 29. 3950







PE_____f_______________________________________________________________________ﬁ

11
iR

13

®
15

16
17

18

|

27
That'es an important ingredient. I think that is one of the
things that characterizes engineering from crafte people.

Sort of the history of how thie has all been done
and where we are today is that in 1969 when Dykstra
introduced the concept of using structured programming
constructe for deeigning rules of functions he was
ab nlutely ridiculed. Nobody could write programs using
gtructured constructs, It couldn't be dene and it wasn't
necessary, Today we know that that's right.

In the early 19708 we _alked about stepwise
refinement, top down design and functional verification.

By 1980 these first three things were well
ingrained in software development. 1 will show you in a
minute what the impact i9.

The biggest problem with all of this revelution,
which was a major revolution in program development, was
that we didn't know how to define the function. We didn't
understand what the form of the function ought to be.

Beginning in the 1980s Mille and others began to
think more about what is now called the mathematics of box
structures, and it turns out that there are only three forms
of functions that you need to worry about when you are
worrying about software: a black box; a state box, which ie
a generalization of a g:ate machine; and a clear box, which

is a process.

ANN RILEY & ASSOCIATES, LTD.
Court Reporters
1622 K Street, N.W., Suite 300
Washington, D.C., 20006
(202) 293-3950

PoErnel B B B aESElESE Bl T S RE———

e e L a2




11
12
13
14
. 15
1€
g
18
19
20
21
22
23

24

2%

28

In another paper that I have passed out some of
those things have been defined for you in more detail.

They began to be reduced to engineering practice
in the itate half of the 1%80s in many places.

Then in 1989 Harlan published a paper called
Designing Systems with Box Structure Mathematice, or
something, which is8 a stepwise refinement and verification
algorithm that lets you reason from a black box function to
code in a geries of stepwise refinements with verifications.
All of the mathematics to be able to do verifications in box
structure systems are there. That design algorithm was
published and now it's in the procese of being introduced to
engineering practice. That paper was in June 1989 in l1EEE
Computer .

The certification issue of using usage testing.
Pecple began to really begin to focus on usage testing as
opposed to coverage testing in the early half of the 1980s,
which began to be introduced by engineering practices in
guch places as Bell Labs, IBM and others.

The big problem at that time was we knew that we
wanted to do usage testing, but how do we define the
probability density function? It wae in 199%0-91 that the
theory o1 being able to use Markov models was developed as
part of a DARPA program using Markov chains for that. 1It's

now being introduced in engineering practices, In hardware
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manufacturing, like IBM, telecommunications pecple, some DoD
sites it is really beginning to take hold. 1It': a very
important idea.

Specifications. The idea was to get a black oox
function as part of your specifications began to take hold
in the second half of the 1980s. Ther a #ix volume
specification, which I will talk about in a minute, was
introduced in the early 199%0s.

Software development as a process. In the middle
19708 Harlan was responsible for defining the process that
i® being used down in Houston to develop the space shuttle
software, and that is supposed to be a very fine process,
developing failure-free software. They've had some
failures, but and large it has been pretty successful. We
had one in-flight failure which was a result of a fix to a
fix to a fix. But that syetem ig frozen in time for what
Harlan knew in the 1575 time frame.

I talked about this Wheelwriter failure-free
development., That was done ueing structured programming,
stepwise refinement, top down design and functional
verification. Complete proofs. There are lots of instances
of software being developed like that in IBM and other
places, but the only person to win two gold medals for
government service has used those same four practices to

write code for part of the government. His name is Paul
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. 1 Friday w0 works in the Census Bureau.
. 2 Then cleanroom was introduced as V£ VR,
3 Mille and Linger in the second half of the 15% - . LS 4l
4 now a completely defined process for that which really
5 helps.
6 8o there has been a real convergence in
: 7 development of a mathematical theory. That doesn't mean
8 that there hasn't been migsteps and sidesteps doing that,
9 but we have moved forward.
10 MR. LEWIS: I apologize for being the slowest
11 person in the room. Could you distinguish for me between a
12 Markov chain and random testing of the space? What is
13 Markov about this?
: 14 MR. COBB: 1If you are going to do random testing
. 15 you must know what the probability density function is. You
16 want to get a random sample that is representative. In
17 order to select a random sample in the laboratory you need
18 te know what the probability density function is of use.
18 How do you define that density function? It's not just a
20 normal distribution; it's whatever it is. A Markov model
21 can be used to define that density function constructively.
22 MR. LEWIS: I'm just wondering what is Markov
23 about it., I understand that you want to not test the input
24 space just with a uniform distribution; you want to test it
% 25 according to the probabi.ity of use. That makes sense. But

. o 'y
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what is Markov about such a prior density?

MR. COBB: 1In order to develop a Markov model in
order to be able to do this we have to be able to define the
states that the system can be in from the standpoint of an
outside observer. Those become the program states. We can
observe those as an outside observer. I1f we are in state 1,
then we want to know what the probability is if we are in
gtate 1 that we will move to state J or K or L.

MR. LEWIS: So you are going to use a Markov model
to not just t:st the probability density of the input state,
but also the correlation between cne input state and the
next input state?

MR. COBB: That'a right.

MR. LEWIS: 1 see.

MR. COBB: A Markov model can have memory.

MR, LEWIS: 1 understand.

MR. CATTON: 8o it's a chain through the system.

MR. COBB: Sure.

MR. LEWIS: 1 understand what a Markov model is,
but I didn't realize you were then going to two dimensions,
because then you are rot only studying the input space
dengity in your probabilistic testing, but you are also then
using the Markov model which you get from somewhere to
determine what the next state is that you study.

MR. COBB: Yes.
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MR. LEW1S: Okay.

MR. COBE: In a test case that we would recommend
that you run ie a complete usage. A usage state might go on
for hours as you keep generating test cases where you move
from state to state. One of the gquestions that has to be
answered about this particular issue is what i a use., 1s a
use one set of failure conditions, or is a use some other
combination? There are some interesting engineering
gquestions.

MR. LEWIS8: I'm just trying to understand this
guantitatively, because, again, with an n bit input there
are 2 to the nth pessible input states., If you also
introduce correlations between one input state and its
following input state, which you have to do for the Markov
model, then we are squaring the number of options for which
we have to have a probability distrilution, because we need
the Markov matrix as well as the initial probability density
on the input epace.

MR. COBB:. Right,

MR. LEWIS: 1 don't know whether by Markov you are
thinking of only twe states or whether you are going to have
a multistate Markov.

MR. COBB: No. The relational database system IBM
sells, dB2, needs about 3,000 states, which is a management

gize model.
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MR, LEWIS: 1'm beginning to founder on the

technical difficulties of implementing this, but please go
on.
MR, COBB: 1If you start dcing this, I think you
will find out that it scales up; you'll find out that it
workse and it's a decent theory.
MR. KEMMERER: Richard, are ynu going from state
to state or from component to component?
MR. CATTON: That's what I missed too. |
MR. KEMMERER: In Harlan's paper that was in
Computer this month he talks about going from c¢omponent to
compoenent as opposed Lo state to state, which is going to be
a larger space, larger matrix.
MR. COBB: What is the definition of component?
MR. KEMMERER: I'm going from Harlan's paper which
1 read on the way back here. 8o it's new to me. Component
is a software component of which you take these components
to make your system,
MR. COBB: We have to do two things here, I think. f
First of all, I think you cught te use this kind of usage |
testing for two different attributes of this system., One,
we want to test the software that ie in this analysis
system, There the states are that the states c¢an be in that
this analysis system can be in based upon all the inputs it

has received here and issuing the responses over here. 8o
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we first want to verify that this analysis function performs

the function that we want it to do.

Then we alsoc want to look at what is the behavior

of “his system from here to here. Now the states we want to

look at are the states that this entire system can be in of
all of these components.

Does that answer your gquestion?

MR. KEMMERER: No. 1In looking at Harlan's paper,
he's talking about software components and then he has a
probability that we are going to go from component A to
compenent B.

MR, COBB: Right.

MR, CATTON: Excuse wme. Would that mean going
from MUX to the next MUX?

MR. COBB: That's what that would mn®an here.

MR. KEMMERFR: We've got a straight flow here,
That's going to be one on those. That's really
uninteresting. The interesting thing is if I'm going from
one component to another component, for instance, if I have
straight line code or if 1 have a decision, that space is
going to be a lot smaller than the Markov matrix that I'm
going to have if 1 start going from state to state, because
I don't just say if I'm at this component what's the
probability I'm going to go here. If I'm at this component

with this history --
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MR. COBB: That's what you have to do, sir.

MR. KEMMERER: That's what I thought you were
saying now, which is different than what I read in his
gurrent paper.

MR, CATTON: Could you just summarize what you
just understood?

MF . KEMMERER: Let's take a simple component that
I'm deciding what to branch to next, what piece of software
to branch to next based on an IF statement. If I'm in a
gtate where one of the things I know about the state is that
a condition is going to be true, the probability that I'm
going to the next component ies always 1 as opposed to if I'm
gitting there without knowing anything about the state. 1
have separate probabilities to go to each component. 1
think knowing which state is geing to be a bigger matrix,
state to state versus component to component, because not
only am I in this component and how many different states
can I have, or as Richard was saying before, how many
different histories can I have. 8o this is a much bigger
set that you are starting off with here

MR. COBB: The Markov model as you go from state
to state really generates memory about how you've been there
from befora. Let's think of the Markov model as a sguare
matrix. It's always a square matrix, The states that you

have to define in thies model are the states that the
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software can be in or the system can be from the vantage
point of an cutside observer.

Fortunately, in this particular system these
little components are going to have very few states. The
good thing about the people who think about these things is
that they have thought of a fairly simple system. They
haven't got a real complex system. Which is good. I guess
they did that because it wag a good idea. I1'm sure that's
the reason.

Sort of a small history of what's happened with
these different ideas. Back when people had been following
the traditional way of doing programming when we first
started, the defects after the software went under
configuration control that were measured might be between 50
and 60. W¥hen we went to structured programming, a top down
design with code insgpections instead of functional
verification we may have had <0 to 40. When we substituted
functional verification for code inspection, we went to less
than 5 development defecte per KLOC. People now are
beginning to talk about getting down to less than one here,
but the date of these sort of 1993 things are sparse stiil,

Operational defects, we may have 15 to 18. Modern
methods, we may have had 2 to 4. Our early cleanroom,

certainly less than 1. Now these are getting way less than

1 .
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Productivity. To the surprise of many people,
when you do a more formal job of doing your development and
seemingly doing more work productivity goes up. The reason
is that you are not dong rework. 8o not only do you get
higher guality, you get higher quality for less money of
investment. That's going to necessarily be the case in your
particular case, because you really want to formally record
all of these preofs and drive this to absclute zero with ‘
certainty. You may not get 750 lines a month from people
who do that., But the software is fairly simple.

The message is that engineering software really
does work; it does produce higher quality; and it does do it
with increased productivity, which is a good message for
management . A good message for everybody.

One of the things that I think that says is that
not only can a manufacturer of one of these plants use these
ideas for the shutdown system, but they might use it for
their whole control system, and then the whole plant might
be much better off as a result.

I want to separate this issue of where failures
come from. There seems tc be confusion abrut sources of
failures. There is no question a failure occurs when the
system does not provide the required service. 1If we talk
about this whole shutdown system, a failure occurs if it

didn't work when it is supposed to.
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A specification failure occurs when the system
does not provide the required service because the system
designer did not account for some circumstance or otherwise
gpecified an improper or incomplete function to describe the
desired behavior.

A software failure occurs when the system does not
provide the required service because the software designer
introduced an unintended deviation from the specified
behavior.

In our situation, a software failure comes about
because of this reaeon; a system specification failure comes
about because of this. I think it's important to separate
these two sources of failures for this system,

A lot of software system failures also occur when
the scftware designer and the system designer do not fully
communicate because the specificatior is imprecise,
incomplete or otherwise misleading. That's one of the
things that you want tc get away from. You want to get away
from these imprecise functionai list of reguirements and
things that we know are common in software projects. You
want to have a clear function, a mathematical function that
ie rigorously defined.

A lot of people talk about that. All the people
who are leading thinkers in this area now are stressing the

importance of doing that.
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MR. LEWIS: We are guilty of one specification for
which we have not provided adequate implementation. 1
figure you are about a third through your viewgraphs and
two-thirds of the time we allotted. I don't know whether
the fault 1s in the specification or in the software, but
there is clearly a problem, I only call it to your
attention.

MR, COBB: Thank you. 1 wae well awzare of that.
We've have had come questions which have been good.

MR. LEWIS: 1Ii's also our fault.

MR, COBB: 1I'm not trying to say it's your fault.
I think some of the later slides vill go faster.

It's very difficult with todcy's process to say
how many of the system failures we have are a result of
software and how many are a result of specification
failures. Wwhat we do know is what I've aiready said. When
you make a change to the software that's the largest source
of software potential failures. 8o you don't want to do
that.

One of the recommendations is that we clearly have
to separate the specification problem from the
implementation problem. Specifications have to define the
desired behavior and software has to define the rule for
that behavior. 1In fact, one of the things I am going to

recommend in a minute is that the Nuclear Regulatory
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Commission ought to license the design, i.e., the function
before it licenses the implementation. 8So there ought to be
two separate licensing procedures.

These are the first two issues: Is it feasible to
produce correct software and what engineering practices?

I think it's feasgible. I've said that and I'‘ve
saia what 1 think we should do.

Passed out to you besides the slides was another
paper that discusses someé more material and discusses the
mathematical ideas in somewhat more depth, which I'm sure
you may want to read,

Deve.oping the shutdown system.

We should develop the software from black box
functione contained in an improved complete rigorous
specification.

Develop the software top down in a set of small
refinements.

Verify each refinement with rigorous mathematical
procf. You've got an intended function and you've got a
rule for every part and you verify thrat.

Record each refinement in the design hierarchy.

Then the complete design trail must present a full
and complete proof argument that the software will provide
exactly the behavior defined by the specification.

1f humans were completely infallible, then we
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would always have correct software as a result of this
process. If we really do this right with these small
software systems, I will be very surprised if that software
isn't correct before it's ever compiled.

Certifying the shutdown software. For each
software item we should begin with a development team and
gatisfy the software is correct.

Then we are going to construct a statistically
significan. sample, generate the test cases.

The certification team will establish scftware for
execution. Complete separation of respon-ibilities.

The certification team will th%en run sufficient
failura-free executions to enable the software to be
certified to the desired reliability.

If any failures are encountered, the software
should be rejected if the fault causing the failure is not
the result of some simple mathematical fallibility. Any
failure due to mathematical fallibility should be fixed by
the development team.

Ther we have to do the sgame thing for the shutdown
system where we are now looking at all of these components
together. We've talked enough about that.

The specification challenges. It is one thing to
develop software in accordance with the specification. We

also have to develop the specification. So we have to
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specify the desired behavior for the shutdown channel. |
That's from beginning to end. |
Then we have to ensure the specified channel |
behavior considers all safety-related possibilities. That's
a4 very, very important ingredient, but that's a
gpecification function.
Then we want to allocate a mission to each of the
channel components, whatever they are.
Then we want to prepare the specification for each
defined component's behavior,
Then we want to verify tha* the cvomposite behavior
of the behavior specified for each of the components is
equivalent to the specified behavior for the ghutdown
channel .
We can now do a verification right now that the
mission, the specification that has been allocated to each g
of these components, that the composite behavior of those is
equivalent to the behavior that ycu want for the whole
shutdown channel. That comes from just combining black box
function.
Then we've got a select or build c¢omponente to
minimize the possibility that a common mode failure
overrides the redundancy built into the channel.
What ig interesting about this list of things,

which i8 really the real heart of the matter, ie that there
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is no difference in this list if there are software
components in there or not software componente. We should
do exactly the same thing. And we must do exactly the same
thing. There ig no difference at this level between
software digital systems and non-digital systems in terms of
the activities of specification.

Specifying correct behavior is the same whether we
have software components or not.

All spafety issues must be clearly identified and
mi*igated by the specified design.

The specification task is considered more
manageable by knowledgeable authorities if software is
included due to the ability to specify improved logical
convrel leogic and ite dependability since it cannot wear out
prema‘urely. The only reason we go to software is because
we can get better control function, supposedly.

Then we want to use black boxes to specify the
desired behavior, and our next slide says something about
that,

Then we want to record the specification for the
system, for each component in an appropriately modified
cleanroom specification.

A black box function, as I'm sure moet of you
know, is a function tnat defines a response in terms of a

sequence of al. the previous stimuli that this component has

ANN RILEY & ASSOCIATES, LTD.
Court Reporters
1€12 K Street, N.W., Suite 300
Washington, 1.C. 20006
(202) 293-3950




10
11
i2
13
14
15
16
17
18
19
20
21
22
23
24

25

44
received, the sequence of those stimuli, and that's what a
black kox function is. 8o a black box function is juet
mechaniem that accepts stimuli for each stimulus, produces a
response before accepting another stimulus. Furthermore,
each response is uniquely determined by the history of
stimuli accepted by the black box. It defines external
behavior., 1t's the user's view of the system.

There is no state date, no internal inventions,
which is one of the things that is tough about particular
software. There is no procedure. It's a simple,
straightforward mathematical function that applied
mathematiciang have been using for the whole 20th century
and it's just finding its way into programming.

Cleanroom specification. In the paper that I
handed out there is more argument about this, but we think
of it as being eix volumes.

We have a mission;

A precise statement of the requirements;

A user's reference manual, which has to define the
stimuli and respcnses that have been invented for the system
to fulfil)l ite mission;

The black box function; a validation argument, an
argument that argues that the system ug defined by thig and
this will in tact do tais;

The Markov model, which we've talked a lot about;
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And then a construction plan. In this particular
case that's fairly simple, because 1 think most of these
systems are 80 small they can be constructed in one rule.

You earlier made a comment about compilers.
There's a big question about whether you should have any
compiler at all invoived in this particular software
development because it's may not be necessary and may
introdu~® 1 source of failure, as you pointed out.

C- mon mode failures seems to be a big issue. In
some of the material that was sent to me by the NRC there is
a lot of discussion about common mode failures. That's an
important iscue, to design a system that is immune to common
mode failurea, From a slide that we got from the NRR that
wag the definition that was there. We prefer to say the
concern is that a hardware specification failure, a hardware
manufacturing failure, a software specification failure or a
software implementation may result in a common mode or
common cause failure of redundant egquipment.

How do we handle that? In the material that I got
from you all it said the defenses against common mode
failures are guality and diversity. For software components
we get quality by uesing rigorous methods to develop software
and we dcvelop and record the compleie proofs for the
scftware and then we certify the software. We are going to

get quality from that.
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We can get di 'ersity if that's necessary. We can
develop and verify and certify a separate rule for each of
he different components that are redundant. There are an
infinite number of correct rules for any function. 8¢ 1 can
develop a separate rule for each different component so I do
get diversity.

Defense against software and hardware
specification failures, No matter whether you are using
hardware or software function, you want to use black box
functions. You want to develop a complete specification,
and then you want to review the specification with a jury of
peers.

Diversity. 1'm not quite sure how to do that. 1
haven't got an idea about that. And about hardware
implementation failureg, I don't know about that either.

MR. LEWIS: 1In terms of woftware implementation,
if you have a complete proof, why do you want diversity?

MR, COBB: I'm not sure that you do., I though 1
used the word "if." 1'm not sure ycu want that. You
certainly don't want it for economic reasons., In your
opening statement you said scmething about the NRC is prone
to be -- you didn't say overcautious, but whatever you gaid.
If you want to do that, it's possible to do from the same
function. The difficult issue here is specification.

MR. LEWIS: The 767 I was on last night coming
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here did not have a jet on one side and a propeller on the
other.

[Laughter.)

MR, COBB: That's very good. 1'l]l remember that.

The question is, is it feasible to specify a
correct function and what engineering practices? I argue
that if it's possible to define when a power plant is tec be
shut down because it's entering an area of unsafe operation,
then it cust be feasible to specify a system that will
perform the desired migsion, including minimizing the
probability of common mode f-ilure. 1f the physicists can
do this, we ought to be able to develop a system.

The designer should make use of black box
functione. The aspecifications should include these.

An important recommendation ie that the Nuclear
Regulatory Commissicn should license the design prior to ite
implementation. The implementation can then be licensed
when it's demonstrated that the implementation provides the
specified behavior. Because it's the design that is
crucial, not the manufacture.

MR. CARROLL: Would you be surprised to learn that
that is exactly what they are doing in the case of these new
plantas?

MR. COBB: No, I wouldn't be surprised, because I

think that is good wisdom. I think that that is a very good
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idea. But no, I did not know that. Nobody has told me.

In a more complex case, if I have four black box
functions defined here, the concept of being able to
mathematically derive the compogite bahavior of Cl1 followed
by C2 followed by C3 followed by C4 and derive the function
for the whole shutdown channel is an important idea. Then
weé can compare the derived black bex function with the
intended black box function. Then we know we've made a
proper allocation of specifications here so that this
followed by this followed by this followed by this will in
fact do what we want to do here.

The first person, to my knowledge, that wrote
about thinking about how to do this was Gabriel Crone when
he was at GE Research in the late 1930 and early 1940s. He
tried to reason about this. His papers are difficult.

Then the next person whe I know made significant

i

contributiong to thic area was George Danzi¢, who is at

Stanford now, was at Rand. But the person who really got

this all right was Harlan Mills in the Mills-Linger-Abner

book which was published in 1987, I believe. i
That's a very important mathematical property of

gystems that can really be exploited.
The feasibility of the economical development.

Most of the required effort is necessary even if the system

does not contain software. The inclusion of software
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components causes concern for two reasons.

The hardware engineers have had a history of

success, 80 we don't worry about their ability .o design

good system.
Software developers have had a history of
confusing specifications for preparation of software

development. They've also had a history of using inadequate

8 practices. In summary, we've not got a great track record.
9 But I think using these practices software developers can
10 efficiently produce quality software.
11 At least one place that we are working now
12 developing scftware to go on boards that are going to
13 control devices there are hardware people working and
14 poftware people working. In this particular installation :
. 15 the software people are producing higher quality designs
16 than the hardware people. 1It's the first time ever in this |
17 particular company. That's fantastric. ,
18 They are feasible, they are economical, and they
19 work.
20 I think I've said everything on this slide. Yovu
21 can read it, I wanted to have this text so you could read
| 22 it if you were interasted. We've summarized that.
% 23 One of the things that I was asked to say
? 24 something about by your staff was there was a proposal that
25 was, I guess developed by people at Livermore about a desiga
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and appraisal cycle. 1 was asked to comment how I would use
these ideas.

From project invocation vhe software developer
should prepare a statement of the mission, a system
development plan and a software development plan. These
should not be saparated. They should be separate documents
but they are an integral part of the same Operation. And
then a quality plan.

Then the NRC can have a process review and
acceptance.

At the system design level we should have a
specification for the shutdown system; a specification for
each channel, which I understand in most plants they are
talking about four where you have got voting; and then a
specification for eacn component.

Then we can have an IV&V contractor that is
independently hired that can produce a process audit report
tc make sure that these people are following this process
and an analysis of guality matrix which can be appraised
about this.

Then there ought to be a design approval and
licensing of that design right now of that software design.

Then we can have component development., We
develop the design and verification hierarchy, all the

refinement, all the proofs, and record them. They could be
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published in a little book.

We have the component, we have a test bed, and we
have a certification report. The certification report
defines exactly the test history. The IVAV contractor can
do a process audit report and an analysis of quality matrix,
exactly how the manufacturer has behaved in doing this,

Then we can have a component certification and licensing.

Then we can put everything together. Channel
integration. We have the channel, the test bed
certification and a report,

Then we can have a process audit report.

Then we can have the licensing of the entiie
situation.

I think that's a process that works. The focus is
on the specificatione and then on the implementation and
then on the integration.

These are beautiful set point reviews for the NRC.
If people follow these rigorous practices they will not have
any difficulty. This process of proofs and certification
tests will find out any bad code. 1If somebody tries to
license a bad esystem, that's going to be found out.

The question is, would you license a marginal
gystem that you shouldn’'t have licensed, or would you reject
a marginal system? I think that is going to be at the

specification level, not at the implementation level.
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These reliabilities and these reports, you'll have
to think hard about exactly what you have to show in order
to do this acceptance. Whether it's hardware or software,
it's got to be economically teasible. If you've got a
hardware system, it ought to be tested with the same Markov
model; it ought to be tested exactly the same way. There is
no difference whether I have a bunch of relays or a piece of
software there. They both can have logic failures.

For your convenience, here are the kind of
documents that 1 think should be produced for each of the
specifications. I think you have an idea what they are.

MR. KEMMERER: Where does your voting show up? I
didn't see it in the previous one and I don't gee it in
here.

MR. COBB: I look at voting as just being another
component

MR. KEMMERER: 8o on that slide that you just had
where is it?

MR, COBB: There would certainly be a
specification for the voting component, This is a
specification for the entire shutdown system. 8o that would
be a specification for this whole thing. This would be a
specification for this channel here which allocates mission
to this component, this component, this component, and this

component. To all of these different components. In that
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particular case I think there are 14 components. I have to
have a specification for each component separately, and one
of those components is the voting component. That has got
to be specified just like any other component.

MR. KEMMERER: When 1 look at your high levei
diagram I see the four channels as the first breakdown of
the system, the four channels plus the voting. When 1 saw
what you had on your diagrams there, you had the channels,
but I didn't see the voting.

MR. COBEB: This is a channel. This is one channel
here. 8o voting ie at the channel level.

I think we are having a communications problem in
terms of words.

MR, KEMMERER: Yes.

MR, COBE: Then 1 was asked to comment on the
methods the NRC should follow to determine if a license
should be granted.

For process review the plan should clearly
geparate the specification preparation and the soliware
development .

The development method should be rigorcusly based
on a mathematical foundation.

The development method should minimize debugging.
I think it should eliminate it.

The process should be clearly identified.
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The one thing I didn't say and haven't got a slide |
on. If somebody wants tc license software that they have
done all of this for, you can use function abstraction and
you can abstract out the function. You can ask them to do
all of these things retroactively. The software is likely :
to be rejected because it's likely to be failure prone, but
if it's not, the system will find that out. What we want to
do is eliminate failure-prone software. i

The procedures used should be geared to reject
marginally acceptable systems., To do this, it will be
necessary to prepare a detailed certification plan.

If the recommended software development methods
are foliowed the software could be -- I think it will be --
a very reliable element, because once it's working it
doesn't fail. It's not like a relay that can get stuck. r

Relative to specification correctness, all human ;
activity is subject to fallibility. That is why effort must
be focused on the design specification and the design should
be subject to separate l’censing action. 1It's the design
that's ¢rucial and that's independent of whether we have §
software or hardware in there.

The question that I haven‘t had a chance to really
think toc hard about is what is the probability that the
regulators, the NRC, will make a licensing error?

We can have two kinds of errcrs. We could accept
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a system that should be rejected and we could reject a
system that should be accepted. From the NRC's standpoint,
this is a very expensive proposition anéd this is not too
expenses, s0 you clearly want to bias it so that you have a
larger preobability of doing this than doing this.

Then relative to specifications and relative to
implementation we should separate those two concerns.

I don't know what the likelihood of a design
oversight is. One of the things that Professor Leveson has
been really focussing the software community's attention on,

I believe, is that we have to get the specifications right,

but we have clearly have got to make a distinction between
specifications and implementation. Faults can come at this

side or faults can come at that side, and we've got to get i
the specifications separated from the implementation.
Otherwise we have toc big a problem; it's out of
intellectual control.

Relative to implementation, I think we have a very
low probability of accepting a system that should be
rejected. We want that to go to zero, but I think that's
very. very low,

We would like this to be a bigger probability
here, and we got to figure out how to make those two numbers
get exactly the way you would like.

The NRC and the manufacturer of these software
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items has to focus its attention firs:t here and then here

and make sure the specificationes are right and then get the

implementation right. If you try to do the implementation

and the specifications all at the same time, you get into

the following kind of dilemma.

I was witl! an Air Force operation two weeks ago.

On one system that they have, which is an important system

for our national defense, they finally said this system must

meet the specifications because we'll make the

gpecifications equivalent to what we've got.

way to get a good system.

with a lot of software systems today.

That's not the

Unfortunately, that's what we do

We declare it's done

because it's done. What we want to do is specify it and

then implement it.

That makes a whole lot of good sense. I know that

that is what other engineering protessions have been doing

all along. We are only 40 years old, but that doesn't mean

that we can't get good.

I was asked on the fax that I got from you all to

comment con five topics. I'm only going to comment on four

of them because the fourth one I don't know anything about.

MR. LEWIS: That usually doesn't inhibit people

[Laughter.]

MR. COBB: The first question was,

is the size and

complexity of the nuclear safety-related software
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sufficiently limited to prevent effective use of formal

methods?

The proposed designs decompose software items into
small blocks each with a well defined self-contained
function. The software development, verification and
certification issues are all well in the bounds of what can
be expected tc be accomplished by things like cleanroom
methods as they are understood and applied in 1993, The
current craft-based practices that are in widespread use
today are not acceptakble for most applications to which they
are being applied and certainly not acceptable to the one
which is the subject of this hearing.

So yes, my ¢ .nion is that the size and complexity
is simple enough and it s essentially no different whether
there is a software component in there or a hardware
componenc .,

What 1is the overall assessment of the best methods
for software certification/V&V in terms of effectiveness,
efficiency and comprehensiveness and degree of assuring high
reliability and fidelity in software system performance?

If humans were infallible the proof prepared
during the development would guarantee the software will
provide correct performance. I believe in this if the
manufacturer takes the right care that will be the case.

Since humans are fallible, subjecting the proof to
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independent peer review will increase the likelihood of
detecting a fault. 1In this particular case they can be
subject to as much peer review as people would like,

The use of statistical testing will also provide
an added measure of assurance. That's the way you have to
look at this testing, not to test in guality but to confirm
the existence of quality.

Using the recommended methods the guestion will
not ke, does the software behave as specified? The question
will be, is the specified behavior adequate to perform the
defined mission? Which gets you out of the software issue.
These procedures will get you high gquality scoftware.

Topic three was endorsement of specific software
design criteria as promulgated by prcfessional society
standards. In general, I would say that software
development standards codify the c¢raft-based practices and
therefore are incufficient for developing quality software.
8o the method ana practices we are recommending are
sufficient. They are certainly permitted by these standards
but lesser guality is alsc permitted by those standards, and
those lesser gualities, in our opinion, are not adequate.

I've skipped topic four.

Topic five, approaches to managing software risk
both in software development and safety system operation.

What we want to do is use the highest quality software
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development practices possible.

Avoid all high risk activities. WNo arrays.
Arrays are hard to prove.

No dynamic memory management. Dynamic memory
management is hard to prove.

No multitude of data types. These simple
activities don't reguire any of these so-called
sophisticated programming techniques. The stress has to be
on getting a rule for the function that is very easy to
prove. Hard functions are hard to prove and you don't want
to get into those.

You want to carefully prepare and evaluate the
specifications from a safety analysis standpoint. Professor
Leveson's comments on that area are absolutely right on.
We've got to think about it from a safety standpoint, but
that's a specification issue.

Designers want software functionality to specify a
more rcocbust system, Designers want software devices because
software components do not fail to operate as required as
hardware components often do.

Systems which contain software components can
provide self-assessment so the premature failure of hardware
devices can be detected as soon as they occur. That's a
very important ingredient in control system.

In general, software provides system benefits.
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Craft-based development methods introduce
implementation risk; engineering-based development methods,
1 think, mitigate software implementation risk.

In another decade r two as all software
development moves up to this higher standard, which it
absolutely will, we'll be questioning why people back in the
19908 were so worried about software,

In summary, I think developing a shutdown system
requires specifying the desired behavior for the shutdown
gystem.

Ensuring the specified behavior is complete,

Defining the components that comprise the shutdown
channel.

Allocating a mission to each of the channel
components: voting, analysis, all the multiplexer
components .,

Specifying the behavior for each component.

Verifying that the composite behavier for all the |
components provide the same behavior as the specified
function for the entire system., That's a very important
proof element.

Then developing each component by implementing a
specified behavior.

Documenting complete proofs of correctness.

And certifying each component provides the
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failure-free behavior.

We have got to assemble the channel; then we want
to certify the channel provides failure-free performance.
We've already proved that if these are right, these are
right, and now we want to certify it.

Cleanroom methods provide the means to accomplish
6, 7 and 9, and cleanroom methods also provide the means to
suppert 1, 2, 4 and 5, the specification activities. But
you have to think hard. If you focus the thinking on the
specifications, then you're likely to get the specifications
right.

The only step that's different, depending on
whether you've got software components or hardware
components, is how you do step 7. All the other steps
should be reguired for a hardware or a software
implementation. The NRC should regard those specifications
as compietely independent.

In conclusion, the components provide substantial
benefits.

The risk associated is that the delivered
components may include implementation faults that can result
in a failure-prone operation.

The software implementation risk will be mitigated
when software solutions are engineered instead of crafted,.

The engineering methods we have proposed permit the industry
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to develop, verify and certify failure-free software
components, and in this way shutdown channel designers can
obtain the benefits offered by the software components.

I think I'm about one minute ahead of time,
according to my watch.

MR. LEWIS: 1 am deeply impressed by your
midcourse correction.

All software does have the problem of bugs. One
bug that is afflicting us is that Nancy Leveson, who was
scheduled to speak after the break, has the flu. 8So after
the break what I would lik: to do is to ask all of us,
especially our consultants Pat and Dick, to open a
discussion on what Rich has said and the larger issues that
he has raised that perhaps he didn't address, and we will
make it a free-for-all between the break and lunch.

So let's break and reconvene in precisely 17
minutes.

[Recess. |

MR. LEWIS: Let's reconvene.

What I would like to spend the rest of the morning
on before our lunch break is mainly to get reactions from
anybody but especially from our consultants Pat and Dick
about what we've heard, and indeed about tha larger guestion
that we are trying to confront, which is how to fold the

digital technology into the nuclear business hopefully
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without any compromises to safety and within the context of
the existing system, both regulatory and mechanical.

Let's start with Dick and Pat. We'll invite
comments from the staff, the audience, from anybody.

Thies afternoon we are schedule to hear from the
industry on what their a-tual experience has been trying to
get into this business. I don't know to what extent that is
going to be complete disjoined from what we talk about this
morning. We'll find out as we go along. I hcpe we can keep
this a completely informal procedure. 1've tried to set a
standard for that,

Dick or Pat,

MR. PLACE: I don't want to seem like I'm sort of
beating up on the cleanroom method but it raised some
questions in my mind. The penultimate slide talked about
the nine steps through the process of developing software
and step 8 was one that perhaps gave me concern, that was
assembling the channel,

One of the problems that came tc my mind while
listening to the talk was that if we specify the behavior of
the system, we can make some statement as to what it's going
to do and how it's going teo do it. We can specify the
behavior of the individual components. We were told that we
can and indeed 1 believe we can. We can show that the

composition of the specifications of the behavior of the
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components meets the requirement laid down by the
specification of the system as a whole.

We can show that the components in fact satisfy
the specification for each component. 8So we could assume
f2rhaps that by assembling those components we will have a
system that does in fact satisfy the expected behavior of
the enti.e system,

My concern is that when you assemble components
sometimes they have interactions between themselves due to
the implementation that were not observed and have not been
cbservable. It could be a simple as memory overlap, and so
we get an implementation that doesn't meet the specification
for the entire system.

It seems therefcre that you've got a requirement
to demonstrate indeperdence of components. I don't think
that was addressed this movning. 8o I raise that as my f
first issue.

MR. COBB: You're right. Ws talked about that
during the break. We didn't address independence of
components, Step % is trying to certify that you do have
that independence.

I think the easiest way in this particular case to
prove that you have independence is that each of the
different software components are to be on a prucessor

itself. From my conversations with the proposed
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manufacturers of plants, each one of these functions would
be on a sperate processor and not on the same processor., So
you are generating complete independence of components.

If you are going to put them on the same
processor, then you do have to have an additional proof so
they can prove that tke implementation is independent.

A 386 processor costs maybe 550 or less. 8o the
idea in these shutdown channels to actually have physical
hardware separation so you really can assure an arm's-length
transaction is a vary important part. From my minimal
conversations with people who are talking about designing
these systems it was my understanding that they already have
that in mind and are talking about separate channels,.

If somebody came to you and tried to license a
channel that didn't have this separation, they now have an
added degree of burden of procof and they are going to have
to have a little bit more complex operating system in order
to do the memory management and things like that. One of
the beauties of the design as I understand what these people
are talking about is that they have eliminated that as a
source of concern in their design already. 'That just
changes the element of procf if you've got to do that.

You're absolutely right. 1I've assumed that that
was the case because that's what I was told was the case,

but I didn't make that assumption clear in my talk.
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f' 1 MR, PLACE: Then it seems like you've now shifted
. 2 the burden onto the communication mechaniem as being another I

3 source of failure. The communication between processors is
4 now yet ancther source of failure that you have to
5 investigate.
6 MR. COBB: Yes. That's a hardware element which
7 has to be considered by itself. 1It's a physical wire
8 between boards. There's no guestion about that. But that's
9 stimuli and responses. 1 don't think that would be too big

10 a burden.
11 MR. PLACE: But usually there is some software on

top of that which also manages the communication. This is

[}
LV

13 where the system gets complex one way or the other,
14 MR, COBB: The communications has to be part of :
| . 15 these two systems. It absolutely has to be part of these |
16 two systems.
17 The point is we can make a bad design, but what we
18 want to do is make a good design. Regarding software as a
19 mathematical proposition, I'm assuming that the design that
20 we are implementing the software for is a good design. We
21 as humans are able to screw up anything if we try hard
} 22 encugh but we ought to try to make it good.
! 23 MR. LEWIS: Paul, did you want to say something?
24 MR. SHEWMON: Yes. I want to bring up something
25 that is tangential %o that. I believe we will come later to
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the staff and the industry.

It has to do with the separation between safety
systems and control systems. I don't know your background
in the nuclear systems, but it's sort of a honary old one,.

It says you'll have a few simple circuits and if these go
out of spec you'll scram the reactor. Then completely
separated and isolated from this you'll have something that
will worry about contreol the rest of the time., As we have
got computers into these I have the impression they have
merged some,

One advantage that I've heard from a separate
safety system is that if you have just a few inputs and a
few conditions you have to meet it is much easier to check
out if it is indeed separated. If indeed now it becomes all
part of one wonderful computer system, then there are a lot
more interactions.

I guess my question for later in the day is, where
are we now with regard to the separation of safety and
control systems? Has that gone by the board in new plants?
If it's a red herring you can say we'll take that up this
afternoon.

MR, LEWIS: No. I'm only wondering why you are
locking at me for the answer to that gquestion,

[Laughter.]

MR, SHEWMON: 1I'm loocking at you for the one to
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say that's out of order.

MR. LEWIS: No, no. It's not out of order. I
would think the staff would respond to that. I'm not your
staff.

MR. STEWART: My name is Jim Stewart. I work for
the Instrumentation and Control Systems Branch.

For all of the current designs we have right now
the conputers for the safety and the non-safety systems are
completely separated.

MR. SHEWMON: 8So any software written for the
safety systems then would have the more limited set of
commands .

MR. STEWART: The safety computers are physically
different computers with physically different software than
the non-safety computers.

MR. SHEWMON: And you do your best to make sure
that they are indeed separate and can't influence each
other?

MR. STEWART: Yes.

MR. SHEWMON: Fine.

MR. COBB: I would like to comment on that. I

have commented on quality of software. It would seem to me

Ny e AT R WA M WML 1 L

9

that if the software that is providing plant contrel is also

of higher quality and it has less failures, then you are

better off, bacause then you're going to get into these bad
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1 conditions less often. So that seeme to me to be a good |
. 2 thing.
3 I would encourage anybody who is developing
4 goftware to try te develop the highest quality software they ‘
5 could., As I understand it, the difference between the T
6 software that should be in the safety shutdown systems and f
7 maybe the control systems is not the level of quality but
8 the level of procof of guality. On the shutdown system I :
9 want to be able to prove to the whole world that it's
10 perfect wherens with the control system maybe I don't want :
13 have to prove it to the whole world; I just want to be sure
12 myself that it's right. I think it'c the standard of proor
13 that's different, not the quality requirement.
: 14 MR. SHEWMON: The more options you've got coming ;
. 18 in the harder it is to check things out.
16 MR. COBB: That's why it makes the proof harder. j
17 That's why you don't necersarily want to have that big high
18 standard for that.
19 MR. GALLAGHER: I am John Gallagher in the ICSB.
20 There has just been an International Electric Technical
21 Commission standard issued that deals with this and has }
22 great requirements based upon the level of importance to
23 safety. S0 as you say for the safety systems, it requires a
' 24 very high level of assurance. As you move down to control
. 25 or monitoring systems, then it's graded down, but there are
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still quality requirements that have to be met for the
purposes that you just stated.

MR. LEWIS: Tom.

MR. KRES8S: I have a question for Mr. Cobb., In
your talk I had a little trouble figuring out in your Markov
chain how you would arrive at the correlation between
states. I didn't see any real way of having the knowledge
ahead of time to determine the probability of going from one
state to another. Could you expand on that just a little
bit? I had a lot of difficulty trying to figure out how you
would develop those correlation functions.

MR. COBB: The beautiful part about a Markov model
is that the only probability we have to estimate is the
probability that if we are in a particular state that we
will move to another state., If you have a row and you are
at state I and there might be ten states that you can move
to, you have to estimate what the probability of moving to
each one of those ten different states is. Or if there are
only three, each of those different states. 1Is it a third,
a third and a third, a guarter, a half and a quarter?

MR. KRESS: To be specific, are these states
physical states of the system like a temperature and a
pressure and a power and sn activity level?

MR, COBB: Right. 1 haven't developed the states

for any particular shutdown systems.
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MR. KRESS: You know if you are in an upset
condition that you want to do something with this software.
You know that the temperatures and pressures are likel, to
both be rising at the same time,

MR. COBB: That's exactly how you have to estimate
these probabilities. I haven't determined how to estimate
the preobabilities for any particular syetem. I have had

some conversations with Leo Beltracchi of the NRC. He asked

the gquestion, is it possible to estimate all of these
probabilities that things can happen from the standard data |
that is reported from current nuclear power plants?

I've never given him a real satisfactory answer
because that's an answer that is going to require more work
than 15 minutes or an hour conversation. I suspect that the
answer is that all of these data are available.

I think the more important answer from your

standpoint is what we want to do for the shutdown systems is
we want to bias the probabilities to test the strata where
the plant is going to be close to the state of out of
control. The plant is going to be in control for a large
fraction of >t's life, maybe three months in a row. If we
try to do tests that last three mcnths, we might only get
one failure condition if we use the normal sort of
probabilities.

I think the usage that we are interested in here
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are the usages that a.e going to tend to cause the plant to
go out of control. Presumably you know a lot mare about the
physice that go on inside these plante than 1 do, bevause I
know nothing.

MR. KRESS: I know a little more than that.

MR. CCBB: That's the reason 1 assume you know
more .

What we have to do is develop the right function
and the right conditions. 1I'm confident you can do i%. 1
just don't know how you do it. That's an engineering
problem.

The important point is that with these software
systems and these sgystems we can guaérate coustructively any
complex set of usages where the wemory develops in the
software and generate these memories by using this
stochastic process, which is only a Markov nrocess, where
the original probabilities only demand that we know which
state we are in, that we don't have to remember that we got
te this state from this state, because the software will
build that up internally as we generate the test caser,

In the appendix there are two or three pages that
argue from a mathematical standpoint exactly why this is the
case.

How you are going to estimate these I don't know,

but ysou've go. a wealth of data out there about how nuclear
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reactors are supposed to work and you have a large
theoretical collection, 8o 1 assume that people know these
things and we just have to transform them into a reasonable
model. You should do that independent of whether it's
software or hardware, It makes no difference.

MR. LEWIS: One of the classic issues along these
same lines in terms of which state follows which state ie
the possibility of getting into a loop. The example that
jumps to mind, which is not a good one for this context but
is in other computer contexts, is a feedback shift register.
You can run it, test it, do everything you like in it, but
if there is any fluctuation, a lightning stroke or something
like that ever sets all the bits to zero, ther it will stay
that way fcrever and ever. Normally you would avoid that
state. Eut it's an example of a case in which a state which
i8 not a normal state of the system may turn out to be a
loop to hang up the system,

I don't gquite know how you would track down things
like that by looking at the history of normal usage of a
system. That one is easy to track, because you see it in
front of you when you write the thing down.

I worry about the system bheing thrown into
completely unexpected unexperienced states by other events,
perhaps external events, which you nave not analyzed. Short

of a formal proof that you've covered the entire function
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gpace, which of course is the ideal, I'm not guite sure how
you deal with that.

Since I've mentioned the gquestion of formal V&V,
we haven't given Dick a chance to say anything and we
probably should.

MR. KEMMERER: I fiid this very interesting. 1In
reading the few things that you sent to me 1 noticed that
this is the ninth or tenth in a series of meetings. The
question you asked is exactly the question I had. I'm
surprised, bezause I thought maybe you had all this
background information.

I think the model of use distribution is the thing
that bothers me the most. It bothered me about cleanroom
when Harlan originally was cdoing it, because there was no
unit testing. The idea of no unit testing was that when we
get the system out there we're going to do system testing
based o this random selection based on our knowledge of
use. 1 remember Hal giving a talk at Santa Barbara quite a
few years ago after Chernobyl, telling us about the
combination ¢f things that made Chernobyl happen.

MR. LEWIS: I don't remember that.

MR. KEMMERER: That's cokay. 1I'm younger than you
by a year or two.

What I am concerned about are exactly those

things. When we find the real problems that are
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catastrophes it'e things that don't occur very often at all
and may not have occurred at all in the past.

Did you want to address that?

MR. COBB: 1I'd be happy to address it with the
little wisdom I have.

That's a specification issue. 1 absolutely agree
that if we are going to develop any kind of system yocu
really have to worry about finding the boundary of the
domain and then you have to worry about whit's going to
happen when you go outside cf that domai . The only thing I
can say is that, yes, you have to think about all of these
instances and you have to try to define them, If we are
going to have any systems operating in the real world, we
have to think hard about all of these things that can happen
that we don't expect to happen and then build in safeguards
against them, whatever that means.

On the other hand, we want to keep the system as
simple as possible so that we don't over compiicate the
thing.

I think by thinking formally about the
specifications as mathematical functions it enables you to
think about these things a great deal and it enables us to
communicate about what we're really talking about.

I think when you are in the realm of all cof those

kind of mathematics that I don't completely understand I
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think that it's impossible to prove that a specification is
completely correct, that it will anticipate all situations.
I think that's one of these things that's unprovable. We
are faced with that problem. That's independent of
software, hardware or whatever it is.

The cleanroom ideas, the formal ideas for
developing software accurately in conformance with the
specification let you focus your attention and energies on
getting the specification right as opposed to getting the
implementation right.

I can't tell you you are going to get the
specifications right, because I don't know. The only thing
I can tell you is that whatever specification we think is
right we ought to be able to implement, which is not
necessarily true in all software today.

MR. KEMMERER: I'm a proponent of formal methods,
so I agree with what you say.

You said in your talk is you are stressing the
importance of getting the specifications correct. If Nancy
were here, one of the things I'm sure she would remind us of
is the -- you brought up the shuttle flight software. IBM
claims to have zero defects. Zero defects is a term they've
used. I didn't make that up. On the other hand, in May of
1992 there was the Endeavor flight with the problem with the

Intelsat. In that case, if you read Aviation Week in July
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of 1932, Ted Keller from IBM says, well, the 1IBM process

didn't have an error because the specifications were wrong.

It stresses your point that the specifications are
very imporxtant, 1 think that's where you have to put your
money .

MR. COBB: The whole point is that in software up
until recently, and even now only in the very good shops, it
has been so hard to implement software. We've been focusing
our attention on doing the implementation and sort of
forgetting the specificatione. You can't forget the
specifications.

I think what I did try to stress in my talk a
little bit was that you have to separate specification
failures from software failures, because the way you
eliminate software failures is different than the way you
eliminate specification failures. 1If you try to confuse
them, then it's very hard to think when you think about too
many problems at the same time.

I am very much in favor of separating
specifications. In this case the issue is specifications,
not implementation.

MR. LEWIS: On the other hand, it's important to
keep roles and missions separate. We are, for example, an
advisory committee to the Nuclear Regulacory Commission.

People sometimes think we actually do things, but we don't.
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All we do is advise. The Nuclear Regulatory Commission in

turn is a review commission, a regulatory commission.

easy to fuzz the distinction between reviewing somebody

else's work and getting it

the specs right in the first place.

business of writing the specs; it's in the business of

right in the first place, getting

reviewing the software specifications.

So I'm not guite

job it's important for the

come in for review have tueir specifications clearly and
unambiguously stated, which everyone would think is a good
thing to do, and how the NRC is in turn going to assure
itself that that has been done,
contradictions of the specifications and that kind of thing.
I'm trying to keep the designer's role separate

from the regulator's role and I'm having a little bit of a

problem.

MR. KEMMERER: I

problems with the cleanroom approach, that if you were using

a formal specification verification approach where you had

tools to back you up. One

they can run it through the thieorem prover to check those

proofe again.

I'm not trying to put down cleanroom by any means.

It's had a lot of successes, but it is one way of checking.

sure whether in order to do its

NRC to insist that the people who

think that ie actually one of the

of the advantages for NRC is that
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On the other hand, I don't know the solution to
that you've got the right spec. You said it doesn't have
any inconsistencies. I think the inconsistencies are easier
to find. I think the main thing that we are missing are the
missing states, the missing statements abou't possible
gituati-ns. That's where I worry about this use
distribution.

MR. LEWIS: I understand that, I used internal
inconsistencies just as an easy example. I agree the
missing states are important. I'm having a little bit of a
problem visualizing what I would advise the NRC to be doing
to be able to ussure the public that the plants are
adequately safe without in 2 sense redecing the spec writing
for the utilities that are coming in. That isa't the NRC's
job.

1 keep beating on the NRC to hire more pecple who
have the capabilities to run things through the theorem
provers and do the computer science type things. They say
they are working hard, but as a macter of fact I did pick up
an NRC recruiting brochure when I was in Florida last week
and I didn't find any mention of computer science or even
electronics in their recruiting brochure. 8o the efforts
are well concealed.

Short of the kind of expertise that is represented

arcund the table, I'm not quite sure how the ' are going to
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be deoing these jobs.

MR. KEMMERER: Wasn't that the peer review that
you asked for in your process steps?

MR. COBB: Yes. I think that chat peer review is
a very important ingredient.

To really do the specification, I think the first
thing you've got to do is insist that the specificaticns be
rigorous and mathematical. You've got to follow the kind of
things that Dave Parness talks about. You've got to really
think about the right Zorm for the function is a black box
function because it's got no internal details; it's all
external details; so people could reason about it, You've
got to make the specifications public.

Yes, I think that the NRC cught to pay rigorcus
attention the specifications. It ought to be up to the
manufacturers to come in and say that these are the
specification, thig is our statement of the specifications,
this the function we are going to implement, this is why we
have this function, this is why we think that the domain is
the way it ocught te be. The same way we do when we reason
about the strecs analysis for a wing on an airplane. That's
egactly what we do. I think that has to happen. Whether
people need more computer science specification to do that,
you need all sorts of types.

1f I was the NRC I would have hired a nice 3. , of
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but maybe I'n hearing thinge because I'm on the other end of
that .,

Inetead of using English statements we are using
wathematical expreesions and we are using things like first
crder predicate calculus, which just made the guys behind me
probably fade away.

1s first order predicate calculus okay?

MR. STEWART: 8Some of us are into it.

MR. KEMMERER: I've spent a lot of time with DoD
in the security community. This ie esort of deja vu, because
abouvt ten years ago we were going through that with DeD,
gaying you ought to use formal methods. As soon as you get
up and start presenting and put an upside down A or a
backwarde E for a there exists or for all, half the people
leave the room. On the other hand, I think if you do
appropriate education you can say thie isn't so bad., I
believe that the people who are designing thece systems are
smart people. They are smart engineers and they shouldn't
be scared away by the logicians, which is what often
happens .

I didn't answer your gquestion, I don't think.

What we want to use is a mathematical expression to say what
i the function that the system should satisfy. What this
also reguires is that the implementation language is also

formally defined. Where we have an assignment statement we
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have defined exactly what the effacts of it are.

It's the only way that you can make this work in a
machine oriented way as opposed to manual proofs, which are
eryror prone., So we have to pay for an assignment state or
an ¥ THEN ELSE exactly what the function is of that
partiocular statement.

By doing that we juste do mathematical proofe in
the same way that we normally would do proofs like you did
in junior high school. Or high school or wherever you did
that. 1It's not as long as it was for you, Hal, but it has
been a long time for me too,

MR. LEW1S: It has been even longer for me, as you
pointed out.

1 recently read the GAO report on the Cl17
software, I don't know if you have read that yet. Coming
down to grips at a DoD level now, it turned out that the
software written for the C17 was written as I wae able to
count in seven or eight or nine different languages and
tendered for eight or ten different processors and computers
interacting in a way which was determined by cooperative
agreemente among the contractors for the various subsystems.
It's a miracle that the airplane flew at all under these
conditions. It's a long way from that to the kind of
integrated development of scoftware specifications that we

are talking about here.
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In the nuclear business we do have the advantage
that the reactors are for the most part developed and
designed by a egingle vendor. Although the implementacion
comes from wany people, th* degign tendg to come from a
single vendor, #0 there ig a possibility of duving a more
integrated version of the software than there would
otherwise be., But still the problem of subcontracting and
fragmentation, as exemplified perhaps in its worst by the
C17 case, is around with us to.

I'm a theoretical physicist, so I would like to
see clean thinge too with clear specifications. 1I'm having
trouble visualizing it in this miserable and imperfect world
we live in. But that's an expression of my own problems.

Let me ask our consultants in general. 1 guess
Rich has told us what he would advise the Nuclear Regulatory
Commission to do. 1t comees fairly close to advising them to
design reactors but it doeen't quite get there, What about
the other two of you, Pat and Dick? 1If you were in our
shoes advieging the Nuclear Regulatory Commission, what would
we tell them to do now?

MR. PLACE: 1I'll take a crack at that, It seems
that the Nuclear Regulatory Commission sete requirements on
reactore. They state what it means [or a reactor to be
safe., They need to formalize their requirements of safety.

Then there is an opportunity tc say, well, we can take a
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formalized set of requirer :nte or specification for a
shutdown system to demonstrate that that satisfies our
specification for safety. If it does, then we can start to
believe that we have a syete:x that will in fact perform at
least as we would require it to perform.

The big problem is, what does it mean to be pafe
and how can you formalize the requirements of safety? 1
think the work that Nancy Leveson has done take us some of
the way aleong that route,

MR. LEW1S: One of the guestions that comee to
mind i1e that the Nuclear Regulatory Commiseion has
promulgated a set of standards for the safety of reactors
and they are stated in a very formal guantitative way: there
ghall be less than .1 percent of the risk of cancer for a
person near a nuclear power plant than his or her riask from
other sources. Translating that into a spec on the software
poses problems of not only doing the software right, but
also evaluating how right you've done it in a probabilistic
sense, which may not be appropriate for software evaluation.
How do we approach that?

MR. PLACE: 1Indeed, I think there is a huge
problem of assessing reliability or assessing safety,
because we car't afford to get real data, We get real data
by failures. and we can't afford that.

MR. LEWIS: That's a problem thet isn't just a
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software problem, That's a nuclear problem.

MR, PLACE: That's a problem in general,

We also have a problem where we expect very high
reliability. How can we aesess high reliability if we have
to measure 10 to the minus 9, which is a figure that is used
in the aircraft industry? It takes a long time that we have
to cbserve systems and see no failures before we can start
to believe that we may have the design level of reliability.

I think those are issues that need to be addressed
and probably can't be addressed by current technology. We
saw in the ACM conference in 1991 that assessing reliability
ig very hard to do. In fact, 1 think Rickie Butler showed
quite successfully that it was impossible to do by current
technologies, that we just don't have the time to do these
agseasments.,

MR. KRESS: 1If you had to have that sort of
reliability out of the software, then I don't think one
would implement it. I think the reliability of the system
is going to be dominated by something else. 8o you really
don't have to show that kind of level.

MR, PLACE: 1 think there are other ways to reduce
the requirement for reliability. One of the other
suggestions 1've heard is to reduce the amount of memory
that your system has. We heard from Dr. Cobb that one of

the big problems is the amount of memory that accumulates in
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the system, 1I1f we can reduce that by perhaps resetting the
system on some periodic basis, yes, we 1run the risk that we
need bits of the system while it's in its reset mode, but on
the other hand we reduce the amount of nemory that exiets
within that system so it doesn't have the time to accumulate
& leng history of failures.

We see examples of that in the Patriot missile
system. They say reset that every 19 hours, otherwise
you'll have a problem. Of course on ¢ne occasion they
didn't reset the missile system and there was a problem with
drift, That might be an area where we can improve safety
with reduced reliability requirements.

MR, COBB: 1I'd like to amplify that point. You
want to avoid functions in your specification that lock like
infinite functions at all possible cost, because that's when
you accumulate memory. That's one of the things 1 seized
upon in this particular design where we have these four
channels. You are doing voting across these four channels
that people are talking about. What that means is that I
can actually reset one of the channels at a very frequent
interval and without impairing operations. I can do that
very quickly. Then I'm really invoking the software all over
again.

The point is whoever has thought up this four

channel design and all of the things that they are talking
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about, they've really thought of some very clever ideas to
try to make them gc that they are easier to verify as being
safe. One should give people c¢redit for having thought of
good Ldeas.

That point that he juvet made about doing that, 1
did look at the software that they had up at Darlington.
There the function that they had going in wae an infinite
function. In terms ot the specification for that software
gystem up there, they tried to everything they could to try
to make it as hard on themselves ag they possgibly could.
They didn't try te help themselves at all in terms of the
design. 1 was going to say they were naive. That's
probably an overstatement.

MR. LEWIS: It was the northern climate.

MR. COBB: It was five or aix years ago that they
started that. That's a large fraction of the half life of
the software industry.

MR, LEWIS: 1In this country we're pretty gooed at
stretching things out too. It makes gainful employment for
engineera.

Pat, you mentioned 10 to the %th. It's awfully
important when one uses numbers like that to know whar one
is talking about. I'm fond of pointing ocut that at this
very moment back in Santa Barbara my computer in my study is

churning away on some miserable probiem I gave it to keep it
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busy, keep it out of migchief. 1It's doing something 33

million times per second. That's the clock speed. Each
time it does something it does something to 32 bite, because
that'e the bus, and therefor 10 to the %th things are
happaning every second. 1 don't expect it to have a failure
every second. In some miserable and primitive way it has a
reliability that is far greater than 10 to the minus 9. On
the other hand, we don't count that as a reliability.

So it's important to define., In fact, I will tell
you that it failed the other night because the power went
off in my house and stayed off longer than my
uninterruptible power supply could keep the silly thing
going. 8o there are other things that intervene at that
level .

But 10 to the minus 9th doesn't mean anything
unless you know what you are talking about.

MR. PLACE: 1I'm not talking about the number of
operations per second that have to work correctly. One
generally is talking about in terms of cycles of the system
function, which may take a lot more than one coperation per
cycle of system function,

MR. LEWIS: 1 was only saying one has to be
reasonably precise about what one means. I'm fond of
pointing out to people who speak of reliabilities of 10 to

the minus 6 per year that the history of the human race
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shows that the laws of nature change a lot faster than that.
Enything we say about mathematice, for examnple. t was you,
Rich, who mentioned Euclid., EBuclid held out for about a few
miliennia before people discovered that space didn't need to
be filat. Then alternatives showed up. 8c we have to be
very careful about these extraordinarily low probabilities
we discuss, because we discuss them in a limited context
that may not stand the test of time,

MR. CATTON: And if 1 leave my screen saver on it
screws that up; it locks it up if I leave it on for several
houre.

MR. LEWIS: I always turn my screen off when I
leave and leave the computer churning away.

MR. KEMMERER: That is a better screen saver.

MR. LEWIS: 1It's an excellent screen saver, as a
matter of fact.

Dick.

MR. KEMMERER: I got a little confused with what
Pat said and then what Richard said. As I remember the
Patriot, it wa~ having a drift that had to be reset within
19 hours. It seems Richard then said, well, using the four

channels and resetting one of them would take care of that.

I know nothing about your voting algorithm, but it seems to

me that if you reset one of them, that's the one that you

would probably vote out at the next round that you went to,
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becauve it now has the correct result but it's different |
from the other three. 1 den't know if you vote parc of
these four out or you are handling that. Maybe you'd have a
premature shutdown,
I'm a little confused about the sclution to the |
psoblem,
MR, PLACE: 1 raised the Patriot because it was an
example of drift where a reset could fix the problem. They
had a simple system. It wasn't voting in conjunction with a
bunch of other like minded pieces.
I1f you do take the reset view, then you need to
again complicate something else, which is your voting
algorithm. You need to be able to say, well, it's out of
synch right now but it's coming back into synch in terms of
the rest of our system.
My understanding is that voting for power systems
i not one of four you trip; it's two out of four that
causes a trip. 8o even though it's out of synchronization
with the other three at the moment, it's not going to
guarantee a trip at that time.
MR. KEMMERER: As I said, I'm ignorant of all
that .
MR. PLACE: There are certainly dangers with that
approach and it's one that needs investigation. It seems

that there is no easy answer. We're going to shift che
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somechirg 1 wanted to comnment on. I don't particular resad
scandards. I find them terribly boring. On the other hanrd,
I believe that the software development standards are
something cthat you should adhere to but using the
formalizing with them. You said that you could use your
approach with those standards. 1 think that's what you
should push for rather than saying that those standards
aren't good. The standards aren't enough. Ycu did say

that, but after saying don't use these standards.

MR, SHEWMON: I would like to know to what extent

ig there a generally accepted set of standards for formal
methods so everybody knows what formal methods means.

MR, KEMMERER: No,

MR, COBB: That does not exist today.

MR. KRESS: When you say formal methods are you
talking about mapping the input space onto an output space
that ie known and comparing the known to what you get? I'm
not quite sure what you mean by formal methods.

MR, KEMMERER: Let me throw the ball back in your
court. If you give me a specification for a function that
you have now, which is probably wriiten in English, then
what 1 would proceed to do is to represent that formally
mathematically. PFor instance, going to the trivial, if you
say you have a sort routine where you want to sort all of

the values of an array and some range 1 to n in ascending
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1 order, what I would do is proceed to write pomething that

‘ e says for all index (" in the range 1 to n, a sub { is 1
3 greater thais a sub i minue 1. 1 can't get it exactly right {
“ here without writing it a'l out for you, but somethiag of J
5 that sort. !
6 MR. KRESS: That's a formal method of translating |
7 the specifications. 1 was amrsuming we meant a formal method }

8 of assuring that what you did actually d4id what you thought

9 it was going to.

10 MR. KEMMERER: Are you talking about the

11 implementation?

12 MR, KRESS: Yes. After you put it together, does
13 it actually do that under all circumstances?

14 MR. KEMMERER: 1I'm sorry I didn't bring my

| . 15 tutorial slides with me. 1'd love to jump up and do this

16 right now.

17 There are a number of levels., First off you want
18 to have a formal specification for the eystem., This is what
19 Richard was talking about. Then you want to refine that
20 into formal specifications for your components. Again, I'm
21 just reiterating what he said.
22 There are several things you can do. At t! s
23 system level you can test your specifications, which is
24 something that 1 push, This is a case where if we had our
25 peers, our designers or the customer, and so forth, where
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you could ask a question about, okay, 1 present the formal
specification to you and you have a scenarioc, well, what
wculd happen if. You menticned before the tempsrature is
above thie level, and whatsver, and what is the result.
With a formal specification, because it's precise, 1 can put
that in as my current state, execute my specifications and
gay here's the result you would get. It is important to
test your spec before you actually get down into the refined
design and refined specifications, and so forth.

Once you are down to the code level -- I'm taking
some gquantum jumps now -- I'm down to where I have a
specification for the code of a particular module or a
particular procedure, I have an entry and exit ;
specification. Entry says what am I assuming about the
inputs to this module. I may be assuming nothing at all, so
I have an entry asgertion of true., Or I may be assuming
it's in some range. I1f 1'm assuming the variables when I'm
making a call to this procedure satisfy something, in *
everyplace where I call it 1 have to guarantee that it
satisfies that entry assertion.

Once I have this entry assertion, for every
statement in the program there is an axiomatic definition of
what it does, what's the effect of that program.

I could show you some examples of that but I have

trouble saying them right here.
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8o what you do is actually sxecute that progvam.
Thers are several approaches. One ig you start witu the
exiz aseertion a.ud push it backwards through the program,
which i® known as the weakest precondition. When you get
back to the entry assertion you show the entry assert.on is
strong enough to imply whatever that weakest precondition
wae .

Another approach is the forward direction symbolic
execution where you start off with your entry assertion, go
through each step. When you get to the exit you show that
the result is strong encugh to imply the exit assertion that
you want.

Thie is all done mathematically. At the code
level it requires formal semantics for the language.

MR, SHEWMON: How many languages meet this formal
requirement that you just mentioned?

MR. KEMMERER: None of them for the complete
language.

MR, COBB: 1 agree with everything that was just
said. I think the simple definition of a formal approach to
software is to regard the specification for Lhe software as
a definition of a function and then the refinement of t'at
function into executable code. You do it in such a way that
you have developed a formal proof that the rule that you

have developed provides exactly the same behavior as the
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1 initial function that you have. That means as a i
. 2 precondition to that that you have to have the function i
i defined in a way that is mathematicelly viable. E
4 One thing 1 did say was that the function that you |
5 define to begin with for the gystem or the module as a whole g
6 cught to be a black box function so that you have no i
7 internal inventions in that function. That's a very g
8 important ingredient that I think has made the so-called I
9 formal methods much more useful and fricendly to ?
10 mathematically competent people for reasoning. y
11 The second thing we can say about formal methods ;
12 ie that in the process of going from a function to a rule |
13 there are basically two classes of formal methods. ?
14 There is a class of formal methods that is called q
. 15 axiomatic verification where you have preconditions and ]
16 post -conditions and you do reasoning like was just i
17 explained, g
18 The other class of formal methode that has been i
19 developed is something that is called function verification. g
20 Every part of a software system has a function in and of z
21 itself: an assignment statement has a function; an IF THEN ﬂ
22 ELSE statement has a function. %
23 For any function to rule at most three things have g
| 24 to be shown. Proof arguments are finite. You can get valid i
25 proof arguments that are easy to do. And you know what you 5
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have to ahow for every different kind of structured
congtruct for your language.

For your guestion about what kind of language, if
you use a functiona'l verification type of approach, you
limit your language constructs that you use in your rule to
only the language constructs that are defined by a
structured program: a DO ODD, which is sequence; and 1F THEN
ELSE; a DO UNTIL. 1If you limit only those things to those
kind of language constructs, we know what to s.ow for every
kind of those constructs, 8o we know how to do it, Where
you get yourself into trouble is where you use these kind of
control flow things like GOTO, or these interrupt driven
constructes and all of these things that extend these
programming language to very complex things. They may
introduce some efficiency in your program, but they
introduce counstructs that you can't say anything about.

The crucial ingredient in making proofs is not so
much the control flow but is the data structures that you
are manipulating, whether you are manipulating a sequence,
an array, or all of these different mathematical structures.
Doing proof assertions on the data is more complex than on
the control flow, and that is one of the reasons that in
these kind of programs you want to use simple data
structures.

From the standpoint of what is a formal method,
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there isn't a set of standards for these things. I think
thee is a common agreement among the people who are doing
then. I may not use the same style of proof that somebody
elee is, but people would recognize my style of proof and 1
would recognize their style of proof. People have different
styles of proofs. The important ingredient is that you are
doing a proof, that you are not just hoping. There's a big
difference between hope and proof.

1f we are infallible, proofs would always be
right. The difficulty ie there have been some theorems that
have been published that turn out to be wrong. That's what
we've got to minimize against by all these other kinds of
controls that we are putting in.

MR. LEWIS: There is always a certain probability
that a theorem that has been proved will be wrong.

MR. SHEWMON: One of the things the NRC gets
criticized for a lot is, well, I'll know one when I see one;
I can't tell you what it is, but bring me one and 1'1l1l
recognize it. What you said sounded close to that to the
inexperienced ear,

MR. KEMMERER: Actually, I think I would worry
more if you had the standard for it. I don't think the
problem ie with the standard. The standard is going to say
that you're going to be using some form of first order

predicate calculus to express your specification and you are
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first time they did tonat [or "he New York Times database
they had the best compiler person, the had the best database
person. It was doomed to euccess,

8¢ you have to be careful. 1t's nice to have a
process, It's nice to have this checklist to say that I've
done all of this, but you've got to be real careful not to
pay that because I've followed this process J've got a good
product .

Now 1'd like to tell you what the solution is now
that I've told you what the problem is, but I don't have it,

MR. LEWIS: 1in fact the last thing you said is
precigely why I don'. ever read 1EEE standarde. They always
define the process but taey never say much more than that.

MR. PLACE: The provess is designed is designed to
make sure that the implementation conforms with the
specification. As ie being stated quite clearly., we have
two problems, One is, what ls it we are going to buvild, and
the second ie, did we build what we wanted to build. If by
the process we can eliminate that second problem, did we
build what we said we wanted to build, we can concentrate
our efforts very much on the first problem, which is, are we
building the right thing at all.

1 think the process does have some benefit.

MR. LEWIS: The availability of the language

doesn't make it possible for me to write Shakespearian

ANN RILEY & ASSOCIATES, LTD.
Court Reporters
1612 K Street, N.W., Suite 300
Washington, D.C. 20006
(202) 293-3950




10
i &
12
33
14
15
16
17
18
i9
20
21

22

24
25

gonnets .

MR, PLACE: But the absence of tle language
doesn't deter you from writing them,

MR, LEWIS: But I know all the words in them, ae a
matter of fact.

1 have a feeling that some of us have beéeen
dominating the conversation. There is a statistical term
known as extending the conversation which is used in proving
theorems .

Let me first ask some of the more guist members of
the Committee whether they want to intervene,

MR, WYLIE: Let me ask one. This goes back to the
discussion of common mode failures. What is your opinion of
the feasibility and practicality of designing hardware and
aoftware that you can specify, design and implement for the
reactor protection system and safety systems such that the
probability of commen mode failure is negligible?

MR. LEWIS: Who wants to take that une?

MR. WYLIE: From the discussion I've heard here
I'm more skeptical now than 1 was.

MR. LEWIS: You are being overwhelmed by silence,
Charlie,

MR, COBB: I'll say something about that. In
order to worry about the issue of common mode f.ilure I

think one has to identify at the specification level each of
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the potential sources of having a commor mode situation
occur. Once one has that done, then one has to figure out a
way of mitigating againset each of those possible sources of
common mode failures.

The gquestion that you are asking is what is the
possibility that 1 will be able to find a mitigating
sclution for each possible source of common mode failure. 1
would suspect that at the specification level we cught to be
able to find that solution., Specifically in the province of
this committee, which ie talking about software type of
issues. What is the probability of being able to eliminate
common mode failure in your software items that are part of
your safety protection system where the same logic failure
in the implementation of the software is going to cause a
failure of the safety system at the same time, which is the
gsoftware implementation part.

There are two solutions to that, One, of course,
ie to have software that deoesn't have a failure, agsuming
perfect operation. By using these methods that we have been
talking about on this side of the table one has a very high
probability of having high gquality components. 8o one is
mitigating the chancee of a problem by having a high gualicy
thing.

The second situation is that you can have diverse

components. Even given the same specification, I can
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cercainly implement a different rule. What I'm deoing in
that particular case is adding a cost to get diversity.

I'm not sure whether I would recommend that a
maniifacturer do that or not do that. 1 think that's an
issue that has to be thought about. But the peint is that
given that software is a mathematical object as opposed to
being a physical object, I can in fact create diversity if I
desire to create diversity. I can create diversity at that
level. So I can really deal with common mode failure at the
software iteme., I'm not sure know how to deal with common
mode failure with power shortages and these external events,
but that's independent of whether I have software or don't
have software in this channel,

1 think the presence of software in your safety
system can enhance ‘‘our protection against common mode
failure because you can build better logic into your
decision analysis components that recognize that I may have
soma common mode failurss happening out there in the reactor
and the sensors.

One of the things Lhat people have mentioned to me
as a source of a common mode failure is a sensor gets stuck
at some value out there in the reactor vessel. I certzinly
can do sonething about that in software where I can't do
something about that if I have hardware.

So there is lotes of protection I can build in in
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scftware to eliminate sources of common mode failure that I
couldn't otherwise.

My feeling is that for all sources of common mode
failure that people can identify you ought to be able to
build a defense against those and mitigate those For
sources of common mode failure that nobody has identified
you may not be able to build a defense against those because
you haven't yet identified them.

MR, WYLIE: Those are the ones that bother you.

MR, COBE: 1 think everybody over here has made a
real focus that the specification is the crucial issue, not
the implementation.

MR. WYLIE: I agree.

Would this suggest that there should be separate
groups of people assembled tc attach these and develop the
hardware and software? Since they all think alike, is it
possible to put the common mode failure in by the design?

MR, PLACE: 1I'm not convinced that just by
separation you'll get diversity. I think you need to be
active about being diverse. There needs to be communication
between the groups so that they are actively attempting to
be different from each other. 1If you throw twe groups into
solving some problem, especially when they are down to
relatively small component level problems, you end up

running the risk that they will both make the same

ANN RILEY & ASSOCIATES, LTD.
Court Reporters
1612 K Street, N.W., Suite 300
Washington, D.C. 20006
(202) 293-3950



r? e tuiied s o L v Bl
5

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

T T i P T T —— T —— ——

197
interpretaticons or misinterpretations and interpret things
in the same way, and in fact you end up with very similar
pieces of software that will suffer from the same problems.

The second thing I want to address with respect to
diversity is that if you have diversity by components and
think you've solved your problem of common mode failure, 1
think you lead yourself into an errcneocus conclusion,
because there's the problem of between the system and that
set of components there was something we call design, and
that was the splitting up of the system into that particular
set of components. That can lead you into & common mode
failure if you combination of components has some flaw
within it, It does 't matter that each of the components is
diverse; the system as a whole still has that problem.

There is still a problem and we have to be very
careful what we mean by diversity or where diversity goes.
It has to start from the very start with the specification.
A second specification might be the safer way to go for
diversity.

MR. COBB: I agree with that statement. That's
the reason that in that little set of deocuments that I had
for the specificaticn I had a separate document at that
level of analysis of the decomposition to analyze that
particular gquestion all by itself. That was the document

that I called safety analysis. That's a very important
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1 thing that has to be analyzed.

2 MR. WYLIE: All of you gentlemen have had

3 interaction with the Department of Defense, 1 assume. |
4 MR. HSMMERER: 1 have, |
8 MR. WYLIE: Then you have some experience with :
3 vhat they have dene in development of these systems. 1l.ey i
7 face the same problems of common mode failure and things i
8 like th ' s. 18 it your opininn that it ie practical and !
9 feasible to design a complete digital computer type system }
10 for these reactor protection and safeguard systems so that 3
11 common mode failure then is negligible? %
12 MR. LEWIS: 1It's interesting that DoD makes
13 everybody write in Ada which is not a language which is

. 14 distinguished for a few simple data constructs and a few I

15 simple control constructs., I'm just adding to the gquesticn. i
16 MR. KEMMERER: I agree with what you just said and 1
17 there are lote ~f things in the literature from people who !
18 you might call formal methodists that nail Ada for exactly
19 that reason. i
20 You seem to be asking cone question and we may be -
21 angwering another one. 1 think your last question was --
22 and I don't know what DoD had to do with it --
23 MR. WYLIE: 1 referenced DoD because they have
24 these systems guiding migsiles and other things. :
25 MR. KEMMERER: 1 didn't mean to mislead you, but
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the DoD that i deal with was in termn of gecuriity where we
were proving systems were secure. Not sa”"ty., 1've never
done a proof that anything wouldn't cause cancer to
somebody. It might be secure but it still might cause
cancer.

The question you asked was, can you build a
digital system that wiil guarantee negligible chance of
common mode failure? 1 guess I want to ask you, can you
build an analog system that will guarantee negligible chance
of common mode failure?

MR. WYLIE: It has been accepted. Let's pu. it
that way.

MR. KEMMERER: The thing to look at here is we are
replacing a component. poswibly a hardware component with
goftware here, and you should have your specifications for
that hardware component and we're proposing that when you do
your do your software do the best job possible on that
software. What we are promoting here is formal methods.

Your common mode analysis, I would assume, on the
hardware system was done separate from the implementation of
the hardware. I'm not sure., I think that egame kind of
analysis has to go on heére., I don't believe you're going to
get it by design diversity, and I think that Leveson and
Knight showed problems with that design diversity. They

reran experiments that were done by Kelly where they tried
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to a geismic event or pressures and temperatures and
hWwmidities due to upset conditiona. Those are hardware
guestions more thin software.

I think you're question was, is there something
unigue about the fact that you have software as part of this
process that would make them have different vulnerabilities?
Frankly, I don't think there are.

MR. KEMMERER: Because you are putting a digital
system, the things that are .ifferent are going to be the
hé¢ rdware things, which is the question that I thought Paul
asked th.s morning. Then when T asked him later whether it
was angwered, he said, no, he asked a different question.

MR, SHEWMON: So tell me the guestion I should
have asked.

MR. KEMMERER: One of th: assumptions we are
making about formal methods is that the hardware performs as
it's supposed to. If you get a sunspot or a shake or
something and a bit rolls the wrong way, you can do all
those proofs that your program is going to perform as it's
supposed tc, but those proofs are based on the fact that the
compiler is implemented correctly as per the semantics of
the language, which is scmething that Hal brought up
earlier. The other thing is that the hardware performs as
it's supposed to.

MR. CATTON: Don't you have to do a final test of
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generated by a piece of hardware. The other thing says that
the software is running on some platform, and if that
platform perform as it's supposed to, that software is not
going to perform as it's supposed to. I'm talking about the
processor that the software is running on., Those are two
different issues.

The formal proof isn't going to prove anything if
the underlying machine that is executing those instructions
isn't doing what it's supposed to.

You can push that stuff down. You can do proof of
compilers; you can do proof of the operating system; you can
proof of the hardware., Eventually you are going to get down
to solid state physics and we'll throw the proof over to you
guys.

MR. CATTON: Basically what I'm talking about more
ig the specification. You're specification had better
include possible off norm behavior of the hardware.

MR. KEMMERER: Off norm behavior of sensors and so
forth., Absoclutely. That should be included as part of your
specification and then you can do the procofs about that.

But if the processor that the software is running on doesn't
do what it's supposed to, then all bets are of £.

MR. CATTON: I understand.

MR. COBB: Except I think that that's the reason

the designers of these systems have got four parallel
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channels and they are doing the voting. They are trying to
take into account these possibilities of hardware failures
and they have these kind of switches so they can know
whether the hardware has failed and things like that. There
are a lot of things that can be done to do that. That's why
at the system design level you have to deal with the kind of
issues that are just being brought up here, and the
component design issues you have to deal with assuming that
the processor is going to work correctly.

There are a lot of levels of concern. 1In deing
the analysis you have to separate the levels of concern.

MR, CATTON: But not forget any of them,

MR, COBRB: That's an important issue, yes,.

MR. KRESS: 1Is there is a way for the system to
continuously check itself to say, yes, the hardware is
implementing my software correctly because I know it should
do this and that and it makes regular checks?

MR. COBB: There is certainly a way to specify
that in the specifications. I think some of that should be
built into the specifications. On the other hand, I think
if you build in too many checks, then you increase the
complexity of the software and complexity of the system.

One of the challenges of the designers of these systems is
to find the right tradeoff, which is the same challenge all

engineerg have, finding the right tradeoff. We're talking
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about the probability now of a 386 chip failing versus the
probability of a relay getting stuck. At least my limited
experience with a 386 chip versus relays is that I'm all in
favor of 386 chips.

MR, LEWIS: There's no contest.

MR. COBB: My relays don't work as well as my 386
chips. 1 can guarantee you that.

One other thing I wanted to mention is that from
the standpoint of verifying these specifications, a
specification is a model of desired behavior. In terms of
what 1 have suggested, a black box function is one model of
desired behavior of one of these components. The Markov
model is another model of anticipated behavior.

These two models and viewpoints are complementary.
One is sort of taking one kind of view and the other is
taking another view of the system. One of the things that
we are discovering in helping get specifications right is
that by the time you get done these two models have to be in
complete conformance with each other, in complete agreement
each other. One of the things that you are getting by
having two different models and views of behavior is that it
really does help you get to the right specification. We are
beginning to find that that's a very valuable help to take
two different views of the same thing and formally make them

come together. That has been a big help to us.

ANN RILEY & ASSOCIATES, LTD.
Court Reporters
1612 K Street, N.W., Suite 300
Washington, D.C, 20006
(202) 293-3950

Bl o oy







117
safety. How do you formalize safety? You can formalize a
function that's supposed to be achieved, but it's very
difficult to formalize safety except by pulling on that
thread and then finding all the ways in a particular
instantiation that there is non-safety. That requires a
formal representation language for the requirements through
the design, through the implementation. There are many
issues that haven't been addressed there.

Having worked with Harlan for several years
adjacent to him in similar tasks, I'm very much aware that
the cleanroom process is a human process. There's a great
deal of training going on there. I would just point out
that all human processes are variable. You can't just say,
well, let's do it thieg way. There is a lot of training.
Chief programmer is the best, ar?® how do you get that? It's
a complex process,

Even in DOE's Lawrence Livermore lab where they
use a formal method called FAM, when you actually get down
to locking at that particular procedure, it's guided very
much by the intuitions of the person who is using it, and
they aren't accessible to the rest of us. Having used
Prologue a lot, I'm very familiar with first order predicate
and with its deficiencies. 1It's very limited.

In the area of NRC regulation you want to be able

to express failure concepts and safety con~epts. Really
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what you would like is modal logic, larger logics that can
handle possible worlds and things can or canuot occur. As
people know, there has not been an acceptance of modal
logic. Really we're back down te first order. First order
doesn't handle a lot of concepts very well.

It doesn't handle time very well. 1If you had a
requirement that there should be no hazards, no temporal
conflicts, everything should be just in time, and so on,
it's very difficult to express these concepts formally.

What you will find, although it has been solved a number of
times in the AAIl literature how to do this, pecople will vary
enormously in their style of doing it. Where one nersons
style is adegquate or not is a question.

I think we have to be very concerned whether it's
goeing to be the end-all. I den't think that was the
implication, but it is a simplification here and there is an
emphasis from our point of view in reviewing what should be
guidelines for expert systems being embedded. We find that
expert systems have only one component which is really quite
different from the other components of conventional
software, and that's the knowledge base.

We think of our job as very much a conventional
software job and limited in certain respects. It's our
opinion at this time -- this is not the NRC's opinion; this

is the contractor's opinion -- that no single method is
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going to be sufficient, that you have to have a multiplicity
of means and you have to look at the full development cycle.

Starting with regquirements is clearly an essential
aspect. The suggestion here was that both for the
requirements specification and the design specification that
peer review processes were sufficient., We would feel that
that is not the case at all. There must be use of so called
"upper case" tools, automated computer tools to verify
things such as the absence of conflict or inconsistency.
Humans just simply can't do it in a peer review process.

The requirements tracing process is essential to
determining the presence of all implemented functions and
the absence of unintended functions. Talk about craft.
That's a very arcane capability. There are some tools
around, but it's essential to the process. If you fail to
ac that, you won't he able to guarantee what you've done.

There are two specs that are important, the
requirements spec, the articulation of all the requirements
and their detail, and the design spec. Too often the
clarify of the regquirement spec is not addressed.

For example, in a recent procurement that we
competed in at the FBI for the National Crime Information
Center the requirements spec was maybe two and a half fee
high of documents that went into enormous detail about the

requirements for the various interfaces. Characterizing
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these in a formal way or in some way and then animating
these is essential. These two comments apply also to
design.

One thing that I think is continually overlooked
in the development of highly complex interactive systems,
particularly for DoD, is the concept of operatione, the ops
concept. For example, in the GPS system that IBM had a lot
of involvement in, and I was involved to some extent. The
concept of operation was delayed to a very large time. It
was found after 85 percent of the funds were expended that
it was a deficient concept. It didn't allow for a number of
anomalous situations that had the concept been explored it
would have revealed.

The shutdown software that we are talking about %
here as well as most of the other software will involve
complex interfaces both with the data channels and the user. |
Therafore exploration of the con ops is an extremely
important aspect. 1It's almost entirely underrated or
undervalued in reviews. So I suggest that to you for
consideration.

The last peint is with respect to testing.

Teating was presented as a way not to discover defects but
rather as demonstration of the correctness. We feel because
of the problems of verification that that is a limited view

perhaps. There should be a variety of types of testing.
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on. This can be done systematically.

Ther: are other issues. There are larger issues
such ae process. How do you do your testing? An assertion
is you ought to do your testing such that the next
expenditure of a testing dollar addresses the most serious
remaining fault. Then you ought to repair it, and your
repair strategy ought to be carefully designed and
amplemented.

One final thing. In terms of the failure model,
systems can fail not beciuse they are incorrect because they
are used in a different context than intended. The Patriot
is a good example. It was intended to protect a few clicks
in circumference, never a whole city. All of the
assumptions about the ballistics of the incoming missile and
so on were for that, and the 40 percent rate that we had is
because it was a perfectly good system applied to a
different problem. 8o that's another context that you have
to make sure that the software you are using is really in
Lhe context for which it's applied.

Finally, I think in general we need the process
issues. I think continuous process improvement is essential
to achieving the certainty of high reliability and therefore
that backs into a life cycle. You would say, what should be
the life cycle. So I want to do my process improvement

within a particular project, and that would be incremental
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| 4 Thanks very much. |
| 5 MR. LEWIS: Thank you. i
| £ I think the time has come to declare a lunch f
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AFTERNOON SESSION
(1:00 p.m.])

MR. LEWIS: Let's reconvene the meeting of the
Advisory Committee on Reactor Safeguards, Subcommittee on
Computers in Nuclear Power Plant Operations.

This morning we heard from some consultants and
external advisors, who contributed a great deal. 1 thought
it was a good session this morning. This afternoon we are
going to devote to hearing what it's like out in the
trenches, I guess, where it's all really happening. 1 guess
Tom Pietrangelc from NUMARC will start the ball relling and
then we will have some people from the industry who have had
experiences with AD conversion problems which is a specific
item we have dealt with in the past. We are all yours.

MR. PIETRANGELO: Good afternoon. Thanks again,
for the opportunity to address the Subcommittee today. 1It's
always a pleasure to come and talk to the ACRS on different
issues we come up with at NUMARC.

MR. CARROLL: Flunked another test, he lies.

[Laughter.]

MR. LEWIS: You tock the words out of my mcuth.

[Slides.]

MR. PIETRANGELO: First of all, I want to discuss
a little bit abcut what NUMARC's role is on this particular

issue, analog to digital replacements for I&C. NUMARC's role
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is really a support role to Electric Power Research
Institute. EPRI has taken on an initiative and a leadership
rcle in the industry to facilitate the introduction of
modern digital technology into our power plants.

It's a broad scoped, far reaching plan that seeks
by the year 2000 to have a vision accomplished at several
pilo“ plants in the industry. NUMARC'es role in support of
that initiative is to provide a unified point of contact for
the industry with the NRC. That's the extent of our
participation.

I will talk a little bit more later about a
Committee we formed with EPRI to try to address this issue.
Like I said, we were happy to participate also in last
month's full ACRS mesting that focused on 50.59 guestions.
That was a very important discussion. The draft generic
letter that came out, we did offer some views at that time.

Equally important though, is what we are here to
talk about today besidees the USQ guestion. That is a
defined stable process for licereing analog to digital
upgrades. I think we made the point last month that that is
equally important with the USQ question for both NUMARC and
the industry and licensees.

Regardless of whether a potential modification is
an unreviewed safety gquestion or not, licensees still need

to know what the NRC's expectations are on what to do to
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license one of these modificaticons. We need to know what

r»- requirements are, the comment objective being to
implement these modifications in a safe and reliable way.

I just wanted to make a few comments about the
discussion this morning. I found personally interesting the
discussion on the common mode failure guestion with the
software, and I think the Commit.tee focused in on that much
the same way the industry has. We took the position in our
commente on the draft generic letter that was issued last
fall, that the potential for common mode failures in the
software is not a new phenomena; that it has always existed
whether it was hardware or software in redundant systems and
components.

I would encourage the Committee in your
correspondence to the Commission, to give your views on that
particular question because that is somewhat essential to
this determinaticn of the USQ and the 50.59 process. That
has been singled out as the key issue in that arena. We are
veéry interested in hearing your views on that.

I would also like to give you a '.ttle status on
what our Committee is doing. We have met several times last
year and once this year, and have also had a few
interactions with the staff on a guidance document we are
developing. What we are after with this quidance document

is to establish this regulatory framework for licensing
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digital I&C upgrades.

We have a meeting scheduled for tomorrow, and we
are hoping to issue the document for comment to both NRC and
our membership next month. It's coming along and the
process is continuing, and we expect to have a lot of
interaction with the staff and with our own membership on
that document.,

That will give you a sense of what the document is
about at this point. We are really trying to establish a
road map in the licensing process referencing what written
guidance is out there and has been accepted already, getting
through the 50.59 process, and dealing with both the left
hand side of a chart we have developed which is when you are
still in the 50.59 and it's not a USQ and if you have
determined it's an unreviewed safety question, establishing
the guidance for what to do at that point.

We are looking at both sides of that question,
again, the intent being to stahbilize and define the
regulatory process for these modifications.

The last thing I would like to wmention is NUMARC
made no effort to coordinate the utility presentations that
you are going to hear this afternocon. There is no
predetermined message we are trying to send the Committee in
these presentations. This is the utilities' experience with

some digital modifications that they have had over the last
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couple of years, and that experience speaks for itself,

W.thout further comments or questions, we can get
into the utility presentations.

MR. LEWIS: I have a terrible memory, but I
thought we had written a letter on AD * version; am 1
wrong? Maybe it was just a nice drenm . nad,

MR. PIETRANGELO: You did, in fact, write a
letter. I think what I was getting at was this potential
for common mode failure in the software guestion.

MR. LEWIS: I understand, Maybe I drafted one and
it didn't pass.

MR. CATTON: You did grumble a lot about it during
the letter writing.

MR. LEWIS: Yes.

MR. CATTON: Maybe somebody must have taken it
out .

MR. LEWIS: Somebody may have. That may be what
nappened.

MR. PIETRANGELO: My recollection is that you
didn't address that particular Guestion in the letter.

MR. LEWIS: 1 suspect the Committee took it out of
the letter. That happens occasionally. Very good. Thank
you very much, Tony. Are there any other questions for
Tony?

[(No response. ]
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that we are going to be implementing in May at Connecticut
Yankee., John Leger, who is the I&C Engineer at CY. George
Pitman, who is our Manager of Project Services for
Conrecticut Yankee.,

MR. LEWIS: That's quite a delegation. 1Is the
weather bad in New England?

(Laughter. ]

MR. VAN NOOREDENN: No, the weather is fine. We
have a pending submittal with the NRC staff, so we are very
interested in --

[Laughter.]

MR. VAN NOOREDENN: Our agenda today will just
cover a few topice. The introduction, I will handle. Mike
Brothers will talk about the need for the upgrades, the ;
50.59 process that we used when we performed these upgrades,
Then, I will just have a few conments on che draft generic
letter and kind of a summary.

I just wanted vo give you a little introduction on
Connecticut Yankee. Northeast Utilities have five nuclear
power plants, Connecticut Yankee being the oldest, Millstone
1, 2 and 2 and Seabrook, our newest. Even though
Connecticut Yankee is the oldest, it has the most modern
instrumentation and controls in it because of the updates
that we have beer doing over the last five years.

Connecticut Yankee recently completed 25 years of
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commercial operation. That was in January. We are still
going strong. We are very proud of this plant. Twice, it
set the world record for continuous operation, It was the
first light water reactor to achieve two runs over 400 days.

Presently, we have over 325 days of a continuous
operation. Our scheduled shutdown is in mid-May, so we
could easily have another 400 day run. We have excellent
SALP ratings. Our previous SALP period we had all SALP 1's.

Our first upgrade was completed over five years
ago. We broke up our upgrades intoe various phases, Phase 1,
ITI and II1I. We did Phase 1 of the reactor protection system
upgrade in 1987, and then completed it in 1989. Mike
Brothers will get into some detail on that. 1In fact, he has
one of the microprocessor units right here that he can jgo
into some detail on.

In 1991 we changed the instrumentation and control
system on the aux feedwater system. We had run inte a
problem. The old system was run by control air, and if
there was a suadden loss of control air we could get a
turbine overspeed trip. What we did is, we went from a
control air system to a hydraulic system that is now
controlled by computer,

This spring we are implementing Phase III of the
kPS upgrade. We are changing out the main feedw: ._r system.

This may seem a little strange, in that Connecticut Yankee
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is an older plant. The current system, there is not a

complete isclation between the RPS and the feedwater system,
80 we are building that into our upgrade. That's why some
elements of the feedwater system also affect the reactor
protection system.

MR. LEWIS: It would be extremely helpful to me as
we go along if for at least one of these I could get some
idea of the complexity of what we are talking about, either
a circuit diagram or a block diagram or something
quantitative.

MR. VAN NOOREDENN: All right.

MR. LEWIS: That would be very useful.

MR. VAN NOOREDENN: 7T think Mike Brothers can go
into that. 1 might have something in my briefcase.

MR. LEWIS: That would be fine. We have a
tendency to talk in vacua.

MR. CARROLL: The feedwater upgrade is more than
just protection system though.

MR. VAN NOOREDENN: That's right. 1It's also the
control system.

MR. CARROLL: 1It's also the feedwater control
system.

MR. VAN NOOREDENN: Right. As Mike will get into,
one of the main reasons driving these upgrades is

obsolescence and problems with obtaining spare parts and
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starting to have problems with reliability of the old
system, It's just worn out.

The final two points that I wanted to make in the
intreduction is, so far after five ycars of operation we
have had excellent reliability, excellent experience with
the reactor protection system upgrade. We have not had any
scrams or software failures, or .nything of that nature, in
five years of operation,

The aux feedwater system waa a commercial
dedication, which we completed successfully. We did the
commercial dedication in-house. We will get into some more
detail as we go through it. At this point I want tc
introduce Mike Brothers, whe is the Systems Engineering

Supervisor at Connecticut Yankee.

MR. BROTHERS: The reactor protection system, I
want to talk about the reactor protection system, aux
feedwater and feedwater, I want to do it pretty quickly. I

do want to address what you asked before. Really, what I

want to talk about in listening this morning, is some of the

stuff that you guys were talking about in terms of the
complexity of the system, et cetera.

The reactor protection system upgrade at CY is
really an incremental step. We are half way between the

analng systemg that were previously existing even in
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pneumatic systems and the digital protection systems that
you guys were talking about this morning.

What we used throughout for the reactor protection
system phases 1, 2 and 3 were this type of device, okay.
This is a Spec 200 micro card manufactured by Foxboro. The
closest thing that this is, it's like a very simple hand
held calculator. There is no digital communication off this
board. Everything that comes off this board is analog.
Everything that comes into this board is analog.

The problems of communication that you have talked
about for the more advanced systems really don't exist.

It's a single purpose type of device. 1It's a configurable

system but I said programmable system. What we use, we have
currently installed, 103 of these cards. Feedwater control ;
system, we will install about 70 more. So, we will be up to

about 173 Spec 200 micro cards. That's the double card.

They also come in a single version.

MR, LEWIS: 1Is that robust enocugh to be passed
around the table?

MR. BROTHERS: Sure. It's been all around. 1It's
not qualified, so you can do whatever you want with it.
Phase I was the front end work. What I mean by front end
work was the channels. The majority of the channels up to
the existing relay matrix, that was the transmitter, the

analog portion of the loop and the portion where the actual
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trip signals, the input to the existing trip matrix were
developed.

What we are talking about there is pressurizer
level, pressurizer pressure, containment pressure, that type
of device. Also, the temperatures, T-AV and Delta T, they
are used in the calculation for variable load pressure trip.

One of the things you brought up was the
complexity of the system. I would love to get the sort of
software engineering hor power that we have -- at least
what I am hearing on this side of the table -- up, and see
how simple what we are talking about is. 1 counted “hem up
while we were talking and there's 59 inputs. That's it, 59
inputs from that 13 separate trips are developed. We are
not talking about something that is very complicated. We
are talking about scmething that is very simple.

The front end work, replace that. It interfaced
with the existing relay matrix logic which developed the
trips, the two out of four trips that you talked about.

That was the volting in the system, if you would, just a
hard wire type of sve*em. That started in 1987 and 1988.

In 1988 and 1989, phases 1I, replace the relay
matrix now with the same type of hardware in which we
designed in which we designed in channels. We have two
reactor trip breakers. Either one will tsip the plant. We

have volting within each cone of those traina. There is
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effectively four channels of logic and they are all
identical.

Phase 11I is going to be on this coming outage.
That is the protection portion of the feedwater control.
That is steam generator level coincident with steam fleow,
feed flow trips. That's the only trip. We have a steam
line break, steam line isclation, signal and the control
portion of the loop. 1In doing the controls we also are
adding a lot more robustness. It's much easier to trip one
of these plants from the contiol side than from the
protection side.

MR. CARROLL: These are motor driven pumps, if I
remember right?

MR. BROTHERS: Yes, they are. They are motor
driven pumps. The auxillary feedwater system, of course, is
steam driven, Let me go to aux feedwater here. Aux
feedwater, we did last cycle. This is a little different
than Phase I, II and III of RPS. This utilizes the Woodward
governor system out of Fort Collins, Ceolorado, They are not
an Appendix B supplier. We bought their model 501 digital
control systems and performed a commercial grade dedication
ourselves of their software.

They didn't know what ANSI 7-4.3.2 was. They
didn't know any of that. What we did is, we received a very

good audit from the NRC, a very practical type of audit,
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looking at the complexity of the system

We certainly did our best to prove that would the
simplicity of the system that you have here on each Terry
Turbine you have speed input from a magnetic sensor -- you
have steam inlet pressure and discharge pressure. That's
the only parameters they are controlling. That is used to
control the speed of the turbine, normally running at a
default speed of 4,500 RPM. That's really all there is to
it,

We took that system -- this is, in fact, a single
computer doing all of that. There's 1 single computer for
each of the Terry Turbines. There are two Terry Turbines.
That's just a brand name of the steam driven pump that pumps
aux i[eedwater to the system in the event of loss of AC.

MR. LEWIS: Just as a minor point of
clarification, you said this was analog in, analog out, I
couldn't read many of the chip numbers, but I saw some TTL
in there.

MR. BROTHERS: 1Inside. You are correct, there is
TTL. The TTL is the contact to logic. 1It's a dry contact,
is what it is taking input.

MR. LEWIS: 1If I understand you, you are using the
TTL as selector of the analog systems.

MR. BROTHERS: Yes. I didn't mean to -- by

analog, I me nt not microprocessor. I guess I should have
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#aid it. There's both dry contact and analog coming in.

Aux feedwater e determined to be an unreviewed
safety gueastion.

MR. LEWIS: 1 didn't understand that last thin.

MR, CATTON: What does dry contact mean?

MR. BROTHERS: Dry contact ig a mechanical
contact., When we say dry contact we mean like a relay,
phye’ _.al break, a contact which opens up and which there's a
physical break, A non-d + contact as like a transistor that
sinke to ground.

MR, LEWIS: But I didn't understand the comment
about microprocessor., TTL ien't a microprocessor.

MR. BROTHERS: Absolutely not. I agree with that,
I am trying to say that the inputs to the card are either
one of two types. They are contacts or they are voltage
signale, That'm the only th_.ug coming into that card.

MR. LEWIS: They are analog.

MR. BROTHERS: Yes,

MR. LEW1S: The TTL is used as a switcher among
the analog --

MR. BROTHERE: Exactly, The aux feedwater was
determined to be an unreviewed pafety question. This had
nothing to do with the upgrade of the microprocessor,
however. It was because of the failure mode of the steam

valve, That valve previously failed open. We thought for a
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long time that was a safe mode that the pump would run, but
it was found -- as Jerry talked about -- that it would in
fact over speed.

The valve was changed to fail closed. That made
it an unreviewed pafety guestion. We got prior approval,
and prior to stait up we had an audit by the NRC which
accepted our -- with some provisione that we follow on with
our software requirements specification that we developed -
«that it was allowed to start up, That'e running now, It's
been a good upgrade,

(8lides.)

MR. BROTHERS: Jerry talked about some of the
reasons that we did the upgrades, obsclete equipment, that
pretty much speaks for itself. The feedwater s''stem that ie
in there right now ie original equipment, 1964 I guess is
when it went in. In 1968 the plant started up. 1It's been
there for a long time. That's Hagen eguipment.

The older equipment that we replaced with RPS was
Foxboro H Line., 1In the case of auxillary feedwatex system
that was effectively just a control error system. There was
only a manual loader on that, no controls of any sort,

In addition to the obsclete equipment we had other
requirements that were going on, Appendix R. We were forced
to comply with that. That required additional channels that

dovetailed nicely with the RPS upgrades. Nuclear
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instrumentation system wae replaced, That's not a
microprocessor based system. However, with knowing what we
are going to do in RPS Phase 11, the logic part, it fit
nicely to go ahead and replace the NI8 and RPS together such
that we could duplicate the logic and make them fit
correctly.

ISAP is our integrated safety assessment program
which gives a ranking o a benefit to cost ratioc, and the
higher the number the better. RPS and NIS8 came out with
fairly high numbers. Once again, they were justified in
replacing them,

[8lides.]

MR. BROTHERS: Let's do feedwater. When I get
done with feedwater we will do the last page there.
Feedwater upgrade, this continues RPS. ELafety related and
contrel system upgrade as was mentiocned earlier., We added
channels., Presently it is not single tailure proof or
robusgt from the standpeoint of avoiding an inadvertent
reactor trip due to a failure. We have two steam flow, two
feed flow, three narrow range levels. We previously had one
of each.

We also added a primary and a secondary controller
on the control side. The control side is much more
complicated than the protection side, for feedwater. The

protection side carries on the philosophy of RPS Phase 1I,
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and has four channels which feed the logic racke that were
put in te develop the trips in the steam line isolation.

Once again, we will be using the same type of
equipment, Spec 200 Micro. We have a couple of other notes
here, Rosemount Transmitters were -- you may know that
Northeast Utilitize has had kind of a special relationship
with Rosemount for some years.

MR, CARROLL: So have a lot of other people.

MR. BROTHEKS: We are doing that anyway. We feel
it's the right thing te do. We are putting Rosemcunt
transmitters in, a better transmitter. We are taki.ng the
opportunity tc upgrade to Rosemount.

We are asking for prior approval. Ivean though
it's not an unreviewed pafety question, we have a submittal
into the NRC. That's in keeping with the SER that we got
for RPS Phase ! and Phase Il which I will talk about in a
second,

[8lides.]

MR. BROTHERS: Feedwater control, as I said,
primary and secondary system for fault tolerance. We have a
median select for level. That solves the IEEE 279 control
protection interaction situation for three narrow range
levels and deviation alarms for the other channels.

MR. CARROLL: Tell me what median select means.

MR. BROTHERS: Three narrow range levels, okay.
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The coperator can select any of the three to control from,
However, if any of the three deviate by any of the other two
by more than five percent it will pick the middle cne
automatically, is what will happen. 1 didn't explain that
very well and hardly understood it myeelf when I said that.

Did you get that?

MR. CARROLL: Yes, I got it. 1 know what you are
talking about,

MR. BROTHERS: 1 am glad, because 1 kind of
confused myself there.

[8lides. ]

MR. BROTHERS: Method of upgrade, that's what 1
want to talk about. We did this RPS Phase 1, 1I and IIIl
under the 50.59 process. We did receive a SER on RPS Phase
1 and Phase I1I, and 1 have in there with caveats. The
caveate were that although the NRC found our upgrade to be
safe and they agreed with the normal conclusions we should
have gotten prior approval anyway. That was really what we
got out of it.

It wae unclear and the reason we are atill here ig
because it's unclear, The draft generic letter is coming
out that Jerry is going to be talking about in a little bit.

It gives a little more guidance. Effectively what they are

saying and what we are saying is, simply because it's an

upgrade from analog to digital doesn't make it an unreviewed
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safety guestion on ite own,

1 wanted to talk about FMEA which we did, We took
advantage of the fact and did address the fact of the
channels that we have. Although each of the cards within
the four channels typically ie the same type of card running
the same type of software, the channel separation itself and
the design of the plant led us to address every failure mode
we telt of the carde; fail low, fail high, fail as ie, power
interruption, EMI. We addressed each of these situations.

We conclude it was not an unreviewed safety
gquestion. 1 think that there was some talk at some time
that any digital upgrade is an unreviewed safety question
and we don't agree with that, particularly in the
incremental approach that we are having right now. 1 am not
being facetious when I say 1 would like for you to come to
the plant.

What we have ig 8o simple in comparison to what
you guye are talking about, that it really is possible if
you were to take a dedicated system and design it from
scratch to do something as simple as we are talking about
for safety applications, you could in fact do it., The
problem is that most of these systems that we are
considering and most of the vendors are marketing are
systemsg that were originally developed for the industrial

applications,
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Spec 200 micro was developed in 1981 by Foxboroe
and spent about three years out there in refineries and that
sort of thing going along, doing its thing. They said we
can upgrade this and we can gualify it. That software on
board that card is a simple rudimentary operating system.
That micro the way it works is, that card has effectively 21
different blocks that you can access when you configure that
card.

Each of the blocks ie in Rohm, and we access those
particular functions, alarm block PNID block, that sort of
thing. That software that is held in the Rohm for each of
those blocks ie what the NRC audited Foxboro on. That'e
where they did their V&V. They didn't have a V&V program
when they built this stuff., They backfitted it like most
people did, once they said we want to try to sell it and try
to qualify it.

They went through some growing pains and the NRC
did in auditing them, but the final result was that it's
acceptable. It's been out there running for ten years. 1
think IBM gaid when they started looking inte software
reliability, they said that one of the most true methods of
working the bugs out of the system is actually have it out
there and let it run in applications,

The applications we are talking about running on

these PC's or mainframes are so much more complicated than
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what we are talking about there that it's just laughable to
git and worry about can I write code that is going to change
stage when preéssure in level goes from 82 to 83.5 percent.

It's a joke. 1t's so easy that I don't understand
-~ what 1 am trying to get at is that sometimes we make it
harder than it has to be, particularly for the stage we are
at right now, 1 agree, that as we go to the integrated
protection and control systems that are proposed in the
advanced reactor design, that we are going to need to look
at those issues particulary when you have one sinale
computer doing multiple functions. We don't have that right
now, not at CY. Other people do have those,

1f we make it as hard as what it's sounding like
it is going to be, we are going to be out of business. We
won't have a job at CY, the plant won't run, and we won't
have anybody to come up and audit. What I am getting at is,
don't make it harder than it has to be, There are no analoy
upgrades out there. We have to replace this egquipment. No
vendor that I am aware of makes gqualified analog
replacements anymore so here is where we are at,

1 am at the plant. I have a plant that needs to
run. 1 have to replace this equipment. 1 got to replace it
with digital equipment and I don't have any guidelines.
That's where we are at right now. Everybody is holding on

as hard as they can, trying not to get in the situation we

ANN RILEY & ASSOCIATES, LTD.
Court Reporters
1612 K Street, N.W., Suite 300
Washington, D.C. 20006
(202) 293-3950

e e e L e e e e s o N N RIS TS S TN s T . -._,-..._....-...._,.....__.._,—._,-._—.—.—.__‘.A|

§
4
b
'
g
]
i
i
i—




10

11
12

13

14
®
16
17
18

19

20

146
got inte at CY. We are able to run and we have run very
well. The upjyrade has been successful. 1 think we have
proven that we can do a good job, and I think most of the
other plants that are out there have proven the same thing.

The complexity that we are talking about in
comparison to even simple computer games is tinker toys in
comparison to those games that are out there.

MR. CARROLL: Amplify a little bit on the
"situation you got inte at CY." What does that mean.

MR. BROTHERS8: 1In 1988 we had been going via our
regident inspector in the region with the NRC on the
upgrade, RPS Phase 1., As we were getting ready to start up
we got a call from the staff at that time here, in Bethesda.
They effectively said that they consider it a start up issue
and we weren't starting up.

We went down in force down here and were able to
convince them that it was. We went ahead and started up.

We received the SER. We were already in the process of
doing RPS Phase Il when we got the SER for Phase I. That's
the situation we got into. There was a lot of talk amongst
other utilities and other vendors as to how did we do what
we did. We did it, mainly because I figured it was easier
to do it and explain it than to get permission.

I1f we waited to get permission we never would have

done it. We did it, and we didn't feel like it was a safety
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issue. We didn't feel like we violated any of the rules. |
We addressed all of the guestiont, the three questions in é
£0.59, and we stand by it. That's what I mean by the

gituation we got into. I don't think I have anything else

to say.

e SNSRI

I am going to turn ir over to Jerry Van Ncoredenn,
to talk about the comments on the draft generic letter.

(8lides.]

MR. VAN NOOREDENN: Thank you, Mike. 1 have a few
comments that we have been discussing at Northeast Utilities
that 1 wanted to make on the draft generic letter. First of
all, we support NUMARC's efforte as Tony Pietrangelo
discussed, the current efforts that are going on with the
licensing committee. I am a member of that committee, and
w2 wholeheartedly support all the work that they are doing
with the staff

One point that was brought up thig morning that 1
found very interesting, was the emphasis on the design and
the specification. We agree, that common mode software
tailure we feel for these simple systems especially in this
application as Mike discussed, it's really a design issue.
For a aimple situation that we have going on at Connecticut
Yankee, if the vendor does an adeguate V&V common mode
failure should not be a concern.

This is a point maybe where utilities are not in
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the software business. We are in the businese of buying
these upgrades from the vendors, It will probably be many,
many vears before a utility attempts to design an install
ite own system. 1 doubt if it will ever happen, because
it's much easier to buy a product from a vendor and install
it that way.

The third item is ae Mike discuseed, what we focus
on is the system response in determining the failure modes
and effects analysis. 1In this simple system we don't look
at whether or not a resister or transistor is gcing to iail
in that card. Y look at whether or not the card is going
to work or not, and is it going to fail high/fail low, what
is it going to do when it loses power. We try to keep
thinge on a very simple level.

In the types of upgrades that are going on now in
the industry if the focus is on that failure mode and
effects analysis, I think that will resolve a lot of the
concerns that people have. 1. order for us to do the 50.59
we had to come to the conclusgion that the software failure -
- by that 1 mean the common mode setup software failure --
was not a credible event in a simple system that we have
here.

We felt pretty good about one, from the many years
of industrial operating experience that this operator had

not only in the nuclear industry but also in the fossil
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second one fails.

MR. BROTHERE: Right, and then you still can make
two out of four out of the other four.

MR. CARROLL: Then, a third one fails.

MR. BROTHERS: That'®s the interval that we have,
is to preclude that from happening. It is determined that
it is based upon the information that we have from a vendor,
the justification for the surveillance interval that that,
in fact, will not happen. Only a maximum of one single
undetected failure will miss a surveillance, if you know
what I'm saying. That's the basis for our interval.

MR. CARROLL: That's based on the manufacturer's
database of experience not only the small experience you
have but the broader experience that --

MR. BROTHERS: Right, that's correct. 1In fact, we
surveil it at a much higher frequency than what the
manufacturer recommends. It was easier for us to do that
and keep it with the old surveillance interval rather than
try to justify a newer one.

We are involved with some owners group activities
which may reduce that,

MR. CARROLL: Thank you.

MR. WYLIE: Let me ask a question. When you
decided to go to this change did you have to do anything to

your grounding and shielding systsm for the inpute and
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outputs?

MR. VAN NOOREDENN: Connecticut Yankee has an
clder grounding system, unlike the newer plants out there.

MR. BROTHERS: We don't have geparate inetrument
or power supply grounds at Connecticut Yankee. -« : looked at
it, checked with the vendor once again for the requirements,
the stability of the power supply. Remember, each of the
cards has its own on board five veolt power supply. That
five volts is derived by a 15 volt rack power supply which
is coming from our station, 120 volt supply which is
inverter driven.

That's the stability of the grid, 120 volt supply
to that. The grounaing has never been an issue for us. We
have not looked at it. We addressecd it, via our response to
the EMI initiatives,

MR. VAN NOOREDENN: The last point I wanted to
make was something we feel that is alsoc necessary to --
somewhat to address your point of undetectable failures.
That is for the reactor protection system and engineered
safety features, actuation systems that a defense in depth
analysis recommended, That is something that we did, what
if this thing failed when you had a LOCA and loss of offsite
power, what would happen.

We tried to lock at what other systems, what other

t ips would come in and etill bring the reactor down and
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time of looking at what the last SER lg that has been issued
by the staff is a volatile process, it's a moving target.

1f there is some published criteria, defined
criteria that everybody can follow, that would be very
nelpful.

Again, reasonable standarde and guidance are
needed, and we definitely feel that is the case. We want
the staff and the ACRS to continue on the efforts.

The last point is really to let the licensee
decide when the conversion is a USQ. 1It's basically
business as usual. We do that for every other change that
we make to the plant, and we don't feel that the upgrades
using digital upgrades and using software should be any
different.

MR. WYLIE: Have you experienced any spurious
operation of theege things?

MR. VAN NOOREDENN: Any spurious operation, no.

MR. WYLIE: Tripping of the unit?

MR. VAN NOOREDENN: No, we haven't.

MR. KEMMERER: Jerry, you said you don't write
software but yo. but it from the vendors.

MR. VAN NOOREDENN: That's right.

MR. KEMMERER: How does the level of the software
you buy compare to what Mr. Cobb was calling components,

It's at the cc.oponent level?
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MR. VAN NOOREDENN: 1 think Mike is able to handle
that,

MR. BROTHERS: To be honest with you, in the case
of Woodward governor we had direct involvement with the
configuration of that contrel, That's the auxillary
feedwater system, We ¢id have some involvement in the final
design of that software, We didn't write the code.
Cverything once again chere is in a E-prong type. We gimply
downloaded the configuration. We had nothing to do with the
operating system for their computer.

Foxboro, there, we were required to participate in
an audit in 1987 and 1988 for their source ccde that I
talked about on the Rohm devices on that card. We have had
no input. They have done some upgrades based upon some
findings that they have had and some improvements they have
made, but we don't have access to source code nor do we want
access to source code,

It probably is being treated by us as a component,
yes.

MR. LEWIS: Are there further questions?

[No response.)

ME. LEWIS: Thank you, very much. 1 guess the
next item on our agenda ie to hear from Southern Cal Edison
on the same subject. 1 have to plead a conflict of

interest, in the sense that they supply the electricity to
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my house, and don't do it very well, 1In fact, 1 have to say
further, that the failure of their network caused my
computer to fail and not the other way around.

[Laughter.)

(8lides.)

MR. PLAPPERT: Good afternocon. My name is Bob
Plappert, representing the Nuclear Organization of the
Southern California Edison Company today. Most of you know,
but I will mention it anyway, SCEC operates slightly greater
than twe nucl. power plants presently, at the San Onofre
nuclear generating station on the Southern Coast of
California.

My job presently is an engineering group
gupervisor in the controle discipline, my primary
respongibilities being in the area of radiation monitors.
One of the issues that myself and the group are responsible
for is responding to day to day concerns with radiation
monitors at the plant that may have some effect on continued
operations, to longer term issues having to do with design
changes, regulatory requirements, both present and emerging
reguirements, and maintaining the consistency of the RMS,
radiation monitoring systems with the plant design basis.

It's interesting for me to follow the presentation
given by Jerry. They went through some length to convince

the Committee that the upgrade that they described was ve’y
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1f they were successful in
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convineing you that that was simple and etraightforward, 1

will have no problem convincing you that this upgrade that 1

am going to describe is two or three orders of magnitude

more simple.

go along?

MR. LEWIE:

MR. PLAPPERT:

I think I just have.

orders of magnitude, how is that.

us, I have to assume is two to three orders of magnitude

MR. LEWIS:

more complicated.

The purpose of my presentation today is to previde an
example to the Committee of, as I said, a very simple and
minor upgrade of control system,

system, how it was brought about by SCEC, engineered and

MR. PLAPPERT:

What you mean is that what you show

Are you going to guantify that as we

Two to three

I think you will agree with that.

from an analog to digital

evaluated for safety, and our plan for implementation of the

upgrade into the plant.

yet .

appreciation of the rigor that we apply to this process,
again, a very minor upgrade, and the experience be

considered in the development of the ongoing discussions

We haven't gotten to that point

My intent is for the Committee to derive an

related to NRC staff involvement in the issue of unreviewed
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safety questions on minor digital upgrades.

MR. CARROLL: How would you characterize the
gtaff's present position on that subject?

MR. PLAPPERT: Uncertain, which I believe is a
good thing to have right now.

MR. CARROLL: It's uncertain as to --

MR. PLAPPERT: 1 don't think the staff has made a
decision on whether or not they are going to reguire any
digital upgrade of a safety related system to considered an
unreviewed safety question,

MR. CARROLL: That's what I think, too.

[8lides.]

MR. PLAPPERT: My presentation will consist of
those sections as shown on this trausparency. I will first
provide a brief background of our radiation monitoring
system, complete with simple block diagram. I will focus on
the analog to digital upgrade.

The reason for the upgrade will be provided,
followed by a somewhat detailed pregentation of the
angineering that was applied, qualification program that was
developed, and the testing that the modified components were
subjected to. Our plans for implementation will then be
discussed. The impact of the change for some of our
licensing documents, and there's a couple of other upgrades

that we are contemplating at San Onofre, again, simple in
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nature, that I will briefly mention.

Background, there are about 45 channels of process

and effluent monitoring systems that are going to be

affected by this upgrade. The process systems are typically

¢ ety related systems, having to do with isolation of a
couple of buildings in the event that we achieve a high
radiation level. Containment, purge isclation system is
affected, the fuel handling building isclation system is
affected, and the control room building isclation system is
affected.

The majority of the monitors, however, are in the
category of non-safety related but important to safety.
Those are the radioactive effluent monitoring systeme, both
ligquid and gaseous systems,

The engineered safety features or the safety

related systems are governed by our technical

specifications. They have limiting conditions for operation

and accic nt requirements. Their functionality and
reliability can have an effect on our ability to continue
plant operations.

The effluent monitoring systems, although not
governed by the tech speca, they are governed by what we
call a licensee control specifications or our ODCM, offsite
dose calculation manual. The importance that they play is

their one line of defense to ensure that the Federal
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regulations having to do with the concentrations of
effluents in normal discharges from the plant are not

exceeded.

We have both safety related and non-safety related

gystems being affected by this upgrade.

[Slides.)

MR. PLAPPERT: Here, we have a typical block
diagram of our MS system, I would like to briefly describe
its function and in so doing, point out the changes
resulting from the upgrade. There are two basic components,
the detector which is located in the field which senses the
parameter to be measured, and the contreol room module which
ie located in the control room that houses all the
electronice which process the incoming frequency from the
detector, converts it to a voltage in the current driving a
meter recorder for historical and trending purposes, and an
alarm card which provides annunciation in the control room
actuation for those systems that satisfy a safety function
and isolation of the effluents if it happens to be an
effluent monitoring system.

The component of interest in thie discussion is
the CRA card shown surrounded by the bubble in the middle.
The output of the signal conditioning board which is also
shown, is fed into the CRA card which consists basically of

an integrated capacitor which produces an apparent direct
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1 current proportional to the incoming frequency, a
. 2 logarithmic element which produces an output voltage which
3 is proportional to the logarithm of the input frequency.
4 It's as simple as that, the function that is performed.
) The output is the amplified, passed through a
€ precision voltage to current converter ».ad finally driving
7 the meter chart recorder and the alarm card.
8 MR. LEWIS: How does it calculate logarithm?
9 MR. PLAPPERT: Zenor diode which ie shown by that
10 symbol, which is operated in the logarithmic portion of its
11 voltage and current characteristic curve,
12 MR. LEWIE: It doesn't have to be a Zenor. Any
13 diode --
14 MR. PLAPPERT: This happens to be a zenor diode
. 15 which as I will mention in a few minutes, is one of the
16 reasons for this upgrade.
17 MR. LEWIS: In any case it's an analog way to
18 calculate.
19 MR. PLAPFERT: Yes, sir.
20 [8lides.])
21 MR. FLAPPERT: The upgraded configuration looks
22 very similar to what I just showed you, the singular change
23 being in the CRA card which ig now referred to as the CRA
24 micro card, which employs microprocessor technology. All of
25 the inputs to and outputs from the CRA micro card are
. ANN RILEY & ASSOCIATES, LTD.
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unchanged in this moditication,.

The upgraded CRA micro card uvtilizes a
microprocessor and software to perform the fellowing simple
functions. It determines the frequency of the incoming
gignal, it selecte one of two accounting modes to determine
what -- depending on the magnitude of the frequency,
computes the logarithm of that incoming frequency and
converts it to a voltage and a current which ie proportional
to the logarithm of the incoming frequency.

This output drives the meter, the recorder and
alarm cards. It will give you actuation and annunciation in
the same way as was performed by the analog version.
Therefore, the method of measurement of the incoming signal
has been transferred from a analog process to a digital
process with this simple upgrade.

MR. KEMMERER: There's one per detector?

MR.‘PLAPPERT: That's right. Each of the 45
channels contains an upgrade, as I have described.

MR. LEWIS: Forgive me for being stupid. You lost
me somewhere in the circuitry. Before we had some kind of
counter which was producing pulses whose frequency was a
function of the irradiation. That was going through a
zenor, an average and then a zenor diode which converted it
to logarithm fully analog, and that produced the signal that

drove presumably the meter and the alarms and that sort ot
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thing.
MR. PLAPPERT: Yes, sir.
MR. LEWIS: At this point, are we actually
measuring the frequency or doing the same thing; that is, do
we still have the same signal coming in, and what happens to
it first.
MR. PLAFPERT: Yes. The same signal comes into
the CRA micro card as did to the CRA card with the analog !
version.
MR. LEWIS: What happens to it first?
MR. PLAPPERT: It enters a counter, a programmable
counter which determines two things.
MR, LEWIS: It actually countes.
MR. PLAPPERT: It counts incoming pulses. l
MR. LEWIS: Okay, fine. The output of the counter :
is converted to a voltage, and that veltage, the logarithm
is taken how? 1
MR. PLAPPERT: The software computes the logarithm
of the counted frequency.
MR. LEWIS: The counter frequency is actually
produced digitally and then there's a logarithmic converter
that converts it to a --
MR. PLAPPERT: There is a software algorithm that
computes the logarithm of those counts.

MR. LEWIS: That sounds an awful lot harder than
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putting it through a diode.

MR. PLAPPERT: I will talk a little bit about the
problems with our --

MR. LEWIS: I guess I am saying that the signal is
going through several forms that it doesn't have to go
through., 1It's your plant, not mine.

MR, PLAPPERT: Thank you.

MR, LEWIS: Maybe that's why my power failed.

MR. PLAPPERT. Don't tell anybody that.

MR. LEWIS: Forgive me, 1 really didn't understand
what you were doing.

[8lides.)

MR. PLAPPERT: Mike had mentioned the reasons for
the upgrade, and I doubt if they will surprise any of yo..
The radiation monitoring system that we have at San Onofre
was designed in the 1970's and it's completely analog. 1It's
quite obsolete at thic time. As I said, it's more ‘han 20
years old.

Ag in many older nuclear power plant systems the
availability of qualified spare parts is becoming
increasingly difficult, forcing in some cases commercial
dedication and expenditure of substant.ial resources ir
locating qualified spare parts.

Cne example is the zenor diode, in thie case. We

found that the zenor diodes that are available now don't
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patisfy the very strict voltage current characteristics that
the original did. Thie requires us -- L.ey work and they
funztion ckay, but it requires us to test a great many
number of them in order to find one that is good encugh or
that satisfies our particular specifications in order to
replace one that has been failing.

Another example of the obsolete egquipmant is --
not the obsolete eguipment but -- we have a great many
calibration difficulties. Primarily the reason for our
calibration difficulties are the fact that the module is
located in a cabinet in the countrol room environment which
is about 30 degrees warmer inside the cabinet than it is
outside the cabinet. Calibration procers takes place
outside the cabinet in about a 30 degree cooler environment.

This has required us to build an enclosure,
surround the module, apply a heat source, allow it to
stabilize in order to do the calibration. This process that
I have described takes about 24 hours to perform, =uging us
to have technicians in our environment in a hallway which is
a nuisance. It interferes with operator activities, ongoing
normally back and forth, There are so many chann=ls, that
there is somebody there constantly. That has been a big
problem for us.

The calibration should normally take just a few

hours if it weren't for this temperature problem. As a
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regult of those twe examples and some others, you can see
that the maintenance costs in terms of both obtaining
gualified spare parts, dedicating spare parts and technician
resources, has become unmanageable for us.

Emerging *: these types of problems are low
gystem availability . .ut we have. 1It's normally about in
the 70 percent range for the total system, both the safety
and non-safety monitors. Although we are able to satisfy
all the regulatory requirements including our tech .pecs and
OCM reguirements, it's difficult to do that sometimes, and

provides unnecessary challenges to the plant operations,
¢ ‘pacially those that are governed by the tech specs.

We have had in the past a great many spurious
safety system actuations of the containment purge, fuel :
handling building and control room isolation as a result of
these radiation monitoring system deficiencies. There '
aren't gquite as many now, because we have ironed out some of
the noise sources that have been causing them, They still
do happen periodically.

They are a nuisance to the plant staff and a
distraction to the plant staff. Up until recently thev
prompted reports to the NRC operations center, which we
prefer not to have. Finally, the result in unwanted an
undesirable challenges to the safety systems when they

become actuated.
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We expect that the upgrade that we hope to put in

will provide a substantial improvement in all of these

areas.

MR. KEMMERER: Is the noise coming from within the
bubble?

MR. PLAPPERT: No, it's surrounding plant
equipment .

MR. KEMMERER: 18 the new equipment supposed to
deal with that? I was trying to figure out how that bullet
was handled by putting the microprocessor in there.

MR. PLAPPERT: Now that I think of it, I am not
sure it will. As I said before, that doesn't seem to be a
big a problem as before.

MR. WYLIE: In addition to putting your
microprocessor in there, are you doing anything to your
grounding system, or are you using the same one you had?

MR. PLAPPERT: We have made a lot of improvements
on our grounding system to sclve the problem of the spurious
actuation problems with the analog system. There aren't any
plans to pursue additional improvements. If we get
experience with the new card which results in continued
spurious actuations, we will have to lock at that as well.

MR. CARROLL: Just out of curiosity, do you know
why the characteristics of the zenor diodes changed? What

does the vendor say?
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MR. PLAPPERT: I don't know.

MR. CARROLL: They have just changed.

MR. PLAPPERT: It must operate in a very narrow
gection of the logarithmic curve on the characteristic. 1If
we can't get one to operate properly with that curve, thun
we found that we don't get the accuracy reguiremente that
the system must satisfy.

MR. LEWIS: I was a little surprised that you are
using a zenor, To get a logarithmic response you should
operate in the forward direction, and zenor is always j
defined for reverse applications. The temperature
gsensitivity is certainly relevant. The logarithmic part of
a diode characteristic in the forward direction is a

consequence of the laws of nature. That simply cannot

B a—p—

change .

—

It's a matter of what the reverse current is or !
something like that, something peculiar. The forward
direction in the current densgity and the temperature are the
only parameters that determine the shape of a logarithmic :

curve, There is still something missing. I share a little

T

bit of Jay's nervousness about this.

I can buy zenors and I can buy diodes, and they
re the same as they ever were.

MR. PLAPPERT: Our experience is that we have to

test a lot of them before we can get one that will function
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properly.

MR. LEWIS: It may have been an original mistake
using a zenor.

MR. PLAPPERT: Perhaps it was. I am going to go
just briefly through what we did in the way of engineering
and equipment qualification to satisfy ourselves that the
newly designed system will satisfy all of the original
regquirements.

[Slides.)

MR. PLAPPERT: It was intended that this upgrade
be installed in safety as well as non-safety systems, as I
mentioned before. 8o, we had to qualify the entire systems
with the original requirements. As far as hardware is
concernad I put some of the major ones up here, the IEEE
standards having to do with Class 1lE electrical eguipment.
OQur gqualification plan was based on satiefying these
requirements.

It was expressed earlier today a couple of times
that there is no real strict guidance that we are required
to apply to software development for these upgrades. Given
that, we chose a set of standarde that are currently
available right now in order to establish a documentation
package which we believe would stand up well under our
quality assurance scrutiny as well as nuclear regulatory

scrutiny as a documencation package for suitability of the
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software.

We developed a software requirements specification
in accordance with IEEE B30, which is a guide for software
requirement specifications. 1In the SRS, the main
specifications were set forth as is required. Emerging from
the SRS was a software design description, and we developed
that based on the guidance provided in IEEE 1016 which is
the recommended practice for software design descriptions.

In the software design description, our STD, we
provide the detailed precise information needed for
planning, analysie and implementation of the software design
such as it contains flow charts, codes, variable
descripticn, et cetera, and the detailed description of the
various functions of the software.

We developed a software verification and
validation program based on IEEE 1012, In it is defined a
series of tasks including appropriate inputs and outputs
which will ensure that the software complies with the
existing SRS, 8TD, all of the funct’-nal requirements and
exhibits a high level of reliability.

Test plan, we developed a rigorous test plan and a
procedure with 8SCE engineers with the assistance from
outside consultants, and performed a testing in a qualified
laboratory. For a summary of the testing that we did, the

test specimens -- and there were three in this case --
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underwent a burn-in period for about 100 hours at maximum
environmental temperature that it would be exposed to and a
maximum load cf current and voltage load.

We performed functional testing following that, to
ensure the card continued to satisfy its accuracy and
response time requirements. We aged it to its end of life,
both mechanically and in terms of radiation and continued
functional testing throughout of all of these processes. We
did additional environmental testing at --

MR, CARROLL: What is aging to end of mechanical
life mean.

MR. PLAPPERT: There are some pots on the card
that can be adjusted mechanically. We cycle them,

MR. CARROLL: That was it.

MR. PLAPPERT: Yes, It wasn't very much in terms
of mechanical aging, but there was some. The environmental
testing, we ran the card through its entire range, both
temperature and humidity, and range of the monitor which is
from ten to ten to the seventh counts per minute.

Throughout, we ensured curselves that the
acceptance criteria in terms of accuracy monitor response
time and alarm card response time continued to satisfy the
acceptarnce criteria. Finally, we chose one of those cards
and performed a seismic test. We installed it into its

module, shook it with the San Onofre earthquake spectrum and
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undetected.

All of the components in the upgrade were shown in
the FMEA to have acceptable failure conseguences.

MR. WYLIE: 1Is that in a fail safe mode, is what
you are saying?

MR. PLAPPERT: Yes. The system will actuate,
alarms will be generated in the case of a software failure,

MR. CARROLL: In describing your FMEA you said it
was done manually. How do you do it other than manually, or
how would one --

MR. PLAPPERT: I am not gure I understand the
guestion,

MR. CARROLL: It implies that there's another way
to do it. You said you did it manually.

MR. PLAPPERT: We didn't take advantage of any
software programs or anything other than an engineer sitting
down and going through the schematicg, to determine the
failure modes.

MR. CARROLL: Okay.

MR. LEWIS: I am still trying teo visualize the
gignal flow. You mentioned DA converter. Does that mean
the signal flow is from the incoming pulses through the
counter, then a digital logarithm followed by a DA converter
through the output; is that the signal flow?

MR. PLAPPERT: Yes.
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MR. CARROLL: Who is the vendor of this equipment?

MR. PLAPPERT: NMC, Nuclear Measurements
Corporation -- of the original radiation monitoring
egquipment, it's NMC,

MR. CARROLL: Who ig providing =--

MR. PLAPPERT: SCE engineered the card, and we
have employees and consultants to prepare the software,
documentation, SRS, V&V, perform the V&V, perform the
qualification testing under their quality assurance program.

MR. CARROLL: Somebody is going to manufacture it
for you?

MR. PLAPPERT: Yes. We have a manufacturing
facility within SCE that will manufacture it.

[Slides.]

MR. PLAPPERT: Briefly, our implementation plans.
As I mentioned before, all of the testing is complete. Our
consultants are in the process of completing the
gualification test report, and the software V&V is being
completed. The report is expected in just a couple of
weeks .

We have also obtained cone of the boards ~-- one of
the specimens that was tested to end of life. We have done
gome isotopic testing of our own in a plant shop and are
satisfied with the results. Though our intended way to

implement it into the plant is during routine surveillance
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of these monitors, thers is no urgency right now because the
systems are hobbling along. They are functional. They do
need this upgrade, but they are functional.

As we have a need for a routine surveillance we
will take out the old analog card and put in the new analog
card. There is one or two minor seismic supports for the
different card that will alsc be put in place. We expect
that would take about six months, from the time we begin.

We expect to finish the design work in the gqualification
program by April or May, of this year.

As far as licensing document changes we do have to
change the updated final safety analysis report, in that it
contains sufficient detail to describe the present radiation

monitoring systems as being an analcog process. We will make

R e a—

mention of the fact that it's now a digital process.

We don't believe that there are any changes to our ;
technical specifications because the function of the monitor
is unchanged. The output characteristics of the system is
unchanged, and it shouldn't have any affect on the
capability. It will not have any affect on the capability
of the system to perform its safety function.

MR. CARROLL: You have pretty much made up your
mind this is not an unreviewed safety question?

MR. PLAPPERT: We performed a 50.59 in this case,

and believe it not to be an unreviewed safety question. We
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presentation to the Committee, and express my thanks to you
for allowing me to do so.

MR. LEWIS: As I understand it, this is a system
which is really an analog system, input and output but there
is some digital intermediate steps. You could have plotted
them in a box and never tcld anybody, and it would have then
been an analog to analeg conversion which would have met
specs; is that right?

MR. PLAPPERT: Yes, I guess that's a way to put
; &

MR. LEWIS: You could have lied.

MR, PLAPPERT: Yes. We actually developed the
card before we did all the engineering that I have described
here. It was a problem, that the spurious actuations, the
difficulty in calibration, the problem with the diodes, have
been with us for about four years now. We have some pretty
bright engineers at the plant who are good at this kind of
thing.

We said can fix this. 1It's just this card for
this set of problema. The technology is available. 1It's
not very cumpiicated programming. It's not very complicated
components. The testing toc accomplish this is very simple.
Why don't we just go and build this, and we did. We had it
built three years ago by what we call shop services lab,

another part of the Edison Compe
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We got it back and tested it at that time and said
this ie great, let's put it in. Then we scratched our head
and said wait a minute, we want to use this in safety
systems. There is a whole gamut of things that we really
didn't apply to this process when we built it, What we are
doing now and what 1 have described to you is backfitting
those processes, the equipment qualification plan, the
seismic testing, the development of a software documentation
package, 8o that when we decide to install it into the plant
we have what we believe a strong case, a strong
documentation trail to satisfy the most critical of auditors
or investigators.

It's a reverse engineering process that . have
described.

MR. LEWIS: The only reason you have to take the
logarithm is to display on a wide range meter. You could
have used auto scaling and just avoided the logarithm
completely, but that would have involved changing things
that interface with this system. Is that the issue?

MR. PLAPPERT: Yes.

MR. LEWIS: When you go back to doing the whole
radiation monitoring system, you might well just get rid of
the logarithm. You don't need it, and it doesn't serve any
useful purpose.

MR. PLAPPERT: Yes, that's right.
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oene first before we go onto that, because we would have to
apply the lessons learned from this experience will
nhopefully cause that cne to be far less painful.

MR. CARROLL: You keep doing this sort of thing
and you will ultimately end up with your brand new --

MR. PLAPPERT: A brand new system, yes. When we
git down and brainstorm on the new system we considered
whether, are we half way to a new system with this upgrade.
We don't think so, yet.

MR. LEWIS: Thank you very much,

MR. CARROLL: I guess I have one other question.
Do you know 1f there are other utilities that would
undertake a project of this sort, to the extent of actual.y
designing and manufacturing their own equipment?

MR. PLAPPERT: I don't know of any. That doesn't
mean that there aren't. I just don't have a lot of
experience with what other pecple are doing.

MR. CARROLL: I don't think most utilities would
do that. They would go and get a verdor to do it for them.

MR. PLAPPERT: We have gotten a vendor to help us
with the documentation, the STD and SRS and so on. If we
had approached it from engineering first and manufacturing
second, we may have had it all done by a vendor.

MR. LEWIS: Thank you. We have heard from the

Northeastern part of the country and the Southwestern part,

ANN RILEY & ASSOCIATES, LTD.
Court Reporters
1612 K Street, N.W., Suite 300
Washington, D.C. 20006
(202) 293-3950



10

11

12

14

1%

1lg

17

18

19

184

but after the 15 minute break we won't hear from the middle
of the country, we will hear from the Southeastern part.
Let's take a 15 minute break.

[Brief recess.]

MR. LEYIS: Let's reconvene. I think we are going
to hear TVA's version of how it 18 in the trenches.

[Slides.]

MR. GLADNEY: I am Rod Gladney, with TVA. To give
you a little background, we installed Eagle -- we started
doing the planning in 1988, the later part of 1988 for
planning. At that time I was the engineer assigned the
responsibility of planning and implementation for Eagle 21.
I was out of our corporate maintenance organization at that
tise. Right now I am working as tech support to electrical
and instrumentation supervisor at Sequoyah.

We backed up and loocked at previous system
performance and plant performance to determine what we
needed to do upgrade-wise. There were several items that
were important. One was, we wanted to eliminate the bypass
manifold on the reactor coolant system to reduce radiation
exposure to personnel in containment during outages. That
could not have been done with the Foxborc hardware we had
because there was noc way to do the signal combinations for
RTD's that was required for bypass manifold elimination.

Our system was maxed out. There was no capability to add
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new modules to Foxboro hardware plus, there were no modules
to be had to add to the system if we wanted to.

AG analog hardware.

MR. CARROLL: 1 am surprised that Seguoyah had
Foxboro. Didn't you buy Sequoyah after Westinghouse stated
offering Hagen?

MR. CLADNEY: The reason that Sequoyah had
Foxbore, 1 can't give you detail. Both Sequoyah and Watts
Barr were designed with Foxboro.

AG analog hardware, it goes without saying, we are
talking hardware that was designed in the mid-1960's. Most
of the modules initial design was 1962 timeframe. The
modules were performing fairly well. We were operating with
tech specs that had a functional test frequency of quarterly
for everything except the Delta T channels. That frequency
was based on perfoimance of the hardware, not drifting
substantially.

Significant manpower needed to calibrate and
maintain the system. Analog system, there is a lot of
components. Modules take a lot of time to do calibration.
Te give you a feel for what we saw during refueling outages,
we spent roughly a week of three to five craftsmen time to
calibrate one Delta T channel, when you got through all the
modules involved in the channel.

Analog system calibration drift. I specifically
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mention narrow range temperature here. The reason 1 mention
ig, in analog space that channel had an electronics gain of
500. Any slight temperature variation in the case of the
module showed up in calibration.

Improved accuracy with digital systems. There were
fewer analog components involved. Once you do the analog to
digital conversion the accuracy is no longer an issue until
you go back to analog. Protection system logic upgrade. We
loocked at how the plant had functioned since initial start
up and during some of our feecdwater studies we identified
roughly 18 trips had occurred during start up eveolution on
each unit, that we felt we could have eliminated with going
to new upcrade on the logic. Basically, the steam flow
functions were the ones causing us the problems,

Implementation of trip reduction measures. That
really goes hand in hand, steam flow items again. We also
want.ed to look at some ways to reduce vulnerability during
start up on steam generator level.

Capability for automated surveillance testing. We
saw this as a big plus to reduce manpower and increase the
reliability and accuracy of our calibration evolutions. The
fewer hands on man hours and things involved the less the
chances of a personnel error or hardware that is out of
service being needed for plant use,

Capability to bypass the channel for testing.
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This is something that Sequoyah presently hasn't implemented
but we have locked at it, and are seriously considering
pursuing it. It would allow us to keep all channels in a
normal mode, and the one that's in surveillance to be
bypassed instead of tripped like we presently do it. That
would reduce the unit vulnerability to a single failure
occurring during a surveillauce test.

Simplified implementation of Reg Guide 1.97. At
the time we were talking about installing Eagle we were also
looking at fulfilling our commitments on Reg Guide 1.97 that
required additional analog isolation to be put into the
Foxboro cabinets, to separate the computer anu control board
indicators. We did not have the physical space in the
cabinets to add that kind of isolation, nor could we buy
Foxboro equivalent hardware. So, we were facing a
substantial design change to modify the plant in some way to
add that isoclation.

Flexibility for transmitter upgrades. The
Sequoyah design was a ten to 50 milliamp plant for
trangmitter current signals. Most new transmitters now are
four to 20. This gave us additional flexibility to do that
change on a transmitter by transmitter basis if we wanted
to.

[Slides.]

MR. GLADNEY: Considerations that we looked at for
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doing a plant ur:-ade were design, maintenance, procedures,
operations, and don't forget training. That's obviously an
important item to prevent plant problems in the future.

Under degign considerations, things we looked at
in the initial process, cbviously, drawing changes. A large
number of drawings get changed by this type of upgrade.
Functional requirements document revision to define how the
protection systems are supposed to function. Precautions,
limitations and set points document, basically scaling
accuracy document. Setpoint methodology -- excuse me,
that's the scaling accuracy and potential FSAR revision.

We also looked at tech spec revisions,
envircnmental gqualification program revision, USQ associated
with new failure modes if there were any. We ultimately
filed the installation of Eagle as a USQ and went through
the resolution of that process.

Site acceptance test scope.

R. CARROLL: You say you ultimately did that.
Was that initially your conclusion?

MR. GLADNEY: When we went through this initial
review we made that conclusion based on the history of where
the industry was on digital systems, the fact that we were
installing a system that had not been installed in any other
utility at the time, and it was a learning curve to go

through and assure that there is no software failures that
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could impact safety, et cetera.

All these items were rolled into our decision to
say it's a USQ for Sequoyah's installation.

MR. SHEWMON: Sir, you talk about instrument
failures there, was the first time that 1 heard anything
cloge to a comment on software which is what we have heard
about here. 1Is this something where you bought yourself a
box and if it met specs somebody else had done all the
goftware verification that needed to be done, or what?

MR. GLADNEY: This is the first system of its kind
that we installed that had this kind of a software base.
When we did the initial loock at it all the V&V for software
had not been completed. That i1s one of the items that
helped drive us to the conclusion that there was a potential
for software problems. Until we finished that V&V process
we had to keep that in mind toward the potential USQ
associated with the system.

MR, SHEWMON: If I am patient, I will hear more
about that or that was kind of why I didn't see it anyplace?

MR. GLADNEY: I really didn't go into the scftware
part of the system a whole lot. In Sequoyah's case the
software was written by Westinghouse and V&V by
Westinghouse, with TVA participation in looking at the
functional requirements for the software and NRC audits of

the V&V process from Westinghouse.
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MR, CARROLL: Westinghouse did submit their whole
program to the NRC,

MR. GLADNEY: Yes. In fact, that V&V was
submitted before we had an SER to start the plant up.

MR. LEWIS: My internal quest to be gquantified,
how big a software program are we talking about in any
terms, pages, lines, it dcesn't matter.

MR. GLADNEY: 1It's a pretty big software package
in this case, because software is more than just protection
functions. 1It's also testing functions, the surveillance

testing. 1It's stored on four E-prongs on the processor

board.

MR. LEWIS: E-prongs come in different sizes.

MR. GLADNEY: Yes. I will have to give you a :
number. I can't guote that number for you.

MR. LEWIS: Bits, lines, nothing.

MR. GLADNEY: It's a substantial number of lines
of software.

MR. LEWIS: How many?

MR. GLADNEY: A substantial number. It is not a
esmall program.

MR. LEWIS: Substantial doesn't help me a great
deal.

MR. KEMMERER: He was giving you a measurement in

inches, so that gives you an order of magnitude.
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MR. LEWIS: Inches, at least use the metric
systen.

MR. GLADNEY: That documentation should exist in
the V&V information.

MR. LEWIS: It was written in V&V by Westinghouse
and submitted to NRC. Did NRC read each line of code?

MR. GLADNEY: NRC actually audited the V&V
process, looked at all the discrepancies that V&V performers
solved during that process, and evaluated the resolution of
those discrepancies -- looked at the resclution of them.

MR. LEWIS: That's not the same as reading every
line of code.

MR. GLAUDNEY: No, it's not.

MR. LEWIS: Who read every line of code twice,
West inghouse?

MR. GLADNEY: Westinghouse did. It was an
independent team, completely independent from the design
team, to do the V&V.

MR. LEWIS: There have been lots of experiments to
show that that doesn't do much good because people make the
same mistakes, of course.

MR. GLADNEY: Beyond that, there was a functional
test that software performers intended function -~

MR. LEWIS: That was normal operating conditions.

MR. GLADNEY: No. That was on the manufacturing -
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MR. LEWIS: Let's not go into more detail here,

It would be nice te find out how big a system we are talking
about, in any unit. I will buy any units.

MR. AHERN: There is approximately 1,200 software
units of code, individual software units, combined to make
up the total unit.

MR. LEWIS: How big is each unit? r

MR. AHERN: 1 heard a number of around 10,000
lines of c¢ode for ine total system.

MR. LEWIS: Ten thousand lines for the total
system, okay. This is lines of source code in some
language.

MR, AHERN: Yes, PLM 86 is the language that was
used.

MR, LEWIS: That's not much.

MR. SHEWMON: It sounds like a lot to me.

[Slides.]

MR. GLADNEY: Site acceptance test scope. We had
to evaluate what kxind of detail was necessary to test the
system to after installation, before we could declare it
operable. Software verification and validation plan which
we pretty much talked to you about here. Assessment of
plant grounding.

MR. LEWIS: Let me c¢outinue the previous
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conversation long enough to finish it. By the numbers that
Rich gave us earlier in the day which were 750 lines per man
month, 10,000 lines is one man year or, ae Fred Brooks would
say, you could translate that into 12 man months. MR.
WYLIE: Did you change your grounding system?

MR, GLADNEY: No. That comment came up earlier
about grounding, ard I wanted to try and address that here.
We assessed whether or not we had a grounding problem with
the system. We had Westinghouse come in and look at our
grounding system and even had an independent contractor come
in and lock at the grounding system.

We did not identify a failure in the grounding
system that had caused problems in the analog system. Our
basic conclusion was that we did nct have a grounding iesue
that needed to be addressed for installation of this system.
We also, after installation, had power line analyrars
monitoring the AC line to the system for several months of
time and never saw any perturbations show up that would have
come out of either the ground spike or AC spike coming into
the system.

MR. WYLIE: Is that a separate instrumentation
ground?

MR. GLADNEY: No, it is not.

MR. KEMMERER: Excuse me. Is this a control

system?
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MR. GLADNEY: No, it's not,

MR. KEMMERER: Just safety --

MR. GLADNEY: Reactor protection, just safety.

MR. KEMMERER: But you have it testing in with
safety.

MR. GLADNEY: Yes. The outputs of this system do
drive control channeleg. It's basically -- this is a reactor
protection piece of the Westinghouse instrument package for
their plantes. 80, the protection channels drive control
channels to protect their function. Of course, we had to
meet the cr.teria for control and protection interaction in
that design.

MR. WYLIE: When wae thie installed?

MR. GLADNEY: The installation began in March of g
1990, and was completerd in about 40 daye of time.

(8lides. ) f

MR. GLADNEY: Maintenance congiderations. Reduced
time performance murveillance tests. Reduced times to
perform calibration of dynamic functions which is
substantial in an analog system. Calibration of a dynamic
functisn requires quite a few pieces of test equipment and
time to sit there and gonerate the ramp rates necessary for
calibration and then menitor the output and if it's not
accurate, tweak the adjustments and put a new ramp back in

and see how it comes out in calibration that time.
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Capability for testing and bypass, we talked about
that a little. It's not implemented for us at this point.
Potential scaling problems with site specific programs,
That's kind of a vague te:m. What we are really looking at
is, was there any site specific program that changing our
hardware would cause a scaling problem, some unique
calibration program we were involved in that hadn't been
considered in the original system design.

Tighte: tech spec allowable values. One of the
decisions made at the plant was, we did not want to move set
points. We wanted to keep plant set pointe at the values
everybody knew. The basis for the difference between the
desired setpoint and allowable value is drift of the
ingtrumentation. In this case digital esystem has a smaller
drift term, so we ended up moving our allowable values,

Potential impact to response time testing program.
Uf course, we do responee time tests on the analog channels.
We recognize chat this would cause a perturbation to all the
test procedures we had on the analog system which also
included response time testing, In some cases we had to
back up and rethink how our tests were structured, to ensure
response time verification.

New failure modes to diagnoese and repair. We have
talked a little on that several times today. Anciog system

is pretty much a box concept. You can walk through
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ig 1 different boxes and find which box is bad. In a digital

i . 2 system it may not necessarily be that clean cut, so it's a
3 retraining evolution for your maintenance people to make
“ sure they are aware of how to troubleshoot and diagnose the
5 proplems in these systems.
6 MR. CARRCLL: Bottom line on maintenance, how many
7 have you been able to effect a change in the number of I&C
8 maintenance.
4 MR. GLADNEY: We have greatly reduced the I&C
10 workload for calibration and functional tests on this
11 syetem,
12 MR. CARROLL: What does that translate into, in
13 bodies.
| . 14 MR. GLADNEY: 1In bodies, we are now using those
l

15 bodies to do other jobs that help improve plant reliability.

16 We did not reduce bodies. We kept the bodies in the areas

17 we wanted to improve,
18 In terms of man hours reduction, 1 talked roughly
19 a week of three to five people time for Delta T channel. 1In
20 this case we are talking gix hourg for that same channel,
21 It's a substantial reduction in man hours, testing.
| 22 Procedures considerations. Clearly, we had to
23 revise the functional test, the channel calibration
24 procedures, reegponse time tests like we already talked
| 25 about, channel check procedures from the contreol room, and
[
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calorimetric program. It was deeply ingrained in how the
original instrumentation functioned and test points in the
originte system,

We alwo revised the RCE8 flow recalibration program
becauge our original design basis does not allow an
inaccuracy on the transmitter, We compensate for that
inaccuracy with a rack calibration during start up
procedures.

(8lides.]

MR, GLADNEY: RCS/RTD cross calibration program.
We revised how that test was done. There has beéen a lot of
discussions on that test. Right now, we use a data logger
to require data from the protection systems and reduce that
data, to determine if we have an RTD out of calibrat.on. 1I1f
80, we tweak the calibration coefficients in this system to
compensate for any error on the RTD,

Program to remove failed channels from service.

To comply with tech specs on the failure we developed a
special procedure that laid out all the details necessary
for every instrument channel, to remove that channel from
gervice, replace the bistables in trip within the time
alloted by tech specs. Clearly, that procedure had to have
a big overhaul because of the new type hardware.

Annunciator response procedures. We maintain a

procedure that tells the operator how to respond for every
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major annunciator in the control room. Those responses
changed, partially because there are new annunciators added
with this system to help the operator diagnose failures in
the system.

Procedure to monitor and update RCS streaming
coefficients, Streaming was a new factor for us, that we
got into when we eliminated bypass manifold. We had to add
that to our testing program.

Under operations, some of the same items will
appear again. New annunciators for protection system
failures to help him understand the magnitude of that
failure if it occurs, so that he will know what type of
plant actions to take. New protection logic teo learn. We
eliminated steam flow and went to Westinghouge's new steam
break protection which changed our logic substantially.

MR. SHEWMON: 1 don't know what a reactor
protection system is., Could you help me out. This is a
safety system?

MR. GLADNEY: Yes, this is a safety system. The
gignals from the process transmitters measuring for instance
pressurizer pressure and level, reactor coolant flow,
reactor coclant temperature, come to this system. Thie
gystem massages them -- for lack of a better word -- and
generatesg trips when that parameter reaches some predefined

value, some set point,
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MR, SHEWMON: Thie is enlightening in one regard,
in that this theory ot having a simple program which only
had a tew inputs in the scram circuit is 12,000 lines which
may be short by some people's standards.

MR. GLADNEY: 1 will give you a little feel for
. 9

MR. GALLAGHER: I think Mr. Ahern said there were
1,200 software unite. Each one would have -- I think that
the lines of code would be on the order of around 15 and 20-
some thousand lines.

MR. SHEWMON: That's within 20 percent of his off
the cuff. I will take that as good enough for now.

MR. GLADNEY: The maguitude of system that we are
talking about here is 13 cabinets of instrumentation. We
replaced the entire protection system at Sequoyah. Those 13
cabinets are divided into four (hannels of instrumentation.
Within each channel you have bagically one of the redundant
sets of instrumentation. Some functions are in three
channels and some are in four.

MR. SHEWMON: You have answered my question for
now, thank you,

MR. KEMMERER: Wae each channel running on a
separate processor?

MR. GLADNEY: Each rack is running on a separate

processor, and there are up to four racks in a channel,
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i 1 Each channel ie divided among processors, anywhere from two l
. 2 te four processors,
3 MR. CARROLL: One of the things that ought to be &
4 said to Paul's comment ie that a lot of these lines of code :
5 are devoted to surveillance or automated surveillance and
3 testing, checking and so forth, and not to the basic

7 protection. ,

8 MR. GLADNEY: And, that adds a lot of overhead to

9 a system. There is a lot of additional programming that was
10 done specifically to enhance surveillance testing and !
11 minimize the time we will spend during that testing. :
12 MR. COBB: Yes, but all of that has to be included i
13 in the verification too, because surveillance testing is a |

. 14 double edge sword there. You get benefits from that, but
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18 you also get potential failure situations from that. That's |
16 the reason the verificat lon process that I tried to talk l
17 about this morning are so impertant and could not be ?
18 overlooked. J
19 MR. CARROLL: 1 agree with that completely. 1 wase |
20 just trying to put it in perspective for Paul. Protection !
21 functions are always -- 4
i
22 MR. SHEWMON: There are some virtues to having a
23 simple metallurgist around but there's a certain overhead |
: 24 that goes with it. f
l 25 [Laughter.) %
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MR, COBB: If you look at any software system, the
functioning that you think that it's going to be doing ise
always the minor part of the total lines of code. All of
the things that take care of the thinge that can go wrong
are the major part of the code.

People get in trouble if they only develop the
mainline stuff, and then add all the other stuff on ae
second thoughts.

MR. LEWIS: But he's not a simple metallurgist,

[8lides.)

MR. GLADNEY: We briefly mentioned earlier a new
tech spec action statements., Also, we significantly reduce
risk of reactor trip from steam generator level transients
during startup and during low power operations. This is
some more of the functional upgrades we implemented that
added two new programe to us for environmental allewance,
modifier and trip time delay. Those programe effectively
allow us more operating margin on steam generator level on
gtart up at the low rower when you are subject to
shrink/ewell problems.

Training considerations. Clearly, new steam break
protection, environmental allowance modifier and trip time
delay functions, explaining how those circuita function.
Make operations clearly aware of them., Median signal

select. There's that term again, on steam generator level
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diee for sone unknown reason, that update stops occurring
and the bistables go trip within about 150 milliseconds.
It's sitting there monitoring itself, expecting tc get an
update. If it doesn't get that update it trips, no matter
what .

MR. LEWIS: You said something about digital
analog board.

MR. GLADNEY: Yews,

MR. LEWIS: How many bite wide is the digital
signal?

MR. GLADNEY: I think it's a 16 bit conversion.

MR. LEWIS: You can get single chips that do 80
conversion on 16 bits. I am just wondering what the board
does .

MR. GLADNEY: This is an indumtry standard board
that has a multiplexer front end to take signals from a lot
of analog channels, and sequentially digitize the signal.

MR. LEWIE: Most of that is multiplexing,
probably.

MR. GLADNEY: Right. It has its own processor
sitting there to d- all this calculation, this conversion
for you.

MR, LEWIS: The DA conversion is 2 matter of one
chip.

MR. GLADNEY: The conversion by itself is one
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current and update system, Eagle uses a true four wire
signal to the RTD where i.'s a current source going to it
and a voltage sense coming back. This way, we ensure that
no drift in the current source would cause a shift in
calibration to the Delta T channel. If that current changed
what it would effectively look like is & temperature change
to you. We make sure that the current is not changing and
that our temperature calibrationsg are accurate.

Environmental allowance monitor cannot be operable
during containment vent or purge on ice condenser plants.
That's an item that wasn't clearly discussed up front. We
understand the driving force is the way the snalysis is done
for hargh environment in containment. We disable that
function if we are doing a vent or purge operation.

MR. CARROLL: I am not sure I understand what an
environmental allowance monitor is.

MR. GLADNEY: It monitors the steam generator
level chamnels -- it monitors containment. If containment
pressure changes, then we take our some margin allowed in
steam generator level calibration and make the trips occur
at tighter values. 1If containment temperature level goes up
our level calibration degrades. :

We must go to 100 percent power to initially set
streaming coefficients. That's so that we can be sure that

our streaming values are accurate for full power operation.
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There were some initial values we could use in the system
until we hit 100 percent power.

Must remove sti.aming coefficiente on Delta T
channels to perform functional teste and calibrations. This
is an item that we felt s8¢ strongly about that we worked
with Westinghouse and have revised the software and that no
longer applies, and won't apply to any future utility.

(8lides.)

MR. GLADNEY: No ability to quickly download or
upload tuning parameters into our out of Eagle, The system
ie microprocessor based. There is no access into or out of
that system onto disks., It is all controlled on EK-prong.
There are some tuning parameters, software screwd);iver, to
set bistable setpoints and gain ccefficients for varicus
modules. Thoee are the parameters that I am referring to.

As it is right now if we have a hardware failure
in the system and eénd up having to replace the components
that store those values, we have to manually re-input the
parameters, That's what we are going after. At some point
in the future we would like to have some way to do that, do
a full verification they are correct, and be able to get the
system back on line in a quicker fashion than manually
entering the values,

This is a new item that wasn't possible prior to

this system, Different racks independently monitor for the
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pame transmitter. The trip time delay, we talked about
earlier, is performed in our case rack one for protection
gset one. The Delta T function is performed in rack two.
Both functions require monitoring reactor coolant system
Delta T because trip time delay looks at Delta T to
determine when trip time delay is allowed and when it is not
allowed.

1f a Delta T rack dies our trip time delay keeps
functioning because both racks independently perform the
conversions of the voltages from the RTD to temperature.
Either rack failing does not inop the other rack.

There was some penalty associated with doing it
that way though. It meant now, when we had to update an RTD
coefficient for instance because of the cross calibration,
we have to make that change in two places. That's an
acceptable penalty to minimize hardware failures from
impacting the unit, though. We also talked about RTD
current changes. If that current changes we have to update
two racks on that current change.

.nitiated trip from a partial trip switch on
energize to trip functions if the software bypass has been
established, As you are aware, there are very few energize
te trips because that's normally not the mode you want to
operate. There are a couple of places that it's prudent to

cperate that way. This was something that we just didn't
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understand up front, It ie not a safety implicition in
operating it the way the system operates, and we just had to
put our procedures in line with how the system functions.

We cannot retrieve error messages after reset of a
rack. It's a microprocessor, It stores errors when eriors
oceur., We can go down and read those errors prior to
initiating a vreset of the system. Once we have reset it,
that error no lenger shows in the system.

Failure of a loop processor that causes digital
outputs to trip and analog outputs to freeze where they are.
That's a choice we made. We stand by that choice because 1
want the protection functions to go to trip but if the rack
failed I don't want to put the unit in a transient because
of a single hardware failure. 1 want the operator to * ke
the couple of minutes it takes him to recognize the trips he
got on the board and diagnose that that means I had a rack
failure, and then transfer control where he needs to.

Any other process sete you up for unit transient
that the operator is trying to catch instead of trying to
head off.

Racks draw more current than the original analog
hardware. That was a surprise to us, and it's a surprise to
several other utilities when they first started loocking at
the system. The only value in it here is, utilities need to

understand that they may not have the power capacity in
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level contrel with new setpoints and time delays provided by
ET™M and TTD. 1If, for no other reason, that alone will save
us a large number of dollars and potential risk to the plant
by reducing trips that aren't needed on the plant. Like I
gaid earlier, our pre-installation analyeis showed that
roughly 18 trips on each unit had been caused by steam flow,
feed flow -~ the old steam logic that existed and not having
wider margin on steam generator level during initial start
up.

That, alone, has already saved us several trip
evolutions that we probably would have tripped from in the
old system. Reduced vulnerability to reactor trip based on
the steam breek logic because of the wider operating
mairgina,

Are there any questions that I can answer?

MR, LEWIS: Could I, perhaps, just start with one.
Just thinking a little bit about security, why are you sure
that there is no trojan horse lurking in the software?

MR. GLADNEY: For several reasons. One, a very
extensive V&V process on the software. Two, an extensive
factory acceptance test to prove all functional requirements
were fulfilled by the software as written. Three, the start
up testing, where we actually did calibrations on all the
channels and verified that they performed accurately across

their calibration range.
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changeable other than changing out hardware itself,

e T - —

MR. GLADNEY: The only contrel to change that
software is through the test cart that was built directly to
interface directly with the system, that allows you touch
ecreen access to the system only. You can't go in and type
in code to the system.

MR. KRESS: Can I type in stuff to the test cart?

MR. GLADNEY: No. You don't have access to a
programming level. You have a graphic user interface that
allows you to change parameters, and you can type in the
parameter number that you want to change to. That's the
extent of what change you can make,

You can't go in and change any operational codes
in the system to change how the processor functions.

MR. LEWIS: Why are you so sure of that? That's
the intended channel but of course most accesses of course
use unintended channels into the software. Do you really
know at the key and signal level, that the parameter
changing channel cannot be used for other purposes? Was
that a design intent?

MR. GLADNEY: The original intent was that that
test cart would be the only vehicle used to go in and access
the system. That cart talks only to the tester. It does
not talk to the calculation processor, That tester --

MR. LEWIS: 1Is physically separate?
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MR. GLADNEY: 1Is physically separate. Once that
tester has accepted the data that you want to transmit and
concurs that the data is valid data for the processor to
accept, it will then transmit it to the processor. You have
no direct access to the calculation process.

MR. LEWIS: I understand that that's not the
intent. I don't have anything specific in mind, but I have
read enough stories to know that there are always unintended
back channels into a system.

MR. GLADNEY: Let me pose it a different way. If
that same person had that intent with an analog system
during surveillance testing, couldn't he have done the same
equivalent thing.

MR. LEWIS: That's the argument which, when 1 was
in college, we used to describe by saying yes, but it isn't
true in the South.

MR. GLADNEY: I think that possibility has always
heen there in our plants, and we rely on our security
gsystems and the qualification of our people and our
background checks on pecple to help ensure us that no
saboteurs are among us,

The system is pretty self-protective of somebody
going in there and doing that. If they try and do it, the
operator is going to know that somebody is in that cabinet

from an alarm »n the door itself. He will know if somebody
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ig intc parameter update mode from ancother alarm that comes
in the cabinet.

If it's outside of the surveillance test he is
going to know what's going on. Coming out of that
surveillance test we have our channel checks and
verifications that redundant channels are matching.

MR. LEWIS: It sounds to me like a while back I
wag at a DOE plant and asked a related question, and was
told that the telephone lines that go into the computer are
only used for output and never for input. It was a new kind
of telephone line that I had never heard of.

1 think it pays to take these issues a little more
seriously than people do, and it pays to not get people like
us but sneaky people to look at the options because they are
the ones that know the game better than we do,

MR. GLADNEY: I fully agree with you. We have to
be gensitive to that type of issue, and not set the plants
up for a problem in that fashion by virtue of the fact that
the software was written to communicate directly to this one
apecific test cart,

MR. LEWIS: I am just reacting to the fact that
most of your answers have been in the direction of
describing how the system is intended to work under normal
conditions. One really has to lock at the next level, of

how it actually works to find what these sneak paths are.
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don't feel bad about the 12,000 lines of code of 15 to 20,
because a lot of that is the testing code and surveillance
¢ode, That's probably the code that wae looked at the least
in whoever was Jreviewing this.

MR. GLADNEY: It went through the exact same

process,
MR, KEMMERER: It went through the same process,

okay. But not checked for security -- presence of a trojan

horee or whatever. The big difference here is -- 1 am

actually surprised that this was brought up. The big
difference here is that you can go in and change what is
running on the system in a limited manner, just as in a
limited manner when you go up to an ATM, It's programmed to
do specific things.

But it may be that you can go up and get it to do
gsomething different if it has a trap door or trojan horse in
there with the appropriate sequence, You are absolutely
right, that with your background checke and eo forth, that
it requires a trojan horse written in there, It requires
scmeone getting the job at the company that happens to have
access to the cart and all those other things.

On the other hand, you don't want to ignore it
completely.

MR. GLADNEY: No. Clearly, also, the periodic

testing helps prove that that hasn't happened.
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1 functions and cone sittiny there 'wunning continuous
2 diagnostics. l
3 The one running diagnostice is call the tester

“ processor. It i1e the cne that goes ovt and injects |
s surveillance signals for testing. It is totally independent |
6 from -- :
7 MR. KEMMERER: What does the term inject }
8 surveillance signals mean. 3
9 MR. GLADNEY: It actually takes the signal and ;
10 converts it to analog, and injecte it back in the front end 1

il of the analog board for the system.
12 dR. KEMMERER: That analog board goes to both ;
13 processors, right? '
14 MR. GLADNEY: No. Then, the calculation processor !

1% loocks at the digital data that the analog injected signal i

1§ was converted to, massages that as if it was a true process ;
17 input and then tells the tester 1 jus’ =alculated chis E
18 value, ;
19 MR. LEWIS: You have to be extremely careful about E
20 using these anthropomorphic words like something tells ;
21 something else and somebody injecte something into them. In :
22 every case there's a wire connecting them. When you use a ;
23 term inject it means you have the idea of the wire carrying |
24 & signal in one direction. Any wire can carry signals in ;
25 two directions. It depends on what is at the ends of the

ANN RILEY & ASSOCIATES, LTD.
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:@; | 1 wires that determines that.
_ . 2 As far as periodic testing the reason 1 picked a
3 troian horse wus to think of something that would test out
: 4 just fine except on July 31, 1998 or something like that.
5 You neveyr discover that in periodic testing until July 31st.
6 1t. was the famous Michelangelo which was nothing at all, as
7 it turned out. The concept has often been used; things that
8 work just fine except in a particular time.
9 There are a zillion legitimate computer failures
10 that occur on leap year. It happens every four years, and
11 things like that. You can't use these anthropomorphic terms
12 about testing and be confident about what's happening.
13 MR, GLADNEY: One of the things that makes
14 Michelangelo style virus very devastating is, most computer
. 15 systems are set up with disk access where that disk can
16 carry that virus in. That is a level that is not accessible
17 here, You can't do chat, It forces somebody to really want
18 to be a saboteur before you are going to get that happening
; 19 in a system like this.
| 20 MR. LEWIS: I recommend that you be a little lees
21 confident. I also recommend that everybody read the Academy
22 report on this subject, which was a rather good report. It
| 23 contains In it a rather good virus written by -- I have
; 24 forgotten his name. He wanted to demonstrate that he could
% 25 write a virus that nobody would detect, and then he gave the
1
]
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code for it in the report.

It is just awfully easy to err on either side,
being an alarmist or being confident. I think it pays to be
somewhere in between.

MR, CARROLL: Just ae a general comment, vou were
concerned about pecple wanting to shut the plant down.

There are a lot eagier wayas to do it than getting inside the
plant and doing something with software.

MR. GLADNEY: Yes.

MR, CATTON: I think in this case you wouldn't
have to get into the plant. You would have to get in the
place that makes the Roms for the plant,

MR. CARROLL: All I am saying is that putting
three sticks of dynamite on four legged transrission tower
connecting the plant to the grid, is pretty simple.

MR. KEMMERER: Pick what you want to do. I caun be
pretty safe. I can already be in Brazil or wherever I am,
after I program thisg thing as Hal says, to go off at some
particular time or given the particular sequence or whatever
it 1s.

MR. CARROLL: My only point is, the only thing I
am concerned about in terms of sabotage is simply sabotaging
it so that it does not perform its function.

MR, KEMMERER: The reason I said shutdown in the

guestion which I am still not sure what the answer is, is
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box functions that all of these things purport to do, and

see exactly what they do and then have a proof that the only

thing that exists inside that computer is exactly what ie in

that black box function. No more and no less, and exactly

that.
Until you can -- you can talk in any level of

detail you want about these systems. But uncil you actually

knc'y what the mathematical function is written in terms of -

- you don't have to think of A plus B plus C -- written in

the terms of what the language of what this system is and

the stimulus and responses, after you have that black

function and until you see exactly what it does - because

the beauty part of a black box function is that it is only

written in terms of things that are eternal to it. You 1

don't have to worry about a memory because you know what it |

is, and then you hava to have the software that is |

functioning inside of there only executes that function. .
Then, you have to have some way to keep it under

control. The question you are asking about, keeping all of

this stuff under control after it's developed, it's a

security process which I think people -- I assume that
people know how to do something -- I don't know how to do
that.

MR. KEMMERER: The guestion isn't keeping it

secure after it's developed, it's keeping it secure when it
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is developed. I think that's what Hal was getting at.

MR. COBB: I understand what to do during
development and what that proof is. After I have that proof
and all done, then I understand we have to keer it secure. I
believe 1 have some understanding about how to keep it
secure during development. I assume that other people know
how to keep it secure after development.

That's something I don't know how te do. I am not
a Brinks Armored Car perscn and things like that.

MR. GLADNEY: Maybe this is an area that through
the V&V procese or some guidance issue we can strengthen the
V&V process, to make sure peuple consider these areas of
concern.

MR. COBB: That's one of the comrents that was
sort of periphery to the person who spoke just before lunch,
was talking about some of these things. That is all part of
the process. 1 agree.

MR. KEMMERER: Your testing is completely passive,
as far as the system goes, the protection system,

MR. GLADNEY: Yes.

MR. KEMMERER: Which is running on its processor.
All 1t is doing is feeding cut values that your tester then
says now I am going to sample some of these.

MR. GLADNEY: Right.

MR. KEMMERER: When you talk about running a test,

ANN RILEY & ASSOCIATES, LTD.
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it'e juet taking the values that are always there and

. 2 somitimes looking at them and other times not looking at

3 them, It is not -- what I mean befrween passive and active

4 ig, active means I will input something to go and see how

5 the processor works. It's only passive.
6 MR. GLADNEY: No, it is not. It is active.
7 MR. KEMMERER: 1If it's active, then you must be
8 doing something to the other to the other processor, or else
9 to the hardware that the processor is looking at.
19 MR. GLADNEY: 1It's the hardware.
11 MR. KEMMERER: If you are doing something to the
12 hardware and that processor is looking at it, then it gets
13 to the processor -- the transitivity.
14 MR, GLADNEY: Let me try and explain how it dors
| . 15 it. There is relay on the front end of the analog board
16 that switches between the field signal and the test signal.
17 That relay is only actuated through the test subsystem. The
18 processor doesn't know whether that relay is actuated or
19 not.
20 MR. KEMMERER: When it is actuated and you get
21 input from that system, that input is going intoc the actual
22 processor --
23 MR. GLADNEY: As an analog system, yes.
24 MR. KEMMERER: I don't care if it's analog or
25 digital, it's going in there.
. ANN RILEY & AS8SOCIATES, LTD.

Court Reporters
1612 K Street, N.W., Suite 300
Washington, D.C. 20006
(202) 293-3950




LRSS e DTy |

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

228

MR. GLADNEY: But you want it to. That's how we
are doing the surveillance, we are injecting an analog value
to make sure the calibration of that front end is giving us
a true output,

MR. KEMMERER: Then, the two processors are not
isclated. I don't care where it's analog or digital, it's
going in and not isoclating it.

MR. GLADNEY: Yes, but where it goes matters.

MR. LEWIS: You can't communicate with an isolator
failure.

MR. GLADNEY: No. That level has to be there. I
can't over those analog lines, send back in code to the
processor. But I do send in an analog signal, and that
analog board on the front end is electrically isolated going
into the processor.

MR. KRESS: The processor has to know that this is
a test signal.

MR. GLADNEY: No, it does not.

MR. CATTON: All he is doing is switching from one
source of analog input to the other, and the other is his
test. You do the same thing on the other end?

MR. GLADNEY: Yes, we do, on the bistables,

MR. CATTON: This thing ie isolated. He's sending
in an analog signal.

MR. KEMMERER: The idea is you have this code in
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there --

MR. CATTON: Then you activate it with this.

MR. KEMMERER: I go throdgh the tester, I send in
the right analog signal to the right sequence of analog
signals, such that one sees that it doesn't shut it down.

MR. KRESS: It pulls out all the control rods.

MR. CATTON: 1 think it certainly could do that.

MR. KEMMERER: 1It's not isolated. You have a
danger there that maybe that same signal might come through
-- naturally and melt it when you don't want it to, but it's
there. I am not trying to make a big thing about this. You
brought it up, to my surpr.se.

The problem that occurs -- and I saw this at a DOE
lab also, where you have to be very careful about saying we
don't have to worry about it, we are isclated. You don't ;
have to worry about it, the connection is too simple.

MR. GLADNEY: The trojan horse scenario, clearly,
the only way we can solve that problem is provide guidance
to specify any V&V or design program considers these aspects
as they write the code.

MR. LEWIS: You really can't, because people get
out of the input domain you are talking about. The analog
signals, I don't know what happens if you drive them
nonlinear, if you overload the circuits. I don't know what

the interaction between circuits is.
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| SOFTWARE ISSUES TO BE DISCUSSED

. Is it feasible to produce correct software? Correct software provides ItS users

with failure-free behavior.

) What engineering practices should software developers follow to increase the

probability of producing correct software’

Is it is feasible to specify a correct function?

4 What engineering practices should software developers follow to increase the
probability that the function defined in the software specification is "correct™”

What is the probability that software satisfying the stringent reliability

requirements can be efficiently produced using the suggested practices’

What methods should regulators follow to determine the likelihood that the

)

software 1o be licensed is correct so it will provide failure-free performance:

What is the probability the regulators will make a licensing error when

employing the recommended techniques?’




CONCLUSIONS

Correct (failure-free) software can be produced and verified.
Correct functions can be developed and verified for the software components.
A quantitative certification process exists 1o access the quality of the end product.

The process used to develop the functions and the software can be reviewed and
regulated by the NRC.

Compilete verification proofs and ~=rtification tests can reviewed and regulated by
the NRC.

Software can be the most reliable part of a shutdown system.

These claims are not based on wishful thinking but are based upon the application of
sound engineering practices which are rooted in a firm mathematical foundation.
The principal inventor of these ideas, Dr. Harlan D. Mills has named the set of these
praciices Cleanroom Software Engineering.




PRODUCING CORRECT SOFTWARE IS FEASIBLE

Correct software provides exactly the behavior defined in its specification. Correct

software provides failure-free performance.

Software development is the process of
constructing a rule for a mathematical

Specification function such that when the software is Software
Dcs:rc.d executed it provides the specified behavior. Realized
Behavior *™1__Behavior

The craft-based practices in common use today are not adequate for software
development since the cut-and-try practices frequently result in ertor prone code.

Engineering-based methods for software development based on a sound science
foundation are now available. Such methods can be used to develop a correct rule,

expressed in the chosen programming language, for a given function.

A program is nothing more or less than a mathematical writing that can be
manipulated, analyzed and reasoned about.

’W &



THE SIMPLER THE REQUIRED BEHAVIOR THE
EASIER IT IS TO DEVELOP AND VERIFY THAT THE
SOFTWARE IS CORRECT

Since that designers of shutdown systems only require its software components
to perform single, clear functions, it will be easier to develop and verify the
correctness of the shutdown software than it is for most other software projects
where the software is being asked to perform a multitude of more complex
functions.

In most project situations the emphasis is on developing a correct program, not
on developing a proof of correctness. In this situation the stress is on developing
a correct program and recording the proof of correctness so all interested parties
can evaluate the proof to insure the programs provide correct behavior.

The effort of documenting a complete proof of correctness is directly
proportional to size of the program. In this situation since the designers are
planning for small, simple straight forward programs, the task of preparing
complete proofs of correctness is a reasonable effort.




A SIMPLIFIED VIEW OF SITUATION

Typical shutdown channel (1 out of 4)
(Not in full detail and not representative of any single manufacturer.)

to
O 1MLX Average Power -MLUX ' 1S | reactor
o—{Muix] Reactor Limils’EM—U—)Z]-_>L > \LQIZIING}’ trip
 MUX Area Radianon LMUX S from'othcr channels
O—— MLIX Emergency Core -MUX ANALYSIS | to
Cooling to other channels control
devices

Key points:
Components per channel - 14+ (more like 20 due to multiple data acquisition lines)
Total code per channel - 12 - 20 KLOC
Each software item provides a small, single, well defined function.
No requirement for operating system, DBMS or other error prone COTS software

There are examples of such small well defined software systems that have been

carefully developed and formally proved that are providing failure-free performance
over years of heavy usage.
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ENGINEERING PRACTICE FACILITATE THE
DEVELOPMENT OF CORRECT SOFTWARE

It is our opinion that in 1993 the software industry is capable of engineering
failure-free software for the shutdown application and the NRC can verify that the
software industry has in fact engineered the required software. Furthermore, we
believe the software can be the most reliable 2lement in the shutdown channel. These
beliefs are not based on wishful thinking but on the application of rigorous
engineering practices which are rooted in sound mathematical theory.

We call these engineering practices Cleanroom Software Engineerirg. Software is
designed using sound mathematical principles in a series of small refinements each
followed by a verification . The result is that design faults are kept out so they do not
have to be found by testing and then removed. Thus we make the analogy to
cleanrooms which electrical engineers use to keep dirt and other contaminates out of
precise assemblies.

In the next slides some of the differences between craft-based development and
engineering-based development are highlighted.




Craft-based Development Engineering-based Development

A program is regarded as lines ol A program is regarded as a correct rule for a

mstructions function

Programs are normally recorded using Programs are always recorded using

structured constructs. structured constructs.

A specification is regarded as a list ol A specification ic regarded as a clear, precise
b requirements that leave many details description of desired behavior. Black box

for latter invention. Specifications are functions define behavior. No details are

often considered to be a burden. omitted. Specifications are expanded to

code when they are complete.

No formal transformation process is e specified function is transformed mito
known or used. Debugging is used to code in a series of small refinements. =ach

refinement 1s followed by a proot.

verify code.

Failures are expected and accepted. Failures are considered to be unacceptable.

Programs are regarded as private artl. Programs are regarded as public hiterature.




Craft-based Development Engineering-based Development

Testing is used as a means to find Testing 1s used to confirm the hypothesis of
program faults. correctness.

Tests are designed to cover all program  Software is evaluated using a random sample

paths. This i1s an impossibie goal. of expected usage. A Markov model is used
Anecdotal arguments are used to exiend to define the probability density function.
observed results to the population. Sample reliabilities are used to estimate

population reliabilities.

Projects are organized around individual Projects are organized around engineering
craftspersons performing activities. teams producing documents.

Projects are often not under the Projects are organized to keep them within
intellectual control of the project team.  the intellectual control of the project team.




THE CLEANROOM PRACTICES HAVE BEEN
DEVELOPED AND REFINED OVER 25 PLUS YEARS

Development
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REDUCING THEORY TO PRACTICE HAS

RESULTED IN MEANINGFUL RESULTS

Development Operational Productivil
Development Practice Defectss KLOC  Defects’KLOC  LOC/Staff Mo
Traditional (unstructured 50 - 60 15-18 unknown or
programs, bottom-up design) unmeasurable
Modemn (structured 20 - 40 2-4 75 -475
programs, top-down design,
code inspections)
Early Cleanroom (structured <3 < ] 700 - 750
programs, top-down design,
functional verifications,
usage testing)
Later Cleanroom (early A << ] > 750

Cleanroom plus box
structures, Markov chains,
improved specs & process)
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SOFTWARE AND SPECIFICATION FAILURES (1 of 2)

A failure occurs when the system does not provide the required service.

A specification failure occurs when a system does not provide the required service
because the system designer did not account for somne circumstance or otherwise
specified an improper or incomplete function to describe the desired behavior.

A software failure occurs when the system does not provide the required service
because the software designer introduced an unintended deviation from the
specified behavior.

Software systems failures also cccur when the software designer and the system
designer do not fully communicate because the specification is imprecise.
incomplete or otherwise misleading.




SOFTWARE AND SPECIFICATION FAILURES (2 of 2)

Since most software projects lack a rigorous process it is very difficult to classify
fatlures in to one of following categories:

Software failures are due to mnitial design

Software failures are due to changes to a previous design

Specification/Software failures are due to imprecise specifications

Specification failures are due to wrong or incomplete specifications

We do know that most software failures can be traced to changes to a previous
version of the software. The cause of the change may in response to a correction to
a previous design error, a reinterpretation of a system requirement or in response o
a specification shortcoming. Careful observations indicate that between 1 time in 10
and 1 time in 20, say 15% of the time, that when software is changed the resuit is
the introduction of a fault that can result in a failure. These observations are make in
organizations that are regarded as examples of the best software development
organizations.




SOFTWARE AND SPECIFICATION "AILURES: A
RECOMMENDATION

In evaluating issues relative to potential system/software safety failures,
carefully identify each potential source of failure and take appropriate action 1o
mitigate the possibility of introducing failures from each source. For example,
clearly separate software development 1Ssues and specification preparation

ISSUECS

Specifications define desired behavior to prov ide some service by defining a

“w ia

function that describes the desired behavior.

Software is a rule that will provide the desired behavior when 1t 1s installed on

the specified processor by accepting a stimuli (argument) and 1ssumng a correct

response (value) according the intended function contained in the specification.




CONCLUSIONS/RECOMMENDATIONS FOR
FIRST TWO ISSUES

Is it feasible to produce correct software?

2.  What engineering practices should software developers follow to increase the
prcbability of producing correct software?

It is feasible to produce correct software.

The probability of producing correct software is greatest if a rigorous
mathematical based engineering method like Cleanroom Software
Engineering is used. If correct software is desired, minimize changes to the

software.




DEVELOPING SHUTDOWN SOFTWARE

For each software item

Develop software from the black box function contained in the approved,

complete, rigorous specification.

Develop software top-down, in a series of small refinements.
Verify each refinement.

Record each refinement in the design hierarchy.

The complete design trail must present a full and complete proot argument
that the software will provide exactly the behavior defined n the

specification.




CERTIFYING SHUTDOWN SOFTWARE

For each softwarc item certification will begin when the development team

is satisfied the software is correct.
Certify the software using a statistical significant sample. Generate test
scenarios using a Markov model which can be used to constructively
generate the probability density function of use.

The certification team will establish the software for execution.

The certification team will then run sufficient failure-free executions to
enable the software to be certified to the desired reliability.

If any failures are encountered, the software should be rejected if it is found
that fault causing the failure is not the result of simple mathematical
fallibility.

Any failure due to mathematical fallibility should be fixed by the
development team and all verifications must be recertified.




CERTIFYING THE SHUTDOWN SYSTEM

When all the individual components have been individually
certified, assemble the system and

Certify the coftware using a statistical significant sample. Geuerate test
scenarios us:ng a Markov model which can be used to constructively
generate the probability density function of use.

The certification team will then run sufficient failure-free executions to
enabie the system to be certified to the desired reliability.

if any failures are encouantered the system should be rejected if it is found
that fault causing the failure is not the result of simpie mathematical
fallibility.

Any failure due to mathematical fallibility should be fixed by the
development team and all verifications recertified. The component should
be recertified.




SPECIFICATION CHALLENGES
Specifying the desired behavior for the shutdown channel.
Insuring the specified channel behavior considers all safcty related possibilities.
Allocating a mission to each of the channel components.

Preparing specifications which define each component’s behavior.

Verifying that the composite behavior of the behavior specified for each of the
components is equivalent to the specified behavior for the shutdown channel.

Selecting or building components to minimize the possibility that a common
mode failure overrides the redundancy built into the channel in such a way that the
system fails to function when it should.

These challenges confront the shutdown system designer no matter if
software components are included in or excluded from the design. The
presence of correct software only enhances the design choices and makes it
possible for the designer to specify a better solution.




SPECIFYING CORRECT BEHAVIOR FOR A
SHUTDOWN SYSTEM

The problem 1s the same if software components are included or not included.
All safety 1ssues must be clearly identified and mitigated by the specified design.

The specification task is considered more manageable by knowledgeabie
authorities on reactor operations if software is included due to the ability to specify
improved control logic and its dependability since it cannot wear out prematurely.

Use black box functions to specify desired behavior for the system and for each
component. (See next slide for information on black box functions.)

Record the specification for the system and for each component of the system in
an appropniately modified version of the six volume Cleanroora specification.
(See second next slide for high level outline of six volumes.)




BLACK BOXES: SOME FUNDAMENTALS

= EEEE

A black box is a mechanism that accepts stimuli and for each stimulus, produces
a response before accepting another stimulus; furthermore, each response is
unmiquely determined by the history of stimuli accepted by the black box.

Every system exhibits black box behavior.
Biack box transition
Stimulus History — Response
External behavior only

The user view
No state (data), no procedure

‘ e



A CLEANROOM SPECIFICATION

Volume Purpose
Mission A precise statement of the requirements

User's Reference A defimition of the stimuli and responses invented so the
Manual system can tulfill its mission

A black box function that defines system responses in
terms of stimuli histories

System Function

Specification A nigorous argument that the system as defined will meet
Validation its defined mission

System Usage Profile The probability density function for system usage in terms
of a Markov model stating the probability of moving from

system state i to system state |

Construction Plan

A plan for building the system in a series of increments
such that each accumulation of increments is executable
by user stimuli




COMMON MODE FAILURES

An important salety issue facing the designers of a shutdown system is to devise
system that is immune to common mode failures.

The concern is that a hardware design error, a software design error or a software
programming error may result in a common mode or common cause failure of
redundant equipment. (NRR Slide)

We would prefer the following restatement because we believe it more ciearly
ident.i.es the cause of the problem and therefore a search for solutions:

The concern is that a hardware specification failure, a hardware
manufacturing failure, a software specification failure or a software
impiementation failure may result in a common mode or common cause
failure of redundant equipment.




COMMON MODE FILURE DEFENSES

The defenses against common mode failure are

Quality and
Diversity

Defenses against software implementation fatlures:

Quality Use rigorous methods to develop software
Develop and record compiete proofs for the software
Certify the software

Diversity  Develop, verify and certify a separate rule for some (all) components

Defense against software and hardware specification failures:

Quality Use black box functions
Develop a complete specification
Review specifications with a jury of peers

Diversity  Not analyzed

Defenses against hardware implementation failures:
Not analyzed




CONCLUSIONS/RECOMMENDATIONS FOR
SECOND TWO ISSUES

3. Isitis feasible to specify a correct function?

4. 'What engineering practices should software developers follow to increase the
probability that the function defined in the software specification is
“correct™?

If it is possible to define wher: a power plant is to be shut down because it is
entering an area of unsafe operation then it must be feasible to specify a system
that will perform the desired mission including minimizing the probability of
common mode failures.

The designers should make use of black box functions to record the desired
function for the system and each of its cemponents. The specifications should
include all features of the Cleanroom six volume specification.

The NRC should license the design prior to its impiementation. The
implementation can then be licensed when it is demonstrated the
implementation provides the specified behavior.




VERIFYING COMPONENT SPECIFICATIONS

Shutdown Channel

e -

!

Cl C2 C3 c4 |

A

The black box behavior for the shutdown chanpel can be derived by combining
the black box behavior for C1, C2, C3 and C4. i'he derived black box behavior
can then be compared to the intended black box hehavior for the shutdown
channel. In this way the allocation of function to the individual channel
components can be verified.



FEASIBILITY OF ECONOMICAL DEVELOPMENT
OF THE REQUIRED SHUTDOWN SOFTWARE

Most of the required effort is necessary even if the system does not use
software.

The inclusion of software components causes concern for two reasons:

Hardware engineers have had a history of success so we do not worry.

Software developers have a history of confusing specifications
preparation with software implemendation. They also have a history of
using inadequate practices to develop software. In summary, software
developers have a poor track record.

Using the practices associated with Cleanroom Software Engineering software
developers can efficiently produce high quality software.




RECOMMENDED PROCEDURE FOR DEVELOPING

AND CERTIFYING A SHUTDOWN SYSTEM

fori

Fully and completely specify the desired behavior for the system and the desired
behavior for each component prior to initiating software development. Desired
behavior should be specified using a black box function to facilitate the full and
complete communication of the intended behavior.

If software is a component of the system, develop the software top-down by refining
the specified function into a ruie that will provide the specified behavior when it
executes on the specified computer. Verify each refinement using functional
verification. Independently certify behavior by using statistical usage testing. Reject
the software implementation if too many failures are found or any failure that is not
the result of mathematical fallibility is encountered.

Integrate and certify the system behavior bv using statistical usage testing. Reject the
system if too many failures are found or any failure that is not the result of

mathematical fallibility is encountered.

The NRC should license the decign and the implementation of the design separately.
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OUTLINE OF SPECIFICATION DOCUMENTS

Specification for
Shutdown System

» Mission

» System Function

« System Components

« Allocation to channels
« Safety Analysis

» Validation Argument

» System Usage Profile

e Construction Plan

Specifications for
Each Channel (4)

« Mission

» Channel Function

» Channel Components

« Allocation to components
« Safety Analysis

» Validation Argument

» Channel Usage Protile

» Construction Plan

r

Specification for
Each Component

* Mission

» Software Function

» Hardware

» Stimuli/Responses

» Validation Argument
» Usage Profile

» Construction Plan




METHODS THE NRC CAN FOLLOW TO DETERMINE
IF A LICENSE SHOULD BE GRANTED

For Process The plans should clearly separate specification preparation
Review and software development.
The development method should be rigorously based on
the mathematical foundations of software.
The development method should minimize debugging.
The process should be clearly identified.

For Design The specifications should be complete and include black
Approval and box functions and usage profiles. Otherwise, the NRC
Licensing should use the same means they use for other systems.

For Component Evaluate process and failure history.

Certification Evaluate a sample of proofs. If any proof is found to be in

and Licensing error reject software. (A 100% sample is possible.)
Evaluate certification history.

For Channel Evaluate process and failure history.

Certification Evaluate certification history.
and Licensing

° = ®
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Relative to implementation Cor
he proposed procedures will identify systems/soitware that are failure

prone.

The procedures used should be geared to reject marginally acceptab.e

1 T ~ thie 1t 11 ko » » 3T A TR AR 7} swtnilo e r P14y
SYSICIMS. I(‘ d(' inis it will be necessary 10 {‘ILQ.II'\ a t‘.tialﬂli certificanon

plan.

i1 the ruummulu\d software de¢ \:‘mp:nu.! methods are followed. the

software should be the most reliable element in the shutdown ¢ hannel
Relative P S
elative to specification COrmrecingess

All human activity is subject to fallibility and therefore, design omissions are
possible. That is why effort must be focused on design specilications and the

design should be the subject of a separate licensing action




WHAT IS THE PROBABILITY THE REGULATORS

WILL MAKE A LICENSING ERROR ?

Relative to Relative to
Specifications Implementation

. ~g - ﬁ{
Type 1 Error: Accept a What is the !

sxstem that shouid be likelihood of 2 Very i |
rejected

design oversight? *

Type 2 Error: Reject a
system that should be Very Low Lo
accepted

* We believe this is the vital issue tha’ Professor Leveson has been atiempting
io get software industry to focus on but we think her message sometimes gets

lost because of a lack of a clear distinction between specification failures and

software failures.



TOPIC 1: IS THE SIZE/COMPLEXITY OF NUCLEAR
SAFETY-RELATED SOFTWARE SUFFICIENTLY
LIMITED TO PERMIT EFFECTIVE USE OF FORMAL
V&V METHODS?

Yes. The proposed designs decompose software items into small blocks each
with a well defined, self-contained function. The software development,
verification and certification issues all well in the bounds of what we can expect
to accomplish with Cleanroom methods as they are understood and applied in
1993.

The current craft-based practices that are in wide spread use today are not
acceptable for most applications to which they are being applied and certainly not
ior the application being discussed at this hearing.




TOPIC 2: OVERALL ASSESSMENT OF THE BEST
METHODS FOR SOFTWARE CERTIFICATION/V&V IN
TERMS OF EFFECTIVENESS, EFFICIENCY,
COMPREHENSIVENESS AND DEGREE OF ASSURING
HIGH RELIABILITY/FIDELITY IN SOFTWARE SYSTEM
PERFORMANCE

If humans were infallible, the proofs prepared during development should
guarantee the software would provide correct performance.

Since humans are fallible subjecting the proofs to independent peer review will
increase the likelithood of detecting a fault. The use of statistical testing will also
provide an added measure of assurance.

Using the recommended methods the question will not be:
Does the software behave as specified?
The question will be:
Is the specified behavior adequate to perform the defined mission?




TOPIC 3: ENDORSEMENT OF SPECIFIC SCFTWARE
DESIGN CRITERIA AS PROMULGATED BY
PROFESSIONAL SOCIETY STANDARDS (E.G., ASME
NQAZ2, IEEE/ANSI-ANS 7-4.3.2)

In general, software development standards codify craft-based practices and

therefore are insufficient for developing quality software

I'he methods and practices we are recommending are sufficient for the

HHP;L‘”}("RRHH‘H of software SYSICMS o \‘H!‘\ff\ the Spec ified mission.




TOPIC 5: APPROACHES TO MANAGING SOFTWARE
RISK BOTH IN SOFTWARE DEVELOPMENT AND IN
SAFETY SYSTEM OPERATION

Use the highest quality software development practices possible. Avoid all high risk
activities.

Carefully prepare and evaluate the specifications from a safety analvsis standpoint.

Designers want software functionality to specify a more robust system since
software provides functionality that hardware devices cannot provide.

Designers want software devices because
software components do not fail to operate when required as hardware
components do.

systems which contain software components can provide self assessment so the
premature failure of hardware devices can be detected as soon as they occur.

In general, scftware provides sysiem benefits. Craft-based development methods
introduce implementation risk. Engineering-based development methods mitigate
the software implementation risk.




DEVELOPING THE SHUTDOWN SYSTEM REQUIRES

Specifying the desired behavior for the shutdown system.

Insuring the specified behavior 1s complete.

Defining the components that comprise the shutdown channel.
Allocating a mission to each of the channel components.

Specifying the behavior for each component.

Verifying that the composite behavior for all the components provide the
same behavior as the specified behavior for the entire system.

7. Developing each component by:

» Implementing the specified behavior.

* Documenting complete proofs of correctness.
» Certifying each component provides failure-free behavior.

AN e o

8. Assembling the channel.
9. Certifying the channel provides failure-free performance.

Cleanroom methods provide the means to accomplish steps 6, 7 and 9 with
engineering rigor. Cleanroom methods also provide the means to support the
steps 1, 2, 4 and 5 due to the rigor provided by using black box functions in

specificaticus.

® ° »



CONCLUSION

Software components provide substantial benefits to the designer of control
sysiems.

The nisk associated with specifying software components is that the delivered
components may include implementation faults that can result in a failure prone
operation. Due to the youth of the software industry such flawed software is
common.

The software implementation risk will be mitigated when software solutions are
engineered instead of crafied.

The engineering methods we have proposed permit the industry to develop
verified, certified failure free software components.

In this way shutdown channel designers can obtain the benefits offered by
software components.
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4 The purpose of this paper is to amplify the testimony presented by Software Engineering

. Technology, Inc. (SET) at the February 9, 1993 meeting of the USNRC Advisory Committee on
Reactor Safeguards and the Computers in Nuclear Power Plants Subcommittiee by providing
additional technical details not covered in the 80 minutes provided.

1.0 Outline of Testimony

In the executive summary, seven facets of the issues that are relevant to the subjoct of the
hearings are identified. Included also are a summary of recommendations. Following the
recommendations, a brief history of software development is presented to put the
recommendations into perspective. During this discussion aspects of the software development
effort for a shutdown systern are discussed. Several appendices provide additional information
that are relevant to the deliberations of this subcommittee.

2.0 Executive Summary

The objective of this testimony is to provide information on mathematical results and associated
engineering practices that permit the specification, development, and certification of highly
reliable software. Our testimony recommends that manufactures specify, develop, and certify
shutdown software using Cleanroom Software Engineering practices. The Cleanroom engineering
and management processes and practices will enable manufacturers to demonstrate, to the full
satisfaction of the NRC, that the software they provide meets the required reliability levels.

. The nuclear industry desires to employ software components in advanced digital 1&C systems in
order to exploit the significant control benefits provided by software technology. These benefits
include (1) the ability to replace traditional set point logic, implemented in arrays of relays, by
algorithmic approaches which offer better results, (2) continuous on-line testing, (3) self-
diagnostic aids, (4) high accuracy and drift free operation, and (5) use of signal multiplexing and
fiber optics for isolation. Only the use of software technology will provide these benefits,
Unfortunately, the software industry does not have a sterling record when it comes to developing
failure-free software. The NRC is, justifiably, concerned that the price of gaining the Lunefits
may not be worth the risk. However, as this testimony will show, the software industry is
capable of engineering failure-free software for the shutdown applis#tion and, ferther, that the
NRC can verify that this has been accomplished. Moreover, the software components can be the
most reliable elements in the shutdown channel. This testimony shows that these beliefs are not
based on wishful thinking but on the application of rigorous engineering practices, rooted in
sound scientific and mathematical theory.

2.1 Software Issues Relative to the Shutdown System
The NRC must ascertain the reliability of shutdown software to .nsure thar it satisfies the

stringent reliability requirements placed on systems deployed in nuclear power plants. The facets
of the issues relating to this task that we will discuss are:
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The feasibility of producing correct software. Comect Software is software that provides
exactly the behavior defined in its specification. Correct Software provides failure-free
performance.

The feasibility of specifying a correct function. A correct function is a function which
defines the behavior of a sofrware system such that if software exists which exactly
provides the defined behavior then that software will fulfill its mission to the full
satisfaction of all stakeholders in the software.

The identification of engineering practices that software developers must follow to
increase the probability that they will produce correct software.

The identification of engineering practices that software developers must follow to
increase the probability that they will prepare a correct function for inclusion in the
software's specification,

The probability that software satisfying the stringent reliability requirements, required by
society for nuclear power plants, can be efficiently produced using the suggested
engineering practices. Software reliability, is defined to be the probability that a given
execution of a software system results in failure-free behavior. The complement of the
reliability is the probability that an execution produces a failure. For example, a
reliability of .99999 indicates the probability of failure is 10* or that the software is
expected to fail less than 1 time in 100,000 uses. A use for the shutdown system is a
combination of stimuli that result in the requirement that the plant be shutdown.

The identification of methods that regulators should follow to deteimine the likelihood
that the software they are being asked to license is correct software and, therefore, will
provide failure-free performance.

The probability that regulators will make a licersing error when employing the
recommended techniques. There are two types of possible licensing errors (i) a “type |
error” is made when the regulators accept (license) software that they should have rejected
(because, in reality, the software is not sufficiently reliable) and (ii) a "type 2 error” is
made when the regulators reject software that they should have licensed (because, in fact,
the software was sufficiently reliable).

Before summarizing our conclusions relative to these seven issues, the nature of the software to
be developed for a shutdown system must be considered as it impacts each decision that the NRC
faces. This is the topic of the next section.

2.2 An Overview of the Shutdown Software: It is a Small, Self-Contained Application

The design of the shutdoun software is significantly less complex than many other software
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] systems being developed today. The design considerations involved make it much easier to write
. correct software and to prove correctness for the shutdown system. The factors that contribute
to this simplicity include the following.

Because of its size and isolation, the entire shutdown software can be under the
intedlectual control of the development team. There is no need to include an operating
system, a data base system, or any other form of COTS software to contribute to failure
possibility. This is not typick. of most software systems.

The software system is small, less than 20,000 lines of code spread ove: more than 14
processors in each shutdown channel. There are many examples of critical components
of the same size that have been developed with great care and formally proved that
provide failure-free performance over years of heavy use.

The specification of the mission of each software item is well-defined, thus, it is poseible
to create an accurate, clear, and sigorous specification of the function to be performed.
Again, this situation is much simpler than in typical software systems. Included in the
specification is a full hazard analysis and the associated measurements. This analysis is
performed at the specification level so that proving the implementation resolves such
issues can be achieved by developers.

Since the entire software system can be maintained under the intellectual control of the
development team and no tight time constraints exist, the common sources of failure prone
software development practices can be avoided. For example, there will be no need to
use arrays or dynamic memory allocation which plague many craft-based practices.

Using the Cleanroom engineering practices, discussed in this document, it will be possible
to formally prove every software construct. The effort will be less than it takes to write
a typical math book.

Using the Cleanroom engineering practices, it will be possible to develop a formal and
concise model of expected usage that will facilitate an accelerated testing regime enabling
a quality estimate to be achieved that exceeds the anticipated useful life of a power plant.

The major challenges facing the designers of the shutdown channel are:

to develop & design that permits the combination of hardware and software to always
work in the face of all possible conditions the shutdown channel may be affected by, and

to develop the software and select other components such that common mode failures will
not influence the effectiveness of the system.

The two defenses against common mode failures are: quality and diversity. We hope t0
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demonstrate that the software can be developed in such a way that it can be expected to provide
failure free performance. The major question is to show how the software components are
diverse. The only sc'ution that we have been able to develop to insure diversity is

¢  Since there are an infinite number of correct rules for any function, a different rule can
be deveioped (from the same specification) for each of *+ four ghutdown channels.
Although this increases the development work, the certif.« tion work is not affected.
Engineering judgment will have to be used to determ'nv if this added degree of
confidence is justified.

The solution to the major two issues is to define the shutdown channel and to assign a clear
precise mission to the softwai> components of the channel and then to develop the software in
such a way that one has a very high confide «e that the software fulfills its assigned mission,
2.3 Summary of Conclusions

The following is a summary of conclusions relative to the seven facets facing the NRC.

1. It is feasible to develop correct software for the shutdown application.

2. It is feasible to correctly specify the function that the software must fulfill so that it can
satisfy its portion of the shutdown mission as defined in the system specification. The
issue is it possible to specify a function for the shutdown system in total so that it
contains no omission or otherwise contains an error. This latter point is not a so.cware
issue but a system specification issue.

3,4, The software develoners should utilize the set of software engineering practices that have
been identified as Cleanroom Software Engineering (*) by its principal inventor, Dr.
Harlan D. Mills, to specify, develop, and certify the shutdown software. Using these
methods, the manufacturer can

(i) prepare a specification that fully and completely defines the mission to be assigued
to the shutdown software,

(i)  develop essentially correct (failure-free) software (< 1 failure per 10” uses),

(iii)  develop a deductive proof of software correctness,

(iv)  perform a statistically valid experiment that permits the organization to 1nake the
claim that the control channel operates correctly at least 99,999 uses out of
100,000 uses with a confidence of 99.9%

- The manufactures will be able to efficiently specify, develop, and certify the software
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using the recommended methods. In fact, successful application of Cleanroom will make
the software among the most reliable components in the entire channel.

In processing licensing applications for the software, the NRC should follow the following
procedure.

(i) Assess the software specification to ensure that the function which has been
defined will, indeed, shut down the plant whenever the measuren..ats of the
physical parameters substituted into the specified equations indicate to do sc. If
any error is found in the specification, the entire application should be rejected.
The specification assessment must include and evaluation of the engineering
solution to the common mode fuilure problem. At the same time, all identified
safety hazards, and the planned solutions, must be assessed.

(ii)  Assess the proof of correctness for the software. This assessment can be carried
out in a number of ways. For example, the commission's staff can take a random
sample (say 10%) of the individual functional verifications that make up the entire
proof and have them presented to a jury of peers or have them performed by an
independent organization. If no mistake is found, the proof could be accepted.
The commission could, of course, take any size sample they feel necessary,
including a 100% sample. If any mistake is found in any of the proofs, the entire
application should be rejected. When the software development organization
utilizes the Cleanroom practices the complete design trail is always available.

. (lii)  Assess the test suite that was executed to ensure they were performed correctly
and do, indeed, verify that the channel provides the claimed reliability.

(iv)  Combine all evidence to accept or reject the licensing application.

7. We believe that if the NRC utilizes the recommended methods the staff will be avle to
reach an informed conclusion that minimizes the probability of either accepting software
they should reject or rejecting software they should accept.

. Appendix A provides a brief overview of the Cleanroom engineer.ng practices while
Section 3 provides a brief history of software development practices tc put into
perspective the difference between Cleanroom practices and the craft-based software
development practices you have heard about in the previous sessions of these hearings.
Our hope is that in this way you will be abl. to understand why Cleanroom practices
provide the necessary capabilities to meet the stringent reliability requirements of
shutdown software.

In some cases, a vendor may already possess sottware that they believe to be correct. Similar
mathematical procedures can be used when determining to license such software. If the vendor

‘ ACRS Meeting Page 6



T a——

does not have a specification in the required format, it will need to be created. They most likely
will need to prepare the required correctr=ss proof using function abstraction techniques. Testing
may have to be repeated. In any case, the recommended procedure to support licensing will not
be burdensome if the zoftware is, in fact, correct. It will be burdensome if the software is not
correct because the r:commended process will find the flaws in the software; which, of course,
is the purpose of the process.

2.4 Application of Recommended Methods In Other Industries

One obvious questinn is that if these ideas are so good, why isn't everybody using them and why
bsven'i earlier testmonies identified them?

As will be seen in the next section, some of the engineering practices that comprise Cleanroom,
have been in use since the 1970s. The structured programming concepts have improved average
quality across projects from small to large by a factor of 5. For those installations that included
the functional verification element, the improvement was a full order of magnitude. Research is
continuing to perfect the mathematical basis and associated engineering practices for Cleanroom.
The improverent since 1990 hax been significant. The ideas that complete the entire Cleanroom
process, as mcommended for use for developing shutdown software, were first specified in the
1989/1990 tme period and have been perfected in the last several years. Cleanroom is a
complete software engineering discipline that is comprised of field-proven techniques (many of
which have been borrowed by other technologies) and newly developed methods.

SET started to actively promote the wider use of the Cleanroom practices in 1991, Organizations
that requi. . reliable software were targeted for obvious reasons. We have a series of successes
with DoD agencies and telecommunications companies and are continuing to work with
organizations in both areas. With the introduction of the new energy bill, the rebirth of the
nuciear industry may be at hand. Therefore, the NRC staff was contacted. They showed genuine
interest and recommended that we present our ideas to the manufacturers who will be developing
the software. They provided us with names of each potential manufacturer. We have talked to
all of them and have received a positive response about the potential that the Cleanroom
technoiogies offer. At the suggestion of the manufacturers the ARCS committee was contacted.
That i why we are here today.

it is our belief that the Cleanroom ideas can help the nuclear industry develop the right solution
for this critical application.

3.0 Software Development: A Short History
Society has been developing software for a relatively short period of time, say 40 years, or about
one human generation. In this short time, a vigorous commercial industry has emerged. The

industry is based on programmers working as craftspersons. As more and more critical
applications come under software control, the need to move away from craft-based software
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development to engineering-based practices is becoming paramount. It is the destiny of software
development to become a true engineering discipline with theosy and practice similar to that of
other engineering disciplines. In this section, we will review the progress being made toward
developing an engineering-based practice for software development.

The basic problem, with which the NRC and the nuclear industry is struggling, can be stated as
follows:

Is it possible to develop software for inclusion in safety-critical applications (e.g.,
nuclear power plants) using craft-based approaches to software specification,
development, and certification?

The answer must be an emphatic NO! Software destined for any application, especially a critical
application should not be crafted, it should, and must, be engineered Civil engineers do not
build bridges by applying a craft, they do it through the application of sound engineering practice
that is supported by scientific and mathematical theory. The same should be true of constructing
software, which can have as many or more lives depending on it.

Society has found, through experience, that it is qaite difficult to construct failure-free software
using craft-based practices. The difficulty and frustration that users experience when software
fails is an all too familiar experience.

During this first hruman generation of software experience, there have been those who have been
developing scientific foundations to support the emergence of a software engineering practice for
software specification and development. These individuals and their nssociates have been
expanding the current state of practice using these ideas.

3.1 Structured Programming

During the past 40 years, society has made enormous strides in improving the general level of
craft-based approaches us a result of integrating some of the scientific ideas. The idea that has
had the most significant impact in improving the ability to develop correct software is most
certainly structured programming and the associated design practice of recording a structured
program in a top-down, systematic fashion.

A structured program is a program that is written using only sequence (i.e., do ...
od;), alternation ( i.e., if ... then ... else ... fi;), iteration ( i. €., do ... until ... od; or
while ... do ... od;), and concurrent (1.€., con ... noc;) control structures.

When Injkstra in 1969 [1] suggested that a program could be written using only structured
statements the idea was ridiculed -- most people thought it was imnossible to write a program
without a Go To swatement to define the flow of logic. Leading thinkers such as Muills, Wirth,
and Hoare (cf. references 4, 6, and 3 respectively] expanded the ideas and refined the structured
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programming proposal to include top-down design, program verification, and correctness
conditions. By the end of the 1970s. all serious compuier programmers knew that it was possible
and necessary to write structured programs. Programming languages were specifically designed
(or redesigned) to make it possible for programmers to write structured programs. Top-down
design and structured inspections became the expectation during the 1980s. Appendix A
provides more information on structured programming and top-down design using stepwise
refinement.

We nelieve data collected by Dyer and Kouchakdjian (2] shows the impact of the advent of the
structured programming revolution. They found the following by inspecting metrics from a large
number of programming cfforts.

Development Practices

Development
Defects/KLOC

Operational
Defects/KLOC

Productivity
LOC/Staff Mo

Traditional (unstructured

50 - 60

15-18

unknown or

unmeasurable
75 - 475

programs, bottom-up design)

Modern (structured 20 - 40 2-4
programs, top-down design,

cods inspections)

Other practices followed by some scftware developers during the 1980s may have contributed
modestly to the decrease in observed operational defects by a factor of S+, but in our opinion the
single, largest contributor to this improvement was the structured programming revolution.

3.2 Program Verification

There was one fundamental aspect of stuctured programming that did not catch on widely in
practice. The idea was formal verification of programs. The reason the structuced progiamming
pioneers pushed structured programming was because they saw its constructs as a prerequisite
to formal verification of programs. The structured programming pioneers (Dvijkstra, Mills, Hoare,
Wirth) were all mathematicians. Their work was organized by the realization that a program is
a mathematical object because it is a rule for a function. Thus, mathematical reasoning, in the
formi of correctness proofs, could be used as with any other mathematical object. The ideal goal
was 10 develop the mathematical machinery for developing a deductive proof of rorrectness for
a program. They all saw the establishment of structured program constructs as a prerequisite for
the formal verification of programs.

In creating the machinery for proving programs correct, the pioneers took two different

approacties. Dijkstra and Hoare took the approach of axiomatic verification and Mills took the
appreach of functional verification.
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Axiomatic verification proves programs correct by reasoning about the effect of programs on
Aata. The proof takes the form of predicates on the data in various places in the program that
are invariant during execution. The relationship between these predicates are given by axioms
of the programming language (hence the name), and entry/exit predicates together define .he
program function in an alternative form.

Functional verification proves programs correct through correctness conditions based on the fact
that programs describe a function rule. For each structured construct (sequence, alternation, etc.)
in a program there are a small number (the most is three) of conditions that must be proved
through simple set-theoretic manipulations. Replacement of programs parts by their respective
function abstractions provides for proofs of very large programs in a series of small, controllable
steps.

The practical difference between functional verification and axiomatic verification is that
functional verification scales-up to even the largest programs. This is because no matter how
large a program is, it is still a function and the mathematics apply. Large programs can be easily
broken down into smaller programs (in fact, they are written that way in top-down design) which
are also functions to which the mathemnatics apply. Furthermore, a smaller program is simply a
series of constructs (sequence, alternation, iteration, and concurrent) which are also function rules
and the mathematics, again, apply. Thus, a group of constructs can be replaced by its surrogate
function and, in turn, a group of program can be replaced by its function, etc. until a complete
proof for the large system is complete. Axiomatic verification does not scale-up so readily but
becomes more complex as programs become larger and more realistic. It's use on only small,
classroom-type problems has kept axiomatic verification entrenched in academia resulting in
turning off generations of students against program verification.

We recommend the use of functional verification techniques to devel. » deductive proofs of
program correctness because of its scale up. These types of proofs can be learned and applied
and result in higher quality software. The mathematics of functional verification are summarized
in Appendix A.

Organizations that have substituted functional verification (with team reviews) in place of code
inspections have been very successful in producing failure-free software. Programming groups
which faithfully practice structured programming, top-down design, and functional verification
have had outsianding successes in developing high quality software. A leading example of this
is the IBM group in Houston that develops the space shuttle software. The methods this group
follows were established by Harlan Mills, one of the authors of this pap.-. Appendix C provides
more details oa this project and other successful projects developed using structured
programming, top down design with stepwise refinement, and functional verification.

In 1993, even with the extensive knowledge available in the literature about the hazards of

debugging and the advantages provided by verification, most software developers still verify their
programs by debugging. Observations on the results of debugging indicate that between 1 time
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in § and 1 time in 10 (say 15% of the time), the result of changing a program, in response to an
observed failure, is that a deeper fault is placed in the software which will cause a failure at some
future time. This indicates that debugging is most likely the single largest cause of observed
production problems. It is clear that any organization that wants to produce quality software
should, at least, reduce debugging and preferably eliminate debugging as a means for verifying
programs. Observations on the results of replacing debugging by functional verification indicate
that developers not only produce software that contains fewer latent operational failures but they
also increase their development productivity. These observations indicate that the above
referenced table prepared by Dyer and Kouchakdjian can be extended by adding a new row we
have labeled "Early Cleanroom". Cleanioom is the nam: given to the ensemble engineering and
management practices created by Mills and SET that rely on the scientific foundation for software
development as summarized Appendix A. Cleanroom engineering practices include the
replacement of independent debugging by the development team with functional verification.

Development Operational Productivity
Development Practices Defects/KLOC Defects/KLOC LOC/Staff Mo
Traditional (unstructured S0 - 60 15 - 18 unknown or
programs, bottom-up design) unrieasurable
Modern (structured 20 - 40 2-4 75 - 475

programs, top-down design,
code inspections)

Early Cleanroom (modemn <5 << 1 > 750
plus functional verification
and Box Structure design)

The full impact of the quality improvement is not due to the use of functional verification but it
plays an important part. Appendix A provides more data on the disadvantages of using
debugging as a means to verify the accuracy of programs.

Cleanroom is a formal and complete software engineering method. We believe that of all existing
formal methods for software engineering, only Cleanroom is a complete strategy encompassing
specification, development with verification, and statistica) certification. Many strategies which
claim to be formal methods only contain only one these ingredients. In addition, Cleanroom has
a proven track-record of success. Projects both large and small have becn successfully completed
with excellent results (see the appendix for some specific details), Thus, in Cleanroom,
developers have a formal method which is practical to apply, improves quality and productivity,
and spans the entire software lifecycle.

The previous discussion on debugging points out how hazardous debugging can be when trying
to develop a correct program.  As a result the NRC should be extremely skeptical of ary
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software submitted for licensing where the developers used debugging as a means to support
program verification.

3.3 Top-Down Design

During the late 1970s and througi the 1980s the leaders of the movement to establisn a software
engineering practice struggled with how best to develop a top-down design. There were three
basic approaches that each have advocates; however, ncne of the three approaches have proven
adequate to reliably guide developers in correct top-down design. It was not until 1989 that Mills
defined an approach to top-down design that unified the three previous approaches and created
the first engineering method for correct top-down design.

There are three factors that need to considered in software development (i) the process to follow,
(1i) the data to be manipulated, and (iii) the objects in which to group processes and data. Each
of the methods suggested during recent years have emphasized one of these three factors with
a minor focus on the other two. This is depicted in the following table.

Major Concentration Method Innovator

Process Structured Design Yourdon
Jackson Development Jackson
Methodology

Warnier-Orr Warnier and Orr

Information Engineering Martin

Booch Booch
Eiffel Meyer
Coad and Yourdon Coad and Yourdon

Box Structures Mills (1989)

Mills hes found that only three forms of functions are required wnen developing software [5].
The three forms are black boxes, state boxes, and clear boxes. The form of these three functions
are summarized in the following table.
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In English
System responses defined in terms of stimuli

System responses and updated state data defined
in terms of current stimulus, state data being

maintained at this level and stimuli histories for
those stimuii that are to maintained at a lower
level in the usage hierarchy.

System responses and updated state data defined
in terms of an algorithmic process that combines
the current stimulus, sate data being maintaincd
at this level of the usage hierarchy and
references to lower level black boxes.

The Box Structures design algorithm unifies these three important views of software. making it
possible to fully develop a correct top-down design. In 1989 Mills defined an algorithm for the
design of software systems using Box Structures. The algorithm proceeds by developing each
software object top-down from a black box, to a state box, and then 10 a clear box. Clear boxes
introduce the need for new objects or black boxes. The process continues until all leaf clear
boxes do not introduce the need for lower level objects or black boxes. In addition, Mills
specified how to verify each refinement from box to box. This is critically important because
if no mistake is made in performing a functional verification then the resulting software will
perform exactly as specified. When developing software with the box structures slgorithm,
correct software and its proof of correctness are constructed in parallel.

Additional details on the mathematics of box structures and the design algorithm are included in
Appendix A.

If humans were infallible, then this method would always result in correct software.
Unfortunately, humans sometimes are fallible. There are two solutions to human fallibility in
preparing proofs.

Independent testing. We can conduct tests, perfoermed by an independent team, to look
for failures in the functional proofs. This subject is discussed in more detail in the next
subsection.

Foumality of proof recording. There is a trade off between the formality of a proof of
correctness and the extent 1 which the proofs are recorded. If every proof is written out
and in full detail and the proofs are subjected to several independent peer reviews, the
cost of development increases but the probability of any error remaining undetected in the
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proofs will approach 0. If, on the other hand, only the more complex proofs are recorded
in full detail and only a few proofs are verified outside of the development team, the cost
of development declines but the chance that an error will remain undetected increases.
Experience indicates that very reliable code can be produced with teams performing proof
reviews of every expansion but not fully recording all proofs. For extremely important
parts of the software that need to be completely reliable, experience dictates that it is best
to record all proofs. QOur experience is that this practice produces failure-free software.

Since the shutdown software must be correct, it is recommended that all proofs for the shutdown
software be formally recorded and extensively reviewed to ensure the proofs are performed
correctly.

Another important derivative of understanding the mathematics of box structures is that it is now
known that the form of the function used to specify software behavior shorid be a black box.
This is because a black box function is implementation free and is understandable by anyone who
understands the stimuli the software receives and the responses it issues. Thus, ensuring the
effectiveness of independent reviews of the specification and proofs of correctness.

3.4 Sofiware Testing and Certification

In the very early days of software development, there was no testing theory for software. Each
software developer did what they thought to be best.

Then in the 1970s and 1980s a great deal of attention was focused on structural-based testing.
The idea behind structural testing was to develop methods for defining test cases from a study
of the program's structure. The reasoning went something like this: since software failures are
the result of bugs in the code, testing should exercise as much of the code as possible to ensure
the bugs have been removed. Thus, methods such as functional and statement coverage testing
received a great deal of attention in the literature. In practice, these structural techniques were
well received because they gave software testers a goal to pursue, i.e., 100% coverage of the
code. Testers were comfortable with this approach because they thought they alwavs knew where
they stood and how much they had to do to be finished.

As the experience base with structural testing grew it became evident that many errors were still
present in software that had received 100% coverage. Even though it is true that the bug in the
code is the cause of the error, the execution of the code has little to do with the appearance of
the error. Instead, errors are manifested in the usage of the software. The same bug may cause
a failure under one usage circumstance and not another. In fact, w= argue that the appearance
of a failure is completely dependent on the usage of the software. If a function is not used, it
will not fail no matter how many bugs are present. Furthermore, even novice programmers have
experienced the surprise and frustration of users encountering failures that somehow managed to
get past, what seemed to be, thorough testing. Again, the reason for the appearance of such
failures is not because the programmer failed to execute the faulty section of code, it is because
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it was executed with a different sequence of inputs (i.e., a different usage history). Thus, the
reason that structural testing fails to uncover many software errors is because it does not address
the true cause of software failure: usage.

In the 1980s, it began to be recognized that usage-based testing was a better way to test software
since structural-based testing is inferior to usage-based testing in satisfying testing objectives.
Usage-based testing is based on preparing a sample of test cases that reflect the uses that some
typical user may have supplied to the software during some period of time. Tests of software
should be conducted for two basic reasons as discussed below.

1. Using testing to identify and then fix failures to increase the reliability of software.

Usage-based testing is 30 times more effective than structural-based testing at finding
failures that users are likely to encounter so structural-based testing in not cost effective
at increasing MTTF for software prior to release. See Appendix B for the details of this
estimate.

2. Using testing to certify the correciness of software.

The goal of certification testing is to develop an estimate of the reliability of the software.
If we generate test cases by either following some path through the software or by
representing a possible use of the software by some user. the total number of possible test
cases is very large. In the order of trillions®™ ™, To see how large the number can be,
consider a square root program for a 64 bit processor. The number of possible test cases
is nearly 10%. Since the number of paths is so large, it is not possib'e to exhaustively test
the software. Therefore, a sample must be used to estimate software reliability. Since
there is no way to characterize the distribution that represents the combinations of paths
through the software and state data values, the only statement that structural testing allows
about software reliability are anecdotal arguments. Since 1990 it has become possible to
characterize the probability density function for how a class of users will use a software
system. We now know that a Markov chain can be used to represent the required
probability density function. As a result, an organization that applies usage-based testing
can develop a proper random, representative sample of uses. The uses that comprise the
sample can be executed on the software and sample statistics can be used to develop
estimates of the entire population of uses.

It has been known since the mid 1980s that usage-based testing was the way to certify software
but usage of a software system is not an easy entity to deal with. It is a complex process of
applying sequences of stimuli and receiving responses. In most cases, the application of stimuli
have multiple dependencies associated with them. For example, the frequency of stimulus A for
a software system may depend on the occurrence of a prior stimulus in the same execution or
even in a past execution of the software. Thus, the application of stimuli requires that the entire
past usage history be exposed and analyzed in order to adequately simulate usage patterns of the
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software.

It was not until 1990 that all the critical knowledge was in place to permit people to apply usage
testing to software certification and it was not until 1992 that sufficient projects have been
conducted to fully define the engineering practices to support usage based testing. Subsequent
research by SET (funded, in part, by the Department of Defense) has perfected these methods,
and it is now possible to concisely modei large and complex software systems using Markov
models. The Markov model has two main components. First, a structural component models
the pertinent usage history information and its relationship to the input domain. This component
makes possible effective and efficient reviews of *he test plan and is the basis for automatic
generation of test data. The structural component is modeled as the states of a Markov chain.
Each staie represent: an event in the stimulus history which impacts ensuing use of the software.
In this manner, any and all pertinent usage history is "remembered” in the finite state set. States
are connected via directed arcs labeled with stimuli from the software's input domain. There is
an initial state of the system corresponding to "no stimulus yet received”, i.e., some non-invoked
or startup state and a final state representing software termination or power down. A path, in the
form of a connected state/stimulus sequence from the initial state to the final state constitutes a
use of the software. Thus, we can build a finite model which effectively generates the infinite
language which is use of the software. This model has made an enurmous impact on the ability
to effectively test and accurately certify software quality. Aspects of testing that were never a
part of traditional statistical tests are now possible because of the model. For example, an
integral part of the Markov model is the direct encapsulation of stimulus history (i.c., the
software's internally saved-state) which creates the basis for meaningful coverage criteria. We
can measure important aspects of software usage such as whether or not all the stimuli have been
applied from all possible state configurations; a strong statement about the completeness of any
testing strategy.

The second component of the Markov model is the statistical component, which makes possible
a scientific certification. The statistics of the usage model are in the form of probability
distributions over the transitions (arcs) from each state. Whereas the structural of the mouel is
constructed using knowledge of the software's specification, information about appropriate
probability distributions comes from other sources, such as captured usage data from prototypes,
simulators, or prior software versions. This data is supplemented as necessary via interviews of
potential customers to gain intuition into expected usage patterrs. The Markov model exactly
pinpoints the probabilities necessary to complete the model, i.e., the probability that a given
stimulus is applied from a particular state configuration. This simple identification of 2xactly the
item needed has simplified the task of estimating probabilities a great deal.

The statistical component is an important aspect for more than just the obvious reasons. Inceed,
safety-critical software in nuciear power plants or on space vessels is well-suited for siatistical
certification. However, all software developers, managers, and users benefit from the opportunity
to yneasure and, thereby, increase the cuality of their products. Statistical testing is a well-
controlled experiment, and therefore, costs and risks associated with it are weil-controlled.
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Scientific measurements are made with each test case applied so tha: the progress and cost of
testing are always known.

The creation of this usage model is an engineering-based process deeply rooted in sound
mathematical and statistical theory, However, it dues not require mathematicians or statisticians
to implement the techniques. Properly trained engineers have already succeeded in seveual
projects and many more are in progress. As the science of usage-based stadstical testing
progresses, new theories, tools, and techniques are emerging; making the regime easier to
implement and increasing its benefit to software development organizations.

The data produced during a usage-based software test represents a powerful mediun. with which
to compute estimates of a software product's reliability. There are twe situations in which
computation plays an important role in software performance evaluation.

First, when failures are observed during testing engineers need to analyze the impact of the
failures on the quality of the software. It is now obvious that the software is incorrect and must
be re-engineered but it is informative to determine the likelihood, given the statistics of the usage
model, of the failure appearing in real use. The information couid be used to determine when
to repair the software fault or to estimate the quality of the software as is, i.e., without repairing
the fault.

In the case of failures occurring, a second Markov chain is created to model the occurrence of
the failure. This resting chain is constructed given an entire test history (test cases executed) of
a software product. This chain is the basis for reliability estimation. Because it is a well-defined
stochastic process itself, the computations are made using the theory of Markov chains and
required no further assumptions. The details of the resting chain is included in appendix A.

Second, when failures are not observed, the data indicates that the software is correct. However,
since exhaustive testing cannot be performed ir order to be guaranteed that it is, indeed, correct;
an estimate of the confidence in the correctness is necessary. The data available for analysis is
the actual test data applied to the software. One would expect that more testing performed would
indicate that the confidence in software correctness is higher, however, many reliability models
are unable to capture this notion. There is another important fact besides more data, that is,
whether or not the data is statistically typical of real use. We are able to account for this bec.se
of the Markov model. "Real use" for us is well-defined by the Markov model. Theretore,
avoiding =ny further assumptions, we can compute the confidence in the correctness of the
software based on the statistics of the sequences generated compared to the model itself.

For both cases, the fact that we have a Markov model, a formal mathematical system from which
computation is readily possible, as a basis from which to estimate is of great vaive. The
appendix shows, in detail, the mathematics that support computation about software guality.
These results allow the NRC to expect a manufacturer to supply a valid estimate of software
reliability with their Licensing application through usage-based testing to certify software.
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3.5 Software Specification

When developing software, two important transformations are made so that the software will meet
thie mission assigned to it. The first transformation is the preparation of a set of specifications
which define desired software behavior. The second transformation is the development of
software that behaves in the manner described in the specifications.

Software developers and researchers have been struggling with how best to perform both
transformations. In previous sections, we have been addressing the second transformation. The
science base for software development, completed by Mills in 1990, makes it possible for
disciplined teamns of engineers to accurately and efficiently perform the second transformation.
However, the first transformation is the more difficult transformation. To develop specifications
it is necessary to (1) fully understand the . jion being assigned to the software including all its
ramifications, (2) invent stimuli and responses that provide convenient and foolproof means for
software users to interact with the software, (3) invent the behavior required of the software to
geneiate the correct response for all combinations of previously received stimuli, both correct and
incorrect, and (4) document the results of the inventions in a form which sponsors, developers,
and certifiers can understand. Sponsors must understand the specifications to ensure the software
behavior, as defined, is what they require, while developers and certifiers must understand the
desired software behavior so they can carry out their mission.

A great deal of guidance has been issued on how to prepare specifications. It has been known
for a long time it that a specification should satisfy the following requirements.

e the function that defines the desired behavior must be included in the
specification

e the form of the function should be understandable to all concerned
e the stimuli and responses must be fully and completely defined
A great deal of effort has been expended in searching for the best form in which to define the

desired behavior. The following table defines some of the forms that received significant
attention.
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Method To Model
Behavior

Coraments

Graphical representations
of behavior in termr
using various sorts of
block diagrams (i.e., data
flow diagrams, IDEF ,...)

Block diagrams have proven useful for communicating
concepts and for outlining flows. Block diagrams have
proven to provide an inadequate foundation for design since
essential details of behavior need to omitted to fit the model.

State machines
represented either as
diag ams or equations

State machines can provide an accurate representation of
behavioi but they suffer from two difficulties: (1) the state
data used are in reality an internal invention so
communications are difficult and (2) a state machine requires
all state data to be maintained at the highest level in the
usage hierarchy. We know that in a software system state
data should be migrated to the lowest practical level in the
hierarchy. The state box, which is used in Box Structures
mathematics, is a generalization of the state machine invented
by Mills in the late 1970s to solve this problem.

I Process definitions.

Process definitions are the natural way to describe a current
process. The difficulty with using a process description in a
specification is that the specification then defines what is to
be done by describing how to do it. This makes is very

difficult to understand the essence of what needs to be done.

¢ Black Box function

We now know since Mills work that the best way to define a |

function is as a Black Box function. We know that every
object has a black box function. Every other description of
behavior can be converted into a black box function. Black
box functions are ideal for specifications since they define

what has to de done in terms completely external to the thing |

being specified. As a result black box functions describe
behavior in a manner that is understandable by anyone who
understands the stimuli and the responses.
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For reasons explained eariier, Cleanroom engineers utilize black box functions in specifications.
A Cleanroom specification is contained in 6 parts as follows,

Mission A precise statement of the requirements

User's Reference Manual A definition of the stimuli and responses invented so the software
can fulfill its mission,

Software Function A black box function that defines software responses in terms of
stimuli histories (ie, in an implementation-free manner)

Specification Verification A rigorous argument that the software as defined will meet its
defined mission.

Software Usage Profile A Markov Model stating the probability of moving from each
usage state to all other usage states.

Construction Plan A plan for building the software in a series of increments such that
each accumulation of increments 1s executable by user stimuli.

Box structures mathematics play an important part in preparing a specification just like they do
in designing software. As stated above, a specification team is often given a process description
for portions of a system that is to automated. Using the same mathematical relationships to verify
the correctness of the design in reverse, an engineer can abstract the black box function that
defines the behavior provided by the clear box. This abstraction method presents a very valuable
too! to the specification engineer.

Another important ingredient of the specification is the Markov model that describes behavior
from the vantage point of an external observer. We are now experiencing that the Markov model
and the black box function provide complementary views of behavior that help define the best
possible specification.

We believe validating the specifications will present the most serious challenge relative to
verifying the correctness of the shutdown system. The specification verification task includes two
subtasks. The first is a specification of the behavior desired for the shutdown channel. The
second part of the specification is a definition of the behavior that has been allocated te each of
the components in the shutdown channel. The verification of the allocation will not be difficult
since all we need to show is that the composite behavior of a sequence of black boxes provides
the behavior specified for the system as a whole. The critical issue is ° ensure that the
specification for the entire channe! is correct in that it does not omit any safety related issue. It
is always difficult to show that every possible issue has been considered. It is much easier to
show that all considered issues have been considered correctly. We assume the engineers and
scientists who understand the operation of power plants are in a position to develop a good
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safety analysis which can be conducted by the engineers who understand the power plant domain.

3.6 Management

The development of software not only requires a theory for how to design software but it is also
necessitates a method of managing a software project. Most software projects are conducted by
teams of people whose work must be coordinated. The issues relative to managing software
projects include:

Intellectual Control Software development is a process. In order to maintain the project
in a state of intellectual control, the process to be followed must be defined and
communicated so it can be easily followed by all project participants. The process mus.
define the control and data flow among processes and specify the manner in 'vhich each
activity is to be performed. The control flow is quite complex since they are many
activities being performed in paralle at least one for each member of the team.
Subsequent tasks should not start until all prior tasks are complete. The next process or
activity to be performed is not known in many cases until the nature of the work product
of the prior activity is appraised. Until the 1990's all these important complexities were
ignored when preparing models of software projects. Consequently projects were
consistently out-of-control. In the 1991/92 time frame, progress has been made in
developing and using realistic models of the software development process. Some
projects have now been organized using these findings. To date such process models
have only been developed for projects using Cleanroom practices and processes.

’ Teams Cleanroom development practices utilize three teams: the specification team, the
development team, and the certification team. The specification team is responsible for
preparing and maintaining the software specification. The development team is
responsible for refining the function contained in the specification into a rule for the
function that will execute on the target processor(s) with the required degree of efficiency.
They are also responsible for verifying that the rule is correct by applying functional
verification techniques. The certification team is responsible for testing the software
product and ceriifying its correctness.

Completion Conditions and Proof Reviews Software development is a complex, creative
activity. Humans need help and support in performing these activities. Well trained
teams provide the best means to support humans in developing software. We recommend
that teams be accountable for results. Completion conditions can be developed for each
activity a team or team member must perform. Teams can then complete a "completion
conditions form" when they believe the work has been executed satisfactorily. In this
way, the team and the organization's management can be sure the team belicves they have
fully and completely finished the required work. Since programs are mathematical
objects, we recommend tha: «ll software refinement activities be followed by verification
with a team review of the proof argument. In this way the individual developer and all
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of his associates become convinced of the correctness or lack of correctness of each
refinement.

locremental Development Many software objects are quite large. In order to develop the
software using statistical process control it has been found that it is desirable to

decompose the development »ffort into smaller units, called increments. Increments
should be chosen so that they can | ¢ formed into a sequence such that each accumulation,
including the first, can be executed with user supplied stimuli and the results appraised
with user observable responses. The development team produces the software incrernent
by increment. When the development team completes the current increment it is turned
over to the certification team. The certification team then assembles the new increment
with previous increments. They test the new accumulation using test scenarios which
have been generated for the accumulation from a Markov chain developed for the
accumulation. Increments are chosen to be fairly small. In this way, a developmen. team
will complete an increment every 3 to 5 weeks so that project management obtains a
continuous measure of software quality. The small ir.rements enable management to
quickly take appropriate action if quality begins to deviate from target levels. This
development pattern also assures both organization and customer management that there
will be no last minute surprises due to the integration of various software parts.

The Cleanroom management practices are designed to amplify the engineering practices so the
entire project can be efficiently performed under the intellectual control of its participants.
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Appendix A
Cleanroom Engineering: A Brief Overview

The purpose of this note is to provide a brief overview of the Cleanroom Engineering
practices.

1.0 What is Cleanroom Engineering of Software?

The Cleanroom Engineering process develops software of certified correctness under statistical
quality control in a pipeline of increments, with box structured design and functional
verification but no prog.am debugging permitted before indepencent statistical usage testing of
the increments. It provides rigorous methods for softwure specification, implementation, and
certification that are capable of producing low or zero defect software of arbitrary size and
complexity. Box structured design is based on a Pamas usage hierarchy of modules. Such
modules, also known as data abstractions or objects, are described by a set of operations that
may define and access internally stored data. Functional verificas = is based on the fact that
any program or program part is a rule for a mathematical function. It may not be the function
desired, but it is a function.

The term Cleanroom is taken from the hardware industry to mean an emphasis on preventing
errors, rather than allowing errors to appear and removing them later (of course any errors
introduced should be removed). Cleanroom Software Engineering involves rigorous methods
that enable greater control over both product and process. The Cleanroom process not only
produces softwarc of high correctness and high performance, but does so while yielding high
productivity and schedule correctness. The intellectual control provided by the rigorous
Cleanroom process allows both technical and management control.

Cleanroom Engineering achieves statistical quality control over software development by
strictly separating the design process from the testing process i a pipeline of incremental
software development. There are three major engineering activities in the process [2, 6).

First, a specification team creates an incremental specification that defines a pipeline
of software increments that accumulate intc the final software product, which
specification includes the statistics of its use as well as its function and performance
requirements;

Second, a development team designs and codes increments specified using box
structured design and functional verification of each increment, with delivery to
certification with no debugging beforehand, and provides subsequent correction for any
failures that may be uncoversd during certification;
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Third, a certification team uses statistical testing and analysis for the certification of
the software correctness to the usage specification, notification to designers of any

‘ failures discovered during certification, and subsequent recertification as failures are
corrected

As noted, there is an explicit feedback process between certification and development on any

failures found in statistical usage testing. This feedback process provides an objective
measure of the correctness of the software as it matures in the development pipeline. It does,

indeed, provide a statistical quality control process for software development that has not beer

available in this first human generation of trial and error programming
1.1 Cleanroom Software Engineering Methods

Cleanroom Engineering provides a set of rig methods for software development under

statistical quality control, based on sound mathematical and Stalisti rinciples. While
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development life cycle.

Cleauroom Engineering not only puts software development under statistical quality control,
but takes out debugging from the list of developer activities, instead using mathematical
reasoning before independent testing and certification. Just as typists looked at the keys when
typewriters first came out, programmers have felt the need to debug programs in this first
human generation of programming. But while counter-intuitive at the time, typists went to
touch typing with both higher productivity and fewer errors. In the same way, well educated
software engineers can create software with no execution or debugging before it is tested by
independent test and certification engineers with the product having higher productivity and
much greater quality.

1.2 Dealing with Human Fallibility

Humans are fallible, even in using sound mathematical processes in functional verification, so
finding software failures are possible during the certification process. But there is a surprising
power and synergismn between functional verification and statistical usage testing [6]. First, as
already noted, functional verification can be scaled up for high productivity and still leave no
more errors than heuristic programming often leaves after unit and system testing combined.
Second, it turns out that the mathematical crrors left are much easier to find and fix during
testing than errors left behind in debugging, measured at a factor of five in practice [6].
Mathematical errors usually turn out to be simple oversights in the software, whereas errors
left behind or introduced in debugging are usually deeper in logic or wider in system scope
than those fixed. As a result, statistical usage testing not only provides a formal, objective
basis for the certification of correctness under use, but also uncovers the errors of
mathematical fallibility with remarkable efficiency.

In Cleanroom Engineering, a major discovery is the ability of well educated and motivated
people to create nearly defect free software before any execution or debugging, with less than
five defects per thousand lines of code. Such code is ready for usage testing and certification
with no unit debugging by the designers. In this first human generation of software
development, it has been counter-intuitive to expect software with so few defects at the outset.
Typical heuristic programming leaves fifty defects per thousand lines of code, then reduces
that number to five or less by debugging.

The mathsmatical foundations for Cleanroom Engineering come from the deterministic nature
of computers themselves. As noted, & computer program is no more and no less than a rule
for a mathematical function |3, 4]. Such a function ne=d not be numerical, of course, and
most programs do not define numerical functions. But for every legal input a program directs
the computer to produce a unique output, whether correct as specified or not. And the set of
all such input, output pairs is a mathematical function. A more intuitive way 10 view &
program in this first generation is as a set of instrucuons for specific executions with specific
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input data. Whiile correct, this view misses a point of reusing well known and tested
mathematical ideas, regarding computer programming as new and private art rather than more
mature and public engineering.

With these mathematical foundations, software development becomes a process of
constructing rules for functions that meet required specifications, which needs not be a trial
ana error programming process. The functional semantics of a structured preogramming
language can be expressed in an algebra of functions with function operations corresponding
to program sequence, alternation, and iteration [3). The systematic top down development of
programs is mirrored in describing function rules in terms of algebraic operations among
simpler functions, and their rules in terms of still simpler functions until the rules of the
programming language are reached. It is a new mental base for most programmers to
consider the complete functions needed, top down, rather than computer executions for
specific data.

2.0 Box Structured Software System Design

Box structured design is based on a Pamas usage hierarchy of modules [9, 10]. Such
modules, also known as data abstractions or objects, are described by a set of nperations that
may define and access internally stored data. In Ada, such modules are defined as packages,
with operations defined by the calls of the procedures and functions of the packages, and
internal data declared in the package.

Stacks, queues, and sequential or random access files provide simple examples of such
modules or packages. Part of their discipline is that internally stored data cannot be accessed
or altered in any way except through the explicit operations of the package. It is critical in
box structured design to recognize that packages exist at every level from complete systems to
individual program variables. It is also critical to recognize that a verifiable design must deal
with a usage hierarchy rather than a parts hierarchy in its structure. A program that stores no
data between invocations can be described in terms of a parts hierarchy of its smaller and
smaller parts, because any use depends only on data supplied it on its call with no dependence
on previous calls. But a specific realization of a package, say a queue, wili depend not only
on the present call and data supplied it, but also on previous calls and data supplied then.

The parts hierarchy of a structured program identifies every sequence, alternation, and
iteration (say every begin-end, if-then-else, while-loop) at every level. It turns out that the
usage hierarchy of a system of packages (say an object oriented design with all objects
identifie 1) also identifies every call (use) of every operation of every package. The semantics
of the structured program are defined by a mathematical function for each sequence,
alternation, and iteration in the paris hierarchy. That doesn't quite work for the operations of
packages because of usage history dependencies. But there is a simple extension for packages
that does work. It is to model the behavior of a package as a state machine, with its calls of
its several operations as inputs 10 the common state machine. Then the semantics of such a

ACRS Meeting Page 27



package is defined by the transition function of its state machine (with an initial state). When
the operations are defined by structured programs, the semantics of packages becomes a
simple extension of the semantics of structured programs.

2.1 The Basis for Box Structured Design

While theoretically straightforward, the practical design of systems of Parnas modules [10, 11]
(object oriented systems) in usage hierarchies can seem quite complex on first exposure, It
seems much simpler to outline such designs in parts hierarchies and structures, for example in
data flow diagrams, without distinguishing between separate usages of the same module.
While that tnay seem simpler at the moment, such design outlines are incomplete and often
lead to faulty completions at the detailed programming levels. In spite of their common use
in this first human generation of system design, data flow diagrams should only be used
within rigorous design methods rather than leaving critical requirements to details with
incomplete specifications.

In order to create and control such designs based on usage hierarchies in more practical ways,
their box structures provide standard, finer grained sub-descriptions for any package of three
forms, namely as black boxes, as state boxes, and as clear boxes, defined as follows [5, 7, 8].

Black Box: External view of a Parnas package, describing its behavior as a
mathematical function from historical sequences of stimuli to ite next response.

State Box: Intermediate view of a Parnas package, describing its behavior by use .
an internal state and internal black box with a mathematical function from historical
sequences of stimuli and states to its next response and state, and an initial internal

state.

Clear Box: Internal view of a Parnas package, describing the internal black box of its
state box in a usage control structure of other Parnas packages; such a control structure
may define sequential or concurrent use of the other packages.

Box structures enforce completeness and precision in design of software systems as usage
hierarchies of Parnas packages. Such completeness and precision lead to pleasant surprises in
human capabilities in software engineering and development. The surprises are in capabilities
to move from system specifications to design in programs without the need for unit/package
testing and debugging before delivery to system usage testing. In this first generation of
software development, it has been widely assumed that trial and error programming, unit
testing and debugging were necessary. But well educated, well motivated software
professionals are, indeed, capable of developing software systems of arbitrary size and
complexity without program debugging before system usage testing [2].
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3.0 Stepwise Kefinement and Functional Verification of Software

Once the design is complete, the clear box at each level is expanded to code to fully
implement the defined function rule for the black box function at that level by stepwise
refinement, as introduced by Wirth [12]. Following each expansion functional verification is
used help structure a proof that the expansion correctly implements the specification. The
nature of the proof revolves around the fact that a program is a rule for a function and the
specification fur the program is a relation or function. What must be shown in the proof is
that the rule (the program) correctly implements the relation or function (the specification) for
the full range of the specification and no more. Linger, Mills and Witt [3] have developed a
correctness theorem which defines what must be shown to prove that a program is equivalent
to its specification for each of the structured programming language constructs. The proof
strategy is subdivided into small parts which easily accumulate into a proof for a large
program. Experience indicates that people are abie to master these ideas and construct proof
arguments for very large software systems.

The development team expands each clear box in the usage hierarchy into the selected target
code using stepwise refinemerii and functional verification. As the development team designs
and implements the software, it is held collectively responsible for the quality of the software.

In describing the activities of software development, no mention is made of testing or even of
compilation. The Cleanroom development team does not test or even compile. They use
mathematical proofs (functional verification) to demonstrate the correctness of programming
units. Testing and measuring failures by program execution is the responsibility of the
certification team.

3.1 The Mathemutical Basis for Functional Verification

Any program or program part is a rule for a mathematical function. It may not be the
function desired, but it is a function. In structured programs, the rules are direct in form,
building program rules out of just two function building operations, first, function composition
which corresponds to sequential execution of program parts, and second, disjoint function
union which corresponds to alternative execution of one program part or another, as in if or
case structures. Program iteration uses no more than these two operations together, and
function recursion provides a useful view of an iteration process.

As noted, any program part or total program defines a single, possibly complex function. The
function is seldom a numerical function in classical terms. Even numerical programs must
deal with finite sets of numbers in which overflow and roundofts depart from classical
number systems. Given the text or name of a program or program part in whatever language,
say a program in Ada
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Alpha = with text_io;
procedure Beta
is

i;:gin
end Beta;
the program function will be denoted by brackets [, ) around the name or text, as
[Alpha)] = [with text_io;
procedurc Beta
is
gcgin
end Beta;)
In this case [Alpha! is a set of ordered pairs

[Alpha] = {<X, Y>| Given initial state X, Alpha will produce
final state Y)

The function [Alpha] is determined by Ada text, but is independent of the language Ada. The
same function can be defined in Fortran text, COBOL text, etc.

3.2 Functional Verification of Program Parts
From programs to program parts, starting with simple assignment statements, such as

X =Y,
in Ada, the program part function

(x =y
takes its ininial data state to its final data state. If legal, it will change the value of x in the
final state to the value of y in the initial state and change no other values of variables in the
initial state. If illegal, the final state may be quite different than the initial state, possibly with
both x and y disappearing, as well as other variables, in terminating the entire program
execution. So assignment statements have simple function parts when legal, but possible

more complex function parts when illegal. In summary, the function [x := y] is a set of
ordered pairs with second members determined uniquely by the first members
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[x 1= y] = {<<x, y, .> <y, y, .25 x 1= y; is legal)
U [<<x,y, .>, <7755 x =y, is illegal }

where 777 will be determined by other aspects of the initial stete. lllegal situations will be

suppressed in what follows for sake of time. In more direct function notation, dealing only
with the legal situation,

[x =y <X,y .2)=<y,y, .>
in which the function argument <x, y, ...> produces the function value <y, y, ...>.

Next, for a sequence of statements, such as

Xi=y,yi=2 2:=X

in Ada, the part funcion
[x =y,y:i=2 2 :=Xx]

will alter vaiues of x, y, z as a composition of the three individual assignment functions
[x = yi]*ly = z]*z = x;].

That is, beginning with an initial state as argument, the first assignment function gives a new
state as value

[x = y)(x, y, 2, ..2) =<y, ¥, Z, ..>,
the seconc assignment function uses this value as an argument
[y =)<y, ¥, 2 ..2) =<y, 2, 2, .>,
and the third assignment function uses this last value as argument
[z :=x)(<y, 2,2, ..2) =<y, 2, ¥, ..>
That is, the composition function is a nested set of simpler funcions that evaluate as
([x = y:1*[y = z]*[z = x;])(<x, y, 2, ...>)
= [z =x](y = z)(x = y;}(x, y, 2, ..>)))
= [z = x|y = z)(<y, y. 2, .>))

= [z :=x)(<y, 2, 2, ...>)
= <Y, %, Y oe?
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as worked out just above. In summary, this composition function will intercuange the values
of y and z and leave x with the initial value of y, not changing any other data in the initial
state.

Finally, for an alternation statement, such as
if x> ytheny :=2zelse x := z end if;
in Ada, the part function will execute either the then part or else part, so that

[if x > y then y := z; else x := z; end if;]
=(x>y->[y=zn]llx<=y->[x:=2))
=ly=zlx>y]U[x:=2zlx<=y]

where the expressicn [y := 2| x > y] means the function
[y := z;] with its domain restricted to the condition x > y. That is, the part function is a
union of disjoint functions.

4.0 Software Engineering under Statistical Quality Control

The statistical foundations for Cleanroom Engineering come from adding usage statistics to
software specifications, along with function and perforrance requirements [!, 6]. Such usage
statistics provide a basis for measuring the correctness of the se(ware during its development,
and thereby measuring the quality of the design in mecang functional and performance
requirements. A more usual way to view development in this first generation is as a difficult
to predict art form. Software with no known errors at delivery frequently experiences many
failures in actual usage.

Cleanroom statistical certification of software involves, first, the specification of usage
statistics in addition to function and performance specifications. Such usage statistics provide
a basis for assessing the correctness of the software being testec under expected use. Because
the usage statistics are computed from a well-defined stochastic process, we have created a
solid basis from which to compute estimate of the correctness of the software

As each specified increment is completed by the designers, it is delivered to the certifiers,
who combine it with preceding increments, for testing based on usage statistics. As noted, the
Cleanroom arciiitecture must define a sequence of nested increments which are to be executed
exclusively by user commands as they accumulate into the entire system required. Each sub-
sequence represents a subsystem complete in itself, even though not all the user function may
be provided in it. For each subsystem, a certified correctness is defined from the usage
testing and failures discovered, if any.

It is characteristic that each increment goes through a maturation during the testing, becoming
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more reliable from corrections required for failures found, serving ther = s a stable base as
. late: increments are delivered and integrated t. the developing system. - example, the

' HH60 flight control program had three increments [1] of over 10 KLOC each. Increment i
code required 27 corrections for failures discovered in its first appearance in increment 1
testing, but then only 1 correction during increment 1/2 testing, and 2 corrections during
increment 1/2/3 testing. Code in increment 2 required 20 corrections during its first
appearance in increment 1/2 testing, and only 5 corrections during increment 1/2/3 testing.
Increment 3 code required 21 corrections on its first appearance in increment 1/2/3 testing. In
this case, 76 corrections were required in a system of over 30 KLOC, under 2.5 corrections
per KLOC for verified and inspected code, with no previous execution or debugging.

In the certification process, it is not only important to observe failures in execution, but also
to record the location of the failure within the statistically generated inputs. Failures in one
sequence may or may not have the same statistics as a failure in another sequence. Thus,
each failure is identified -..cording to its location within the usage profile. Such test data
must be developed to represent the sequential usage of the software by users, which, of
course, wvill account for previous outputs seen by the users and what needs the users will have
in various circumstances. The state of mind of a user and the current need can be represented
by a stochastic process determined by a state machine whose present state is defined by
previous inputs/outputs and a statistical model that provides the next input based on that
present state.

As an example, consider the simple selection ‘

menu pictured in Fig. 1. The input domain oo [ _]
. consists of the up arrow key and the down

arrow key, which move the cursor to the desired (S g |

menu item, and the enter key which selects the Bater Dete

item. The cursor moves from one item to the

Aantyse Deas
next and wraps from top to bottom on an up -
artow and from bottom to top on a down arrow. s

The first item, Select Project, is used to define a e st
project (the semantics of which are not
described here for simplicity). The project
name then appears in the upper right corner of
the screen. Once a project is defined the next Figure 1: An Example Software System
three items, Enter Data, Analyze Data, and Print

Report, can be selected to perform their respective functions, If no project is defined,
selecting these items gives no response.

Anow ey © kiore Canor st 0 Select

The first step in defining a usage model is to identify each event of the usage history which
impacts user-perceived software behavior (i.e., the usage states). The location of the cursor,
which is arrived at through successive application of the arrow keys, is one such item because
of the effect that it has on cursor movement. For example, if the cursor is on any of the first
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four lines, a down arrow causes the cursor to move down one position while on the fifth line,
a down arrow causes the cursor to wrap to the top line. Another event which impacts usage
is whether or not a project has been defined. If one has, then the data, analyze, and print
options are available, if not, only the select and exit options will function.

Thus, the operational (or usage) state of this example is made up of two usage variables: (i)
cursor location (which is abbreviated CL and takes on values Sel, Ent, Anl, Prt, or Ext for
each respective menu item) because it affects the operation of the arrow keys and (i) project
defined (which is abbreviated PD and takes on the values "Yes" or "No") because the
operation of the enter key at various cursor locations depends on its value.

The usage states and stimuli are organized as a state transition diagram (STD) that defines
legal stimuli (and state) sequences for the software. The transition diagram appears in Fig. 2
for the example menu. The
function of the menu items are
represented by abstract states and 2 ¢
stirnuli in order to maintain a
concise example.

This STD defines all possible "
input sequences for the software
in a formal, concise model. A
path, or connected state/arc
sequence, from the initial
"Uninvoked" state to the final :
"Terminate" state represents a ,

single execution of the software.  p——oes

Since loops and cycles exist in + oy \ ’
the STD, an infinite number of & oy
such sequences is possible. A Figure 2: A State Transition Diagram for the Example Selection Menu with
sample stimulus sequence from No Saved- State

the STD of Fig. 2 is: invoke .

define 4 | Jexit T .. The stimuli sequences represent executions of the software and can be
used as test cases when supplemented with the expected outcomes as defined by the
software's specification.

In this example, we note that no prior executions of the software needed to be consulted to
accurately simulate usage. However, by changing the problem statement slightly, we
demonstrate how prior "saved-state” is incorporated into a usage model. As before the Enter
Data option is only available when a project has been sclected. The Analyze Data feature is
operational when a project is selected and data has been entered through the Enter Data
option. The Print Report option must have & selected project that has data already entered
and analyzed before it will function. In order to incorporate this new behavior, we miust
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model the status of the saved-state. We define the following equivalence classes for the

. project defined state variable: None= no project selected, New= project selected but no data
. entered, Data= project selected and data entered, Anlz= project selected, do%s  ved, and

analysis performed. We then reorganize the STD to account for this new ! Jdon. The

new diagram appears in Fig. 3.

Figure 3: A State Transition Diagram for the Example Selection Menu with Suved-State

The finite-state model of software usage allows complex usage histories to be incorporated
into & concise inodel. As with any finite model of an essentially infinite process, certain
assumptions about equiva' ice classes of events must be made. However, our early
experience indicates that the finite-state model performs well with both application and real-
time sortware. Even large software systems have proven amenable to such models.

The statistics of the usage modcl are in the form of probability distributions over the
transitions from each state. Information about appropriate probability distributions comes
from sources other than the specification, such as captured usage data from prototypes,
simulators, or prior software versions. This data is supplemented as necessary via interviews
of potential customers to gain intuition into expected usage patterns, The STD model has
identified exactly which probabilities must be estimated, i.e., the probability that a given
stimulus is applied from a specific usage state. Thus, it is helpful to specify expected usage
scenarios and collect statistics accordingly. For example, it may be reasonable to assume that
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Suppose now that failures do occur and that the /* failure £, is detected during input of test
sequence §, to the software. To incorporate this failure event into the test history, a new state
labeled /, is placed in Markov chain T, exactly =t its Jocation in 5, The arcs to/from new state
J, have frequency count 1. If f is a catastrophic failure, then the test sequence is aborted and
the arc from f, goes to the terminal state; otherwise, the test sequence can continue and the arc
from /, goes to the next state ini 5. In this way, 7, is maintained as a Markov chain that
incorporates both the underlying structure of the source of test sequences, U, and the
frequency-count history of sequences-plus-failures as testing evolves. In other words, T
models every event that occurs in the testing process and recognizes the dependencies on each
event as dictated by the usage model.

V/hat can be said about the series 7,.7,,...7,.7 If no failures are detected, the evolution of T
is dict=*~d solely by test sequences from U. The Strong Law of Large Numbers for Markov
Chains Goarantees (with probability 1) that these sequences ,,...8, will become statistically
typical of U when enough are generated. This means that convergence of T to U is certain
because the relative frequencies on T's arcs will converge to the probabilities on U's arcs. A
key point is that the test history T is statistically typical of the usage chain U if and only if
convergence is achieved.

In other words, U is a fixed reference toward which 7, evolves at an expected rate with
statistical variation that depends on factors such as the source entropy of U. This evolution is
well-controlled and predictable in statistical terms.

Convergence of 7 to U is adversely affected by failures of the software during testing. To
achirve convergence when failures have been observed, the relative-frequency probabilities on
arcs to failure states in 7, must approach . In this way, the probabilities on the non-faiiure
arcs are still forced to converge to the corresponding (non-zero) values in U. If even one
failure occurs, this can only be accomplished when the software responds to more test
sequences without exhibiting failures, Thus, failures autoriatically impose additional testing
to overcome their adverse impact on the convergence of T to U.

Assuming that an infinite number of failures is impossible, convergence will ultimately be
achieved. Intuitively, comparison of the actual evolution of T (including failures) with its
expected evolution (without failures) supports statistical estimation of the software's
characteristics based on the software's actual performance. At any point in the testing
process, the most recent test history T, is available for analysis. Because T, itself ‘s a well-
defined Markov chain, computations are based on the theory of Markov chains.

We have defined a suite of computations on the test history that allow reliability estimation
and yive testers insight into the representativeness of the sample of test cases.

The testing chain can be interpreted as a square matrix with the states as indices and the
transition probabilities as entries. "This matrix is called the transition matrix and is denoted P
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with entries p,. The sum of the entries for each row in this matrix is exactly 1.

The reliability is computed by forcing absorption to occur at the terminate state as well as at
each failure state. These changes yield a new transition matrix P'. Any sequence of states
beginning at the initial state of P’ will be absorbed in either the terminate state or one of the
failure states. The reliability, R, is the probability that absorption occurs at terminate and is
computed

Rxnv. Term e ﬂlnv"":n * ; ﬁluv,) R).ﬂu'- (1)
J

where Inv denotes invocation of the software, Term denotes the terminate state, and 1 is the
set of transient (non-absorbing) states, Note that 1/R is the expected number of sequences of
the testing chain until a failure state appears.

The MTBF is a non-standard analytical result that is derived by Whittaker in [13]. Tt is

computed as follows.
MTBF = v, Doim, + 1)
A!f,,z B (J.u.z Py, ] 5

where v, is the renormalized long run probability for failure state f, m, is the mean time until
the first occurrence of any failure state from /, u;,...,u, is the set of usage states, and f,,... f,, is
the set of failure states.

The discrimination of the testing chain from the usage chain, denoted D(U,T), is computed by

D(U, T =3 W p, log .;‘-‘

| P |

where 1 is the usage distribution, p, is the probability of a transition from i to j in the usage
chain, and £, is the corresponding probability in the testing chain.

The cistanc~ between U and T, is

d(u,7,) = /!F(p,pq”)’ ;
L

Both the distance and the discrimination allow the analysis of th . convergence of T—-U and
indicate the representativeness of the sample test sequences, i.e., the degree to which they are
statistically typical of U.
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Appendix B
The Power of Usage Testing over Coverage Testing

The insights and data of Adams {1] in the analysis of software testing, and the differences
between software errors and failures, give entirely new understandings in software testing.
Since Adams has discovered an amazingly wide spectruim in failure rates for software errors,
it is no longer sensible to treat errors as homogeneous objects to find and fix. Finding and
fixing errors with high failure rates produces much more reliable software than finding and
fixing random errors, which generally have average or low failure rates.

The major surprise in Adams' data is the relative power of finding and fixing errors in usage
testing over coverage testing, a factor of 30 in increasing MTTF, That factor of 30 seems
incredible until the facts are worked out from Adams' data. But it explains many anecdotes
about experiences in testing. In one such experience, an operating systems development
group used coverage testing systematically in & major revision and for weeks found mean
time to abends in seconds. It reluctantly allowed user tapes in one weekend, but on fixing
those errors, found the mean time to abends jumped literally from seconds to minutes.

The Adams data is given in Table 1 from [1]. It describes distributions of failure rates for
errors in 9 major IBM products, including the major operating systems, language compilers,
data base systems. The uniformity of the failure rate distributions among these very different
products is truly amazing. But even more amazing is a spread in failure rates over 3 orders
of magnitude, from 19 months to 5000 years (60 K months) calendar time in MTTF, with
about a third of the errors having an MTTF of 5000 years, and 1% having an MTTF of 19
months.
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TABLE 1
DISTRIBUTIONS OF ERRORS (IN %) AMONG
MEAN TIME TO FAILURE (MTTF) CLASSES

MTTF in K months

60 19 6 1.9 6 A9 .06 019
Product

| 342 28 8 17.8 10.3 5.0 2.1 1.2 7
2 342 28.0 18.2 9.7 45 3.2 1.5 By
3 33, 28.5 18.0 8.7 6.5 2.8 ’ A
4 342 28.5 18.7 11.9 44 2.0 3 A
S 34.2 28.5 18.4 94 44 29 14 7
6 320 28.2 20.1 1.5 5.0 2.1 8 3
7 340 28.5 18.5 9.9 45 2.7 1.4 6
8 319 27.1 18.4 11.1 6.5 2.7 1.4 1.1
9 31.2 27.6 204 12.8 56 1.9 3 0

...............................................................

With such a range in failure rates, it is easy to see that coverage testing will find the very low
failure rate errors a third of the time with practically no effect on the MTTF by the fix,
wherecs usage testing will find many more of the high failure rate errors with much greater
effect. Table 2 develops the data, using Table 1, that shows the relative effectiveness of fixes
in usage testing and coverage testing, in terms of increased MTTF. Table 2 develops the
change in failure rates for each MTTF class of Table 1, because it is the failure rates of the
MTTF classes that add up to the failure rate of the product.

TABLE 2
ERROR DENSITIES AND FAILURE DENSITIES
IN THE MTTF CLASSES OF TABLE |

---------------------------------------------------------------

Property
M 60 19 6 1.9 6 19 06 019
ED 33.2 28.2 18.7 10.6 5.2 2.5 1.1 5
ED/M 6 1.5 3.1 5.6 8.7 13.2 18.3 26.3
FD 8 2.0 39 7.3 11.1 17.1 23.6 342
FD/M 0 0 1 4 18 90 393 1800

- - -
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First, in Table 2, line 1, denoted M (MTTF), is repeated directly from Table 1, namely the
mean time between failures of the MTTF class. Next, line 2, denoted ED (Error Density), is
the average of the error densities of the 9 products of Table 1, column by column, which
represents a typical software product. Line 3, denoted ED/M, is the contribution of each
class, on the average, in reducing the failure rate by fixing the next error found by coverage
testing (1/M is the failure rate of the class, ED the probability a member of tais class will be
found next in coverage testing, so their product, ED/M, is the expected reduction in the total
failure rate from that class). Now ED/M is also proportional to the usage failure rate in each
class, since failures of that rate will be distributed by just that amount. Therefore, this line 3
is normalized 10 add tc 100% in line 4, denoted FD (Failure Density). It is interesting to note
that Error Density (ED) and Failure Density (FD) are almost reverse distributions, Error
Density about a third at the high end of MTTFs and Failure Density about a third at the low
end of MTTFs. Finally, line 5, denoted FD/M, is the contribution of each class, on the
average, in reducing the failure rate by fixing the next error found by Lsage testing.

The sums of the two lines ED/M and FD/M turn out to be proportional to the decrease in
failure rate from the respective fixes of errors found by coverage testu,, and usage testing,
respectively  Their sums are 77.3 and 2306, with a ratio of about 30 between them. That is
the basis for the statement of their relative worth in increasing MTTFE. It se2ms ucr=dible at
first glance, but that is the number!

To see that in more detail, consider, first, the relative « creases in failure rate R in the two
cases:

Fix next error from coverage testing
R - R - (sum of ED/M values)/(errors remaining)
=R-77.3E

Fix next error from usage testing
R <> R - (sum of FD/M values)/(errors remaining)
= R - 2306/E

Next, the increase in MTTF in each case will be

1/R - 77.3/E) - 1/R = 77.3/(R*(E*R - 77.3))
and
1/R - 2306/E) - 1/R = 2306/(R*(E*R - 2306))

In these expressions, the numerator values 77.3 and 2306 dominate, and the denominators are
nearly equai when E*R is much larger than 77.3 or 2306 (either 77.3/(E*R) or 2306/(E*R) is
the fraction of R reduced by the next fix and is supposed to be small in this analysis). As
noted above, the ratio of these numerators is about 30 to 1, in favor of the fix with usage
testing.
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References for Appendix B

‘ (1] E. N. Adems, "Optimizing preventive service of software products,” IBM Journal of
Research and Development, January 1984
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Appendix C
Zero Defect Software is Really Possible

In spite of the experiences of this first human generation in software development, zero defect
software is really possible. However, there is no foolproof logical way to know that software
is zero defect. The proof is in the using of the product without ever finding any failures,
Mathematics is very helpful in creating software that executes with zero defects. But it is
insufficient to guarantee it, in part due to human fallibility in using mathematics, in part to
mathematics itself in logical incompleteness. Statistics is also very helpful in creating
software that executes zero defect, but is also insufficient. For example, given a program that
has been tested statistically without failures, say for time T of execution, a minimax argument
permits a statement that estimates the Mean Time to Failure (MTTF) as 2T. But the program
then may well be used many times T with no failures, and the MTTF goes up accordingly.
The proof is in the usage.

Three illustrations of zero defect software are discussed in the following paragraphs. First,
the US 1980 Census was acquired by a nationwide network system of 20 miniprocessors.

The system was controlled by a 25 KLOC program, which operated its entire ten months in
field use with no failure observed. It was developed by Paul Friday, of the US Census
Bureau, using stenwise refinement and functional verification in Pascal. Mr, Friday was given
the highest technical award of the US Department of Commerce for that achievement.

Second, the IBM Wheelwriter typewriter products released in 1984 are controlled by three
microprocessors with a 65 KLOC program. It has had millions of users ever since with no
failures detected. The IBM team creating thic software also used functional verification and
extensive testing in a well managed environment to achieve this result.

Third, the US space shuttle software of some 500 KLOC, while not completely zero defect,
has been zero defect in all flights. The IBM team also used functional stepwise refincment
and verification, and extensive testing to achieve that result. The space shuttle software is
such & large, complex, and visible product that there are real lessons in it. As noted, all
programumers were required to complete a basic curriculuny of six pass/fail courses in
understanding programs &5 rules for mathematical functions, and functional veritication of
programs and modules [4].

Cleanroom Engineering of Software hus been demonstrated as feasible and beneficial in both
productivity and quality in software development. The idea driving the development of
Cleanroom Engineering was that by first developing and then applying proper mathematical
rigor to the engineering of software, essentially failure-free software could be developed. The
effort started some 25 years ago at IBM. Today, leading edge organizations are using one or
more of the Cleanroom technologies to develop software. The engineers utilizing Cleanroom
Engineering are developing significant software systems that are of very high quality. There
are several examples of widely used failure-free software. Since software development is a
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human activity subject to human fallibilities, even Cleanroon: software may cuntain latent
failures.

Current quality metrics in terms of defect rate per 1000 Lines Of Code (KLOC) at delivery
for software development organizations are as follows: for organizations who are using
traditional practices (bottom-up design, structured code, defect removal through testing) 15-18
defects/KLOC,; modern practices (top-down design, structured programming, design/code
inspections, et.) 2-4 defects/KLOC; and Cleanroom Engineering (0-1 defects/KLOC). Users
of Cleanrroom are now targeting to release 100 KLOC systems that, more often than not, have
no failures ever found during execution of the software. They expect, as they move up the
learning curve, to do even bette:.

The surprise to many is *hat Cleanroom developers also increase their productivity at the same
time that they are achieving these much higher quality levels. Productivity rates of 750 lines
of code per staff month are common witk Cleanroom projects compared to the typical 70 -
250 lines of code per staff month being achieved by developers using modern programmiing
practices. The reason is that it is less costly to design the software in @ manner that will
prevent failures than it is to test in quality into a failure laden product, where defects have
been designed in as a result of using inadequaie engineering practices. Cleanroom developers
expect to soon be achieving a productivity of 1500 lines of code per staff month as they
progress up the learning curve,

Early Cleanroom Experiences

Some of the early Cleanroor projects that were conducted to confirm the ideas are
summarized in this section.

The IBM COBOL Structuring Facility, a complex product of some 80K lines of PL/I source
code, was developed in the Cleanroom discipline, with box structured design and functional
verification but no debugging before usage testing and certification of its correctness. A
version of the USAF HH60 (helicopter) flight control program of over 30 KLOC was also
developed using Cleanroom. The Coarse/Fine Attitude Determination Subsystems (CFADS)
of the UARS Attitude Ground Support System (AGSS) of some 30 KLOC has been
developed with Cleanroom at NASA.

The IBM COBOL Strurturing Facility (SF) converts an unstructured COBOL program into a
structured one of identical function. It uses considerable artificial intelligence to transform a
flat structured program into one with a deeper hierarchy that is much earier to understand and
moaify. The product line was prototyped with Cleanroom discipline at the outset, then
individual products were generated in Cleanroom extensions. In this development, sevcral
challenging schedules were defined for competitive reasons, but every schedule was met.
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The COBOL/SF products have high function per line of code. The prototype was estimated
at 100 KLOC by an experienced language processing group, but the Cleanroom developed
prototype was 20 KLOC. The software was designed not only in structured programming, but
also in structured data access. No arrays or pointers were used in the design; instead, sets,
queues, and stacks were used as primitive data structures [5). Such data structured programs
are more reliably verified and inspected, and alsc more readily optimized with respect to size
or performance, as required.

COBOL S/F, Version 2, consisted of 80 KLOC, 28 KLOC reused from previous products, 52
KLOC new or changed, designed and tested in a pipeline of five increments [3), the largest
over 19 KLOC. A total of 179 corrections were required during certification, under 3.5
corrections per KLOC for code with no developer execution. The productivity of the
development was 740

LO per staff month, including all specification, design, implementation, and management, in
meeting a very short deadline.

The HH60 flight control program was developed on schedule. Programmers' morale went
from quite low at the outset ("why us?") to very high on discovering their vnexpected
capability in accurate software design without debugging. The twelve programmers involved
had all passed the pass/fail course work in mathematical (functional) verification of the IBM
Software Engineering Institute, but were provided a week's review as a team for the project.
The testers had much more to learn about certificatior. by objective statistics [1).

The subsystem Coarse/Fine Attitude Determination System (CFADS) of the NASA Attitude
Ground Support System (AGSS) of some 30 KLOC was developed in Fortran. 62% of the
subroutines, which averaged 258 source lines each, compiled correctly the first time the
testers tried to compile it, with but one of the rest compiled correctly on the second attempt.
Compared with well measured related systems, the failure rate was down by a factor of §
while the productivity was up by 70% [2).

V. R. Basili and F. T. Baker introduced Cleanroom ideas in an undergraduate software
engineering course at the University of Maryland, assisted by R. W, Selby. As a result, a
contrelled experiment in a small software project was carried out over two academic years,
using fifteen teams with both traditional and Cleanroom methods. The result, even un first
exposure to Cleanroom, was positive in the production of reliable software, compared with
traditional results (7).

Cleanroom projects have been carried out at the University of Tennessee, under the leadesslip
of J. H. Poore [6] and at the University of Florida under H. D, Mills. At Florida, seven teams
of undergraduates produced uniformly successful systems for a common structured
specification of three increments. It is a surprise for undergraduates to consider software
development as & serious engineering activity using mathematical verification instead of
debugging, since software development is typically introduced primarily as a trial and error
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Appendix D
Notes on Leveson's talk August 21, 1992 o NRC, pp 412-459

For ACRS Meeting
Washington, D, C,

Febraary 9, 1993

Harlai D. Mills
Software Engineering Technology, Inc.

Nancy Leveson, professor at U. California, Irvine, moving to U. Washington as endowed
professor, has unique experience and capability in evaluating software quality. She has a broad
view of software, from an engineering view rather than simply computer science.

My assessment is that she approaches software quality intuitively, does rot believe foimal
methods are practical, and has invented some informal ideas in both software and masagement
to take their place. She does not like the term “correctness”, but is really concerned with
"software correctness” in both the "explicit software” written to raeet a specification and the
“implicit software” not written but also needed to meet the real need. The terms "explicit” and
"implicit” are mine here. She has many useful ideas, but 1 think she also has some critical ideas
that keep verification and correctness intuitive and possibly faulty. Humans can make mistakes
when using complete methods. For example mistakes are possible in doing arithmetic in arabic
digits, but humans will make even more mistakes in roman numerals.

I illustrate these differences in some key points, which are pulled out of a broader report that
follows as an Appendix. These points each begin with a quotation of Professor Leveson,
followed by a response of mine.

4. “I don't think software engineers have been very aware that there are conflicts;
they just think you can sort of make perfect software, ycu kncw, and “correct” in quotes,
and there's no such thing as correct software anymore than there's any such thing as
correct system or correct nuclear power plants.” p 414, Is 13-18

I'd modify point 4 as follows.

4 Software engineers need additional education and rigor to create perfect software
which is correct to given specifications, which are complete for what is needed. to replace
pal4, Is 13-18

Next, Professor L-veson makes a point

0. “In computer involved accidents, ..., almost all of them are dve to inadequate
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design foresight in requirements specifications.” p 415, Is 6-9

I disagree and see many accidents due to previous fixes of other failures.

o' In computer involved accidents, many of them are due to inadequate design
Joresight in requirements specifications, but even more are due to previous fixes. to replace p
415, 1s 6-9

1 believe software design and software testing should be done by different groups, with strong
software proofs carried out by developers before passing it over for certification. There should
be but a few, if any, failures discovered, but failures should be returned for correction to
developers who then return the software to the certifiers for retesting.

Professor Leveson makes a distinction between safety and failures, as follows.

7. "You know, 1 think it's a real mistake to, first of ali, define safety in terms of
failures." p 416, Is 15-16

I think I agree with this, assuming she means safsty refers to both referenced requirements and
unreferenced requirements. I'd make that more specific as follows.

7', Safety references two kinds of correctness, first with respect to the specification,
and second to unspecified requirements not in the specification. to replace p 416, Is 15-16

For example, I'd replace the following sentence with another following.

8. "So 1 don't even know what correct means, and [ try not to use it, but we still do,
because | don't know what correct software is.” p 418, 1s 4-6

8. Software cystems can be developed to meet specifications and never create an
explicit failure. Specifications must also be complete in order to prevent implicit failures.
to replace p 418, Is 4-6

On (p 443, Is 1-6), Professor Leveson returns to concerns with the term correctness.
13, "-- when software engineers say correctness, all we really mean is consistency with
the specification, which is not at all correctness, it's only consistency with the
specification -- versus verification of safety.” p 443, Is 1.6

As noted above, failures, if any, may be explicit from incorrect execution, or implicit rom faulty

specifications. She then discusses unsafe states that can arise from faulty execution or missing
specificaticn parts.
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As already stated, 1 believe correctness should be used in a positive way by including
specification completeness for definivy safety.

13", «« when saftware engineers say correctness, we mean the software is correct with
respect to the specification, and that no hidden specifications cxist -- then correctness is
consistent with safety. to replace p 443, Is 16

In closing, Professor Leveson goes back to the fundamentals from her perspective.
20, "most of engineering is learned through trial and error, You have accidents and
you learn, and you establish codes and standards of practice.” p 458, 1s 20-23

Point 20 is debatable. I'd say it as follows.

20", "most of engineering is intended 17 avoid trial and error. lf you have accidents you
learn as you establish codes and standards of practice.” to replace p 458, Is 20-23

In summary, Professor Leveson thinks very hard about scftware correctness, both explicitly and
implicitly. 1 think she is overly intuitive on design and verification, and assumes testing by the
designers is an important way to find and remove failures. | think such joint design and testing
creates deeper failures no matter how hard people try. Informally created code has a fifteen
percent failure rate in corrections because of the lack of formal documentation for the code. As
a result, the software seldom becomes correct from informal debugging.

Finally, although not discussed by Professor Leveson, there is a new way to examine the
correctness of software by testing and use. If software has many unknown sources of failure,
finding one such source und fixing it will reduce (hopefully) the failures possible. So classical
calculations of statistics may be useful in estimatiny possible failures from a fix. But if software
is of high quality with very few sources, possible only the one just wound, the classical estimate
is wrong. In this case a hypothesis that no sources of failure remain can be formulated. If an
additional failure is found, the hypothesis has failed. By correcting this new source of failure,
a new hypothesis of perfect software can be made. In fact, the classical calculations can be
carried out, as well, so nothing is really lost by carrying out both hypotheses.

Clearly, Professor Leveson is legitimately concerned with the quality of estimates of correctness,
both explicit and implicit. But 1 believe the needs of NRC is to make use of statistics and
rigorous software design and verification before testing so that effective human engineering is
brought to bear.
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A ppendix
Notes on Leveson's talk August 21, 1992 to NRC, pp 412-459

Her first summary on pp 4)3-414 is as follows.

I. "... we've got to stop believing hype and overselling about s ftware engineering
technigues.” p 413, Is 22-24

2. “We need to add safety techniques to software design.”, p 414, Is 2-3

3 "We've got to get the software engineers working with the system safety
engineers.” p 414, Is 8-9

4. "l don't think software engineers have been very aware that there are conflicts;
they just think you can sort of make perfect software, you know, and "correct” in quotes,
and there's no such thing as correct software anymore than there's any such thing as
correct system or correct nuclear power plants.” p 414, 1s 13-18

- & "From a systems safety engineering standpoint, we've got -- they've got to start
including software and stop ignoring it." p 414, Is 19-21]

I disagree with point 1. Solid software engineering techniques are needed for effective
specification and program design. I'd modify point 1 as follows.

L]

“I ... we've got to understand and make use of software engineering techniques as
they are rigorously known. to replace p 413, Is 22-24

I certainly would not make use of intuitive hopes as often done today, only real - “cineering
techniques.

I disagree with point 4, Software is either correct or not with respect to a specification because
it is logical. Systems and nuclear power plants are physical and can only operate correctly with
given data at a given moment in time. 1'd modify point 4 as follows.
4 Software engineers need additional education and rigor to create perfect software
which is correct to given specifications, which are complete for what is needed. to replace
p4l4, s 13-18
Next, Professor Leveson makes a point

6. “In computer involved accidents, ..., almost all of them are due to inadequate
design foresight in requirements spocifications.” p 415, Is 6-9
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10, "Then we've been looking at system hazard analysis when we model the system,
where we determine whether it can reach a hazardous state ... " p 420, Is 13-15

1! “We are looking at design for safety -- in other words, to design to protect against
safety failures ... ." p 420, Is 19-20

12 "And then the last area we have looked at is code verification.” p 421, Is 1-2

She points out that these areas were invented in reverse order. She then discusses how much of
this kind of analysis can survive commercial standards of productivity.

In this case, the Darlington shutdown software (p 426, Is 9-15) illustrated her concermn on how
narrowly certification could or should be. Clearly she was concerned that Darlington did not take
her complete advice.

Next, she begins a discussion (p 427, 1s 4-19) on modeling the black box behavior of the
software, its interfaces with the rest of the system, basic assumptions about the behavior of the
other components, including failure behavior of the other components. An example is given with
& Hughes torpedo project beginning 1980. Another is in air traffic control.

Neaxt, her study of N-Version Programming, in part with John Knight, illustrates the difficulty of
finding failure independence with different programs. That seemed a promising idea, but has not
worked out as well as people had hoped (p 435-442).

On (p 443, Is 1-6), Professor Leveson returns to concerns with the term correctness.

13, "-- when software engineers say correctness, all we really mean is consistency with
the specification, which is not at sll correctness, it's only consistency with the
specification -- versus verification of safety.” p 443, Is 1-6

As noted above, failures, if any, may be explicit from incorrect execution, or implicit from faulty
specifications. She then discusses unsafe states that can arise from faulty execution or missing
specification parts.

As already stated, | believe correctucss should be used in a positive way by including
specification completeness for defining safety.
13" -- when sof*ware engineers say correctness, we mean the software is correct with
respect to the specification, and that no hidden specifications exist -- then corréctness is
consistent with safety. to replace p 443, Is 1-6

Next, Professor Leveson goes into fault trees, and more experiences with Darlington. She
compared (p 446, Is 25..) fault trees at Darlington with formal verification techniques, from "two
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man months” to “30 man years”. I find concern on whether the measurements are comparable.
She states the following.

14.  "So it was cheap and its also a good protection because it doesn't start from the
requirements; it starts from the system fault tree, from the hazard.” p 447, Is 3-§

Darlington "made about 42 changes to the software as a result of the fault tree analysis.” p 448,
Is 1714 Another example on a UC Berkeley satellite found more faults as follows.

15. "l can't believe it. 1 found the fault, an error in the software that would have
caused the software to destroy the spacecraft.” p 449, Is 19-21

Professor Leveson states that in retrospect, they had been looking at the software in a different
way that hid the failure. I'd be concerned that the methods were formal enough. But that should
be examined.

On p 451, 1s 17-22 another comment on Apollo on a accident that might have occurred. It was
doubted astronauts would have taken a simulation seriously to reveal a failure.

Next, some discussion about regulawory and policy issues.

In closing, Professor Leveson goes back to the fundamentals from her perspective.
16.  "Encourage interaction and cooperation between the software developers and the
system safety personnel.” p 455, Is 10-12

17. "we have gou to be very careful about getting rid of hardware interlocks ... and
replacing them wath software.” p 456, Is 3-6

18 "this cost them (Darlington) sc many millions of dollars to get this software
certified, and they had to go through this horrible verification technique, which wasn't
proposed oy me, it was proposed by David Pamas, cost them incredible amounts of
money." p 457, 1s 8-13

19.  "in terms of personnel requirements, we've got . train people better." p 458, Is 1-2

20, "most of engineering is learned through trial and error. You have accidents and
you learn, and you establish codes and standards of practice.” p 458, is 20-23

In point 18, there is clearly a debate between Professor Leveson and Professor Parnas about
levels of specification and correctness which is well taken.

In point 19 I belizve personnel must be educated better as real software engineers who know how
to create specifications rigorously, and design and verify software to meet them.
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Point 20 is debatable, I'd say it as follo ws.

20", "most of engineering is intended to avoid trial and ervor. If you have accidents you
learn as you establish codes and standards of practice.” to replace p 458, Is 20-23

In summary, Professor Leveson thinks very hard about software correctness, both explicitly and
impliciuy. I taink she is overly intuitive on design and verification, and assumes testing by the
designers is an important way to find and remove failures. 1 think such joint design and testing
creates deeper failures no matter how hard people try. Informally created code has a fifteen
percent failure rate in corrections because of the lack of formal documentation for the code. As
a result, the software seldom becomes correct from informal debugging.
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* Introduction

* Need for Upgrades

* 50.59 Process Used for Upgrades

» Comments on Draft Generic Letter

* Summary




Introduction

* CY has Completed 25 Years of Comimercial Operation

* Twice Set World Record for Cont:nucus Operation

* First Light Water Reactor to Achieve 2 Runs over 400 Days
* Presently Over 325 Days of Continuous Operation

* Excellent SALP Ratings
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Auxiliaiy Feedwater

* Done to Eliminate Dependence on Control Air
« Utilized Woodward Model 501 Digital Control System

* Was Determined to be a USQ Due to Steam Admission Valve
Failure Mode




Reasons for Upgrades

« Obsolete Equipment
* Appendix "R"

* NIS

* ISAP




Method of Upgrade

* 50.59 Process - Not a USQ
e Failure Modes and Effects Analysis Supported 50.59
Determination

e SER Issued for Phase I and II with "caveats”




Feedwaier Upgrade

* Safety Related and Control System Upgrade

* Added Required Channels for Single Failure Criterion
« Same Philosophy as Phase I and II (Spec 200M)

* Rosemount Transmiiters

* Prior Approval of Tech Spec but not a USQ




Feedwater Control

* Primary and Secondary Systems for Fault Tolerance
* Median Select for Level Input

* Deviation Alarms




Comments on Draft Genernic Letter

« NU Supported NUMARC Comments
» Common Mode Software Failure 1s a Design Issue
« Need to Focus on System Response to Determine FMEA

* Software Failure not a Credible Event in Simple Systems that
Have Many Years of Industrial Operational Experience.

« A Defense-In-Depth Analysis 1s Recommernded for RPS and
ESFAS I&C Conversions




Comments on Draft Generic Letter

* Information on EMI/RFI Levels at the Installed Location 1s
Needed

+ Experience has Found Fields Wiihin Design Parameters
» Reasonable Standards are Needed
» Administrative Controls are Acceptable

» Site Specific Surveys Should Not be Required for all
Applications




Summary

» Experience with Analog-To-Digital Conversion has been
Excellent

* Encourage Continued Staff and NUMARC Dialogue
* Reasonable Standards and Regulatory Guidance are Needed

* Let the Utlity Decide when the Conversion is a USQ
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RADIATION MONITORING SYSTEM
ANALOG SUB-COMPONENTS

BACKGROUND

ANALOG TO DIGITAL UPGRADE

REASON FOR UPGRADE

ENGINEERING, QUALIFICATION AND TESTING

IMPLEMENTATION

LICENSING DOCUMENT CHANGES

POTENTIAL ANALOG TO DIGITAL UPGRADES



BACKGROUND

® AFFECTS APPROXIMATELY 45 CHANNELS OF
PROCESS AND EFFLUENT MONITORS

® SAFETY RELATED MONITORING SYSTEMS

e CONTAINMENT VENTILATION ISOLATION

“ FUEL HANDLING BUILDING VENTILATION
ISOLATION

e CONTROL ROOM VENTILATION ISOLATION
® RADIOACTIVE EFFLUENT MONITORING SYSTEMS
@ LIQUID EFFLUENT MONITORS

e GASEOUS EFFLUENT MONITORS
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ENGINEERING AND EQUIPMENT QUALIFICATICN

CODES AND STANDARDS

. ILEE 323-1974 AND REG GUIDE 1.89 - CLASS 1E
ELECTRICAL EQUIPMENT

® [EEE 344-1975 AND REG GUIDE 1.100 - SEISMIC
QUALIFICATION OF ELECTRIC EQUIPMENT

SOFTWARE REQUIREMENTS
. SOFTWARE REQUIREMENTS SPECIFICATION
(IEEE 830)

B SOFTWARE DESIGN DESCKIPTION
(IEET" 1016)

* SOFTWARE VERIFICATION AND VALIDATION
(IEEE 1012)

[EST PLAN
B BURN-IN
. FUNCTIONAL TEST

e  AGING TO END OF LIFE (MECHANICAL AND
RADIATION)

@ ENVIRONMENTAL (TEMPERATURE AND HUMIDITY)

e SEISMIC

FAILURE MODES AND EFFECTS ANALYSIS (FMEA)
(IEEE 352)



e e R S

IMPLEMENTATION

® QUALIFICATION TEST REPORT BEING PREPARED

® SOFTWARE V & V IN FINAL STAGES OF COMPLETION

® ADDITIONAL TESTING (ISOTOPIC)

@ UPGRADES TO BE IMPLEMENTED DURING ROUTINE
SURVEILLANCE

® APPROVE DESIGN CHANGE IN APRIL 1993



LICENSING DOCUMENT CHANGES

w UFSAR CHANGE

® TECHNICAL SPECIFICATION - UNDER REVIEW




COMPLETE RADIATION MONITORING
SYSTEM UPGRADE

TOXIC GAS ISOLATION SYSTEM UPGRADE
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Reasons to Implement Digital Upgrade

e Implementation of RTD bypass manifold elimination
e Aging analog hardware

¢ Significant manpower needed to calibrate and
maintain analog system

e Analog system calibration drift (reactor coolant
narrow range temperature)

¢ Improved accuracy with digital

¢ Protection system logic upgrade




Reasons to Impiement Digital Upgrade

e I[mplementation of trip reduction measures
e Capability for automated surveillance testing
e Capability to bypass a channel “or testing
¢ Simplified implementation of Reg Guide 1.97

o Flexibility for transmitter upgrades from
10-50 MA to 4-20 MA

B-21Y235312.000
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Design Considerations

» Technical specification revision

e Environmental qualification program revision
e USQ associated with new failure modes

¢ Site acceptance test scope

e Software verification and validation pian

e Assessment of plant grounding system

B8-21 Y2353 12 006




% Maintenance Considerations

¢ Reduced time to perform
surveillance tests

e Reduced time to calibrate
dynamic functions

e Capability for testing in bypass
e Potential scaling problems wit::
site-specific programs
e Tighter tech spec
allowable values

e Potentiai impact to resgonse
time testing program

* New failure modes to
diagnose and repair

8-21 Y2Z312A.007




Procedures Considerations

e Revised
- Functional tests
- Channel calibrations
- Response time tests
- Channel check procedures
- Calorimetric program

B-21 Y235312. 008




IMAGE EVALUATION
TEST TARGET (MT-3




IMAGE EVALUATION
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Procedures Considerations

o Revised
- RCS flow recalibration
- RCS RTD cross-calibration program
- Program to remove failed channels from service
- Annunciator response procedures

» Procedure to monitor and update RCS streaming
coefficients

B-21 YZ35312.009




Cperations Considerations

e New annunciators for protection system failures
e New reactor protection logic to learn
e New tech spec action statements to learn

¢ Significantly reduced risk of reactor trip from
steam generator level during start-up and
low-power operations

821 2312010




Training Considerations

o
Retraining of operators and engineers

* New steam break protection

e Environmental allowance modifier and trip time
delay functions

¢ Median signal select on steam generator-level
control

B-21 V238312011




Training Considerations

Training of instrument techs
on Eagle 21 hardware

e Operation of hardware
e Trouble : Hoting techniques

e Circuit board handling techaiques
and board configuration

e Surveillance/testing procedures

e Rack parameter updating based
on site-specific data

¢ Use of user-configurable test
points and test carts

821 Y2A5312A.012




| essons Learned

e Plant indicated fuli power Delta T changed
- Streaming
- Low-leakage core

e Revised method to compensate for nuclear
instrumentation system gain

e Requirement to periodically measure streaming
coefficients and update Eagle 21

e Requirement to periodically measure RTD current
and update Eagle 21

B-21 Y235312013




OO LSeEs 128

|2 9|6e3 ojui J0 woy sisjewered

Buruny peojdn/peocjumop Apioinb o} Alljigqe ON e
suoljeiqijed pue sjsai feuonouny unouad o}

1 Blje( uo Sjuaidyeod bBuueans sAowsal SN @

SjuUaIoIB02
Buiweas 19s Ajjeniun 0} Jamod 9001 0} 0D Isnpy e

Sjusuueiju0d 1BsSuUapuod

ao1 uo abind;juaa juswurzjuod buunp ajqesado
aq Jjouued (Ay3) JoOHUOW 8dUBMO|[e [BJUBLUIUCIHAUT e

DaUIBa] SUOSSTT

B | R T TNETNIRR——.— e T



Lessons Learned

e Racks may independently monitor signals from
shared sensors

- Parameter update in two racks on streaming
coefficient changes

- RTD current changes for Delta T loops

e Cannot initiate trip from partial trip switch
on energize-to-trip functions if software bypass
has been established




Lessons Learned

e Cannot retrieve error messages after reset of rack

e Failure of loop processor causes digital outputs
to trip but analog outputs to freeze at last value

e Racks draw more current than original analog
hardware

e Connection of maintenance and test equipment to
test points can cause negative spikes that can
momentarily actuate bistables

821 V235312018




Benefits of Eagle 21 at Sequoyah

e Significantly reduced calibration drift
¢ Reduced functional test duration

» Significantly reduced loop
calibration time

e Significantly reduced time to
implement rescaling of an
instrument loop during testing
after refueling outages

e Simplified special testing

- Elimination of connections 1o
each analog loop

- Printout of data

821 Y233 12A017
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