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NTERIM RELIABILITY EVALUATION PROGRAM
BROWNS FERRY TEAM FAULT TRIE GUIDE

1. INTRODUCTION

. Fault trees will be used to fault model systems in tne Interim Reli-
ability Evaluation Program (IREP). A mogified and appreviated version of
tne fault tree metnod 1s used 1o determine system failure probadbilities
where the system, in turn, is related to the overall puplic risks assaci-
ated witn tne nuclear plant. Fault tree analysis is a systematic pracedure
ysed to icz-tify and record the various compinations of component tault
states that can result in 2 predefined, uncesired state of a system. Unlixe
tne familiar inductive metnod of first postulating a componant failure mode
ana then determining 1ts effect on tne system, fault tree analysis 13 an

opposite Cec.:oLi.2 3pproacn whergsy the anglyst first gefines an undesir
system effact and 1nen jdentifies all tne component failyre modas tnat Can,
py tnemseives or in compination with other component failure moges, procule

tnat predefined system effect. A fault tree, as opposes to fault tree
analysis, is a result of the fault tree analysis anc 1s & grapnic gisplay
of all tne component fault modes and tne comoinatorial AND ana OR 103°<
that relates those fault modes to the precefined, undesired state of the
system. It is a fault model of the system which, when expressed in 1ts
non-regundant Boolean form, can Dde used as a propabilistic model to Jetar-
mine a probanility of the system failing in tnat predefined state, bases on
known, or easily computed, probadility values for individua) events sSNow"
on the tree. A complete treatise on fault trees is contained in the fault
tree nandDOO&l.

Tnis guide describes the aboreviated fault tree metnhod to De used Dy
tne Browns Ferry team in IREP. To facil.tate description and understancing
of the apnoreviated methodology, it is first necessary that the conventioral
approacnh be described briefly. Essentially, the abpreviated method 1s tne
game as the conventional method except that basic fault events are snown of
the tree by code name only, and the basic event gtatements are shown 1n 3
fault summary table. A few rules are presented for nandling other kinas of
events, such as interfaling system events and common cause events, RuMar
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2. SYSTEM FAILURE DEFINITION AND UNDESIRED EVENT

Fault tree analysis pegins with a statement of the undesired event.
Embodied in trat statement must De the conditions which constitute failure
of tne system. For example, the Jndesired event, "insufficient coolant

_¢low tnrougn the reactor core when tne reactor is generating heat" is
consigered. This event statement is a complete logic statement specifying
tne requirements tor reactor coolant., If a fault tree were tO De developes
about the undesired event, the analyst would examine all systems, normal
operating and emergency systems, which deliver coolant tc the reactor
vessel., Tne analysi may define a more restrictive yngesires avent, for
example, "insufficient emergency coolant flow when normal fliow 1s Yase, "
far wnich a fault tree is developed for tne auxiliary coolant systems only.
In any czse, the top event, including conditions, must be compatidtle with
tne event tree sequence for which it pertains.

Tne undesired evant examples previousiy presented are stated rather
generally which, in most cases, 1% perfectly accestable. For example, tne
word "insufficient,” implies that selow some flow value, the Syste™ wi
have faileg., Where redundancy nas been provided, however, tne generalizes
gtatement must be translated into a statement more gpecific in orger 12
account for the redundant capabilities of the system. For example, the
statement, “"insufficient coolant flow . . . ," might De translated nto tne
more specific statement, "less than two-pump coolant £10W « + » o wWhere
more tnan two pumps have Leen provided.

Tne fault tree will be developed apout the selected yngesired event,
ang only events which relate logically to the occurrence of tnat undesirel
event will pe identified. Component failures that produce pther ungesirec
events (for example, inadvertent operation of the system) wnen 108S of flow
i« of concern will not be identified unless the particular component fail-
Jres relate to the occurrence of both undesired events.

The undesired event and all subsequent events shown O the fault tree
are 2inary. Tnat is, if the event, as stated, occurs, the system {(or com-
ponent, in more getailed parts of the tree) nas failed; if the event a02s



3. FAULT TREE CONSTRUCTION

Once an undesired event nas been defined, 2 fault tree can be con-
structed about that undesired event. To illustrate the procedure, 2 PuR
high pressure injection system will be used as an example. First, the top
tiers of the fault tree will be constructed using the conventional metnod,
then, tne tree will be restructured using an abbreviated approach.

Figure 1 15 a simplified schematic of the hign pressure injecticn
system (HP1S). It is used to provide emergency coolant to the reactor
vessel in the event of a small loss of coolant accident where the reactor
coolant system (RC3) 1s not depressurized sufficiently for core flooc or
for low pressure coolant injection. The HPIS is initiated automatically oy
an engingered safeguards actuation system (ESAS) upon 1500 psig decreasing
RCS pressure or 4 psig increasing containment pressure. Upon receipt of &

£SAS signal, the three pumps start, refueling water storage tank (RWST)

w

§ apens (RWST valve 5 1is normally cpen), and injection valves 1p i

2
a4

-«

3, ang 4 open. A1l valves (nct snown) in connecting piping are assumes L3

oe closes for tnis example.

3.1 Conventional Fault Tree Construction

The undesired event selected for the HPIS must be compatible with thne
event tree sequence for which it applies. Suppose, for example, tnat 2
relief valve sticks open, heat removal througn the power conversion systew
is lost, and it is incumdbent upon the HP1S to provide emergency ¢coolant 12
the reactor vessel. Suppose too, that one-pump HPIS flow through any patn
snown will suffice. An undesirea, or top, event selected for the fault
tree might be "less than one-pump HPIS flow to the reactor coclant system
(RCS) given a stuck-open relief valve, no heat removal through the power
conversion system." Other top events would have been selected for other
accident initiators and sequences, but this will be the top event used 1o
illustrate the method. Since the “given" part of the yndesired event state-
ment specifies the conditions under wnich the fault events to be defined by
the fault tree produce system failure (see Section 8), the top undesired
event, as shown in the top rectangle, Figure 2, 13 translated into the Twl

w
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Top Two Fault Tree Tiers
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The development of the fault tree, thus far, has been a restatement of
each event to increasing levels of resolution: from system, 10 SubDsystems,
and to paths. The top logic for the fault tree has be¢n e;t:-1ished, anc
the next step 1s o enumerate all the component fault meues, &3 well as the
fault modes of support systems which may interface with those individual
path components. The top logic and the interfacing system events nenerally
determine the degree of redundancy innerent 1n 2 particular safety system
function. This is not always true, however, and the fault tree should be
developea into the interfacing systems and 1nto the control and power Cir-
cuits to igentify the more subtle, but important, contriputions 1o ris«.
Also, some compiient fault moges will appear in more than one path, tnus
reducing redundancy for tnat particular fault mode. For example, ruptJr

m

of any pipe downstream of the pumps and upstreaT of the injection valves
(shown in Figure 1) will appear as faults in the fault tree gevelopment for
each path. This 15 to say tnat when tne fault tree 15 converted to 1ts
simplest Boolean form (see Section 9 below), the pipe rupture event will De
a single fault. «nowing this is the case, the top fault tree logic coulc
be changed to reflect pipe rupture as a single event.

Figure 5 shows the conventional metnod for enumerating comporent
fault modes and interfacing events., Eacnh of the events SnOwn within &
circle is a basic component failure for whicn failure rate gata are expectec
to be availanle, The events shown within diamonds are basic events tnat
are not expanded either because the event is judged not to De imgortant,
insufficient information 18 availaple, or the analyst merely wisnes to
postpone development. In any Case, the event is given a name (see Se

m

tion 7 oelow) and is accouniable in the Boolean expression for tne fault
tree. The events shown within rectangles are interface events that will be
exnande¢ during the course of evaluating tne interfacing systems (not

evaluated herein).

The fault tree fis developed in the preceding manner until all compo-
nents of the system are identified in their basic fault states. The resu't
is a binary mode! of the system which can be reduced to 1ts simplest Boolean
form. Failure rates, human error rates, and appropriate time intervals can
pe assigned 10 getermine probadbility values for the components, subsystems,

11



and tne system. The quantification process involves the naming cf events
and the transferring of all the information contained on the fault tree to
event tables and coding sheets for ease in the assignment of data to events
and for computer processing.

372 Abbreviated Fault Tree Construction

Since all basic fault event statements on the conventional fault tree
are subsequently transferred to tadles, €2 way to reduce tne fault tree
analysis effort is to not put those statements on the fault tree in the
first place. The first step in the adbbreviated metnod, then, 1s to enter
all pasic fault statements directly into fault summary tables (a portion of
a fault summary tatle is snown in Table 1). Only tne event coge name,

f

gescrined in Section 7, 1s shown on the ault tree.

Taz seconc step in the procedure 1s to define a new logic gate, tne
taculation OR gate (descriped in Section 3), 10 facilitate the listing of
gvent names on tne tree rather than 2 SNOw Namec indivigual event state-
ments witnin event type symoois as is conventionally done. Typically,
systems which are evaluated contain a large numper of events that are 1051~
cally in series wnen reduced. For example, tne fault tree development for
the two injection path componerts connected in series (shown in Figure 3]
is consigered. This development can be restructured as shown in Figure o,
where the code names for basic input events are listed under a tapylation
0R gats, inputs to a component can De SnOwn under the tabulation OR as
shown; otherwise, they can be expanded into their respective Causes. Tne
same treatment can be applied to any numoer of components logizally 1in
series. A completed fault tree for a system would be typically depicted Dy
L top undesired event, basic fault events listed by code name under one or
more tapulation OR gates, a few input events jdentified within rectangles
which are inputs to chains of components and inputs to the system, a few
house events, and the logic AND and OR gates used to relate tne avents.

A1l the other information is contained in tne fault summary tadle.
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4. COMPONENT FAULT STATES

A component can transfer to a fault state due to any one of three
categories of causes: primary failyre, secondary failure, and commanc
gransition., A primary farlure is the so-called “random” failyre found 1n
the reliapility literature and refers to failure from no known externa’
causes. A secondary fault results when a compnnent is exposed to an Oper-
ational or environmental condition which exceeds the cesign rating of that
companent. A command transition does not involve actual component failure.
It simply means tnat the component is in the wrong state at the time of
interest because it was commanded to that faulted state by another fauites
component, & human error, Or, in some cases, Dy ar gnyironmental congiticn

Most of the dat2 availadble on nuclear components empody Dotn primary
and seconcary causes for failure; therefore, the distinction between tne
two types of failyre is not made on the fault tree except for the case 77
Wwnich 3 secondary cause resuits in multiple component failures, and the
distinction is made 1in code only. A procedure for screening seccniary
failures for common cause failures i1s discussed in Section 10.



A AND GATE

The output event A occurs when input events X,

and xz and X coexist. i
n
3 1 Aw ‘ixé pldcs Xn (all input events independent)
2 xn
A OR GATE
The outp.. event A occurs when any one Or mIre
input events X., X , ... X_exist,
1 2 n
o —— -+ ) P b A nt
"'| AN Xl + Xz Xn il:l ir,.ut’ev'e 5
3 X ndependent)
- n
TABULATION OR GATE
The output event A occurs when any one orf more
input events xl. X, sss X exist
AN xl + x2 + ... X (all input everts
independent)
COMBINATION GATE
The output event A occurs when any subset of n
of the N input events coexist. For example, if
n=2and N= 3:
x1n A= XXy + XXy ¢ XXy

Figure 7
Apbreviated Fault Tree Locic Gates



7. EVENT NAMING

In order to facilitate the computer nandling of events, and as 01SCus-
sed ear e, to simplify fault tree construction, each non-expanded event
on the tree is given a code name. This includes "nouse" events, inter-

_facing systems events, basic component events, and secondary events naving
common cause failure potential. The top event is also given 3 cCode name 1o
facilitate future storage and retrieval of the fault tree. Tnese event
naming codes are descriped as follows:

~3
.
[
™
m
-
[
3
o

o

A tnree-cnaracter system code 15 used 1o identify eacn systeT fad
tres. Tnis code 1s optained from Taoie 4-1A, attacned, for tne Browns
fFerry fault trees. Tne code name «ill be placed near tne gottom of the 3D

event on eacn fault tree and also at tne top o7 €asn pasze < 1-& assgsianecs

% - . - - - L - - LL] = P - - ‘. * 3 5~ -
the sy3t2m coce will pe followed Dy the top “"nousa" evetl code; | e

Top
Event
Statement

CBB-HZ
7.2 Houss Events

A two- Or tnree-character Code name is used to identify eacn hou:z
event on a fault tree; for example:



7.4 Secondary Events

Secondary events wnicn are expected to have significant effect on

component fail.'e and are suspect of affecting multiple components {common

cause) are given a different eight=character name from inat describesd
greviOusly. Tnis secondary event code is characterized by tne type of
secondary event and location:

X lXX_Xi
]l' Location

Secongary Type ole 2

i

room numoer witnin facility, and cadbinet number, if applicadie ¥ 2

- P - b | \ - % -
rooms witnin tne facility are Jniguely numoered, the Duliging numoer 15
r,a;. 12

------

A11 events wnich are unigue in the system must De §iven @ unigu.e ne
An event Mey appear in more tnan one place on ine model or on multigis

mougls put, 1% 1t is tne same event, 1t must De given the same name,

"na



8. REQUIRED CONDITIONS

A system can assume 2 variety of possible off, standdby, or norma’
operational states depending on plant conditions and operational regquire-
ments. For example, @ water pump may pe off if the water level in a tank
15 high but on if the water level 1. low, a diesel generator may be requires
to start if the offsite power fails, or a .alve may be required to close if
a fault has occurred in 8 downstream component. In fault modeling, inclus-
§on by the analyst of the cundgitions upon which a system or component 15
required in tne analysis is important. A system fault is not consigerel 3
fault unless tne system 15 required, For example, failure of a giesel &
start at any time other tnan when the diesel is neeged 1s not 2 fault inso-
far as tne analysis 1§ concerned.

Requires conditions in a fauit tree analysis can be 1n Ine form of

o
(24
“h
[t

explicit assumptions and the fault tree2 construc
required congitions can 22 incorporated directly 17 N2 fault mode
latter 15 preferred pecause 1t provides versatility n tne use of the mozel,
when incorporated into the mode), requireg concitions are SNTe” witnin tre
"nouse” symool. The "house" serves as 3 switcn 1o turn on those events
whicn are faults when tre requirec conitions exist and off when the
required condicions 40 not exist. The “nouse” 15 input into one 1nput of

an AND gate, and tne subtree of faults is input 1nto other inputs of tne
AND gate as shown 1n Figure 2.

In some situations, to tyrn on or off subtrees by connecting tne
“nouse" to the input of an OR gate is gesireanle pefore going 1o an AND
gate as shown in Figure 8. In this case, the required condition 1s
inverted (stated negatively) such that when the “house" statement 15 Lrug,
the AND gate is enabled; wnen the “house” statement 15 false, only the
existance of faults descrined by the associated subtree enable tne gatls.
Typically, this inverted logic arrangement ijs used in fault mogeling
standby redundaniy.



Tne house is also used to describe mitually exclusive faults, in which
case, two "houses," as shown in Figure 9, are used-—one or tne other house
can be on but not both at the same time.

Tne house is also frequently used to clascify faults for which eacn
fault classificativs results in a different consequence. For example, in
the evaluation of 2 reactor containment classification of breach areas
(faults) according to size may be desiraple, as shown in Figure 10. In
tne computer evaluation of this fault tree, either or both houses may De
tyrneg on gdepending on whether tne analyst is interested 1n faults <2 n.%,
>l 1n.2. or all faults, respectively, where tne faults in each categary
are listed unger the tapulation OR gats.

Any otner conditions wnich are pertinent to the analysis and whicr
yit's tninking adout the gva'yation shouls also
2, knowing that a large LOCA nas occurred ang tnat
sudasnly large lo22s are 10 De placed on tre electrical system ghoutd guigs
tne analysis of tne glectrizal system. (nat s, the andlyst shadld sancens
trate hi1g evalyation on tnose Components (e.g., overload trips) which ar2

vulneraple to transient loaging. Turping trip 2150 DCCurs, 8NS ngse IITEC

nents most likely to be effectec by turbine trip snould pe examined,



Loss of
Containment
Integrity
v
Loss of Loss of
Containment Containment
Integrity Due Integrity Due
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-
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Figure 10

Classifying Faults Using the House
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A= A2 ¢ Aa

(Ay + %y) * (Ky * Ry}

(X1Xp * Xy) * (Xy * X3)

B . KX Xy XXy Xy XoKg XX, (1)
Tne preceding algebraic expression contains “AND" and "OR" regungancies

which can pe removed by using the following idempotent relations:

A'ABA \ &
A+A=A | 3
A+ AB = A (4

By application of tnese relations to agedraic Expression (i),

rec.zes to A = xl. In tnis example, the analyst would not expand X, and
ints tnair respective causes of failure because t

ne m

tnase varianles would disapoear in the ena resy’t.
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cause event, Tnat is, the event 00000211 would appropriately affect the
nonredundant form of the Boolean expression resulting from one or more

trees containing the event.

Lo
L%}




12. TEST AND MAINTENANCE

System outages due to tests and maintenance and the human errors whicn
can accompany test and raintenarce activities can be important contributors
to the risks of nuclear plants. Some systems and components associated
with nuclear plants are testead and maintenance is performed when the reactor
is shut down; therefore, test and maintenance outage, as such, 1s not an
important risk factor. However, where on=1ine testing and maintenance nas
peen provided in the design, a system which is redundant can change to 2
nonr2dundant system guring the time tests and maintenance are performe’
unless override features have also been provided in the gesign.

Qutage due to test Or maintenance 15 treateg on ine abbreviatec fau't
mccel by showing an aggitional component fault event on the fault tree anc
an the fault summary for any subsystem OF portion thereof wnich 15 Unava' =
anle during test angd maintenance. Although not a failure 1n tn€ strict
cense of tne word, outaze 1s «reated as & basic component fault witn 8 moCe
gesignation “test" or wmaintenance” ang a fault mode coce designation *T.”
Jnless each component 1§ tested or maintained separately ang at oifferent
times, only the component reguiring the iongest Outage time 15 shown 23s 2
fault time. 1f each component 15 testec or maintainec separately anc at
gifferent times, each component should be treated as a test ancg mainienarce
fault.

1f a valve or other component can be left in the wrong state as @
result of a test Or maintenance error, tne fault is also shown on tne fault
tree and 1s treated as a human error 3s discussec n Section 1l.



14. SYSTEMS FAILURE ANALYSIS

Tne relidbility of a typical nuclear safety system is dependent on the
degree of redundancy ir. the system and its support systems ang on trhe reli-
aoility of individua) components in those systems. The redundant elements
in those systems must be independent, and tre individual components must D=
relianly mature for tne expected operational and environmental demancs on
them. Tne failure analysis of 2 safety system, for tne most part, requires
that the analyst determine tne degree of r~edundancy based on system
requirements, tnat he verify tne ingependence of tnose redundant glements
by examination of individua) component fault moges, and that he verify tnat
componants nave Deen properly selected for tne expected operation and
environment. Fault tree analysis permits this failure evalaation of 2
system to take place systematicaily.

Tre failure evaluation of any system reguires first tnat tne ana yst
y J
:raz71en tne pnysical ooJundaries of the system to De analyzec. Thess
]

- e e e T " ) g 2
poungariés can o€ rather arpitrary, bJt they are gsudlly ‘abput the saAMeE as

tnose gafined Dy tne Gesigner. Typically, the system, as gefined, w'l
nsv2 One OF more Outputs and one or more inputs (see Figure 11). Tre
first task in evaluating that system will De to break tne system QOw" ints
redundant elements which must oe done on the basis of tne regquirements of
tne system. Tnis 1s to sdy that one accident may require tnat twl of tnres
pumps oparate; another accident may require that only one of three pumps
respond, For 3 two-train safety system wnicn provides a single outp.t
function, tne system Droken Qown into its two redundant trains might D€
represented Dy the twd "slack boxes™ as shown 1n Figure 12. The inputs 12
each redungant train, or subsystem, are also separated as Shown. Tne
aboreviated fault tree respresenting the twr subsystems 15 shown 1n

Figure 1J.

The failure evaluation of systems in IREP will De conducted much as
just presented, first for tne front line systems and then for tne support
systems. The requirements for support Systems, of course, are basec on 1ine
requirements for the front line systems, The enumeration of ingivigua’

Cat
"
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Typical Two-1vain Safety System




faults under the OR gates will be deferred according to tne 815Cussion
apout staging in Section 12.

Failure analyses are usually performed to tne component level of reso-
lution where & component is gefined as the largest entity of hardware for
wnich experience data are expected to pe available. A component 15 usually
an off -the-shelf item which the designer uses as building blocks for his
system, Sometimes it is necessary for the analyst to examine components,
nowever, in order to determine how component inputs relate logically to the
component output.

When examining component fault modes, the analyst should think not

only about how each of those fauit modes may affect tne system being anal-
yzed, but he should also concern himself about how those fault modes may
affect otner systems, For example, a timer in 2 resigual heat removal pums

ircuit which s used to stagger tne load application to emergency DuUses
could actually trip a circuit Dreaxer in the electrical power system 1 1t
pecomes faulted. A leaky valve in 2 recirculation loop coula result in
figssion product leakage to the atmosphere even though leaxage ma, nit LAR 34
recirculation performance.

a
4 3
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Parent tree——A fault tree developed to 2 subsystem level only ant

wnich gefines tne top logic and which jdentifies the various interface
faults with other systems.

Daughter tree—That part of a fault tree which enumerates the various
component faults in a subsystem,
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October 21, 1980

Mr. Joseph A. Murphy
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Human Reliability Modeling for TRFP

The treatment of human reliability 1s a very important
aspect of any risk assessment. Past risk assessments have shown
that the human plays an important role 1in at least some of the
dominant accident seguences. Actual operating experience
reflected in Licensee Event Reports and accidents such as those
at Three Mile Island and Browns Ferry attest to the importance
of operator action.

The treatment of human reliability in nuclear power plant
operation is a complex task. The purpose of this paper 1s toO
present a systematic approach for identifying human error susceptis
bilities for incorporation into the IREP models and to proprse an
approach which will identi1fy and quantify those susceptibilities
imporcant to risk. . This digeuesion will serve as a guideline
for handling most of the nperator actions of importance to IREF,
Nevertheless, a particular plant may have specific design or
operational considerations which are unigue and which reguire
case-specific human error considerations. These can be handlec
only on a case-by-case basis, perhaps using this discussion

for some general guidelines.

Incorporation of Human Errors into Logic Models

Por the purposes of this discussion, human errors in two
situations are considered: test and maintenance operations anc
transient or accident response situations. Both are important

and must be addressed in the IREP study.



Unavailability Due to Test and Maintenance

A system may be unavailable as a result of test or main-
tenance activities 1f (1) the system 1S undergoang test or
maintenance at the time 1t 18 required to operate Or (2) the
system 1s left in an inoperable state by test and maintenance
personnel. The latter would constitute a human error. An
example of such an error 18 failing to reopen manual valves
which were closed *o allow mainterance on a pump.

System unavailability during testing and maintenance ané
human errors committed in performing these activities are inde-
pendent of any particular accident seguence. Therefore, they
should be modeled explicitly on each system fault tree by
developing the test and maintenance fault logic associated
with each affected component.

This may be done as follows. The analyst for each syster
reviews the testing reguirements and testing procedures for
the system. These should be placed in the system description
notebook. For each procedure, he constructs a table of actions
performed on components in the system, The table has the

following form:

Procedure Step Component Action Comments
Test Procedure 1 1 Manual Valve-10l Close Normally

Locked Open

7 Manual Valve-101 Open

Prom this table, the analyst can identi.y which components 1n the

system are affected by actions associated with the test., In generzl,



1t will be assumed that the only components affected by the test
are those associated with the procedure = that is, that the operater
does not manipulate any components not involved in the procedure.
However, if the analyst believes that such an action 18 probable,
he should include this in the fault logic for the system affected.
(Por example, the analyst may ascertain that three valves are
colocated in the plant, but only one 1s to be manually manipulated
by the operator for a given test. It may be fairly probakble the
operator would turn the wrong valve. Such an error would appear

in two places in the fault tree: as an error of omission for

the system undergoing test, and as an error of commissicon for

the affected system.) Although such exceptions may exist, generally
the only errors to be considered are those 1in which an operator
fails to perform a given step 1in 2 procedure properly, Or if

which he omits a step altogether. Human factors specialists suggest
thesc constitute the majority of human errors which might fail

a component.

For cach affected component in this system, the fault losic
associated with the test of the system will be developed explicatly.
A "component unavailable during testing” event and events associated
with human errors which would cause the component to fail, can be
modeled as inputs to the OR gate representing the causes of com=
ponent failures. For the example above, 1if *Manual Valve-10l closed
due to the testing® is the fault event, the logic would appear 2s

follows:



Manual Va.ive-l1lUl
Closed Due
to Tesgting

MV-l0l=-T

| EV-IUJ Closed aillure to open
for Testing MV-101
Period Following Test

The cvent MV-101-TU reflects the unavailability during tne test -
1t 1s assumed that the test procedure 1s performed correctly.
The other event, TPl-7, reflects the human error wnich leaves

the component in the failed state.

There could, of course, be other events in the develcpment
of a "manual valve-10l closed” event reflecting hardware failures,
other human errors (discussed below), or other errors involved 1n
testing the system., It 1s important that each component failure
in the tree be given a label indicating the particular procedure
and step in the procedure, In the ahoue cpamsle, Yhe Tabed *90) 0"
indicateg that the error was that of perforining step 7 1u Test
Procedure 1 improperly. If several componenis are affected by the
same procedural step, 1t 1s important that the same label be affixecd

to each, since performance of operations on these components may




be dependent., That 1is, 1f test procedure 2, step 3, calls for
valves A and B to be opened, the events "operator fails to open
valve A 1n test 2" and "operator fails to open valve B in test
2* should both be labeled “rp2-3" and treated as a single cvent.

The unavailability and human errors asscociated with main-
tenance activities are treated i1n the same manner as thoese of
testing. That 1s, maintenance procedures for the system are reviewec,
a table of procedures and components 18 constructed, and appropriate
faults are included 1in the system fault tree development.

As another example, consider the system illustrated
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Testing of Pump A reguires the following steps:

Procedure Step Component Action
TP=A 1 V-2,V-3 Close
7 ¢ 8 Tore
] i S ) rr
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Maintenance on Pump A requires the following steps:

Procedure step Componcnt Actaion
MP=A 1 v-1l,v=-2,v=-3 Close
2 pP=A Remove Fronm
Service
3 P-A Return to
Service
4 V-1 pen
5 P-A Turn Cn
] P=A Turn Off
7 V=2,V=3 Cpen
Fault logic for the unavailability of valves 1, 2, and 3 as 2

result of test and maintenance would appear as follows:

valve 1 Closec
Due to Maintenance

[ VeleM |
V-1 osed Failure to Open
for Maintenance V=1
of Pump A Following Maintenance
| V=1=MU | [ MP=A=-4 ]



Valve 2 Closed
Due to Test or
Maintenance

- osed
Due to Test

of Pump A

V-2 Closed Due
to Maintenance

of Pump A

a

V=4 Ciosed ailuze tO V=2 Closed | Faliute to cpen |
for Testing Open V=2 for Maintenance v=2 Following |

Period Following Test Period Maintenance |
| V=-2-TU ] P=A= MEehes




vValve

Due to
Maintenance




In each case, unavailabilities
1, 2, and 13 are modeled as part of t!
though the test or maintenance act

A in a different pipe section.

Errors in Responding tO an Accident
The treatment of potential huma
ditions 18 somewhat more difficult th
during test and maintenance , ma
these errt expl

are depencen

ogi¢c devel

sregarded.
beginsg, Aas
errors, with a review of the proc
during test and maintenance. A me

which the operators would use 1n

To i1dentify the components susceptidl

a table 1s constructed

Procedure Step

el

EOP=-1 1




This table includes those steps 1n the procedures 1n which the operatar
1& called upon to change the state of a component.,

From the completed table, 2 11t 18 compiled of all components
susceptible to human error by performing a procedure qncorrectly 1n
responding to an accident. For this example, the list includes:
valves A, B, D, and F, and pumps C and E. Wherever these events
appear 1in the fault tree, one cause of failure 1is "muman errcts
under accident conditions.” This event 18 NOt further devel.oped

explicitly in the tree, but 18 labeled with a2 human error ident

-
"
s
D
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That 18, the development of event "valve A closed”

18 as follows:

'4'3:&'8 ;‘\ 1
Closed J
1
e
s B i)

I GEerator Fails
Lte Open Valve A

At this stage in the logic development, all potential human
errors associated with carrying out the emergency procedures
impropatly have been included 1in the tree. However, for a given

accident seguence not all such errors are applicable, since not




all procedures are implemented for each accident sequence. Thus,
the analysis from this point forward 18 accident seguence dependent.
To proceed, the analyst must 1dent . fy which procedures the
operator 1is expected to use 1n responding to each accident sequence
in the event tree. The utility representative on each team should
be of great assistance in this regard. Again, 3 table containing

this information 1S constructed as follows:

Accident Seguence Designator procedures Usecd
Large Loca-10 ACD EOP-1, ECP-2
Small LOCA-34 le EQP-1

Given this table and the preceeding one (relating com=
ponents to procedures), a set of Boolean equations representing
potential human errors for each accident geguence 18 CONETIJUTIAT

For segquence ACD, such a set of eguations jncludes:

HE-V=A = EOP-1-1 + EOP=2~1

HE-V=-B

EOP=1~-1
HE-P-C = EOP-1-4
HE-V-D = EOP-1-9

HE-P-E = EOP-2-4

HE-V-F EOP=2-7

The set of eguaticons relating the human error events to par-
ticular procedural steps is constructed for each accident seguence.
Again, 1t 18 important that multiple components affected by tne
same procedural step be assigned the same label.

An alternative approach would be to develop each human errcet

event explicitly for each accident seguence. Sych an apprcacr

=



does not seem as desirable as constructing 2 set of transform

tion

[ty

eguations, since the fault trees would be different for each accicdant
seguence.

The proposed approach assumes that the operator 1§ attempting tO
follow the proper procedure 1in responding to each accident seguence.
This assumes a proper diagnosis of the situation. However, 1f the
operator diagnoses the situation incorrectly, he will be using ar
incorrect set of procedures. Purther, even 1f he diagnosed the

accident correctly, there 1s a possibility that he will inadvertent

-

Y

choose the wrong procedure. In terms of system conseguences, neitn

(44

of the above errors may be significant because of many factors.

The symptomz..c similarity of some accident seguences calls for
their having similar response requirements; there may D€ noe acticns
called €for 1n the 1ncorrect procedure that sould actually degrage

system performance. In many accident situations, eritical responees

are reguired to be performed within 2 period cf time that 2

m

for the arrival (if not already present) of a ghift superviscr

and two reactor operaators. Althoujh there may be some degree of
dependence between the personnel, there 1s 2 tecovery factor of

human redundancy which may compensate for this. Finally, in any
sequence to which the operator 18 responding incorrectly, there

will be numerous indications to that effect. Even 1f the Operator
should concentrate on & perticular subsystem to the exclusion of
other, perhaps more critical, indications, the factors of time,
additional personnel, and feedback offer some chance of recovery.
These factors would need to be considered individually and collective

for each accident seguence. However, the state-of-the-art of human




reliability analysis does not allow for guantification of these
interactions. Therefore, these potential errors will be disreqarded.
Specific instances may be considered in the latrer staqen of this

project.

Treatment of Human Errors in the Screening Proccss

Quantification of the accident seguences for IREP will taxe
place in two stages: an initial screening process to identafy
candidate dominant accident seguences and refined guantification
to arrive at a final set of dominant accident seguences. This
section discusses the treatment of human errors during the

initial screening process.

Test and Maintenance Unavailability

As discussed previously, the unavailabilaty of a component
due to test and maintenance and the potential human errors asso-
ciated with testing and maintenance are developed explicatly in
the system fault trees. For each of these events, an unavailability
or probability of failure is assigned.

For cormponent unavailability, the standard unavailability

calculation 18 performed:

Q = Rean duration time for test OFf maintenarce.
mean test Oor maintenance interval

pata for these calculations may be found in the IPEP Data Guide,
Wash-1400, or in some cases, may be obtained from the plant.
pata for human errors during test oOr maintenance may be foun

in NUREG/CR-1278, Bandbook of Human Reliability Analysis with

Emphasis on Nuclear Power plant Applic ions. Each analysis tear

-l 3=



18 encouraged to utilize this reference and arrive at numbers orn
its own. However, should problems arise 1in USIng the handbeok,
human factors specialists at Sandia National Laboratorics will bo

available to provide assistance.

Errors in Responding to an Accident

The quantification of human errors 1in response to an accident
18 not as straightforward as that associated with test anéd mainten-
ance. Although the human reliability handbook provides a wealth of
information, there are many variables during an accident which
influence human reliability and the selection of a probabilaity
value for a given error. Some of these include operater train-
1ng, stress, and control room design. To quantify a given numan
error accurately, these and other factors must be considered,

Howover, to perform such an assessment on each potenti

e

error for each accident seguence would be 2an unmanageable taz«.
Rather, the IREP team must employ & coarser quantification scheme
for the init.al screening process which will permit i1dentifi-
cation of those human errors which might contribute to dominant
accident seguences., Only thece human errors will be accurately
guantified.

The previous discussion led to the generation for each acci-
dent sequence of transformation eguations which represent the
potentizl human errors associated with procedures to be followed
during that accident. 1In the initial quantification of secuences,
these equations are to be substituted for the appreopriate faule
trec events. Those human error events which do not apply to the

particular accident seg .ence are set to G,



1n addition to performing this substitution, probabilaty
values are assigned to each event. For the 1nitial screeninc
process, coarse values are chosen for the human error events for
reasons discussed previously. These coarse values should repre-
gent upper bounds -- one does not want to underestimate probab:lities
at this stage, or some important terms may be discarded during the
screening. Human factors specialists suggest that assigning a proba-
bility of 0.1 to an error 1 & given procedural step would represent
a reasonable upper bound 1n most cases. This number 1¢ not assizned
to the human error event, but rather to each event 1n the trans-
formation eguation. That 1s, for the eguation HE-Ve-A = EQOP=1~1 +
EOP-2-3, a value of 0.1 1s assigned to events EOP=1~1 and ECP=2-13,
For the 1nitial screening process, errors within a single pr

step are assumed to be completely dependen
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assumption is made. If the analyst believes he has iden
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exception, appropriate probability values should be assignecd.

The computation and screening criteria are described in the
IREP guantification guide and will not be discussed 1n detail here.
Briefly, however, each accident sequence is analyzed to determine
the minimal cut sets (with 1llogical cut sets removed). The human
errors in these cut sets are trecognized by their labels. For the
examples cited above, test errors appear 2s terms such as TPl-7,
paintenance errors as terms such as MP3-4, and errors in responding
to accidents as terms such as ECP-1-1l.

Candidate dominant accident seguences are chosen probatilisticall

based on the probabilities and criteria used in the i1nitial scCreenins



process. Only these seguences are analyzed further. Tne cut set

m

and events for each of these sequences are ranked to aid i1n the

final quantification process.

Final Quantxfxcatlon of Human Errors

The IREP guantification guide discusses final quantification
of accident seguences 1in detail. In brief, each candidate dominant
accident seguence 1S analyzed to ensure that it 1s properly guanti-
f1ed. The probabilities are scrutinized and, perhaps, modified to
reflect plant gpecific data. The analyst attempts to ensure tnat
all common modes have been considered, and the potential for tecovery
1s asscssed.

For those seguences containing human errors, the probabilities
must be examined, Values for test and maintenance errcrs should
be reviewed. Plant specific data pertaining to test and maintenancs
errors may need to be included. Errors made 1in rasponding to
an accident have not yet been adsguately quantified in this process.
For those human errors in the candidate dominant seguences, actual
probabilities must be inserted (rather than the 0.1 value used
for screening). These values are obtained from the human reliability
handbook. The analyst should use his best judgment 1in choocsing
the number from the range that 1s given in the handbook, considering
guch factors as operator training, timing and stress of the seguence,
and control room indications.

Human factors specialists from Sandia will visit each plant.
They will be familiar with the control room and the performance

shaping factors affecting the probability of a given error, ané

b

they will be available to consult with the analyst ghould protl

16~




factors

arise in selecting a probability. The Sandia human

may also provide assistance 1in assessing the potential ot ¢

from an accident.
After this final review of the candidate seguences to ¢
of dominant

they have been properly gquantified, the final set

sequences 1s identified.
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COMPONENT FAILURE RATES FOR NUCLEAR PLANT
SAFETY SYSTEM RELIABILITY ANALYSIS

The purpose of this report is to provide component failure rates and
general criteria for selecting component failure rates for use in the
reliability analysis of Nuclear Plant Safety Systems, This report is
not intended by itself to supoly a 1ist of "absolute” ana final numerica’
component failure rates, There are several reasons why producing such
an absolute 1ist is impractical - the most pertinent concern, the large
physical variation of availadle components of a given generic type anc

the possible varfations of envirorment and operation and use.

The basic questions to be asked when determining ani using compcnen?t

failyre rates are:

3. What fatlure rates should one use when moceling specific components

in specific safety systems at specific plants?

b, How should the expected variations of failyre rate for specific
components within specific systems and plants De describec and

accounted for?

There do "0t appear to be absolute answers %0 these guestions and therefore
this report is 1imited to a general discussicn of criterfa for failure
rates while providing only basic 11sts of "nominal® component failure

rates.



The attached Table ) is a summary of a survey of component failure rates
taken in the latter part of 1979, The survey requested “generic” or
"average” component failure rates which the respondent would use for a
reliability analysis of Nuclear Plant Safety Systems, The survey
{11ystrates the range of generic faflure rates currently recommendec Dy
the reliability and safety community for nuclear plant safety system
analysis, Table 2 shows failure rates obtained from the LER Evaluation
Program and comparable WASH-1400 failure rates, Table 3 shows generic
failure rates generally recommended for screening purposes for the 1RE°
reliability analysis of nuclear plant safety systems. This Tist was
taken from the WASH-1400 and is unchanged except where revisec 0 atzount
for the results of data analyses which have occurred since tne WASK-T47C
study. For detailed analyses, it is suggested that the user suppienent
the Tadble 3 data with data from Tables ! and 2, [n adcition, data from
other available valid data sources (e.g., NRC/EGEG LER Summary NURZIGs,
the NRC or Oak Ridge LER files, etc,) should be referred to whnenever
more particularly specific, up-to-date, or pertinent failure rates are
required, The attached appendix presents a general discussion of the

uses and limitations of presently available component failure rates,
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MUCLEAR PLANT SAFETY SYSTEM COMPONENT FAILURE RATES

GENERAL DISCUSSION OF COMPONENT FAILURE RATEZS AND
FACTORS AFFECTING COMPONENT FAILURE RATES
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COMPONENT FAILURE RATE PROBLEMS - TIMELINESS, CONSISTENCY, QUALIT

This report concerns the derivation and use of component failure rates
for nuclear plant safety system reliability analysis. In particular,
the report 1s concerned with those failure rates appropriate for parti-
cular systems or plants versus more encompassing failure rates which may

be appropriate for a generic analysis of all plants,

The problem of deriving and using component failure rates for particylar
safety systems in particular plants is more difficult than ceriving ard
using “average" component failure rates for “average" plants, There are
severa! reasons for this which are tied to the selection of the proper
population of fallure data applicable to a specific case, One is that
there is usually much less data availadle to make inferrences for 2
particular plant than there would de when aggleomerating the data from
several plants, A second and perhaps even more important reason is that
any operational or equipment anomalies occuring fn a small population
over the short term may, when considered for a larger population over a
longer term, be "averaged® out. A factor affecting the failure rate
data an analyst needs concerns the time or time period his analysis i1s
to cover, 1Is the analysis for equipment reliadflity as 1t was over the
last 3 years? As it 1s now? Or is the desired reliadility the average
value over some projected time period of say the next 5 years? For
assessing the immediate period one would of course want current Jata,
anomalous or not, Mowever, the availadble data to derive failyre rates

is of necessity for past periods and experiences - with very good pessidilities



that past component failure anomalies have been or will be corrected.
Because of equipment modifications, modified operational requirements,
equipment deterforatfon or wearout, etc., the appearance of anomalous
component failure rates for particular plants at particular periods
should not be unexpected when compared to “averaged” cata. The failyre
rates one selects should recognize these possibilities and be appropriate

for the projected period the analysis is to cover,

In deriving component failure rates, similar components (e.g., valves,
pumps, etc.) are grouped when they are ceemed as physically and functionally
belonging to a particular generic population, But, the components in

the population could in fact have consicerably aifferent individual

failure rates and failure rate distridutions and thus not

r

e asplicatle
to any specific component or class of components, anen components from
different populations and useages are comdinel “r failure rate c2lcylations,
the quantities within each population are weighted into the calculation,
The resulting “composite® component failure median value and distribution
strictly applies only to a population having a similar mixture--it no
longer applies to any individual subpopulation, The concept of “Dest
estimate” or "point value" has questionable utility when it is derivec
from failures for composiie populations in this manner, For compesite
sopulations one can calculate average or mean values and these have
meaning when applying them to similar composite populations; but, they
may not have meaning for subgroups within the homogenizec or aggregacte
populations. It is axpected that for certain components, the dest

estimate failure rates of the various generic sud-classes may in fact e



very similar, In these cases one number or one distribution may acecuately
describv all subclasses of components within the generic catezory, However,
this may not be universally true., One of the goals of future data

analysis will be to assess generic component composition effects and

determine the number of separate failure rates and failure rate distridutiong

required for common]y used safety system components,

For system relfability calculations, one needs to recognize tnat there
will be a variation of quality of failure rates for varicus components

and account for or recognize trnis in the calculations, The "quality" of

-

the failure rate for any particular component can be depencent on such
variables as the quantity of similar components in use from which %

jather data, the possidble physical variation of particular components

L ]

tc. The component failure rate quality required is some furcticn

s
¥
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the imporzance of the component %o system reliability, Generally, in

safety sys*tam evaluaticn some few components will, because of the'r

singularity (non-redundancy) or high failure rate “dominate" in pro

a21i1

o
«*
.

of causing system failure, Further studies can then be pe~formed %
determine the effect on or sensitivity of system unavailatility when

these critical or dominant compcnents are allowed to cover their expecte:
or bounded range of values. [f the resulting system variation is unaccertas

o

the data quality may have to be improved.

There are several factors which can cause or effect variation or gua'ity

of component failyre rates including:

‘e,
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A. Instrinsic Factors
- Component Size
- Specific Component Type or Mode)
- Operating Rating

B. tringsic Factors of Component Use
- Condition or Enviromment of Use
- Derating Factor or Operating Margin

- Medium of Use (Gas, water, steam, etc.)

C. Calculational or Estimation Errors
- Inaccurate reporting of failures
- Inaccurate running or cycle time c¢r Jdemands
- Inaccurate population estimates

- Incorrect agglomeraticon of Components for Rate Calculaticr

A1l of the above factors can affect calculated failure rates %o varying
degrees and should be recognized and accounted for in getailed failure

rate ca'cylations,

POINT VALUES AND RANGE OF COMPONENT FAILURE RATEIS

Safety system relfadility evaluation and quantification prodlems may de
0f two kinds, The first evaluation prodlem involves arithmetica’ly
deriving a "best” or "point” estimate value of a systems unreliabilizy,
The second or “"probabilistic” problem type invelves fincing a best
estimate and the expectec variation or range of unrelianility, One
therefore neecs the pint estimate (best estimate) and the expectec

variation or spreas of component failure rate data “r these twe Dr2'en

svdes,




The "best” or “point"™ estimate failure rates used in reliability and

risk assessment of Nuclear Power Plants can be further subcategorized

and representative of two different component populations, One population
consists of a generic mixture of components and the resyulting failure

rate 1s an “"average” or "generic” type of failure rate intencec to cover

a broad generic class of components and operating conditions, The otner
"best” or "point" estimate failure rate is specific to specific components

and component operating conditions such as are presented in M _.570 277

v W ’

*Military Stancardization Hancbook - Reliability Preciction of flectronic
Equipment® for electronic components, In the nuclear industry speczific
failure rates are generally not available, The Nuclear Planmt Relian: lrty
Data System (NPRDS) has somewhat specific component failure rates;
however, the NPRDS Tumps together "similar" components haying "similar”
operating or envirmmmental conditions so that its rates are still generi:
failure rates. Another example of average or generic farlyre rates are
those derived from Licensee Event Reports (LERs) and shown in the

various LER Analysis reports,

For reliadility assessments one generally needs best estimate rates anc
spreads for averaged or generic components ratner than best estimate

and spreads for specific components, This is because in most cases
sufficient engineering or o.srational detail 1s not availadle to the
reliability analyst for the system he fs analyzing %o determine an exact
pedigree of the component or the component operating concitions,

Therefore, even 1f one had extremely specific failure rates, the analys:
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could prodadly not provide matching detailec particulars of component
type and operational or environmental factors affecting the component,
Therefore, for many, 1f not most reliadility analysis problems, extremely
specific component failyre rates would not be useful, MHowever, where 2
component's failure rate significantly affects the cetermination of

risk, an attempt should be made to restrict the data used 0 2 suitadle

subset of the generic population to the extent possible.

A continuing prodlem enounterec in using failure rates concerns the

range that should be used to encompass or hound the expected variation
of failure rates. The range used can be derived %o cover physical
variation within a componen: generic class, environment of use, system,
ar plant, A related question concerns how specific one Tust maxe £5iTure

rates 35 discussed adove and tne expectec penaity one musi pay in Lhe

form of increased spread (range) penalty when the spectfics of compenent
type and component yse are unknown or unspecified, Lastly, the type or
shape of failyre rate distribution to use, be it uniform, log=nommal,

etc, must be determined,

A failure rate distribution shows the variadility and failuyre likelincod
one would expect to find !n the failure rate for a particular comoonent,

As has previously Deen indicated, different sub-classes of gereric
compcnents and component uses may have different failure rate distributions,
Wence, when we calculate failure rate distributions from failure rate

data, we are evolving a synthesized average failure rate recrese~tative

of the suwmed or weighted sub-classes of components, There fs nc prod’em
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in producing such a synthesized faflure rate distribution, However,
once "synthesized® the failure rate data cannot easily be "unsynthesizec”
by the reliability analyst to fit his particular sub-class of components,

In some instances, however, we can accommodate this shortcoming somewnat

by selecting a faflure rate distribution which adequately, albeit conservative’,

bounds the generic component, provided undue conservatism is not introduces,

DEMAND RELATED VS, TIME RELATED COMPONENT FAILURE RATES

There are two different measures of component failure commcnly usec in
reliadbility assessment, These are failures per unit of time and failures

per number of demands, The failures per unit of time can de further

categorized as follows:

- Standdby failure rate - Failures per hour fn Stancdy

- Operating failure rate - Failures per hour of Cperation

There is one other component failure rate known as "Shutdown fatlure

rate - Failures per hour of Shutdown® which is sometimes found in reliadilfty
literature. This report excludes “"Shutdown® failure rates because the
component failure rates herein are intended for use in evaluating nuclezr
plant safety systems while they are either operational or in stanchby,

The three possible types of failure rates used in this report are:

- Failure per demand
- Failyre per Stanady Wour

- Fatlyrgs per Operating Hour




The type cf failure rate to use in reliadbility analysis may or may not

be obvious. For example, pumps are either operating or not operating
(in stancby) and would have corresponding failure rates for each of
these phases of operation, The applicabie rates for otner components
may not be as obvious. For example, 2 motorized block valve in a safety
system s either open or closed. It is usually inactive except for the
short duration of time that the motor is energized to shuttle tne va've
to the open or closed position, On the other hang, a mocdylasting valve
may be considered to be operating continuously for the duration of 115
parent system operating time, For simplicity, at most w0 failure rates
are given for any particular component, The failure per operatinrg “our
1s given (if pertinent) along with eitner the failyre per cemand or

failure per standdy hour. |

A complication that occurs in failure rate use is that most components
can fail either when demanded or while in a stancby (non-operating
mode. Because of this, neither the "demand” nor “failure per hour”
failure rate is entirely correct except when used %0 evaluate compcnents
that have similar numdbers of demands, stancby times anc times Detwseer

test., In equation form this means that:
Q-Q°¢5?\T

where: 0 = Total component unavailability
Q, * Demand unavailability

AT s Time related unavailability



Solving the above equation for A gives:

Ae (%)
3

This indicates that A is dependent on both time between tests (T ) anc
the cyclic or demand fraction (Qo) of component unavailability, The
problem s that we have two unknowns (A and Qo) and only one egquaticn,
If one can't cetermine these two basic fa{lure parameters, then one
can't correctly use this failure rate except in situations where the

test intervals are similar to the intervals from wnich the faflyre

population is derived, This presents a prodlem when component unavailali’iiy

.

is recu‘rmed for components that are testec at longer than ncrmal test
intervals., 1f one used a failure per demand rate for this case, one
would ynderestimate failure probadility and yet 1f one assumed the
fatlyre rate was ttrictly time related, one wuld overestimate the

failure prodadility

In an attempt to help solve the above problem, the LER Analysis Report
NUREGs categorize LER failyres as Cemand related, Time relatec, or
Unknown, This categorizing is subjective insofar as the LEIR contains a
minimal amount of information upon vhich to make this judgment, Ancg, as
might be expected, many of the LER faflures could not e classifiec from
the LER Jdescription and so are categorized as unknown, The gross
fraction or breakdown s included in the LER NUREG failure rate summary
tadbles, however, and can be used to estimate failure rate fractions lue

to dJemand and time depencent failures. This can b2 helpful when eva'uating




systems having testing intervals which vary from the norm, [t is alsd

helpul to have this information when evalyating optimum safety system

testing intervals.

LER EVALUATION PROGRAM RESULTS

The LERs have been analyzed by EGAG/INEL to calculate pertinent nuclear
plant safety system component failure rate data. These analyses /refer
to references) and the component failure rate statistics producec are
for groups of similar reactor plant tyoes (NSSSs) and for incdividual
slants, The LER derived data are "average' faiture dat2 for generic
component classes, From the LIX Zata one can desermire & Chissguare
can€icence interval for the component failure rate, However, the [hi-
sauare derived interval infers 2 single populatien gamcle rather than a
mixture of samples from several populations. It is Decause 0f the
dissimilar raw data populations that the confilence ouncs for the
aggregate or generic calculated component failure rates as shown in the
LER Data Summary NUREGs are questionable, Other prodiems assocfatec
with determining failure rates from LERs are the problem of variations
af failyre reporting, determmination of componentis anc systems W be

reported on, etc.

The LIR derived component failure rates indicate that there is a large
variation of failure rates "plant-to-plant,” Since the plants are each
essentially "one-of-a-xind," it is expected that some of this variation

s in fact caused by the plant designers using different designs anc

4i¢fprent cuantities of earh of the sub-classes of compcnents, Certa'n’y,
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the different designs result in slightly different component uses or
operating enviromments and hence different stresses on each component,
Therefore, some of the LER calculated plant-to-plant cifferences are

felt to be real. However, some differences of failure rates are undoubtecly
caused by variations of reporting rules and the degree or emphasis of
reporting by the various plants., The reporting differences can cause 2n

estimated variation of a factor of 2 or 3.

As noted above, the component failure rates as derived in tre _EIR Evaluation
program indicate large variations "plant-to-plant.,” The significance ¢f
these variations is not clear, nor is it clear how these failure ratec
should be interpreted and used., Some contend that the Quaiity of compcner:
and system maintenance varies widely between plants, It 15 furtner
contended that maintenance has a large ef“ect on compenent f3tlyres 2nC
hence this factor alone could account for much of the plantetoepiant
variation, However, some components, e.5., those inside the primary
containment, are not amenable to maintenance; hence, for these components
(e.g9., control rods, etc.) there should not be the large variation that
there in fact appears to de, Conversely, some easily accessible componerts
or subsystems wuld be expected to vary depencent upon maintenance,

e.g., the diesel-generators. Based on the atove, it is suggestec that

some components be described by plant-specific failure rates [e,c., the
diesel-generators); however, for other components (e.3., va'ves) it 1s
proposed that, in spite of apparent plant-to-plant varfations, some

nomina: values be chosen for all plants, at Teast for screening purses.

For example, some valve failures may be preventad’e dy ma nmtenarce,
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e.9., keeping valve limit switches and torgues switches 1n proper ac usThent,
Other failyre types seem t0 have 1ittle association with maintenance arc

the failures would probably occur at the same frequency irregardless of

how much or little preventative maintenance is performes, These non-
maintenance related types of failure could be, for example, tne fatlure

of a valve due to vidration or insufficient design margin, or component

internal =eamout,

where plant-specific information is desired, the LER Analysis Repcrt
failyre rates median values may be used as an indicaticn for each plant,
Wowever, where there is a large deviation of some plants from others,
the data should first be rechecked to see if these are expla‘natle
causes. 1t may be that some failures occurec in 2
nas since been corrected, If so, the failyre rate may ancropriate’y

nees %o de recalculated minys these failures.

LIMITATIONS OF CALCULATED COMPONENT FAILURE RATE ACCURZCY

- - e

There is consideradle uncertainty when stasistically "summarizing”
phesomena having large and diverse yariation such as component fatlures,
To derive fa‘lyre rates we statistically adstract nistorical cata from 2
comparatively small guantity of failures. Statistical anc pregiction
technigues can be used when our sample of failyres is representative 2f
future failures. There is danger that the sample of component failures
which one gathers %o make predictions may not de representative of

€ eure failures, More importantly however, there are innumerad’e

auances or subtleties of failures which may not be acecuate’y descridec




in "summarized* 1.e,, statistical information, For the above reasons 1t
is recommended that the more dasic or detailed data, e.g., the raw cata
in the LER Data Summary analysis reports shemselves be used when anything
beyond gross failure rates are needed, The LER derived failure rates

are themselves somewhat gross, but they do indicate the limitation on
our abflity to calculate and characterize component failure rates. we
seen to be 1imited by the fact that each component application or use ‘s
somewhat different, therefure, we have 2 variety of “one-of-a-kind"
systems or plants from which we are trying to derive component failuyre

rates and failyre raze information,

The whole concept of random failures &s asslied to nuclear plant safel;
system components should be critically ques-ionec when gdetermining anc
using failure rates, In addition to the problem of cuantities of sud-
classes of components, as discussed 1n 3 prior section, there are physica’
and operational factors involved in nuclear plants and nuclear plant
safety systems which can affect and change any particular component
application away from the concept of some single failure distributions,
This might not be a problem if we had sufficient data for each influencing
factor., However, some of the factors (e.g9., operational and environmenta’
factors) may be only minimally known and therefore cannot be convoluted
with the result that our fina) distribution may not be representative of
the actual failure distribution, Because so much is unknown about
auclear plant component failures, particularly the uncharacterized
‘pernaps uncharacterizable) faflure factors the final selection for
criviza) components may need to be mace on a Tere reasoned bdasis wnich

=2y invelve comsiceradie amounts of engineering jusgment
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There are many factors which mitigate against “pandom" comporent failures,
1t has previously been indicated that fa‘lures and failuyre rate calicylations
are affected by extrinsic, intrinsic and calculation errors or deficiencies
and there may be more extrinsic and calculation factors caysing systematic
component failure rate variations than intrinsic random failures, The
extrinsic factors are those affected by environment anc cperation or

use. The intrinsic factors are wnat we traditionally model, The intrigic
fa~tors are the so called "primary® component faflures, Extrinsic

factors can cause or result in "Seconcary" component failures.

RECOMMENDED COMPONENT FALLURE RATES

The component failure rates as given in tables IIl 4-1 ang IIl 4-2 0F
WASH-1470 are recommenced to be used for genmeric rates except 25 sudolementes
or modified by new findings from the LER Evaiuation Program, The references
WASH-1407 tables are shown in this report as Tables 32 and 32, The

vable entries are marked with an "R" where they have bdeen revised from

the WASH-1300 value, and with an "A" where they are additional to the
original WASH-1400 tables. The modifications and adcitions are obtaines
mainly from the LER Summary Data NUREG results (refer Tadle 2], The
assessed range is provided by the calculated maximum and minimum plant
speci®ic component failure rates. The mean is the geometric mean 0f

these two values. The error factor is the myltiplier/dfvisor of the

mean %o provide approximate dound., The error factor is rounced off

20r 10 to allow using integer exponents for failure rates, A prodiem

with the LEZR derived *ailure rates is that only the major components



ne result of the quantitative evaluations will be th
accident seguence pr:ba:zlxty that is to be associated

accident results determined for that seguence.” (l]

Fault Tree Terminology

A fault tree 15 a graphical representation ©
gset of Boolean egquations. Each unigue event
represented by a unigue Boolean variable.
depicted in the fault tree include the
and primary events. Secondary events correspon
fault tree and have associated inputs.
to the basic component failures represented
do not have any associated inputs. A cut set

at cause the occurrence cf

it Ceases
Jrimary eve!

cut sets for a fault tree dencotes all
which the top event of the fault tree can occur.
cut sets are in terms of primary events and since
exists data to quantify the primary events, the
fault tree can be quantified by use of the set of
sets. FPor the accident sequence fault tree,

occurrence of the accident sequence.

the sccident seguence fault tree is, in effect, quan

accident seguence.

Accounting for System Successes

Returning to the example accident seju.ence fault tree

once the set of ginimal cut sets for F have Deen determinec

-




the minimal cut sets are examined to determine if any of the minimal
cuts sets can cause the failure of system 3. The event *system 3
fails® has an associated fault tree with the top event Tepresenting
the failure of system 3. If the set of minimal cut sets for this
fault tree is in Boolean expression form, the Boolean expression
can be complemented. The complemented expression represents the
set of minimal cut sets for the nonoccurrence of the top event,
which is the success of system 3. (If Boolean expressions are not
used, the dual fault tree represents the success of system 3. The
dual fault tree is obtained by replacing AND gates by OR gates anc
OR gates by AND gates in the original fault tree. The dual primer

¥
-

events represent the nonoccurrence of the original primary events {2}

The set of all minimal cut sets for the dual fault tree represents

all of the fundamental ways the system Can Succ d.) 1f the Boclear

®
™

expression representing the set of minimal cut se

s foz F is logicall

intersected with the complemented Boolean expression repres ating
the success of system 3, then the identity P*/P = g will eliminacte
any minimal cut set of F which can cause system 3 to fail. It is
necessary to remove the minimal cut sets that cause syster 3 to
fail, and hence contpadict the *eysten o mw ez evernt dn Vhe e cond
tree seguence, betore proceeding with the guantitative ahalysisz i
the accident seguence., Otherwise, an overly conservative proparilict

: a3 .
- - J

will he crmpteh,

Preliminary Quantitication of ACCiOeit Sequtives

Let the set of minimal cut sets for F which do not amply the

failure of system 3 be represented by the Boolean eguation:

T'H*‘.#HzQ...#Mm

-~ A e e &



Assuming statistical independence of the primary events, the
probability of occurrence of minimal cut set M,, 1 ¢ 1 £ m, 1S
computed by multiplying the probabilities of occ.rrence of each
primary event in M. Minimal cut sets with a probability less
than 10730 are discarded. 1If P(M,) represents the provability

of occurrence of minimal cut set M;, then the rare event approxis

mation can be used to compute an upper bound on the probability

of occurrence of T; i.e., P(T) < ; P(Mj). Since the fault

tree models the accident ocquenccf-this approximation is also
true for the accident sequence., Note that at this step of the
analysis only point values are being used; i.e., the probability
of occurrence of a primary event is assumed to be 2 fixed value.
Subsegquent steps in the analysis will deal with a probability
distribution describing the various data parameters. However, the
point value approach 1is suitable for determining the dominant
accident seguences, which are those that have a probabilistic

upper bound greater than or equal tn 1N=6. 1f rthe arriden®

PR BRI bimtor @ g 0 b =i bt tog g =0 db A W= 3§ v T '

ol Lutthvi aualyesd.

1f the accident segjuence 1s a dominant accident seJuence,
the minimal cut sets of the accident seguence fault tree are
ranked based on probability of occurrence, from highest to lowest.
The primary events represented in the set of minimal cut sets
are also ranked. A primary event is considered important if the
computed upper bound on the probability of occurrence of the
accident seguence is highly gsensitive tc the probability assigned

to that event. This 1is determined by evaluating the partial




derivative of the upper bound on the probability of
seguence with respect to the probability of each primary event.

The product of the partial derivative and the probability of the

primary event measures the contribution of the event to the upper

bound on the probability of the accident sequence. (WRhen normalized,

this measure of the importance of each event is called the Fussell

Vesely measure.) After this measure is computed for each primary

event, the primary events are ranked in importance, from highest

to lowest. Depending on the number of primary events

-~ - -J
-

may be necessary to rank only the most imporiant

L

Quantitative Analysis of Dominant Accident Seguen

.S

n order to take into he variations an

in the various data parameters, Carlo simula

on the dominant accident sejuences. A med.an prodac.

error factor are associated with each rimatry event represente

the set of minimal cut sets for the accident seguence faul

. res
i - .

The error factor is used to define a possible range of values
a particular random variable. 1f the median probability of oc¢
rence of some primary event X is Xg 5, then the possible values

f the random variable representing the Occurrence of X 1s bet

s

Xg.s/f and Xg,5 * £, where £ is the associated error fa

cLor.
The median probability and the error factor are used to calcul

upper and lower bounds which are assumed to be the 95th and 5tn

o whi

percentile points of a log-normal distribution. From this, the

parameters ©f the probability distribution are calculated for tne

e

occurrence of the pripary event. The applicability of the -norna

-~
PR e S -




distribution for describing the various data ranges is discussed
in the Reactor Safety Study (1, pp. I11-42, I1I-43).

By taking a random sample from the probability distribution
for each primary event, a total probability is computed for the
top evint of the accident sequence fault tree (by usifig the rare
event approximation and the Boolean eguation for the top event,
as described in the previous section for point values). By
repeating this for a total of n times, a distribution of accident
sequence probabilities is found. For the resulting distribution,
a mean and standard deviation, as well as the 5th, 50th, and %%tn

percentile pointe, are found. These latter are then used to compute

the eguivalent median and error factor for the probability of the

- - -

top event of the accident sequence. This output can be used to

involving a perticular initiating event.
References

1. Reactor Safety Study, WASH-1400, 1975,

2. Barlow, R. E., and Chatterjee, P., Introduction to Fault
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important to safety systems are included. Therefore, many of the components
on fault trees will have to be quantified using 014, 1.e., WASH=140C

data. It 1s expected that additional new or revised failyre rate data

will be periodically forthcoming from current data analysis programs.

Thersfore, this 1ist of failure rates is subject to change,

The attached lists of failure rates are very general and do not cover
specific or peculiar instances of component use. And, as has deen
noted, we are not able at this time to adequately characterize failure
rates to cover all instances of use. Further extensive statistical anc
qualitative or descriptive data exists (LERs an¢ LER Data Symmary NURESS
and these should be referencec and used where mo=e deta’l 15 requirec,

Therefore, 1t 15 emphasized tha. when a component is foung eritical 0

a system or sequence that additional or supplemental faflure rate
information be derived from the LERg or the LER Data Summary NUREGS .
The critical component may have peculiar failure moces which other uses

of the component may not have,

COMMON MODE FAILURE MODELING

Methods nr technigues must de ysed in system an2lysis %0 ~ecognize anc
account far the possibility of multiple component failures resulting
¢rom commonality within or between components, Thii commonality may de
extrinsic or intrinsic to the component, Examples of an extrinsic
commor mode failure might de the failure of several similar components
due to *failyre of a common interfacing system or function (@eQey @

cooling svsten). An example of an intrinsic common moce failyre may be
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the miscalibration of several recundant pressure sensor switches by one
technician due to faulty equipment, instruction, or calibration procedures,
A further (thouyh perhaps questionable) example of intrinsic common moce
failure may be common fabrication or manufacturing defects involving an
entire production run of compcnents, These defective components may
subsequently fail as a group after an abbreviated lifetime or whnile in 2
particular operating mode. The validity of including these manufacturing
fabrication type problems as "common mode failures" is questicnable anc

{s discussed further below,

Several methods can be used to account for common mode failures in
reliability assessmerts, One of the frequently used methods invelves
arbitrarily reducing by a factor or percentage & part of all component
redundancy within a safety system when assessing fts reliability, This
method determines an unavailadility for the recundant component somewnere

hetween two extremes or bounds, The possible bounds are referrec w0 2

w

the totally coupled case and the totally uncoupled case. The “totally
coupled” case refers to that condition whnere, because 0f common moce
failures, when one redundant component fails, the others fail also. Tne
*totally uncoupled® case results when, because of lack of common mcce
fnteractions, the componerts always fafl compietely indesencently of cne
another. These “"coupling factor® methods can produce questionadle
results for several reasons. For example, 1f the fafiures are due 20 2
manufactsring, fadbrication, or installation error causing early failures,
then we =43ht simply have a case of using the wrong failure rate for the

camponent in gquesticn, One cannot correct 2 wrong failure rate by use



of an artificial correction factor for redundant applications of the
component, Furthermore, tne should account for "common moce” influences
on all possidle cut sets which can lead to system or function failure,
This would involve adding coupling factors to all cut sets thet are
possibly coupled even when these consisted of diverse components, That

; s, an interfacing system (e.g., cooling system) failyre coulc conceivadiy
fail a pump in one redundant train and a motorized valve in the other
train of the redundant system, Therefore, one could argue that the
coupling factor concept should be expanded and used on al'l cut sets
having possible interrelationship, The coupling would eventually decome

excessive resulting in overly conservative answers,

A second (and recommendes) method of accounting for commen mode fatlure
is to address the potential for physically caused common mcle fatlure as
a pars of anc at the time of the system analysis, The ana'yst shou'l:
iook for the special circumstances or factors which can couple together
multiple systems or components. An example of a common moce failure
could de the physically disabling of redundant systems caused by 2
proximate disruptive pipe failure. Ancther example could involve the
common cooling or common diesel oil supplied to multiple JGs with the
possidbility of myltiple failure when losing the common cooling or when
contaminating the common fuel oil supoly. Again, any failures of this
tvoe wuld depend on configuration and circumstances of compenent use,
therefore, assuming particular fixed coupling factors may be w0 conservative.
An analysis may be just as unbelievadle 1€ it appears to have excessive

conservastist through applying coupling factors ingiscriminately & all
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redundant components as it would be ynbelievable for assuming no coupiing
when such potential coupling could or does exist, In other words, where
the coupling is physical, this should be found out anc notec by the
analyst himself during his analysis of the system, This common mode
examination 15 really a normal and expected pert of a thorough ang

competent system reliability analysis,

An arbitrarily assigned coupling factor should be usec sparingly anc
only as a last resort, When the analysis must be truncated before 3’
interactions can be found, then an estimated answer might be Ztt2'nec
with Beta factors or some other technigue such as cetermining the
geometric mean of the totally coupiec and 0t 1y uncoupled values ¢f

tre redyuncant system reliadility,

The coup'ing factors o e used for human Caused common modes, 2.3,
miscalibrations of sensors or switches, etc, is high'y variable ard is

to . large extent subjective, Coupling factors for human caysed common

modes are suggested in the Draft Muman Factors Hanghook, NUREG/CR-127S

- e
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' SCRAM RODS (SINGLE!:

1EST VALVES, FLOW METERS. ORIFICES:

FAILURE 1O REMAIN OPEN (PLUGH!
RUPTURE! ) . ol o Gl .
PIPES
PIPE < 3-TMCH DIAMETVER (PER SECTION):
RUPTUREZ/PLUG:
PIPE > 3-IHCH CIAMETER (PER SECTION):

RUPTUREZFLUG -l Mk
CLUICH, MECHANICAL:
FATLURE YO OPERATE:

e

SE-4 1€-3 3E-4 3
VE-% 1E-7 1E-8 10

S (. — s o i
SE-'1 3E-8 E-9 30

1E-4¢ 'E-3) ' 3E-¢ 3

FAILURE TO INSERT:

HOTES:

(A) DEMAND PROBABILITIES ARE BASED M THE PRESENCE OF PROPER ITHPUT CONTROL SIGHALS.
FOR TURBIME DRIVEM PUMPS THE EFFECT OF FAILURES OF VALVES, SENSORS AND OTHER
AUXTLIARY MARDWARE MAY RESULT IN SIGNIFICANTLY HIGHER OVERALL FAILURE RATES FOR
JTURBIHE DRIVEN PUMP SYSTEMS.

(8) DEMAND PROBABILIVIES ARE BASED OW PRESENCE OF PROPER INPUY COMIROL STGHNALS.

(C) PLUG PROBABILITIES ARE GIVEM IN DEMAND PROBABILITY, AND PER HOUR RATES. SINCE
PHEMOMENA ARE GEMNERALLY TIME DiPENDENT, BUT PLUGGID CONDITION MAY ONLY BE
DETICTED UKPON A DEMAND OF THE SYSTiN.

(D) DIMAND PROBABILITIES ARE BASED OW PRESENCE OF PROPER INPUT CONTUOL SIGMALS.
wi THESE RATES ARE BASED OM LER'S FOR BRIW PRESSURIZER PORV FAILURE

ABREIVIATIONS:
(1) FOR FATLURE RATE TYPE ABREVIATIONS:

D - DIMAND FATIURE RATE - FAITLURES PER DEMAND

OPERATING FATLURE RATE - FATLURES PER HOUR OF OFERATION

0
S STANDDBY FATLURE RATE - FATLURES PER HOUR OF STANDBY
§ + 8 = STANDBY OR OPERATING FATLURE RATE - FAILURES PIR HOUR

(2) RIMARKS (LAST COLUMN) ABREVIATIONS:

B FATLURE RATE SHOWM §S A REVISION OF WASH 1400 VAL UL

& FALLURE RATF SHOWH 1S ITH ARDITION T0 WASKH 14500 FAILLURE RATES

RESEAT GIVEN THE VALVE HAS OPENED.

3E-S JE-& 1E-& 3
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TAELE 38, ELECTRICAL COMPOMENTS (FROM LIASH- 1600,

COMPONENT & FATLUPRE NMODE

ciuren, ELECTRICAL
FATLURE 10 OPERATE:
PRIMATURE DISENGAGEMENT:

MOIO2S, ELECTRIC:
FAIVURE 10O START:
FATLUKE TO RUN, GIVEN START (MORMAL ENVIRONMENT)C
FALLURE 1O Run, GIVEMN SIARY (EXTREME ENVIROHUEHT)
REVAYS:
FATIURE 10 EMERGIZE
FATLURE OF NO CORTACTS 10 CLOSE, GIVEN ENFRGIZED:
FAILUPE OF NC CONTACTS BY OPEMING, GIVEN nOT ENERGIZED:

SHURT ACROSS HOZNC CONTACT:
cole OPEN:
COIL SHORT 1D POUER:
CIRCUIT BPEAKERS:

FATLURE TO TRANSFER:

PREMATURE TRAMSIER:

SWIITHES:
LingL:
FATLURE 10 OPERATE:
10eGur:
FATTURE TO SPERATE:
PRESSURE ¢
FATLURE 10 OPERATE:
MANUAL ¢
FAILURE TO TRANSHER:
SULICH CONTACTES:
TATLUREL ©F
FALLURE OF HC RBY BPINING.
CHORT ACPOSS HUZNC CONEACT:

STSIEM (WET Ciie):
10 PPOVIDE PROPER OUIPUT:

FALIIKRY POLIER
FATLURE

IRAHS T ORMERS S
M CIRCUTE PRIMARY OR SUCONDARY S
SHORT PRIMARY 10 SECOHDAKY
CIATE DIVICES, HIPOMEKR APPLICATIONS (DIODLS ., TRARG LS
TARLS T tanciion
FATLS SHORTLD

ar1h

1O CONTACTS 10 CLOSE GIVIN SWITCH OPERATION
GIVEN HO SUTTCH OFAEALION

RS,

YABLE 11l 4-2)

e et
. FATLURE | |
RATE ASSESSED '
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: 0 1£-7 'E-S ! '[_-6 10
i b (A) 1E-4 1E-3:3i-6 13
;0 3E-6 -5 1E-513
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cOLID STATE DEVICES. LUW PUUEN APPLICATIONS:
FAILS 1D FUNCIIODN:
FALLS SHORTELD:

DIESFLS (COMPIETE PLANT):
TALIUKE TO START:
FATLUME TO RUM, FMERGENCY CONDITIONS, GIVEW START: ) .

DIESILS C(ENGINRE ONLY):
FAILURE 10 IUN:

INSTRUMENTATION - GEHERAL C(IHCLUDES TRANSMITIER, AMPLIFIER AND OUTPUT DEVICE):
FATIURE 10 DPERATE:
SHIFT IN CALIBRATION:

EMERGENCY COND!IIOﬂjf_9[y{”‘§l!P[v

FUSES:
FATTtURE 10 OPEN:
FREMATURE OPEN:

MIRES (TYPICAL CIRCUITS, SEVERAL JOINIS):
orin CIRCULT:
SHORTE 1O GROUND:
SHORT 1O PO R:

TERMINAL BOARDS:

0Pt CONNECTION:

SHORT 10 ADJACENT CIRCUIT: - o o L W PR =
NOTES

(A) DIMAND PROBABILITIES ARE BASED ON PRESENCE OF PROPER IHPUY COMIRDL SIGHALS.

ABRIIVIATIONS:

C1) TOR  FAMURE RATE TYPE ABREVIATIONS:
D - DEMAND FAILUKE RATE - FAILURES PER DEMAND
0 - OPERATING FAILURE RATE - FAILURES PER HOUR OF OPERATION

S - STANDDBY FATLURE RATE - FATLURES PER HOUR OF STANDDY

S 8 0 - STANDBY OR OPERATING FATLURE RATE - FALLURES PER HOUR

(2) RIMARKS (LAST COLUMN) ABREVIATIONS:

¥ oo FALLURE RATE SHOWH E5 A RIVISION OF WASH 1400 VALYE

A SATLURE RATE SHOUN IS IH ADDITION 1O HASH- 1400 FAIILURE RATLS
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