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ABSTRACT

This report is a user's manual for the fault tree computer code IMPORTANCE.
These codes accept as input (1) the min cut sets generated from the computer
code SETS and (2) the basic event data, failure rates and fault duration times.
IMPORTANCE computes and produces as outout the following Top Event
Characteristics:

. System unavailability

. Expected number of systemn failures

. Top Event rate (rate of systemn failure)

. Mean time to occurrence of the Top Event

« Mean Duration time of the Top Event

In addition, IMPORTANCE computes various measures of deterministic and
probabilistic importance (i.e., sensitivity) for basic events and min cut sets.
These measures can aid an analyst in determining weaknesses in a system and
suggest the optimal course of system upgrade for improvement of systemn safety
or reliability. Simple examples as well as an actual analysis conducted in
industry are used to interpret the meaning and demonstrate the possible uses of
the computer output.

The report also describes concepts which are important in computing inferval
*eliability for control systems and for analysis of catastropic Top Events. These
concepts include:

. Critical System States

. Initiating Events

- Enabling Events
The diiferences in meaning between system unavailability, system unreliability,
the expected number of system failures and the importance neasures computed

in terms of these expressions are explained.
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1.0 INTRONUCTION

The first version of the fault tree computer code, IMPORTANCE, was developed
in 1975 ot Lawrence l_ivermcre Laboratory. The code was written as part of a
Ph.D. t»:3sis entitled "Fault Trees for Decision Making in Systems Anolysis."‘”
Several examples of the use of the code are presented in the thes s.

IMPORTANCE computes ‘arious measures of systern performance for systems
which have been modeled in terms of a fault tree with a Top Event. 5ome of
these measures are:

. System unavailability

. Expected number of systemn failures

. Top Event rate (rate of system failure)

. Mean time to occurrence of the Top Event

. Mean duration time of the Top Event

The code computes various measures of probabilistic importance (sensitivity) for
basic events and for system modes of failure called the min cut sets. These
measures can aid an analyst in determining weaknesses in a syitem and suggest
the optimal course of system upgrade. Analysis of most non-trivial systems
produces an enor.nous number of min cut sets. A sensitivity analysis is necessary
in identifying important contributors because it is virtually impossible for an
analyst to visually inspect all the min cut sets and make an assessment of the
relative contribution of a componen: to system failure. This is particularly rue
if (1) basic events appear in many cut sets ('.e., components are repi -ated) and

(2) basic events have varying failure rates and fault duration times.

* Basic events represent the limit of resolution in fault tree analysis and are
events such as human error, hardware failure and environmental conditions
for which probabilistic data exist.



IMPORTANCE has been revised so that its calculations can be used for irnerval
reliability analysis and for probabilistic analysis of control systems. Also
emphasized is that the engineering analysis necessary to construct the fault tree
must also be applied in the reliability calculations.

This report describes a new version of IMPORTANCE which accepts as input the
min cut sets generated from the computer code, Set Evaluation Transformation
System, SETS. SETS has been developed at Sandia National Laboratories, The
code symbolically and directly manipulates Boolean equations. SETS5 can be used
for qualitative evaluations of fault trees (2). Some of the many uses of SETS are
listed below:

. Finding prime implicants to fault trees
° Conducting a commos: cause analysis (3)

. Modeling of safequards effectiveness (4), (5) and (6)

To make the analysis of compl.r ated fault trees more efficient, SETS allows the
user iu locate independent subtrees (called modules) and/or cond. =t the Boolean
reduction in stages (2}, A newer versiorn of the code has been generated which
requires less user interaction by use of a special command called GEMNFTEQRMN,

"generate fault tree equation." (7).

The computer code IMPORTANCE has been revisec so thaet its calculations can
be used for reliabiiity analysis of control systems. These calculotions ar based
on the concept of interval reliability which is relevant when the system is
required to operate over an interval of time without failure. System unavailo-
bility, which is o measure of performance at one point in time, is meaningless for
analysis of catastrophic svstem events, Examples of Top Events which require

interval reliability analysis ures

« "Explosion of butadiene chemical reactar”

. "Inadvertant launch of ballistic missile"




° "Auxiliary feedwater system fails to operate for 24 hours
following loss of main feedwater"

. "Device fires upon inadvertant arming"
® "Tecurity system wulnerable to theft of Special Nuclear
Material" '

As suggested by the listing of the To» Events above, interval reliability analysis
is applicable to a wide range of systems, e.g.,

. Chemical processing systems
. Aerospace systems
. tiaclear systems

° Weapon systems

One measure of sensitivity computed by the code is expressed in terms of system
unavailability, For this measure, we are interested in events that quantitatively
contribute to the downtime of the system. Other measures are computed in
terms of the expected number of system failures (the integral of Top Event rate
over the mission time) which is a measure of system performance over an
interval of time. For this measure, we are interested in events which contribute
to or cause the system to make a transition from the unfailed to the tailed state.
Systemn unreliability, the probability of one or more failures, is another measure
of system performance over an interval of time. When system failure is rare
ove: *he mission time (which is true for many systems analyzed by fault tree
analysis), then the expected number of system failures is an uccurate apy oxima-

tion to system unreliability.

Concepts of availability and interval reliability can be explained in terms of an
example involving an airplane flight. Whether the plane checks out okay before
takeoff is g nuestion of wvailabil'ty. Given successful ‘.keoff, whether the plane
can fly to the destination is a question of reliability. The sarme analogy applies
to engineered safeguard systems designed to mitigate the effects of a loss of

coolant accident at a nuclear power plant,



Interval reliability analysis requires that two types of basic events be identified:

e  Initiating Events cause a perturbation of system variables
from their normal vaive, *

o Enabling Events permit initiating events to cause the Top
Event Eolso krown a: "demand" failures)

For example in weapon systems, enabling events could be events that inadver-
tantly arm a device. Initiating events are events that fire the device given
inadvertant arming. As another example, an enabling event could represent loss
of redundancy in a system—loss of the other redundant component then repre-
sents the ir'tiating event which causes the Top Event to occur.

In the context of control systems, initiating events perturb system variables and
place a demand on the control system to respond.

Enabling events inactivate control loops and include events such as:

. Control device inactive
. Relay contacts fail to respond

’ Operator fails to respond

The time required for the initiating event to cause the Top Event is generally
small, hence ihe probability of another component failing diring this time is
small. However, the time in many cases is long enough to consider mitigative
action from the operator. Following this reasoning, enabling events representing
component failures generally occur before the occurrence of the initiating event
whereas events involving the operator failing to respond occur after the

occurrence of the initiating event. The occurrence of the enabling event is

* The basic starting point for the construction of event trees and cause
consequence diagrams is the identification of initiating events.



conditional (in a statistical sense) on the occurrence of the initiating event, This
implies that the order in which events occur is important in interval reliabi’ity
analysis.  Table |-1 categorizes initiating and enabling everts for simple
neg~tive feedback and feedforward lcops. Note that reversal of a control device
on a negative feedforward ioop (NFFL) causes the loop to be positive. Another
system disturbance is required to perturb system varianles since positive
feedforward loops do not amplify noise like positive feedback loops du. For this

reason, a reversal of a control device on a NFFL is an enabling event.

[t is important to note that the engineer wiio constructed the fault tree need not
be separated from the quantitative analysis. For example, in the Reactor Lufety
Study, fault tree analysts supplied information on failure rates and fault duration
times. Faul* tree analysts must also identify enabling events and initiating
events. Failure of some components can be either enabling, or initiating — zero

gain or "stuck" failures are enablers, initiators are the fail high or low modes.

It is important to note that in some cases an event can be either an initiating or
enabling event. For example, consider a redundant system of two components
whose failure will cause system failure. The component that fails first is an
enabling event — the component that fails last is the initiating event. A similar
example with this property is a fire caused by the two events listed below which
can occur in either order:

. Spill of flammabie material

. Ignition source present

A useful featize of IMPORTANCE is the ease with which the code cun handle
enabling gate events in the fault tree. No separate analysis of this gate event is
required. In the IMPORTANCE input the analyst simply indicates that all basic
events below the gate event are enabling events.

In the next section we explain, in terms of examples, the probabilistic calcula-
tions computed in IMFORTANCE, The importance of identifying initiating and

enabling events for interve| reliability analysis is shown.



TABLE |-1

EVENT TYPES FOR CONTROL SYSTEM ANALYSIS

Negative Negative
Event Feedback Feedforward
Loop Loop
Control Device Enabler Enabler
Inactive
Control Device Initiator Initiator
Fails High or Low
Control Device Initiator Enabler
Reversed
External Initator Initiator
Disturbance




i Section 3.0 we explain the input specifications for the computer codes
IMPORTANCE and describe the interiace with SETS. We use the simple example

of a Pressure Tank System to interpret the meaning of the computer output. As
illustrated in Section 4.0, many of the concepts and ideas presented in the

reliability analysis of the Pressure Tank system can be directly extended to the
design of chemical processing systems and more generally to control systems. In
this section we describe how duPont Co. has used IMPORTANCE to improve the
safety of a chiorine vaporizer system. In Section 5.0, we describe potential
future developments of IMPORTANCE,

The reader who is interested only in the input specifications to IMPORTANCE
should go directly to Section 3.3.

1-7/1-8



2.0 PROBABILISTIC CALCULATIONS OF IMPORTANCE

To explain the probabilistic calculations of IMPORTANCE, we discuss the
following topics:

. Reliability concepts
. The assumptions in the probabilistic calculations

. Flowsheet representing the reliability calculations of
IMPORTANCE

T Reliability network diagrams

. System unavailability

. Expected number of system failures

a Asymptotic Top Event characteristics
“ Bound to system (un)reliability

- Probabilistic importance

2.1 RELIABILITY CONCEPTS

Availability

The term "availability" will be used in two distinct senses:

(1)  Avaiiability = Probability that a system
works upon demand

n

(2) Availability at time t Probability that a system s

working at time t

(a component can be considered to be a system)

Definition (1) is applicable to standby safety systems which change state upon
demand.



Definition (2) is applicable to systems containing repairable components with
non-catastrophic Top Events. It is not applicable to systems containing
repairable components with catastrophic Top Events since repairing components
in this case does not rectify the occurrence of the Top Event.

Definition (2) is also appiicable to systems consisting of non-repairable compo-
nents. In this case working at time t implies that the systerm has worked
continuously in the time interval [10, 1] where ty equals the start of the mission

time.

Re!inbility

The reliability of a system over an interval of time is the probability that the
systemn works continuously over that interval of time. If we let bi (0,t) be the
event that there are exactly i system failures in (0,t), then we can define
reliability by:

Fh P (S, (0,1)

D DR X))
i=l

As described in the introduction, reliability is especially relevant t¢ systerns for

which system failure is catastrophic or for non-repairable systems.

Expected Number of System Failures

It we let Nsm be the number of system failures in (0,1), then the expected
number of system failures in (0,t) is given by:

o0

(:[Ns(n] . 2 PGS, O

For Top Events which represent a non-catastrophic shutdown of a (repairable)

system, availability, relicoility and the expected number of system failures are
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all distinct and useful measures of system performance. For non-repairable
systems, such as satellite and aerospace systems, availability, reliability, and |
minus the expected number of system failures are identica! in value. This is
becouse for non-repairable systems: (|) the system works at time t if and only
if it has worked during (0,*)—thus availability equals reliability, and (2) the
probability of two or more failures equals 0, so the expected number of system
failures equals the probability of one failure (in (0,t)) and reliability equals |
minus the expected number of system failures.

As described in the introduction, basic events can be divided into two categories:
initiating events ond enabling events. Enabling events represert demand
failures, conditional on the occurrence of the initiating event in causing the Top
Event to occur. Each minimal cut set will contain at least one initiating event.
A single event minimal cut set represents the situation where there are no
protective features to prevent the initiating event from causing the Top Event to
occur. Minimal cut set probabilities and hence Tep Event probabilities will be
computed using the following conditional probability expression:

P(A) P(B/A)

where A represents the event "initiating event occurs" and B/A represents the

event "enatbling event occurs given that the initiating event occurs."
2.2  ASSUMPTIONS
The assumptions used for the calculation in IMPORTANCE are listed below:

. Component failures cannot impiove system performance
(and component success cannot degrade system perfor-
mance)*

*  This implies that we do not allow complemented events in the min cut sets
for IMPORTANCE. Fault trees for reliable systems generally generate
complemented events which have a probability of occurrence near unity.
Setting these events to TRUE to eliminate complemented events in the min
cut sets will result in a slightly conservative overprediction in the probability
of the Top Event for reliable systems. This step must be conducted in SETS
before running IMPORTANCE if the fault tree contains complemented
events.
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. Occurrences of basic events cre statistically independent

“ Repair processes are statistically independent (this
assumes a separate repairman for each component in the
system)

. The probability of occurrence of two or more initiating
evenys in a differential time interval is zero (i.e., of order
(dt)” where dt is a differential time interval)

2.3 FLOWSHEET DEPICTING CALCULATIONS

Figure 2-1 depicts a flowsheet that is helpful in understanding the calculations
of IMPORTANCE. It is helpful to refer to Figure 2-1 for the discussions in the
iollowing sections. As indicated by the dashed line, the calculations of
IMPORTANCE are both deterministic (i.e., qualitative) and probabilistic. Both
computations require o Boolean structural representation of the Top Event which
in IMPORTANCE is given by the Boolean union of all the min cut sets. The
deterministic calculations compute the structural importance of a basic event.
For example, when considering the event "failure to operate," a component
placed in series with a system is structurally more important than that
component placed in parallel with a system. Computing structural importance
requires that the criticality function as described in Section 2.6 be computed.
This function allows us to determine the number of system states in which the
failure of a component will cause the system to fail. (There are a total of 2"
system states where n equals the number of system components.) Probabilistic
calculations in IMPORTANCE compute both time dependent and steady stote
values for system unavailability, Top Event Rate and expected humber of system

failures,

Computing system unavailability and importance measures based on system
unavailability requires that component (basic event) unavailability be cormputed.
This in turn requires that the basic event parameters be known, i.e., failure rates
and fault duration times. (These parameters are also used to compute the failure
frequency.) Computing the Top Event rate and the expected number of system
failures requires that the following quantities be calculated for each system

component:
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BASIC EVENT DATA, A, T,

o INPUT  MINCUTSETS | ENABLER, INITIATOR
FAILURE
STRUCTURE FUNCTION |  COMPONENT FREQUENCY
FOR TOP EVENT UNAVAILABILITY FOR BASIC EVENT
~ | {COMPONEHT)
SYSTEW
[ UNAVAILABILITY
v TOP EVENT
CRITICALITY FUNCTION RATE, EXPECTED
FOR BASIC EVENT - NUMBER OF
(COMPONENT) SYSTEM. F AILURES
MPORTANCE MEASURES
WEIGHTED BY SYSTEW
UNAVAILABILITY
t e
STRUCTURAL g

WEIGHTED BY

IMPORTANCE |
TOP EVENT RATE

FOR EACH BASIC

EVENT OR EXPECTED
} NUMBER OF
- — SYSTEM F AILURES
DETERMIMNISTIC PROBABILISTIC
FIGURE 2-I
CALCULATIONAL FLOW SHEET FOR IMPORTANCE



. Criticality Function
w Unavailability

. Failure Frequency

In addition, the basic event type, i.e., whether the basic event is an initiating or

enabling event must be specified.
2.4 RELIABILITY NETWORK DIAGRAMS

Reliability network diagrams, fault trees and min cut sets are irtroduced by way

of four examples in Figure 2-2.

A cut set is a set of components such that failure of these cormponents
guarantees system failure. A cut set can be thought of as a "cut" through the
reliability network diagram which divides it into two separate pieces, A min cut
set is a cut set with the additional property that no proper subset ot it is also a

cut set,
2.5 SYSTEM UNAVAILABILITY

If we take the Boolean union of all of a system's min cut sets, we have one
representation of that system's "structure function"—a mapping from the set of
2" (mutwally exclusive) system states (n = the number of components in the
systern) to 0 and | ; 0 if the system works in that system state and | if it does

not.

Let i denote the event "component i is in o failed state," and | the event

*
"component | works", Let

P(i)

|
0

and P(-’ = | - q|

*  With this notation, (1,2) is an example of a system state for o two (,f);1npcmen1
system (corresponding to component | working and cormponent 2 not working).

26
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The following table shows the four system states of a two component system,
their probability of occurrence and the corresponding series and parallel struc-
ture function values.

Series Parallel
Structure  Structure
Probability of Function  Function
System State Occurrence Value Value
(1,2) q 9 | |

System unavailability (g(g)) is the probability that the system is in a failed state
(i.e., that the system's structure function equals 1). Thus it equals the sum of
the probabilities of occurrence of the system states whose structure functions
equal | as is illustrated below (since system states are mutually exclusive).

Systern System Unavailability (g(g))
2 component 9,9, + (I--ql)c:;2 + ql(l-qz)
series

=9 9 - 99
= l o (I‘ql)(l-qz)

2 component q,9;
parallel

n
n component -0 (-q)
series

n
n component 1 q
parallel
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The results for the 2-out-of-3 case are given below:

System State ofp(r;)c::t;%t:ir ';:‘);e Stzr-:\c;.tafr;g A
alue
(1,2,3) q) 4505 |
(T,2,3) (1-q)q, a3 |
(1,2,3) q; (I -a5) 4, I
(1,2,3) q; g; (1 -q3) |
(T,2,3) (1-9,)(1 -q,) g4 0
(T1,2,3) (I-q‘)qz(l-q3) 0
(1,2,3) q; (1 =gy) (I - q4) 0
(T,2,3) (1 -q) (I -qy) (1 -qq 0

9 = 4903 *+ (1 -9))ayq3 + q (I -gx) a3 + g9, (I-q3)
= 9j9 * 9)93 * 993 - 24,993
An upper bound to system unavailability is given by the sum of the probabilities
of occurrence of all min cut sets (tiris is called the "rare event approximation"). |

To see that this is an upper bound, let Ei = the event that min cut set i occurs.
(i =, ..., K where ' = number of min cut sets)

K
P (system failure) = P 2 f_fi) <
i=|

P(E.l) + p(Lz) " 4w #p(E.K)

2-10



by probability theory since the Ei's are not mutually exclusive events (i.e., we
are not subtracting off the probabilities associated with the occurrence of two or
more overlapping min cut sets),

The following table illustrates this idea:

2-Cemponent
Series 2-out-of-3
Unavailability 9, +4p - 9,9 Q9 + 993 *+ 9293 - Zq'qzq3
Min Cut Sets i}, 24 {12t , 41,3}, 42,3}
Rare Event q + 9 Q)9 + 9;493 + 993

Approximation

If component failures are "rare events," then the probability of two or more cut
sets failing is smail and so the rare event approximation is accurate. The rare
event approximation is useful in describing the calculations of IMPORTANCE.
However, IMPORTANCE uses a more accurate bound for reliable systems called
the min cut set upper bound which is described below.

We can express the probability of system failure as follows:

P (system failure) P (at least | min cut set occurs)

| - P (no min cut set occurs)

It can be shown that

K
P (no min cut set occurs) - T P (min cut set i does not occur)



Thus we have that
K
Il

F ‘system failure) < |l - P (min cut set i does not occur)

i=l
K
= I - 1 (I-P(Ei))

-
I=

This approximation is called the "min cut set upper bound" to systcm
unavailability.

Esary and Proschan proved that the following relation holds:

K
gl < | - 1 (-PED) = Z PE) (n
i=l i=1
Min Cut Rarv t vent
Exact Set Upper Approximation
Bound

The table below illustrates this inequality for the 2-out-of-3 system:

2-out-of-3 System

System Unavailability 9197 + G493 *+ 993 - quq2q3
Min Cut Set I = (1 =quq) (1 =q:qq) ' 1 = Qagq)
Uipper Bond 42 3 273

= 919 * 9493 * 9293

- g +ay+ a3 - 9,4,93) 99293

Rare Event ql(,‘ . q|q3 + q2q3
Approximation
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it

Now,
0 = qg, + 4+ q3-9q; <2

for g ¢ [O,I]

so we see that inequality (1) holds.

If component failures are rare events (i.e., if the g;'s are small) we see that the
min cut sei upper bound and the rare event approximation are both close to the
true value since the three expressions only differ in terms involving three or
more qi's, and these terms are small comparec to the terms only involving two

1
q;'s.

Figure 2-3 plots all three expressions versus a shared basic event probability (i.e.,
9= 9y= 43= 9 for the three components <nd shows the accuracy of the
approximations for small q.

2.6 EXPECTED NUMBER OF SYSTEm FAILURES

To compute the expected number of system failures, we need to explain the

following basic event characteristics:

. Critica! System States
. Time Dependent Component Unavailability

3 Failure F requency
CRITICAL SYSTEM STATES
A critical system state for component | is a state for the remaining n-|

components such that failure of component i causes the system to go from a

working to a failea state. e 1ne table below for some examples.
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Probability Critical System

of State for
System State Occurrence Component |7
Series (+,2) q; No
(. ,2) | - qZ Yeb
Parallel (+,2) 4, Yes
( ’,2) l . qz NO
Z-out-0f-3 (+,2,3) 9,43 No
( x ,2,3) qZ (' - Q3) Yes
( 'gzya) (- qZ) “ - Q3) No

For a series system (+,2) is not a critical system state for component | since if
component 2 has already failed then the system is already in a failed state ond so
failure of component | does not cause the system to go from a working to a
failed state.

The criticality function for component |, Ag;(@), is the probability that the
system is in a critical system state for component i. Thus it is the sum of the
probabilities of occurrence of the critical system states for component i . Thus
the criticality function for component | for a series system is | - qz for o
parallel system q and for a 2-out-of-3 system (| - q2) d3 + 9y (l - q3). The

criticality function is also called Birnbaum's measure of importance.
Two expressions for the criticality function Agi(g) are

() gll, g - g(0,q
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where (li,g)=(q‘,...,qi_|,l,qi”,...,qn)

0, 9

(ql,---gqi,“o’qm:---,qn)

and (2) 099
a9,

(1) is the probability the systermn works with component i working minus the
probability the system works with component i not working and is thus the
probability ‘hat the system works only if component i works, i.e., it is the
criticality function.

g (q) is a linear function of each 4, and so

94 : g(,9-9(0,9
dqi I -0

Thus (1) end (2) are equivalent,

IMPORTANCE uses the min cut set upper bound to compute both g (li’ q) and
g(Oi,g). Strictly speaking, one should substract a lower bound for g(Oi,g).

However, for reliable systems, we have not found a case for basic events in cut

sets of order 2 or higher in which IMPORTANCE does not give a conservative

over prediction for Ag, (g). This is due to the fact that for reliable systems the
overprediction by the minimal cut set up-er bound increases us the system
becomes less reliable, as is illustrated in “igure 2-2.

For a system to be in a critical system state for component i, all the components
in @ min cut set containing i, other than i, clearly must have failed (so that the
failure of i can couse system failure). On the other Fund, even if all the
components in a min cut set containing i, other than i, have failed, a min cut set
not containing i inay have already caused systermn failure (making that system
state "non-critical" for component i). Thus we see that the set of system states
for which all the components in a min cut set containing i, other than i, have

failed is larger than (contains) the set of critica! system states for i. Thus, if we
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let EL be the event "{ { min cut set k (containing i) | - {1}} occurs," we see
that :

i
ag; () 4 Z P(E) 2-1)

kliok

This upper bound wiil be used later in an exarmple to explain the calculations of
IMPORTANCE.

To illustrate the above inequality, consider component | in a 2-out-ct-3 system.
There are two min cut sets containing component 13 { 1,21, {1,3}. Thus,

|
Z Pl) = a; + a3

k".ek

As stated earlier for a 2-out-of-3 system

1

ag, @ qy (1 ~qq) + q3{l -qy)

Nt By ARy
and so we see that the above inequality holds.

The calculations thus far have considered the system at one point in time, i.e.,
we have not counsidered time dependent component unavailability, q(t). The
following section discusses maintenance policies and reliability parameters

necessary for computing q(t).

MAINTENANCE POLICIES

There are three basic types cf maintenance policies considered in
IMPORTANCE:



(1) No Repair
{2) Repair - Annov wed Failure (unscheduled maintenance)

(3) Repair - Unannounced Failure (scheduled maintenance or
inspection. every © time units)

Maintenance Type (1) is typical of satellites and other remotely controlled
systems. Type (2) is common when some kind of continuous process is being
monitored (such as a chemical processing plant). Type (3) is common to standby
safety systems such as fire prote ‘ion systems).
FAILURE RKATE
If we let

F(t) = P (a given non-repairable component fails in (0,1))

anda f(t) be the corresponding density (if it exists), then we can define the

failure rate at time t by

M = “‘lf“(})r(n (2-2)

A (1) has the significance that
s i1) At & P (the component fails in (t,t + A t) | it has not failed in (0,1))

for small At. This is because

F(t+at) - F(t)
f(t) At At 44
- F(t) { « Fif)

n
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F& +a1) - F(1)
- F(t)

"

P (comporent fails in (1, + & 1)
P (component has not failed in (0,1))

P (component fails in (t,t +A t)|component has not failed in (0,1))

"

If we integrate both sides of equation (2-2), we obtain

1
fx(t') dt' = -log (I -F(1)
0
This implies that
t
- f A (1) dy
B s 1ea®

REPAIR RATE

Following exactly the onalysis for failure rate, if we let

R(t) = P (a given, failed, component is repaired in (G,1))

(where time "0" is the time at which the component fails)

and r(t) be the corresponding density (if it exists), then we can define the repair

rate at time t by
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r(t)

Vi) =~ ReT |
where
v()at = P (component is repaired in (t,t + A1)| it has not
been repaired in (0,1))
-
Analogousl: o before, we obtain .

t

- f v (1) dt'
0

in IMPORTANCE, both failure rates and the repair rates are assumed to be

constants, thus

R(t) = |.e

F“) = |e@
5 '_e‘Af
and
1
- [u dt!
R(t) = | ~e ¥
¢ Tap” ¥} ’

(i.e., we assume that the time to failure and repair are
expanentially distributed)

It is easy to show that for the exponential case, the mean time to failure (k) -

I/ , and the mean repair time (7)) = 1/v .




FAILURE FREQUENCY

For both repairable ana non-repairable components, the failure frequency (wf(t))
is defined as:

_ lim P (a given component fails in (t,t +41))
wlt) =a¢p af :

wf(t)At is the unconditional probability of failure in (t,t + A 1), as opposed to
A (1) At which is the conditional probability of failure in (t,t + A1) (given no
failures in (0,1)).

It can be shown that

t
bf wf(t) dt = the expected number of component failures in {O,t]

Component unavcilability and failure frequency are given in Figures 2-3 and 2-4
for the three types of maintenance policies. The results for the two repair cases
are asymptotic and obtained from renewal theory.

CALCULATIONS OF EXPECTED NUMBER OF SYSTEM FAILURES

A system failure occurs when the system makes a transition from the unfailed to
the failed state. From the discussions in the introduction, it is an initiating
event which causes system failure when the system is in a critical systern state
for that event., The probability that the system is in a critical system state for
initiating event i (i = |,...n) is (by definition) the criticality function Agi(q)
and the probability that an initiating event i occurs at t' in a differential time
element dt' is wf,i (1) dt'. Thus the probability of o system failure at t' in a
differential time element dt' equals
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MAINTENANCE COMPONENT ASYMPTOTIC
POLICY UNAVAILABILITY VALUE GRAPH
NO REPAIR o Mgy | |
0_
t —
REPAIR i N
ANNOUNCED LA L L e & 2 e
FAILURE ‘e Al
0 —
REPAIR \d
UNANNOUNCED | v @" ANE = %) = . A7 Y
FAILURE B
(n-1) #<t< nk (AVERAGE $

n:l.z..--

FIGURE 2-3

UNAVAILABILITY)

COMPONENT UNAVAILABILITY
CONSTANT A AND T
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MAINTENANCE ASYMPTOTIC
POLICY FAILURE FREQUENCY VALUE GRAPH
NO REPAIR re M 0 A \
0
§ —
REPAIR l (214 | |
ANNGUNCED . ', - 8T —T %\ T —
FAILURE (e
0 —
REPAIR
UNANNOUNCED re AE - 1) wha WL A
FAILURE

(n-1) #£1<S né

n:l,2,..-

FICURE 2-4

FAILURE FREQUENCY
CONSTANT A2 AND 7
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n
D a9 (q ) w1 ar (2-3)
al

(the term in brackets is known as the "Top Event Rate" - R(1'))

Since the probability of two or more initiating events occurring in dt' is zero, the
expected number of system failures in [0.1] equals the integral of expression
(2-3) over the interval [0,? y 168

1 n
E[Ns(t)] = f Z Ag, (g (1)) Wi i (1")|dt' (2-4)
izl

0

As an example of the ca!culation of E [Ns(f)] , consider the series-parallel system

given in the reliability network diagram below:

_2

d S
Nt
)
s
4’\r 3
3
| if component i is failed
It Y, =
0 if component i is working

then the structure function for this system is given by

Y| + Y2Y3 - YlY2Y3
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Thus glg®) = E(Y, + Y,Y5 - Y, Y,Y5)
since the conponents are assumed to be statistically independent.

This implies that

ag @) = I - q,(1) q3(t)

A9, (gt) q4(t) - q'(t) q4(t)

= (i -q|(t)) q3(t)

= (I -q(1) gy(1

Assume that the system is at steady state, failures are announced, cnd 7 s

small compared to u . In this case we can use the approximations

YN 2 ety & et T (2-5)

and

we (D) = L« L = (2-6)

Thus, using equation (2-4), we get

t

E [Ns(t)] =f R dt'
0

"
A
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3
D 89, w0

i '

where R

+ (l‘klr'))\3f3 )\2

¢ e RpTdagry Ag

Another example is the 2-ou*-of-3 system which has structure function

and

glgt) = 992 * 993 + Qt3 - ZQ|q2’33

If we assume tha:

qi(') = }\ T
and

Wf’i(t) = A
for each i
we obtain

gla) = 31?2 - 2001)
3(x 7)2

aglat) = 201 - (A1)

2A 7 i-1,2,3
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t
So E[Ns(t)] = f QAT A+ 2A7en 4 ZAT2 )Y

0
= 6 )«2 T+ 4
If welet = 107%/hr
T = 10 hr
and t = 30 years (e.g., the plant life)

we obtain

failures
E [NS(3O yrs)] = 0.6 m

alg (30 yrs)) = 3.0 x 1076

These two results show the large difference between these two measures of
system performance.

2.7 ASYMPTOTIC TOP EVENT CHARACTERISTICS

—R-I(-;’ is the steady state (asymptotic; mean time between system failures.
This mean time is clearly equal to the sum of the mean time to system failure
("mean uptime") and the mean time to sy<tern repair (mean downtime). Since
glq( =) is the (steady state) propurtion of time the system is in o failed state
(and 1-g (g( =)) the proportion in a working state), the mean time to system
failure (for R( =) £0) is

(1 - 3(9(“’))' R'(J;J

and the mean repair time is

g(g( o0 )) R‘(—l;‘j
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2.8 BOUNDS TO SYSTEM UNRELIABILITY

Systern unavailability, g(g(t)), system unreliability, (Fs(t)), and the expected
number of system failures, E N,(')]' have the following relationship:

glgt) < F(h) < E[N(1]

To see that Fs(f) SE[Ns(f)], let P(t) = P (exactly i system failures in [ 0,t]).
It then {ollows that

oo

Fs(t) % Z P'(f; < Z - » pl(') = E[‘\JS(')]
i=l

with equality holding if and only if the probability of two or more system failures
is 0, i.e., if we have an unrepairable system.

To see that g(g(t)) < F (1) we need only realize that

F() = glg't) + P (the system is working at time t but
s . : .
was failed ot a time prior to t)

since if the system is failed at t, then it has failed in [O,f]. Equality holds if
and only if the second term on the right equals 0, i.e., if and only if the system is
unrepairable (so that the event "working at t, but failed at a time prior to t" has
probability 0).

Finding the exact system unreliability can be accomplished using a Markov
approach where transitions can only take place between "neighboring" system
states. (Here "neighboring" means "diffs~ing in only one component".) These ar=
the only transitions which are possible since for the system to change states, at
least one component must go from a failed to an unfailed state (or the reverse),
and we are assuming that the probability of two or more components changing

state simultaneously is 0.
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For moderately large systems, implementation of the Markov approach becomes
intractable because of the large number of system states (recall that there are
2" where n = the number of components in the systemn). For reliable systems,
however, E[Ns(t)] is a very good approximation to systemn unreliability since,
for these systems, the probability of two or more sy-tem failures is very small.

To illustrate this idea consider the sample system in Figure 2-5. This system is a
2-out-of-3 sy=tem in parallel with component 4. Each component is identical
with 7= .l u (mean time to repair = .| x mean time to failure). The transitional
state diagram is shown in Figure 2-6 where the co-ordinates (x,y) have the
folle'wwing meaning:

I component 4 has failed

. (- 0 component 4 has not failed
3 components in 2-out-0f-2 system
2 components in 2-out-of-3 system failed
e | component in 2-out-of-3 system failed
0 components in 2-out-of-3 system failed

States 6 and 7 are absorbing which means that once the system enters either of

these states, it cannot leave.

The plot of the expected number of system failures {obtained from IMPOR-
TANCE) and system unreliability versus time (in units of u ) is shown in

Figure 2-7.
For this system, E[Ns(t)] is a good approximation to system unreliability for t
less than about u. Thus, if u is large, this approximation is good for a long time

into the future.

One advantage of the Markov approach is that it can handle cases in which

repair is not statistically independent (e.g., repair cues). However, it may be
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SAMPLE SYSTEM
TO ILLUSTRATE BOUNDS

4
SAMPLE SYSTEM

T, = mean time to repair
M, = mean time to failure

Y, = 1/T, = tepair rate
A =1y = failure rate

let T,= Ay fori=1,23



TRANSITIONAL STATE DIAGRAM
FOR SAMPLE SYSTEM

States 6 and 7
are absorbing

EXPRESSION FOR SYSTEM UNRELIABILITY
F.(1) = P() + P, (%)

} ‘(); !‘L{é 2—0



PROBABILITY OF SYSTEM FAILURE

' e
—
/4'/

EXPECTED NUMBER , SYSTEM UNRELIABILITY
iO'I 3 OF SYSTEM FAILURES (MARK OV SOLUTION)
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1073
/
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FIGURE 2-7

SYSTEM PERFORMANCE MEASUKES
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argued that expensive land based facilities generally have several repairmen so
that the assumption that repair is statistically independent (as is assumed in
IMPORTANCE » i5 valid.

The disadvantage of the Markov approach is the exponentially increasing number
of system states to be considered. The number of calculations to compute
E [Ns(t)] in IMPORTANCE, or: “he other hand, is of the order

2 - NIE « NCS
where
NIE = number of initiating events
NCS = number of cut sets

IMPORTANCE has performed with relative ease calculations involving 20,000
min cut sets and 80 components. These calculations took less than 0.2 CPU
minutes on an IBM 370 computer.

2.9 USE OF SYSTEM PERFORMANCE MEASURES

l. For continuously operating systems for which failure
cannot be tolerated (e.g., top events such -as "fire,"
"explosion" or "inadvertant nuclear release") E [Ns(t)] is
the relevant measure of system performance.

2.  When system failure can be tolerated, glg(t)), F's(’r), and
E[Ns(t)] all have relevance. For moderately large sys-
tems Fs(t) is difficult to calculate exactly, but if the
system is reliable, Fs(t) ~E [Ns(t)] .

3.  For standby systems, g(g(t)), the probability that the

system will fail upon demand is the relevant measure.
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4. E[Ns(t)] can be used in a financial measure of szstem
performance. |If Ci equals the cost of top event i , and
E Ns,im equals the expected number of occurrences of
top event i, then maximizing system performance could
be viewed as being equivalent to minimizing

Z_ Cs'E[Ns,i""] * CsysTEM MOD
|

where CSYSTEM MOD is the annualized cost of system
modifications.

2.10 IMPORTANCE MEASURES

Vie now discuss the importance measures computed by IMPORTANCE. Impor-
tance measures assess the role that basic events or min cut sets play in either
causing or contributing to the occurrence of the top event, They in general
assign a probatility value to each basic event or min cut set which allows these
events to be ranked according to the extent of their contribution to the

occurrence of the top event.
Importance measures can be categoriz« 4 in two wuys:

. Deterministically

. Probabilistically
Probabilistic measures in turn can be categorized in three ways:

n Birbaum's Measure (a partial derivative)
. Measures Weighted by Unavailability

. Measures Weighted by the Expected Number of System
Failures (or event rate)

¥ Wlore top events include events such as "fire," "explosion," or "system
shitdown,"
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DETERMINISTIC NEASURES

Deterministic measures assess the importance ot a component to system
operation without consideration to probability. One such measure is the
structural measure of importance for component i which is defined as the
number of critical system states for component i divided by "1 (the total
number of states for the n-| remaining components). It is thus the fractional
number of system states (for the -1 remaining components) which are critical
for component i.

The figure below gives an example of the calculation «f structural importanc=.

SERIES-PARALLEL SYSTEM

S
N
2
T
o
I
O
3
FOR COMPONENT |,
STATES FOR THE CRITICAL SYSTEM STATE
OTHER 2 COMPONENTS FOR COMPONENT |?
(+,2,3) NO
(+,2,3) YES
(+,2,3) YES
(*,2,3) YES

STRUCTURAL IMPORTANCE OF COMPONENT | = 3/4

FOR COMPONENT 2,

STATES FOR THE CRITICAL SYSTEM STATE
OTHER 2 COMPONENTS FOR COMPOMNENT 27
(1,2,3) NO
(T,»,3) YES
(1,#,3) NO
(T,*,3) NO

STRUCTURA! IMPORTANCE OF COMPONENT 2AND 3= 1/4
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It can be shown that the structural measure of irﬁporfonce of component | equals

which is the expression used by IMPORTANCE to compute stuctural importance.
For the series-parallel system above,

ag,(@ = 1 -q; a4
So ag /2 = 1 - 1/2°1/2 = 3/4
and Agz(_q) = ql(l -q3)
50 agy(l712) = 121 -1/2) = /4

as obtained before.
We sce that the above results substantiates what we intuitively know, i.e., that
component | is more important than components 2 or 3. Structural importance
can direct an analy<t ¢, areas where better basic event data should be obtained.
PROBABILISTIC MEASURES
We now discuss probabilistic measures of importance. One measure of impor-
tance is the criticality function (also called Birnbaums measure of importance)
which is given by:

Ag; (g(t) = g (l;, gt) - g(Oi,g(t))

= 8g(gt)/ dq

as was discussed in Section 2.6.
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This measure is not a function of the component's avaiiability and by itself is not
an extremely useful measure of importance, Howevc:, many of the remaining

importance measures to be described can be defined in terms of Birnbaum's
measure,

The next four measures, three of basic event importance and one of min cut set
importance, are computed in terms of syster unavailability., These measures are
meaningful for systems whose components are:

(1) Non-repairable (in whi~h case syste unavailability cquals
system unreliability)

and (2) Repairable and whose top event is not catastrophic

(If the top event is catastrophic, repairing the failed components may not repair
the system. For example, if the top event is "inadvertant detonation of a
nuclear warhead," fixing the spark-gap switch which caused this event wili not
repair the system—there may not be a system left.) We will say that for systems
satisfying (1) or (2), "system downtime" has meaning.

The measures, list~d in Table 2-1, are wuighted according to systemn unavaila-
bility, g (g(t)). All three measures of basic importance yield the same ranking

for religble systems. These measures will be called importance measures of

system unavailability. The upgrading function is applicable only to non-

repairable systems., For this measure the proportion.’ hazard, «, is definec by

Fit) = | - e-@RM

where R(t) is the commen hazard assumed to be shared “w all system com-
ponents. a can be thought of as simply o failure rate. As illstrated in
Section 3.4, the upgrading function is a useful measure during the desiyn stages
of a system where data regarding repair times may not be available and only the

relative failure rates are known.
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TABLE 2-1
IMPORTANCE MEASURES OF SYSTEM UNAVAILABILITY

Measure Probabilistic Expression Interpretation

Criticality measure of basic Agi (9“” qi(” Probability that the system is in a critic ! state

event impor tance alg(t) for component i and i has failed *

. . . : Fractional reduction in the orobability of the
Upgr:;@mg h:nchon of basic -agz—'m— . L1 Top Event when @, is reduced fractionally *
event importance P

W
Fussell Vesely measure of g igk ) Ekg Probability of the union of the min cut sets
basic event importance J containing basic event i *
alq(t)
Pic) - r *
Fussell Vesely measure of k’ Probability of occurrence of min cut set £,
min cut set importance t

»
Given svstem is in a failed state at time t.



The Fussell-Vesely measure of Lusic event importance is simply the probability
of the union of all min cut sets containing the basic event given that the system

has failed (i.e., the Top Svent has occurred). The Fussell-Vesely measure of cut
set importance is simply the probability of occurrence of the cut set weighted
according to system unavailability,

The remaining three measures, two of basic event importance and one of cut set
importance are given in Table 2-2, They are computed in terms of the
criticality function and the failure frequency function and are weighted accord-
ing to the expected number of system failures. They assess the contribution of a
pasic event or a min cut set to the occurrence of system failure over an interval
of time and are called measures of interval reliability. The first measure, called
the Barlow-Proschan measure, is the probability that an initiating event causes
the Top Event to occur. This measure foilows directly from the way the
expected number of system failures was colculated in Section 2.6, The second
measure, called sequential contributory, ic the probability that an enabling event
permits an initiating event to cause the Top Event. the inde.. | in Table 2-2
runs over the initiating events which are contained in the same min cut set as
enabling event i. This measure has meaning for basic events contained in min
cut sets of order two or higher. The third measure of importance is called the
Barlow=Proschan measure of cui set importance which is the probability that a
min cut set causes system failure (given that fuilure has occurred). For a given
mii, cut set to cause system failure, a basic event (which must be an initiating
event) must have occurred and all other basic events in the min cut set must
have failed at the time the initiating event occurs. The number of initiating

events in a min cut set determine the number of ways a min cut set can fail,

For repairable systems, sequential measures of importance reach a steady state

value,

To illustrate these measures, assume that a system has the three min cut sets of

order two listed below:

{A B}, {a,c}, {8, c}
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TABLE 2-2

IMPORTANCE MEASURES OF INTERVAL RELIABILITY

Measure Probabilistic Expression laterpretation

1
Bar low-Proschan measure of basic 6[ el il SR Miae

Probability that initiating event i causes system
event importance (initiator)
£ st m]

failure in [0,4]*

Sequential contributory measure of

Probability that enabling event i permits an
basic event impor tance (enabler) i

initiating event to cause system failure in [ 7,t] *
3 J 190,190 50,0,g1) o (Mg (1) ar
o E[Ns ®

l&jcKl

for some [

Barlow-Prosctian measure of min cut

Prcbability that a min cut set causes system
set impor tance

" Ky - il failure in [0.0] *
z: f[l -go,! . g N q (1)« w, . (1) at
0 re jéi ! ’

ie K,
ElN’ (n]

* Given that system failure has occurred ir{0,t]

i %y




Assume that event C is an enabling event. Assume that q; and A, are accurate
steady state approximations to component unavailability and failure frequency.
Furthermore, assurme that the -, stem is reliable.

The Top Event Rate, R, is (using the expressions given in (2-3), (2-5) and (2-6)):

R = )&AqB + )‘BqA + MG + )\ch

Note that there are two ways that the first cut set can fail but only one way that
the remaining two min cut sets can fail.

The expected number of system failures over an interval of time [0,t] is simply
R+t. The probability that basic event A causes system failure (i.e., the Barlow-
Proschan measure) is simply the expected number of times event A causes
system failure divided by the expected number of system failures as given below:

(Mag + Agdp *+ Mdc + Agapt

Note *hat the above measure is an increasing function of )\A, the failure
frequency of event A. Thus to decrease a component's Barlow-Proschan measure
of importance, its failure rate should be decreased. Increasing its repair rate
( v) does not decrease its Barlow-Proschan measure of importance. This is a
general property in the ranking of initiators.

The sequential contributory importance of event C which is an enabling event is
given by

(Xgdc + Agagt

Note that the above measure is an increasing function of Ars the unavailability

of the enabling event. Thus to decrease an enablers' ranking, its unavailability
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should be decreased. This can be accomplished by decreasing its failure rate or
by increasing its repair rate. This is a general property for the ranking of
enablers,

The Barlow-Proschan, B-P, measure of cut set importance for min cut set { A,B }
is

(Xa%8 *+ Mgda)!

For min cut set { B,C }, the B-P rmeasure of cut set importance is

ABth

The above calculations assume that when a min cut set ocurs, it causes system
failure. This assumption is not true for redundant systems in which szveral min
cut sets can fail vien an initiating event occurs. In this case, one would use the
expressions in Table 2-2 which uses the criticality function which takes this
possibility into account.

Because the criticality function is used tu compute (l) event rate and (2)
importance rankings for min cut sets, the following statements are true:

. Sum of basic event initiating rankings equals unity.

» Sum of B-P measure of min cut set importance is equal to
or exceeds unity,

. Sum of enabler rankings may exceed unity.
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The above statements are obvious when we consider the following system with
two min cut sets

11,2} {1,3}

where basic events 2 and 3 are enabling events only. If we fix the state of basic
event |, there are four remaining system states:

System Component State Critica! System
State = B o N State for |

I Work Work no

2 Fail Work yes

3 Work Fail yes

4 Fail Fail yes

System state 4 has the characteristic that when component | fails, both min cut
sets cause the system to fail, and oth basic events 2 and 3 enable component |
to cause system failure. In the min cut set rankings and enabler rankings, system
state 4 is counted in both rankings. For this reason, the sumn of these rankings
exceed unity,
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3.0 INSTRUCTIONS ON THE USE OF IMPORTANCE

We now summarize from Section 2.0 the calculations of IMPCRTANCE. By use
of an illustrative example, we describe the computer code input, the options
available and interpret the output and give some useful engineering guidelines on
the use of IMPORTANCE. In the last section we describe information necessary
inusing SETS with IMPORTANCE.

3.1  GENERAL SUMMARY

The computer code, IMPORTANCE, computes various Top Event characteristics
and measures of probabilistic importance of basic events und cut sets of a fault
tree. The code requires as input the minimal cut sets (obtained from SETS), the
failure rates and the fault duration times (i.e., the repair times) of all basic
eents contained in the min cut sets., The failure and repair distributions are
assumed to be exponential. The code can compute seven measures of basic event
importance and two measures of cut set importance. All measures are computed

assuming statistical independence of basic events.
The Top Event time dependent characteristics generated by the code ‘ncluae:

. System Unavailability g (q(t))

v Expected Number of System Failures E [Ns(t)]

In addition, for repairable systems with asymptotic Top Event rate greater than
zero, the code computes the following Top Event Characteristics:

. Limiting System Unavailability
- Top Event Rate
. Mean Time to System Failure

. Mean Duration Time for the Top Event

These characteristics are computed when the Barlow-Proschan (initiator)

measure of basic event importance is computed.
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The measures of importance which the code computes are shown in Table 3.1.
The notation used is that of Section 2. Each measure can be calculated for both
time dependent and asymptotic component unavailability. The only exception is
the upgrading function which must be calculated in terms of the time dependent
unavailuability of non-repairable components.

As shown in the list of expressions in Table 3-1, the measures that depend upon
one point in time are conditioned on the system unavailability, g (q(t)). These
measures should be used only when system downtime has meaning. The meo- es
which are time integrated quantities depend upon the sequences of events
leading to systermn failure and are conditioned on the expected number of system
failures, E[Ns(ﬂ] . Initiating and enabling events must be identified in the
analysis. When repair is not allowed, g(g(t)) equals E [Ns(t)] . When repair is
allowed, glg(t)) does not depend upon any previous sytem state as does £ [Ns(t)] .
The time integrated measures of importance when divided by £ [N s(1)] approach
an asymptotic value for large time when asymptotic Top Event Rate is greater
than zero.

Two options in the code allow calculations to be performed using asymptotic
(steady state) probabilities. In this case the expected number ot system failures
is equal to the top event rate (a constant) times mission time. Importance
measures in this case assess the contribution of the occurrence of the basic

events or min cut sets to the Top Event rate,
3.2 OFTIONS TO THE CODE

Four options are allowed when using the code. The first option, Option |,
computes measures of importance as a function of time. The input dat : required
are the points in time for which the measures are to be computed. The b-<ic
event data, i.e., the failure rates and repair times, are expressed in time units
(e.g., per hour or hours). The second and third options, Options 2 and 3, compute
the measures of importance as a function of the probability of the top event.
These options do not nermit repair. The second option requires the failure rates
to be given in time units. The third option allows failure rates to be expressed
proportionally (i.e., when proportional hazards are assumed). These options also

require as input the probabilities of the top event for which the measures are
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computed. Option 4 is like Option | except that the basic event data is inputted
in terms of the mean time to failure instead of the failure rate.

The computer output consists of a series of tables listing the measures of
impuriance in descending order as a function of the data input (i.e., time or the
probability of the top event).

Figure 3-1 shows the SETS-IMPORTANCE interface. The SETS input consists of
(1) THE SETS user program which describes the commands necessary to generate the
min cut sets and (2) the fault tree description. ) SETS generates the output
ory file no. 2. In addition, SETS generates file no. 9 which contains the min cut
sets in "packed" form and other information necessary to run IMPORTANCE.,

IMPORTANCE reads two input files:

. File 9 generated from SETS

® File 5 supplied by the user which contains (1) options
employed in IMPORTANCE and (2) the basic event data.

As described in Section 3.5, the information contained on file 9 will indicate if
the min cut sets can be stored within the array bounds set by IMPORTANCE,
Also, a check is performed to see it complemented events are contained within
the min cut sets. (These events must be eliminated in SCTS before IMPOR-
TANCE is run.)

On file 5, the user supplies the input regarding options employed and the basic

event data. Section 3.3 describes how to generate this input data.,
3.3 IMPORTANCE INPUT

The following describes the IMPORTANCE input card sequence,

Title card - The title can be up to B0 alphanumeric characters and shouid
begin soinewhere in columns | -8 (column 5 is best in terims of centering the
title on the output).

F 5 Option card - A 1, 2, 3 or 4 in column 10 assigns a value to IDATA, and a 0

or | in column 20 assigns a value to ITDEP, The meaning of these values is
given below.
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SETS INPUT, FAULT
TREE DESCRIPTION
AND SETS USER
PROGRAM, FILE NO. |

RUN
SETS

! 1

OUTPUT FILE 9, PRINTOUT OF
CUT SETS, PACKED SETS QUTPUT,
RECORDS FILE 2

IMPORTANCE
INPUT DATA
FILE 5

RUN
IMPORTANCE

PRINTOUT OF
IMPORTANCE
OUTPUT,
FILE NO. &

FIGLRE 3-1
SETS-IMPORTANCE INTERFACE
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(PTOP = Probability of the top event)

Importance
Measures
Outputted as
IDATA Inputted Component Data a function of:
| Failure rate, Niean fault duration Time
2 Failure rate (No repair allowed) PTOP
3 Proportional Hazard (No repair allowed) PTOP
4 Mean time to failure, Mean fault duration Time
ITDEP Interpretation
0 Asymptotic (steady-state) values for component unavailability will

be used in all calculations. One importance value will be calculated
for each component for each importance measure invoked.

| Time dependent expressions for component unavailability will be
used in all caleulations, Importance values will be calculated at
each inputted point.

ITDEP has relevance only for Options | und 4.

3 Number of data points card - A |, 2, 3,..., or & in column 10 assigns a
value to NTPT which stands for the number of time points or probabilities
of the top event at which importance measures will be calculated (depend-
ing on whether IDATA = | or 4, or, 2 or 3). (If ITDEP = 0, NTFT gives the
number of time points at which the expected numbei of system failures
will be calculated.)

4. Data points card - The data points (NTPT of tiem) should be typed in
according to forinat 8 (E£9.3, 1X), if IDATA = 2 or 3, ot according to format
8 (£9.3, Al), if IDATA = | or 4. In the latter, the Al position in columns
10, 20, etc., should contain an H, D, M or Y, depending on whether the
corresponding time point is in terms of hours, days, months or years
(respectively). This format allows between | and 8 data pcinis.

5 Importance measure selection cards - Any subset (in any order) of the
following list of cards may be included.
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Card

Importance measure selected

;:ol. | Measures of component importance
BE BRNBM Birnbaum
BE CRTCL Criticality
BE FV Fussell-Vesely
BE INIT Initiator (Barlow-Proschan)
ENABLER Enabler (Sequential Contributory)
BE STRUC Structural
BE UPGRF Upgrading function
Col. Measures of cut set importance
(!
CS FV XX Fussell-Vesely
CS INIT %X Initiator (Barlow-Proschan)

For the two cut set measures, if it is desired that @ maximum cut set order
be imposed on the calculations, the maximum cut set order should be typed
in, ending in column 20,

A card typed ENDIM (starting irn col. |) must immediately follow the
importance measure selection cards.

Multiple option cards - Two cards, called the DETAILCS and TABLE
determine the number of min cut sets which will be printed. An example of
these three cards plus a NOPTION card (which must follow these cards) is
given below:

column | 20 3¢
CETAILCS 5 2l
TABLE
NOPTION

On the first card three variables are read, DETAILCS, NM and FACTOR
with format (A8, 2X, 1@, FIQ.5). In the example NM = 5 and FACTOR - .1,
NM and FALTOR have the following interpretation. It MAX equals the
largest importance value of all the cut sets, the number of cut sets which
the code will (in the output) describe in detail (by printing the full
description of the basic cvents in them) equals the minimum of NM and the
number of cut sets whose importunce values lie between MAX and
FACTOR * MAX. If the DETAILCS card is deleted, then the code will
assign to NM and FACTOR the default values of

L ] NM 4 |W
> FACTOR = .0!

The DETAILCS card should be omitted if cut set measures are not invoked.
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The second card with the name TABLE starting in column | indicates that
min cut sets will be printed with 8-character basic event names at the end
of the IMPORTANCE output. If the TABLE card is omitted, then the

maoximum number of cut sets which will be printed is 500. The TABLE card
should not be included if cut set measures are not invoked.

The last card with the name NOPTION starting in column | indicates the
end of the group of these cards. The NOPTION card must be included.

Basic event data cards - The format of these cards is as follows.
Columns |- 16 contein the name of the basic event (or the component).

Columns 21-29 contain the failure rate, proportional hazard or mean time
to failure (with format £9.3) depending on the value of IDATA. “olumn 30
contains the symbol for the corresponding units (either H, D, M or Y) unless
t;:oflumns‘fl—” contain a proportional hazard in which case column 20 is
eft blank.

Columns 31-39 contain the mean fault duration (with format £9.3) if
IDATA = | or 4 and are left blank if IDATA = 2 or 3. Colurmn 40 contains
the units for the mean fault duration (H, D, M or Y) if IDATA= 1| or 4
(blank otherwise). Columns 31-40 should be left blank if the component is
non-repairable.

Column 41 contains an asterisk if the basic event is an enabler event (blank
otherwise). The probability of the enubiing event is constant and 's given
by the product of LAMBDA and TAU.

Columns 43-80 contain a description of the basic event.

Another way of inputting a constant probability =2vent is to type 0.0
somewhere in columns 21-2% and to type the probability (i.e., a number
between 0 and 1) in coluris 3:-39 (according to @ E9.3 format). (Col-
umns 30 and 40 should be left blank.)

A constant probability event is always treated as an enabling event,
An NDATA card must immediately follow the Basic Event Data Cards.

Following the NDATA card mus‘ be a SETS card which indicates to
IMPORTANCE that the min cut sets will be read from file no. 9. (If the
SETS card is deleted, then IMPORTANCE will read o file generated by the
computer code "Fault Tree Analysis Program” (FTAP) (12) which contains
the min cut .ots. A description of the use of IMPCRTANCE with FTAP is
contained in the user's manual entitled "The Fault Tree Computer Codes
IMPORTANCE and GATE."

Before running IMPORTANCE, the user should check his input io verify
that four lines exist in the input with the following characters:

Column |

ENDIM
NOPTION
NDATA
SETS




9.  The restrictions on the data input for each of the options are described

below.
Restrictions on Data Input
Option LAMDA TAU
| Failure rate expressed Repair time expressed
in time units in time units
2 Failure rate expressed Repair time must be 0 or
in time units left biunk (convention
indicating repair not
allowed)
3 Proportional hazard rate Repair time must be 0 or
left blank
4 Lamda in this case is not Repair time ¢xpressed
a tailure rate but is the in time units
reciprocal, mean time to
failure.

A useful feature of IMPORTANCE is that the number of basic event names in
the input can exceed the number of basic events in the min cut sets, Hence a
universal library of basic event data can be used.-

3.4 PRESSURE TANK EXAMPLE

We use the system described below to generate a fault tree by the digraph
(directed graph) fault tree technique. We run SETS to perform the qualitative
onalysis, identify the enabling and initiating events, and run IMPORTANCE to
perform the quantitative analysis. The coricepts presented in this example can
be directly extended to analysis of control systems and generally to concepts of
interval reliability.

System Description
The system given in Figure 3-2 discharges gas from a reservoir into a pressure

tank. The pumping cycle is initiated by an operator who manually resets a timer
which causes the timer contacts to close and the pump to start. The switch is
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normally closed. At a prescribed time later (well before ary overpressure
condition can exist), the timer times out and the timer contacts open. Current is
denied to the pump and pumping ceases. [f the timer contacts do not open, the
operator will notice the tank pressure by the pressure gauge becoming too high
and he will open the switch, Again current is denied to the pump and pumping
should cease. It is assumed that after each cycle, the compressed gas is
discharged by upening the valve. It is also assumed that the valve is closed
before the next cycle begins.

System Digraph

The system digraph is an intermediate step in the construction of the fault tree.
It is o multivalued logic model that depicts the interrelationship of systemn
variables. The system digraph with Top Event variable, tank pressure is shown in
Figure 3-3. The Top Event of concern is pressure tank rupture. There are two
feedback loops indicated by bold cyclic lines in the digraph. The function of
these loops is to counteract the effect of the disturbance "timer contacts fail to
open" which causes the pump motor to continue operating which results in

overpressure. There are two loops:
. The operator sensing indicated pressure and opening the
switch if pressure is too high
. Pressure relief valve operiing in the event of excess

pressure

Events which inactivate the loops are cailed zero gain events and appear as basic

events in the fault tree.

Favlt Tree

A fault tree with Top Event "Pressure Tank Rupture" is presented in Figure 3-4,
The events are coded in the tree nccording to an alphanumeric scheme useful for

input into SETS, There are two initiating events that can cause the Top Event

to occur:
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v Pressure tank ruptures under load

. Timer contacts fail to open

In the ca.c of the second initiating event, the two loops must fail in order for the
tank to rupture due to overpressure, i.e., gate events BE6 and G4 must occur,

input/Outpu’ to SETS

The coded inpiii to SETS is shown in Figure 3-5, The input consists of two
parts:

. The SETS user program

° The fault tree specification

Note that the SETS user program must contain the command "WRTEQNDNF" in
order to generate file 9, the input file to IMPORTANCE, The printed output for
SETS is on file no. 2 a portion of which is displayed in Figure 3-6. This file
displays 4 min cut sets (i.e., terms), one of order | cnd three of order 3.

USE OF IMPORTAMCE

As indicated in Figure 2-1, basic event data is required to run IMPORTANCE
(except for the structural measure). We will run the pressure tank exomple

under tw:. hyg sthetical sets of circumstances--both are encountered in practice.

. We aie in the design stages of the system and failure and
repair data is not known., We will assume that systemn
components are not repairable.

* We have operated this system and have obtained data
concerning failure and repair (or know failure data from
data handbooks). Explosion of the tank is a recognized
hazard.
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In the first case the concept of proportional hazards is useful. We could for
exarmnple obtain estimates of the relative failure rates as listed below with a fair
degree of confidence.

Event Proportional Hazard
. Tank Ruptures Under Load 001
2.  Timer Contacts Fail to Open l.
3.  Gauge Reads Low or Stuck 10.
4.  Operator Fails to Open Switch 100,
6. Relief Valve Fails to Operate 10,

The atove data implies for example that the timer contacts failing to open is
1000 times more likely than the tank rupturing under load but 100 times les:
iikely than the operator failing to open the switch.

Further we will estimate the median probability of system failure as IO"I" with
90 percent confidence limits estimared to be 106 and 1072, We consider this
interval to see if there is any change in the importonce rankings as the

probability of the Top Event increases (or as time increases).
For systems in the design stages useful measures to be run include:

] Structural measure of basic event importance
. Upgrading function

. Fussell-Vesely measure of cut set importance

Option 3 in IMPORTANCE should be run since we have proportional hazards as

input and we are obtaining the above measures as a function of the probability of
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the Top Event., The input to IMPORTANCE is shown in Figure 3-7, The first
line is the Title card. The second line indicates that we want Option 3 which
implies that proportional hazards are the input for basic event data and that
importance measures will be computed at the inputted values for the probability
of the Top Event,

The third line indicates that three data points are given on the fourth card--in
this case three values for the probability of the Top Event. The next three cards
indicate that the structural measure of basic event importance, the upgroding
function and the Fussell-Vesely Measure of cut set importance is to be computed
for cut sets up to order 3. Following these cards are the ENDIM aind NOPTION
cards. The basic event data appear in the last set of cards followed by an
NDATA and SETS card. The input in Figure 3-7 and file 9 generated by SETS
are the two input files to IMPORTANCE. The output file is shown in
Apperdix A.

Page A-1 of Appendix A clearly displays the option selected by the user and the
importance measures to be calculated. Page A-2 displays the input data which
the user should carefully check for errors. Page A-3 lists the number of s stem

ZNBE'l, where NBE equals number of basic events), and the structural

states (
measure of importance for each basic event, This measute ranks the basic event
“tank rupture under load" as the most important event, Some of the other
structural rankings are counter intuitive--for example the operator is ranked as

being of equal importance as the switch and pressure gauge.

We now consider probabilistic measures for basic events and min cut sets. Pages
A-4 and A-7 confirm the importance of the tank rupturing under load for
reliable systems. However, as the system becomes less reliable, the active
corsponents including the timer, relief valve and operator becorne more impor-
tant than the pressure tank rupturing under load. Also the probabilistic measures

show that the operator is always mere important than the switch or pressure

gauge.
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Now we consider the pressure tank system under the second set of circumstances
stated above in which we have actual operating data.

Explosion of the tank is recognized as a potentinl hazard to personnel. Figures
of merit based on concepts of interval reliability are particularly relevant., If
the explosion of the tank is not a totally intolerable event, we may also be
interested in system downtime and figures of rerit based on concepts of system
unavailability.

Calculating system unavailability for secondary failure events, such as tank
rupture due to overpressure, requires special treatment. The three min cut sets
of order three in Figure 3-6 cause overpressure which causes the pressure tank
to rupture. Repairing the system, however, involves more than repairing the
components in whatever min cut set caused the overpressure to exisi--the
pressure tank itself must also be repaired. In general, this is true of any min cut

set which causes a secondary failure of a component.

To conservatively account for the repair of the tank we can simply add the
repair time of the initiating event (in this case the timer) and the repai: time of
the tank to obtain a pseudo repair time for the initiating event. This approach
works when running IMPORTANCE if there is one initiating event per minimal
cut set. If there are two or more events which can function as initiating events
in a minimal cut set then the repair time of the secondary failure (the tank
rupture) should only be added to the repair time of whichever wvent is acting as
the initiating event in the occurrence of the minimal ¢ t set. The current
version of IMPORTAMCE cannot handie differing repair times for initiating

events but could be modified relatively easily.
if we dc not modify the repairv time of the initiating event as stated above, we
will overestimate the Top Event rate. This overestimation is acceptable for

interval reliability analyses of catastrophic system events.

For the pressure tank system we will assurne that there is one operating cycle
per hour. At the end of each 8-hour operating shift, the operator inspects the

3-23



switch ond pressure gauge. (We will assume perfect inspection.) It takes 18
hours on the average to repair or replace either the switch or pressure gauge.
The pressure relief valve is inspected yearly, We will assume that failure rate
data is available from plant data and that it is as listed below, ‘

Basic Event Failure Rate " Fault Duration
Tank I0'8/hr | month
Timer IO-S/hr | month
Pressure Gauge IO'a/hr 22 hours *
Operator I 0'2,/ demand -
Switch IO'S/hr 22 hours *
Relief Valve 10™/hr .5 years

* @ = 8Bhours, 7 = |8 hours

where 8 equals inspection interval and T equals repair time. The repair time of
one month for the timer follows from the previous discussion, i.e., the timer is
an initiating event which causes tank rupture and so the tanks' repair time is
added to the timers'. The other initiating event is the tank rupturing under load.
All other events are enabling events and are conditional on the occurrence the
initiating event "timer contacts fail to open" when the initiating event causes
the Top Event to occur. The input to IMPORTANCE for this example is shown in
Figure 3-8,

The second line of Figure 3-8 indicates that Option | will be used and that
steady state calculations will be performed. Line 3 shows that there are two
mission time points-- 10 hours and 30 years as given on line 4. The units H, D, M
and Y for hours, days, months and years are allowed. The next qroup of cards
indicates that we will be computing the following measures of basic event

importance:

v Fussell-Vesely (system unava’ ‘ability weighting)
« Initiator (Barlow-Proschan)

® Enabler (sequential contributory)

* Note that the parameter, mean time to failure, which is the reciprocal of
failure rate can also be used as input data for INCORTANCE,

3-24
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indicates the number of ways a min cut set can fail. Note that the listing of min
cut sets provides a convenient basis to explain to management the order in which
the basic events occurred in causing the Top Event. For example, on page B-7,
min cut set no. 4 ranked number one. We see that the timer contacts failing to
open is the initiating event, Because the relief valve failed to operate and the
operator failed to respond, the pressure tank ruptured.

Note that in this problem the basic event and min cut set rankings basad on the
Fussell-Vesely measure are equal to those based on interval reliability. This is
true because (I) the repair times of each initiator are nearly equal, (2) the
system is reliable and (3) there is one initiating event per cut set. In this case,
the Top Event Rate times the repair time of the initiator is the system
unavailability. It follows that all importance measures are proportional to the
Top Event Rate.

However, in general, rankings based on system unavailability differ from those
based upon interval reliability. An interesting fact is that the role of initiating
and enabling events can change. For example, say there was an emergency mode
of operation for the pressure tank. During this mode, the operator knows that
the timer contacts failed to open and the contacts are jumpered while repair or
replacement on the timer is occurring. The operator operates the systemn by
opening the switch when the pressure gauge reading indicates a pressurized tank.
During the emergency mode the events which inactivated the loop before
become initiating events for the e nergency mode. The reliability of the
operator has also changed since he knows that the timer has failed and he is the
important component responsible in preventing overpressure. This example
suggests there must be a reliability analysis conducted for each mode of system

operation inwvolving catzstrophic system events,
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3.5 PROGRAM IMPLEMENTATION

For convenience to the user, there are two versions of IMPORTANCE: a "small"

version and a "large" version. The small version can accommodate:

200 basic events

and 4,000 min cut sets,
The large version can accommodate:

1,000 basic events

and 20,000 min cut sets,

The min cut sets are stored in a single array called the AB array. The maximum
size of AB is 30K tor the small version and 200K for the large version.

The following information is given on the SLTS generated FORTRAN file 9
(which is generated by SETS).

. Parameter vector, PARVC, dimensioned to | |

. Variable names table, SETH, dimensioned to (2, n) where
n = number of variable narmes

. "Information" vector SETVC, dimensioned tc n where
n = number of variable names

u Packed records for min cut sets (number of records
defined by varicble PARVC (8) = MXLITRM).

The mecnings of the variables in parameter vector, PARVC, are provided in
Table 3-2. Checks to be performed on the values of these variables are also
indicated in Table 3-2. The associated error messages which cause the run o be
terminated are given in Table 3-3., Unless IMPORTANCE is recompiled, the
maximum number of cut sets to be read is 4,000 for the small version and 20,000

for the large version. Cut sets of order 105 and higher will not be accepted.
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Variable

PARVC (i)
PARVC (2)
PARVC (3)

PARVC (4)
PARVC (5)
PARVC (6)
PARVC (7)

PARVC (8)

PARVC (9)
PARVC (10)

PARVC (11)

TABLE 3-2

VARIABLES IN PARVC VECTOR

Variable
Name
SETNM
NAM |

NAM2

PGMDAT
PGMTIM
NMSET
NMTRM

MXLITRM

FSTRMCL
EXPCNTL

CMPCNTL

Meaning

Index Number for
SETNM in SETB

First Portion of Name
for SETNM

Second Portion of Name
for SETNM

Date
Time
Number of Variables

Number of ain Cut Sets

Maximum Order of
Min Cut Set

Word Size

Expression Control

Check for Complements

3-31

Check When Reading
In Variable

None

None

HNone

[one

Hone

MNone

Cannot exceed MAXCS
(parameter variable in
IMPORTANCE, currer.t-
ly = 4,000 for small
version and 20,000 for
large version.)

Cannot exceed 105

Check to see = 59

= 0 OK, 56th bit from

right | = ¢ is
jenerated, 57th  bit
from right = | == Q

is generated.

= 0 no complements



TABLE 3-3

ERROR MESSAGES THAT CAUSE
IMPORTANCE TO BE TERMINATED

Variable Condition
Generating Error
Message Message

PARYC (7) > MAXCS

The number of min cut sets exceeds MAXCS,

~ARVC (8) > 105
The maximum order of min cut set exceeds

105.
PARVC (10) £0
56th bit = ! VARIABLE PARVC(l), PARVC(2) IS ALWAYS
FALSE
or
57th bit = | VARIABLE PARVC(1), PARVC(2) IS ALWAYS
TRUE
PARVC (I1) 4 0 Complement basic event variables exist
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INDEX SETB
NO.  NAMES
| OMEGA

2 T

3 )

4 Gl

5 B

6 C

RECORD RECORD
60 59 58 | 60 59 58 |
¢ T
0 0 0 Z 0 0 0
0 0 0 / 0 0 0
) £ ) £
| 0 0 O ( 0 0 0 O
FLLo) F
0 0 0 { 0 0 0
0 0 0 [ 1 0 0
0 0 0 ( | 0 0
EQUALS EQUALS
(3) (5,6)

FIGURE 3-9

SIMPLIFIED £ XANMPLI
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NO. NAME T
i —— eliminate
| A events
that do
not appear
2 8 in the cut
3 I sets

AB array (1, 2, 3)

PTA (1, J)

o iy
| 2 3 4

| I ! | |

2 2 3 | 2
1k

s | o| @50

> / l :
locates | no.of \
where order | /| cut sets ‘\
starts ,/ order |
no. of

locates cut sets
where order order 1
1 ends and less

Mote that if cut sets of order 1 do not exist,
PTA(, N)=0for J=1,2,3,4

FIGURE 3-9 (cont.)

IMPORTANCE TRANSFORMATION
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4.0 COMMERCIAL APPLICATION OF IMPORTANCE "

An older version of IMPORTANCE has been used at Lawrence Livermore
National Laboratory on various studies which included a study of the advisability
of seismic trip systems (8), (9) and for assessment of security systems (10), (11).
These studies mainly addressed the problem of system unavailability, As
cdescribed earlier in this report, IMPORTANCE has been modified so that its
calculations can also be used for interval reliability analysis of control systems.

In this section we describe an analysis made by E. |l. duPont de Nemours Co.,
Victoria in the reliability analysis of a chemical processing system which
parallels the approach taken in analysis of the pressure tank system described in
Section 3.4.

4.1 CHLORINE VAPORIZER SYSTEM

The system is the chiiorine vaporizer system presented in Figure 4-1, The input
process strearn consists of liquid chlorine. The output stream consists of
superheated chlorine gas which flows to a chemical reactor (not shown). The
liquid chlorine is heated in the vaporizer and heated further in the superheater.
There is a level control in the vaporizer which consists of a level transmitter and
a pneumatic con’rol valve. A concern in the operation of this system is that
liquid chlorine may enter the overbeads and be carried to the chemical reactor,
potentially causing a reactor rupture. The original system in Figure 4-1 had an
alarm indicating o high liquid chlorine level in the vaporizer and a low
tenperature alarm exit the vaporizer. When the alarm sounded the operator
would physically close the output valve to the chlorine vaporizer to prevent
lignid chlorine from entering the superheater. Two alternative designs con-
sidered by duPont were System A and System B (as shown in Figures 4-2 and
4-3), System A had the features of the original system with added control
devices which included a redundant float level and interlock systems which would
close pneumnatic valve Pv=67 in the event of an alarm condition. System 3 had

many featuies of System A with added safety devices which included:

* |nfeimation in this section is provided by Mr. Colin Dunglinson, a process
engineer at the duPont Victoria Plant.
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. Two interlock loops
. Dedicated relay for each sensor
. Reverse ac 'ing level transmitter

. Selector switch to select vaporizer in use ‘the system uses
two varorizers en-line and an installed spare)

. Bypass around low temperature trip — for startup
4.2 SYSTEwW. UIGRAPHS

System digraphs were used to generate fault trees for all thiee systems., The
process variables for System A are shown in Figure 4-2 which was csed to
construct the system digraph given in Figure 4-4. This digraph shows three
teedback loops initiated by the operator (indicated by transfer symbols &. A
and &) and these interlock feedback loops all passing through node S810 in
which a common relay 11999 is de-energized. Between each set of nodes in the
digraph (which represent variables) are (1) edges which describe the relationship
between the variables and (2) devices that cause the input-output relationships.

4.3 COMPONENT FAILURE MODE ANALNVSIS

From the devices identified in the digraph in Figure 4-2, failure modes were
identified ond their associated failure rates and foult duration times obtained
from plant data or frem data banks. Typical data given in mean tirne o failure,
MTTF, are shown in Figures 4-5 and 4-6 for pneumnatic transmitters and sensors,
respectively. Note there are many more failure modes that cause the trans-
mitter to fail low than high. Also ro ‘e that the modes which fail high or low cre

initiating events as oppos:'d to sensor stuck which is an enabling event,
4.4 FAULT TREE GENERATION AND GUALITATIVE ANALYSIS

The synthesis algorithm was used to construct the fault tree fromm the digraph,

The Top Event was mass flow rate at lncation B03 too hinh, [.vxsm (+ l!,‘)].

) : =+ st 12) -
The min cut sets were obtained from the computer code. FTAP, hy using a

probabilistic culling function whichi eliminated min cut sets accordina to
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probability. (This scine feature is available in SETS.) This step was necessary
because the number of min cut sets was enormous and all of them could not be
generated.

4.5 RELIABILITY ANALYSIS

IMPORTANCE was run to obtain measures of systemn per ~.oe and impor-
tance measures for basic events and min cut sets. For this system we are
con:erned with measures of interval reliability since the Top Event is potentially
coiosfrophic.* The figure of merit for system performance is the mean time to
failure and the expected number of failures during the plant life (assumed to be
20 years). The analysis of the original system revealed a mean time to failure of
1.5 years with 13.] system faiiures in 20 years (as shown by the IMPOIRTANCL
output on page C-3 of Appendix C).

This frequency corresponded reasonably with plant data which recorded a
frequency of approximately once every four years. The calculated number is

reasoriable since the plant operators may not report all incidences,

As shown by the intiator rarkings and page C-4, the failure of the level
transmitter and i/p transducer failing low made the dorninant contribution.
Likewise, as shown by the enabler rankings on page C-5, the failure modes
involving the operator to respond dominated,

As shown in [igure 4-7 a series of design changes were made ond INPORTANCE
rerun to assess the change in the mean time to failure. The rankings of the

initiators and enablers suggested design changes. The third column in Figure 4-7

lists the type of level transmitter in the design. The transmitter in the original
design had 1 MTTF of |.5 years--the transmitter that was reverse acting had a

MTTF of |17 years. "Fail low" modes are more common than “fail high" modes.

* All carryovers of liquid chlorine do not result in rupilures. Engineering
analysis is necessary to perform consequence calculations.
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MEAN TIME TO LT FAILURE

SYSTEM  AILURE 'YR) ENF (20) RATE (1/YR)
ORIGINAL .5 I3 /1.5
I INTERLOCK

| RELAY 26.7 0.70 /1.5
I INTERLOCK

3 RELAYS 39.5 0.34 i/1.5
I INTERLOCK

3 RELAYS 308 0.06 1717
I INTERLOCK

3 RELAYS

+ SEL SW &

BYPASS 273 0.07 /17

2 INTERLOCKS

3 RELAYS
+ SEL SW &
BYPASS 4,250 L0046 1117
1% W24 /15
FIGURE 4-7

EFFECT OF SYSTEM DESIGIN CHANGES
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The first change to the original design was the addition of one interlock on valve
PV-67 and a new valve with one relay (this interlock system serves as a

redundancy to tle operator). This system (systerm A) had a mean time to failure
of 26.7 years. "Conventional wisdom" would have concluded that design A is

satisfactory. However, the use of FTAP and IMPORTANCE suggested further
design. changes. The next change was the inclusion of a separate relay for each
sensing device {two sensors for level and one for low temperature). This change
increased the MTTF by a factor of two. The initiator rankings up to this point
ranked the level transmitter failing low as a dominant initiat.r, The next change
included changing the level transmitter to a reverse acting (e.q., fail-safe on loss
of instrument air) level transmitter and eliminating i/p transducer L-62-2 which
increased the MTTF by a factor of 5. The anolysic up to this point did not
include the possibility of bypassing the entire interluck system. Adding a bypass
and selector switches did not adversely affect reliability (273 yr MTTF vs. 308 yr
without) — a somewhat surprising result.

The final design which is system B included 2 interlocks (double valving), 3
relays, a bypass and selector switches and a reverse acting level transmitter.
The overall improvement increased the MTTF to 4,250 years. The design goal
was 1,000 years. An assessment of the spurious trip rate was also made. The
addition of 20 control devices each with a MTTF of approximately 20 years in

generating a spurious signal resulted in an estimate of one spurious trip per year.

4.6 COMMENTS

The first author of this report has had the opportunity to teach fault tree
analysis courses. A cornment made by one of the course participants when the

above example was presented in the course was as follows:

As a design engineer, | would have proposed a system
which incorporated some of the design changes that were
implemented in the modified system designs, However, |
would have no idea of (1) the relative improvement in
system performance or (2) the important contributors 1o
system failure.  The approach described (as abovel
provides a logical engineering approach to reliability
analysis of control systems.

4-11



The authors agree with this statement and add one other comment.

Fault tree analysis is best used as a design tool as was illustrated in the example
of the chlorine vaporizer. The basic event data which was used on the original

design was also used to assess alternative designs. The basic event data in a
sense was verified since the expected number of system failures for the original
design agreed with the data based on operating experience.

With the advent of complex engineering systems posing potential risks to the
public and property we feel reliability analysis as described in this manual is
necessary. The important point to be made is that reliability analysis is not an
end-all, but is a very important tool in decision making, particularly, as systerns

become more complex,

412



50 FUTURE DEVELOPMENTS
TERA is actively seekirg funding for the project described below.

The new version of IMPORTANCE perfo: ms calculations with point estimates for
the basic event parameters, failure rate and fault duration. A worthwhile
project would be to alter IMPORTANCE so that it can conduct an uncertainty
analysis by a Monte Carlo Analysis. This can be performed by assuming the basic
event parameters are random variables with distributions of specified means and

variances.,
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APPENDIX A
IMPORTANCE OUTPUT FOR PROPORTIONAL HAZARDS
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IR R RS R R R R L A )

PRUPURTIONAL
HEZARD

1Cc.C
-100a.
18.C
130.
«1CCE~UL
l.UO

e [ALIC EVLNT DATA

HNAME

LAUGLY
UPLRAT(OR
m¥aALVE
Swi il

T ANK
TIMER

PRESSURE FANK SYSTEM —— PROPURTIGNAL HAZARDS

LA

DESCRIPTIUN

GAUGE STUCK OR KEADS Liw
OPLRATOR FARLS TD UPEN SWlTLH
RELIEF VALVE FAILS TO OPERATE
SWITOH CONTACES FALL YU OPEN
TANK RUPTUNRES UNDER LOAD

TIMCR CUNTACTS FAIL YO OPEN

BISSRILREEIRR IO ERES



ST RS PRI BN EPERSESY

CIRNUAUME S MLAL URE

NUMBLR Ut 5YSTIM

RANK DASIC EVENT

TANK
_RYALVE
TIMER
GAULL
SWlTin
UPLRATI UK

ow e NN -

PRESSUKE TANK SYSTEM —— PROPURTIONAL HAZARDS

OF STRUCTURAL IMPCRIANCE

STATES = « 32054072

IMPORTANCE BASIC EVENY DESCRIPTIUN
610 TANK RUPTURES UNDER LOAD
239 RCLIEF VALVE FAILS TO UPERATE
249 TIMER CONTALTS FAIL TU OPEN
132 GAUGE STULK DR READS LOw
«132 SWITCH CONTACTS FALL TO DPEN
<132 OPERATOR FAILS YO OPEN SwITCH

SEESIEVNEEEDIISOTRLETS



LR R A A R L R R A R R R A

PRLSSURS

TANK SYLTEM —- PRUPURTIONAL HAZARDS

UPGRAJING FUNLTION--3ASIC EVENT IMPURTANCE

PRUB LF 1UP Lvini= L100E-25

TinL VEPENOENT CALCJULATJONS

Banx  EASIL Lwind -

i TANK

2 TiMER

3 RVALVL

“ Swlilin

4  OP{Ralug
5 GAUGE

IMPURTANCE

280131
Aal269
«Alle7
12056
17056
«23091C-01

PROPORT [ UNAL

«100E-02 PROP

1.00
10.0
120,
100.
19.0

PRUP
PROP
PROP
PRUP
PROP

2T

AARA RS L L T Y

HAJARD BASIC EVENY DESCRIPIICN

TANK RUPTURES UNDER LOAD
TIMER CONTALTS FAIL TO OPEN
BELIEF VALVE FAILS TP OPERATE
SHITCH CONTACYS FARIL TO OPEN
OPERATOR FAILS 1O OPEN Sw]TCH
GAUGE STUCK OR READS LOW



ST S TRET IS RITERTS

PRCE CF TUP LVLNT=

EANK

VO e N

UPGRADING FUNLT ION--BASIC EVENT [MPORTANCE

« 100E-01

TIML VEPENUENY CALCULATIONS

BASIL LVENE

TINLK

RVALVL

awmiiLn
UPLRATUK

LAULL = s
TANK

IMPURTANCE

«95331
«732R9
37284
31284
+32585%E-21
-38208€-01

PHRESSUKRE TANK SYSTEN —— PROPORTIONAL HAZARDS

PROPURT ] UNAL
1.00 PROP
12.0 PROP
100. pROP
100. PRUP
10.0 PROP

«100E~02 PRUP

2TTTTX

PRV SPTEIIRICOSIOROLY

HAZARD BASIC EVENT DESCRIPYION

TIMER CONTACTS FARL TQ OPEN

RELIEF VALVE FAILS TO OPERATE
SWITCH CONTACTS FALL TO OPEN
UPERATOR FAILS TO OPEN SWITCH
GAUGE STUCK GR READS LOW .
YANK RUPTURES UNDER LOAD



SILRINESISTILBESBRES S PRL SSURE ~= PROPUORTIONAL HAZTARDS SPERELTABRNSEELEISIR RS
UPLRAUING FUNCT IUN

PRUS COF 10P LVENT= - 1 001

TiMmi DEPENUEN:T CALCULATIONS
BASIC LWENT IMPURTANCE PROPUKT I ONAL HA ] AKD BASIC EVENY DESCRIPTIONS

D PROIP RELIEF VALVE FAILS TO QPERATE
) PRUP TIMER COMIACTS FAIL YO OPEN

RYALVL «BT4&3S 10
TIMEK 86837 i.
Swltin .10889 10 PROP SWETCH CONTALTS FAIL YO OPEN
OPLRATIUR .10889 iC PROP OPERATOR FAILS TO OPEN SWITCH
LauGL « 9§61 TE-OL 10 PRUP CAUGE STUCK OR READS LOw
T ANK - 23%66E-02 «100E-02 PROP TANK RUPTURES UNDER LDAD

00
0o

v




R T PRLSSURF TANK SYSTEM —— PRUPURTIONAL HAZARDS LA R R L R T
FUSHSLLL-VESELY SEASURE OF CUY SET IMPORTANCE (MEASURE OF SYSTEM UNAVARLABILTY)
LIMITING SYSILM UNAVALLABILITY= .i00E-05

RANK  IMPORIANLE

1 L5820 Cul SEI i B B -
BASIC EVLNI PRUOPURTIUNAL HALARD BASIC EVENT DESCRIPTION
TANK <1 000JE-02 PROP H TANK RUPTURES UNDER LUAD
—d Ak L33 SEKX 3 0 e b - soalalant o o olfb A e N = MO
BASIC LWLNT PROPORTIUNAL HAZARD BASIC EVENY DESCRIPTION
KYALVE 10.000 PROP H RELISF VALVE FAILS TO UPERATE
Switlu 100.00 PRIP H SWITUHM CONTACTS #FxlL TO OPEN
. TIMER  A.0002  PREP W TIMER CONTACTS FAIL TO OPEN_ : T 5 ’
2 <l906L*00 LUl SET %
BASIC L¥ind PROPORTIUNAL HAZARD BASIC EVEXRY DESCRIPTION
- _OPERATUK Q0u. 2 PRUP H _ __OPERATOR FAILS TO COPEN SW{ICH =
RVALVE 12.000 PROP H RFLIEF VALVE FAILS TO OPERAVE
FTiMLR 13000 PROP # TIMER CONTACTS FAIL 1O OPEN
3 20191 (Ul SEI 2
. BASIC L¥INI = PRIPURTIONAL HALARD BASIC EVENT DESCRIPTION g - Ly = e SR
LAUGL 10,030 PRUP M GAUGE STUCK OR READS LOwW
RVAL VL 10.000 PROP H RELIEF VALVE FAILS YO UPERATE

TIiMga 1.0009 PROP # TIMER CONTACTS FALL TO OPEN



0T-¥

SETR SRS STIRETISRERES PRISSURE TANK SYSTEM -~ PRUPIR TIUNAL HAZARDS TN TILERISIBERIERSEBS

FUSSLLL=VLSLLY MEASURE OF Ul SET THPOKTANCE (MEASUKE OF SYSTEM UNAVAILABILTY)
LERIVING SYLITLM UNAVAIRARILITY= L 100CE-03

RANK  IMPORT.WE

L «45%Levy CUI SLE o = 5 = ]
BASIC € ¥ENT PRUPURTIONAL HA¢ARD BASIC EVENT DESCRIPT IUN
UPLRAI UR 100.92 PROP W OPERATOR FAILS TU OPEN SHITCH
RVALVE 10.000 PRIP H REL SEF VALVE FAILS TO UPERATE
_ IIMER  )e00GO PROP H TIMCQ CONTACTS FALL TO OPEN
1  «854%E+00 CUT 5LT 3
BASIC LwvenNt PROFORTIGNAL HAZARD HASIC EVENT DESCRIPTIUN
RyAagvL B __18.00) PROP H ReLIEF VALVE FATLS VO UPLRATL
aw i 103.00 PROP H SWITOH CUNTAC TS FALL T OPEN
fiMi kR 1.0309 PROP H TIMER CUNTACTS FAIL TO OPEN
2 «S36L-31 cul 5t 2
PASIC LvinNT CRUPDRTIONAL HAZAKD BRAaSIC EVENT DESCRIPTION
GAUGLE 1C.9¢) PROP ot GAUGE STULK (R READS Liw
RVAL oL 10.00) PROP W RELEFF VALVE FAILS TU DPLRATF
TiMen 1.330) PROP H TIBFR CUNTALTS FAlL TO OPEN
2 «38LE-00 QU SR i
Ea51C  venl PRUPORTLONAL HAZARD HASIC FEVENT DESCRIPYIUN
TAW L1030 =02 PRIP H TANK RUPTURES UNDER LOAD
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AR AR AL AL S R R

FUSSLLL-VESELY MEASURE OF CUT ST IMPURVANCE (MEASURE OF SYSTEM UNAVAILABILTY)

TLIRITIRG SYSTEM UNAVALLABILITY=

«100€E-01
RAANK  IMPURTANKLE
b _a%aBEeud LUl SEX 5 — e
BASIC LVENT PROPORTIONAL HALARD
UPLRATUR 100,00 PROP H
RvalLvt 10.00) PRIP H
ST, | A1.0020 * PRQP H
I «%%db*0u LUT SET 3
EALIC LVINT PROPUOATIONAL HAZARD
RvaL vl 10,092 PROP H
Swilions 100.00 PROP H
TIMER i, 0000 PROP H
2 «10SE+*00 CUT SL1 2
HASIL EviNT PRIPOATIUNAL HALARD
LAULL 10.000 PRIOP H
RVALVL 10.000 PRIP H
TIMER 4.000) PROP ™
1 W237E-ud LUT 5L A ”

BASIC LVINT

FANK

<10703E~-02 PROP W

PR.O“SumE TANK SYSTEM —— PROPURT IUNAL HAZARDS

PRUPORTIONAL HAZARD

BASIC EVENT DESCRIPTION

OPERATOR FAILS TO OPEN SwITCH
RELIEF VALVE FAILS YO OUPERATF

. VTIMER CONTACTS FAIL TO UPEN.

BASIC EVENT DESCRIPTION
RELJIEF VALVE FAJLS TO UPERATE

SWIVOH CONTACTS FALL Tu OPEN
TIMER CONTALTS FAIL TO OPEN

BASIC EVENT DESCRIPTION
CAUGE STUCK OR READS Luw

RELIEF vALVE FAILS YO UPERATE
TIMER CONTACTS FAIL TU OPEN

Ba5s.0 EVENY DESCRIPTIUN

TANK RUPTUKRES UNDER LOAD

PRI TNNERNENLIEIRIERER RS



REdiRiNCL TABLL FOR =1y CUT SETS

CROLR 1 2 3
Moo UF MIfn Wil SEIS 1 Q9 |
ACa LF MIN CUT SE15 = %

CUT LT NU. URDER  BASIC EVENTS

1 1 T ANK

2 3 GAUGE

3 3 RVALVE

% 3 UPE RATUR

RvaL vt
ST
RVALVE

TIMER
TIMER
TIMER
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IMPORTANCE OUTPUT FOR INTERNAL RELIABILITY ANALYSIS
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LA AR AL A L R AR R R e e L e T T Ll L T T

PRESSUKE TANK SYSTEM —~ INTERVAL RELIABILITY ANALYSIS

LA AR AL AR el T Tt I '

ENPUT UAT 2 (PTIUN 1
FALLUKE WATE AND MLAR F2ULT DURATIUN GIVERN IN TERMS OF REAL T IME

SIEAUY STATE CALCULATICAS

EXPECTED AUMBER CF FAILURES CALCULATED FOR TIME = 10. COoH 30.00Y

LA R E LR LR R L R R R L R e e R R R R e R R s

*e  EASIC EVENT OPTIUNS USED see
INITIATOR  ENAELER
LRLTICA- UPGRALIMNG FULSELL- (B2RLUW- (LONIRIB-
BIKNBAIN Liry FLARCTEON  ESELY PRCSCHAN)  UTCRY) STRUCTURAL

Nt Y NO NN YES YES YES NO

AR AR B A Rl R Rl e L R R R L R R R R R R R e R L

*e MKk LT SEY CPTIUNS USED ee

INITIATER
(AR L{n-PRLSTHAN) FUSSELL-VESELY
YEs YES

LA AR R A R L T Y TRt

MAXRIMUS CLT SET ORIER FlW ThE BARLCR-PrUSCHAN MEASURE OF CUY SET IMPNRYANCE
MAR [MUA CUT SET URUtk FLR THE FUSOELL-VESELY MEASURE CF CLT SET IMPORIANCE =

= 3
3

INE OxMATEON ON DETALRLED CUY SET CUTPUT (DEFAULT vALUES USEC) — N® = 100 AND FACTOR =,01



FAILURE RATE

<100E-07/HOUR
<100E-03/HOUR
T L 100E-04/HD UR
«100E-04/HOUR

« LO0E-03/7uuR

PRUSSURE TANK SYSTEM —— INTERVAL RELIABILITY ANALYSES

®e  HBASIL EVENT DATA

S AN

FAULY DURAT ION

i.0 MONTHS

« 50 YEARS
L RONTHS

22. HUUR'

« 10E-01 CONSTP

22. HUURS

NAME

TANK
RVALVE
TIMER
SWiITLH
OPERATOR
GAUGE

ENABLER DESCRIPTION

TANK RUPTURES UNDER LOAD
RELIEF VALVE FAILS TO OPERATE
TIMER CONTACTS FAIL YO OPEN
SNITCH CONTACTS FAIL YO OPEK
COPERATOR FAILS YO OPEN SWITCH
GAUGE STUCK OR READS LOwW

LA AR A R A e LT Y
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BARRIBTNRIELIBISOR RN

PRUSSURE TANK SYSTEM -~

STEADY SYATE SYSTEM CHARACTESTICS

TOF EVENT RATE (PER HOUR) =

INTERVAL RELIABILITY ANALYSIS

«63983E-07 TOP EVENT RATE (PER YEAR) = _56031E-0)

MEAN TIME YO SYSTEN FAILURE = .15633E+08 HOURS 1784.6 YEARS

NEAN TIME TO SYSTEN REPATR =  720.53 HOURS 30.022 DAYS,
LEMITING SYSTEM UNAVAILIBILITY= .4608TE-04

RISSION TINE 10.0 W 30.0 Y

EXPECLT NO UF SYSTEN FALL +6680E-06 «168E-01

AR R R L R R R
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SLIAEIIARBETERERES S PRESSURE TANKE SYSTEM -~ INTERVAL RELTABILEITY aNALYSIS terssesERETNR RSSO O Y

ENABLER [SEQUENTIAL CONTRIBUTORY) BASIC EVENT IMPORTANCE [MEASURE DF INYERVAL REL IABILITY)
STEADY STYATE CaLCULATIONS

LIPITING SYLYEM UNAVAILIBILITY= L 4608T7E-D06

MISSION TIME 10.0 M 30.0 -
EXPECT MU UF SYSTEM FalL LBA0E- 06 L168E-01
RANK  BASIC EVENT [MPORTNCE FAILURE RATE MEAN FAULT DURATION BASIC FVENT DESCRIPTION
1 RVALVE TS L100E-03 HOURS .500 YEARS RELIEF VALVE FAILS TO OPERATE
2 OPERAIUM L681 «100€-01 OPERATOR FAILS TO OPEN Swi TCH
T3 GAUGE .150 L100E-0% HOURS 22.0 HOURS GAUGE STUCK DR READS LOw
& SmiTiM <AS1E-01 .100€-04 HOURS 22.0 HoURS SWITCH CONTACTS FAIL TO OPEN

1 CENOTES INTTIATING EVENT
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LA AL R AL A AL R R L R

INITLATCGR (BARL Ow-PROSCHAND

PRESSURE TANK SYSTEM —— INTERVAL RELIABELITY ANALYSIS

MEASURE OF CUT SET IMPORTANCE (MEASURE OF INTERVAL RELIABILITY)

SIS BEBINENRERESRESTSY

STEADY SYATE CALTULATIONS

HISSION TiIME

EXPECTY NO UF SYSTemN FAlL

LINITING

T RAANK  IMPORTANCE

L «6B0E*00 (UT SET

BASIC EVENY
RVALVE
TIMER i
OPERATOR

156E+03 CTUT SET

BASIC € VENT
ANk

3 LJIS0E+00 CuUTY SET

BASIC EVENT

RVALVE -
TIMENR i
GAUGE

4 LJISOE-DL  CUT SEY

BASIC EVENnT

RVALVL
TIMER i
SWiITCH

SYSTEM UNAVAILABIL!ITY=

.L00E~02H .300E+02Y
«640E-00 «L68E-D1
<46 1E-04

3 MEAN TIME TO CCCURRENCE = .22996E+08 HOURS 2625.1 YEARS

FATLOCE RATE REAN FAULY DURATION BASIC EVENY DESCRIPTION A

«100E-03 HOURS «500 YEARS RELIEF VALVE FAILS YO OPERATE
« 100E~04 HOURS 1.00 MONTHS TIMER CONTACTS FAIL TO OPEN
- 100€-01 OPERATOR FAILS YO OPEN SwITCH

1 MEAN TIWE YO OCCURRENCE = _.10000E+09 HDURS  TI&1&. YEARS

FAILURE RATE MEAN FAULY DURATION BASIC EVENTY DESCRIPTION

<100E-0T7 HOURS 1.00 MONTHS TANK ﬂUf'LﬂiSAlmE! LOAD

2 MEAN TIME TO OCCURRENCE = L10453E+09 HOURS 11932, YEARS

FAILURE RATE MIEAN FAULY DURATION BASIC EVENT DESCRIPTION

«100E-03 HOURS .500 YEARS RELTEF VALVE FAILS YO OPERATE -
«LO0E-0& HOJRS 1.00 MONTHS TIMER CONTACTS FAIL YD OFEN
. 100E-03 HOURS 22.0 HOURS GAUGE STUCK ©.2 READS LOM

4 MEAN TINME TO OCCURRENCE = _1D4SIE+10 HOURS .1I932E+06 YEARS

FAILURE RATE

BASIC EVENT DESCRIPYION

MEAN FAULT DURATION

«100E-03 HOURS +«500 YEARS RELIEF VALVE FAILS YO OPERATE
. 10DE-04 HOURS 1.00 MONTHS TIER CONTACTS FAIL TO OPEN
« LOOE-04 HOURS 22.0 HOURS SHITCH CONYACTS FAIL 'O OPEN

I CENOTES INITIATING EVENT



TEILIEREINIE OB RIS RE S PRUSSURE TANK SYSTEM —— INTERVAL REL TABILITY ANALYSIS SREISLINRITETRRIRICIRIROI SIS

FUSSELL-VESELY MEASURE OF CUT SET IMPORTANCE (MEASURE OF SYSTEM UNAVAILABILTY)
STEADY STATE CALLULATIONS

HISSION TiIMi ~100€+02H4 JIDOE+O2Y
EXPECT NO UF SYSTEM FALL +640E-08 SABHE-01
LINETING SYSTEM UNAVATLABILITY= L461E-04
RANE  INPORTANCE
I <67SE+00 CUuT SEI 3
BASIC EVENT FAILURE RATE MEAN FAUR Y DURATION BASIC EVENT DESCRIPTION
RVALVE «100E~-0 ) HOURS «500 YEARS RELIEF VALVE FAILS TO OPERATE
TINER i +100E-04 HOURS 1.00 MONTHS TIMER CONTACTYS FAIL YO OPEN
[34) OPERATUR - 100€-01 OPERATOR FALLS 1O OPEN SWETCH
'
e 2 L156E¢00 (Ul SET 1
BASIC EVENT FAILURE RATE MEAN FAULT DURATIUN BASIC EVENT DESCRIPTION
TANK 1 <100E-07 HOURS 1.00 RUNTHS TANK RUPTURES UNDER LOAD
3 JIASE«Q0 CLUT SET 2
EASIC EVENT FAILURE RATE MEAN FAWLT DURATION BASIC EVENT DESCRIFPTION
RVAaLvE «100E-013) HOURS <500 YEARS RELIEF VALVE FAILS TO OPERATE
TIMLR i JI00E-0& HOJRS 1.00 MONTHS TIMER CONYACTS FAIL TO OPEN
GAUGL «100E-03 HOURS 22.0 HOURS GAUGE STUCK OR READS LOW
& IA9E-0L  CuUT SET 4

BASIC EVENT

FALLURE RATE

MEAN FAULT DURATIIN

BASIC EVENT DESCRIPTION

RVALVE «100E-03 HOURS +500 YEARS RELIEF VALVE FAILS TO OPERATE
TIMER I «107E-0% HMIRS 1.00 RONTHS TIMER CONTACTYS FAIL YO OPEN
SwiTiH <1008 0% HODURS 22.0 HOURS SHITCH CONTACTS FAIL TO OPEN

I CENUTES INIVIATING EVENT



T1-4d

CROER

_AC. OF NIN CUT SETS

A0« OF MIN (UT SEIS =

C

REFERENTE TABLE FOUR MIN CUT SETS

UY SET NO.

ORGER

- -

4 3
0 3

BASIC EVEWNTS

TANK

RVALVE
RVALVE
RVALVE

TINER
T IMER
TIMER

GAUGE
OPERATOR
SWITCH
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APPENDIX C
IMPORTANCE OUTPUT FOR CHLORINE VAPORIZER
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shéssvettesssenenidan

*%  RBASIC EVENT DATA ¢
e THEAN TINE "EAR e e h A SE T e e 5 e
TO FAILURE FAULY DURATION NARE  ENABLER nFSCRIPTION :
$0.00 YEARS 0.00 YEARS €500 LOSF AIR = BYSTER B T = ey S I
50,00 YEAKS 0.00 YEARS £50% L0 ATR =« SYSTEN
30.00 YEARS 0,00 YEARS _ES06 LOSF 24Y = SYSTEM L
20.00 YEARS 0.00 YEARS €507 L0 24Y « SYSTEW Rl e U
26,00 YEARS 0.50 YEARS €700 B eFY-al~f . BTUCK
.. 45,00 YEARS " 0.%0 YEARS _ET01 . SES-n | PTOCR .. .l oatil s ol L L
20.00 YEARS 0.50 YFARS €702 . SV YENT BLOCKED o :
80_.00 YEARS .50 YEARS €703 . tn-999 mISC TFLS Blﬂt
120,00 _YEARS 0.%0_YEARS £704 * *p-999 CONTACTS WELDED
70.00 YEARS V.50 YEARS £70% _‘ en-999 SMORTED : et PSS )
60.00 YEARS 0,50 YEARS E7106 . *R-999 JURPERED ' Eo % -
B _35.00 YEARS - 0,80 YEAmS £10? ¢ . OTSead  WISC FLS BWUT__ . L, BE
35.00 YEARS 0.50 YEARS £108 . *TR-R? mISSETY
40.00 YEARS 0.%0 YEARS ET09 . *T8-K? SHORTED
20.00 YEARS 0.50 YEARS _ £710 - *TE-K? OPEN_ INPUT :
13.00 YEARS -0.50 YFARS €717 . *L8-7h  WISC FAILS CLOMED T
3%5.00 YEARS 0.%0 YEARS £718 . *L3<K7A  WISSET r
40,00 YEARS 0,50 YEARS _ETI9 % #L8-R7A _ SHORTED . =X gl e BN
35.00 YEARS 0.50 YEARS E7120 . TS-&N WISC FAILS CLOSED i
35.00 TEARS 0.50 YEARS £7121 . *TS-£n MISSETY
__ 40,00 _YEARS 0.50 YFARS £722 U *TS-AR SHORTED
l T 20.00 YEARS .00 YEARS V- .Y F S STTAN RISC FATILS W .7 " - ULl T r iy
it 30,00 YEARS 0.01 YEARS €724 - . CTT=AN ATHCK 5 t
. _ 10,00 YEARS 0,01 Yrams €728 . % TY=&R | LOW AIR & Locau___‘_.;;;_______-‘ 3
70.00 YEARS 0.00 YLARS E7126 . *PY-RT STUCK
10.00 YEARS 0.00 YFARS £7127 . ePY¥-£7 LO¥ AIR - LOCAL
__45.00 _YEARS 0.50 YEARS €128 . *sV-m __ STUCK -
r 20.00 YEARS 0.%0 YEARS £729 . *RY-m | VEWT BLOCKED :
L 20.00 YEARS 0.00 YEARS €130 . *LC=8%«1 STUCK GAGE £n
10,00 YEARS 0,00 YEARS _EI3L %  8,CeR7%-1 LEAR GAGE 1T gy P
$0.00 YEARS 0.00 YEARS E732 Al PLC~K7=1 CACE ¥OUND-UIP
40.00 YEARS 0.01 YEARS £73) . *,-67-2 LD 24Y - LOCAL
_ 40,00 YEARS 0.01 YEARS _ ET3I8 ¢ eL-87-2 _ HI RESIBTANCE TN, S . 1 LI N Py g
[~ 30.00 YEARS T 0.01 YEARS £73% 1,-8%-2  8TUCK - ; :
40.00 YEARS 0.01 YEARS ET38 1,-67+2 OUTPUT LEAK.
| 10.00 YEARS 0.00 YEARS €Y . L=6%2-2 LOSE AIR =~ LOCAL_ . s o i
40,00 YEARS 0.0C YEARS £738 1.=67-2 LORE 24V = LOCAL
20,00 YEARS 0.00 YFARS £71319 L=672«2 LOSE INPUT
40,00 YEARS 0.00 YERUS €40 L=6%-2  WISC FAIL LO o i
‘ 60.00 YEARS  0.00 YEARS €714 L=67-2  SHORT INPUT.
20.00 YEARS 0,00 YEARS E742 1.-6%=2 REVERSE POLIRIYY
40.00 YEARS _ @.0} YEaRS £74) LT=-&2 MI LOOP RESISTANCE
40,00 YEARS 0.00 TEARS Flae 1L.T=67 GROUND
30,00 YEARS 0.01 YEARS E745% . *LT=K? STUCK
__10.00 _YEARS 0.00 YEARS = E746 1.T=42  WISC FALILS LO e i P -
H 30.00 YEARS T 0,00 YEARS £747 1.T=62 RFYERSE POLART
‘ 40,00 YEARS 0.00 YEARS €748 LT=K2 LOSFE LOCAL POYER
0.0 0.0 COnNSYP tlas . LT=8?
20.00 YEARS 0.01 YEARK £71%0 . *TG-RA sTUCK
20.00 YEARS 0.01 YFARS £15% . *rT-sA STUCK
20.00 YEARS 0.00 YFARS E£182 L) eTT-Rn FAILS MI .
' 40.00 YEARS T 8,00 YEaRs #1%) * SLA-KD NO ALARN
IS .00 yYranms n_S% YIARER LAY . LIRSS ] MIReC FATLS

sebne

OLD YAPORIZER « IMPORTANCE 11 « Fi0

e p—

LINEY Seses

- — — - -

teecietetteetensaned
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-~ - ' .
SeestRReIRe IR SRR S 20888 OLD YAPORIZER « INMPORTANCE 11 = E«{0 LIRIT ®seee uoonbunoonnioo
STEADY STATE SYSTEM CHARACTESTICS AT
PRER it  Biie 2 PN - i " . RS
TOP EVENT RATE (PER HOUR) = ,74909E-04 TOP EVENT RATE (PER YEAR) = 68820 J
T REAN TINE TO STSTER FAILURE = 13337, HOURS 1.5274 YeaRs O T o T
___ MEAN TINE TO SYSTEW REPAIR = 12,832 HOURS  .S34sn _bavs, 4 e LEL
LINITING SYSTEN UNAVAILIBILITY= ,9612%€-03
‘ _RISSION TINE 20,0 ¥ IR
[ Exbect No or SYSTEN TRIL i3t RN e e -
P
l)
i - 2 o i - e S el AR e it ol e




l,__\

|

1

e e —

|

tssestttssatteatane

LINITING SYSTEM UNAVAILISILITYe

EXPTCT ®O OF SYSTER FAIL

RISSION TINE

Pr— — - — —

RANK BASIC EVENT

E748 1
E717 1
_EMIY 1
742 1
ET8Y 1
E747 5 W
£506 1
FI38 1
___ET40 1
t?l. ]
F138 1
£744 1.
E500 1
1
1
1
1
1
1
1
| S
X
i
1
1
1
-

!

£181
ETs8
ETL6
Frat
ET8S
E170
£769
_ETh4___
10 ET71
11 E77s
12 ESCS
13 E73%
14 E74)
1S ES0Y_

QO“.%##OU@@OG.DUUNI"’

142
148

LT42E-0)

T L7428-01
S24E-0}
_+495E-01 _
+495E-01
«371E-01
—_s321E-01
T L3E-0)
+371E-01
_«371E-01
«297E-01
«262E-01
e+ 2862€E~-01
T .2626-01
«247E-01
«175E-01
. 175€E-01
«175€-01
JJJSE-0L
«131E-01
.1565002
+834E-0S
- 182E-0S
+591€E-08
2 2T18E-05

I PENOTES INITIATING EVENT

tsens

. STEADY STATE CALTULATIONS _

«.9612%€-0)

131
20.¢

——

INPORTANCE - WEAN ?l-! TO FAILURE

10.0
10,0
20,9
20.0
'o..
3o.o0
jo.o
40.0
0.0
T a0.0
0.0

_ 40,0

s0.0
70.0

20,0 _

20,0
60.0
Jo.o
jo.o
3o.e
jo.o
40.0
20,90
0.9
30,0
40,0

20.0___

b 4

— ——

YEARS
TEARS
YEARS

INITIATOR (BARLOW=PROSCHAN) MEASURE OF BASIC

YEARS
YEARS

_ YEARS

YEARS
YEARS
TEARS

YEARS
YEARS
YEARS
YEARS
YEARS
YEARS

YEARS
YEARS
YEARS
YEARS
YEARS
YEARS
YEARS
YEARS
YEARS
TEARS
YEARS

__YEARS

EYENT IMPORTANCE

REAR FAULT DURATION

.68%7-0)
«6RSF-013
.685r-0)
+E605F<0)
«22%F-03

.+ 58%F<0)

+2855-04
JS48F-02

LEASF-D]

.6A%F.0)
+8ASF-03
+685F-0)
L2R5F-0)
.220F-0)

L278F-0)

«22%F-0)
LERSF-03
«278F-0)
.2287-01
.2787-03

RELLE)

Li14F<0)
Jilar-n3
~114F£-03
.S48F-02
348702
J114FK-03

OLD YAPORIZER = IWPORTANCE 11 « E=10 LINIT ¢eeee

BASIC EVENT DESCRIPTION

TLT-82  WISC FAILS 1O

tessessecissttensrne

Y

YEARS

YEARS L-62~2 LOSE AIR - LOCAL
YEARS L=62-2___ LOSE_INPUT
YEARS L=62-2 REVERSE POLARITY
YEARS LC-62+-1 LOSE AIR - LOGCAL
YEARS LT-62___REVERSE POLARITY
YEARS LOSE 24Y - SYSTF®

YEARS L=62-2 OUTPUT LEAK

YEARS __ L-62-2__ WISC FAIL LO
YEARS LT-62 LosSE Local,

YEARS °  L-§2-2 LOSE 247 = LOCAL
YEARS LT-62 _cRouwo_
YEARS LOSE AIR - SYSTSR

YEARS LC-82-1 WISC FAILS LO
YEARS LC=-62-1 OUTPUY LEAK

YFARS PT-780 - FAILS NI

Yraps L-62-2 SHORT INPUT

YEARS PR=GI __ FAILS WY
TEARS LC=62-1 WMANUAL LOADING(~10
YEARS LC-62-1 SET POINT(=10)
YEARS _ LY-62 __ REVERSED

YEARS LY-62 FALLS OPEN

YEARS Peoo(+t0)

YEARS LO AIR « SYSYEW .

YEARS L-62-2 STUCK

YEARS LY-82 HI LDOP RESISTANCE
YERRS  LO _24Y = SYSTEW -



tratstconsnetttagne $888% OLD VAPORIZER « INPORTANCE 11 & E<10 LINIY oettere teetstventeesdonense
ENABLER (SEQUENTIAL CUNTRIRUTORY) BASIC EVENT INPORTANCE

STEADY STATE CALCULATIONS

—

LINITING SYSTEN UMAVAILIBILITY: _9612%F-0)

EXPECTY NO OF SYSTEM FAIL 13.1
MISSION TINE 20.0 4

—— e - SR S — S— - —— A &

RANK  BASIC EVERT, INPURTANCE NEAN TINE TO FAILURE SEAN PAULT DURATION BASIC EVENT DESCRIPTION

£1%9 L8200 .0 . 800 ronsTP N0 GPR RESPONSE TO 88i4 & 8230
E716) 816 .0 .800 CONSTP  *NO OPR RESPONSE TO SA14

E7174 NI 0 - .100 CONSTP __ ®OPERATOR RUSY

E17) T .14} .0 100 CONSTP ~  SOPERATOR NOT PAFSEN®

E172 143 .0 .100 CONSTP SHRONG OPERATOR RESPONSE

Ev60 «999F -0} .0 .100 CONSTP *ND OPR RFESPONSE TO SP14 € BR1IY
ET7S « TISE~01 .0 +S00F=-01 CONSTP SOPERATOR ~« RISC NO RESPONSY )
EY161 L419€-01 .0 .800 CONSTP *ND OPR RESPONSE TO 8820

E758 J201E-01 .0 _ .100 CONSTP__*NO OPR_RESPONSE TO 5820 € 8819

£7%? +138E-01 20.0 500 YEARS TALS-62 opEN INPUT

E15% 1 177E-02 3%.0 .500 YEARS *LS~862 MISEEY

E7154 «777E-02 8.0 _ . 500 YEARS *LS-62 - NISC FAILE

E756 LASB80E~-02 40.0 500 YEARS *LS-62 SHORTED

E780 L131E-02 .0 .S500F-01 CONSTP *LC=62=1 ON MAWDAL

£751 L286E-0) 20.0 . LS4RFE-02 YEARS __ *TT-68 STUCK _

£75%0 ‘ L 286E-0) 20.0 LS4RFE-02 YEARS *TG-68  STUCK

F74% L124F-0) 0.0 «S4AF-02 YEARS SLT-62 sTUCK

E73% JA11E-0) 36,0 .S4RF-02 YEARS L=862-2 _BTUCK

e L942E-04 ic.o ARSF.0) YEARS PPY-87 LO¥ AIR « LOCAL
74) L931E-04 40.0 .S48F-02 YEARS LT-62 HI LOOP RESISTANCE
734 .8 31E-04 40.0 +S4RF-02 YFARS _ %L-62-2__ HWI _RESISTANCE

3
2
3
t
3
L
S
&
7
<
9
9
0
1
4
4
L

§
‘ — —— - -
£73) .BIIE-04 40,0 .S4RF-02 YEARS *L=62-2 L0 24v - Locab
£7126 LAS8E-04 .68%F-0Y YEARS *PV-£7 STUCK

F1%7 J258F-04 +JARSF«0) YEARS ¢TT-68 FAILS N}

F151) L1935 -0S LARSFL03 YFARS CLA-&2 N ALARN

£ETN 42705 LBRSF-0) YFARS SLC=62-1 LEAR CACE

£761 L237E-05 «220F-03) YFARS _  LC-62-1__ LOSE AIR = LOCAL
ESO0? LBASE-08 J14F<03 YEARS LD 24Y = SYSTEN
13

.

-

2

2
F

3

]

[ 3

e E—
- DO W AN A

oA
J -

3 N

AARA B - N

50% L181E-06 +A14F<0) YEARS LO AIR -« SYSTEW

L278F~0) YEARS LC=62=1 MISC FAILS 10

J278F <03 YFARS LC=62+1% OUTPUT LEAK
L276F«D) YEARS PT-180 FAILS M)

27287 <03 YEARS LC~62-1_ MANUAL LOADING(=-1C)
L2287 -0) YEARS LC=62-1 SFET POINT(~10)
L2787 <03 YEARS PR=-GC1Y FAILS H)

L114F<03Y YEARS LY-862 REVERSED

J14F<03 YFARS PROO(+1 D)

LA14FNY YEARS LY=62 FAILS OPFw

181 LE4DE-08
&R LHA05 08
166 1 G405 -06
110 ~427E-06

F169 LA27E-08
16% A427E-06
64
178 L204E-06

11 1S59E-068

PR
“- > >

212E-06

J ~

~
o @
200000000 DODO

S INITIATING EVENT
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