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. . . - . _.

Abstract

he purpose of this NUREG is to provide technical information on the major components of entry control systems: identity
verifiers, weapons detectors, explosives detecton, and special nuclear material (SNM) detectors. For each type of device,
information is presented on principles of operation, hardware features, recommended installation, testing methods, and
operational procedures. Applications to pusonnel, handcarried packages, bulk items, and vehicles are addressed.

.
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1 Ititroduction

U. S. Nuclear Regulatory Commission (NRC) regulations searches of individuals, vehicles, and handcarried packages
under Part 73,'' Physical Protection of Plants and Materials," of for fireat ms, explosives, and incendiary devices All points
Titic 40, Code of Federal Regulations, specify performance of personnel and vehicle access to MAAs must also be
requirements for the physical protection of special nuclear controlled. Individuals, vehicles, materials, and packages
materials and associated facilities. e titing from M AAs must be searched for concealed strategic

special nuclear material.
For fuel cycle facilities using or possessing a formula quantity
of strategic special nuclear material, section 73.45 (b)(2) (D Power reactor licensees are subject to the provisions of
requires licensees to detect attempts to gain unauthorized section 73.55. Specifically, paragraph 73.55 (d) requires th
access or introduce unauthorized materials into material vcess control of all points of personnel and vehicle access into pas
areas (MAAs) or vital areas (VAs) by deceit through access with identification and search of individuals and vehicles.
authorization controls or proceduras. Furthermore, paragraph The search function is for the detection of firearms, explo-
73.45 (e) requires the re mov al of only au thorized and confirmed sives, and incendiary devices. Packages and material for
forms of strategic special nuclear material from MAAs. Para- delivery to the PA are required to be searched similarly. A
graph 73.45 (f) (2) (i) requires the provision for authrrized numbered picture badge is required for all individuals autho-
access and ensurance of detection of and response to unautho- rized unescorted access to the PA. Positive control is re-
rized penetrations of the protected area (PA) through access quired of all points of persont.el and vehicle access to VAs.
authorization and control procedures.

~Ihis document presents the views of Sandia National Labo-
For these facilities, an example reference system is outlined in ratories on selected elements of entry / exit control in the
section 73.46. Specifically, paragraph 73.46 (d) requires an physical protection of fixed sites. By virtue of the nature of
access control system to include a numbered picture badge a NUREG document, the discussion of equipment, proce-
identification system, written access control procedures, con- dures, or systems herein does not constitute acceptance or
trol of all points of pers onnel and vehicle access into the PA, and endonement by the NRC.

-
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. ___ ___ ._. _ .. . _ _ .

2 Entry / Exit Control as Part of a Physical Protection System

2.1 Tile Role / Objective of Entry / Exit as to wi, ether or not they are from the same individual who

Control risinally enrolled in the system. ne key component of
identity veri'ication h thc authenticated set of physical de--
scriptors unique to the individual being verified.ne verifica-

ne primary objective ofcontrolling acces s to contmiled areas tion process can be performed manually or automatically. A
is to ensure that only authorized persons with a legitimate need common nicans of manual identity verification is the visual
be allowed access to such areas. He objective of searching comparison of an individual's face to a photograph. Auto-
vehicles, personnel, and packages prior to entry into these matic identity verification can be performed by comparing a
amas is to prevent the introduction of contraband items that biological rneasurement (biometric) of an individual to a
could be used to commit sabotage, or to aid in the theft of stored reference measurement obtained from a prior enroll.
special nuclear material (SNM).ne p.imary objective nf exit ment. Commercially avaitable systems exist that perform
control is to conduct searches of personnel, vehicles, and automatic identity verification. Biological features that have
pxkages to ensure that concealed sNM is not removed. A been used for automatic identity verification include, but are

secondary objective of entrylexit control is to provide a means not limited to, eye features, hand geometry, signature dynam-

of accountability for personnel during and after an emergency. ics, typing dynamics, and voice dynar.ics,

2.2.1.2 Coded Cards2.2 Components of Entry / Exit Control

A coded card contains machine-readable information and is
2.2.1 Access Control used to rapidly read a person's claimed identity into an

automated access control system. There are many coded card

The .omponents of access control include boundaries and technologies that have been put into commercial use, includ-

other barriers to uncontrolled movement of all personnel into ing an optical code, bar code, magnetic spot, magnetic stripes,

and out of sensitive areas. The operation of these components Wiegand-effect, proximity, capacitance, and integrated cir-
c an be under manual control, au tomatic control, or a combina. cuit or " smart" card technology. When a person presents a
tion of both. A kick may require a key, a card, a combination, card at a reader, he/she is claiming to be the authorized holder

or a password to open. De requirement for the user to have a of that card. The system then either authorizes the person to
possession or knowledge to gain access is a valid element of enter or rejects the entry.

access control. Identity verification may be accomplished
either manually by using the guard force to identify a person, 2.2.1.3 Authorization Verification
or automatically, such as by using a biometric verification
technique. Card access control systems use coded cards to Authorization verification is the process of confirming that an

cater information into the card readers. A biometric identity individual is allowed entry or access to a particular resource
verifier may be added as a series element between the card or area of the facility at a particular time. His is done by
reader and the rest of the system. In operation, the verifier checking the entry / access request with an authenticated au-

intercepts messages from the reader and requests the user to thorization list. His verification process can be performed
submit his/her biometric for verification. If the verification is either man ually or automatically. If performed automatically,

successful, the card message is passed on to the entry control the person could use a coded evd that tells a computer his/her

system. Otherwise, it is blocked. Fully automated entry con, claimed identity, and the computer would search its con.
trol systerns generally incorporate safegu ards to prevent unau, trolled data base to automatically verify that the person is
thorized access attempts.nese safeguards m ay include tamper authorized to enter that certain area. This computer also is
detection sensors, line security supervision, door monitor often used to keep a record of entry and exit, as well as to
switches, authorization verification checking, personal iden. provide a real-time inventory or people for safetf purpou:s.
tification number checking, personal identity verification,
personnel tracking, and two-door portals. 2.2.1.4 Entry Control Area Floor Plan

2.2.1.1 Identity Verification ne efficient protection of controlled areas requires an inte-
grated combination of entry control, guards, physical barriers,

Identity verification is the process ofcomparing an individual's intrtision and tamper detection sensors, alann annunciation,

features to a set of physical descriptors and making a decision alarm assessm ut, and a response force. Entry control pro-
vides for authorized entry and exit of personnel, vehicles, and

3 NUREG/CR-5899
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pac kages into and out of the controlled area. Physical barriers 2.2.1.7 Communications Systems
are reqtiired to prevent the free movement of personnel,
vehicles, er'd packages into and out of the controlled area. A modem entry control system can be spread over a wide area,
Intrusion sensors and patrolling guards detect unauthorized with distributed processors contro!!ing, monitoring, and re- I

movement attempes and generate alarms to the ite security porting the various operations. Communications links be-
control center. A arm assessment, made by guards on the tween the system eiernents provide the paths for data transfer
scene and/or at the site securit/ control center from surveil. and allow for central monitoring and control of the entire
larn e carrera pictures, dictates the action of the response system. Hard wired communication links are generally pre-
force. ferred for fixed site operations because they are easier to

secure than radio frequency (RF) links. Line security is
The c'.try control area floor plan should provide for the required for the protection of sensitive information and for -
etncient flow of traffic into and out of the controlled area, ensuring the authenticity of received data. Data encryption,
Specific areas should be provided for personnel identity data authentication, and active line supersision techniques are
verification, personnel authorization verification, personnel methods to secure communications lines. Physical protection
screening for contraband items, package screening for contra. of the lines may provide sufficient security in some restricted
band, and holding areas for fersonnel and packages that do not areas. Redundant lines, following separate paths, protect
pass the verification or screening tests for entry. Separate areas against the loss of communication from a single incident.
should be provided for entry and exit traffic where the traffic
volume could be high enough to cause delays and'or confu- 2.2.2 Detection of Contraband Iterns and -
sion. Iloiding areas should be separated from the normal SNM
traffic flow to prevent delays to authorized traffic.

. Contraband detection is for the purpose of preventing person-
Physical separation and'or shielding should be provided be-

nel from bringing into controlled areas items that can be used
tween equipment that may cause, or be affected by, mutual

for sabotage and/or the unauthorized removal of special
interference. Remote badge readers, identity verifiers, com-

nuclear material (SNM) from facilities. SNM detection is forputers, communication equipment, x-ray equipment, metal
the express purpose of detecting the unauthorized removal of

detectors, and explouves detectors arc examples ofequipment SNM from a material access area. Examples of contraband
that may require such consideration. Manufacturers'specift'

items are firearms, explosives, and incendiaries. Firearms are
cations and FCC comphance ceruficates provide clues t

detected through the use of portal metal detectors for person-
potential problems. Manufacturers can usually provide addi.

nel screening and x-ray scanners for pxkage search. Explo-
tional information on proper installation of their eqtupment'

sives we detected with the use of walk-through explosives
detectors for personnel screening and handheld explosives

2.2.1.5 Data Base Management
detectors for package screening. SNM detection is achieved

. through the combined use of radiation detectors and metal
! Data base management is the generation, maintenance, distri-

detectors. The purpose of using both radiation detection and
bu tion, usage, and protection of entry control information. The

metal detection is that if the SNM is shielded in an attempt to
sensitive nature of this information and the necessity to have defeat the radiation detector, the metallic shielding will be
authenticated data impose the need io protect much of this data

detected by the metal detector. Metal detectors and e xplosives
from unauthorized access. Controls should be in place t

detectors are useful for personnel screening while x-ray scan-i

Totect sensitive data, in any format, from unauthorized ac-
ners are used for pxkage screening. Alternate methods for

cess.This includes computer data files, video terminal screens,
performing personnel searches are the pat-down and strip

and hardcopy printouts / reports.
search. Direct inspection of opened containers and packages

2.2.1.6 Computers

2.2.3 Intrusion Detection and AssessmentConp am ronndy m mny Ms in emry conal, fmm
simple reconikeeping to complete automation of the entry control
funcuens. A computermay be configured to stad alone, without a Intrusion detection sensors and tamper sensors for the entry

direct commumcanors link to any other part of the entry cxmtrol control devices are mcorporated into entry control systems to

system, or, more oftta they are found in a network of communica.
protect against unauthonzed access. Sensors range from simple

,

tions links thrnuginut modern entry cxxurol systems.Recent repons
8 witches to sophisticated motion detectors. Alarms are gener-
A d when sensors detect an unannounced intrusion or a

,

ofwidespread unauthonzed access togoverirnent and bank comput-

ers serve to illustrate the vulnerability of this partof the access conel
person attempting to enter the facihty without going through
the entry control portal. Alarm assessment is used to determine
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the validity and the nature of the intrusion and can be used to 2.3.1.1 Computer Failures
determine appropriate response. If csessment cannot be
made, worst case should be assumed by the response force. Failures of the access control computers are monitored with
Direct assessrnent by the guard force has been the traditional the aid of a device referred to as a watchdog timer. A watchdog
method. Video camera assessment is being used in many timer is a device that has an internal countdown clock that
systems because it provides for mcre rapid assessment, pro. triggers an alarm relay when it reaches zero time. In use, the

j tects members of the guard force from possible open fire, and clock is electronically reset by the computer being monitored.
makes more efficient use of the guard force. Alarm and The reset time interval is shorwr than the countdown time
astessment data are usually sent to the site security control interval, so the timer relay is not actuated as long as the,

;
center. There may also be a separate location where the computer continues to pmvide the clock reset signals. A
automated entry control system is monitored and controlled. failure of the computer stops the reset signals, allowing the
Some or all alarm data may be sent to this entry control clock to trigger the alarm relay. Actuation of this alarm relay
monitoring location in addition to the data sent to the site should result in a security alarm.
security control center,

j

2.3 Interface with Other Systems '

,

action within some tirne limit. Failure to acknowledge an
2.3.1 Security Alarm Monitoring access contml alarm should resun in a security alarm.

Because a fault in the access control system or its defeat by an 2.3.2 Guard Force Response Team
adversary could compromise site security, monitoring of
critical access control function alarms may be required at the Duress alarms call for immediate responses. A failure by the
site security control center, it is the responsibility of the site primary site security control center to acknowledge access
security planner t_ determine which access control functions,

control alarms may also require that the secondary site secu-
if any, need such alarm monitoring. Failures of the access rity control center initiate an immediate response. A guard
control system host computer (s) and unacknowledged access force response team may req'rire direct notification of such
control alarms are access control faults that impact site secu- alarms,
rity, and they are usually selected for monitoring by the site
security control center.

l
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3 Personnel Entry / Exit Control

3.1 General Introduction erm rates are asaiaM with user friendliness. In high
security applications, especially with few users, a relatively
high false rejection error rate can be justified in order to

ne elements of entry / exit control were brief'.y discussed in provide a very low false acceptance probability. False rejec-
the first sections of this NtJREG.The major sections of this tion errors can cause unacceptable delays in high throughput
chapter discuss the devices available for performing the applications. so a higher false acceptance probability may be
functions of a personnel entry / exit control system: identity justified in such applications.
verifiers (3.2), weapons detectors (3.3). explosives detectors
(3.4), and SNM detecto.3 (3.5). Subsections for each compo- 3.2.1.2 Verification Time
nent describe hardware, installation considerations, device
testing and operational methods. nis chapter concludes with Verification time is the time span for the identity of an
discussions of direct searches (3.6) and emergency evacua- individual to be verified, from the time the process is started
tions (3.7). until verification is confirmed. The verification time affects

the rate at which individuals can be allowed to pass through
3.2 Identity Veritiers the Entry Control Station. rime becomes more important*

when there is a necessity for high throughput rates.

3.2.1 System Considerations 3.2.1.3 Personal Identification Number (PIN)
Management

An identity verification system entails the consideration of a
number ofitems concerning specific site considerations w here Each authorized individual should be assigned at least one
the system is to be installed. Some of the items discussed unique PIN, which will be an identifier for a particular record
below are applicable only to au tomated equipment. Many also in the entry control data base. Additional PINS may be issued
apply to manual processes. Any site performing identity for the purpose of selecting alternate biometric information
verification should establish criteria to ensure that the follow- for bxkup verification, such as left hand in addition to right
ing items have been considered. hand. Duress PINS may be issued to allow individuals to alert

security to a problem without calling attention to themselves.
3.2.1.1 Error Rates

3.2.1.4 Data Base Management
The verification process requires the measurement of soma
biometric attribute. The measurement is analyzed and com- Individual records can be stored in one or more data bases for
pared to a stored representation of the same biometric, which the purpose of controlling the entry / exit transactions. If more
was obtained during user enrollment. If the match equals or than one data base is used, a master data base should be,

exceeds the acceptance threshold value, the user's identity is designated. All changes to individual records should be made
verified and the user is accepted as who he/she claims to be. only at the master data base. All other data bases can be
Otherwise, the user's identity is not verified and the user updated from the master, as conditions warrant, to keep the
identity claim is rejed. distributed data bases current. It is essential to protect the

integrity of the data bases and prevent alterations by unautho-
Two types of errors can occur in the identity verification rized individuals. A system may be implemented so that 2
process. A false rejection error is the failure to correctly verify changes to the data base can be made only after the log on and
the identity of a validly enrolled user. A false acceptance error identity verification of two authorized individuals.
is the incorrect verification of an imposter's identity as that of
a validly enrolled user.The error rates ire usually expressed 3.2.1.5 Individual Accounting and Backup
as a percentage of occurrence and are functions of the accep-
tance threshold value. Figure 3-1 is typical of error rate Individual accounting for the number and identity ofindividu-
beha . ior. As the fa!se rejection error rates decrease, the false als within the controlled areas can be accomplished when
acceptance errortates increase. The choice of which threshold automatic identity verification is performed at both entry to
value to use is a trade off because there is no threshold setting and exit from each area. This accounting can be used to
where both error iates are zero. Low false acceptance error automatically detect any attempted violation of the two-man
rates are associated with high security. Low false rejection concept and passback, where more than one individual

7 NUREG/CR-5899
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Example Error Rate Behavio.
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Fig ire 31. Example error rate behavior

attempts entry a exitwith the same cr-dentials.This account- prevent compromise. The level of security protection should
ing method can also be used to accoent for the las known be consistent with the operation being perfamed. System
location of individuals follcwing an emergency. A record of access to enter otchange securityinformation may necessitate
all transactions can be generated and stored in a data file on the two authorized individuals to leg on to the system and to
access control computer system. nese records can be used to undergo identity verification. Access to read-only files may
generatereports and audit trails ofpast transactions. A manual necessitate only one authorized individual to log on and to
backup means of entry / exit should be provided at all times to undergo identity verification. Data encryption may be needed
accommodate authartzed individuals who experience false to prevent compromise for data routed through unsecured
rejection m automaticidentity verificanon processes. Standby areas.
manpower for manual backup and standby system compo-
nents for manual or automatic switchover sho'uld be available 3.2.2 Hardware Description
at all times.

3.2.2.1 Coded Cards
3.2.1.6 Emergencies

Coded cards contam machine-readable information that can
Provisions should be made for rapir entry / exit under enu. be used to rapidly read a person's claimed identity. Coded
gency conditions. Evacuation routes and assembly points cards are in wide use throughout industry, and many different
should be designated and training performed to minimize the

types of cards are commercially available.The following is a
confusion during an emergency situation. An automated entry listing and derription of some of the most popular cards.
control system can be used to account for personnel after an Many card features have been standardized under he Ameri-
emergency,if entry and exit verifiestion was in effect before

can National S tandards Institute (ANSI) and the International
the emergency and if follow-up verification is performed by Standards Organization (ISO).
all individuals at the assembly point (s) after the evacuation.

3.2.1.7 System Security;

Two optical card technologies exist today. Optical memory,
he saurity of the identity verification system should be or laser, cards use compact disk technology to store several
protected from compromise by unauthorized access. All com-

meg 2 bytes ofdata on a card. Optical spot cards use an array of
ponents should be either inside secure areas or supervised to optical t ansmission filter: to modulate light into coded infor-

mation.
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Optical memory cards have a reflective surface that can be can be examined easily with a magnetic viewer. It is not
written on by burning spots into it with a laser light source, difficult to duplicate the cari.
Dese spots can t e detected by a low-intensity laser-optical
system to read or written information. Special read / write Magnetic-Stripe Card
hardware is required to accurately position the laser light on
the card surface. Most of these cards use the " write once, read Magnetic-stripe cards are widely used in commercial credit-

many" (WORM) technology. Dat is, the writing process card systems and in entry control systems. A stripe of mag-
permanently ahers the surface so that it cannot be used again netic material, located along one edge on the back of the card,

to store different infctmation. Rese cards have the memory is encoded with card data. Most vendors manufacture and
capacity to store several rnegabytes of information. encode the magnetic-stripe card in accordance with the cur-

rent American National Standards Institute (ANSI) standards.
Optical spot cards contain rows of spots that show a different Rese cards are read by moving the card past a magnetic read

level of transparency when illuminated with a specific type of head.Two types of encodmg tracks are specified in the ANSI

light. The card reader consists of an array oflight sources and standard for magnetic-stripe encoding. Track I, used by the
-

photodetectors. When the card is inserted between the light international AirTraffic Association (I ATA), allows up to79
sources and photodetectors, the photodetectors read the rela- alphanumeric characters to be encoded.The use of the alpha-

tive transmissivity of the selected spots and translate them into numeric IATA coding allows the card holder's name to be
the identification number. To make duplication of the eard included in addition to the card number. Track II, used by the

more difficult, the optical-coded card may contain several Amencan Bankers Association (ABA), allows up to 40 nu-
levels of transparency so that the optical transmissivity of the metic characters to be encoded.
spots must fall within a specified range in order to be recog-
nized as a valid code. Alternatively, the card may be printed nree materials have beo utilized as the magnetic-stripe
with ink that is opaque to visible light but presents a different medium. ~.he most common . material, a single-layer, 300-
level of transparency to infrared light. Both techniques offer oersted magnetic stripe, has proveu susceptible to accidental
some protection against tampermg and counterfeiting. Such a erasure. The second material, a dual-layer,300/4,000-oersted
card is durable and low in cost. Up to 40 bytes of information tape, provides erasure protection on the 4,000-oersted layer.
may be encoded into the card, enough for a 12-digit number. However, accidental erasure of the 300-oersted layer is still a

problem. The third material, a single-layer,4.000-oersted
Bar Code Card tape, is not susceptible to accidental erasure. It can also

tolerate a greater separation between the tape and the magnetic

A bar code is a group of pamIlel bars of different widths separated read head, allowing a protective layer to be added to the ,

by light spres. Variations in the widths of the bars and spaces magnetic read head. As a result, the 4,000-oersted tape can
in: tween therr. we usal to establish the mde.To read the code, an prolong the operating life of both the magnetic read head and
opacal bar code senscr scam the bar code and transmits the the magnetic-stripe card. To read the card data reliably, the
infmnation to a decodmg unit. Bar codes can be hadden fmm visual magnetic read head must Se very near or in physical contact

inspection by the use of special inks and cover matenals that still with the card. In case of physical contact, both the read head
alkm the codes to be reat by inframi wavelength scanners. Bar and the card are subjected to a moderate amount of wear and

codes nommally contain 6 characters per inch, up to 12 chacacters. thus have limited operating lives. Operating the equipment in
an outdoor environment can significantly reduce its lifetime.

Magnetic-Spot Card Field experience has shown that, in an outdoor environment,
the magnetic read head can last 50,000 reads, compared with

Several magnetic-spot card systems are presently in wide use, 250,000 reads indoors.The magnetic-stripe card is low in cost,

his card contains a barium ferrite inner layer on which an moderate in the amount of information that can be encoded,

array of up to 40 spots has been permanently magnetized.The and can even be encoded by the user. However, the standard

code is determined by the polarity of the magnetized spots. cani can be easily read and counterfeited with inexpensive
he card reader contains either magnetic sensors, which are equipment.
electncally activated, or magnetic-reed switches that are me-
chanically actuated when a magnetic spot is neart>y. he flux A new technique has recently been introduced that greatly

density of the magnetized spots is about 100 gauss, and a increases the security of nugnetic-stripe cards. it makes use of

magnetic field strength of about 1,000 gauss is required to randomjitterinthepos? frecordedsignalfeaturescaused

degrade the magnetic spots.Rus, accidental erasure of the by several non-repro ' actors. Rese factors include

magnetic code is not a significant problem.Re magnetic code timing variatient of * nodon while encoding. media
inegularities, and the mgrr, tic history of the medium. A

9 NUREG/CR-5899
|



_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ - - _ _ _ _ _ _ _ _ _ - __ _ _ _ _ . _ . _ . _ . _ _ _ _ _ _ _ _ _ - _ _ _ -

|

|

P.rsonnel |

mathematical checks urn calculation based on thisjiner is used His energy creates stress that produces a rnechanical strain
to detect any unauthorized changes to the data. Random pre. wave on the surface of the crystal. Dis wa'.e 18 then coded by
biasing of the magnetic material and encrypting the checks um embedded metal tranaducers, which modify the wave as it
cy be used to further enhance security. %is tahnak y travels across the surfacL %e coded wave ls then detected and -)t
requires Wensing md the use of nnhfied readers Inn is othe,wi e converted back to an RF signal, whlch is transmitted to the

!
compatible with existing magnetic-stripe krhnokyy. reader to be decoded. !

Wiegand.Effect Card Integmted Circuit Cant

ne Wieg and-effect card contains a scries ofparallel Wieg and An integrpted circuit card contains an electronic circuit that
E wires embedded in the bottom half of the card. He Wiegand generates a digital code. His code is usually unique to each

wire is a specially treated ferromagnetic wire that produces a card. The ejectronics can be powered from either an external
,

)sudden, strong change in magnetic flux when exposed to a RP field or from an internal battery, Some cards are designed '

slowly chancing magnetic field. Such strong magnetic flux for fixed codes, which are inserted at the time of manu facture.
reversals ca. be picked up easily by a sensing coil. Each Others allow for user coding. In operation, the card transmis. ;
Wiegand wire in the card is assigned a logic "0" or "1" by sion is initiated by stimulation from the reader. The card

-

placing it in the proper position relative to the resetting responds by transmitting a signd that is rnodulated by the
magnets and the sensing coils. He Wiegand-effect card is contained code. %e rcader 'eceives and decades this signal to
impervious to accidental erasure. It is moderate both in cost identify the card.
and in the amount of information that can be encoded, about
10 bytes,or a 12 digit number. A magnetic viewer can trad the Elecidcolly Tuned Cirruits
card data easily, thus revealing the code therein. ,

His code is produced by laminated, electrically tuned circuits -
Proximity Card that resonate at specific frequencies. The reader stimulates

these cards by transmitting a wide band signal, which covers
he proxindty card is one whose information can be read the range of frequencies of the tuned circuits. Each circuit
without the card being physically placed into a reader. Prox. responds to its specific stimulation frequency by absorbing
imity cards can be classified in several ways. ne three most energy and then re-radiating it at that frequency.The reader
common ways are (D the method of powering the card,;2) the receives the re radiated signals and determines the codes by
operatingfrequencv. ageof thecard,and(3)theread onlyor detecting which frequencies a * present..

read' write capability of the card.

Capacitance Card
%e electanic proximity identificatim card, usually a small radio

frequern ansponder/trammitter, must be powered in some way. He capacitance card has an a of smah capac' 1r plates,

Active cards are powued by a kog-hfe battery packaged with the laminated into it. Selec ted plates are connected to prod ce theu
unit; the passive cards draw power from a transmittai radio fre- desired code, %e card icader measN the (apacitance of the
quency field as it enters the intenugation zone Canis are classified card to determine which plates are isolated and are

,

into two groups according to frequency.Infrequencycards range connected.He capacitance card is nxxlerate botti tand
from 33 kilz toS00 kilz,while high-frequency cards range from 2.5 in the amount of information that can be encowd. He
Ml lz to l 0Gi ls. He rtad <nly card contaim aspecific code, usually practical code length is limited to about 12 digits,
fix ed ar the tinr of nt.ufrture, w hich cannot be changed.%e read'

.

write card usually contains a larger data field than the read <nly can! Integrated Circuit Memory Card _
and can bepny, rammed by the system manageraccording to higher

needs %ese cards an: difficult to altec or duplicate. Several Integrated circuit mernory cards use solid state, digital memory
tahnologies ure employedin producing the uniquecodeon the cant to store up to several megabytes ofinformation.Dese memory.
De code length is limited to 12 or fewer digits for these pusimity only cards can be written to and read from, almost without -
technoksies. %ree of these tahnokt es are discussed below. limit. These cards have limited application in access contrnti

, . . because they are relatively easy to alter and duplicate. Os
Surfacc Acoustic Warc(SAW) type ofintegrated c d. called a memory card, contains digitali

J- memory for storing information. %ese memory +nly cards
1. In this type of code generation, RF energy is transmitted from can store up to four megabytes of information.

the reader to the b adge, then coupled to a lithiu m niobatecrystal,
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Smau Card Signature Imaging

Smart card technology, relatively new in the United States, Commercial hardware calsts that can capture and display l
has been in use for about a decade in France. The smart card, signature images for manual comparisons. While s4 natures
slightly thicker than a bank credit card, has a microprocessor have been a traditional method of rnanol identity verifica-
and memory embedded in the card.*Ihe microprocessor gives tion, their yalue in entry controlis limitek ; hey have the same
the cud its " smarts" and sets it apart from cards that only draw backs as fingerprints and are more easily forged.
produce a single coded response. The site of memory on the
smart card can range frorn a few kilobytes to over 100 3.2.2.3 Automatic (Illometric)!dentity Verification
kilobytes 'the main advantage of the smart card is its potential liardware
for high resistance to forgery or compromise. Data encryption
and biometrics ternplates can be incorporated to protect the Automatic identity verification is based on the matching of a

,

!

card against unauthorized use. 'Ihe primarv disadvantage of measurement of a biological feature (biometric) of an indi-
the smart card is its relatively high cost, vidual with an authenticated reference sneasurement of the .

same feature. Automatic identity verification offers patential |

3.2.2.2 h!ar. 1 Identity Verification liardware advantages over manu al verification in both performance and
cost.

Manual identity verification is based on the matching of
<

physical features of an indNidual with an authenticated tefer- Elements of performance for automatic ider.tity verifiers are
ence sample of the same features. Photographs, fingerprints, error rates and processing times for the various tasks being
and signatures are cornmon examples of techniques for manual performed. Overall performase is a measure of how well a
identity verific ation. llard ware is commercially available that verifier meets the specific requirements of a particular appli
can capture, store, transmit, reproduce, and display reference cation. Ilecause requirements differ from one application to
samples of each of these examples, another, it is necessary to match the features of the verifier to

the requirements of the application. The best verifier for one
-

photographic Imaging application may not be the best for another. Many commer-
cially available systr ms exist which perform automatic iden-

Pacialimaging is the mainstay of manualidentity verification tity verification based upon a variety of biometric features.
;

for ptry control. Security personnel can quickly match a 'Ihese features and their associated sensors are discussed in ,

person's facial image with a photographic image on a badge the following paragraphs. '

or a display rnonitor to verify identity, photographic images
,

rnay be obtained with either film or with video cameras. Film iheFeatures
cameras generally have higher resolution capabilities than
video cameras. Commercial hardware is available that will Two eye features that have been used foridentity verification
produce picture badges from either type of camera image, ure retinal vascular patterns and iris patterns. Retinal patterns
Video images are more suited to automated systems becrise are used by commercially available systems, No system is yet
they can be readily converted to digital format for transmis- avail ele that makes use ofiris patterns, although some efforts
sion, display, and storage, are i eing made to produce such a system.

Fingerprint imaging Tiie vascular features of the retina are sufficiently uniq ue to an
individual that a measure of these features cw: provide a very

i Fingerprint identity verification has not been suitable for high confidence for identity verification._ Measurements are
manual entry control until recently because direct observation made by optically sweeping a circular path on the retina with ;

of a fingerprint was not practical. Commercial hardware is a low intensity infrared light. The reflected light intensity is
now available that can capture and display a fingerprint image modulated by the presence of blood vessels, allowing the i
on a display monitor in near-real time. While this hardware vessel positions to be locatal. Eye alignment, critical to
has many advantages over the traditional fingerprint cards, it successful measurements, is aided by a visual target in a
is relatively expensive. Fingerprint image comparison may viewing aperture, which g uides the user to the proper position.
have some applications in very vital areas, but it will likely in practice, this method has proven itself to be very reliable,
t equire the use of specially trained operators and will likely be Eyeglasses should be removed for scanning, but contact
slower than facial image comparison. lenses are not a problem. People with very poor eyesight are '

,

more likely to be falsely rejected because of the requirement

1I NUREG/CR 5899
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to un a visual alignment target.Faise rejection has not proven fingesprints. Direct imaging, optical Fourier transform imag.
to be a significant poblem with this system, and a false ing, and linear scanning have all been successful FalseI

| acceptance is extremely unlikely. Figure 3-2 shows an eye rejection erron ave been high in some cases of fingerprint
j feature identity verifier. Identity verificadon. Imaging pmblems with the complex

features of fingerTrints can and do occur.:!alse acceptance
Iris feature extraction has been pomoted as a non-invasive errors are extrernely 2nlikely. Figure 3 3 shows a fingerprint
verification method. De Iris has unique characteristics that identity verifier. I

i

can be used to verify an identity. Video imaging of the tris is
the first step in feature extraction. De digitized image is,

| usually normalized to minimite variations in scaling, rota.
| tion, and lighting before the features are extracted. Feature

' ^ . . _ , , , -
! estraction has Foven to be a problem in many cases where i

lighting and eye position are not carefully controlled. Glasses

i}g
,

and contact lenses can produce reflections and shadows that

i complicate the feature extraction process. Dark eye features % . ,

are more difficult to extract than those fiom lighter cok>r eyes. L 44
,

Qyj_i'm, , , s

, *w . p -< |h,, ' bi. , ' kD,9 ~ |
'

.

:| [g 4 ''
a^ , ,m

,

,.T'

(

, ; p' ' * l Figure 3 3. Fingerprint identity verifier
.
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'

!,
'

..
=

,

yn y ,y

,,k k ne size and shape of the human hand have been shown to be
#,# ## i unique to an individual. Commercial systems make use of j

-Kef,# . p"1O(t
,

it thisfact to perform identity verification.One s uch system uses
|

_ ff mechanical alignrnent pins to guide the hand into position for
'

! .L 1 ~ imaging.His helps to minimize processing complexity while
'

_.

op "* 6%d producing very low false rejection and false acceptance error
i' rates.nis device is relatively fast and easy to use, making itgk a popu!ar choice for entry control where a large number of

R users need to be verified. Another system, under develop.

gr - ment, does not require precise hand positioning. It uses
software algorithms to correct for misalignment. Figure 3-4

,, # % shows a hand geometry identity verifier,
'

,

ww+
sw2a Signature Dynamics

|

Figure 3 2. Eye feature laentity verifier Signature verificatxm has king been used to verify idstity in the
.jbanbng and finance mmmunities. Signature dynames verifiers

recad pen movements, while a user signs hisiter narne, to chanc- |Fingerprint Features terize features of the incuvidual. A variety of metrods have been

employed fa digitizing ivn mamments. AnhA.% pressure
Fingerprint features have long been recognized as unique to transducers,poximity semors arriacoustic sensors have all been ,

en individual. Several systems have been marketed to verify used. De dyname featums o(signatures are tine depnkra and !
identity from some measure of a fingerprint. Various tech- pevent an imprter from simply tracing a valid signature to gain |niques have been tried to extract the unique features of rucg.u.c from tN system. Atleast one systeminclu&s asignature
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, - p $ Figure 3 5. Signature identity verifier

\ Voice Dynamics

n^ [ 3 M any companies manufacture voice dynamics-based identity
'

>

* y
* '

vedlication systems, hey range in complealty from small,y ,

. ,

r simple phrase systems to elaborate systems requiring the user4

I
~

,%y'''
.

,

.

to repeat randornly generated number or phrase sequences.t1 >

Random phrase requirements make it difficult to play back
~

a . , f i;m x x pre-recorded responses in an attempt to foot the device.nere

>
, ..

s;

are also devices that are t xt independent. ney can identify
| or verify a speaker from voice samples, regardless of the text

Figure 3-4. Iland geometry identity verifier content. Transaction times are generally longer for voice
systems than for other identity verifiers, espe:ially for the

cqture feature that allows fa visualconfirnution afta the transac. ones requiring rnultiple responses. False rejection error rates
tim. %e enor rates for false reject on and fahe acce;tance are can be affected by background noise. False acceptance error
reasonably low for these systems, but tend to be higher than most of rates are generally lower for systems that require multiple
the physioksical neasurement devices.nese devices also require voice responses. Voice dynamic vedfiers are not well suited
sonewhat nxre time to complete a transaction ard are n:t as well to high throughput scess control applications.
suited fcr high througtput applications.ney are very wed suital far
computa access control and for applications that traditionally 3.2.3 Illometric Verifier Installation
requirc a signanue, such as xknowkx!ging receipt ofsensitiveitems

orinf(rmarim. Figure 3 5 shows a signature identity verifier. Proper installation of entry / exit control hardware is para-
mount for conect operation of the equipment. Since there is

Typing Dynamics such a wide v ariety of equipment, the persons responsible for
detector installation should follow the manufacturer's recom.

Typing dynanucs, or keyboard dynames, verifes identity by the mendations.There are, however, some general guidelines that -
timing dynamics ofenterirg a passwud into a computa keyboard. can enhance performance of the equipment, nese general

,

Ewn if an imposta knows the passwcrd, he will be rejected ifit is guidelines ensure pro;cr installatian of entry / exit control
not entered with the prmer rhythm. *ne original products were hardware.

!jimplemented as a plug-in card that was inserted into the persmal
cxrnpu ter to te [votected. De latest versions are huplemented as a Biometric identification devices are electronic in nature ard
software product. Typing dpanucs, which is suitable for computer usually have one or more of either mechanical, optical, or
access control, was tot devekped fcr personre! rcess cmtrol but acoustic elements. Rey are all designed to operate in a
may have applications in that area. protected environment, consistent with human habitation.d

I
l
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They are not suitable for outdoor use where moisture, dust, by recording the results of trained users making honest at.
large temperature extrernes, and other hostile factors may be tempts at verincation. The fahe rejection enor rate is the
present. Manufacturers can provide information on suitable percentage of verification failures that cecur in a set of total
operating en vironments for their equipment. Electromagnetic attempts, with the allov lble number of tries at verification
interf erence, noise, and lighting can affect tiiese identifiers. and with the selected acceptance threshold value. Refine.

ments and enhancements can be made on this simple approach
3.2.3.1 Electromagnetic Interference to establish er cr rates at other acceptance ihresholds and with

a diffc7nt number of tries allowed for verification.
Electromagnetic interference is generally not a problem with
these devices.1 hey are comparable to a penonal computer 3.2.4.2 rahe Acceptance Testing
cmnected to a local area network. Strong electromagnetic
field environments can cause problerns, so they should not be A falae acceptance error is the inconect matching of an
placed adjacent to devices that generate these fields. Devices Onposter with a validly enrolled user and granting access.
to be particularly wary of include x ray rn:. chines, rnetal Fahe acceptance testing requires trained users to enter the
detectors, remote radio frequency badge readers, and switch- penonal identification numbers (PIN) of other users and to
ing power supplies. attempt to be accepted as those individuab. The false accep-

tance enor rate is the perrentye of false acceptancta that
3.2.3.2 Acoustic Interference occur in the set of total attempts ..ith the allowed number of

tries at verification and with the selected acceptance threshold
Identity verifiers that utilire scoustic devices are susceptible value. Refinements and enhancements can be made on this
to interference from background noise. Voice verifiers, for simple approxh to establish error rates at other acceptance
etample, do not tolerate high levels of noise. One source of thresholds and with a different number of tries allowed for
noise can be from mechanical vibrations transmitted through verification.
the mounting wall. Vibrations can be caused by equipment
such as heaters, air conditioners, and electrically operated 3.2.4.3 Transaction Time Testing
doors.

Transac tion time is the et spsed time for a validly enrolled user
3.2.3.3 LigbtIng Interference to gain access after initiating the identity verification process.

An important consideration is that the transaction time of the
Optical senson can be influenced by background lighting verifier can be masked by other system delays when the ;

conditions. Verifiers using such senson should be protected verifier is connected to a distributui access control system:
from dircct sunlight and other harsh lighting situations. A therefore, it is best to measure the verifier transaction time
preferable arrangement would be to use a uniform lighting while the verifier is either in the stand.alone mode or w hile it
environment, is connected to a dedicated host computer with known delay

times. Total system delay tirne is aho significant in an inte.
3.2.4 Biometric Verifier Testing grated system. Testing of this time delay is discussed in the

following section on qualification testing..

A biom-oic verifier's perimmance is best tested by subjecting it to
amoulled use by tramed and impartial usas and then analyzing the 3.2.4.4 Qualliication Testing
results. Training shouki le suficierit to bring the users to a paint
wlue tiey feel comfanable and emfident with the verifier to be Qualification testing of a verifier is best performed beiare it is

tested, limest mistakes trak by tramed users are a rumal part of put into service as part of an automated access control system.

the pucess in man-machine interacuans and are a valid component It is important to separate the verifier performance testing

in thelestresults.Partialityis a subdety tharcan skewtestresults/De from the system debugging procedures. Any test results -

test popilation should not hast a stake in the outcomeofthe test.The before the system is properly operating will be void. Enut

three values that t.ut reflect verifier perimnarre are faherejcian rates and transaction times ean be established for the verifiers

enur rate, false wtw mur rate, and transrticn time. with a trained test population of about 10% the size of the
expected user group. *Ihis will result in a representative

3.2.4.1 Fahe Rejection Testing sample of users if carefully chosen to prevent biased results.
Each teste should perform at leact $0 transactions to get past

A false rejection error is access denial due to the failure to the Icaming inefficiercy and become an effective user. Sys-

| verify the identity of a validly enr(Aled user. Testing to tem delays caused by high usage rates may be simulated by

| establish the falac rejection error rate of a verifier is performed scheduling the entire test population to repeatedly verify as
fast as the system allows.

i
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Qualification testing perforrned after the system is put in o - standard deviation of the long term distribu. ;service may include the entire population of a facility, his tion
s

may be dictated by performance specifications or by the need - number of samples in the short-term datan
to establish a baseline for future performance verificadon set
testing. Education and training of the entire test population are
essential for the results to renect true system performance. It he test for significant change assumes that no change has
may not be necessary, or even desirable, to inform the users

occurred. his is the null hypothesis, w hich assumes that p -
that system testing is being performed. Monitoring of indi- prThis hypothesis is acceptedif the absolute value of is less
vidual results h required in order to seek out individuah than some number. determined by a confidence value. Other-
having unusual problems with the verifiers and to try to wise, the hypathesis is rejected, indicating that a significant
understand and to coirect their problems. In some cases it rnay change has occuned. Dese relationships are discussed in
be necessary to esclude results from individuah who are

elementary statistics books that cover statistical testing.
,

unwilling or otherwise unable to properly use the verifiers.

3.2.5 Operational Methods
3.1.4.5 Verincation Ter. ting ,

Biornetric identity venfier performance can be monitored llaving an effective entry / exit control system depends not
only on having good cquipment, properly installed and tested,

automatically as the s erifier is being used in daily operation-
but aho un using the equipment correctly. The followingFahe rejection error rates and user scores are statistical
paragn.phs describe proven methods and other relevant con- '

variables whose distributions are a function of verifier perfor-
siderations to ensure that the entry / exit equipment is usedmance. A running, long term distribution of each of these properly.

variables can be generated as the veri 0er is being used. A

short-term oistribution of each of these variables can aho be 3.2.5.1 Methods to Verify Identitygenerated. A cctnparison of the long+ term and short term
idistributions will show dif ferences that reDect changes in the

Identity verification can be performed manually or automati-
verifier performance. Stable performance will produce sirm-

cally. To facilitate both identification and search functions,
lar distributions with nearly the sarne snean value. A signifi-
cant change in verifier performance will cause the short term entry and exit traffic should be separated by physical barriers,

distribution to deviate from the long term distribution. A and employee and visitor traffic may be processed separately

dif^erence of the means of the twodistributions can be used to
so that processing of visitors does not impede entry by
employees.

,

trigger a perfonnance alarm when a set threshold value has

beca reached. Initial threshold udues for the differences can ManualIdentity Verificatien
be set to three standard deviations of the long-term distribu.
tion nat is, if the difference of the sneans of the two
dis tributions is greater than three times the standard deviation One means for rnanual identity verification is facial recogni-

tion and positive comparison to an authorized picture badge,
of the long-term distribution, an alarm is triggered. As expe,

Positive comparison may be accomplished through a badgerience is gained with the system performance, the threshold
exchange or badge pick up system. An alternate rnanual

values can be adjusted to minimize false alarms and still be
sensitive to performance changes. De length of time for the identity verification method is to use a facial image display

averages will be a function of the use rate of each verifier. A monitor for recognition rather th.m a picture badge. his

long term average should have at least 1,000 transxtions A me hod uses an electronic photo-imaging system that cap-

short term average should have at least 30 transactions, tures, stores, and displays good quality facial images that are
keyed to personal identification numbers (PIN). A _ facia!

In more formal statistical testing, a standardized variable is image is displayed on a color monitor in response to the entry -

used to detect significant changes: ofits associated PIN. Facial recognition and a positive com-
parison to the monitor image provide the identity verification.

H * Do PIN entry can be accomplished from a badge read as the
z-_ person enters the entry / exit checkpoint. '

a
y Automated Identity Verification

where p - short-term mean A means for automated identity verification is by an identity
long-term mean verincation device that uses a biological (biometric) measure--

,

ment of the individual. Most biometric identification devices

15 NUREG/Cib5899 -
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need a protected environment such as controlled lighting ar.d aged by the transminer ooil produces addy currents in conductive
sound levels. Usually booths are built for such purposes, and metal objects within the archway whic h. in turn, generate their
procedures should te established to ensure that users move own magnetic field. nc receiver coil or coils can detect this
smoothly in and out of booths, rapidly decaying magnetic field during the time between the

transmitted pulses. (See Figure 3-6.) De magnitude and
3.2.5.2 Method to Check Authorization duration of the eddy currents and the associated magnetic field

depend on the composition and geometry of the metal object.
Authoriention checking can be performed maaually or auto-
matically.

T,aamsduur

. Manual Authorization Checking
. \ |ar "

M '~% N
One manual means of authorization checking is to confirm

.

that the identified individual is on the authentic list of autho. ,

rized individuals for entry at that location and time. It is the '

responsibility of facility security operations to generati, main. .

tain, distribute, and protect the authenticity of the authoriza- J ;

tion lists. The authorization lists may be either hardcopy
'

printouts or computer files that contain the required informa-
tion and can be manually accessed.

Automatic Authorization Checking

r m,.e
An automatic rneans of authorization checking is to irclude g
the audaization data in the automated identity verification
system so that it is automatically chwked when identity is Cb
verified.nis information would be included in the individual .

records in the personnel data base.
Figure 3 6. Coll geometry for typical pulsed. field

** ''''' '3,3 Weapons Detectors
Operation

3.3.1 Ilardware Description
Metaldetectorsofthepubed-rekivarietygenerseeA,w. ;c -

Weapons detectors are employed to detect firearms and incen- pulses in the range of 60 m 1500 pulses per second. De shapes of _.

diary devices. All firearms are constructed out of metal the pulses vary but geswally have complea shapes: impulses, seep .

components. Even so called " plastic" guns have metal barrels functions, and aguare wam are common.De 4 ay specmsm

and springs, so the detection of firearms is the detection of of thewavdomsomtainsfmquencymm fromDCm20
metal. Dere are two general types of walk through active klir. Coil omfigurabons and signal pecessing vary from one 1

metal detectors in use today, the most common being of the manufacam e the next, but the basic enchelogy is the same. An .

pulse type. De earliest active metal detectors, and still very eW pulse, on the orderof 1 to 3 gauss,is transmheed by
viable, were of the continuous wave type. Regardless of the meansofacoilbuiltinethearchway.Waninervalfallowingthe -

specific technology, all active metal detectors rely primarily transminedpulse,theinputfromtherereimcoilissarnpiedduring ~|

on the fact that a time-varying magnetic field will induce a time miow.nelength of theinterval aber the transmheedpuhe

currents in metal, and those induced cunents can be detected. - and the duradon of the recerve window depmd on the operating

Metal detectors are widely used in security portals because of made and the specific type of metal e be deemed.

their speed of use, effectiveness at detecting firearms, and
non-intrusive nature. ne following paragraphs discuss the Eddy Currents

two types of walk-through metal detectors.
When metal is subjected to a time-varying magnetic field,

3.3.1.1 Pulsed-Fleid Metal Detectors there is a voltage induced in any conductive path present in the
metal.%e induced voltage results in currents called Foucault,

ne maponty of maal deecas in use eday for weapons desecnon or eddy, currents. Dese currents in turn produce magnetic

employ a pulsed magnene field. An electn-gr~ pulse gmer.
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fields of their own. De eddy currents induced in the target he most suitable frequency of the magnetic field for a given
metal and their associated magnetic fields die out very qiiickly application is dependent upon the size and composition of the
in small, highly resistive metal objects, w hile those in large, object to te detected. Iow frequencies are useful for the
highly conductive objects persist somewhat longer. This is detection of large ferromagnetic tr large, high-conductivity,
due to the fact that a larger voltage is induced in a larger object, nonferromagnetic objects. For this reason, weapn detcetori

,

and the induced current is greater in metals that are highly are usually low frequency devices so that small metallic '

conductive. Another factor affecting the magnitude of the objects will not eause nuisance alarms. Typical frequencies for
induced voltage is the ferromagnetic propertiet of the metal. portal weapons detectors are around 300 lit. Metal detectors
Metals with a large relative magneth permeability will have desigrux! to detect small metal objects employ frequencies up
a larger induced voltage than an object of the same size that has to 30 kilt. The higher frequencies required for smaller
a low relative magnetic permeability. R ebtive permeability is nonfertomagnetic items are due to the fact that the etcitation

'the permeability of the substance under consideration divided waveform is a sine wave. nere are no frequency componen's
by the permeability of free space. (other than the fundamental frequency) to produce a signifl.

cant response in the object. A non-sinusoidal wave or a
Skin Depth frequency sweep would be required to produce the low- and

high pass filter effects present in pulse metal detectors. t

Electric currents have a tendency to flow near the surface of
the metal. This is called the skin effect. The depth that contains
63.2% of the turrent is called the skin depth. Skin depth is
determined by the frcquency of the current, the reshtivity of Receiver Traramitter

the metal, and the relative permeability of the metal For a Cad 8 +/ Coil

given frnquency, highly resistive nonmagnetic metals have a
large skin depth while low resistive magnetic metals have a /
small skin depth. Metals with a small skin depth respond
strongly to low frequency magnetic fields while metah with
a large skin depth respond strongly only to higher frequency
magnetic fields.When excited by the anulti frequency compo- - f

nent magnetic field of a pulse metal detector, magnetic metals
respond with eddy currents that are high in frequency.
Nonmagnetic metals subjected to the same magnetic puhe
will respond with high frequency eddy currents. This filter /cffect and other effects allow the more sophisticated pulse \ j

bection of Travelmetal detectors to discriminate between the different types of /gmetals.

3.3.1.2 Continuous Wave Metal Detectors Ch
4

A second type of active metal detector generates a continuous,
time varying magnetic field within the arthway De signalis Figure 3-7. Coll geometry for typical continuous wave
received by two receiver coils (see Figure 3 7), the outputs of metal detector
which are fed to a balanced differential amplifier. As long as
there is no metal in the archway, the balanced signal on each Absolute Mode vs. Differential Mode Screening
coil will result in no output signal. liowever, with the intro-
duction of metal into the archway, the balance of the two When the responses to a group ofindividuals are recorded, the
received signals is disturbed, primarily due to cddy currents, magnitude of rnost of the responses will be very close to the -
and a signal will be generated. The processor can simply average response for the group. Further away from the average
compare the signal to a t:treshold value to determine if an there will be fewer and fewer responses of that magnitude,
alarm condition exists, or it can compare the received signal When the number of responses at each specific magnitude is
to the transmitted signal to detect differences in the phase plotted against all possible magnitudes, a bell-shaped curve<

,

between the received signal and the transmitted signal. De- results.This bell-shaped distnbution is re ferred ta as a G au ssian |

tecting phase differences in terms of magnitude of the differ- distribution. In the normal mode of operation, continuous
ence and the direction of the shift allows the detector to wave metal detectors are set up with a threshold that lies

. differentiate between different types of metals, between the average response of the metal detector to a group
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i

be referred to as nuisance alanns to distinguish them from 33.2.5 Interaction with Floor
alarms caused by equipment failures or spurious noise inter-

1

nal to the tretal detector. The latter alarrns are commonly Similar to the case of walk-through detectors, metal in the _ |
i

{
called " false" alarms, floor can te a problem with the handheld metal detectors. He

| handheld detectors, with their high sensitivity, can alarm
! 33.2.1 NAR Heduction Methods when passed close to a floor that contains reinforcing bars. If

the interference is minimal, a sirnple solution is to make sure
Reduction of nuisance alarms in commercial metal detector that the paddle or loop of the detector is held vertical because
equipment is accomplished in several ways. Electrical noise the edge of the detcction coil is the least sensitive, Ilolding the

,'

in the vicinity of the metal detector is a problem that is dealt coil vertical will minimize the response to metal in the floor,
with by filtering the AC power input and by processing If interference is still a problem, a wooden platform may be
spurious signals out of the received signal. constructed on which the person being searched can stand.

De construction method of the platform should make use of
33.2.2 Safety Shoes glue and other nonmetallic fasteners to prevent false alarms

due to nails or screws.
Safety shoes can be a source of nuisance alarms at some
facilities. Nonmetallic safety shoes are now available and 3.3.2.6 liigh Sensiti Ity Operation Installation
may provide the best sc,lution to this problem. An alternative '

would be to provide a change area so that safety shoes do not Searching for very small metal objects or SNM shielding
need to be worn through the metal detector. material imposes restrictionVlimitations that are not neces-

sary for weapons screening. Since the sensitivity of the metal
33.2.3 Static Metal deteetot is much higher than is needed for weapons detection,

more attention should be given to sources of nuisance alarms.
Most metal detectors have the ability to ignore static metal. Rese include moving metal, such as a metal door in the >

Dis feature permits them to te positioned near stationary vicinity of the detector, faulty lighting fistures, building
*

metal objects without going into constant alann. Ilowever, vibration, electric motors or transformers, radio frequency
nearby metal structures c;.n still affect the sensitivity of a sources, or nearby wiring. .

metal detector, and whene ver possible a metal detector should '

be located at least three to four feet away from snetal strue. Site Selectkm
tures. Ferromagnetic structures, or materials with a relative

,

| permeability much greater than 1, can distort the transmitted De site of a high-sensitivity metal detector sho"14 be selected
l field, disrupting the uniformity of the detection field. carefully, and the power source for the metal detector should

Nonferromagnetic metal structures can act as shields reduc- be relatively free from noise or power surges. Environmental
ing field strengths. Metal in the floor should also be consid. factors that should be considered for every metal detector
ered when installing a metal detector system. An c!cvated installation become even more important when greater sensi-
ramp or aluminu m shield may be necessary to offset the effect tivity is required, ne presence of steel or other metal in the
of metal structures in the floor. Static metal can also provide floor, walls, or ceiling of a potential site should not be
a path to electromagnetic noise. Care should be taken to use overlooked. A high-sensitivity metal detector should be lo-
proper grounding and isolation techniques to prevent a metal cated away from all metal objects.
structure from conducting noise from a far away source to the
metal detector. Change Area

3.3.24 Installing Near Other Equipment To prevent alarms on a high. sensitivity metal detector from

| clothing and jewelry, a change area and lockers may need to
,

'

Installing multiple metal detectors in close prosimity or be provided. Metal components of shoes such as steel arch
operating a metal detector in conjunction with x-ray equip- shanks can also be a :ource of alarms.
ment may req uire special installation procedures. When metal
detectors operate at distances of less than 20 ft. apart, all 3.3.2.7 Metal Detectors as a Source of Interference
detectors should be the same make and model. Consultation
with the equipment manufacturers before installation can While consideration is usually given to the effect of nearby
provide techniq'ues to minimize the effects of interference equipment on a rnetal detector, occasionally a problem arises
from these sources.
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because the metal detector itself can be a source of elatro-
magnetic interference (EMI). Equipment likely to be affected
would be telephone or video equipment placed near the no rmace a s -w a dr
detector's archway, The simplest solution is to move the g*g,'7p d ""*i
equ!pment away from the metal detector, t,ut if that is impos-
sible, EMI shielding can be used. He disadvantage to using
EMI shielding is that it is metallic and could alter the sensitiv-
ity of the metal detector, it is preferable to shield the equl ' Ohm's LawP
ment that is being affected rather than the metal detector. ,3, ,,,u ,,g , g , % % ,,. w,pav.c,comt.o u

8
f PL,

3.3.3 Weapons Detector Testitig -

3.3.3.1 Test Object Considerations

Eddy currents and their associated magnetic fields are the l'igure 312. hlagnitude of eddy currents

evidence that metal detectors use to detect the presence of a
conductive material. Here are several test object-related Target Shape

factors that affect the magnitude of the eddy currents and
therefore the magnitude of the metal detector's response. ne shape of the target will be a major factor in determining

nese major factors are the geometry of the target and its the magnitude of the resistance of the conductive path of the

electrical and ferromagnetic properties. target and therefore the magnitude of the eddy current. A
given material has a fixed resistivity so the resistance of a

Target Sire target's conductive path is the resistivity of its material
multiplied by the length of the conductive path.ne length of

%e geometry of the target influences the magnitude of the the electrical path is ef rectively the length of the perimeter of

eddy cunents in several ways. First, the cross sectional area a cross sectional area of the target that intersects a plane

normal to the magnetic field is proportional to the induced smal to the magnetic field. An example is the case of a circle

voltage within the target. (See Figure 311.) Therefore, ob- and a rectangle, both with an area of nine square inches. (Sec

jects that have the same cross. sectional area have nearly the Figure 3-13.) If the rectangle has a length of nine inches and

same induced voltage. lf metal detectors simply responded to a width of one inch, the rectangle's perimeter is about twice

the induced voltage, objats with the same induced voltage as long as the circle's. Even though the induced voltage of

would produce the same response. Ilowever, metal detectors each target is the same (because of equal area and Faraday's

respond to the eddy currents that result from the induced Law), the resistance of the rectangle is more than twice that of

voltages, in accordance with Ohm's Law, the resulting cut- the circle.

tent is proportional to the voltage and inversely proportional
to the resistance. (See Figure 3-12.)

'k
/ > Faraday's law:r

B > 1.o.h., a .e..t.aan..., ,a,e .n. s.w. a,,,,,,,.,,,,,,E.
- man'sctic ficid, a voltage circua.rerence or 10.53 in.; tja 9-sq -in. (9 1 la) rectangle has a penmeta orm .

3 g Dw n.latuce d h mW A h h W as @ as h
c a circular path. The result is that the cwcle is easia to esect.m

proporuon to the area of a
sunace defined t*y the loo
that is normal to the field.p Figure 313. Shape

h_ ~~ d h , Re result is that the circle will produce an eday cunent that
is over twice that of the rectangle.Targctsofcomplex shape will
imd to prtytuce smaller responses in a metal detector. Complex
asymmetreal thipes also cause variation in respuse due e orien-

Figure 311. Induced voltage tation by pesenting different crm-sectional areas e tne magnetic
field.(SecI~igure 3-14.)

|
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rous target. if copper is chosen as the nonferrous material for

., 3 _
the test object, a target that will be easily detected will resuh.

'

-
- Ilowever,if the target is made oflead, the result will be a target

B - B- ~~- that will be very difficult to detect. RLs is due to Iwo reasons.
- First, lead is much more resistive than copper (about 14 times
L more resistive). And second, the lead target will be much

_

s
smaller than the copper target because of the high specific
gravity of lead. Dere are other metals that are much more

m unuuon a an obpa can dmose 04 ao= muond = #=t is
morn.i io na m.ancuc h n or n a. resistive than lead. Clearly, the choice of the metal can

produce responses that yary between saturation of the detector
and not being detected at all.

Figure 314. Orientation

Ferrt>us vs Ferromagnetic
Me alThirkness

11 w ne interprets this old standard rixtuirement also de.
Skin depth refers to the fact that a current will be lnduced near pends upon the definition of ferrous. Strictly speaking, the
the surface of a conductive material. His means that the w rdferrous means being composed chiefly of iron.This is a -
thickness of the target (or the walls of the target) affect the chemical dermitson and not the electromagnetic definition
magnitude of the induced voltage and therefore the marnitude that was probably intended, he standard should have used

'

of the eddy cunent. A target that is less than three skin depths the wordferromagnetic. Ferromagnetic means that the mate-
in thickness will produce a lower response in a metal detector rial is attracted by a magnet. More specifically, a ferromag.
than one that has a thickness greater than three skin depths. In

netic matnial has a relative permeability that is much greater
all the equations that describe the magnitude and duration of Man om. he knomagmtic propernes d s' medal very
eddy currents in a target, only geometrical, electrical, and much affect the response of a metal detector, while the ferrous
magnetic considerations enter into the calculations,

properties of the material have no effect on the response at all.
An examp s is dw fenws matuial stainless steel and

Worst Case Threat item the nonferrous ALNICO Mioy, an alloy of aluminum, nickel,
W c bah. AustenNc, or non magnede, aHoys d stainless

%e first step toward developing set-up and performance verifica- steel are slightly paramagnetic while the ALNICO is highly
tkm puceduies is to identify a wcrst case threat item that slould ferr magnetic. A metal detector will respond to the stainless
always te deteced. Dis task is made enare diffeuk because de steel in much the same way that it does to a resisuve
worst <ase target is not recessarily de smallest target but rather (fr n nferr magnetic metal, while the ALNICO will produce a -
rnat difficult to detect. Fct example, a large trass object may be

resp nse similar to the response to cast iron. See Figure 3 15.
harder todetect than a smallstee% ject. A ha idgun ma& ofcarbon
steelis easieriodetert tha the same wcapon tnadeof a rnoreresistive

stainless steel

3.3.3.2 Test Objects and Standards ,,

# '
'

Several okler standards far testing metal detectors described test

objects in tenm of mass and whethercrnot de metal mntanxilton ---*

(fermus vs nonferrous).Okk r standards specified some masses cf (~ %
rietals to serve as test objects.Dere was no attempt to define the u
objecisin terras ofspecite metals orthe geometry of deltems.From

-

de previous discussian, it shouki be chvious that two iterns of the By providing a path of lower reluctance than the
same material and mass, but with very differmt shapes, can elicit surrounding medium, ferromagnetic materials

greatly differmt respmses in a metal detector. De folkwing distort the magnetic ficid.

p. m.@ discuss delmportanceof mare specifestandanis fcrtest
objects. By intensifying the magnetic field within their volume,

ferromagnetic materials have a higher induced voltage
thari ther anaterials.

Theimportance of Resistivity

De resistivities of the materials need to be specified. His Figure 3-15. Ferromagnetic materials

becomes obvious when one considers the case of the nonfer.
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Current Weapons Test Objects well, nis is no longer the case. An exemplar made from U
'
|

ferromagnetic metal will,in this age of alloys, represent only
he choice of test object depends upon the function of the a small percentage of handguns. On the other hand, an
netal detector. Metal detectors used for entry control should exemplar mMe from only nonienomagnetic metal would
use the weapons test objects described below. Dose used for again represent only a small percentage of weapons that are

exit control should use the SNM shielding test object also composed of only nonferromagnetic metal. A'a templar that
described below, is composed of both fenomagnetic and noi.ienomagnetic |

metals would represent the majority of handguns on today's
(1) Steel and aluminum alloy .25 caliber automatic pistol. market but would still leave two types of weapons out of the

Manufactured by Armi Tanfoglio Giuseppe in Italy. test standard. A metal detec tor adjusted to detect a single type

Sold in the US A by Excam as model GT27B, and by of gun will generally be vulnerable to other types of guns.

F.I.E. as the Titan. Tests have shown that out of a group of five guns that are
among the hardest to detect of all handguns, no single gun was

(2) Aluminum Model 7. 380 eiliber derringer. Manufac. the most difficult to detect in all detector / program combina.

tured by American Deninger Corporation. tions. If it is desirable to use nonweapons standards for metal
detector testing and adjustment, a set of three exemplars

Current SNM. Shielding Test Object representative of the three general classes of handguns (men.
tioned in the preceding paragraph) would be advisable.

De recomnended test object for exit shielding for highly
cruiched uranium is a hollow lead cylinder with a diameter and 3.3.3.4 Setnp For Testing

length of 1 '/, inches and a wall thickness of '/, inch. Ilowever,
where credible theft scenarios do not require the detection of an Clean Ttsters and Variability
object this small or of this material, and where requirements are
properly docurnented and approved, test objects suitable to a The set-up procedure for metal detectors usually involves a

specific situation may be substituted. " clean tester" carrying target objects used to check the sensi.
tivity of the detector. A clean tester is defined as a person

3.3.3.3 Programmability and Test Objects carrying no significant rnetal. A troublesome variable in walk.
through metal detector systems is that different people affect

Modern metal detectors have become very flexible. De metal detectors differently. One person may carry a quantity

introduction of digital technology has led to an increase in of metal through a detector without causing an alarm while

programmability. By altering a program setting, one can another person with exactly the same quantity of metal will

change the way in which a metal detector will respond to the cause an alarm. Some factors that contribute to this variability

various metals. A rnetal detector can be adjusted to detect are walking speed, gait, and body composition. This effect

nonferromagnetic metals while nearly ignoring ferromag. becomes a consideration when setting up a metal detector as

netic metals. Altering the program can then reverse the situ. a weapons detector. A threshold should be set low enough to

ation where the nonferromagnetic metals are ignored. His detect all weapons, but high enough so that the nuis ance alarm

ability to target specific metal types is a powerful tool but rate does not slow traffic.When pt.rforming the initial detector

greatly complicates the task of testing and setting up the metal setup, testing with a number of clean testers with differing
detector for weapo.ss screening. Modern weapons are com. body types will increase confidence that the detector will
posed of a wide variety of metals and other materials, and they detect the threat objects when canied by anyone of any body

can be divided into three general categories: (1) those com. type.

posed mainly of ferromagnetic materials. (2) those composed
'

mainly of nonferromagnetic materials, and (3) those com. Controls
posed of both types of metals in roughly equal proportions. To
ensure that the detector detects all of the three general types of Controls commonly found on metal detectors are a sensitivity

handguns, the detector should be tested against a worst-case control and a program selection control. For most metal

representative of each of the three groups, detectors, the sensitivity control is used to set the variable gain
of rteriver amplifiers while the threshold remains constant

A few decades ago, when nearly all guns were made of steel, and generally has no effect on the transmitter. Some metal

the concept of an exemplar (or model) made sense. At that detectors adjust sensitivity by adjusting the alarm threshold

time all guns shared conunon characteristics. An exemplar while holding the receiver amplifier gain constant. The pro-

could be devised that represented all handguns reasonably gram control changes such variables as the transmitter fre-
i quency, filtering, and signal processing. Some detectors have
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such fie nible programming that they can be adjusted to detect proximity to the receiver allows its smaller signal to be
either ferromagnetic or nonferromagnetic metal altnost to the detected more casily. The result of these two competing
exclusion of the other. Other controls that may be present effects, whtch has been confirmed during laboratory testing,
proYide for the adjustment of the audible alarm's tone and is that the actual area of lowest sensitivity is near the rniddle
volume; they also allow tamrer Eknowledge and access to of the detector archway. Another field factor that affects
diagnostics functions. uniformity is the fringing of the magnetic lines of flut at the

extremes of the transmitter coil. He fringing of the lines of
333.5 Laboratory Characterization Testing flu x causes areas of lower sensitivity at the top and bottom of

the detector.
Attempts to determine probabilities of detection and nuisance
alarm rates for metal detectors in a laboratory environment Sensitisity vs Magnetic Field Strength
have met with limited success. Difficulties arise from the
variety of metal detector configurations available arxi from Re interaction of the two astenna systems primarily deter.
the number of variables that affect their oper ation, llowever, mines the uniformity of the detection sensitivity. Clearly, an

_

there are a number of tests that can be performed that help to attempt to characterize a metal detector by mapping the field
reveal many of the performance characteristics of portal metal strength of the transmitted electromagnetic field would be of
detectors, little value because the transmitter is only half of the system.

A rnore releyant mapping prxedure is to perform a sensitivity
Test Area Concerns mapping.

When testing metal detectors for the purpose of making Sensitivity Mapping
comparisons or evaluations, attention should be given to the
test environment and to the test repeatability. Re test envi- here are two approaches to performing a sensitivity map.
onment should be frec of metal and wide tempcrature fluctu a. First, the object is passed through the detector passageway,

ns. Variables intmduced by a " clean tester" c an be reduced ard the sensitivity is adjusted to find the minimum setting-

/ using a non metallic, mechanical device to move test required to reliably detect the object. His method assumes
objects through the metal detector archway. Devices built for that the response to sensitivity relationship is linear. A more
this purpose usually consist of a wo(xien or plastic track over preferable method is possible when there is an interface that
which an object can be pulled by means of a motor or allows response measurements to be made. A sensitivity
handcrank.The purpose of using such a device is to eliminate setting is selected that produces a strong response to the object

the body effect and to precisely control the speed and place. but does not saturate the detector at any location. De test
ment of the test object. !f a clean tester is used, the sarne one object is then passed repeatedly through the detector at each
should be used for all tests. A mechanical tester should not be test location, and an average response is recorded for that

_

used, however, to perform the initial sensitivity adjustment location. %e object of the mapping procedure is to locate the
during installation. llecause of the body effect, the sensitivity positions that represent the worst case for cach of three
setting required to detect a target carried by a person will detector regions: the ankle region, the waist region, and the
generally be higher than to detect the same target transported head region. A variation of the response measurement method

by a mechanical tester, is to select a fixed sensitivity and to pass test targets of
graduated size to find the smallest size that is detected.

Uniformity of the Detection Field
333.6 Perimile Field Tests

A metal detector is the combination of transmitting and
receiving systems. The transmitting and receiving antennas Test Walker Movement
are usually on opposite sides of the walkway. ne transmitter
generates an electromagnetic field in a pattern determined by For all tests the test walker should pass the target through the

the configuration of the trans mitting coil or antenna.Ris field center of the detector arch in the region (head, waist, or ankle)

varies in strength as the inverse square of the distance from the that represents the worst-case location.Here will be a total
antenna. Since the field strength falls off as the distance from number of combinations equal to the number of test objects
the transmitter increases, the magnitude of the induced eddy multiplied by the number of test regions. For example,if the
current also falls off as the distance from the transmitter detector is to be tested at the head, waist, and antle regions

increases, suggesting that the area of lowes t sensitivity would with a total of two test objects, the total number of test
be on the receiver side of the detector. Ilow ever, as the target combinations equals six.The walker should pause within the

is passed through on the receiver side of the detector,its close arch if that is normal facility operational procedure.
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Extraneous motion such as nodding the head, swinging the in Plant Performance Test
crms, or swinging the hips should be held to a minimum. ,

1
During the head test, test walkers should focus on an eye-level The purpose of the in-plant performance test is to perform
spot on the w all in front of them in order to keep the head from sufficient testing to estimate the probability of detection for
nodding, comp::rison to a standani. To date, most testing performed on !

metal detectors has relied on attributes data (alarmfno alarm). |
Velocity of the walk should be a normal pxe of approti- To perform this type of testing, a target is passed repeatedly |

mately 30 inches per second as determined by a slow count through the detector, and the number of times the detector
(one pace per second). Velocity can range between 21 and 42 alarms is counted. In the simplest case, the number of alarms
inches per strond and still be acceptable. is divided by the total number of passes. Bis number is the

detection rate and is sometimes used as an estimation of the
During the ankle test, the pace of the walker should be normal probability of detection. His is not very rigorous in a statis-
with foot placement such that the ankle that carries the test tic al sense.Most standards dealing with metal detector perfor-
target should consistently swing through the detector arch or mance state a confidence level for the target probability of
pause within the arch, depending on which is worst case as detection. For instance, a standard may state that the detector
determined by characterization testing such as the sensitivity is to have a 0.9 probability of detection at a 0.95 confidence
mapping. If normal facility operational procedure dictates level. Another way of saying this is that one has a 95%
that persons being screened should pause within the arch, the confidence that the detector will detect a target 90% of the
test walter should pause in he detector arch. time. Dere are various mathematical approaches used to

determine the number of times a target has to be detected by
Test Preparatirms a detector to establish the probability of detection at a given

confidence level; each of the nethods may result in slighdy
It is important to know the worst-case combination of factors different numbers due to approximations and roundoff. De
before beginning the field testing of a metal detector. The following method is tne most accurate.
mapping procedure described in section 3.3.3.5 can be used

to find these combmations.he combinadon of the factors of Each pass through a detectoris called a trial. Attributes testing
the worst-case target at the worst-case location in its worst- of metal detectors is a series of Bemoulli trials. His simply
case orientation is called the absolute worst-case combina- means that each trial may have only one of tw > outcomes,in
tion. Testing at this worst-case combination will be used to this case alarm or no alarm, and that the outcome of any trial
establish the probability of detection while the worst-cese has no effect on any other trial. This type of data follows a
combinations in the other two regions can be used to verify statistical distribution called binomial distribution. If the
that the detector sensitivity map has not changed. If another number of trials is large, this usually means more than thirty;
combination produces a response in the detector that is nearly an approximation can be made. In such a case the distribution
indistinguishable from the absolute worst-case, that combi- can be approximated by a normal. or G aa ssian, dist ribu tion. In
nation is recorded as a r' ear worst-case, the past this appioximation was useful because the mathemat-

ics of normal distribution made it casler to calculate the
When in Field Test requhed number of trials and detections. However, with the

introduction of the digital compu ter, this advantage has all but
After a worst-case target object is identified and the metal disappeared.
detector is set up to detect that target object in any orientation
in the least sensitive region of the an-hway, the metal detector Let us assume that the testing strategy is based upon allowing
is ready for operation. The detector should then be tested to no more than m misses out of n trials. Using the mathematics
establish the detection rate; this number is often used to of binomial distribution, an equation can be derived to calcu.
estimate the probability of detection and is determined by late a confidence level. De equation is:
performing an in-performance test he detector should also
be tested to determine the detection rate whenever the metal
detector environment is changed or whenever the detector is et , g , "p p[-a\ } ,p aa

moved or serviced. De test object (s) should be used to check fo A
the detector archway at a sufficient number o.' ecints to
identify any areas oflow sensitivity that may have developed. Whse CL is the confi&nce level, a is the nunh:r of trials, P, is tie
A quarterly performance verification can verify that the level pobability of detecton, and m is the number of misses that the

'

of operation has not changed since the installation.
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testing strategy allows. De n over de A within puentheses is of trials for the second stage drops to 15. A typical compornise is to
ctrnbinataics notation that means the numler of conbinations of cfme the lowest number for de first stage testing that resuhs in a
n taken in groups of A. Ris can be calculated using: reasmable number of trials in the subsequmt stages. %e reason to

krep the numberof triah kmr in the first stage is that one does not
g expat to reach the second stage of testing very oftm. for exanple,
^ "I

j me may choose 32/52 ms a reasonable compumise. See Table 3-1
(A & !(n - k )! g rsuggestednmitiple-stageteststrategies.nefollowingexampico

For all cases other than the number of misses equal to zero, the
illustrates the applicatim fa a t!me-stage (two rnatimum misses)

equation for the confidence level cannot be solved algebra- test strategy basext on 0.9 probability of &tection arxi a 95%
afh kvel.

ically for the number of trials; however, the equation can be
solved numerically with the use of a computer or a good
handheld calculator, Table 31. Number of tests required for multiple-stage

performance test

When designing a strategy for determining the probability of
detection at a given confidence level, the number of alle wed suggested numberof alarms /numberof tests
misses needs to be determined by the testing organization. as a function of stages and misses allowed.
His numbercan be from zero to infinity but is usually limited

Number of Stages
by practicality to no more than two to three.This is because the Number of Misses
required number of trials increases sharply with the numberof Allowed 1 2 3

allowed misses. If no misses are allowed, the required number
of trials is held to a minimum, but the chance of failing the test & 29/29 - -

is a masimum. For instance, the required number of trials for
1 30/30 57/58

a no-miss strategy at a P, of 0.9 and a CL of 95% is 29; the
-

required number of trials for a one-miss strategy is 46; and the 2 34/34 51/52 65/67
required number of trials for a two-miss strategy is 61.

A prolar testing method is to use a multiple strategy appoach
called multiple testing. nis allows one to legin de testing with a Using a multiple testing approxh, the total number of trials
maximum number of misses in mind but stop the tcsting at the first required if the detector is allowed to miss twice is 67. If.
level when the target values for pobability of &txtion and however, the detector detects the test object during each of the
confWnce level are met. De number of stages is the number of first 34 trials, the target values have been met. If the detector
allowco misses plus ore. lf the maximum number ofmisses is two, misses no more than once during the first 34 trials but detects
there will be three stages. Because the strategy changes from stage 51 of the first 52 trials, the detector has again met the target
to stage, the application of tie confidence level equ:rian becomes values. If the detector misses no more than once more in the
somewhat more complicated and results in different numbers man second stage (for a total of two in the first 52 trials) but detects
were obtamed in the simple fited-miss str tegy. De equation for 65 out of 67 trials, the detector passes. Failure to detect at least
nue than one miss is a single equation ofincre than one unknown 65 of 67 trials results in failure of the test.
(one unknown fa cach miss allowed) and therefore does not have
a unique solution. Re trade-off in selecting a solution is that the Failing the test means either that the sensitivity is not high '

larger de number of trials in de first stage of testing, the lower the enough or that diagnostic and corrective action needs to be
nunter of trials in subsequent stages. For example, de following taken to determine necessary changes in the metal detector
solutions are possible fa one allowed miss with a 0.9 pobability of environment, program, or some other factor. After test failure
detection and a 95% confidence level. and corrective action, the test should bs repeated.

If the number of trials for the fust stage of testing is to be 30 (the For each of the other test combinations, the test walker should
lowest possible number of trials for de first stage must be greater make five consistent passes. Failure to detect on any pass
than the number of trials required by the rx> miss strategy for these results in test iailure and initiation of diagnostic and corrective
to be a numerical solution), de number of trials required fa de action.
secorx! stage is 28. If 32 trials are clesen for de first stage of testing,

the nxtuinxinumber of trials for de second stage drops to 20. Den,
if de number of trials far the rust stage is raised to 34, de number
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Weekly Performance Test 3.3.4 Weapons Detector Search M(4 hods '

Dis test is intended to verify the cont.nued normal detector
%e fint line of defense againn unauthorized wapons is the

operation following each in-plant performance test so that the
portal metal detectcr. When applied correctly, a portal metal

,

in-plant performance test does not have to be repeated too
detector car. provide a high probability of detecting firearmsfrequently.De test configurations ior this test are identical to
and some types of incendiary or explosive devices while

the in. plant perfctmance test and are a continuation of the 0.9
maintaining a reasonabic false alarm rate. A carefully thought.

probability at a 0.95 confidence level strategy. ne idea is to
out procedure for weapons screening can enhance the prob-

perform an in-plant performance test on a protra-ted sched- ability of detection and lower the false alarm rate. De most
ule.11y performing six trials each week, the probability of

important operation aspect is to ensure that people beingdetation is reverified every sit weeks. Ilasco c . a thineen-
searched move through the portal at a uniform, nortnal rate,

week q uarter, the proba bility is confirmed once per q u arter by
the in-plant performance tes' and twice per quarter t>y the 3.3.4.1 Portal Weapons Search al a Controlled Area
weekly performance tests. ,

All handcarried packages and other items should be presented
Each week. si x passes should be made by the test walk er using

for x-ray or hud inspection prior to passing through the portal
the absolute wont-case combination of body position and test

metal detector. lt is also advisable to encourage individuals to
object. One f ailure means that an extra twelve passes at the

divest themselves of metallic items carried on their person
absolute wont-case combination should be made. Any failure before they pass through the detector the first time rather than
in the second twelve pass:s, or more than one failure during

wait for a false alarm. A nonmetallic container should be
'

the first six, canstitutes a test failure, and a diagnostic and
provided so that the items can be passed through the x-ray

conective action should be taken. Over the coune of several scanner or presented for hand search. Items removed from the
weeks following a single failure to detut an absolute worst-

person's clothing or pockets should not be allowed around the
case combination, any subsequent failure at that location metal detector without close examination. Any item that
w ithin the ne xt 30 passes will be considered a test fa9ure. You

cannot for any reason be properly searched should be prohib-
may notice that during the protracted testag only one miss is iteJ.
allowed; this is because the testing routine becomes very
complicated if more misses are allowed. Following an alarm, the individual who caused the alarm

should be returned to the entrance of the portal metal detector
in addition, each week six passes will be made at one of the and allowed to remove any netallic items that were not
other combinations of body position and test object. lf the test removed prior to the first pass through the detector. He
configuration is a near absolute worst case, the same test

person should then be allowed to again pass through the rnetal
failure logic as for the absolute worst case will apply. For all detector. If the second pass is successful (no alarm) and the
other test configurations, any failure to detect will constitute

items terrnved before the second pass have been inspected
a test failure.ne non worst-case combinations that are to be and found to be innocuous, the person should be allowed to
tested each week should be varied in a revolving pattern until

progress to tie next stage ofinspcction. If the second pass also
all of the combine * ions have been tested. fails (detector alarms again), the person should be searched

using a handheld detector to isolate and resolve the alarm.
He same procedure applies for the standard SNM shielding
testing. He rotating test for the other-than worst-case com- 3.3.4.2 llandheld Metal Detector Usage
binations serves as a spot check to ensure that there are no
chanr-s to the detector's overall detection profile. %e rota- ne second line of defense in weapons search is the manual
tion v ng also serves to de tect changes in programming that search. A useful technical aide to performing these searches is
could be the result of tampering.

the handheld metal detector. It should be remembered that the
use of the handheld metal detector alone is not always suffi-

Cr.eration Test cient to identify the source of an alarm. For example, a
handheld metal detector will alarm on a belt buckle; it will not

A functknal operation test is usually conducted at the beginning of indicate whether there is any metallic item behind the belt
exh shift.%e intent of the test is to deternune that the detector is buckle. Asking the individual to remove the buckle or per-
cp:raung and will detect an obvious target. nis test is perfmned Iorming a pat-down inspection of the area is required to
by a person sxh as a guard carrying a full-sized semcc revolver or establish thet the belt buckle is the only source of the alarm. A
pistol through the detector. Failure to detect a large target indates variable pitch or volume handheld detector can provide suffi-
that diagratic and conective action should be taken. cient information to make that judgment.
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Both types of manual searches can be facilitated through the person. Also, some rnedical surgical implants, such as knee
use of a handheld metal detector. Metallic items can be located and hip replacements, can cause portal metal detector alarms.
quickly by the handheld metal detector, minimiring the extent he use of a handheld metal detector and a pat down of the
of hands-on search. %e hand!. eld metal detector should be area can verify the cause of the alarm; however, it is again
swept over the body at a distance of no more than three or four important to continue the search to include the entire body.
inches in the following pattern:

(1) Starting from a shoulder, sweep down the front of the
body to the ankle regler, then to the other ankle and
back up the opposite side of the body, endir g with the 3.4.1 Ilardware Description
opposite shoulder. If the detector's scanning coil
diameter (or length) is less than half of the person's Weapons searches involve searches for metal that could be a
body width, the pattern will have to be rnodified to firearm or an incendiary device. ne only present means and
ensure adequate coverage, techniques commercially available to screen personnel fcr

explosives are by (1) explosives vapor detection (either per-
(2) De pattern used over the front of the body should be sonnel portal or handheld), (2) low-dose x-ray scanning, (3)

repeated over the back of the body. hand searching, and (4) strip searching. For package / baggage
screening for explosives, x ray (transmission and'or back-

(3) Starting at onc shoulder, sweep the detector coil over scatter and cornputer tomography) and TNA can be added,
the outside of the arm to the bottom of the sleeve, then 'Ihese are the only techninues or devices corynerriallv avail-
up the inside of the arm to the armpit. Sweep down the abfe at the present time.
side of the body to the ankle, then up the inside of the
leg and down the opposite leg and back up the other Only vapor detection devices can detennine the actual pres-
side of the leg. Repeat the sweep of the inside and ence of explosives. Other instrumental means determine the
outside of the arm opposite the side where the sweep presence of a suspicious shape, area, or other anomaly, which
began, ending at the shoulder. requires further effort to confitrn that the anomaly is not an

explosive. Iland searching, including strip searching, perh aps
(4) Sweep the head area and ask that all headgear be can determine if an explosive is present; however, some

removed for search. explosives can be formed or cast into various shapes and
painted, or otherwise disguised, which can complicate the

Particular attention should be paid to the pocket areas. Varia- visual confirmation that a material / package is an explosive,
tions to this pattern are acceptable; however, care should be
taken to ensure that the erce body is covered, and it is Ex plosives ofinteres t can include nitrated dynamite (ethylene

, rec-mended that each search follow the same pattern to glycol dinitrate-EODN + nitroglycerine-NG), trinitrotoluene
| premt incomplete searches. (TNT), water gels (ammonium nitrate-Nil,NO,), C-4 (RDX
! explosive), detasheet (PETN e xplosive), and Semtex (RDX +
! llandheld rnetal detectors are sensitive and will likely sound PETN explosives). The latter three are termed plestic explo-
| an alarm when passed over very small metallic objects, such sives in which the explosive material is combined with

asJeans rivets, metal buttons and snaps, brassiere underwires, plasticizer material (s). De explosives of interest should be
and other metallic items; for this reason a detectcr that has a dermed; this will define the sensitivity requirements for
variable intensity or pitched tone that provides some indica- explosives detection and the appropriate explosives detection
tion of the size of the metallic item that is being semed is device (or system).

; useful. In the hands of a skillful operator, the entire search can
| be performed with no actual contact with the person being 3.4.1.1 Vapor Detection
| scanned, if, on the other hand, the detector simply sounds a
'

constant tone when sensing metal of any sire, a pat-down of Every explosive material has a vapor pressure. Figure 3-16
I the area may be required to ensure that the item being sensed exhibits the equilibrium vapc. pessure for a number of

;

is not a firearm. explosives materials. As can be seen, the equilibrium vapor
pressures range ft m 68 parts per million (ppm) for EGDN

Each search should be a complete indy search Stopping the (64 x 104cm' EGDN vapor /cm' of air) to 7 parts per trillion
search after finding the probable cose of the portal detector (ppt,) for RDX(7 x 10'2cm'RDX vapor /cm' air). It is casier
alarm does not ensure that there are no other items on that for a vapor detector to detect the more vaporous materials.

.
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d rection ciair flow can te eider horizmtally across or vertically
around the person.

3Ihpresad as em dI'splosheVapor.

I*'I" h ***' d M' It is desirable to utilize any method that can increase the
k probability of explosives vapor being released from the outer |' ' 'IIH - ' '

tt - clotidng surface so it can be collected in the air flow. Increas. !CODN

- f gx% ,,

~

Ing the surface temperature helps both putals and handheld |io ,,
' devices. R ufflittg the outer clothing with ajet-blast of air helps |g ,~ , gg

p ovr
~ collection in portals by dislodging vapors or particles with i

ads rbed explosives vapors, which can then become en.*f, 8 *
-

NH %
'f

'
mr .-

trainedin the collection air flow,I

b ~ "

Preconcentration

[ tc 2- w
; ; h #;#- The tiow of air used tocollect explosives rnolecules is directed* IIL3 ;,

a 50 100 150 200 250 %0 intofonto a preconcentrator designed to adsorb explosives
Motuutar weight molecules out of the air flow onto its surface (s). Subsequently,

heating the preconcentrator desorbs the explosives molecules

Figure 316. Vapor pressure of explosives compounds into a small volume of air flowing to the detector hus, the
explosives molecules have been taken out from a large vol-

As with any material that gives off vapors, an increase in ume of air and desorbed into a small volume of air, f.e.,

temperature will produce a correspor. ding increase in vapor preconcentrated.

pressure fren an explosive material. In addition, the vapors
from explosives listed in Figure 316 possess a number of A preconcentrator can be of any geometric shape, but it

unique propdrties, which include (1) a proclivity to adsotti u su ally ticorporates the ldca of closely spaced surfaces. Silica

onto any material with which it makes contact (wood, plastic, (e g., inrtnificate glass, pyrex, fused silica, quartz) surfaces

glass, cloth, dust particles, and metals, both coated and have been shown to be the best Feconcentrator surfaces. For

uncoated), (2) a tendency to desorb upon heating, and (3) an portals, the hesting and cor?'aj of the preconcentrator shculd

ability to add an electron to become negatively charged be very rapid because the desired throughput is usually 10

(electronegativity), persons / minute. Derefore, materials that can be resutively -
heated and that possess a high thermal conductivity frequently

Explosives matcrial concealed under a person's ckxhing will are used as a base, and they are coated with a thin layer of

emit vapors that will adsorb onto the clothing material. De silica.%e same demand for time efficiency is not required for

vapors will diffuse thrtwgh the clothing at a particular rate untij handheld devices,

they are available for detection on the surfra of the outa layer
of clothing. His tine is termed the " soak time." De subject Detection

would have had to " wear" the explosive device for a period of
tirne equal to the soak time before there would be any explosive he method utilized for detection of explosives molecules

vapor available for detection by an explosives vapor detection ideally depends on the sensitivity required and on the explo-

device. Heat applied to the clothing surface will increase the sives to be detected. Presently availabic explosives vapor

vapor pressure of the e x plosive at the clothing surface and permit detection techniques include (1) gas chromatography fol-

its detection at an earlier time than without heating, thereby lowed by electron capture detector (GC/ ECD), (2) chemilu-

reducing the soak time. Fcr txith portal and handheld applicath minescerce, (3) lon mobility spectrometry (IMS), (4) mass :

t!e process ofexpksives yapor Mection is divided into three pats: spectrometry (MS), and (5) tandem mass spectrometry (MS/ 6

(1) collection. (2) pam w eiss and t3) detectm MS).-

Collection ECD by itself usually is not sufficient to detect explosives
rnolecules since it cannot distinguish between elec troneg ative

Any expknives varus released from a person can be entnuned compounds.nerefore,0C/ ECD is a common detection com-

(collected) in a llow d air over the outer surface of a person fa a bination for some handheld and portal designs. De OC

portal or over the sampling area fa a handheld detector. De separates a composite gaseous sample into its individual
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cornponent gases, which are then fed into ECD one at a time. (6) have an autoniatic alum when an explosive is sensed

Determining w hether explosives vapors are present is accom-
p'ished by comparing the tirne-response relationship to the in addition, it is desirable for prtals to:
relationships exhibited when measuring standard expknives
vapor samples. (1) employ heating of the surfre of clothing wom by a

penon to increase the vagr pessure of any explosive (s)
Chemiluminescence is utilired by one handheld detection gesent
system. The sample is collected onto a prtroncentrator lo-
cated inside a handheld suction device, which can heat the (2) use " puffers," w hich ruffle the clottung surface to knock
surf ace during sampling. After sampling, the preconcentrator kiose any exphsives vapors or particles that antain
is transfened into an analyrer unit, which desorbs any explo- absorbed expksives vapors. ' Die " puffers" should " puff"
sives vapors, separates them individually from the composite only orce or, at the most, twice
tample by capillary GC. and detects them separately by
chemiluminescence. Like the GC/ ECD, comparison with (3) have at least throe sHes enclosed to prevent stray air
standard ex plosives vapors is necessary to calibrate the instru. currents from affectimt sample collection
ment.

Figure 3-17 illustrates a typical personnel portal device.
IM S twhnology is irn sporated into handheld expkwives derwtim
devices. Ilowevn, theec pesent comnertial explosives desation 3.4.1.3 Ilandheld
units 6 notachicvethe;uentialsensitivityofwhichlMSiscapable.
'Dey can ck tect nitratal dynamite, and pshapr,'IM, but are not llandheld expkuives vapor detection devices should meet the
capable of detecting tle RDX in C-4 (v PETN in detasheet, or the following criteria:
combinatkri of RDX4EIN in Semtex. PrtetyTe units utilizing
higher sensitivity IMS technology are being studied and sinild (1) have a unifonn and sufficient air flow to entrain any
povide sensitivity far all expkwives shown in Figure 3 16. explosives vapors, or particles cont ining explosives

vapors, and transport them to a peconcentrator and'or
Theoretically, mass spectrmnetry (both MS and MS/MS) should detector
have sensitivities comparable to, or greater than, the IMS;
however, at gesent it is slightly less. MS is relegated to (2) have a preconcentrator (if one is used) that has an
application :., penannel prtals since an MS unit is so large that efficiency factor of at least 30%, i.e., at least 30% of the
it cannot be used in handheld explosives detection units. explosives vapor in a sample is delivered to the detector

3.4.1.2 Personnel Portals (3) be applicable to both personnel and their packages, such
as briefcases, lunch pails, and vehicles

Explosives vapor detection personnel portals should meet the
following criteria- (4) have the demonstrated capability of detecting the

explosives ofinterest

(1) have a unifonn and sufficient air flow (either vertical or
sideflow) to entrain any explosives vapors, or particles (5) be automated so subjective human interpretation is not
containing explosives vapors, and transprt them to a required
geconcentrator and'or detector

(6) have a self. contained gas (if necessary) and power
(2) have a preoncentrator (if one is used) that has an supply, both of which will operate a minimum of six

efliciency factor of at least 30%, i.e., at least 30% of the hours

explosives vapor in a sample is delivered to the detector
(7) have an automatic alarm when an explosive is sensed

(3) have a throughput rate of 10 persons / minute
(8) be man-portable or have a sampling system that is man-

(4) have the demonstrated capability of detecting all portable
explosives ofinterest

in addition, it is desirable for handheld detectors to employ
(5) be automated so subjective human interpretation is not heating of the surface of the sample area to ircrease the vapor

required
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Figure 317. Personnel explosites vapor detection portals

pressure of aay explosives residue present. Figure 3-18 shows in any scrtening device to be used on people, s afety is of prime
typical handheld vapor de.ection devices. importance.The radiation dose received while being scanned

needs to be so low that it is virtually indistinguishable from
3.4.1 A leDose X Ray Scanning for Contraband b ac kground. Present scanners can scan only one side at a time.

A person entering a scanner booth would have to be scanned
X-rays cunently are used to screen packages for explosives and two times, front and back, to ensure that no explosives are
firearms, but a new use of x rays is ernerging, and that is secreted on the person. For general use, the low-dose x-ray
checking people dinctly for weapons, shielded SNM, and system should (l) be capable of processing approximately ten
explosives."Ihe two x-ray processes used in explosives detec- (10) people per mirr*e, (2) have the demonstrated capability.

tion are absosption and scattering. Absorption generally is to discern the presence of an e xplosives mass of 150 g or more
used in baggage screening, which looks at the x-rays that are on a person, and (3) demonstrate a radiation output of sufli-
not absorbed and are transmitted through the bag. For person- ciently low magnitude that personnel will receive a radiation
nel screening, scanering is of primary importance, specifi- dose less than the permissible 100 millirem / year, which is
cally what is known as "backscattering." Backscattering es- required under NRC regulations in 10 CFR Part 20. Section
sentially looks at x-rays seattered back from a test subject,i.e., 20.103 (a) (1), to be effective January 1,1994, ideally, the
the x-ray source and x ray detectors are nearly coincident- radiation dose should be <10 microrem per scan.

Until recently, personnel screening for explosives could be Making an x-ray backscattering system fully autornatic is rot
done cmly by explosives vapor detection ponal, a handheld possible at the present time. Certainly the entering and exiting
explosives vapor detector. or hand searching. llowever. low- of perronnel, positioning of personnel to be scanned, and
dose x-ray (also known as " soft x ray" and " low-energy x- energizing and deenergizing the x ray system can all be
ray") scanning now is available, which can detect contraband automated. However, the results of a scan are a computer-
concealed on personnel (weapons /SNM containers, explo- enhanced image on a display monitor showing the outline of
sives, drugs).~Ihis includes the gel-type explosives. the person and any concealed objects. Recognizing an object
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Figure 318. Ilandheld explosives detectors

as being suspicious and requesting further verification to 3.4.2 Explosives Detector Installation
determine ifit is/is not an explosive is the responsibility of the
operator and'or security officer. Figure 319 shows a typical Vapor explosives detectors rely on the ability to collect

*

samples of explosives vapors for analysis, ne existence of,7 p - g , , , , 3,

1 new plastic explosives with extremely low vapor pressures}, c] r

{ ;- -i j- makes the nt,mber of available explosives vapor molecules,

lh I for analysis very low. Any installation feature that causesym , - [. additional air currents to flow through the sample area mayg;

c i i : . f- L significantly decrease the vepor explosives detector's effec-
* I [i . tiveness. Ideally the person being sean:hed for explosives,.

' > '
..

'' 7- -

{ would be in a booth, where air flow can readily be controlled.;
'

'

' ! *

his one consideration is the single most significant environ-i '

- I - [L is mental effect of a vapor explosives detector.

jE

# 3.4.3 Explosives Detector Testing
_

h - j nis section provides an example of a testing method for,

F +
determining the detection capabilities of explosives detectors.

U 'L Two types of tests are described below: performance testing
-W and operational testing.4

'
,

V ,9 }
Performance testing is designed to determine whether the

#. /: detector portion of an explosives detection device (EDD)is
; operating in accordance with appmpriate performance crite-
y ria. Performance testing should be conducted when an EDD<.g

* '

either fails operational testing, is moved, or is adjusted.ss
' '

Performance testing should be done at least quarterly.

It is recommended that explosives detection devices (EDD)
be capable of detecting explosives with at least a 90% effec-

Figure 319. Low dose personnel x-ray tive detection rate at the 95% confidence level, his is
equivalent to detecting a test sample 34 times out of 34 trials

low-dose x-ray personnel scanner, and Figure 3-20 illustrates
(or,if a failure to detect occurs, $1 out o 52, or 65 out of 67).r

a typical computer-enhanced image obtamed with various
(See section 3.3.3.6, in-Plant Performance Test.)

materials located on the subW-
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Figure 3 20. Computer enhanced Image low-dose x-ray

Operational testing is designed to ensure that an EDD is detections are made. A calibrated vapor source b not presently
operating, and it is recommended that such tests be conducted available but will become available in the near fature. Untu
whenever a unit has been turned off, when maintenance has that time,it is recommended that the source (s) described in the
been perfonned, and daily (or if possible, at the beginning of following section, Testing Vapor Source, be used. Once the
each shift).ne EDD should de* et a test sample three times calibrated vapor source is riable, it should be used in place
out of three trials, of the source (s) listed in th. following section. A calibrated

vapor source provides an equilibrium vapor pressure concen-
3A3.1 Personnel Portals tration of the e xplosN decited at the ogx: rating temperature of

the booth. De outp 't>m the vapor generator is released
Performance tests are done by operating the portal without directly into the portal's sampling air intake for a period of 5
anyone or any test sample in place to ensure that no false seconds. If a positive response is not obtained, the detector is
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not performing according to specifications and should be (2) Catilitated vapor wurce. Place the tip of the cali.
adjusted, repaired, or replaced. brated vapor source directly in the center of, and less

than one inch away from, the front of the portal's
Tuting Vapor Source sample air intake. Turn the vapor generator on for 5

seconds.
He test source that has been u ed for portal testing in the past
has been a syringe contairdng para-nitrotoluene in a wat (3) Test samples (1) through (4). Remove the cap from the
solutim coated on the interior of a 100<c syringe bc4y up to jar and hold the top of the jar normal to the center of,
approximately the 30<c mark; the syringe has a stop in and less than one inch away from, the front of the
prevent the plunger from entering the coated area. De para- portal's sample air intake.1{old the jar in this position
nittotoluene/was solution should be less than one year old. for 5 seconds. Replace the cap on the jar.
De para-nitrotoluene is a simulated e uplosive test sample and
therefore may be transported by normal means. 'ne tio of the Operational Testing
syringe should be kept carrned w hen not in direct use to avoid
losing the vapor. Other sources that may be considered are: De following procedures are recommended for use in oper a-

tional testing of penonnel portals:
(1) a wide-mouth jar containing a 4 inch x 4-inch piece of

dynarnite wrapper that was taken from a stick of (1) First, operate the portal without anyone or any test
dynamite less than one year ago sample in place. If a false detection is made, repeat the

test; if the false detection persists, check the detector
(2) a wide-mouth jar containing at least 12 tablets of for proper operation and the portal for inadvertent

nitroglycerine heart medication that is less than one contamination,
year old

(2) nen operate se portal with a person inside the portal.
(3) a wide mouth jar containing 2-3 grams of dmble-base If a false detection is made, repeat the test;if the false

shotgun or pistol powder that was placed in thejar less detection penists, check the portal with another person
than one year ago ard/or without anyone inside.

(4) ajar containing para-nitrotoluene in a wax solution- (3) Operate the portal with a person in place inside the
This sample should be less than one year old portal. De penon should hold a vapor source at waist

level and (a) inject vapor from the syringe into the
Test suples (1) through (3) are esplosives test samples.Ih portal at waist level; or (b) hold the calibrated vapor
.iars should be tent canped tightly at all times when not in source at waist level and turn it on for 5 seconds; or
direct use. (c) remove the lid from a jar containing a vapor source

and hold it at waist level for 5 seconds.
Performance Testing

If no detection is made, performance testing should be insti.
De following procedures are recommended for use in perfor- tuted,

mance testing of personnel portals. The portal should be
operating, i.e., with air flow and detector ready Repeat the 3.4.3.2 llandheld Explosives Detectors
chosen testing protocol until the detection probability of 90%
at 95% confidence level is satisfied. If the desired detection Performance testing for handheld etplosives vapor detectors
probability / confidence level is not achieved, the desector is is accomplished in the same manner as for personnel portals,
not performing according to specification and should be When a vapor generator is available, direct the output of the
adjusted, repaired, or replaced. generator into the sampling air intak e of the handheld detector

for a period of 5 sowds. Until the generator becomes
(1) Syringe withpara ninotoluene/warsolution. Remove available, sources (1) through (3)in the above section should

the tip cover from the syringe tip and pull the plunger be used. Para-nitrotoluene can not be detected by a handheld
out felly to the top measuring line. Place the tip of the explosives detAtor unless it has been adjusted to make the
syringe directly in the center of, and less than one inch detection. ne lid is removed frem the bottle and a 5-second
away from, the front of the portal's sample air intake. sample from the mouth of the jar is taken, if a positive
Degess the plunger in a slow, steady movemerit, response is not obtained, the detector is not performing

according to specifications and should be adjusted, repaired,
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or replaced. Operational testing is the sarne as performance 3.4.4.2 Ilandheld Euploshes Deterior Methods
testing in the case of handheld exploshes detectors.

Insprtion with a handheld exploshes detector shouV be
3.4.3.3 1,ow Dme LRay Tnting rnade by one unarmed security officer w hile at least one other

security officer observes the search. De scarth should be
Performance testing n accompinhed by placing a pine of conducted by a securi.y officer of the same gender as the
plastic (Iucite or le:an) 4 inches w ide x 6 inches long x 0.5 inth person being searthed. %e following a eas should be sean had:
thick on a su bject's c hest and scanning the subject. %e plasue
should be under at least one layer of clothing on the permn. (1) shoulders to wrists,inside and outside the arms
Mnre than one grison should be used as a subjttt in perfor- (2) under upper arm areas down side of torso to ankles
mance testing.1I the tests are not successful, the system shou Id 0) insides, fronts, and bacis of legs
he inspected to determine which part(s) are not functioning (4) back torso from shoulders to back of pelvis
properly, and they should be adjusted, repaired, or replaced ($) front shouldes area down lower rib cage to pe'vis
Operational testing for low-dme x-ray scanners is not wnsid- (6) any headwear should be remmed and inspected -

ered necessary if priormance testing is conducted as de-
scnbed above. If an indnidual refuses to c 3mply with the search, or if a

fire arm, e uplosive, or other contraband is Iound, entry should
3.4.4 bplosis es I)etector Search Methods be denied and the person escorted to a holding area for

appropnate action. If material of a suspicious or unknow n
3.4.4.1 Personnel Portal Wthwls neure h found, entry should be delayet until respansible

security personnel are satisfied that the material i benign.
lur p xtal ex pb.h es sean tes. rwwl should stepinto the p utd

I,ow e ay due
"

and pixe their fwt on h upmts outt an the flint.%ey should
remain ir plxe unut the opsata or instrument indcates that tf cy
nuy pweed into the controlled an a. %e esit side sinuld be h Led wrmd should 3tep in frunt of the scanner unit and place
or n on5tj Ktd timely by security p.*rMinnC1 duIing a scan. ![IR k ed, ft n the footprints outhned on the floor, ey shoch.
t!c exit 4 ir i3 untu Led af ter no esplmives are fourd Personnel rema n m place until the operator or instrument indicates they

sinuldnottaican) L4es.p rses, lunch pail 3,anxher hard anied may proceed into the controlled area. De exit side should be

items into the p stasth thent %ese shmld be gh en to a strunty ock ed m clmeh snonimied by security personnel, personnel
officer for scprate insortion. should not take any packages, purses, lunch pails, or other

handcarricd items into the scanner area. %ese should be
If search equipment indicates the presence of explosives, or given t a security officer for separate inspection.

there is cause to suspect that an individual is attempting to
introduce expkisi es into a controlled area, the following if search equipment indicates the presence of an anomaly, or
actions should be taken: the licensee has cause to suspect that an individual is attempt-

ing to introduce cxplosives into a controlled area, the follow-

(1) %c security otticer should request that the individual ing acti ns sh uld be taken:

empty his'her pockets and again be tested by the search
equipment. If the indnidual complies, and after the (1) He security personnel should request that the indi.

equipment no longer indicates the presence of explo- vidual empty hiVher pockets and again be tested by the
sives, and the contents of the pockets have been search equipment. If the individual complies, and after
verified as not ncluding explosives, the individual the equipment no longen mdicates the presence of ani

may be allowed to pass into the controlled area. anomaly, and after the contents of the pockets have
been verified as not including explosives, the indi-

(2) If an alarm continues to be recched w hen the indi- vidual may be allowed to pass into the controlled area.

vidual again is scanned by the vapor detection portal, it
.

is acceptable to either refuse entry and conduct the (2) If the presence of an anomaly in the scan picture
individual to a holding area, or to conduct a search c ntinues to be observed when the individual again is
using either handheld equipment or a pat-down sean;h. scanned by the low-dose x-ray system, attematives are

to either refuse entry and conduct the individual to a
holding area, or conduct a scarth using either handheld
equipment or a pat-down search.
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3.5 SNM DetcetorS essary interference from facility. produced radiation. opera-
tors of these radiation detection devices simuld be carefully
trained to properly use them. Instruments and small radioac-

3.5.1 11ardware 1)escription tive tources,1pci of "ra, for example, should be available
during training to allow he trainees to detect a radiation

%e hardware used for SNM monitoring takes several fonm intensity similar to a small qusity of SNM. Supervisors also
however, all share the same basic principles, need training so that they can effectively enforce good nnai-

toring practices, llandheld monitors should be tested by
3.5.1.1 SNM ltadiation operators or maintenance personnel on a daily basis to ensure

that they detect radioactive material.
All SNM emits radatkvt. %is fxt germits tic de,cri' 'natim
trtween SNM and uha materials with sinular ancarance/ uis fart 3.5.1.5 Elements of a'I)pical SNM Monitor'

alm ahows t!e use of specialimi raliation detectors to n= air for
tic peserte of cmccaled SNM. %e types of radiation * iat n'e %e major elements of an SNM radiation monitor include a
emittui from SNM varies xurding to t!c tygeofSNM,its isotopic radiation detector, signal-conditioning electronics. detection
comp >sition, and i mpnities that rnay be pnet. R adiation t%t may electronics, decision logic / alarm annunciator, and diagnostie
le pewnt ircludes gamnu'x-ray, neuttm, Nta, and alpin emis- electronics. (See Figure 3-21.)Re elements of handheld and
wris. Ikrauw alpha arvi beta rafiatkins are very low in energy, autonutic portal monitors are essentially the same. A radia.
nn.t SNM nu riitacaely on gamrru% ray arxi neutron &txtion. tion detector, which is a sensitive plastic or sodium iodide

INal(TI)) gamma ray scintillator, responds to gamma and x.
3.51.2 Detet tion vs Target Speed rays by prrxlucing light photons. These photons from tie

scintillator travel to a photomultiplier tube, either directly or
Sh M monitoring is a counting process. %e longer a monitor through a lipht pipe, and are there converted to electrical
has to perfonn the count, the more precise the count. He signals by a photosensitive cathode. nen, electrons emitted
annunt of time that a source is present in the monitor is by the cathale are amplified as a signal that reflects the
dependent on the walking speed of the person carrying the annunt of incident radiation and its energy.
sonce. If the person is allowed to pnceed through the portal
unhindered, the monitor will have only one or two seconds in
w hich to counL If the e xiting pnicess involves procedures that Radia6on IMecta

c ause the pedestrian to pau se, s uch as a badge check, perform-
ing that procedure while the person is standing in the monitor

j
- - - -

will provide additionat time for the monitor to perform a more
accurate count, if this is inconvenient a there are no proce- [

*

dures that require the person to pause, tumstiles or other such
devices can at least slow the person to allow more sensitive
monitoring. Some automatic SNM monitors, called" wait-in" |
rnonitors, use audible tones or other devices to hold the person |
during the nenitoring proc ess and to signal when he/she may
leave, bagrmuc Alum ~#

Iketmnics tagic
~

_g
3.5.1.3 Automatic Pedestrian SNM Detectors -

Automatic pedestrian monitors are usually used as doorway
Figure 3-21. SNM radiation monitor

monitors or pass-through monitors. De main advantage of
this type monitor is that one can achieve minimum delay in a

3.5.1.6 Scintillathm
high traffic application while maintaoing acceptable detec-
tion sensiuvity for most situations.

One of the more useful interactions between radiation and
matter for the purpose of radiation detection is scintillation.3.5.1.4 11andheld SNM Detectors
nrough a variety of mechanisms, flashes of light are pro-
duced in scintillation material. The light is frequently in thellandheld SNM monitoring is the easiest method to apply
ultraviolet region. ne photons couki be sensed directly, but

because no mstallation is required. If not aheady selected, a
the scintillation material can be doped with a phosphor thatmonitoring location should be chosen that is free from unnee-
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converts the wavelength toone that is better matched with the 3.5.1.8 Detection Electronics
spectral response of the photosensor Because the flashes of
light are low in intemity, the photosensor used in SNM ne process of radia' ion detection is a counting process,
monitors is a photomultiplier tube (PMT), w hich amplifies Variations in the count remit in a statistical distribution
the light. known is a Poisson distribution. In this sort of distribution, the

standard deviation is the square root of the background count.
Inorganic Scintillator increasing the count duration linearly increases the signal

count while only slightly increasing the standard deviation.
Around thaum of the century there were several crystalline resulting in s uet er signal-to-noise ratio. During the time that
materials that were shown to scintillate. In 1948 it was shown the monitor is vacant, detection electronics perfort repeated
that thallium activated sodium-iodide coupled to a photo- periodic counts to rnaintain an average reference backgrourgi
multiplier tube could be used to detect gamma rays. Nal(TI) level. When a person enters the rnonitor, detection monitoring
has become one of the most widely used materials for photon begins. De count from the detection rnonitoring is then
detection. Pure sodium-iodide crystals scintillate elficiently compared against the back ground count. If there is significant
when cooled to around 77 K but lose most of that efliciency signal above the background level (some number of standard
when near room temperature. he addition of thallium not deviations above background), an alarm sounds. %cre are
only increases the efficiency at room temperature, but also severalsamplingmethodsthattakeadvantageof theproperties
causes a shift in the wavelength of the scintillation light such of the Poisson distribution to reduce noise, increase sensitiv.
that Nal('n) is transparent to its own light. One drawback is ity, and shorten monitoring times.
that e sposure to small amounts of moisture e auses the Nal(TI)
to discolor, thus lowering its transparency to the scintillation Moving Average Methad
light and making it useless for radiation detection, in recent
years, the trend for portal and even handheld monitors is to use Moving average detection is especially important for applica-
solid plastic scintillators, tions in walk-through portal monitors. Br suse the source

continues to move through the monbor is important to
Organic Scintillator sample the source signal when it is th - st. His tech-

nig ue makes several overlapping tests to , 'an a single test.
There are two general types of organic scintillation ensori. His overlapping sampling method guarantees that one of the
Liquid sensors are composed of an organic scintillator as a tests will sample the source output at its most inteme. Because
solute in an organic solvent. A more widely used organic the moving average technique tests nxre than once per pas-
scintillator is a solid solution of scintillation material, nese sage,it will have more nuisance alarms per passage unless the
solid organic scintillators are known as plastic scintillators. alarm threshold is increased. Raising the alarm threshold to
Although the efficiency of plastic scintillators is considerably maintain the single-test nuisance alarm rate does not reduce
lower than that of N al(fl), their low cost and large size more the probability of detection because of the inherent higher
than compensate for their lower efficiency. Another advan- sensitivity of this method.
tage of plastic scintillators is that they are sensitive to neu-
trons. Seque llalMethod

3.5.1.7 Signal Conditioning Electronics Another rnethod for monitoring is sequential testing, which is
designed to minimize the n onitoring time in " wait-in" moni.

In the case of the Nal(TI), the intensity of the scintillation tors. He method relies on having a varitble number of tests
flashes is proportional to the energy of the particle or gamrna to make its decision. It makes several shon tests and typically
radiation (wavelength) and the spectral response of the shortens the average monitoring time considerably while
r,cintillator, nc flash is converted to an electrical pulse in the maintaining the desired sensitivity. lts nonitoring tirne varies
detection circuitry; a pulse-height discrimination circuit can with the perceived radiation intensity during monitoring and
then select pulses of the desired magnitude.His pulse-height is cstremely short for either low background intensity or
filtering becomes very important when the SNM to be de- strong signals. In the case where there is a high background or
tected is of low intensity and emits low-energy radiation (as the SNM signal is of low intensity (the least separation
is the case for HEU). Conversely, the response of plastic between signal and bxkground), the decision requires more
scir.tillators to radiation is nonlinear. Pulse-height discrimi- tests and the nutitoring time approaches the monitorirg time
nation is still possible; however, the pulse windows are of other rnettxxis. ne sequential detection method can also be

different from those for Nal(TI).
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applied to walk through portal rnonitors w here it has advan- 3.5.2.3 Nulsance Alarm Rate Reduction Methods
tages similar to the moving average method.

Orc nehod cf lowmng de nuisara alann rate is to provide a
3.5.1.9 Decisioa logic and Alarm Annunciation shickled room cr erriosun: far de nonita. If the wurte (f SNM.

poduced rdiation is a low-crugy soun:e, as is de case for high
he pr(cess of counting pulses fmm detected photms and enriched uranium, shidding can te quite effective. If, on the oder

deciding if there is a signal that can te distinguished above the hand, the wurce is rrrre perrtratmg, as is the case with plutmium,
background is perfonned by the alarm logic. SNM monitors de shk! ding will he mcre difficult to make effectin.

typically will have both an audible and a visual alarm indica-
tion, in addition, alarm relay contacts rnay ts provided for Smce nadiation is "line of sight." collimators (devices that
terrte anmmciation, only allow radiation to enter the detector from a single

direction) installed on the chtectors may be able to preventa

3.5.2 SNM Detector Installation radiation from outside the rnonitor from interfering with
cperation of the detector.

Ilocause SNM detectors measure very smalllevels of radia-
tion, anything that can te (kme during installation to keep the 3.5.2.4 Other Installation Considerations

signal (SNM rcdiation).to-noise (bxkground) ratio as large
as possible will enhance the detector's performance. A low. Security is often an afterthought and, in many cases, installa.

intensity constant b ack ground is the ideal situation. Detection tion of a security system is a retrofit to an existing facility.

of SNM unhr this situation is relatively simple. Changing Whether the facility is new or not, one of the prime concems

bac kground cause', complications in two ways. First, during when selecting a site for the installation of an SNM monitor

times of high background, discerning the SNM signal above is to find a location where the background is as low and as

the background is rnore difficult. Secondiy, sudden upward constant as possible. After a site has been chosen, there are

changes in background if they are concurrent with someone several things that can be done to he'p ensure proper opera.

passing through the monitor can cause nuisance alarms. De tion. If the background is relatively high, providing the
following paragraphs discuss conslocrations for SNM detec. monitor with a shielded room should be considered. Another

tor installation. concern is to provide adequate climate controls for the moni-
tor. ne climate can be controlled by either a room constructed

3.5.2.1 Natural Background Sources for that purpose or cabinets for the monitor itself. local areas
of contamination may be cleaned up or shielded.

Everyw here on earth there are sources of natural radiation.
He problem of detecting the presence of SNM with a monitor 3.5.3 SNM Detector Testing
is distinguishing the SNM signal from the background. Dere
are a variety of sources of natural ra : tion: geologic sources. A comprehensive guide for the testing of SNM monitors can
interaction of the atmosphere with ec.mic rays, and sources in be found in NUREG!CR-0598, LA-7M6. Some additional
buildmg materials. For the most part, this background is fairly considerations are described below,

constant. Ilowever, precipitation can cause temporary in-
creases in the background level due to radiation sources in the 3.5.3.1 Variables Data vs Attributes Data
form of radioactive particulates that are deposited by rain or
snow. During construction, a carefut selection of low radia- 'De variables data available as outputs from SNM monitors far
tion building materials can reduce background. exceed that w hich is available fmm mmt oder sxurity equipment.

ne SNM nonitoring industry has long recognized the value (#
3.5.2.2 Artificlal Sources variables testing for setup and testing of SNM monitois. In addition

to the auributes data (alarm'no alarm), the nmitcr can puide
In the nuclear industry environment, there are radiation sources infomution about the bxkgnamd as well as infoinution cm several

that may include e missior s from the SNM being protected or parameters of the scurce signal.
from other incidental radioactive materials or radiation-pro-
ducing machinery.his background may be fairly constant or 3.5.3.2 Test Object Considcrations
may change in intensity quite suddenly. One cause of rapid
change can be rnoving a piece of machinery that is shielding Gamma Radiation Test Sources
the monitor from a source, sucklenly exposing the monitor to
the source. Test sources should be used to determine the performance of

SNM monitors. Ideally, the test source would be indistin-

37 NUREG/CR-5899

______ __ - _ _ -



.. - . -

Personnel

gu' .hable from the SNM being protected, lt is nearly impos- background count, the separation between the source count
sible to duplicate the spectral output of SNM by non SNM and the background count decreases. Derefore, in a high
sources. Even if this task were achieved, the spectral output sensitivity mode, small variations in the background are more
will immediately drift due to radioactive decay of the test likely to cause an alarm if it is concurrent with someone
source isotopes. Even some SNM sources will d part from the passing through the monitor,
epecWtput of the protected SNM with time. The gamma
rt y m oflow burn-up plutonium changes with time as 3.5,4 SNM Detector Gearch Methods
th >ou.; oPu decays to *Am, causing a plutonium test

' merease in intensity and become easier to detect. Individuals exiting areas where SNM is accessed shouldsourt ,

undergo SNM exit searches.
Non SNM Sources

Following an alarm, the individual who caused the alarm
if test! with SNM are rot necessary or are impractical, for should be retumed to the entrance of the T nnitor and
exa nple where a wie unge of at source sizes is required, allowed to again pass through the monitor cond pass
there is one commercially available isotope that can be used. is successful (no alarm), the person sir . se allowed to
with caution, as a substitute for low burn up plutonium. Re progress to the next stage o 1spection. If the monitor alarms
isotope"'Ba can be used for daily monitor testing and as a for a second time, a band search should be initiated A
substitute for plutonium for some performance testing. How- handheld SNM monitor can be helpful in locating the source
ever,2" Ba has a different gamma ray energy spectrum, and of the alnm. If search persor nel are unsure of the nature of an
the "'Ba inwnsity decieases with age, unlike that of pluto object or material uncovered during the search, the object or

,

nium. The spectrum differences will cause different monitors
material should be confiscated and the individual's exit de-

to respnd differently to '"Ba, even though they may respond layed until a determination can be made that the object or
identically to plutonium. I3r example, equivalent monitors materialis not SNM or does not contain SNM.
for detecting HEU and plutonium would be tested with
slightly diffarent amounts of '"Ba, depending on whether Although handheld monitors are small nnd seem less
their jete-tors are Nal(Tl) or plastic scintillator. complex (see Figure 3-22), their functional components

Target Shape
,

Other monitoring influences relate to (1) the shape of the '

y
material of interest; (2) shielding material that may be placed N

.

around SNM; and ( 3) the physical form of SNM. Thin sheets
of material emit much more radiation from their flat surfaces

,

.

than from their edges. Shielding material c cause general @
reduction of the radiation os act as a filter atta.aating certain O
parts of the radiation's spectmm. Powders emit much hieher i
levels th n an equivalent amotmt of compa:t met , ( pYW

y ,nw-
...A
ct

,(g W~' gg'p j[lg
-43

'Shielding Effects

\ w/' a
%y

+

Absorbing material between *M and a detector decreases vf .6
"

the amont of radiation reach.ng the mor:itor. Shielding may 4 S
take the form of matenal placed around the SNM to absorb

s , c
'

gamma ray or neutron radiation, or it may simply be an object
.-

1 'W
,jor person t Neen the SNM and detector. Shielding that J,.<

,

low ers SNWadiation inte nsity to a level below the detection '' ^ vY
tnreshold will permit the SNM to go undetected. For '' % ^js

reason, mennoring systerra are most often built wi h detec,t " 3d,

sensitivities th at are much higher than required for detect.
bare sNM. Fig' sen.iitivity ahows detection of any transm
ted gunma raq Lom the SNM plus any build-up radiauor
such a: f7 serveence radiation from thick lead shields. 'lhe
draw', ack te Ligh y asitive monitors is that, with higher Figure 3 22.IIandheld SNM monitor
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Personnel

are the same as those of pedestrian and vehicle monitors. underclothing, and submits his/her clothing to the security
Both have a scintillation detector,a method for updating the officer forinspection.The security officer also ensures that no
background, sensitivity controls, and signal processing and contraband is atixhed to the persm's body, if an individual
alann circuitry. Some differences are that it has been more refuses to comply with the search, or if a firearm, explosive,
common for the handheld monitors to employ Nal(TI) or other contraband is found, entry should be denied and the
scintillators (although in recent years the trend is for the person escorted to a holding area for a;propriate action. If
handheld monitors to be equipped with plastic scintillators), material of a suspicious or unknown nature is found, entry
end the background update is manually activated on the should be delayed until respomible security personnel are
handhelds, satisfied that the material is benign.

Ilandheld SNM monitors cme very sensitive due to operat- 3.6,3 Holding Area
ing in close proximity to the source. Also, their effectiveness
is dependent upon the skill of the operator. It is very important he holding area should be an enclosed area (room) that can
that the operators of handheld SNM moniton be well trained be entered only in the company of two unarmed security
in their use. A search method similar to the one used for officers and one armed security officer. He two unarmed
handheld metal detecton and handheld explosives detectors security officen should escort a person into the holding area,
should be used. one on each side and one step behind the suspect. An armed

security officer should be behind this trio several paces. Any
r

3.6 Direct Scarches procedures conducted within the holding area should be
completed by this trio of security officers. One or more
security officers should be on the outside of the holding area,

Direct searches am often required to confirm indications of
observing the procedures through a glass portal. Exit from the

contraband from rnore automated searches.
holding area should be only through a second door, opposite
the entrance door, which remains locked. It is unlocked only

3.6.1 Pat %vn Search Methods by one of the exterior observing security officers.

A h..ds-on s s u , + .d be made by one unarmed security 3.6.4 Testing of Pat-Down Search
officer wh" u.; . Other security officer observes the
search. 3. B a n: ,hould bc . t nducted by a security Periodic testing of security personnel who are charged withofficer of th. wa ac * as the po sn being searched The performing pat.down searches should be conducted.This can
followingare w # h tearchedbymovingthehandsover be accomplished by providing three to five people, some ofthe clothing ad .S % whom a~e carrying simulated explosive devices, for these

security personnel to inspect through pat-down searches. If
(1) shoulders to wrists,inside and outside the anns the tests are not successful, the failure should be ana *cd and
(2) under upper. arm areas down side of torso to ankles changes or retraining instituted.
(3) insides, fronts, and backs oflegs
(4) back torso from shoulders to back of pelvis 3.7 Emergency Evacuations -(5) front shoulder area down lower nb cage to pelv.is
(6) any headwear should be removed and inspected

Four concems in emergency evacuation situations are person-
If an individual refus-a to comply with a hand search, or if a nel safety, unauthorized removal of SNM from the facility,
firearm, e xplosive, or other contraband is found, entry should unauthorized access to the facility, and accounting for the
be denied and the person escorted to a holding area for whereabouts of all personnel after the evacuation. All of these
appropriate action. If material of a suspicious or unknown concems can be addressed by constructing an emergency
nature is found, entry should be delayed until responsible evacuation holding area.His area should be sufficiently far
security personnel are satisfied that the material is benign. enough away from the facility to provide safety to those being

evacuated.nis holding area should not allow entry or exit
3.6.2 Strip Search Methods until a proper accounting and search of all personnel are

!
conducted in an orderly fashion. The holding area should be 'l

A strip search should be conducted by a security officer of the sufficiently isolated to preclude anyone handmg or throwing
|

e gender as the penwn being searched. The person is SNM outside the area. Acherence to procedures is difficult to '

.

conducted to a search room. He/she disrobes, except for monitor during an emergency, so practice and training in
emergency procedures using the holding area are important.

39 NUREG/CR 5899

_ _ _ - _ _ - - _ _



-. _. .. -. - - . - .

4 Entry / Exit Controls-Handcarried Material and Bulk Items.
i,

1
4.1 General Introduction 4.2.1.1 PhysicalInspection

Physical searching can be used to determine if an explosive is
All handcarried items, such as purses, briefcases, packages, present. llowever, some explosives can be formed or cast intoi

lunch boxes, and overcoats, should be searched separately varioes shapes, then painted orotherwise camouflaged. nere-
from the persocnel search. Any and all handcarried or per- fore, the security officers conducting the search should be
sonal items that cannot be searched properly because of constantly aware of this fact. Physical inspections necessitate
construction or contents should be excluded from controlled an appropriate place in which to be conducted. As a minimum,
areas. As a person proceeds through a contraband screening carpet-covered tables with adequate lighting and personnel
crea, his/her handcarried items should proceed separately and control to keep the owner away from the search table facilitate
be inspected for contraband at the same time he/she is being an effective search.
inspected. All delivered packages and bulk items should aho
be searched prior to being taken into controiled areas. 4.2.1.2 X Ray Scanning

Since these handcarried items and bulk items are not with liandcarried packages or materials that cannot be readily
people, the search methods can be more active, such as using opened or otherwise cannot be effectively searched physi-
penetrating x-rays to search packages. Many packages and cally should be submitted to suitable detection equipment
bulk items cannot be searched in this manner; thus, the facility such as x-ray.
relies on the effectiveness of trained security personnel con-
ducting manual searches. He following secticns describe Principles
entry and exit controls for packages and bulk items not
physically on a person. The interaction of x-rays with packages or materials falls into

one of two categories: transmission and backscatter. Both are

4.2 Ilardware used in package screening. Transmission is concerned with
the x -rays, which are not adsorbed and are transmitted through
the package. Backscatter refers to x-rays scattered back from

4.2.1 Explosives Searches a test subject, i.e., the x-ray source and x-ray detectors are
nearly coincident.

All handcarried packages and bulk items should be searched
for concealed firearms, e xplosives, or other contraband. Screen- Bd.h transmission and backscatter are present when x-rays
ing of handcarried packages can be accomplished by several interact with material, ne magnitude of interaction (s) de-
methods. Listed in decreasing order of effectiveness, they are pendt on the x ray energy, the density of the material, and the
(1) physical inspection, (2) x-ray scann'ng, (3) thermal neu- elemental composition. Generally, backscatter is considered
tmn activation, and (4) explosives vapor detection. Note that more useful for elements such as carbor,, oxygen, and nitrogen
the first two tect.niques can detect weapons as well as shapes / (low-Z elements). To this end, some iristruments have "fil-
materials that might be explosives, whereas the latter two ters" thro"gh which part of the x-ray beam should pass prior
cannot detect weapons. If an explosives threat is present, to impinging on the target of interest.The purpose of the filter
vapor detection can determine which explosive is present, is to permit nly x-rays in a particular energy range to pass.
whereas TNA can determine only that an explosive threat is nen a compmison ofinteraction of both energy group x-rays
present, with the target can be obtained. In this manner, the low-Z- -

containing materials can be identified and, thmugh computer
Handcarried pxkages that cannot be searched effectively by control, their image colored for easy identification. Low-Z -
one of the above methods should be excluded from the uaterial should be manually inspected because explosives
controlled areas. Any lunch boxes, purses, thermos bottles, materials are constructed oflow-Z elemants.
and other items that are to be brought into a con * rolled area
should be opened and searched. He interiors should be X-Ray Detection Devices
irepected for contraband. The cartons containing sealed food,
stuffs or beverages should be opened and searched. nere are many commercial x-ray units available for use in

screening packages. A schematic of a typical x-ray inspection
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Handearried Material

station for handcarried items is shown in Figure 4-1. X-ray A neutron source (*Cf) provides thermal neutrtms that will
devices for detecting explosives and other contraband should interact with various elements, including nitrogen. ne inter-
rneet the following criteria: action is "N + neutron > "N + gamma ray. ne gamma

ray is termed a prompt gamma emitted at the time "N absorbs
(1) be capable of detecting a 24 gauge wire viewed under the neutron-the gamma ray is not a decay gamma. His

step 5 of a step wedge constructed in accordance with prompt gamma ray possesses a specific high energy that can
ASTM Standard 792-82," Standard Practice for Design be detected with sodium iodide (Nal) detectors. Brough
and Use of lonizing Radiation Equipment for the computer processing, the area of interaction of the thermal
Detection of items Prohibited in Controlled Access neutrons with nitrogen can be displayed. The explosives
Areas" for 3 out of 3 trials shown in Figure 3-16 have a very high nitrogen conte:1L

Herefore, a high area of ttermal neutron interaction with
(2) if a cabinet system, conform to the safety requirements nitrogen is suspect as an explosive. Of course, the nitrogen in

contained in ASTM Standard 792-82 any nitrogenous material will interxt with the neutr;ns and
provide a high nitrogen density area on the computer display.

(3) be capable of processing 10 packages per minute However, ta many materials have the nitrogen density that
the explosives possess.

<-) may be single beam, single beam / dual energy, dual
beam, dual beam / dual enal;y, and have one or Associated with the TNA is a transmission x-ray system that
multiple detectors is activated to look ar 4ny package that exhibits a high neutron

density. His combined system is termed XENIS (X-ray
(5) with the unit, the operator should be able to discern if a Enhanced HuclearInterrogation System). De XENIS tries to

weapon or e plosive device is present in a typical determine if any correlation exists between the high nitrogen
briefcase, purse, and box density area and any suspicious areas in the x-ray image.

4.2.1.4 Vapor Detection
+2 *-M'/uTv Moniu .--> p "

ne principles of vapor detection are discussed in Section
3.4.1.1. Personnel portals are not suitable for pxkage inspec-

Conuel Panel Pedar tion, but handheld explosives vapor detection devices can beh p coe w used.

Emuu RumEg g; The criteria for handheld devices are described in Section
g 3.4.1.3.n uss naaner

s! I g 4 4.3 Testing of Entry / Exit Control^ " " " "

noos. cw= Systems for Packages and Bulk

Figure 41, X ray g , ;kage search system

4.2.1.3 Thermal Neutron Activation (TNA) 4.3.1 Testing of X-Ray for Packages

A number of nuclear techniques for detecting explosives are
Performance testing should consist of demonstrating that the

under study. However, the only technique that is commer'
x-ray detector system is capable of detecting a 24 American

cially available and being used in several attports is t>nnai
wire gauge viewed under step 5 of a step wedge constructed

neutron activation (TNA). It is not expected that such tece t
in accordance with American Society of Testing and Materi-. ogy will soon be used at nuclear sites because of : 4t wi

weight constraints. However, the foN -ing infor v.aon is als (ASni) Standard 792-82," Standard Practice for Design I
and Use for Ionizing Radiation Equipment for the Detection

provided for completeness.
~

ofItems Prohibitedin Controlled Access Areas." Operational
,

i
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Hwxicarried Material

testing for x-ray systems may not be considered necessary if 4,4,2 X Ray Search Methods
performance testing is conducted as described.

Under optimal conditions, twc individu als should operate an
4,4 ' Methods Tor Entry / Exit Control x-ray scanner. one sheuld assist personnel in orienting their

for Packages and Bulk Items Packages properly onto the conveyer belt. ne other should
operate the x-ray seanner.He scanner operator should not be
in position mo<e than 30 minutes at a t! ne because his/her

As a person proceeds through a portal or contraband screening ability to recognize contraband in the display image is com-
area, his/her handcarried items shoulo proceed separately and promised after that period of time. Herefore, the two opera-

,

be inspected for contraband at the same time he/she is being tors should switch positions approximately every 30 minutes I
inspected. and be assigned other duties for at least 15 minutes. This is ]

| explainedin ASTM F792-88, Appendix X2. |

| All material, packages, and bulk items should be searched for i
'concealed firearms, explosives, or other contraband. Each package should be placed on its side in the center of the

llandcarried deliveries, such as foodstuffs and beverages, x-ray conveyor and passed through the x-ray scanner. If the
should be identified and verified as authorized delivery prior image reveals any shape, coloration, or other factor that may

| to entry. All such materials and packages should be searched he contraband, procedures should be defined to:
for firearms, explosives, and other contraband. Packages
holding foodstuffs and beverages should be subjected to (1) pass the package ti. rough the x-ray scanner again
search. For items in which size, weight, packaging, or other
physica' characteristic prohibits effective search, specific (2) reverse the pxkage, i.e., flip it over, and pass it
regulatory requirements should be consulted, through the x-ray scanner again

4.4.1 Physical Inspeation Methods (3) physically inspect the package

Physical inspection refers not only to pacmage inspection, but (4) call a security inspector to accompany the person and
also to behavior of personnel,i.e., profiling. A person behav- package to the holding area, if necessary
ing furtively or being hesitant to subject himself/herselfor his'
her package (s) to inspection are considered suspect. A pack. If an individual refuses to comply with the procedures, or if a

! age should not be accepted for inspection unless the person firearm, explosive. or other contraband is found. entry should
'

will go through inspectien himself/herself at the same time. If be denied and the person should be escorted to a nolding area
t an individual refuses to comply with the procedures, or if a for appropriate action. If material of a suspicious or unknown

| firearm. e x plosive. or other contraband is found, entry should nature is found, entry should be delayed until responsible

| be denied and the person should be escorted to a holding area security personnel are satisfied that the material is benign.

j for appropriate action. lf material of suspicious or unknown
! nature is found, entry should be delayed until responsible 4.4,3 Vapor Detection Methods
| security personnel are satisfied that the material is benign.

Packages and buik items may be searched for explosives with

| Only packages that can be opened should be presented to a a handheld e x plosives detector.De following general method
! security officer for physical inspection, and they shouid be should be followed

open. The officer looks at the package interior to determine if
any object / shape appears anomalous. Objects should be in. (1) Scan the surfxe of the package, purse, or other object.
spected both manually and visually to ensure that they are not
explosives or other contraband. The interior of the package is (2) De package should be opened; scan the interior in the
searched for hidden contraband. The interior of any radio, manner authorized by the detector manufacturer, being
computer, calculator, or other electronic equipment should be certain to scan into pockets and other recesses within
inspected. These items should be demonstrated to the officer the package.
to be operable. The interior surface of the package / bag should

! be inspected to determine if contraband is concealed in the (3) If unable ts = ven the package, scan along any holes or
top / bottom / sides of the packare. other openings into the package and along seams.

,

I
L
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- (4)' If dissatisfied with ability to obtain a good sampling, If anindividualrefuses tocomply with thejwcce4 a orif a
= or there is cause to suspect that an individualis : . firearm, explosive, or other contraband is found, entry should

attempting to introduce explosives into the controlled be denied and the penon should be esconed to a holdmg mea .
; area, the person and his/her package (s) should be taken for appropriate action. lf material of a suspicious or unknown

_

to an x-ray scanning station. ' nature is found, entry should be delayed undl responsible __
security personnel are satisfied the material is benign. i

.
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5 Entry / Exit Controls for Vehicles
i

5.1 General Introduction tive lwes in the madway can take the place or the break beam
|

or other such devices used as oce upancy sensors for pedestrian '

monitors.
Vehicles should be searched for unauthorized personnel,
firc^""5 ''P $ive5 3"d ince"di'rY device 5 Pri ' ' 'hel'l

5.3 Installation Considerationsentering a controlled area. De search should include the cab

(both front and back seats of a sedan / convertible), engine
compartment, undercarriage, and cargo area. (Refer to Vehicles si.cmid be inspected prior to entering a controlled
NUREG/CR-0485, " Vehicle Access and Search Training area, and they should be inspected for SNM upon leaving an
Manual" for details.) Emergency vehicles and errergency area where SNM is accessible. These inspections, in most
response personnel allowed facility access without search instances, occur in a vehicle portal at the area boundary. The
should be escorted while onsite. location and installation of these portals is important to ensure

an effective screening process.
The vehicle searches should generally be condueted in a portal
or monitoring station and are generally manual searches by 5.3.1 Vehicle Portal Monitors
trained security officers. Rese searches and the search aids
are described below-

During a search for radioactive material, vehicle portals
operate best when background radiation intensity is relatively5.2 Hardware low and constant. Collocation of the monitor with other
processes that cause the vehicle to pause, such as a badge

All material, packages, and other cargo carried by any vehicle check, can provide additional time for monitoring. In any

should be searched for firearms, explosives, and other contra' case, the location of the radiation monitor should be where the

band prior to entry into a controlled area. Screening of vehicle passes close to the monitor panels, and the vehicle

material and bulk items carried by vehicles can be accom- should move t, lowly. Fences and speed bumps can assist in

plished using the same hardware and procedures described in
achieving this goal,

3*"I " d-
5.3.2 Vehicle Monitoring Stations

5.2.1 Contraband Search Ilardware
vehicle monitoring stations are used where the highest sensi-

nree methods can be considered to search vehicles for tivity to radioxtive material is required. High sensitivity is

explosives and firearms: (1) a handheld explosives detector, achieved by positioning detectors as close to vehicles as

(2) a physica!, e g., hand, search, and (3) a canine search. The ' .-ss ble, analyzing data from small groups of detectors to.-

use of hardware in a vehicle search is limited; however, maximize the importance of a diversion signal, and counting

explosives vapor detectors and canines can be used to screen for the longest practical period of time. Vehicle monitoring

for explosives. stations require more construction than do other vehicle
monitors. A framework is needed to support the overhead
detectors, and trenches are needed for below-vehicle detec-

5.2.2 SNM Vehicle Monitors
tors. Occupancy can be detected with a roadway vehicle
detector loop or other device.

Here are two types of vehicle SNM monitors in use. The
techmlogy of thochicle monimrs is basically the same for

, 5.4 Methods for Entry / Exit Controlthe pedestnan monitors.The two types of vehicle monitors are
analogous to the two types of pedestrian monitors. ne portal for Vehicles
vehicle monitor is similar to the walk-through monitor in that
the vehicle is not required to remain stationary for extended
priods of time. Vehicle portals are used only where relattvely

he first step in screening vehicles in all cases is to turn off the

large quantities of SNM, or highly radioactive forms of SNM, vehicle's engine. Additionally, the security officer may ask

need to be detected. The vehicle monitoring station, on the the driver to hand the ignition keys to a security officer. ]
other hand, requires the vehicle to remam stationary during Searching for explosives on a vehicle is best performed in an ,

enclosed area where airflow is controlled. |the time that monitoring is taking place. In both cases induc-

45 NUREGICR-5899



__

Vehicles

5.4.1 Ilandheld Explosives Vapor Detector 5.4.2.1 - Engine Compartment

Methods
ne security officer should look at and feel the entire interior

ne four sections of a vehicle should be examined in the surface of the hood }{e/she should also visually inspect the

following manner, entire engine compartment, including the engine.

5.4.2.2 Driver / Passenger Area (s)5.4.1.1 Engine Compartment

Run the sampler (or sampling portion of the detector) over the ne security officer should visually and with hands inspect '

entire interior sutface of the hood, using a slow, sweeping under the total dashboard area. glove compartment, the top (s)

motion. lf a swipe sample is necessary, run the swipe over the of seat (s), the seat (s), and under the seat (s) on all sides. ne

interior surface of the hood. Inspect the entire engine compart- same should be done for a seating area in the tear of the

ment on and around the engine in the same manner with the vehicle. In all cases, the security officer should feel with a

handheld vapor detector. hand between where the seat and back come together,

5.4.2.3 Trunk (fled of Truck)5.4.1.2 Driver / Passenger Area (s)

With a handheld explosives detector (or swipe), sample under e security officer should look at and feel with hand (s) the

the total dashboard area, glove compartment, seatback(s), total interior s urface of the tru nk, including the ttunk lid, under

seat (s), and under the scat (s) on all sides. Sample the seating any rags, blankets, or other coverings in the trunk, wheel

area in the rear of the vehichOn the same manner as the front, wells, the back and underside of the rear seat, the spare tire,

in all cases, sample in the crack where the seat and back ccme and the area where the spare is located

together.
5.4.2.4 Undercarriage

5.4.1.3 Trunk (Iled of Truck)
The undercarriage can be surveyed using one of the follow'ng

With a handheld explosives detector, sample the total interica to provide access to the undercarriage.

surface of the trunk, including the trunk tid, under any rags,
blankets, or other coverings in the trunk, wheel wells, the back i or Ramp Inspection.

and underside of the mar seat, the spare tire, and the area where

it is located. A pit or ramp should be available over which the vehicle
should park. A security officer can then inspect tne undercar-

5.4.1.4 Undercarriage riage. In the front of the pit or ramp area would be a vehicle
barrier in the up position. If the inspection reveals no contra-

ne undercarriage is difficult to survey with a handheld band matarial, the barrier is dropped and the vehicle may

explosives vapor detector in a normal manner. One option is proceed. If contraband is discovered, security personnel will

to have a pit or ramp over which the vehicle is parked. A take the vehicle, driver, and other occupants to a holding area.

security officer in the pit can then inspect the undercarriage .

with a handheld explosives detector. In the front of the pit area Inspect. ion with a Ma.rror

should be a vehicle barrier in the up position. If the inspection
. reveals no contraband material, the barrier is then dropped and if a pit or ramp is not possible, a small hand-dolly on which a

the vehicle may proceed. Ifcontraband is discovered, security mirr r(s)is attached can be used. He dolly is pushed under
the vehicle, and the mirror permits security personnel to

' personnel will take the vehicle, driver, and other occupants to
inspect the u ndercarriage.ne dolly should be rolled back anda holding area.
forth, from front to back of the vehicle, from both sides of the
vehicle,whilesecuritypersonnelobservetheundercarriagein -5.4.2 Physical Search Methods the mirror (s). He security personnel should inspect the un-

,

!- dercarriage carefully. The vehicle barrier in front of the
Physical examinauon of the four sections of a vehicle can be vehicle should remain in the up position until cleared by the

| accomplished in the manner described below. Security personnel security officers. Since the undercarriage area is the most -
! shouki have the driver (l) open the engine hood; (2) provide xcess difficult to inspect, it is a likely place for an adversary to

to the vehicle's rear portion, i.e., open the trunk lid, open the door t conceal contraband.
the camper shell; and (3) open any closed areas inside the vehicle,

e.g., glove compartment.
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|

5.4.3 Canine Search Methods !
'I5.4.3.2 Testing

5.4.3.1 Limitations i

Testing of canines should be done only with real explosives

Canines may be capable of providing a satisfactory detection samples. If testing is possible, every precaution should be

capability for explosives in vehicles or in oversized packages taken to ensure that no cross-contamination of the e xplosives
-'

in the vehicles. If used, they should be trained, used, and test samples has occurred. Also, the explosives handler should

retrained at least weekJy in accordance with recognized pro _ wear double gloves when handling explosives, and another

cedures to ensure continued capability and reliability. Any person should open, close, and seal the box or vehicles, ne

training samples should be independently verified that they e xterior of the box or vehicle should not become contaminated

are not contaminated. Since any animal may present unpre. with explosives. At no time should the canine handler touch

dictable problens and weaknesses, other detection devices or the explosives test samples or the container to be used in the

equipment should be immediately available to serve as bxk. tests.

ups in the event of a dog's illness or other type of abnormal
behavior. Canines trained for explosives detection should not The test should include at least ten boxes or vehicles. Boxes

be used for detection of controlled or illegal chemical sub- could be briefcases, lunch boxes, purses, or cardboard boxes.
stances and vice-versa, Randomly load one-half of the boxes or vehicles with explo-

sives test samples and arrange the empty and loaded tests in a
row in random order with ten-foot spacing. The dog and
handler may go down one side of the row, allowing the canine
to inspect the boxes or vehicles, and retum up the other side.
A satisfactory test would be if all samples were located. This
kind of performance is well within the capability of a trained
and effective canine / handler team,

l
,
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tories, S AND91-2488, February 1992. detectors in use today are pulse type; therefore, this

standard should be applied with care.)
t Meyer, R udolf," Explosives," VCH, Weinheim, FRG,1987.

In addition to the above, the American Society for Testing! - Porter, L. K., L. R. Gallo, and D. W. Murray, " Metal and Materials (AS'Dd) has been developing application
Detector Technology Data Base," Sandia National Labora- guides and test methods for radiation monitors.This is being
tories, SAND 90-1719, August 1990. done by a subcommittee (C26.12) of Committee C-26 on

nuclear fuel cycle. In addition to the published standards,,

I White, R. J., " Electromagnetic Shielding Materials and there are draft documents dealing with both SNM and portal
Performance," Don White Publishing. G ainesville, Virginia, metal detectors. Four are published and include:i

| 1986.'

ASTM Standards on SNM monitoring in the 1991 Annual
6.2 Standards Book of ASTM Standards, Vol.12.01.

I

C1112 Guide for Application of Radiation Monitors
The history of standards for SNM detectors has been one of

to the Control and Physical Security of Special
change and development. Some of the documents published Nuclear Material (1988), pp. 661-668

L in the past that addressed this subject include the following:

C1169 Guide for Laboratory Evaluation of Automatic
1. Regulatory Guide 5.7, sections 5.7.3 and 5.7.4,

Pedestrian SNM Monitor Performance (1991), pp.
Directorate ofRegulatory Standards; United States,

713-721j Atomic Energy Commission; June 1973.
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GLOSSARY !

The glossary includes words having specialized meanings, Curie (Ci) means a unit of radioactivity (3x10. disintegrations
technical terms, units, initialisms, abbreviations, and acro- per second),

i
nyms used in this NUREG.

deceit means attempt to defeat a security system using false
access control means the portion of an entry-control system identification or authorization.
that verifies authority and authorizes access of personnel
seeking entry into a controlled area. delay (access delay) means slowing down an adversary's

progress.
access delay See delay.

detec rion means determining that an unauthorized action has
activation (neutron activation) means bombarding a material occurred or is occurring; detection includes sensing the ac-
with neutrons to produce radioactive atoms, tion, communicating the alarm to a control center, and assess-

ing the alarm. (Detection does not exist without assessment.)
adversary means an individual or group at:cmpting to steal
spcial nuclear material or perform radiological sabotage; an DOE means United States Department of Energy.
adversary may be an insider or outsider.

duress means the condition of a guard who is under attack or
alarm means a warning from a sensor or sensor system, held hostage by an adversary.
usually signaled by light or sound; it may indicate a false
alarm, nuisance alarm, or valid alarm. ECD See electron capture detector.

Am means Americicium EDD means explosives detector device.

antipassback means an entry-control system capability wherein EGDN means ethyleneglycol dinitrate. Also known as
'

the authorizing credential, such as a badge or pass, is con- nitroglycol; utilized in mixtures with nitroglycerine (NG)
trolled physically or procedurally, thus preventing the creden- because it markedly decreaseche freezing temperature of NG
tial from being used twice for entry without an intervening and decreases the sensitivity of nitrated dynamite to shock.
e xit,

electron capture dete: tor (ECD) means a passive explosives
assessment means the determination of the cause of an alarm vapor detector,
and the exte.nt of the threat.

element mens a distinct part of a physical protection system.
. Ba means Barium

EM/ means electromagnetic interference.
' Cf means Californium

encryption means in digital communications, encoding an
Ci See Curie, intelligible binary data stream to prevent unauthorized caves-

dropping of radio transmissions,

cm means eentimeter (10 meter).
entry control means the equipment and procedures used to

communication means the function of transmitting or inter- verify access authorization and to detect contraband and
changing information, including both transmission of alarm nuclear materials; generally considered part of the physical
signals to a centrd processing station and transmission of protection function of detection.

: response information to security personnel.
facility safeguards system (safeguards) means a system to

communications system means the equipment and procedures protect agains t the removal of special nuclear material and the
used by the sec trity force for sending and receiving messages. release of radioactive material beyond the facility's boundary.

It is often subdivided into a physical protection system and a
contraband means materials such as weapons, explosives, or material control and accounting system.
incendiary devices that are not permitted to enter a particular
area.
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Glecsary

false alarm means an alarm normally associated with elec. PETN means a solid explosive.
tronic malfunction of the sensing device.

phyrical protection means measures for the protection of
ferromagnetic means that a material his a relative permeabil- no:learmaterial m facilities designed toprevent unauthorized
i.y that is much greater than 1. Ferromagnetic rnetals are removal or sabotage.
strongly attracted by a magnet.

FIN means personal identification number.
fuel cycle means the sequence of basic operations involved in
the production of electrical energy from nuclear fuels, positive personnelidentity verification means examination of

a unique physical characteristic, such as voice, eye pattern, or
GHz means gigahertz (10' hertz). fingerprint, of a person to compare with stored data, if the data

match, the person's identity is verified.
hertz (#1) means a unit of frequency (1 cycle per secor.d).

PPS means physical protection system.
#2 See hertz.

protectedarea means a specifically defined area, enclosed by
IAfS See ion mobility spectrometer. one or more physical barriers, to which access is controlled,

ion mobility spectrometer (IAfS) means a time-of-flight mass Pu means plutonium.
spectrometer that measures the mobility of ions at atmcr
spheric pressure; a passive explosives vapor detector. RDX means a solid explosive.

AH mean kilohertz (10' hertz). real-time means an observation rnade at the time an event is
taking place.

AfAA See material access area.

relative permeability means the permeability of a substance
material access area (AfAA) means a location in a nuclear divided by the permeability of free space.
facility where a person can have access to nuclear material
with an opportunity for theft. response means tne act of alerting, transporting, and staging

a security force to intercept the adversary and stop him before
AfHz means megahertz (105 hertz). his goalis achieved.

NAR means nuisance alann rate. (See nuisance alarm.) responseforce means the guards that respond immediately to
counter the threat of an adversary,

non/crromagnetic means that the material's relative perme-
ability is equal to 1. Nonferromagnetic metals are not attracted RF means radio frequency.
by a magnet,

safeguards See facility saleguards system.
NRC mens United States Nuclear Regulatory Commission.

scintillation means the process by which photons are pro-
nuclear material means any fissile or fertile material used in duced as a result of the absorption of ionizing radiation in
nuclear reactors. scintillating material; used in nuclear material detectnrs to

detect gamma and x-rays from the radioactive decay of
nuisance alarm means an alarm that occurs when the sensing special nuclear material.
device is operating normally but that is not caused by an
unauthorized action. For example, wind, snow, or birds may sensor means a device that responds to a stimulus associated
cause nuisance alarms. with an unauthorized action, such as an intrusion into a

protected area or an attempt to smuggle contraband through an
FA means protected area. entry.

permeability means the propety of a substance that determines site means the space of ground occupied by a facility or plant.
the degree in which it modifies the magnetic flux in the region
occupied by the substance in a magnetic field. SNAf See special nuclear material.
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Glossary

special nuclear material (SNM) means uranium-235 (con- throughput means the rate at which material is processed in a
tained in uranium enriched to 20 percent or more in the U-235 facility or the rate at which people pass through an entry.
isotope), uranium-233, or plutonium, control portal, a contraband detector, or an SNM detector,

survcillance means the collection of information through TNT means trinitrotoluene, a solid explosive.,
devices and/or direct observation in order to detect undeclared
movements of nuclear material, tampering with containment, trade-of means a balancing of factors, all of which are not
falsific ation ofinformation related to locations and quantities attainable at the same time; givirg up one thing for another.
of nuclear material, and tampering with
IAEA safeguards devices. transducer means a device that converts one form of energy

to another form of energy.
tamper means to interfere in an intentional, unauthorized, or
undeclared manner to physically defeat a security device. VA means vital area.

theft means the unauthorized removal of special nuclear viral area means an area of a plant or facility containing
material or other valuable material from a facility, equipment or material whose failure, destruction, or release

could directly or indirectly endanger the public health or
thermal neurron activation means an active method of explo- safety by exposure to radiation.
sives detection.

I
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