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Abstract

mpurposcofthisNUREGisbpmvidewchtimlhnfamuionmmmmp(mdmnmm:ysm:idmtity
verifiers, weapons detectors, explosives detectors, and special nuclear material (SNM) detectors. For each type of device,
infcmﬁmispuuenndmwimipludopu:ﬁmbwwnfemWmmmm
operational procedures. Applications to parsonnel, handcarried packages, bulk items, and vehicles are addressed.
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2 Entry/Exit Control as Part of a Physical Protection System

2.1 The Role/Objective of Entry/Exit
Control

The primary objective of controlling access to controlled aras
is toensure that only authorized persons with a legitimate need
be allowed access w such areas. The objective of searching
vehicles, personnel, and packages prior to entry into these
areas 1s to prevent the introduction of contraband items that
could be used to commit sabotage, or 1o aid in the taeft of
special nuclear material (SNM). The p. imary objective “f exit
controi 15 to conduct searches of personnel, vehicles, and
packages to ensure that concealed SNM (5 not removed. A
secondary objective of entry/exit control is to provide a means
of accountability for personnel during and after an emergency.

2.2 Components of Entry/Exit Control

2.2.1 Access Control

The .omponents of access control include boundaries and
other harriers (o uncontrolied movement of all personnel into
and out of sensitive areas. The operation of these components
can be under manual control, automatic control, or acombina-
tion of both. A lock may require a key, a card, & combination,
or a password to open. The requirement for the user to have a
possession ar knowledge ¢ gain access is a valid element of
access control. Identity verification may be accomplished
either manually by using the guard force to identify a person,
or automatically, such as by using a biometric verification
technique. Card access control systems use coded cards o
eater information into the card readers. A biometric identity
verifier may be added as a series element between the card
reader and the rest of the system. In operation, the verifier
intercepts messages from the reader and requests the user to
submit his/her biomewic for verification. If the verification is
successful, the card message is passed on to the entry control
system. Otherwise, it is hlocked. Fully automated entry con-
trol systems generally incorporate safeguards to prevent unau-
thorized access attempts. These safeguards may include tamper
detection sensors, line security supervision, door monitor
switches, authorization verification checking, personal iden-
tification number checking, personal identity verification,
personnel tracking, and two-door portals,

2211 Identity Verification

Identty verification is the process of comparing an individual s
features to a set of physical descriptors and making a decision

as to whether or not they are from the same individual who
originally enrolled in the system. The key component of
dentity verification i+ the authenticated set of physical de-
sCriptors unique to the individual being verified. The verifica-
tion process can be performed manually or automatically, A
common neans of manual identity verification is the visual
comparison of an individual's face to a photograph. Auto-
matic identity verification can be performed by comparing a
biological measurement (biometric’ of an individual to a
stored reference measurement obtained from a prior enrol}-
men:. Commercially available systems exist that perform
automatic idenuty verification. Biological features that have
heen used for automatic identity verification include, but are
not limited to, eye features, hand geometry, signature dynam-
ics, typing dynamics, and voice dynariics.

2212 Coded Cards

A Coded card contains machine-readable information and is
used to rapidly read a person’s claimed identity into an
automated access control system. There are many coded card
technologies that have been put into commescial use, includ-
ing an optical code, bar code, magnetic spot, magnetic stripes,
Wiegand-effect, proximity, capacitance, and iniegrated cir-
cuit or “smart” card technology. When a person presents a
card at a reader, he/she is claiming 1o be the authorized holder
of that card. The system then either authorizes the person o
enter or rejects the entry.

3213 Authorization Verification

Authorization verification is the process of confirming that an
individual is allowed entry or access to a particular rssource
or area of the facility at a particular time. This is done by
checking the entry/access request with an authenticated au-
thorization list. This verification process can be performed
either manually or automatically. If performed automaticaily,
the person could use a coded ¢'d that tells a computer his/her
claimed identity, and the computer would search its con-
trolled data base to automatically verify that the person is
authorized to enter that certain area. This computer also is
often used to keep a record of entry and exit, as well as to
provide a real-time inventory of people for safety purposas.
22,14  Entry Control Area Floor Plan

The efficient protection of controlled areas requires an inte-
grated combination of entry control, guards, physical barriers,
intrusion and tamper detection sensors, alarm annunciation,
alarm assessm i, and a response force. Entry control pro-
vides for authorized entry and exit of personnel, vehicles, and

NUREG/CR-5899



Entry/E xit Control

packages into and out of the controlled area. Physical barriers
are required to prevent the free movement of personnel,
vehicles, »nd packages into and out of the controlled area.
Iutrusion sensors and patroliing guards detect unauthorized
movement attempts and generate alarms to the - te security
control center. A om assessment, made by guards on the
scene and/or at the site securit; contro! center from surveil-
larce camera pictures, dictates the action of the response
force,

The e.try control area floor plan should provide for the
ethicient flow of waffic into and out of the controlled area.
Specific areas should be provided for personnel identity
ver‘fication, personnel authorization verification, personnel
screening for contraband items, package screening for contra-
band, and holding areas for personnel and packages that do not
pass the verification or screening tests forentry, Separate areas
should be provided for entry and exit traffic where the traffic
volume could be high enough to cause delays andior confu-
sion. Holding areas should be separated from the normal
traffic flow to prevent delays to authorized traffic.

Physical separation and/or shielding should be provided be-
tween equipment that may cause, or be affected by, mutual
interference. Remote badge readers, identty verifiers, com-
puters, communication equipment, x-ray equipment, metal
detectors, and explosives detectors are examples of equipinent
that may require such consideration. Manufacturers’ specifi-
cations and FCC compliance centificates provide clues to
potential nroblems. Manufacturers can usually provide addi-
tional information on proper installation of their equipment.

2.2.1.8 Data Base Management

Data base management is the generation, maintenance, distri-
bution, usage, and protection of entry control information. The
sensitive nature of this information and the necessity 1 have
authentic ated data impose the need to protect much of this data
from unauthorized access. Controls thould be in place to

‘otect sensitive data, in any format, from unauthorized ac-
vess. This includes computer data files, video terminal screens,
and hardcopy printouts/reports.

2216 Computers

Computers are routinely veed for many tasks in entry control, from
simple recordkeeping t© complete automation of the entry control
functions. A computer may be configured o stand alone, without a
direct communications link to any other part of the entry control
systern, or, more often they are found in a netwark of communica-
nons links thmagznout modern entry conrol systems. Recent reports
of widespread unauthonized access togovernment and bank cormput -
ers serveto itlustrate the vulnerability of this partof the access control
System.

NI/REG/CR-5899

22.1.7 Communications Systems

A modem entry control s ysiem can be spread over a wide area,
with distributed processors controlling, monitoring, and re-
porting the various operations. Communications links be-
tween the system elemnents provide the paths for data transfer
and allow for central monitoring and control of the entire
system. Hard-wired communication links are generally pre-
ferred for fixed-site operations because they are easier
secure than radio frequency (RF) links. Line security is
required for the protection of sensitive information and for
ensuring the authenticity of received data. Data encryption,
data authentication, and active line supervision techniques are
methods to secure communications lines. Physical protection
of the lines may provide sufficient security in some restricted
areas. Redundant lines, following separate paths, protect
against the loss of communication from a single incident.

2.2.2 Detection of Contraband ltems and
SNM

Contraband detection is for the purpose of preventing person-
nel from bringing into controlled areas items that can be used
for sabotage and/or the unauthorized removal of special
nuclear material (SNM) from facilities. SNM detection is for
the express purpose of detecting the unauthorized removal of
SNM from a material access area. Examples of contraband
uems are firearms, explosives, and incendiaries. Firearms are
detected through the use of portal metal detectors for person-
nel screening and x-ray scanners for package search. Explo-
sives are detected with the use of walk-through explosives
detectors for personnel screening and handheld explosives
detectors for package screening. SNM detection is achieved
through ‘he combined use o1 radiation detectors and metal
detectors. The purpose of using both radiation detection and
metal detection is that if the SNM is shielded in an attempt to
defeat the radiation detector, the metallic shielding will be
detected by the metal detector. Metal detectors and explosives
detectors are useful for personnel screening while x-ray scan-
ners are used for package screening. Alternate methods for
performing personnel searches are the pat-down and strip
search. Direct inspection of opened containers and packages
is an alternate method for screening packages for contraband.

2.2.3  Intrusion Detection and Assessment

Intrusion detection sensors and tamper sensors for the entry
control devices are incorporated into entry control systems o
protect against unauthorized access. Sensors range fromsimple
switches to sophisticated motion detectors. Alarms are gener-
a..d when sensors detect an unannounced intrusion or a
person attempting to enter the facility without going through
the entry control portal. Alarm assessment is used to determine



the validity and the nature of the intrusion and can be used 10
determine appropriate response. If s-sessment cannot be
made, worst case should be assumed by the response force.
Direct assessment by the guard force has been the traditional
method. Video camera assessment is being used in many
systems because it provides for more rapid assessment, pro-
tects members of the guard force from possible open fire, and
makes more efficient use of the guard force. Alarm and
assessment data are usually sent to the site security control
center. There may also be a separate location where the
automated eatry control system is monitored and controlled.
Some or all alarm data may be sent w this entry control
monitoring location in addition to the data sent to the site
security control center,

2.3 Interface with Other Systems

2.3.1 Security Alarm Monitoring

Because a fault in the access control system o its defeat by an
adversary could compromise site security, monitoring of
critical access control function alarms may be required at the
site security control center. It is the responsibility of the site
security planner ¢ determine which uccess control functions,
if any, need such alarm monitoring. Failures of the access
control system host computer(s) and unacknowledged access
control alarms are access control faults that impact site secu-
rity, and they are usually selected for monitoring by the site
security control center.

Entrv/Exit Control

2311 Computer Failures

Failures of the access control computers are monitored with
the aid of a device referred 1o as a watchdog timer. A watchdog
timer is a device that has an internal countdown clock that
triggers an alarm relay when it reaches zero time, In use, the
clock is electronically reset by the computer being monitored.
The reset time interval is shorter than the countdown time
interval, so the timer relay is not actuated as long as the
computer condnues 1 provide the clock reset signals. A
fmmdhwusmumdm.mm
clock o trigger the alarm relay. Actuation of this alarm relay
should result in a security alarm.

23.1.2 Access Control Alarms

Access control alarms should be acknowledged by an operator
action within some time limit. Failure © acknowledge an
access control alarm should result in a security alarm.

2.3.2  Guard Force Response Team

Duress alarms call for immediate responses. A failure by the
primary site security control center to acknowledge access
control alarms may also require that the secondary site secu-
rity vonrol center initiate an immediate response. A guard
force response team may regire direct notification of such
alarms.

NUREG/CR-5899
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attempts entry or exit with the same credentials. This account
ing method can also be used 0 accoent for the last known
location of individuals following an emergency. A record of
all ransactions can be generated and stored in a data file on the
access control computer system. These records can be used o
generate reports and audit trails of past transactions. A manual
backup means of entry/exit should be provided at all times o
accommodate autharized individuals who experience false
rejection on automatic identity verification processes. Standby
manpower 1or manual backup and standby system compo
nents for manual or automatic switchover should be available
&t all tmes

3.2.1.6 Emergencies

Provisions should be made for rapic’ entry/exit under emas
»

gency conditions. Evacuation routes and assembly points

should be designated and training performed to minimize the
nfusion during an emergency situation. An automated entry
onrol system can be used to account for personnel after an
emergency, if entry and exat verification was in effect before
the emergency and if follow-up verification is performed by
all individuals at the assembly point(s) after the evacuation

System Security
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prevent compromise. The leve! of security protection should
be consistent with the operation being performed. System
&ccess to enter or change security information may necessitate
two authorized individuals to Jog on to the system and to
undergo .dentity verification. Access 10 read-only files may
necessitate only one authorized individual w0 log on and 10
undergo identity verification. Data encryption may be needed
10 prevent compromuse for data routed through unsecured

areas
3.2.2 Hardware Description
322.1 Coded Cards

Coded cards contain machine-readable information that can
be used to rapidly read a person’s claimed identity. Coded
cards are in wide use throughout industry, and many different
types of cards are commercially available. The following is a
histing and des ‘nption of scme of the most popular cards
Many card features have been standardized under “Ye Ameri
can National Standards Institute (ANS]) and the International
Standards Organization (1SO)

Optical Card

wo optical card technologies exist today. Optical memory

\aser, cards use compact disk technology to store several
1abyles

{ dataon a card. Optical spot cards use an array of

al tansmussion filter modulate ight into coded infor
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Farsonnel

mathematical checksum calculation based on this jiner is used
(o detect any unauthorized changes to the data. Random pre-
biaxing of the magnetic materia! #nd encrypting the checksum
¢ - be used w further enhance security. This technology
requires “censing and the use of modified readers b is othes wise

Wicgand Effect Card

The Wiegand-effect card contains a series of parallel Wiegand
wires emoedded in the bottom half of the card. The Wiegand
wire is a specially treated ferromagnetic wire that produces a
sudden, strong change in magnetic flux when exposed 1o a
slowly chaneing magnetic field. Such strong magnetic flux
reversals cao be picked up easily by a sensing coil. Each
Wiegand wire in the card is ussigned a logic “0” or “1” by
placing it in the proper position relative to the reseiting
magnets and the sensing coils. The Wiegand-effect card is
impervious 10 acidental erasure. It is moderate both in cost
and in the amount of information that can be encoded, about
40bytes, or a 12-digitnumber. A magnetic viewer can read the
card data easily, thus revealing the code therein,

Proximity Card

The proximity card is one whose information can be read
without the card being physically placed into a reader. Prox.
imity cards can be classified in several ways. The three most
comon ways are (') the method of powering the card, | 2) the
operating frequency * .age of the card, and (3) the read-only or
read/write capability of the card

The electronic proximity identification card, usually a small radio
frequenc,  ansponder. transmitter, must be powered in some way.
Active cards are powered by a long-life battery packaged with the
unit; the passive cards draw power from a transmitted radio fre-
quency field as it enters the intermgation 2one. Cards are classified
ko two groups according (o frequency. Low-frequency cards range
from 33 kHz 10 S00kHz, while high-frequency cards range from 2.5
MHz10 10GHz2. e nead-only cardcontains aspecific code, usually
fixed ot the ime of nu._.ufacture, whichcannotbe changed. The read
write cand usually contains a larger data field than the read-only card
andcan be programmed by the sysiem manager according (o his her
needs, These cards are difficult 10 alte: or duplicate. Several
technologies reemployed in producing the vnique code on the card.
The code length is limited to 12 or fewer digits for these proximity
technalogivs. Theee of these technologies are discussed below.

Surface Acoustic Wave (SAW)

In this type of code generation, RF energy is transmitted from
the reader 1o the badge, then coupled to a lithium niobatecrystal.

NUREG/CR-5899
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This energy creates stress that produces @ mechanical strain
wive on the surface of the crystal. This ware 1 then coded by
embedded metal trarsducers, which modify the wave as it
travels across the surfacc. The coded wave is then detected and
converted back w an RF signal, which is ransmitied 1o the
reader 10 be decoded.

Integrated Circuit Card

An integrated circuit card contains an electronic circuit that
generates a digital code. This code is usually unique 1o each
card. The electronics can be powered from either an external
RFﬂddmfmmhmdbum.Somcuamduw
for fixed codes, which are inserte at the time of manyfacture.
Others allow for user coding. In operation, the card trensmis-
sion ls initisted by stimulation from the reader. The card
responds by transmitting a signi' that is modulated by the
contained code. The reader <eceives and decodes this signal o
identify the card.

Electrically Tuned Circuits

This code is produced by laminated, electrically wned circuits
that resonate at specific frequencies. The reader stimulates
these cards by transmitting & wide band signal, which covers
the range of frequencies of the wned circuits. Fach circuit
responds to its specific sumulation frequency by absorbing
energy and then re-radiating it at that frequency. The reader
receives the re-radiated signals and determines the codes by
detecting which frequencies » * prasent.

Capacitance Card

The capacitance card has an w.~. - of sinali capac’  plates
laminated into it. Selected plates are coanecied (0 protuce the
desired code. The card teader meass . the capacitance of the
card 1o determine which plates are isolated and are
connected. The capacitance card 1s moderate both tand
in the amount of information that can be encouwd. The
practical code length is Jimited to about 12 digits.

Integrated Circuit Memory Card

[ntegrated circuit memory cards use solid-staie, digital memory
tostore upto several megabytes of informaiion. These memory-
only cards can be written to and read from, almost without
limit. These cards have limited application in access contro
because they are relatively easy to alter and duplicate. Cha.
type of integrated ¢ - £, called a memary card, contains digital
memory for storing information. These memaory-only cards
can store up to four megabytes of information.



Smum i Card

Smart card technology, relatively new in the United States,
has been in use for about a decade in France. The smart card,
slightly thicker than & bank credit card, has & microprocessor
and memory embedded in the card. The microprocessor gives
the cad its “smarts” and sets it apant from cards that only
produce a single coded response. The size of memory on the
smart card can range from a few kilobytes to over 100
kilobytes. The main advantage of the smart card is its potential
for high resistance to forgery or compromise. Data encryption
and biometnics templates can be incorporated (© protect the
card against unauthorized use. The primarv disadvantage of
the smart card is its relatively high cost.

3222 Mav  !ldentity Verification Hardware
Manual identity verification is based on the matching of
physical features of an indi7idual with an suthentic ated refer-
cnce sample of the same features. Photographs, fingerprints,
und signatures wre common examples of techniques for manual
identity verification. Hardware is commercially available that
can capture, store, transmit, reproduce, and display reference
samples of each of these examples

Photographic Imaging

Facial imaging is the mainstay of manual identity verification
for catry control. Security personnel can quickly match a
person’s facial image with a photographic image on a badge
or a display monitor to verify identity. Photographic images
miy be obtained with either film or with video cameras, Film
cameras generally have higher resolution capabilities than
video cameras, Commercial hardware is available that will
produce picture badges from either type of camera image.
Video images are more suited to automated = ystems becaise
they can be readily converted to digital format for transmis-
sion, display, and storage.

Fingerprint imaging

Fingerprint identity verification has not been suitable for
manual entry control unti! recently because direct observation
of a fingerprint was not practical. Commercial hardware is
now available that can capture and display a fingerprint itage
on & display monitor in near-real time. While this hardware
has many advantages over the traditional fingerprint cards, it
15 relatively expensive. Fingerprint image comparison may
have some applications in very vital areas, but it will likely
tequire the use of specially trained operators and will likely be
slower than facial image vomparison.

11

Signatur e Imaging

Commercial hardware exists that can capture and display
signature images for manual comparisons. While sig natures
have been a traditional method of many sl identity verifica-
tion, their value in entry control is limitee. | hey have the same
drawbacks as fingerprints and are more easily forged.
3223 Automatic (Biometric) Identity Verification
Hardware

Automatic identity verification is based on the matching of a
measurement of a biological feature (biometric) of an indi-
vidual with an authenticated reference measurement of the
same feature. Automatic identity verification offers ptential
advantages over manual verification in buth perforniance and
Cost.

Elements of perfarmance for automatic idestity verifiers are
errof rates and processing times for the various tasks being
performed. Overall performassce is a measure of how well &
verifier meets the specific requirements of & particular appli-
cation. Because requirements differ from one application to
another, it is necessary 1o match the features of the verifier 1o
the requirements of the application. The best verifier for one
application may not be the best for another. Many commer -
cially available systrms exist which perform automatic iden-
tity verification based upon a variety of biometric features.
These features and their associated sensors are discussed in
the following paragraphs.

Eye Features

Two eye features that have been vsed for identity verification
ure retinal vasclar patterns and iris patterns. Retinal patterns
are used by commercially available systems. No system 1s yet
avail shle that makes use of iris patierns, although some efforts
are | eing made to produce such a system.

Toe vascular features of the retina are sufficiently unique 10 an
individual that a measure of these features cai: provide a very
high confidence for identity verification. Measurements are
made by optically sweeping a circular path on the retina with
a low-intensity infrared light. The reflected light intensity is
modulated by the presence of blood vessels, allowing the
vessel positions to be locatod. Eye alignment, critical w
successful measurements, is aided by a visual target in a
viewing aperture, which guides the user to the proper position.
In practice, this method has proven itself 1o be very reliable.
Eyeglasses shoula be removed for scanning, but contact

lenses are not a problem. People with very poor eyesight are
more likely to be falsely rejected because of the requirement
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10 us~ & visual alignment target. Fasse rejection has not proven
10 be & significant problem with this system, and a false
acceprance is extremely unlikely. Figure 3-2 shows an eye
feature identity venifier

Inis feature extraction has been promoted as a non-invasive
verification method. The iris has unigue characteristics that
can be used to verify an identity, Video imaging of the iris i
the first step in feature extraction. The digitized image is
usually normalized to minimize variations in scaling, rots
tion, and lighting before the features are extracted. Feature
extravtion has proven to be a problen: in many cases where
lighting and eye position are not carefully controlled. Glasses
and contact lenses can produce reflections and shadows that
complicate the feature extraction process. Dark eye features
are more difficult to extract than those fi om lighter color eyes

Figure 3.2, Eye feature ioentity verifier

Fingerprint Features

Fingerprint features have long been recognized as unique to
an individual. Several systems have been marketed to verify
identity from some measure of a fingerprint. Various tech
niques have been tried to extract the unique features of
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fingerprints. Direct imaging, optical Fourier wansform imag
ing, and linear scanning have all been successful. False
fejecton errons  sve boen Ligh in some cases of fingerprint
ideatity verification. Imaging problems with the complex
features of fingerprints can and do occur. . ‘alse acceptance
errors are extremely ‘nlikely. Figure 3-3 shows a fingerprint
identty verifier.

Figure 3.3. Fingerprint identity verifier

Hand Geometry

The size and shape of the human liand have been shown o be
unique to an individual. Commercial systems make use of
thisfact to perform identity verification. One such system uses
mechanic & alignment pins to guide the hand into position for
imaging. This helps to minimize processing complexity while
producing very low false rejection end false acceptance error
rates. This device is relatively fast and easy to use, making it
a4 popular choice for entry control where a large number of
users need to be verified. Another system, under develop
ment, does rot require precise hand positioning. It uses
software algorithms to correct for misalignment. Figure 3.4
shows a hand geumetry identity verifier

Signature Dynamics

Signature verification has long been used to verify identity in the
banking and finance communities. Signature dynamics verifiers
record pen movements, while a user signs hisher name, 1o charc-
terize features of the incuvidual, A vanety of methods have been
employed for digitizing pen movements. Accelerometers, pressure
transducess, proximity sensors, @l acoustic sensors have all been
used. The dynamic features of signatures are tinie depend Gt and
prevent an taposter from semply tracing a valid signature o gain
acceptance from tresystem. Atleast one system includes asignature



Figure 3-4. Hand geometry dentity verifier

copture frature that allows for visual confirmation after the transix

ton, The emor rates for false rejection and false acceptance are
reas mably low for these systems, but tend 10 be higher than most of
the physiological measurerment devices. These devices also require
somewhat move time 0 complete a transaction and are o as wel)
suited for high throughput applications. Thev are very weil suited for
computer access control and for applications that traditionally
require asignature, such as acknowledging receipt of sensitive items
or information. Figure 3.5 shows a signature identity venfier

Typing Dynamics

Typing dynamics, or keyboard dynamics, verifies identity by the
tming dynamics of entering a password into a computer keyboard.
Even if an imposter knows the password, he will be rejected if it is
not entered with the proper rhythm. The oniginal products were
implemented as a plug-in card that was inserted o the personal
computer o be prodected. The latest versions are inglemented as a
software product. Typing dvnamics, which is suitable for computer
acoess control, was not developed for personnel access control but
may have apphcations in that area

Personnel

Figure 3.5, Signatore identity verifier

Voice Dynamics

Many companies manufacture voice dynamics-based idertity
verification systems. They range in complexity from small,
simple phrase s ystems 10 elaborate s ystems requiring the user
1o repeat randomly generated number or phrase sequences
Random phrase requirements make it difficult to play back
pre-recorded responses in an attempt to fool the device. There
are also devices that are 1xt-independent. They can identify
or verify & speaker from voice samples, regardless of the text
content. Transaction times are generally longer for voice
systems than for other identity verifiers, espeially for the
ones requiring multiple responses. False rejection error rates
can be affected by background noise. False acceptance error
rates are generally lower for systems that require multiple
voice responses. Voice dynamic verifiers are not well suited
to high throughput access control applications

..... Biometric Verifier Installation

Proper installation of entry/exit control hardware is para
mount for comect operation »f the equipment. Since there is
such a wide variety of equipment, the persons responsible for
detector installation should follow the manufacturer's recom-
mendations. There are, however, some general guidelines that
can enhance performance of the equipment. These general
guidelines ensure proper installation of entry/exit control
hardware

Biometric identification devices are electronic in nature and
usually have one or more of either mechanical, optical, o
acoustic elements. They are all designed to operate in &
protected environment, consistent with human habitation
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They are not suitable for outdoor use where moisture, dust,
lurge remperuture extremes, and other hostile factors may be
present. Manufacturers can provide information on suitable
operating environments for their equipment. Electromagnetic
interterence, noise, and lighting can affect tiese identifiers

3240 Electromagnetic Interference

Electromagnetic interference is generally not & problem with
these aevices. They are comparable 10 a personal computer
connected 10 & local area network. Strong electromagnetic
field environments can cause problems, so they should not be
placed adjacent to devices that generate these fields. Devices
to be parucularly wary of include xray machines, metal
detectors, remate radio frequency badge readers, and switch-
ing power supplies

3232 Acoustic Interference

Identity verifiers that utilize acoustic devices are susceptible
to interference from background noise. Voice verifiers, for
example, do not wlerate high levels of noise. One source of
noise can be from mechanical vibrations transmitted through
the mounting wall. Vibrations can be caused by equipment
such as heaters, air conditioners, and electrically operated
doors

3233 Lighting Interference

Optical sensors can be influenced by background lighting
conditions. Verifiers using such sensors should be protected
from direct sunlight and other harsh lighting situations. A
preferable arrangement would be 10 use a uniform lighting
environment.

324 Biometric Verifier Testing

A biometric venifier's perfarmance is best tested by subjecting it
cuntrulled use by trained and impartial users and then analyzing the
results. Training shoukd be sufficient © bring the users w0 a point
where they feel comfonable and confident with the verifier 1o be
tested. Honest mistakes mude by trained users are a normal pant of
the process in man-machine interactions and are a valid component
in the testresulis. Partiality 1s a subtety thatcan skew wstresults. The
test population should nothave astake in the outcome of the test. The
three values that taost reflect verifier performance are false rejection
error rage, false acoeptance error rae, and transaction time.

3241  False Rejection Testing
A false rejection error is access denial due to the failure 0

verify the identity of a3 validly enrclled user. Testing
establish the false rejection exror rate of a verifier is performed

NUREG/CR- 5899

by recording the results of trained users making honest at-
tempts at verification. The false rejection error rate is the
percentage of verification failures that occur in a set of total
atiempis. with the allov ible number of tries at venfication
and with the selected acceptance threshold value. Refine-
ments and enhancements Can be made on this simple approach
o establish error rates at other acceptance thresholds and with
a diffe-ant number of wies allowed for venfication,

1242 False Acceptance Testing

A false acceptance error is the incomeci makching of an
.mposier with & validlv enrolled user and granting access,
False acoeptance testng requires trained users o enter the
personal identification numbers (PIN) of other users and o
attempd 10 be accepied as those individuals. The false accep-
tance error rate is the percenta e of false acceptance; that
occur in the set of total stuempts » ith the allowed number of
tries af verification and with the selectad acceptance tueshold
value. Refinements and enhancements can be made on this
simple approach © establish error rates &t other acceptance
thresholds and with a different number of tries allowed for
verification,

3242 Transaction Time Testing

Transaction time is the elapsed time for a validly enrolled user
10 gain access after initiating the identity verification process,
An important consideration is that the transaction time of the
verifier can be masked by other system delays when the
verifier is connected to a distributed access control system;
therefore, it is best to measure the verifier transaction iime
while the verifier is either in the stand-alone mode or while it
is connected © a dedicated host computer with known delay
times. Total system delay time is also significant in ar inte-
grated system. Testing of this time delay is discussed in the
following section on qualification testing.

3244 Qualification Testing

Qualification testing of a verifier is best performed befre itis
putinto service as part of an automated access control system.
It is important to separute the verifier performance testing
from the system debugging procedures. Any test results
before the system is properly operating will be void, Error
rates and transaction times can be established for the verifiers
with a trained test population of about 10% the size of the
expected user group. This will result in 8 representative
sample of users if carefully chosen to prevent biased results.
Each teste- should perform at lea°t 50 transactions o get past
the learning inefficiency and become an effective user. Sys-
tem delays caused by high usage rates may be simulated by
scheduling the entire test population to repeatedly verify as
fast as the system allows.
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Qualification testing performed after the system is put in
service may inciude the entire population of a facility. This
may be dictated by performance specifications or by the need
to establish a baseline for future performance verific ation
testing, Fducation and training of the entire test population are
essential for the results w reflect true system performance . [t
may not be necessary, or even desirable, to inform the users
that system testing 1s being performed. Monitanng of indi-
vidual results is required in order to seek out individuals
having unususl problems with the verifiers and o try o
understand and to correct their problems. In some cases it may
be necessary to exclude results from individuals who wre
unwilling or otherwise unahle to properly vse the verifiers
348 Verification Testing

Blometric identity venfier performance can be monitorad
automatically as the vertfier is being used in daily aperation
False rejection error rates and user scores are statistics!
vaniables whose distributions are a function of verifier perfor
mance. A running, long-term distribution of esch of these
variabies can be generaled as the verifier is being used, A
short-teem aistribution of each of these variables can also be
generited. A comparison of the long-term and short-term
distributrons will show differences that reflect changes in the
verifier performance, Stable performance will produce sim-
lar distributions with nearly the same mean value. A signifi-
cant change in verifier perfarmance will cause the short-term
distribution to deviate from the long-term distribution. A
difierence of the means of the two distributions can be used to
ngger a performance alarm when a set threshold value has
beeu reached. Inital threshold values for the differences can
be set to three standard deviations of the long-term distriby-
ton. That is. if the difference of the means of the two
distributions is greater than three times the standard deviation
of the long-term distribution, an alarm is triggered. As expe-
nrience is gained with the system performance, the threshold
values can be adjusted to minimize false alarms and still be
sensitive 1o performance changes. The length of time for the
averages will be a function of the use rate of each verifier. A
fong: term average should have at least 1,000 transactions A
short-term average should have at least 30 transactions.

In more formal statistical testing, a standardized variable is
used to detect significunt ~hanges:
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where 4 = shor-term mean
M, = long-term mean
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0 = standard deviation of the long-term distriby.
ton

a = number of samples in the shon-term data
set

The test for significant change assumes that no change has
occurred. This is the null hypothesis, which assumes that y «
Hy, This hypothesis is accepted if the absolute value of 7 is loss
than some number, determined by a confidence value. Other-
wise, the hypothesis is rejscted. indicating that a significant
thange has occurred. These relationships are discussed in
elementary statistics books that cover statistic al testing .

125 Operational Methods

Having an effective entry/exit control system depends ot
only on having good cquipment, properly installed and tested,
but also on using the equipment correctly. The following
paragraphs describe proven methods and other relovant con-
siderations to ensufre that the entry/exit equipment is used
properly
J25.1 Methods to Verify Identity

Identity verification can be performed manually or automati-
cally. To facilitate both identification and search functions,
entry and exit traffic should be separated by physical barriers,
and employee and visitor raffic may be processed separately
S0 that processing of visitors does not impede entry by
employees.

Manual Identity Verificatinn

One means for manual identity verification is facial recogni-
tionndmdﬁvemmmtmwmwthmudpbmw.
Pmiﬁwoomp-immyummﬂiﬂndwaw
exchange or badge pick-up system. An alternate manual
ihﬁwvﬁftmmuwnnaMdWMy
monitor for recognition rather than a picture badge. This
mehod uses an electronic photo-imaging system that cap-
tures, stores, and displays good quality facial images that are
keyed to personal identification numbers (PIN). A facial
imeh&mm«ammhmmmum
ol its assaciated PIN. Facial recognition and a positive com-
parison to the monitor image provide the identity verification.
PIN entry can be accomplished from a badge read as the
person enters the entry/exit checkpoint.

Automated Identity Verification
A means for automated identity verification is by an identity

verification device that uses a biological (biometric) measure-
ment of the individual. Most biometric identification devices
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need a protecied environment such as controlled lighting ar.d
sound levels. Usually booths are built for such purposes, and
procedures should be established 10 ensure that users move
smoothly in and out of booths.

3252 Methols to Check Authorization
Authorization checking can be performed macually or auto-
matically

Manual Authorization Checking

One manual means of authorization checking is to confirm
that the wdentified individual is on the authentic list of autho-
rized individuals for entry at that location and time. It is the
responsibility of facility security operations to generatc, main -
tain, distribute, and protect the suthenticity of the authoriza-
tion lists. The suthorization lists may be either hardcopy
printouts or computer files that contain the required informa-
tion and can be manually accessed.

Automatic Authorization Checking

An automatic means of suthorization checking is to irclude
‘he anthorization data in the automated identity verification
system 5o that it is automatically checked when identity is
verified. This information would be included in the individual
records in the personnel data base.

3.3 Weapons Detectors

331 Hardware Description

Weapons detectors are employed to detect firearms and incen-
diary devices. All firearms are constructed out of metal
components. Even so-called “plastic” guns have metal barrels
and springs, so the detection of firearms is the detection of
metal. There are two general types of walk-through active
metal detectors in use today, the most common being of the
pulse type. The earliest active metal detectors, and still very
viable, were of the continuous wave type. Regardless of the
specific iechnology, all active metal detectors rely primarily
on the fact that a time-varying magnetic field will induce
currents in metal, and those induced currents can be detected.
Metal detectors are widely used in security portals because of
their speed of use, effectiveness at detecting firearms, and
non-intrusive nature. The following paragraphs discuss the
two types of walk-through metal detectors.

KR | Pulsed-Field Metal Detectors

The magarity of metal detectors in use today for weapons detection
employ a pulsed magretic field. An electromagnetic pulse pener-
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ated by the transminier coll produces eddy currents in conduct ve
metal objects within the archway which, in turn, generate their
own magnetic field. The receiver coil or coils can detect this
rapidly decaying magnetic field during the time between the
tansmitted pulses. (See Figure 3-6.) The magnitude and
duration of the eddy currents and the associated magnetic field
depend on the composition and geomety of the metal object.

LR
Call 7

N\

- xn 4

Figure 1.6. Coil geometry for typicel pulsed-field
me*al detector

Operation

Metal detectors of the pulsed-field variety penerate electromagnetic
pulses in the range of 60 10 1 500 pulses per second. The shapes of
the pulses vary but generally have complex shapes: impulses, step
functions, and square waves are common. The frequency spectrum
of the wavedorms contains frequency components from DC 10 20
kHz Coil configurations and signal processing vary from one
manufacturer 1 the next, but the basic technology is the same. An
electromagnetic pulse, on the arder of 1 to 3 gauss, is transmitted by
means of acoll built into the archway . After an interval following the
transmitted pulse, the input from the: receiver coil is sampled during
atime window. The length of the interval after the transmitted pulse
and the duration of the receive window depend on the operating
mode and the specific type of metal 1 be detecied.

Eddy Currents

When mesal is subjected to a time-varying magnetic field,
there is a voltage induced in any conductive path present in the
metal. The induced voltage results in currents called Foucaulk,
or eddy, currents. These currents in turn produce magnetic
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fields of their own. The eddy currents induced in the target
metal and their associated magnetic fields die out very quickly
in small, highly resistive metal objects, while those in large,
highly conductive objects persist somewhat longer. This is
due to the fact that s larger voltage is induced in a larger object,
and the induced current is greater in metals that are highly
conductive. Another factor affecting the magnitude of the
induced voltage is the ferromagnetic propertier of the metal,
Metals with & large relative magnet . permeability will have
alarger induced voltage than an ohject of the same size that has
@ low relative magnetic permeability Bolative permeability 18
the nermeability of the substance under consideration divided
by the permeability of free space.

Skin Depth

Electric currents have a tendency to flow near the surface of
the metal, This is called the skin effect. The depth that contains
63.2% of the current is called the skin depth. Skin depth is
determined by the frequency of the current, the resistivity of
the metal, and the relative permeability of the metal. For a
given frequency, highly resistive nonmagnetic metals have a
lurge skin depth while low resistive magnetic metals have a
small skin depth. Metls with & small skin depth respond
strongly 10 low frequency magnetic fields while metals with
a large skin depth respond strongiy only (o higher frequency
magnetic fields. When excited by the multi-frequency compo-
nent magnetic field of a pulse metal detector, magnetic metals
respond with eddy currents that are high in frequency.
Nonmagnetic metals subjected to the same magnetic pulse
will respond with high frequency eddy currents. This filter
effect and other effects allow the more sophisticated pulse
metal detectors 1o discriminate between the different types of
metals.
3312 Continuous Wave Metal Detectors

A second type of active metal detector generates a continuous,
time-varying magnetic field within the archway . The signal is
received by two receiver coils (see Figure 3-7), the outputs of
which are fed o a balanced differential amplifier. As long as
there is no metal in the archway, the balanced signal on each
coil will result in no output signal. However, with the intro-
duction of metal into the archway, the balance of the two
recsived signals is disturbed, primarily due 10 eddy currents,
and a signal will be gene:ated. The processor can simply
compare the signal to a Cireshold value to determine if an
alarm condition exists, of it can compare the received signal
10 the transmutted signal 1o detect differences in the phase
between the received signal and the transmitted signal. De-
tecting phase differences in terms of magnitude of the differ-
ence and the direction of the shift allows the detector o
differentiate between different types of metals.
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The most suitable frequency of the magnetic field for a given
applic ation is dependent upon the size and composition of the
object to be detected. Low frequencies are useful for the
detection of large ferromagnetic or large, high-conductivity,
nonferromagnetic objects. For this reason, weapon deteciors
are usually low-frequency devices so that small metallic
objects will not cause nuisance alarms. Typical frequencies for
portal weapons detectors are around 300 Hz. Metal deteciors
desigred (o detect small metal objects employ frequencies up
to 30 kHz. The higher frequencies required for smaller
nonferromagnetic items are due 1o the fact that the excitation
waveform is a sine wave. There are no frequency components
(other than the fundamental frequency) to produce a signifi-
cant response in the object. A non-sinusoidal wave or 2
frequency sweep would be required o produce the low- and
high-pass filter effects present in pulse metal detectors.

Figure 3.7, Coil geometry for iypical continuous wave
metal detector

Absolute Mode vs. Differential Mode Screening

When the responses o a group of individuals are recorded, the
magnitude of most of the responses will be very close to the
average response for the group. Further away from the average
there will be fewer and fewer responses of that maenitude.
When the number of responses at each specific magnitude is
plotted against all possible magnitudes, a bell-shaped curve
results. This bell-shaped distribution is referred to as a Gaussian
distribution. In the normal mode of operation, continuous
wave meta! detectors are set up with a threshold that lies
between the average response of the metal detector 1o a group
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be referred 10 as nuisance alarms 10 distinguish them from
alarms caused by equipment failures or spurious noise inter-
nal to the metal detector. The later alarms are commonly
called “false” alarms,

3y NAR Reduction Methods

Reduction of nuisance alurms in commercial metal detecior
equipment 15 accomplished in several ways, Electrical noise
in the vicinity of the metal detector is a problem that s dealt
with by filtering the AC power input and by processing
spunous signals out of the received signal.

3A22  Safety Shoes

Safety shoes can be a source of nuisance alarms at some
facilivies, Nonmetallic safety shoes are now available and
may provide the best salution to this problem. An alternative
would be to provide a change area so that safety shoes do not
need 10 be worn through the metal detector.

3323 Static Metal

Most metal detectors have the ability to ignore static metal.
This feature permits them to be positioned near stationary
metal objects without going into constant alarm. However,
nearby metal structures c.n still affect the sensitivity of a
metal detector, and whene ver possible a metal detector should
be located at least three to four feet away from metal struc-
tures. Ferromagnetic structures, of materials with a relative
permeability much greater than 1, can distort the transmitted
field, disrupting the uniformity of the detection field,
Nonferromagnetic metal structures can act as shields reduc-
ing field strengths. Metal in the floor sYould also be consid-
ered when installing a metal detecior system. An elevated
ramp or aluminum shield may be necessary to offset the effect
of metal structures in the floor, Static metal can also provide
a path o electromagnetic noise. Care should be taken to use
proper grounding and isolation technigues to prevent a metal
structure from conducting noise from a far-away source (o the
metal detector,

3324 Installing Near Other Equipment

Installing multiple metal detectors in close proximity or
operating a metal detector in conjunction with x-ray equip-
ment may require special installation procedures. When metal
detectors operate at distances of less than 20 fi. apart, all
detectors should be the same make und model. Consultation
with the equipment manufacturers before installation can
provide technigues to minimize the effects of interference
from these sources.

i9

3328 Interaction with Floor

Similar to the case of walk-through detectors, metal in the
floor can be a problem with the handheld metal detectors. The
handheld detectors, with their high sensitivity, can alarm
when passed close 10 a floor that contains reinforcing bars. If
the interference is minimal, a simple solution is 10 make sure
that the paddie or loop of the detecior is held vertical because
the edge of the detection coil is the least sensitive. Holding the
coll vertical will minimize the response to metal in the floor.
If interference is still a problem, a wooden platform may be
constructed on which the person being searched can stand.
The construction method of the platform should make use of
glue and other nonmetallic fasteners to prevent false alarms
due o nails or screws,

3326 High-Sensitivity Operation Installation
Searching for very small metal objects or SNM shielding
material imposes restricions/ limitations that are not neces-
sary for weapons screening. Since the sensitivity of the metal
detector is much higher than is needed for weapons detection,
more attention should be given to sources of nuisance alarms.
These include moving metal, such as a metal door in the
vicinity of the detector, faulty lighting fixtures, building
vibration, electric motors or transformers, radio frequency
sources, or nearby wiring,

Site Selection

The site of a high-sensitivity metal detector shos 4 be selected
carefully, and the power source for the metal detector should
be relatively free from noise or power surges. Environmental
factors that should be considered for every metal detector
installation become even mare important when greater sensi-
tivity is required. The presence of steel or other metal in the
floor, walls, or ceiling of a potential site should not be
overlooked. A high-sensitivity metal detector should be lo-
“ated away from all metal objects.

Change Area

To prevent alarms on a high-sensitivity metal detector from
Clothing and jewelry, a change area and lockers may need o
be provided. Metal components of shoes such as steel arch
shanks can also be a source of alarms.

1327 Metal Detectors as a Source of Interference

While consideration is usually given to the effect of nearby
equipment on a metal detector, occasionally a problem arises
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because the metal detector itself can be a sourve of electro-
magnetic interference (EM1). Equipment likely to be affected
would be telephone or video equipment placed near the
detector’s archway. The simplest solution is 0 move the
equipment away from the metal detector, Lut if that is impos-
sible, EMI shielding can be used. The disadvantage to using
EMI shielding is that it is metallic and could alter the sensitiv-
ity of the metal detector. It is preferable 1o shield the equip-
ment that s being affected rather than the metal detector

333 Weapons Detector Testing
RN | Test Object Considerations

Eddy currents and their associated magnetic fields are the
evidence that metal detectors use to detect the presence of a
conductive materigl. There are several test object-related
factors that affect the magnitude of the eddy currents and
therefore the magnitude of the metal detector’s response.
These major factors are the geometry of the target and its
electrical and ferromagnetic properties.

Target Size

The geometry of the target influences the magnitude of the
eddy currents in several ways, First, the cross-sectional area
normal to the magnetic field is proportional to the induced
voltage within the target. (See Figure 3-11.) Therefore, ob-
Jects that have the same cross-sectional area have nearly the
same induced voltage. If metal detectors simply responded to
the induced voltage, objects with the same induced voltage
would produce the same response. However, metal detectors
respond to the eddy currents that result from the induced
voltages. In accordance with Ohm's Law, the resulting cur-

rent is proportional (o the voltage and inversely proportional
to the resistance. (See Figurs 3-12.)

Faraduy's Law:

B ! In A Ume-varying uniform
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Figure 3-11. Induced voltage

NUREG/CR-5899

7’ N
N M remistance of 3 conductive loop of
/ L (e resistivity of the maierial
l\ ) tod by the length
\ —
Ohm's Law 16 the came of 2 cireular hoop, the length of
£ e loop 4 G cuvidrenca

Figure 3-12. Magnitude of eddy currents

Turget Shape

The shape of the target will be & major factor in determining
the magnitude of the resistance of the conductive path of the
target and therefore the magnitude of the eddy current. A
given matenial has a fixed resistivity so the resistance of a
target's conductive path is the resistivity of its material
multiplied by the length of the conductive path. The length of
the electnical path is effectively the length of the perimeter of
# cross-sectional area of the target that intersects a plane
normal (o the magnetic field. An example is the case of a circle
and a rectangle, both with an area of nine square inches. (See
Figure 3-13.) I” the rectangle has a length of nine inches and
a width of one inch, the rectangle's perimeter is about twice
as long as the circle’s. Even though the induced voltage of
each target is the same (because of equal area and Faraday's
Law), the resistance of the rectangle is more than twice that of
the circle,

Two shapes of the sume msterial have areas. The 9-aq i circle has &
ciroum ference of 10,50 in; Ce 9-8q.in (%1 in) rectangle has » porimeter of
20 in. The resistance of the paih s slmost twice & high & the
ciroulnr path. The result is that the circle is casier 1o detect.

Figure 311, Shape

The result is that the circle will produce an eday current that
is over twice that of the rectangle. Targets of complex shape will
tend 10 produce smaller responses in a metal detector. Complex
asymnetncal shapes also cause variation in response due 1o orien-
tation by presenting different cross-sectional areas 10 the magnetic
field. (See Figure 3-14)



The onentation of an object can change the aross sectional wea that 1s
portoal 1o the magnetc hines of flus

Figure 314, Orientation
Meanl Thickness

Skin depth refers 1o the fact that a current will be induced near
the surface of a conductive material. This means that the
thickness of the target (or the walls of the target) affect the
magnitude of the induced voltage and therefore the may nitude
of the eddy current. A target that is less than three skt depths
in thickness will produce a lower response in a metal detector
than one that has a thickness greater than three skin depths In
all the equations thut describe the magnitude and duration of
eddy currents in a target, only geometrical, electrical, and
magnetic considerations enter into the calculations.

Worst-Case Threat Item

The first step toward developing set-up and performance verifica-
tion procedues is 10 identify 8 worst-case threat item that should
always be detectod. This task is made mnore difficult because the
warst-case gt is not necessarily the smallest target but rather the
most difficult © detect. For example, a large brass object may be
harder 0 detect than a small stee’ ~bject. A handgun made of carbon
steel is easier o detect than the same weapon madeof amare resistive
stainless steel.

3332  Test Objects and Standards

Several older standards for testing metal detectons described test
objects in terms of mass and whether or not the metal contained iron
(fermous vs nonfermous ), Older standards specified some masses of
metals 1 serve as test objects. There was no atterp! 1o define the
objects in terrs of specitic metals or the geometry of the items. From
the previous discussion, it should be obvious that two items of the
same imaterial and mass, but with very different shapes, can elicit
greatly different responses in a metal detector. The following
paragraphs discuss the impartance of more specific standards for test
uhjects.

The Importance of Resistivity

The resistivities of the materials need 10 be specified. This
becomes obvious when one considers the case of the nonfer-
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rous target. If copper is chosen as the nonferrous material for
the test object, a target that will be easily detecled will result.
However, if the target is made of lead, the result will be a target
that will be very difficult 1o detect. This is due 10 two reasons.
First, lead is much more resistive than copper (about 14 times
more resistive). And second, the lead target will be much
smaller than the copper target because of the high specific
gravity of lead. There are other metals that are inuch more
resistive than lead. Clearly, the choice of the metal can
produce responses that vary between saturation of the detector
and not being detected at all.

Ferrous vs Ferromagnetic

How one interprets this old standard requirement also de-
pends upon the definition of ferrous. Strictly speaking, the
word ferrous means being composed chiefly of iron. This is a
chemical definition and not the electromagnetic definition
that was probably intended. The standard should have used
the word ferromagnetic. Ferromagnetic means that the mate-
rial is sttracted by a magnet. More specifically, & ferromag -
netic material has a relative permeability that is much greater
than one. The ferromagnetic properties of » material very
much affect the response of a metal detector, while the ferrous
properties of the material have no effect on the response at all.
An example of this is the ferrous material stainless steel and
the nonferrous ALNICO #lloy, an alloy of aluminum, nickel,
and cobalt. Austenitic, or non-magnetic, alloys of stainless
steel are slightly paramagnetic while the ALNICO is highly
ferromagnetic. A metal detector will respond to the stainless
steel in much the same way that it does O & resistive
nonferromagnetic metal, while the ALNICO will produce a
response similar to the response to cast iron. See Figure 3-15.

N res
/,-\ -
/ —

By providing a path of lower reluctance than the
surrounding medium, ferromagnetic materials
distort the magnetic fieid.

By intensifying the magnetic field within their volume,
ferromagnetic materials have a higher induced voltage
than other materials.

Figure 3-15. Ferromagnetic materials
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Current Weapons Test Objects

The choice of test object depends upon the function of the
metal detector. Metal detectors used for entry contro! should
use the weapons test objects described below. Those used for
exit control should ase the SNM shielding test object also
described below.

(1) Steel and aluminum alloy 25 caliber automatic pistol.
Manufactured by Armi Tanfoglio Giuseppe in ltaly.
Sold in the USA by Excam as model GT27H, and by
F.LE. as the Tian,

(2) Aluminum Model 7, 380 caliber derringer. Manufac-
tured by American Derringer Corporation,

Current SNM-Shielding Test Object

The recommended test object for exit shielding for highly
ennched uranium i a hollow lead cylinder with a diameter and
length of 17/, inches and a wall thickness of '/, inch. However,
where credible theft scenarios do not require the detection of an
object this small or of this material, and where requirements are
properly documented and approved, test objects suitable to a
specific situation may be substituted.

1333 Programmability and Test Objects

Modern metal detectors have become very flexible, The
introduction of digital technology has led to an increase in
programmability. By altering a program setting, one can
change the way in which a metal detector will respond to the
various metals. A metal detector can be adjusted (o detect
nonferromagnetic metals while nearly ignoring ferromag-
netic metals. Altering the program can then reverse the situ-
ation where the nonferromagnetic metals are ignored. This
ability 1o target specific metal types is a powerful tool but
greatly complicates the task of testing and setting up the metal
detector for weapoas screening. Modern weapons are com-
posed of a wide variety of metals and other materials, and they
can be divided into three general categories: (1) those com-
posed mainly of ferromagnetic materials, (2) those composed
mainly of nonferromagnetic materials, and (3) those com-
posed of both types of metals in roughly equal proportions. To
ensure that the detector detects all of the three general types of
handguns, the detector should be tested against a worst-case
representative of each of the three groups.

A few decades ago, when nearly all guns were made of steel,
the concept of an exemplar (or model) made sense. At that
time all guns shared cominon characteristics. An exemplar
could be devised that represented all kindguns reasonably
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well. This is no longer the case. An exemplar made from
ferromagnetic metal will, in this age of alloys, represent only
a small percentage of handguns. On the other hand, an
exemplar made from only nonterromagnetic metal would
again represent only a small percentage of weapons that are
composed of only nonferromagnetic metal. A emplar that
is composed of both ferromagnetic and nov.ermomagnetic
metals would represent the majority of handguns on today's
market but would still leave two types of weapons out of the
test standard. A meta! detector adjusted (0 detect a single type
of gun will generally be vulnerable to other types of guns.
Tests have shown that out of a group of five guns that are
among the hardest to detect of all handguns, no single gun was
the most difficult to detect in all detector/program combina-
tons. If it is desirable 1o use nonweapons standards for metal
detector testing and adjustment, a set of three exemplars
representative of the three general classes of handguns (men-
tioned in the preceding paragraph) would be advisable.

3334  Setwp For Testing

Clean Testers and Variability

The set-up procedure for metal detectors usually involves a
“clean tester” carrying target objects used to check the sensi-
tivity of the detector. A clean tester is defined as a person
carrying no significant metal. A troublesome variable in walk-
through meial detector systems is that different people affect
metal detectors differently One person may carry & quantity
of metal through a detector without causing an alarm while
another person with exactly the same quantity of metal will
cause an alarm. Some factors that contribute to this variability
are walking speed, gait, and body composition. This effect
becomes & consideration wien setting up a metal detector as
& weapons detector. A threshold should be set low enough o
detect all weapons, but high enough so that the nuisance alarm
rate does not slow traffic. When purfurming the initial detector
setup, testing with a number of clean testers with differing
body types will increase confidence that the detector will
detect the threat objects wher carried by anyone of any body

type.
Controls

Controls commonly found on metal detectors are a sersitivity
control and 2 program selection control. For most metal
detectors, the sensitivity control is used toset the variable gain
of recc.ver amplifiers while the threshold remains constant
and generally has no effect on the transmitter, Some metal
detectors adjust sensitivity by adjusting the alarm threshold
while holding the receiver amplifier gain constant. The pro-
gram control changes such variables as the transmitter fre-
quency, filtering, and signal processing. Some detectors have






Extraneous motion such as nodding the head, swinging the
arms, or swinging the hips should be held 0 a minimum.
During the head test, test walkers should focus on an eye-level
spot on the wall in front of them in order o keep the head from
nodding.

Velocity of the walk should be a normal pace of approxi-
mately 30 inches per second as determined by a slow count
(one pace per second). Velooity can range between 21 and 42
inches per second and still be acceptable.

During the ankle test, the pace of the walker should be normal
with foot placement such that the ankle that carries the test
target should consistently swing through the detector arch or
pause within the arch, depending on which is worst case as
determined by characterization testing such as the sensitivity
mapping. If normal facility operational procedure dictates
that pernsons being screened should pause within the arch, the
test walker should pause in the detector arch,

Test Preparations

Itis important to know the worst-case combination of factors
before beginning the field testing of a metal detector. The
mapping procedure described :n section 3.3.3.5 can be used
to find these combinations. The combination of the faciors of
the worst-case target at the worst-case location in its worst-
case onentation is called the absolute worst-case combina-
ton, Testing at this worst-case combination will be used to
establish the probability of detection while the worst-czse
combinations in the other two regions can be used to verify
that the detector sensitivity map has not changed. If another
combination produces a response in the detector that is nexrly
indistinguishable from the absolute worst-case, that combi-
nation is recorded as a rear worst-case.

When to Field Test

After a worst-case target object is identified and the metal
detector is set up to detect that target object in any orientation
in the least sensitive region of the archway, the metal detector
is ready for operation. The detector should then be tested to
establish the detection rate; this number is often used o
estimate the probability of detection and is determined by
performing an in-performance test. The detector should also
be tested to determine the detection raw whenever the metal
detector environment is changed or whenuver the detector is
moved or serviced. The test ubject(s) should be used to check
the detector archway at a sufficient number o” | ointt 0
identify any areas of low sensitivity that may have developed.
A quarterly performance verification can verify that the level
of operation has not changed since the installation.
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In-Plant Performance Test

The purpose of the in-plant performance test is o perform
sufficient testing to estimate the probability of detection for
comparison to a standard. To date, most testing performed on
metal detectors has relied on attributes data (alarmvno alarm).
To perform this type of testing, a target is passed repeatedly
through the detector, and the number of times the detector
alarms is counted. In the simplest case, the number of alarms
1§ divided by the total number of passes. This number is the
detection rate and is sometimes used as an estimation of the
probability of detection. This is not very rigorous in a statis-
tical sense. Most standards dealing with metal detector perfor-
mance state a confidence level for the target probability of
detection. For instance, a standard may state that the detector
15 to have a 0.9 probability of detection at a 0.95 confidence
level. Another way of saying this is that one has a 95%
confidence that the detector will detect a target 90% of the
tme. There are vanous mathematical approaches used to
determine the number of times a target has to be detected by
a detector 1o establish the probability of detection at a given
confidence level; each of the methods may result in slighdy
different numbers due to approximations and roundoff. The
following method is tne most accurate.

Each pass through a detector is called a trial. Attributes testing
of metal detectors is a series of Bernoul!i trials. This simply
means that each trial may have only one of tw ; outcomes, in
this case alarm or no alarm, and that the outcome of any trial
has no effect on any other trial. This type of data follows a
statistical distribution called binomial distribution. If the
number of trials is large, this usually means more than thirty;
an approximation can be made. in such a case the distribution
can be approximated by a normal, or Gaussian, disttibution. In
the past this approximation was useful because the mathemat-
ics of normal distribution made it easier o calculate the
required number of trnials and detections. However, with the
introduction of the digital computer, this advantage has all but
disappeared.

Letus assume that the testing strategy is based upon allowing
10 more than m misses out of a trials. Using the mathematics

of binomial distribution, an equation can be derived 1o calcu-
late a confidence level. The equation is:

CLei. i(:) "(--A)(’_P‘)A

k-0

maummuuumamr,iu
probability of detection, and m s the number of misses that the



testing strategy aliows. The n over the & within parentheses is
combinatorics notation that means the number of combinations of
n taken in groups of k. This can be calculated using:

For all cases other than the number of misses equal to zero, the
equation for the confidence level cannot be solved algebra-
ically for the number of trials; however, the equation can be
solved numenically with the use of a computer or a good
handheld calculator,

When designing a strategy for determining the probability of
detection at a given confidence level, the number of zllc wed
misses needs 10 be determined by the testing organization.
This number can be from zero to infinity but is usually limited
by practicality to no more than two to three, This is because the
required number of trials increases sharply with the number of
allowed misses. If no misses are allowed, the required number
of trials is held to a minimum, but the chance of failing the test
is a maximum. For instance, the required number of trials for
a no-miss strategy at a P, of 0.9 and a CL of 95% is 29; the
required number of trials for a one-miss strategy is 46; and the
required number of trials for a two-miss strategy is 61.

A populwr testing method is o use a multiple strategy approach
called multiple testing. This allows one to hegin the testing with a
maximum number of misses in mind but stop the testing at the first
level where the target values for probability of detection and
confidence level are mot. The number of stages is the number of
allowea musses plus one. If the maximum number of misses is two,
there will be three stages. Because the strategy changes from stage
10 stage, the application of the confidence level equation becomes
somewhat more complicated and results in different numbers than
were obtained in the simple fixed-miss striegy. The equation for
more than one miss is a single equation of more than one unknown
(one unknown for each miss allowed) and therefore does not have
a unique solution. The trade-off in selecting a solution is that the
larger the number of trials in the first stage of testing, the lower the
number of trials in subsequent stages. For example, the following
solutions are possible for one allowed miss with a 0.9 probability of
desection and a 95% confidence level.

If the number of trials for the first stage of wsting is 1o be 30 (the
lowest possible number of trials for the first stage must be greater
than the number of trials required by the no-miss strategy for there
w be & numenical solution), the number of tials required for the
second stage is 28. 1f 32 tnials are chosen for the first stage of testing,
the required number of tnals for the second stage drops to 20, Then,
if the number of trials for the first stage 1s raised 10 34, the number
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of trials for the second stage drops 10 15. A typical compromise is 1o
choose the lowest number for the first stage testing that results in a

reasonable number of trials in the subsequent stages. The reason ©
keep the number of irals lower in the first stage is that ane does not
expect o reach the second stage of testing very often. For example,
one may choose 32/52 w a reasonable compromise. See Table 3-1
for suggested multuple-stage test strategies. The following example
tllustrates the application for a three-stage (two maximum misses)
test stategy based on 0.9 probability of detection and a 95%
confidence level.

Table 3-1. Number of tests required for multiple-stage
performance test

Suggested number of alarms/‘number of tests
as a function of steges and misses allowed.

Nurnber of Stages
Number of Misses
Allowed 1 2 3
0* 29729 s e
1 3030 57/58 >
2 3424 51/52 65/67

*0 misses is not a multiple-stage test in the strictest sense

Using a multiple testing approach, the total number of trials
required if the detector is allowed to miss twice is 67, If,
howevet, the detector detects the test object during each of the
first 34 trials, the target values have been met. If the detector
misses no more than once during the first 34 trials but detects
51 of the first 52 rials, the detector has again met the target
values. If the detector misses no more than once more in the
second stage (for a total of two in the first 52 trials) but detects
65 out of 67 trials, the detector passes. Failure 10 detect at least
65 of 67 trials results in failure of the test.

Failing the test means either that the sensitivity is not high
enough or that diagnostic and corrective action needs to be
taken to determine necessary changes in the metal detector
environment, program, ur some other factor. After test failure
and corrective action, the test should b2 repeated.

For each of the other test combinaticas, the test walker should
make five consistent passes. Failure to detect on any pass
results in tesy failure and initiation of diagnostic and corrective
action,
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Weekly Performance Test

This test is intended to verify the conunued normal detector
operation following each in-plant performance test so that the
in-plant performance test does not have 10 be repeated 100
frequently. The test configurations for this test are identical to
the in-piani performance test and are a continuation of the 0.9
probability at & 0.95 confidence level strategy. The idea is 10
perform an in-plant performance test on a protracted sched-
ule. By performing six trials cach week, the probability of
detection is reverified every six weeks. Baseo ¢~ a thirteen-
week quarter, the probability is confirmed once per quarter by
the in-plant performance tes’ and twice per quaner by the
weekly performance tests.

Each week, six passes should be made by the test walker using
the absolute worst-case combination of body position and test
object. One failure means that an extra twelve passes at the
absolute worst-case combination should be made. Any failure
in the second twelve passcs, of more than one failute during
the first sia, constitutes a test failure, and ¥ diagnostic and
corrective action should be taken, Over the course of several
weeks following a single failure to Jetect an absolute worst-
case combination, any subsequent failure at that location
within the next 30 passes will be considered a test fa‘lure. You
may notice that during the protracted testiag only one miss is
allowed; this is because the testing routine becomes very
complicated if more misses are allowed.

In addition, each week six passes will be made at one of the
other combinations of body position and test object. If the test
configuration is a near-absolute worst case, the same test
failure logic as for the absolute worst case will apply. For all
other test configurations, any failure to detect will constitute
atest farlure. The non-worst-¢ ase combinations that are 1o be
tested each week should be varied in a revolving pattern until
all of the combing*ions have been tested.

The same procedure applies for the standard SNM shielding
testing. The rotating test for the other-than-worst-case com-
binations serves as a spot check to ensure that there are no
chang=s 10 the desactor’s overall detection profile. The rita-
ton\ .ng also serves to detect changes in programming that
could be the result of tampering.

Cperation Test

A functional operation test is usually conducted at the beginning of
each shift. The intent of the test 15 1o determine that the detector is
operating and will detect an obvious target. This test is performed
by a person such as a guard carrying a full-sized service revolver or
pustol through the detector. Failure 1o detect a large target indicates
that diagnostic and comrective action should be taken.
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134 Weapons Detector Search Methods

The first line of defense against unauthorized weapons is the
portal metal detector. When applied cosrectly, a portal metal
detector car. provide a high probability of detecting firearms
and some types of incendiary or explosive devices while
manitaining areasonable false alarm rate. A carefully thought-
out procedure for weapons screening can enhance the prob.
ability of detection and lower the false alarm rate. The most
IMPOrAnt Operation aspect is to ensure that people being
searched move through the portal at a uniform, normal rate.
3341 Portal Weapons Search at a Controlled Ares
All handcarried packages and other items shouid be presented
for x-ray of ha:d inspection prior to passing through the portal
metal detector. 1t is also advisable o encourage individuals o
divest themselves of metallic items carried on their person
before they pass through the detector the first time rather than
wait for a false alarm. A nonmetallic container should be
provided so that the items can be passed through the x-ray
scanner or presented for hand search, ltems removed from the
person’s clothing or pockets should not be allowed around the
metal detector without close examination. Any item *hat
cannot for any reason be properly searched should be prohib-
icd,

Following an alarm, the individual who caused the alarm
should be returned to the entrance of the portal metal detector
and allowed to remove any metallic items that were not
removed prior to the first pass through the detector. The
person should then be allowed (o again pass through the metal
detector. If the second pass is successful (no alarm) and the
items removed before the second pass have been inspected
and feund to be innocuous, the person should be allowed 10
progress to the next stage of inspection. If the second pass also
fails (detector alarms again), the person should be searched
using a handheld detector to isolate and resolve the alarm.
1342 Handheld Metal Detector Usage

The second line of defense in weapons search is the manual
search. A useful technical aide to performing these searches is
the handheld metal detector. [t should be remembered that the
use of the handheld metal detector alone is not always suffi-
cient 1o idenufy the source of an alarm. For example, a
handheld metal detector will alarm on & belt buckle; it will not
indicate whether there is any metallic item behind the belt
buckle. Asking the individual io remove the buckle ot per-
forming a pat-down inspection of the area is required w©
establish thet the belt buckle is the only source of the alarm. A
variable pitch or volume handheld detector can provide suffi-
cient information 1o make that judgment.



Both types of manual searches can be facilitated through the
use 0f s handheld meta! detector. Metallic ilems can be locaisd
quickly by the handheld metal detec wor, minimizing the extent
of hands-on search. The handi.eid metal detector should be
swept over the body at a diswuice of no more than three or four

inches in the following pattern.

(1) Starting from a shoulder, sweep down the front of the
body to the ankle regicr, then 10 the other ankle and
back up the opposite side of the body, ending with the
opposite shoulder If the detector's scanning coil
diameter (or length) is less than half of the person’s
hody width, the pattern will have 10 be modified o
ensure adequate coverage.

(2) The pauern used over the front of the body should be
repeated over the back of the body.

(3) Starting at one shoulder, sweep the detector coil over
the outside of the arm o the bottom of the sleeve, then
up the inside of the arm 10 the armpit. Sweep down the
side of the body to the ankle, then up the inside of the
leg and down the opposite leg and back up the other
side of the leg. Repeat the sweep of the inside and
outside of the arm opposite the side where the sweep
began, ending at the shoulder.

(4) Sweep the head area and ask that all headgear be
removed for search,

Particular attention should be paid to the pocket areas. Varia-
tions 1o chis pattern are acceptable; however, care should be
taken to ensure that the er e body is covered, and it is
rec~mmended that each search follow the same pattern to
pre.cd incomplete searches.

Handheld metal detectors are sensitive and will likely sound
an alarm when passed over very small metallic objects, such
as jeans rivets, metal buttons and snaps, brassiere underwires,
and other metallic items; for this reason a detector that has a
variable intensity or pitched tone that provides some indica-
tion of the size of the metallic item that is being sensed is
useful. In the hands of a skillful operator, the entire search can
bepufuwndwimwacmdemmwiwmmbdm
scanned. If, on the other hand, the detector simply sounds a
constant tone when sensing metal of any size, a pat-down of
the area may be required to ensure that the item being sensed
15 not a firewrm,

Each search should be a complete body search. Stopping the
search after finding the probable c-vse of the portal detector
alarm does not ensure that there are no other items on that
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person. Also, some medical surgical implants, such as knee
and hip replacements, can cause portal metal detector alarms.
The use of & handheld etul detectar and & pat-down of the
mcmwﬂyumudhmmm.nh“
mwmwuwmmmwmumw.

3.4 Explosives Detectors

341 Hardware Description

Weapons searches involve searches for metal that could be &
firearm or an incendiary device. The only present means and
techniques commercially available o screen personnel for
explosives are by (1) explosives vapor detection (either per-
sonnel portal or handheld), (2) low-dose x-ray scanning, (3)
hand searching, and (4) strip searching. For package/baggage
screening for explosives, x-ray (transmission and/or back-
scatier and corputer tomography) and TNA can be added.
Ihiese e the only techniques of devices com

vnercially vl
able al the present time.

Only vapor detection devices can determine the actual pres-
ence of explosives. Other instrumental means determine the
presence of a suspicious shape, area, or other anomaly, which
requires further effort to confirm that the anomaly is not an
explosive. Hand searching, including strip searching, perhaps
can determine if an explosive is present; however, some
explosives can be formed or cast into various shapes and
painted, or otherwise disguised, which can complicate the
visual confirmation that a material/package is an explosive.

Explosives of interest can include nitrated dynamite (ethylene
glycol dinitrate-EGDN + nitroglycerine-NG), trinirotoluene
(TNT), water gels (ammonium nitrate-NH NO,), C-4 (RDX
explosive), detasheet (PETN explosive), and Semtex (RDX +
PETN explosives). The latter three are termed plostic explo-
sives in which the explosive material is combined with
plasticizer material(s). The explosives of interest should be
defined; this will define the sensitivity requirements for
explosives detection and the appropriate explosives detection
device (or system),

KE RN Vapor Detection

Every explosive material has a vapor pressure. Figure 3-16
exhibits the equilibrium vapc.  “essure for & number of
explosives materials. As can be seen, the equilibrium vapor
pressures range fi m 64 parts per million (ppm) for EGDN
(64 x 10 cm’ EGDN vapor/cm’ of air) to 7 parts per triltion
(ppt) for RDY (7 x 10" cm® RDX vapot/cm’ air). It is easier
for a vapor detector to detect the more vaporous materials.
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Figure 316, Vupor pressure of explosives compounds

As with any material that gives off vapors, an increase in
temperature will produce a carresponding increase in vapor
pressure fr..m an explosive material. In addition, the vapors
from explosives listed in Figure 3-16 possess & number of
unigue propérties, which include (1) a proclivity to adsort:
onto any material with which it makes contact (wood, plastic,
glass, cloth, dust particles, and metals, both coated and
uncoated), (2) a tendency 10 desort upon heating, and (3) an
ability 10 add an electron to beceme negatively charped
(electronegativity).

Explosives material concealed under a person’s clothing will
emit vapors that will adsorb onto the clothing matenial. The
vapors will diffuse throvgh the clothing at a particular rate until
they are available for detection on the surfaca of the outer layer
of clothing. This time is termed the “soak time.” The subject
would have had o “wear” the explosive device for a period of
time equal to the soak time before there would be any explosive
vapor availuble for detection by an explosives vapor detection
device. Heat applied to the clothing surface will increase the
vapor pressure of the explosive at the cloihing surface and permit
its detection at an earlier time than without heating, thereby
reducing the soak time. Far both portal and handheld applications,
the process of explosives vapor detection is divided into three parts:
(1) collection, (2) preconcentration, and (3) detection.

Collection
Any explosives vapors released from a person can be entrained

(collected) in & flow of air over the outer surface of & person for &
portal or over the sampling area for a handheld detector. The
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direction of air flow can be either horizontally across or vertically
around the person.

It is desirable to utilize any method that can increase the
probability of sxplosives vapor being released from the outer
clothing surface so it can be collected in the air flow. Increas-
ing the yurface temperature helps both portals and handheld
devices. Ruffling the outer clothing with & jet-blast of air helps
collection in portals by dislodging vapors or particles with
adsorbed explosives vapors, which can then become en-
trained in the collection air flow,

Preconcentration

The tlow of sir used to collect explosives molecules is directed
into/onto & preconcentrator designed o adsorb explosives
molecules out of the air flow onto its surface(s). Subsequently,
heating the preconcentrator desorbs the explosives molecules
into a small volume of air flowing w the detector. Thus, the
explosives molecules have been taken out from a large vol-
ame of air and desorbed into a small volume of air, ie.,
preconcentrated.

A preconcentrator can be of any peometric shape, but it
usually incorporates the idea of closely spaced surfaces, Silica
(e g barusilicate glass, pyrex, fused silica, quartz) surfaces
have deen shown to be the best preconcentrator surfaces. For
purtals, the heating and coc” 9 of the preconcentrator shculd
be very rapid because the desired throughput is usually 10
persons/minute. Therefore, materials that can be resistively
heated and that possess a high thermal conductivity frequently
are used as & base, and they are coated with a thin layer of
silica. The same demand for time efficiency is not required for
handheld devices.

Detection

The method utilized for detection of explosives molecules
ideally depends on the sensitivity required and on the explo-
sives 10 be detected. Presently available explosives vapor
detection techniques include (1) pas chromatography fol-
lowed by electron capture detector (GC/ECD), (2) chemily-
minescence, (3) ion mobility spectrometry (IMS), (4) mass
spectrometry (MS), and ($) tandem mass spectrometry (MS/
MS).

ECD by itself usually is not sufficient © detect explosives
molecules since it cannot distinguish between electronegative
compounds. Therefore, GC/ECD is a common detection com-
bination for some handheld and portal designs. The GC
separates & composite gaseous sample into its individuz!
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Figure 3-17. Personsel explosives vapor detection portals

L8 show in any screening device 10 be used on people, safety is of prune
importance. The iadiation dose received while being scanned
needs o be s0 low that it 1s virtually indistinguishable from

ow-Dose X-Ray Scanning for Contraband background. Present scanners can scan only one side at a time
A person entening a scanner booth would have to be scanned

reen packages for explosives and two tmes, front and back, 0 ensure that no explosives are

A-rays s emerging, and that is secreted on the person. For general use, the low-dose x-ray
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20.103 (a) (1), o be effecuve January 1, 1994, ldeally, the
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IOOKS 81 x-rays scatiered back from a test subject, 1.¢

Untd recently, personnel screening for explosives could be Making an x-ray backscatiering system fully automatic is not
done only by explosives vapor detection portal, a handheld possible at the present time. Certainly the entering and exiting
explosives vapor detector, or hand searching. However, low of per:onnel, positioning of personnel to be scanned, and
dose x-ray (also known as “soft x-ray” and “low-energy x energlzing and deenergizing the x-ray system can all be
ray” ) scanning now is available, which can detect conrraband automated. However, the results of a scan are & computer
concealed on personnel (weapons/SNM containers, explo enhanced image on a display monitor showing the outline of

sives, drug This includes the gel-type explosives the person and any concealed objects. Recognizing an object
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Figure 318, Handheld explosives detectors
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Figure 3.20. Computer-enhanced image low-dose x-ray
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gu hable from the SNM being protected. It is nearly impos-
sible to duplicate the spectral output of SNM by non-SNM
sources. Even if this task were achieved, the spectral output
will immediately diift due to radioactive decay of the test
source isotopes. Even some SNM sources will d=part from the
“pect= " ~tput of the protected SNM with time. The gamma

o mof low bumn-up plutonium changes with time as
th won. o =Py decays to »Am, causing a plutonium test
sourn, . ncrease in intensity and become easier io detect.
Non-SNM Sources

If tests with SNM ar~ © ot necessary or are impractical, for
example where a wii ' ange of st source sizes is required,
there i1s one commercially available isotope that can be used,
with caution, as a substitute for low burn-up plutonium, The
1sotope '"'Ba can be used for daily monitor testing and as a
suhstitute for plutonium for some performance testing. How-
ever, " Ba has a different gamma ray energy spectrum, and
the "“Ba imensity decieases with age, unlike that of pluto
nium. he spectrum differences will cause different monitors
torespond differently to '"Ba, even though they may respond
identically to plutonium. For *xample, equivalent monitors
for detecting HEU and plutonium would be tested with
shightly diffarent amounts of '“Ba, depending on whether
their Jetectors are Nal(Tl) or plastic scintillator.

Target Shape

Other monitoring influences relate to (1) the shape of the
material of interest; (2) shielding material that may be placed
aropnd SNM; and ( 3) the physical farm of SNM. Thin sheers
of material emi¢ much more radiation from their flat surfaces
than from their edges. Shielding material c>~ cause general
reduction of the radiation o1 act as a filter an...qating certain
parts of the radiation’s spectrum, Powders emit much higher
levels thon an equivalent amount of compact met

Shielding Effects

Absorbing material between “*'M ard a detector decreases
the amor=t of radiation reach.ng the moritor. Shielding may
take the form of matenal placed aro:nd the SNM to absorb
pamma ray or neutron radiation, or it may simply be an abject
or person b *ween the SNM and detector. Shielding that
lowers ENM cadiation int: nsity to a level below the detection
tnreshold wilt permit the SNM to go undetected. For +* ‘s
FEASOn, MO, OrNg System.s are most often built with detec,
sensitivities tht are much higher than required for detect
bare >MM. Hig! sensitivity alwws detection of any transm
ted gxiuma ra-5 Lom the SNM plus any build-up radiator
such ac 7 weescence radiation from thick 'ead shields. The
draw, ack t- kigh y * “sitive monitors is that, with higher
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background count, the separation between the source count
and the background count decreases. Therefore, in a nigh
sensitivity mode, small vanations in the background are more
likely 10 cause an alarm if it is concurrent with someone
passing through the monitor.

354 SNM Detector Search Methods

Individuals exiting areas where SNM is accessed should
undergo SNM exit searches.

Following an alarm, the individual who csused the alarm

should be returned to the entrance of the & vinitor and
allowed 10 again pass through the monitor sond pass
is successful (no alarm), the person sh . aliowed to

progress to the next stage 0 1spection. If the monitor alarms
lor a second time, a hand search should be initated A
handheld SNM monitor can be helpful in locating the source
0f the alarm. If search personnel are unsure of the aature of an
object or material uncovered during the search, the object or
material should be confiscated and the individuai’s exit de-
laved until a determination can be made that the object or
material is not SNM or does not contain SNM.

Although handheld monitors are small and seem less
complex (see Figure 3-22), their functional components

Figure 3-22. Handheld SN monitor



are the same as those of pedestrian and vehicle monitors.
Both have a scintillation detector,a method for updating the
background, sensitivity controls, and signal processing and
alarm circuitry. Some differences are that it has been more
commaon for the handheld monitors 10 employ Nal(T1)
scintillators (although in recent years the trend is for the
handheld monitors to be equipped with plastic scintillators),
and the background update is manually activated on the
handhelds.

Handheld SNM monitors ca )¢ very sensitive dve 10 operat-
ing in close proximity to the source. Also, their effectiveness
is dependent upon the skill of the operator. It is very important
that the operatons of handheld SNM monitors be well trained
in their use. A search method similar to the one used for
handheld metal deteciors and handheld explosives detectors
should be used

3.6 Direct Searches

Direct searches are often required to confirm indications of
contravand from more automated seasches.

36.1 Pat-Down Search Methods

A h..ds-on s + . be made by one unarmed security
officer wh' . .. ovher security officer observes the
search, Th, - should be - nducted by a secunity
officerof the. - .« " &8 the pe. - .n being searched. The
following are searched by moving the hands over
the clothing & i o

(n
(2)
3)
(4
(5)
(6)

shoulders to wrists, inside and outside the arms
under upper-arm areas down side of torso o ankles
insides, fronts, and backs of legs

back torso from shoulders to back of pelvis

front shoulder area down lower rib cage to pelvis
any headwear should be removed and inspected

If an individual refus..s to comply with a hand search, or if a
firearm, explosive, or other contraband is found, entry should
be denied and the person escorted to a holding area for
appropriate action. If material of a suspicious or unknown
nature is found, entry should be delayed until responsible
security personnel are satisfied that the material is benign.

3.6.2 Strip Search Methods
A strip search should be conducted by a security officer of the

. gender as the person being searched. The person is
conducted to & search room. He/she disrobes, except for
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underclothing, and submits hisvher clothing o the security
officer for inspection. The security officer also ensures that no
contraband is attached to the persor.'s body. If an individual
refuses to comply with the searcl, or if a firearm, explosive,
or other contraband is found, entr; should be denied and the
person escoried 10 a holding area for appropriate action, If
material of a suspicious or unknown nature is found, entry
should be delayed until responsible security personnel are
satisfied that the material is benign.

3.6.3 Holding Area

The holding area should be an enclosed area (room) that can
be entered only in the company of two unarmed security
officers and one armed security officer, The two unarmed
security officers should escort a person into the holding area,
one on each side and one step behind the suspect. An armed
security officer should be behind this trio several paces. Any
procedures conducted within the holding area should be
completed by this trio of security officers. One or more
security officers should be on the outside of the holding area,
observing the procedures through a glass portal. Exit from the
holding arca should be only through a second door, opposite
the sntrance door, which remains locked. It is unlocked only
by one of the extenor observing security officers.

36.4 Testing of Pat-Down Search

Periodic testing of security personnel who are charged with
performing pat-down searches should be conducted. This can
be accomplished by providing three to five people, some of
whom ae carrying simulated explosive devices, for these
security personnel to inspect through pat-down searches. If
the tests are not successful, the failure should be ana  +ed and
changes of retraining instituted.

3.7 Emergency Evacuations

Fourconcems in emergency evacuation situations are person-
nel safety, unsuthorized removal of SNM from the facility,
unauthorized access to the facility, and accounting for the
whereabouts of ali personnel after the evacuation. All of these
concemns can be addressed by constructing an emergency
evacuation holding area. This area should be sufficiently far
enough away from the facility to provide safety to those being
evacuated. This holding area should not allow entry or exit
until 2 proper accounting and search of all personnel are
conducted in an orderly fashion. The holding area should be
sufficiently isolated to preclude anyone handing or throwing
SNM outside the area. Adherence to procedures is difficult to
monitor during an emergency, so practice and training in
emergency procedures using the holding area are important,
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4 Entry/Exit Controls—Handcarried Material and Buik Items

4.1 General Introduction

All nandcarried items, such as purses, hniefcases, packages,
lunch boxes, and overcoats, should be searched separately
from the persornel search. Any and all handcarried or per-
sonal items that cannot be searched properly because of
construction or contents should be excluded from controlled
areas. As a person proceeds through a contraband screening
area, his/her handcarmed items should proceed separately and
be inspected for contraband at the same time he/she is being
inspected. All delivered packages and bulk items should also
be searched prior to being taken into controded areas.

Since these handcamied itlems and bulk items are not with
people, the search methods can be more active, such as using
penetrating x-rays to search packages. Many packages and
bulk items cannot be searched in this manner; thus, the facility
relies on the effectiveness of trained security personnel con-
ducting manual searches. The following secticns describe
entry and exit controls for packages and bulk itewns not
physically on a person.

4.2 Hardware

4.2.1 Explosives Searches

All handcarried packages and bulk items should be searched
for concealed firearms, explosives, or other contraband. Screen-
ing of handcarned packages can be accomplished by several
methods. Listed in decreasing order of effectiveness, they are
(1) physical inspection, (2) x-ray scanning, (3) thermai neu-
tron ac/ivation, and (4) explosives vapor detection. Note that
the first two tecl niques can detect weapons as well as shapes/
materiais that might be explosives, whereas the latter two
cannot detect weapons. If an explosives threat is present,
vapor detection can determine which explosive is present,
whereas TNA can determine only that an explosive threat is
present.

Handcarried packages that cannot be searched effectively by
one of the above methods should be excluded from the
controfled areas. Any lunch boxes, purses, thermos bottles,
arxd other items that are to be brought into a conrolled area
shouki be opened and searched. The interiors should be
inzpected for contraband. The cartons containing sealed food-
stuffs or beverages should be opened and searched
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421.1 Physical Inspection

Physical searching can be used o detetmine if an explosive is
present. However, some explosives can be formed or cast into
varioes shapes, then painted or otherwise camouflaged. There-
fore, the security officers conducting the search should be
constantly aware of this fact. Physical inspections necessitate
an appropriate place in which to be conducted. As a minimum,
carpet-covered tables with adequate lighting and personnel
control o keep the ovner away from the search table facilitate
an effective search.

4212 X-Ray Scanning

Handcamed packages or materials that cannot be readily
opened or otherwise cannot be effectively searched physi-
cally should be submitted to suitable detection eguipment
such as x-ray.

Principles

The interaction of x-rays with packages or materials falls into
one of two categories: transmission and backscatter. Both are
used in package screening. Transmission is concerned with
the x-rays, which are not adsarbed and are transmitted through
the package. Backscatter refers to x-rays scattered back from
a test subject, i.e., the x-ray source and x-ray detectors are
nearly coincident.

By *h transmission and backscatter are present when x-rays
interact with material. The magnitude of interaction(s) de-
pends on the x-ray energy, the density of the material, and the
elemental composition. Generally, backscatter is considered
more useful for elements such as carbor, oxygen, and nitrogen
(low-Z elements). To this end, some instruments have “fil-
ters"” throgh which part of the x-ray beam should pass prior
to impinging on the target of interest. The purpose of the filter
1s 10 permit «\ly x-rays in a particular energy range to pass.
Then a comparison of interaction of both energy group x-rays
with the target can be obtained. In this manner, the low-Z-
containing materials can be identified and, through computer
control, their image colored for easy identification. Low-Z
aaterial should be manually inspected because explosives
materials are constructed of low-Z ele™=nts.

X-Ray Detection Devices

There are many commercial x-ray units available for use in
screening packages. A schematic of a typical x-ray inspection
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testing for x-ray systems may not be considered necessary if
performance testing 15 conducted as described.

4.4 Methods for Entry/Exit Control
for Packages and Bulk Items

As a person proceeds through a portal or contraband screening
area, his/her handcarvied items shoulu proceed separately and
be inspected for contraband at the same time he/she is being
inspected,

All matenal, packages, and bulk items should be searched for
concealed firearms, explosives, or other contraband.
Handcarried deliveries, such as foodstuffs and beverages,
should be identified and verified as authorized deiivery prior
to entry. All such materials and packages should be searched
for firearms, explosives, and other contraband. Packages
holding foodstuffs and beverages should be subjected w
search. For items in which size, weight, packaging, or other
physica’ characteristic prohibits effective search, specific
regulatory requirements should be consulted.

4.4.1 Physical inspe<tion Methods

Physical inspection refers not only to pacs age inspection, but
also to behavior of personnel, i.e., profiling. A person behav-
ing furtively or being hesitant to subject himself’herself or his/
her package(s) to inspection are considered suspect. A pack-
age should not be accepted for inspection uniess the person
will go through inspectica himself/herself at the same time. If
an individual refuses to comply with the procedures, or if a
firearm, explosive, or other contraband is found, entry should
be denied and the person should be escorted to a holding area
for appropriate action. [f material of « suspicious or unknown
nature 15 found, entry should be delayed until responsible
secutity personnel are satisfied that the material is benign.

Only packages that can be opened should be presented to a
security officer for physical inspection, and they shouid be
open. The officer looks at the package iaterior o determine if
any object/shape appears anomalous. Objects should be in-
spected both manually and visually to ensure that they are not
explosives or other contraband, The interior of the package is
searched for hidden contraband. The interior of any radio,
computer, calculator, or other electronic equipment should be
inspected. These items should be demonstrated 1o the officer
10 be operable, The interior surface of the package/bag should
be inspecied to determine if contraband is concealed in the
top/bottonysides of the package.
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Hundcarried Material

442 X-Ray Search Mcthods

Under optimal conditions, twe individuals should operate an
x-ray scanner. Oue should assist personnel in orienting their
packages properly onto the conveyer belt. The other should
operate the x-ray scanner. The scanner operator should not be
in position mose than 30 minutes at a Ume because his/her
ability to recognize contraband in the display image is com-
promised after that period of time. Therefore, the two opera-
tors should switch nositions approximately every 30 minutes
and be assigned other Cuties for at least 15 minutes. This is
explained in ASTM F792-88, Appendix X2.

Each package should be placed on its side in the center of the
x-ray conveyor and passed through the x-ray scanner. If the
image reveals any shape, coloration, or other factor that may
be contraband, procedures should be defined to:

(1) pass the package through the x-ray scanner again

(2) reverse the package, i.e., flip it over, and pass it
through the x-ray scanrer again

(3) physically inspect the package

(4) call a security inspector to accompany the person and
package to the holding area, if necessary

If an individual refuses to comply with the procedures, or if a
firearm, explosive, or other contraband is found. entry should
be denied and the person should be escorted to a nolding area
for appropriate action. if material of a suspicious or unknown
nature is found, entry should be delayed until responsible
security personnel are satisfied that the material is benign,

4.4.3 Vapor Detection Meihods

Puackages and Uuik items may be searched for explosives with
a handheld explosives detector, The fullowing general method
should be followey"

(1) Scan the surface of the package, purse. or other object.

(2) The package should be opened; scan the interior in the
manner authorized by the detector manufaciurer, being
certain to scan into pockets and other recesses within
the package.

(3) 1f unable . - pen the package, scan along any holes or
other openings into the package and along seams.
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(4) If dissatisfied with ability 1o obtain a good sampling,
or there is cause to suspect that an individual is
attempting to introduce explosives into the controlled
area, the person and his/her package(s) should be taken
10 an x-ray scanning station,
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If an individual refuses 1o comply with the procedures, or if a
firearm, explosive, or other contraband is found, entry should
be denied and the person should be =scorted to a holding srea
for appropriate action. If material of a suspicious or unknown
nature is found, entry should be delayed until responsible
security personnel are satisfied the material is benign.



5 Entry/Exit Controls for Vehicles

5.1 General Introduction

Vehicles should be searched for unauthorized personnel,
firearms, explosives, and incendiary devices prior to their
entering a controlled area. The search should include the cab
(both front and back seats of a sedan/convertible), engine
compartment. undercarriage, and cargo area. (Refer to
NUREG/CR-0485, “Vehicle Access and Search Training
Manual” for details.) Emergency vehicles and emergency
response personnel allowed facility access without search
should be escorted while onsite.

The vehicle searches should generally be conducted in a portal
or monitoring station and are generally manual searches by
trained security officers. These searches and the search aids
are described below,

5.2 Hardware

All material, packages, and other cargo carried by any vehicle
should be searched for firearms, explosives, and other contra-
band prior to entry into a controlled area. Screening of
material and bulk tems carried by vehicles can be accom-
plished using the same hardware and procedures described in
Section 4,

§.2.1 Contraband Search Hardware

Three methods can be considered to search vehicles for
explosives and firearms: (1) a handheld explosives detector,
(2) aphysical, e g., hand, search, and (3) a canine search. The
use of hardware in a vehicle search is limited; however,
explosives vapor detectors and canines can be used o0 screen
for explosives.

5.2.2 SNM Vehicle Monitors

There are two types of vehicle SNM monitors in use. The
technology of the vehicle monitors is basically the same for
the pedestrian monitors. The two types of vehicie monitors are
analogous to the two types of pedestrian monitors. The portal
vehicle monitor is similar to the walk-through monitor in that
the vehicle is not required 1 remain stationary for extended
periods of ume. Vehicle portals are used only where relatively
large quantities of SNM, or highly radioactive forms of SNM,
need to be detected. The vehicle monitoring station, on the
other hand, requires the vehicle to remain stationary during
the time that monitoring is taking place. In both cases induc-
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tive loops in the roadway can take the place of the break beam
or other such devices used as occupancy sensors for pedestrian
monitors.

5.3 Install:tion Considerations

V hicles suould be inspected prior o entering a controlled
area, and they should be inspected for SNM upon leaving an
area where SNM is accessible. These inspections, in most
instances, occur in a vehicle portal at the area boundary. The
location and installation of these portals is important to ensure
an effective screening process.

5.3.1 Vehicle Portal Monitors

During a search for radioactive material, vehicle portals
operate best when background radiation intensity is relatively
low and constant. Collocation of the monitor with other
processes that cause the vehicle to pause, such as a badge
check, can provide additional time for monitoring. In any
case, the location of the radiation monitor should be where the
vehicle passes close to the monitor panels, and the vehicle
should move slowly, Fences and speed bumps can assist in
achieving this goal.

5.3.2  Vehicle Monitoring Stations

Vehicle monitoring stations are used where the highest sensi-
tivity to radioactive matenial is required. High sensitivity is
achieved by positioning detectors as close to vehicles as
. ssible, analyzing data from small groups of detectors 1
maximize the importance of a diversion signal, and counting
for the langest practical period of time. Vehicie monitoring
stations require more construction than do other vehicle
monitors. A framework is needed to support the overhead
detectors, and trenches are needed for beiow-vehicle detec-
tors. Occupancy can be detected with a2 roadway vehicic
detector loop or other device.

5.4 Methods for Entry/Exit Control
for Vehicles

The first step in screening vehicles in all cases is to turn off the
vehicle's engine. Additionally, the security officer may ask
the driver to hand the ignition keys to a security officer.
Searching for explosives on a vehicle is best performed in an
enclosed area where airflow is controlied.

NUREG/CR-5899



Vehicles

54.1 Handheld Explosives Vapor Detector
Methods

The four sections of a vehicle should be examined in the
following manner.

54.11 Engine Compartment

Run the sampler (or sampling portion of the detector) over the
entire interior surface of the hood, using a slow, sweeping
motion. If a swipe sample is necessary, run the swipe over the
interior surface of the hood. Inspect the entire engine compart-
ment on and zround the engine in the same manner with the
handheld vapor detector

54.1.2 Driver/Passenger Area(s)

With a handheid explosives detector (or swipe), sample under
the total dashboard area, glove compartment, seatback(s),
seat(s), and under the scat(s) on all sides. Sample the seating
area in the rear of the vehic! in the same manner as the front.
In all cases, sample in the crack where the seat and back come
together,

5412 Trunk (Bed of Truck)

With a handheld explosives detector, sample the total interior
surface of the trunk, including the trunk lid, under any rags,
biankets, or other coverings in the trunk, wheel wells, the back
and underside of the rear seat, the spare tire, and the area where
it is located.
5414 Undercarriage

The undercarnage is difficult 1© survey with a handheld
explosives vapor detector in a normal manner. One option is
10 have a pit or ramp over which the vehicle is parked. A
security officer in the pit can then inspect the undercarriage
with a handheld explosives detector. In the frontof the pit area
should be a vehicle barrier in the up position. If the inspection
reveals no contraband material, the barrier is then dropped and
the vehicle may proceed. If contraband is discovered, security
personnel will take the vehicle, driver, and other occupants 1
a holding area.

54.2 Physical Search Methods

Physical examination of the tour sections of a vehicle can be
accomplished in the manner described below. Security personnel
should have the driver (1) open the engine hood; (2) provide access
w the vehicle's rear portion, Le., open the trunk lid, open the door o
the camper shell; and (3) open any closed areas inside the vehicle,
¢.2., glove compartment.

NUREG/CR-5899
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542.1  Engine Compartment
The security officer should look at and feel the entire interior
surface of the hood. He/she should also visually inspect the

entire engine compartment, including the engine.
5422  Driver/Passenger Area(s)

The security officer should visually and with hands inspect
under the total dashboard area, glove compartment, the top(s)
of seat(s), the seat(s), and under the seat(s) on all sides. The
same should be done for a seating area in the iear of the
vehicle. In all cases, the security officer should feel with a
hand between where the seat and back come together.
£423  Trurk (Bed of Truck)

The security officer should look at and feel with hand(s) the
total interior surface of the trunk, including the trunk lid, under
any rags, blankets, or other coverings in the trunk, wheel
wells, the back and underside of the rear seat, the spare tire,
and the area whaore the spare is located

Undercarriage

The undercarriage can be surveyed using one of the following
to provide access to whe undercarriag?.

5424

Pit or Ramp Inspection

A pit or ramp should be available over which the vehicle
should park. A security officer can then inspect the undercar-
riage. In the front of the pit or ramp area would be a vehicle
barrier in the up position. If the inspection reveals no contra-
band material, the barrier is dropped and the vehicle may
proceed. If contraband is discovered, security personnel will
take the vehicle, driver, and other occupants to a hoiding area.

Inspection with a Mirror

If a pit or ramp is not possible, a small hand-dolly on which a
mirror(s) is attached can be used. The dolly is pushed under
the vehicle, and the mirror permits security personnel to
inspect the undercarriage. The dolly should be rolled hack and
forth, from front to back of the vehicle, from both sides of the
vehicle, while security personnel observe the undercarriage in
the mirror(s). The security personne! skould inspect the un-
dercarriage carefully, The vehicle barrier in front of the
vehicle should remain in the up position until cleared by the
security officers. Since the undercarriage area is the most
difficult 1o inspect. it is a likely place for an adversary to
conceal contraband.



Canine Search Methods

543

5431 Limitations

Canines may be capable of providing a satsfaciory detection
capability for explosives in vehicles or in oversized packages
in the vehicles. If used, they should be trained, used, and
retrained at least weekly in accordance with recognized pro-
cedures to ensure continued capability and reliability. Any
training samples should be independently verified that they
are not contaminated. Since any animal may present unpre-
dictable problens and weaknesses, other detection devices or
equipment should be immediately available to serve as back-
ups in the event of a dog's illness or other type of abnormal
behavior. Canines trained for explosives detection should not
be used for detection of controlled or illegal chemical sub-
stances and vice-versa.
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$432  Testing

Testing of canines should be done only with real explosives
samples. If testing is possible, every precaution should be
taken to ensure that no cross-contamination of the explosives
test samples has occurred. Also, the explosives handler shouid
wear double gloves when handling explosives, and another
person should open, close, and seal the box or vehicles. The
exterior of the box or vehicle should not become contaminated
with explosives. At no time should the canine handler ouch
the explosives test samples or the container to be used ir the
tests.

The test should include at least ten boxes or vehicles, Boxes
could be briefcases, lunch boxes, purses, or cardboard boxes.
Randomly Joad one-half of the boxes or vehicles with explo-
sives test samples and arrange the empty and loaded tests in a
row in random order with ten-foot spacing. The dog and
handler may go down one side of the row, allowing the canine
to inspect the boxes or vehicles, and return up the other side.
A sansfactory test would be if all samples were located. This
kind of performance is well within the capability of a trained
and effective canine/handler team.
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6.2 Standards

The history of standards for SNM detectors has been one of
change and development. Some of the documents published
in the past that addressed this subject include the following:

1. Regulatory Guide 5.7, sections 5.7.3 and 5.7 4,
Directorate of Regulatory Standards; United States
Atomic Energy Commission; June 1973,
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2. Sandia Entry Control Handbook quoted requirements
found in AECM-2405 (and appendix). The date of the
handbook is June 1980.

3. The Los Alamos National Laboratory published a
document in 1979 (NUREG/CR-0598, LA-7646; “On
Site Inspection Procedures for SSNM Doorway
Monitors™) that contains a proposed draft revising
NRC regulatory guide §.27.

4. Early in 1987, a draft of the United Siates Departmen:
of Energy Safeguards and Security Standards and
Criteria we* circulated. It contains proposed stan-
dards for SNM detectors. In each case, the criteria
referenced ERDA Personnel Doorway Monitor
Standards A-2-75-298, 3/5/78, which is a Los Alamos
document zctually published in 1975,

S, NILE&C Standard for Walk-Through Metal Detec-
tors For Use In Weapons Detection, U.S. Department
of Justice, Law Enforcement Assistance Administra-
tion, National Institute of Law Enforcement and
Criminal Justice. (Note: This standard was written in
1974, and many of the tests described are appropriate
only for passive or continuous wave metal detectors.
Passive metal detectors are no longer used for
security applications, and the majority of portal metal
detectors in use today are pulse type; therefore, this
standard should be applied with care.)

In addition to the above, the American Society for Testing
and Materials (ASTM) has been developing application
guides and test methods for radiation monitors. This is being
done by a subcommittee (C26.12) of Committee C-26 on
nuclear fuel cycle. In addition to the published standards,
there are draft documents dealing with both SNM and portal
metal detectors. Four are published and include:

ASTM Standards on SNM monitoring in the 1991 Annual
Book of ASTM Standards, Vol. 12.01,

C1112 Guide for Application of Radiation Monitors
to the Control and Physical Security of Special
Nuclear Material (1988), pp. 661-668

C1169 Guide for Laboratory Evaluation of Automatic
Pedestrian SNM Monitor Performance (1991), pp.
713-721
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GLOSSARY

The glossary includes words having srecialized meanings,
technical terms, units, initialisms, abbreviatons, and acro-
nyms used in this NUREG.

access control means the portion of an entry-control system
that verifies authority and authorizes access of personnel
seeking entry into a controlled area.

access delay See delay.

activation (newtron activation) means bombarding a material
with neutrons to produce radioactive atoms.

adversary means an individual or group arzempting 1o steal
special nuclear material or perform radiological sabotage; an
adversary may be an insider or outsider,

alarm means a warning from a sensor or sensor system,
usually signaled by light or sound; it may indicate a false
alarm, nuisance alarm, or valid alarm.

Am means Americicium

antipassback means anentry-control system capability wherein
the authorizing credential, such as a badge or pass, is con-
trolled physically or procedurally, thus preventing the creden-
tial from being used twice for entry without an intervening
exit.

assessment means the determination of the cause of an alarm
and the extant of the threat.

Ba means Barinm

Cf means Californium

Ci See Curie.

cm means centimeter (10-meter).

communication means the function of transmitting or wnter-
changing mformation, including both transmission of alarm
signals to a centrz2l processing station and transmission of
response information to security personnel,

communications system means the equipment and procedures
used by the sec wity force for sending and receiving messages.

contraband means matenials such as weapons, explosives, or
incendiary devices that are not permitted to enter a particular
area.
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Curie (Ct) means a unit of radioactivity (3x10-disintegrations
per second).

deceit means attempt to defeat a security system using false
idenufication or authorization.

delay (access delay) means slowing down an adversary's
progress.

detection means determining that an unauthorized action has
occurred or is occurring; detection includes sensing the ac-
tion, communicating the alarm to a control center, and assess-
ing the alarm. (Detectior. does not exist without assessment.)

DOE means United States Department of Energy.

duress means the condition of a guard who is under attack or
held hostage by an adversary.

ECD See electron capture detector.
EDD means explosives detector device.

EGDN means ethyleneglycol dinitrate. Also known as
nitroglycol; utilized in mixtures with nitroglycerine (NG)
because it markedly decreases *he freezing temperature of NG
and decreases the sensitivity of nitrated dynamite to shock.

electron capture detector (ECD) means a passive explosives
vapor detector,

element me=ns a distinct part of a physical protection system.
EM[ means electromagnetic interference.

encryption means in digital communications, encoding an
intelligible binary data stream to prevent unauthorized eaves-
dropping of radio transmissions.

entry control means the equipment and procedures used to
verify access authorization and to detect contraband and
nuclear materials; generally considered part of the physical
protection function of detection.

facility safeguards system (safeguards) means a system to
protect against the removal of special nuclear material and the
release of radioactive material beyond the facility’s boundary.
It is often subdivided into a physical protection system and a
material control and accounting system,
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