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Abstract

The RadICS Topical Report presents design, performance, and qualification information for the RadICS
digital safety instrumentation and control (I&C) platform developed by Research and Production
Corporation (RPC) Radiy. The RadICS Platform is a generic digital safety I&C platform dedicated to the
implementation of Class 1E safety I&C functions in U.S. nuclear power plants (NPPs). The RadICS
Platform builds on the digital safety I&C systems developed by RPC Radiy since 1998.

The RadICS Topical Report is the summary licensing document for the RadICS Platform digital safety 1&C
platform and is organized as follows:

e Chapter 1, Introduction

e Chapter 2, RadICS Development and Operational History

e Chapter 3, Quality Assurance

e Chapter 4, RadICS Commercial Grade Dedication Plan

e Chapter 5, Regulations, Codes, and Standards

» Chapter 6, RadICS Platform

¢ Chapter 7, RadICS Platform Development Process

¢ Chapter 8, Electronic Design Development

e Chapter 9, Equipment Qualification and Analysis

e Chapter 10, Diversity and Defense-In-Depth

» Chapter 11, Secure Development and Operational Environment

e Chapter 12, Compliance Summary for Key Regulations, Codes, and Standards
* Appendix A, RadICS Platform Application Guide

e Appendix B, DI&C-ISG-04 Compliance Matrix

* Appendix C, RadICS Electronic Design Documents

* Appendix D, Evaluation of Diversity in an Application Using the RadICS Platform
e Appendix E, Request for Additional Information Cross Reference

Copyright © 2020 RadICS LLC
All Rights Reserved

Document ID: 2016-RPC003-TR-001 Revision: 2 Page 2 of 408




NON-PROPRIETARY

Revision History

Revision information for the RadICS Topical Report is listed below. This table will contain a listing and
description of changed paragraphs for each succeeding revision.

Revision Date Paragraph Description of Change
0 September 19, 2016 | All Initial Release
1 June 30, 2019 As noted by Reflect results of NRC review activities and
revision bars responses to NRC requests for additional

information. The results of the equipment
qualification testing and commercial grade
dedication assessments were incorporated.

2 April 14, 2020 As noted by Reflects addition of three new input
revision bars modules: Wide Range Analog Inputs
Module, Resistance Temperature Detector
Inputs Module, and Thermocouple Inputs
Module
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1 Introduction

1.1 Background

The continued safe and economical operation of nuclear power plants (NPPs) requires the
modernization of its control and safety systems to cope with obsolescence and age-related degradation.
Changes and upgrades made in these systems also affect their digital instrumentation and control (1&C)
systems, human-system interface (HSI) systems in the control rooms, and the full-scope simulators.

Nuclear utilities may choose to perform a large-scale modernization of their 1&C systems in a single
maintenance outage, or they may take several modernization steps spread over several outages. The
design, manufacturing, and installation tasks to replace existing I&C systems are usually done by
external companies and contractors with project supervision by the NPPs technical departments.

Research and Production Corporation (RPC) Radiy has a long history of working with operating NPPs and
installing new 1&C systems in turn-key projects. RPC Radiy provides a wide variety of I&C solutions
ranging from full-scope turn-key modernization projects to reverse engineering and printed circuit
board-level, like-for-like replacement as well as solutions to ageing and obsolescence problems, both for
safety and non-safety applications. RPC Radiy uses Field Programmable Gate Array (FPGA) technology in
its digital platform to implement customized solutions to NPPs I&C systems. RPC Radiy’s proven
technological expertise has been demonstrated in over 90 systems installed to-date.

RPC Radiy 1&C systems have been installed in safety related systems of all operating NPP sites in the
Ukraine and Bulgaria. The installed systems include Reactor Trip System (RTS), Reactor Power Control
and Limitation System (RPCLS), Engineered Safety Features Actuation System (ESFAS), and Rod Control
System, Switchgear and Electrical Distribution Systems, Nuclear Island Control System, and Turbine
Island Control System. In addition, RPC Radiy is supporting Candu Energy Inc. in Canada and the
Embalse NPP in Argentina in joint projects to improve and modernize safety systems. A detailed listing
of RPC Radiy safety |&C installations is provided in Chapter 2.

RPC Radiy has successfully completed the final independent Functional Safety Assessment performed by
exida. The certification company confirmed that the RPC Radiy processes and product complied with
Safety Integrity Level (SIL) 3 requirements in single or multiple-channel configurations. The SIL 3
certification was performed using International Electrotechnical Commission (IEC) 61508:2010 (Parts

1 - 7) (Reference 1-1).*

In addition, RPC Radiy has been an ardent supporter of industry efforts to promote the use of reliable,
diverse, and cost-effective FPGA-based 1&C solutions for safety and control systems in NPPs. RPC Radiy
has twice hosted the International Workshop on the Application of Field Programmable Gate Arrays in
Nuclear Power Plants, in cooperation with the International Atomic Energy Agency (IAEA) and

SunPort SA.

1 The IEC 61508 Safety Integrity Level rating is different than the Software Integrity Level classification scheme

described in IEEE Std 1012-2004.
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1.2 Objectives of the Report

RPC Radiy established Radics LLC as a wholly owned Limited Liability Company (LLC) in July 2012. The
Radics LLC business focus is the design and delivery of |&C systems for NPPs using the RadICS Platform
equipment. Radics LLC is submitting this RadICS Topical Report to the Nuclear Regulatory Commission
(NRC) for review and approval of the RadICS Platform design. The RadICS Platform is intended to be
used as a digital control system platform solution for safety-related applications in NPPs. It is designed
to replace existing analog and computer-based I&C systems currently used in U.S. NPP applications and
to be installed as original equipment for new NPP facilities.

Radics LLC is seeking NRC generic approval for use of the RadICS Platform in nuclear safety I&C systems
inany U.S. NPP. The RadICS Platform was originally designed, qualified, and manufactured to meet
European nuclear safety and quality standards. In addition, RadICS Platform has been demonstrated to
comply with the IEC 61508 SIL 3 certification requirements (Reference 1-2). Radics LLC is now managed
under a quality assurance (QA) program that complies with 10 CFR Part 50 Appendix B (Reference 1-3).
The purpose of the RadICS Topical Report is to demonstrate that the RadICS Platform and the associated
quality and programmable logic life cycle process comply with NRC requirements. Compliance is
demonstrated via the following licensing approach:

* Dedicate the generic RadICS Platform, which was not originally developed under a 10 CFR Part
50 Appendix B QA program, in accordance with the basic requirements for commercial
dedication as defined in 10 CFR Part 21 {Reference 1-4). Radics LLC has employed the
commercial dedication processes described in Electric Power Research Institute (EPRI) Topical
Report (TR)- 106439 (Reference 1-5) and TR-107330 (Reference 1-6) and approved by the NRC
(References 1-7 and 1-8).

e Qualify RadICS Platform hardware to meet U.S. standards. The RadICS Platform hardware has
been qualified and maintained under the Radics LLC 10 CFR Part 50 Appendix B Quality
Assurance Program Document {QAPD) (Reference 1-9). If new boards are developed or existing
boards modified for obsolescence or other reasons, the new or modified hardware will be
appropriately tested and/or analyzed to maintain equipment qualification to U.S. standards.

o Develop project-specific programmable logic in accordance with software life cycle plans that
are compliant with NRC Branch Technical Position (BTP) 7-14 (Reference 1-10).

e The RadICS Platform toolset, which is provided as a design aid and not as a replacement for
verification and validation (V&V), are not dedicated but continue to be subject to a
configuration management (CM) program.

Radics LLC has concluded that the RadICS Platform can meet the needs of U.S. nuclear safety I&C
applications in NPPs. Radics LLC will use the RadICS Platform defined in this Topical Report as a basis to
provide project-specific systems to utilities and other users. Project-specific systems will be
documented and submitted to the NRC by the appropriate licensees, using the appropriate processes,
for review and approval for installation.

1.3 Scope of the Report
The RadICS Topical Report focuses on the following topics:

e RadICS Platform hardware design, qualification and analysis
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e RadICS Platform generic programmable logic and associated development life cycle processes
{which includes application-oriented library of re-usable programmable logic components)

e RadICS Platform toolset used to design and implement the system architecture, configure the
units and networks, and develop the project-specific programmable logic

e RadICS Platform project-specific development life cycle processes

The RadICS Topical Report also addresses the following interfaces with the RadICS Platform:

e Input connections to field devices but not the field devices

e Output connections to field devices but not the field devices

e Communication independence features of the RadICS Platform that support communication
interfaces for export of data to a Monitoring and Tuning System (MATS) or a customer’s plant
computer system but not the MATS hardware or software or the plant computer system

s Communication independence and data transfer protocol features of the RadICS Platform that
support communication with a customer’s maintenance laptop computer to adjust setpoints
and other predefined calibration factors but not the laptop computer

e Keyswitch interfaces for keyswitch inputs that support RadICS Platform access control features
used to support system maintenance activities but not the keyswitch design or location

¢ Module connections and data protocols for loading electronic design configuration files but not
the download station

The RadICS Platform is designed to be functionally and physically like currently installed I&C systems. Its
platform capabilities include input processing, customizable logic solving, and output processing. The
RadICS Platform continuously monitors system status through signals that are received from field
sensors. It performs logic computations to create control commands. It also converts control -
commands to output signals that are applied to field actuators. The RadICS Platform has a modular and
scalable design that can be configured to meet the needs of safety [&C applications in NPPs.

The RadICS Platform is a state-of-the-art digital control system platform specifically designed for safety-
related control and protection systems in NPP applications. The RadICS Platform features a modular and
distributed FPGA-based architecture. The RadICS Platform components are functionally like legacy
analog measurement and trip modules; however, the RadICS Platform equipment takes advantage of
the benefits of digital technology. The FPGA-based architecture supports effective implementation of
key nuclear safety design principles: redundancy; independence; predictability and repeatability; and
diversity and defense-in-depth {D3). The FPGA-based architecture allows simple programmable logic
that avoids the unfavorable aspects of software-based systems

1.4 Structure of the RadICS Topical Report
The RadICS Topical Report has been divided into 12 chapters and 3 append.ices:

Chapter 1 - Introduction: This chapter provides an overview of the RadICS Topical Report and identifies
the supporting documents that were submitted for NRC review. ‘

Chapter 2 - RadICS Development and Operational History: This chapter provides an overview of RadICS
Platform development and operational use in international NPPs where it is currently deployed in a
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variety of digital safety |&C applications. This information is provided to illustrate the safety 1&C
developments that led to the RadICS Platform.

Chapter 3 - Quality Assurance: This chapter provides an overview of the quality program and the quality
process employed to dedicate the generic RadICS Platform hardware and associated programmable
logic used to develop systems for delivery to U.S. customers.

Chapter 4 — RadICS Commercial Grade Dedication Plan: This chapter provides an overview of the
commercial grade dedication program used to dedicate the generic RadICS Platform hardware and
associated platform programmable logic.

Chapter 5 - Regulations, Codes, and Standards: This chapter identifies the regulatory requirements,
design criteria, and guidelines applicable to the RadICS Platform. Compliance with the key guidance
documents is summarized in Chapter 12.

Chapter 6 - RadICS Platform: This chapter provides a description of the RadICS Platform operation and
how it can be applied in NPP safety-related applications. This chapter also provides descriptions of the
hardware and associated generic programmable logic that comprise the RadICS Platform. In addition,
details are provided on how digital communications and testability are implemented in the RadICS
Platform.

Chapter 7 - RadICS Platform Development Process: This chapter provides a description of the hardware
development process, associated planning documents, and component testing process.

Chapter 8 - Electronic Design Development: This chapter provides a description of the RadICS Platform
generic programmable logic development life cycle, planning documents, and the verification and
validation process. The RadICS Platform programmable logic life cycle processes were examined in more
detail as part of the SIL certification. This chapter also describes the separate programmable logic life
cycle processes for the implementation of project-specific functionality.

Chapter 9 - Equipment Qualification and Analysis: This chapter provides an overview of the generic
equipment qualification program for the RadICS Platform. The RadICS Platform qualification “envelope”
is designed to meet or exceed the environmental qualification requirements for NPPs in the U.S. using
the EPRI TR-107330 criteria. This chapter also provides a summary of the board-level reliability analysis
results and an overview of the response time and setpoint analysis support information.

Chapter 10 - Diversity and Defense in Depth: This chapter provides an overview of the RadICS Platform
approach to equipment and functional diversity to provide reasonable assurance that common cause
failures (CCF) associated with FPGA technology are mitigated.

Chapter 11 - Secure Development and Operational Environment: This chapter provides a summary of a
RadICS Platform vulnerability analysis and the secure development and operational environment
controls provided by RPC Radiy. '

Chapter 12 - Compliance Summary for Key Regulations, Codes, and Standards: This chapter provides a
conformance summary of the RadICS Platform design and development processes for the key regulatory
guidance documents.
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Appendix A - RadICS Platform Application Guide: This appendix provides the project-specific system
design guidance for use of the RadICS Platform, including recommended practices and any restrictions.

Appendix B - DI&C-ISG-04 Compliance Matrix: This appendix provides a Digital I&C Interim Staff
Guidance (DI&C-1SG)-04 (Reference 1-11) compliance matrix, with the requirement listed, RadICS
Platform compliance to each criterion defined.

Appendix C - RadlCS Electronic Design Documents: This appendix contains a listing of the RadICS
Platform desigh documents associated with the Electronic Designs for the RadICS Modules and identifies
the set of documents submitted to NRC to support the review of the RadICS Topical Report.

Appendix D - Evaluation of Diversity in an Application Using the RadICS Platform: This appendix contains
an evaluation of the diversity in a typical application using the RadICS Platform technology based on the
methodology outlined in NUREG/CR-7007 (Reference 1-12).

In this document, brackets (“[[ ]1”) denote proprietary information. In the proprietary document, the
two brackets denoting the end of a proprietary segment of this report may appear one or more pages
following the bracket indicating the start of the proprietary segment. In the nonproprietary edition of
this document, the material within the brackets is removed.

1.5 Special Definitions

RPC Radiy RPC Radiy is a leading Ukrainian designer and supplier of advanced I&C
systems for nuclear power plants. RPC Radiy is the designer and
manufacturer of the RadICS Platform equipment. RPC Radiy is the
parent company of Radics LLC. RPC Radiy is the company discussed in
the context of the development and manufacture of the RadICS
Platform, the RadICS Modules and associated generic Platform Eiectronic
Design (EDs), and the RadICS Platform Functions Block Library.

Radics LLC Radics LLC is a wholly owned LLC established in July 2012. The
company’s business focus is the design and delivery of 1&C systems for
NPPs using the RadICS Platform equipment. Radics LLC is the company
discussed in the context of 1&C system development using RadICS
Platform equipment and the development of the Application ED using
the Application Functions Block Library.

RPC Radiy Quality The RPC Radiy Quality Management System (QMS) governs the design

Management System and manufacture of the RadICS Platform equipment. The RPC Radiy
QMS is based on International Organization for Standardization (ISO)
9001:2015 (Reference 1-13).
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Radics LLC Quality The Radics LLC Quality Assurance Program (QAP) governs the system

Assurance Program design, integration, and delivery of I&C systems for NPPs using the
RadICS Platform equipment. The Radics LLC QAP is based on 10 CFR Part
50 Appendix B and American Society of Mechanical Engineers (ASME)
Nuclear Quality Assurance (NQA})-1-2008 (Reference 1-14) and the NQA-
1a-2009 Addenda (Reference 1-15), as endorsed by Regulatory Guide
(RG) 1.28 (Reference 1-16) and implemented through the Radics LLC
QAPD.

RadICS Platform RadICS Platform is used to describe the collective set of equipment that
is used to develop I&C systems. The set of equipment includes the
RadICS Chassis, the RadICS Modules, the generic Platform ED for the
RadICS Modules, the RadICS Platform Functions Block Library, and the
associated Radiy Product Configuration Toolset.

RadICS Chassis Chassis is used to describe the frame and backplane supporting the
RadICS Modules, the inter-module connections on the backplane, and
the input/output (I/0) module external connections via rear connectors.

RadICS Module RadiCS Module (or just Module) is used to describe the seven types of
hardware modules that perform logic processing, input/output
functions, and network communications. Discussion of a RadICS Module
includes the associated ED on the FPGA. The RadICS Module is the
highest-level component within the RadICS Platform.

Unit Unit is used to describe lower level components that are used to build
Modules. Units are standardized to maximizes the reuse of proven
components and simplify the development of Modules. Units can
consist of just hardware or ED or a combination of both.

Electronic Design ED is used to describe the logic and functionality programmed on the
FPGA or Complex Programmable Logic Device on a RadICS Module.
There are two levels of logic in the RadICS Logic Module (i.e., Platform
ED and Application ED) and only the Platform ED in the 1/0 Modules.

Platform ED Platform ED is used to describe the Platform Logic that manages the
basic operation of the RadICS Platform. It performs the management of
I/0 using a defined Work Cycle, interface communication with the
Application ED, and the platform self-testing and communication error
checking functions. Platform ED is used to refer to the ED as a
configuration item and Platform Logic is used to describe what the
Platform ED does.

Application ED Application ED is used to incorporate the end user functional
requirements for the 1&C system functionality. The Application ED is
used to execute the user defined functional requirements (e.g., reactor
trip and engineered safety feature actuation functions). Application ED
is used to refer to the ED as a configuration item and Application Logic is
used to describe what the Application ED does.
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Function Block Library Function Block Library (FBL) is used to describe pre-developed functional
blocks used in the implementation of RadICS Platform functions.
Functional Blocks are written in Very High Speed Integrated Circuits
Hardware Description Language (VHDL). The FBL consists of two parts:
Platform FBL (PFBL) and Application FBL (AFBL).

Platform FBL PFBL refers to the subset of functional blocks used for the development
of the Platform ED for the RadICS Modules.

Application FBL AFBL refers to the subset of functional blocks used for the development
of the Application ED for the RadICS Logic Module.

Platform ED Platform ED Development Life Cycle refers to the ED activities performed
Development Life Cycle by RPC Radiy under their QMS to implement the Platform Logic on the
RadICS Modules.

Application ED Application ED Development Life Cycle refers to the ED activities

Development Life Cycle performed by Radics LLC under their QAPD to implement the Application
Logic on the RadICS Logic Modules in accordance with the end user
functional requirements specification.

Form A Form A means a normally open contact supporting a de-energize to trip
function. The contact will open when energizing force is not present.

1.6 Acronyms and Abbreviations

Term Definition

A Ampére

A/D Analog/Digital

AC Alternating Current

AD Architecture Description

ADC Analog-to-Digital Conversion

AECL Atomic Energy of Canada Limited

AFBL Application Function Block Library

AFBL SD Application Logic Functional Block Library Self-Diagnostics
AIM Analog Inputs Module

AOM Analog Outputs Module

ASME American Society of Mechanical Engineers
ASPI Advanced SCS! Programming Interface
BTP Branch Technical Position

C Celsius
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Term Definition

CCB Change Control Board

CCF Common Cause Failure

CDR Critical Digital Review

CFR Code of Federal Regulations

CGD Commercial Grade Dedication

CM Configuration Management

CMmB Configuration Management Board
CPLD Complex Programmable Logic Device
CRAM Configuratidn RAM

CRC Cyclic Redundancy Check

CRR Code Review Report

CSA Canadian Standards Association

D/A Digital/Analog

DAC Digital-to-Analog Conversion

DAS Data Acquisition System

dB Decibel

dBuv Signal Level

DC Direct Current

DD Detailed Description

DI&C-ISG Digital Instrumentation and Controls Interim Staff Guidance
DIM Discrete Inputs Module

DIU Digital Input Unit

DLS DownlLoad Station

DOM Discrete Outputs Module

DOU Discrete Output Unit

DTPID Data Transfer Protocol Identification
DTP SD Data Transmission Protocol Self-Diagnostics
D3 Diversity and Defense-In-Depth

ED Electronic Design

ED SD Electronic Design Self-Diagnostics
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Term Definition

EEPROM Electrically Erasable Programmable Read-Only Memory
EPROM Erasable Programmable Read-Only Memory
EFT Electrical Fast Transient

EMC Electromagnetic Compatibility

EMI Electromagnetic Interference

EPRI Electric Power Research Institute

EQ Equipment Qualification

ESD Electrostatic Discharge

ESFAS Engineered Safety Feature Actuation System
F Fahrenheit

FBL Function Block Library

FIT Fault Insertion Test

FMEA Failure Mode and Effects Analysis

FMEDA Failure Modes and Effects Diagnostic Analysis
FOIP Fiber Optic Inter-Chassis Interface

FOMP Fiber Optic Monitoring Interface

FOTP Fiber Optic Tuning Interface

FPGA Field Programmable Gate Array

FSA Functional Safety Audit

FSMP Functional Safety Management Plan

FT Functional Test

g Acceleration Due to Gravity

GDC General Design Criteria

GHz Gigahertz

GQA Global Quality Assurance, Inc.

HBC Heartbeat Control

HDL Hardware Description Language

HPD HDL-Programmed Devices

HSI Human-System Interface

HW Hardware
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Term Definition

HW SD Hardware Self-Diagnostics

HWM SD Hardware Modules Self-Diagnostics

HWU SD Hardware Unit Self-Diagnostics

Hz Hertz

1&C Instrumentation and Control

I/O Input/Output

IAEA International Atomic Energy Agency

iD Identification

IDR Input Data Receive

[EC International Electrotechnical Commission
IEEE Institute of Electrical and Electronic Engineers
IERICS Independent Engineering Review of |&C Systems in Nuclear Power Plants
IFSD Interface and Data Transmission Self-Diagnostics
IOPM Interface Protection Module

IP Internet Protocol

IPC Institute for Printed Circuits

ISA Instrument Society of Automation

ISO International Organization for Standardization
IT Integration Test

JTAG Joint Test Action Group

kA Kiloampere

kHz Kilohertz

kSPS kilo samples per second

kv Kilovolt

kQ Kiloohm

LAN Local Area Network

LED Light Emitting Diode

LLC Limited Liability Company

LLS&TS Logic Level Simulation and Timing Simulation
LM Logic Module
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Term Definition

LSB Least Significant Bit

LvDS Low-Voltage Differential Sighaling
m Meter

ma Milliampére

MATS Monitoring and Tuning System
MC Monotony Control

MED SD Module ED Self-Diagnostics
MHz Megahertz

MIL-STD Military Standard

ms Millisecond

mV Millivolt

MQ Megaohm

NPP Nuclear Power Plant

NQA Nuclear Quality Assurance

NRC Nuclear Regulatory Commission
OBE Operating Basis Earthquake
OCM Optical Communication Module
ODT Output Data Transmission

PAD Product Architecture Document
PC Personal Computer

PCB Printed Circuit Board

PCD Product Concept Document
PDSD Packet Data Self-Diagnostics
PLC Programmable Logic Controlilers
PS Protection System

PSWD Power Supply and Watchdog
QA Quality Assurance

QAP Quality Assurance Program
QAPD Quality Assurance Program Document (i.e., Radics LLC QAPD-001)
QMs Quality Management System
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Term Definition

QTs Qualification Test Specimen

R&D Research and Development

Rad Radiation Absorbed Dose

RAD SD Random-Access Data Self-Diagnostics

RAM Random-Access Memory

RFI Radio Frequency Interference

RG Regulatory Guide

RIM Resistance Temperature Detector Inputs Module '
RMS Root Mean Square

RPC Research and Production Corporation

RPCLS Reactor Power Control and Limitation System

RPCT Radiy Product Configuration Toolset
RPP Radiy Proprietary Protocol \
RR Review Report 1
RSCP ' RS-232 Interface

RTD Resistance Temperature Detector

RTL Register Transfer Level

RTS Reactor Trip System

RUP Radiy UDP Based Protocol

RWSP Radiy Watchdog Interface

SCA Static Code Analysis

SD Self-Diagnostics

SER Safety Evaluation Report

SIL Safety Integrity Level {from IEC 61508)

SIS Safety Instrumented System

SOR Safety Override

sSQTS Supplemental Qualification Test Specimen

SPI Serial Peripheral Interface

SPIP SPI Interface

SRP Standard Review Plan
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Term Definition

SRS Safety Requirements Specification

SSE Safe Shutdown Earthquake

SSRAM Synchronous Static Random-Access Memory

ST Switch Time

STA Static Timing Analysis

STC Scientific and Technical Center

TDC Thermocouple-to-Digital Converter

TIM Thermocouple Inputs Module

TR Topical Report

TSAP Test Specimen Application Program

TOV Technischer Uberwachungsverein (Technical Inspection Association)

UART Universal Asynchronous Receiver/Transmitter

UDP User Datagram Protocol

UICP UART Interface

UKTS Unified Hardware System Equipment (UKTS in Russian)

U.s. United States of America

V&V Verification and Validation

Vv Volts

VAC Volts Alternating Current

vDC Volts Direct Current

VHDL Very High Speed Integrated Circuits Hardware Description Language

VM Ventilation Module

VVER Russian: Voda-Vodyanoi Energetichesky Reaktor (Pressurized Water
Reactor)

WADC Wide Range Analog-to-Digital Conversion Unit

WAIM Wide Range Analog Inputs Module

ZPA Zero Period Acceleration

Q Ohm
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2 RadICS Development and Operational History

2.1 Evolution of RPC Radiy Products

The first generation of RPC Radiy products, called Unified Hardware System equipment (UKTS in
Russian), was introduced in 1995. The main purpose of using UKTS was to replace obsolete NPP
equipment that was no longer available in the market. Within the next six years, about 10,000 UKTS
modules housed in approximately 700 UKTS cabinets, were manufactured and supplied and installed at
to Ukrainian nuclear power plants.

In 1998 RPC Radiy developed a new generation of UKTS-DPI modules and cabinets with digital signal
processing, noise-elimination and built-in diagnostics functions. FPGA technology was used for the first
time in these modules to implement control logic. More than 50,000 of such modules were installed in
NPPs in subsequent years.

The evolution of RPC Radiy products is shown in Figure 2-1.

1995 1998 2014
Started development  First generation of Third generation of
and supply of the equipment for NPP equipment for NPP

I&C systems

equipment for NPP 1&C systems
I&C systems

R 1L\

Replacement of FPGA-based FPGA-based 1&C SIL3 certified
obsolete NPP I1&C 1&C systems for platform for NPP FPGA-basedI&C
modules NPP platform for NPP

Figure 2-1: Evolution of RPC Radiy Products

The development of a new concept of an FPGA-based 1&C platform was initiated in 2002 concurrent
with the manufacturing and installation of the UKTS-DPI modules. This new platform, called RADIY
Platform, eventually replaced the UKTS-DPI platform, whose main disadvantage was that it was
designed for single-purpose applications.
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The RADIY Platform is of a modular type and it includes modules such as logic modules, diagnostic
modules, and digital and analog I/0 modules. RPC Radiy has installed over 70 RADIY Platform-based
safety and control systems in operating NPPs. Examples applications include RTS, RPCLS, and ESFAS.

The RPC Radiy latest development is the FPGA-based RadICS Platform. This is a new generation product,
designed in 2011 based on an earlier RADIY platform. The RadICS Platform consists of an IEC
61508:2010 (Reference 2-1) SIL 3 chassis level certifiable architecture with a typical response time of
less than 10 milliseconds and a comprehensive set of constituent modules.

The Functional Safety Assessments performed by exida (Reference 2-2) demonstrated that the RadICS
Platform complies with the IEC 61508 SIL 3 certification requirements.

2.2 Overview of RadICS Platform

The RadICS Platform (see Figure 2-2) consists mostly of a set of general-purpose building blocks that can
be configured and used to implement project-specific functions and systems. The RadICS Platform is
composed of various standardized modules, each based on the use of FPGA chips as computational
engines.

The basic architecture of the RadICS Platform consists of an instrument chassis containing a logic
module, as well as up to 14 other |/0 and fiber-optic communication modules. Logic modules gather
input data from input modules, execute user-specific logic, and update the value driving the output
modules. They are also responsible for gathering diagnostic and general health information from all I/0
modules. The /O modules provide interfaces with field devices (e.g., sensors, transmitters, and
actuators). The functionality of each module is defined by the logic implemented in the FPGA(s) that are
part of the above modules.

In addition to the above described general purpose I/O modules, there is a fiber-optic communication
module that can be used to expand the I&C system to multiple chassis. It is also possible to provide
inter-channel communications via fiber-optic based connections between logic modules.

The backplane of the RadICS Platform provides interfaces to power supplies, process 1/Os from the field,
communication links, key switch inputs, and indicators. The internal backplane provides interfaces to
the various modules installed within each chassis by means of a dedicated, isolated, point-to-point low-
voltage differential signaling (LVDS) interface.
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Figure 2-2: RadICS Platform

For application development, RPC Radiy provides a tool called Radiy Product Configuration Toolset
(RPCT). This tool can be used to configure logic for various applications using the AFBL.

In addition, the RadICS Platform includes extensive on-line self-surveillance and diagnostics at various
levels, including control of FPGA power, watchdog heartbeat monitoring, cyclical redundancy check
(CRC) calculations, and monitoring of the performance of FPGA support circuits, I/0 modules,
communications units, and power supplies.

The RadICS Platform can also be represented as a hierarchy with several levels, which could be arranged
into two main groups: software (i.e., VHDL to configure the FPGA) and hardware blocks. The RadICS
Platform high-level representation is shown in Figure 2-3. The non-safety workstations and the HSI
software associated with the MATS are not within the scope of the RadICS Platform Topical Report.

[ i
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Figure 2-3: RadICS Platform High Level Representation

The diagnostic functions are separated from the logic functions and both are executed concurrently. In
case of fault detection, the system is placed in a safe state as predefined for each application during
configuration.

2.3 RadICS-Based Applications

FPGA based platforms produced by RPC Radiy are used in the most critical and high-reliability
demanding NPP applications such as RTS, ESFAS, and Rod Control System. The following sub-sections
provide a description of these systems to provide examples of how the RadICS Platform can be used for
specific projects; however, no NRC approval is sought for any specific system architecture or design as
part of the RadICS Topical Report review.

2.3.1 Reactor Trip System

RPC Radiy has developed RTSs that have been used to continuously monitor various process variables
and generates reactor shutdown signals in case these variables reach their setpoints. These systems
have been designed to transmit all the information necessary for surveillance and monitoring of the
plant (e.g., the status of command execution, plant conditions, and diagnostic data) to the control room,
and on customer’s request, to other safety and non-safety systems. An example four channel RTS
configuration is shown in Figure 2-4.
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Figure 2-4: Example Reactor Trip System Configuration

Reactor Trip
Breaker Logic

Systems designed with RadICS Platform technology can be designed to correct voting logic when faults
are detected, so that system availability is optimized without compromising safety. The RadICS self-
diagnostic subsystem includes troubleshooting assistance functions that can be used to support
maintenance work for easy localization of faults. In case of failure detection (i.e., failure in a RadICS
Module), a system designed with RadICS Platform technology can put itself in the safe state by
generating a reactor shutdown signal and the corresponding annunciation signals. RadICS Platform
technology has been used to design systems that included manual actuation of shutdown logic from the
Main Control Room or Remote Shutdown Station. The RadICS Platform can be adapted to perform
equivalent functions in all the major reactor types. A typical set of RadICS Platform equipment is shown

in Figure 2-5.
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To date there are 30 RPC Radiy designed RTSs in
operation at Zaporizhzhe NPP, Rivne NPP,
Khmelnitsky NPP, and South Ukraine NPP.

Figure 2-5: Typical RadICS Reactor Trip System Equipment

2.3.2 Engineered Safety Features Actuation System

The RadICS Platform technology can be used to design and manufacture ESFAS applications (see Figure
2-6) that have the following main functions:

Protection, interlocking, and monitoring of actuators

Manual remote control of actuators

Acquisition of signal data and other related information

Signal conditioning and monitoring of safety signals, detectors, and sensor
Full-scope system self-diagnostics

The following design principles can be applied in the ESFAS using RadICS Platform technology:

e Variety of input signals (e.g., current, voltage, resistance, “dry contact”)

e System expandability to accommodate the need for an increased number of inputs and outputs
e Asimple and controlled process for the modification of system logic and control algorithms

e Interfacing capability with other plant control and monitoring systems
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Twnety Four ESFASs are presently in operation at
Rivne, South Ukraine, and Kozloduy (Bulgaria) NPPs.

Figure 2-6: RadICS Engineered Safety Features Actuation System Cabinets

A RadICS Platform-based ESFAS can be supplied in two, three, or four channels configurations. In these
configurations, a RadICS Platform-based system can meet U.S. Class 1E requirements. An example of a
four-channel ESFAS configuration is shown in Figure 2-7.
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Figure 2-7: Example Engineered Safety Features Actuation System Configuration

2.4 RPC Radiy Safety I1&C Installations

RPC Radiy FPGA-based I&C systems have been installed in operating NPPs since 1998. A summary of
RPC Radiy nuclear I&C references collectively implemented with all technologies is provided in Table 2-1.
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Table 2-1: RPC Radiy Designed and Manufactured Equipment and Systems Installed in NPPs

Reactor Trip System Zaporozhye NPP, South- 30 2004-2015
Ukraine NPP, Rivne NPP, and
Khmelnitski NPP
Reactor Power Control ~ Zaporozhye NPP, South- 14 2004-2019
and Limitation System Ukraine NPP, Rivne NPP, and
Khmelnitski NPP
Engineered Safety South-Ukraine NPP, Rivne 24 2005-2020
Feature Actuation NPP, and Kozloduy NPP
System (Bulgaria)
Rod Control System South-Ukraine NPP 1 2013
Fire Alarm System Zaporozhye NPP, South- 17 2008-2019
Ukraine NPP, and Rivhe NPP
Reactor Trip South-Ukraine NPP and 9 2007-2015
Breakers Kozloduy NPP (Bulgaria)
UKTS-Based Reactor Rivne NPP and Zaporozhye 15 1998-2004
and Turbine Control NPP
System
Switchgear Cabinets Khmelnitski NPP, Zaporozhye 3,282 2006-2019
NPP, Rivhe NPP, Nuclear
Research Institute, Kozloduy
NPP, and South-Ukraine NPP
Seismic Sensors Khmelnitski NPP, Zaporozhye 83 2010-2019
NPP, Rivhe NPP, and South-
Ukraine NPP
Pressure Heat Embalse NPP (Argentina) 12 Delivered to Candu
Transportation Pump Energy, April 2014
Motor Speed
Measuring Devices
Main Control Room Embalse NPP (Argentina) 1 Delivered to Candu
and Secondary Control Energy, April 2014
Area Window
Annunciators
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Radics LLC has a problem reporting and tracking system as described in the Radics LLC Quality Assurance
Manual (Reference 2-3). The RPC Radiy nuclear operating experience has provided ample opportunities
to identify latent errors and to validate equipment performance.

In addition, operating experience with RPC Radiy digital safety 1&C systems has shown no instances
where the capability of the safety I&C system to perform its intended safety function(s) was
compromised during an anticipated operational occurrence. Specifically, the RPC Radiy systems have
not experienced any system failures or common cause failures in more than 692 reactor-years of
operation as of January 2020.

2.5 Chapter 2 References

1 IEC61508-2010, “Functional Safety of Electrical/Electronic/Programmable Electronic Safety-
related Systems,” International Electrotechnical Commission

2 “exida Report No. RAD 14-06-037 R002, “Results of the IEC 61508 Functional Safety
Assessment for FPGA-Based Safety Controller RadICS,” September 15, 2015

3 QAPD-001, “Radics LLC Quality Assurance Program Description”
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3 Quality Assurance

3.1 Introduction

RPC Radiy is a leading Ukrainian designer and supplier of advanced I&C systems for NPPs. RPC Radiy
offers a full development cycle including design, manufacturing, testing, and equipment installation.
RPC Radiy is the designer and manufacturer of the RadICS Platform equipment.

The RPC Radiy QMS governs the design and manufacture of the RadICS Platform equipment. The RPC
Radiy QMS is based on ISO 9001:2015 (Reference 3-1). The RPC Radiy QMS is described in Section 3.2.

Radics LLC is a wholly owned LLC established in July 2012. The company’s business focus is the design
and delivery of 1&C systems for NPPs using the RadICS Platform equipment.

The Radics LLC QAP governs the system design, integration, and delivery of 1&C systems for NPPs using
the RadICS Platform equipment. Radics LLC QAP is based on 10 CFR Part 50 Appendix B (Reference 3-2)
and ASME NQA-1-2008 (Reference 3-3) and the NQA-1a-2009 Addenda (Reference 3-4), as endorsed by
RG 1.28 (Reference 3-5). The Radics LLC QAP is described in Section 3.3.

3.2 RPC Radiy Quality Assurance Program

3.2.1 RPC Radiy Organization

RPC Radiy is headquartered in Kropyvnytskyi, Ukraine. RPC Radiy provides a full range of design
activities. In addition to the RadICS Platform equipment, RPC Radiy designs other hardware
components, such as electrical distribution and switchgear cabinets and non-FPGA-based I&C systems.
RPC Radiy has a broad range of technical capabilities and high degree of vertical integration: design,
procurement, manufacturing, testing, and installation. The RPC Radiy organization structure is shown in
Figure 3-1.

3.2.1.1 RPC Radiy Design Bureaus
The RPC Radiy Design Bureaus include the following:

e Design Bureau of 1&C Systems performs design of instrumentation and control and electrical
systems for NPPs and other industrial facilities,

e Design Bureau of Fire Safety Automatic Control performs design of fire detection and video
surveillance systems for NPPs and other industrial facilities,

¢ Design Bureau of Electrotechnical Equipment designs RTS, ESFAS, RPCLS, and electrical
distribution control systems,

e Design Bureau of Physical Processes Analysis develops industrial seismic sensors and seismic
detection systems, and

e Design Bureau of Software and Hardware Systems develops new platforms and systems,
performs reverse engineering, and supports Radiy activities during international projects.
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Figure 3-1: RPC Radiy Organization Structure

RPC Radiy has adopted design processes and QMS practices that comply with industry wide safety
requirements for I&C systems as described in IEC 61508 (Reference 3-6), as well as specific requirements
for nuclear 1&C systems as described in the IAEA and IEC standards for nuclear facilities.

RPC Radiy designers have been involved in the development of 1&C systems for the nuclear industry
since 1995 and with FPGA-based applications since 1998. The RPC Radiy methods are based on the
company’s experience, continuous improvement processes, and the best international FPGA design
practices. RPC Radiy also collaborates with the international NPP community, including the EPRI, to
shares FPGA-related experience.

RPC Radiy technical departments and top management support the designers’ professional
development. Training of designers is performed on a regular basis to achieve the appropriate staff
qualification levels. All training activities are performed in accordance with the RPC Radiy QMS.

3.2.1.2 Research and Development (R&D)

RPC Radiy is one of the leading companies in the world providing FPGA-based 1&C solutions to the
nuclear industry and seeking new applications where FPGA technology can be utilized. The ongoing
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investment in Research and Development (R&D) activities leads to continuous improvement of its
products.

The Scientific and Technical Center for Safety Infrastructure-Oriented Research and Analysis (STC) is the
R&D Department. Some of the STC's main activities are as follows:

e Safety assessment of FPGA based |&C systems and applications,

e Design assessment: evaluating attributes, such as reliability, security, and maintainability of
FPGA-based systems hardware and electronic design,

e Development of techniques and tools for multi-version system assessment of safety and
diversity,

e Development of V&V techniques for the FPGA-based 1&C systems,

e Participation in the development of standards and other normative documents associated with
FPGA based I&C systems, support to the development of the RPC Radiy QMS, and

e (Certification and licensing support of FPGA based and other I&C systems.

3.2.1.3 Manufacturing Support

The Manufacturing Support department is responsible for the preparation of documentation to be used
in the manufacturing of components and assembly units and their interconnecting parts, as well as
manufacturing processes such as metal plating, polymeric coating, mounting, handling, rinsing, marking,
testing, packing, and associated manufacturing control operations. All manufacturing support activities
are performed in compliance with Company Standards, Guides, and Working Instructions/Procedures
that are part of RPC Radiy QMS.

3.2.1.4 Procurement

RPC Radiy performs all manufacturing activities in its own production facilities. Certain components,
such as printed circuit boards (PCBs) and electronic components, as well as materials, such as metal
plates, mounting hardware, and chemical are purchased parts. The selection of these components is
performed by RPC Radiy technologists, procurement department personnel, QA staff (quality inspectors
and auditors) and using Test Laboratory capabilities (if needed) in accordance with the requirements of
generally accepted standards and specifications, which meet the requirements of the ASME NQA-1b-
2007 (Reference 3-7) and the guidance in EPRI NP-5652 (Reference 3-8) and EPRI TR-102260 (Reference
3-9).

According to requirements of 1ISO 9001, ASME NQA-1b-2007, and other related standards, it is necessary
to establish a supplier evaluation process to provide reasonable assurance that a commercial grade item
will successfully perform its intended safety function. Information required for the evaluation of the
RPC Radiy suppliers is obtained via the following methods:

Testing (Special Tests and Inspections);

Suppliers’ assessment (Commercial Grade Survey),

Suppliers’ inspection (Source Verification), and

Statistical estimation (Acceptable Supplier/Item Performance Record).
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The supplier evaluation and selection process is implemented by the Procurement Department in
accordance with established procedures. The capability of a supplier to provide products that conform
to the specified technical requirements is evaluated. Suppliers are required to identify all regulatory
documents used for products manufacturing and provide them to RPC Radiy, as requested. Product
delivery terms are evaluated to the ability of the supplier to deliver products timely in accordance with a
plan of delivery. The Procurement Department Head can decide to audit a supplier to confirm the
quality of supplied products. Audits are performed in accordance with established procedures by
authorized Procurement Department employees. An audit report is provided to the Director of
Marketing, Logistics, and Procurement. Based on audit report, the Director of Marketing, Logistics and
Procurement makes the decision on further cooperation with subsequent execution of a contract with
this supplier and including of this supplier into the List of Approved Suppliers.

The following criteria are used for supplier selection:

1. quality of delivered items:
e reliability data of supplier items
e quantity of unaccepted materials due to noncompliance with requirements
e acceptability of deviations from requirements at various stages throughout the entire scope of
delivery
e quality and completeness of the documentation
e parts traceability
e availability of a certified QMS

2. observance of delivery terms:
e timely delivery of order items
e compliance with commercial and legal conditions of the contract
e in case of justified delays, the suppliers’ ability and willingness to implement a successful
schedule recovery plan

3. price policy and terms of payment:
e compatibility of terms of payment with the RPC Radiy financial strategy
e competitive pricing
e production capability
e financial health of the company
e ability and willingness to support their clients during challenging times

4. other requirements:;
e Ability of the suppliers’ staff to communicate in a clear and open fashion

All above mentioned activities are performed by the RPC Radiy Procurement and Sales Department on a
regular basis, allowing us to maintain an up-to-date list of qualified suppliers.

RPC Radiy has implemented procedures for performing incoming inspection to prevent the usage of
counterfeit materials in digital I&C systems. The inspection is used to check the availability of
documentation for products that certify the quality, completeness, control, and conformity of product
quality to specified regulatory documents. The inspection also checks product packaging and marking.
Sampling is used to check product attributes using various test methods (e.g., titrimetric, photometric,
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spectroscopic, and gravimetric testing methods) or analysis based on functional testing to controlled
parameters.

3.2.1.5 Manufacturing

RPC Radiy has the following manufacturing capabilities and facilities:

Metal working shop equipped with automated sheet shearing machines, sheet bending presses,
turret punch presses, table spot welding machines, and automated welding machines for
assembling components and complete cabinets,

Formed-in-place foam gasket line for polyurethane foam or silicone sealing contours gasket on
the doors and different panels of the chassis/racks/cabinets, equipped with automated mixing
and dispensing machines,

Galvanic coating lines,

Polymeric powder and seal coating lines,

Automated line for PCB surface mounting (including soldering) equipped with an automatic
solder pastes screen printer, inspection conveyor, automatic surface-mount device pick and
place machine, inspection conveyor, automatic convection soldering system, and automated X-
ray tomography system for soldering quality control,

Facilities for manual heavy components, as well as production lines for surface mounting of
connectors on the PCBs with quality inspection workstations,

PCB washing and protective coating (including protection against tropical conditions) facilities
using Silicone Conformal Coating (Electrolube DCA SSC 3 type),

Fiber-optical patch cables manufacturing facility equipped with a video fiber microscope,
polishing machine, fiber optic curing oven, and universal optical fiber test platform/
reflectometer,

Facilities equipped with special measurement, monitoring, and simulation equipment for
calibration of electronic and electric assemblies and systems,

Facilities for the repair of PCBs, modules, assemblies, and other parts associated with 1&C
systems. These are equipped with disassembling, demounting, coating, soldering,
measurement, monitoring, and simulation equipment, and

Facilities for the inspection of soldering in PCBs, electronic, and electrical assemblies.

The RPC Radiy manufacturing and inspection facilities comply with the QMS, which complies with
applicable 1SO, IEC, and Institute for Printed Circuits (IPC) standards.

3.2.1.6 Verification and Validation

RPC Radiy has established a V&V program in full compliance with processes defined in international
standards. The following V&V methods are in use:

Documents review,

Failure and mode effect analysis (FMEA),

Static code analysis and code review,

HDL code functional testing,

Logic level simulation, timing simulation and static timing analysis (for FPGA ED),
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e Reports review of synthesis, place and route, bitstream generation (for FPGA ED),
e Fault insertion testing (FIT), and
e Integration testing, validation testing.

RPC Radiy prefers the use of proven V&V tools over manual methods to eliminate human error. The
above tools are purchased only from well-established vendors, with a good track record of configuration
management, V&V, problem notification and resolution, and support and training materials.

The company QMS prescribes that all commercial software-based tools used for V&V should be tested
and evaluated with the issuance of relevant evaluation reports. In addition to commercial software-
based tools, RPC Radiy developed custom software-based and hardware-based tools in-house for V&V
activities that have been tested and validated.

RPC Radiy V&YV capabilities are supported by the STC, a department that is technically, administratively,
and financially independent from the Design departments. Personnel performing V&V activities have a
strong theoretical background and practical experience on design and testing of software and FPGA ED.
RPC Radiy practices are in line with those followed by other organizations involved in the design of
FPGA-based safety and non-safety I&C solutions for NPPs and in compliance with international
standards. STC took an active part in the SIL 3 certification of RadICS Platform.

The V&YV process for the RadICS Platform is described in further details in Section 7.4.
3.2.1.7 Qualification Test Laboratory

Equipment qualification (EQ) testing for RPC Radiy I&C systems is performed in the RPC Radiy testing
laboratory, which is certified by the National Accreditation Agency of Ukraine ? to be in conformance
with ISO/IEC 17025:2005 (Reference 3-10). The testing laboratory is equipped with all the necessary
certified test equipment. The above test equipment is calibrated in compliance with 1ISO 10012:2003
(Reference 3-11). The testing laboratory is operated by trained and experienced staff.

The facilities include test benches for seismic qualification and environmental qualification; equipment
aging chambers; and I&C systems simulation/modeling facilities. Qualification test capabilities include:
radiation exposure and dust resistance (via approved service supplier); pressure, temperature, and
humidity resistance; seismic qualification, vibration and other mechanical shock resistance; and
electrical insulation, electrical safety, and electromagnetic compatibility. RPC Radiy EQ processes
comply with EPRI qualification methods.

3.2.1.8 Storage and Shipping

RPC Radiy storage, packing, and shipment procedures ensure the following:

e Protection against equipment physical and functional damage resulting from mechanical or
environmental damage,
e Labeling of parts in compliance with customer requirements,

2 Affiliated member of the International Laboratory Accreditation Cooperation
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e Packing in containers in compliance with customer requirements and adequate packaging in
accordance with the type of equipment and transportation mode, and
e Provision of a complete and detailed packing list.

RPC Radiy procedures prescribe methods and assign responsibilities for the handling of defective
products. Where required to store or ship products that do not meet requirements, these will be
properly identified and controlled to avoid unintended use.

3.2.2 Quality Management System

Between 1994 and 2003 the Company has developed, implemented, and put into action the QMS that
conformed to the requirements of ISO 9000 series standards. In February 2004, RPC Radiy passed the
certification audit by the Ukrainian State Agency “State Regulatory Center of Delivery and Service
Quality” of quality certification system “SERTATOM.” This certified RPC Radiy compliance with
requirements of the national standard DSTU ISO 9001-2015 (Reference 3-12).

In 2008, after analyzing a set of documents, including QMS, the State Committee of the Nuclear
Regulations in Ukraine expanded the previously granted the Activity License to authorize RPC Radiy to
perform the design and manufacturing activities of certain nuclear products.

In 2009 RPC Radiy introduced an updated QMS that it believes satisfies the requirements of 10 CFR Part
50 Appendix B and ASME NQA-1-2008 to prepare for a broader international presence; however, the
QMS was organized and aligned to 1SO 9001:2008.

3.2.2.1 International Certification Activities

Information on the international certification activities is provided to give the NRC some context
regarding the effectiveness of the RPC Radiy QMS design and implementation, since it may not be
familiar with RPC Radiy and its business operation.

In January 2005, the RPC Radiy QMS was certified in the International Certification System by the TUV 3
Rheinland InterCert for compliance with requirements of international standard ISO 9001:2008. Based
on the successful audit, TUV Rheinland InterCert issued a certificate confirming that the required
production quality controls were established at RPC Radiy. Based on an additional audit performed by
the International Certification Agency TUV Rheinland InterCert in October 2011, RPC Radiy obtained a
new certificate for compliance with standard requirements of ISO 9001:2008. The certificate’s scope
included design, manufacturing, installation, and maintenance of instrumentation and control systems
and the fire alarm system, including systems and equipment important to safety for nuclear power
plants. The certificate was updated by TUV Rheinland InterCert in 2013. In 2016, the QMS was certified
by Quality Austria for compliance with requirements of ISO 9001:2015.

Inputs from other design and manufacturing companies, performing audits to assess RPC Radiy as a
potential supplier, also helped improve the RPC Radiy QMS. In 2010, the RPC Radiy QMS was assessed
by the former Atomic Energy of Canada Limited (AECL) (now CANDU Energy) Procurement Department
to confirm the implementation and effectiveness of the QMS. AECL’s Supplier’s QMS Audit was

3 Technischer Uberwachungsverein

Document ID: 2016-RPC003-TR-001 Revision: 2 Page 44 of 408




NON-PROPRIETARY

xadlCS

conducted to evaluate the ability of RPC Radiy to supply products that can meet the AECL requirements.
RPC Radiy standards were modified and implemented to successfully pass the AECL audit. Based on the
audit’s results, AECL concluded that the RPC Radiy QMS complies with the Canadian Standards
Association (CSA) CAN3-Z299 series and subsequently RPC Radiy was included in the official AECL
suppliers’ list. To renew the approved vendor qualification status, CANDU Energy audited RPC Radiy in
April 2013 against Canadian Standard CSA N Z299.1 (Reference 3-13) and ISO 9001:2008.

In 2014, the RPC Radiy QMS was assessed by Hungarian nuclear utility MVM Paks Nuclear Power Plant.
The audit resulted in a conclusion that RPC Radiy is in full compliance with requirements to perform
work such as design, manufacturing, repair, maintenance, expert activities, main contractor activities,
and contributions in installation activities related to operation, maintenance, modification, and repair of
1&C systems and components classified into the safety categories 2 and 3.

In 2015, RPC Radiy started work with ISO Ingenierie to align the RPC Radiy platform and applications
against regulatory requirements in France. The activities include a review of Rad!CS Platform, as well as
a review RadICS Platform, applications, and processes for compliance with IEC standards. The effort is
designed to identify an approach for requirements gap analysis and safety case implementation to
develop a road map for qualification of RadICS Platform technology in France.

3.2.2.2 International Atomic Energy Agency Mission at RPC Radiy Facilities

The |AEA review mission titled, Independent Engineering Review of 1&C Systems in Nuclear Power Plants
(IERICS), was established by the Nuclear Power Engineering Section of IAEA to conduct peer reviews of
NPP 1&C design documents, prototype systems, and systems in actual operation in NPPs. The IERICS
review team consists of a group of invited subject matter experts from various IAEA Member States.

The IERICS Mission is based on appropriate IAEA documents, such as Safety Guides and Nuclear Energy
Series Reports. The IERICS Mission took place at the RPC Radiy facilities in Kirovograd, Ukraine, in
December 2010 and closed-out in March 2011 in the IAEA offices in Vienna, Austria. The subject matter
of the above review mission was the RPC Radiy FPGA-based safety I&C RadICS Platform. The IERICS
review was based on the |AEA Safety Guide NS-G-1.3 (Reference 3-14) and IAEA Nuclear Energy Series
Reports NP-T-1.4 (Reference 3-15), NP-T-1.5 (Reference 3-16), and NP-T-3.12 (Reference 3-17).

The findings of the IERICS Mission were given in the Mission Report IERICS-UKR-2010, Independent
engineering review of instrumentation and control systems (IERICS) in nuclear power plants: IAEA review
of the Radiy FPGA-based safety I1&C platform and systems for NPPs. The conclusions of the IERICS
Mission included recommendations, suggestions, and an acknowledgement of good practices at RPC
Radiy. The following items were identified as good practices:

e The use of FPGA technology and advanced approaches to the development of an FPGA based
platform and systems,

e The design includes extensive on-line self-diagnostics at different system levels,

¢ Full implementation of the IAEA QMS requirements in the RPC Radiy Quality Management
System, and

e Defect reporting program from which other organizations may benefit.

Document ID: 2016-RPC003-TR-001 Revision: 2 Page 45 of 408




NON-PROPRIETARY

gadlCS

The |AEA review team confirmed that extensive, high quality engineering work, in compliance with the
relevant sections of the IAEA Safety Guide NS-G-1.3, had been performed by RPC Radiy in the
development of FPGA-based I&C systems.

3.2.2.3 IEC Safety Integrity Level Certification

i 117“¢ to a critical
design review (CDR) based on EPRI TR-1011710 (Reference 3-18). IEC 61508 defines the requirements
for suppliers to follow during product development to ensure that their products have a robust level of
resistance to random hardware and “systematic” design failures. Compliance is evaluated by qualified
third-party certification agencies that assess and certify that a product has been designed and
developed in accordance with the standard.

The IEC 61508 SIL 3 certification process is shown pictorially in Figure 3-2.
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Figure 3-2: SIL 3 Certification Process

exida followed a rigorous process that verified the SIL of the RadICS Platform Hardware and associated
ED, as well as its manufacturing and quality control procedures. [[

]]a,c,e

The IEC 61508 standard provides means of certifying systems based on four predefined SiLs, where SIL 4
would be the most demanding level. SILs are order of magnitude levels of risk reduction. The IEC 61508
establishes three modes of operation:
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e Low Demand Mode: where the safety function is only performed on demand, and where the
frequency of demands is no greater than one per year;
e High Demand Mode: where the safety function is only performed on demand, and where the
frequency of demands is greater than one per year;
e Continuous Demand Mode: where the safety function is a part of normal operation.

The SIL table for appropriate measures for a NPP protection system is shown in Table 3-1.

Table 3-1: IEC 61508 SIL Table for Demand Mode

Average Probability of a | Average Frequency of a
‘ Dangerous Failure on Dangerous Failure of the
. o et.y Demand of the Safety Safety Function, 1/hour Risk Reduction
n:egrllty Function (High Demand and Factor
s (Low Demand Mode of Continuous Modes of
Operation) Operation)
SIL4 2 10%to < 10™ >10°to< 10 100,000 to 10,000
SIL3 >10“%to< 103 >10%to < 107 10,000 to 1,000
SIL2 >10%to < 10? 2107 to< 10°® 1,000 to 100
SIL1 >102to<10? >10°to< 10° 100 to 10

The SIL certification process requires that products developed under a Functional Safety Management
Plan (FSMP) to be audited in stages by the independent certification agency. The FSMP describes the
process and procedures used to design; verify and validate; and maintain the RadICS Platform. The
FSMP defines the specific management responsibilities for the RadICS Platform development project.
The FSMP takes all IEC 61508 requirements into consideration and mandates that they be applied
throughout the product life cycle.

The SIL certification process outlined in IEC 61508 requires the preparation of a set of documents
specific to each of the phases of the product life cycle. These documents must be subject of an
independent auditing process and assessment by a Certification Body.

The auditing process starts early in the product development process with an independent Functional
Safety Assessment of the readiness of the processes and product(s). Internal Functional Safety Audits
(FSAs) are conducted after successful completion of the development process at specific milestones, as
described below.

The first internal FSA usually takes place early within the development process, after the functional and
safety requirements definition, when V&V plans and product architecture design are available. Other
activities that need to be completed before the commencement of this first internal FSA are the safety
concept definition, the section dealing with suppliers and the implementation of a configuration control
process.
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e The required documents have been approved for use and are under proper configuration
Control,

e Project QA manual is in place and in line with corporate and project objectives and quality
requirements,

e The QA programs of suppliers of materials and services are in line with the project quality
requirements as defined in the project QA manual,

e Whether all verification activities associated with this phase of the development process were
correctly executed,

e An effective action tracking process was instituted and followed by all members of the team,

e An effective requirement tracing process was instituted and followed by all members of the
team,

e The Safety Concept for the product is clearly defined,

e The required competences and accountabilities for the project are clearly identified and the
organization is staffed accordingly, and

e An effective Change Management process was instituted and followed by all members of the
verification team.

The objectives of this internal FSA are to verify that:

All the above is consistent with activities as described in the RadICS Platform FSMP.
The objectives of subsequent internal FSAs are:

e To address observations from the previous FSAs,

e To ensure continued compliance with all applicable objectives, as defined for the first internal
FSA,

e To ensure that the development process continues to follow the FSMP,

e To verify that only qualified tools are used in the development process,

e To determine whether conditions are met for the commencement of the independent
Functional Safety Assessment by the corresponding Certification Body,

e To ensure compliance with the FSMP at each audited project phase,

e Verify that the product release baseline audit has been successfully performed, and

e Verify that fault insertion tests cover the appropriate measures.

The independent Functional Safety Assessment is performed by an external certification agency and
documented in a report in accordance with the FSA plan.

The following information is required as input to the independent Functional Safety Assessment:

e |EC61508,
e The final product functional, safety and performance requirements, and

e The final product safety integrity requirements (requirements for probability rates and reliability
indexes).

On completion of the independent Functional Safety Assessment, the certification agency publishes the
following documents: Functional Safety Assessment Plan, Functional Safety Assessment Report and the
certificate of product’s compliance.
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In 2010, RPC Radiy senior management set as one of the company’s goal, to use our RadICS Platform for
Safety Instrumented System (SIS) applications under IEC 61508. Because of the above, the following
decisions were made:

e To move from being a turnkey only supplier (supplier of entire systems) to different contractual
arrangements where the RadICS Platform could be used for implementation of different safety
and non-safety applications and in which RPC Radiy or the client could play the role of the
integrator,

e To pursue certification of the RadICS Platform to SIL 3 based on IEC 61508, and

e To contract exida Inc. as the independent assessor and certification agency.

In 2011, exida performed a preliminary assessment to assist RPC Radiy management in determining the
level of effort required to reach SIL 3 certification for the RadICS Platform, assuming a 2-out-of-3 voting
logic architecture. The assessment included:

e |EC 61508 Process Gap Analysis (product development and support processes evaluation) and
e System Failure Mode and Effect Analysis (high-level design assessment).

The results of the exida assessment formed the basis of a new comprehensive project aimed at
enhancing the life cycle processes of the RadICS Platform to the level required for SIL 3 certification.

Changes to the platform development process and detailed planning of associated activities for the
upgrading of the RadICS Platform to comply with SIL 3 requirements were implemented during the first
phase of the project. Personnel, Document, Functional Safety Management, Configuration
Management and Overall V&V plans, along with Safety Requirements Specification and other
documents covering all aspects of the life cycle were developed during this phase of the project.

Results of subsequent phases of the certification project showed that all the exida recommendations
were considered and successfully implemented.

The subsequent assessments performed by exida, as well as final independent Functional Safety
Assessment in August 2014, confirmed that RPC Radiy processes comply with SIL 3 requirements and the
RadICS Platform meets SIL 3 requirements in both multiple and single channel configurations.

3.3 RadICS Quality Assurance Program

3.3.1 Radics LLC Organization

The Radics LLC organization is designed to provide for safety-related I&C systems to NPPs using the
RadICS Platform equipment. Radics LLC, based in Kirovograd, Ukraine is responsible for all RadICS
Platform-based application project activities except the manufacturing of the RadICS Platform
equipment. The RadICS Platform equipment is manufactured by RPC Radiy, as described in Section 3.2.

The main departments within Radics LLC that are involved in a RadICS Platform-based application
project include:
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e Supply and Sales Department — Provides customer technical and QA requirements from
procurement documents. Provides storage, packaging, and shipping for completed RadICS
Platform-based systems designed and integrated by Radics LLC. Packaging and shipment are
performed by Radiy under the Radiy QMS. All these requirements are included into the
purchase order and controlled by Radics LLC.

e Application Design Bureau — Develops project-specific I&C system designs based on RadICS
Platform technology. The systems design work includes the system architecture, the Application
EDs, and hardware that implement customer function requirements. The design work is based
on using the RadICS Platform Development Tools and AFBL.

e Verification Department — Performs verification activities on the hardware and electronic design
documents prepared by the Application Design Bureau, as specified in the Project Overall V&V
Plan. The Verification Department is technically, administratively, and financially independent
from the Application Design Bureau.

e Validation and Commercial Grade Dedication Department — Performs commercial grade
dedication of RadICS Platform equipment provided by RPC Radiy. RPC Radiy designs and
manufactures the RadICS Platform equipment, including the generic Platform EDs and the
Platform and Application Function Block Libraries. Performs validation testing of RadICS
Platform-based systems developed by Radics LLC. RPC Radiy performs validation testing of the
generic RadICS Platform and FBL. The Validation and Commercial Grade Dedication Department
is technically, administratively, and financially independent from the Application Design Bureau.

e Equipment Qualification and Calibration Department — Performs required EQ testing or analysis
of equipment used for RadICS Platform-based systems.

e QA Department — Controls the Radics LLC QAPD and Radics LLC development standards and
audits implementation of programs and processes. Responsible for independently planning and
performing activities to verify the development and effective implementation of the Radics LLC
QA Program. Supports commercial grade dedication activities for commercial grade surveys and
source inspections, as specified by the commercial grade dedication plan.

e Technical Support and Maintenance - Performs commissioning, warranty support, customer
technical support, spare parts availability control, consideration of claims, and customer
complaints.

Figure 3-3 shows the Radics LLC organization and workflow interfaces for RadICS Platform-based I&C
projects.

Figure 3-4 shows the Radics LLC product lifecycle and organizational responsibilities.
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2 - HW design documents are transferred to RPC Radiy manufacturing workshop
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Figure 3-3: Radics LLC Organization and Workflow Interfaces

Document ID: 2016-RPC0O03-TR-001 Revision: 2 Page 51 of 408




NON-PROPRIETARY

gadlCS

MANUFACTURE
MARKETING —— DESIGN PREPARATION PURCHASING
DECOMMISSION
1 PRODUCT LIFE CYCLE FOR RADICS-BASED APPLICATION v
WARRANTY AND DEDICATION
TECHNICAL OF CGlI
SUPPORT
4
| | ¢
I RADICS
SHIPMENT AND PACKING AND 1
COMMISSIONING «— DELIVERY -« SALES STORAGE
4 4
L RadICS - based _— | S
application calibration [ ]
| CALIBRATIONOF |  DEDICATION OF

(if needed)

RESPONSIBLE RADICS DEPARTMENT LEGEND

Equipment Te i
r ; echnical support
Application Service Supporn Mﬁcﬂgm B ad maitenance

Design Bureau

Su| & Sale Validation and
pply s

M&TE | TESTING
(CALIBRATION)
SERVICES)

1. Service support department provides administrative support
functions to the company director and projects. It support all aspects

of RadICS product development.
2. R&D is applicable for all RadICS engineering departments.

Figure 3-4: Radics LLC Product Lifecycle and Organizational Responsibilities
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The Radics LLC QAPD (Reference 3-19) is the top-level QA document of the 10 CFR Part 50 Appendix B
QA program for the Radics LLC organization. The QAPD includes methods pertaining to managerial and
administrative controls that meet the requirements of 10 CFR Part 50 Appendix B, RG 1.28, Revision 4,
and NQA-1-2008/ NQA-1a-2009 Addenda. The Radics LLC QAPD is based on NEI 11-04A (Reference 3-
20).

3.3.2 Quality Assurance Program

The Radics LLC QAPD defines specific responsibilities and authority for control of design, documentation,
procurement, processes, inspection, testing, nonconformance, corrective action, and QA records. In
addition, the Radics LLC QAPD defines requirements for inspection and audits. The Radics LLC QA
Department is responsible for maintaining the Radics LLC QAPD.

The Radics LLC QAPD establishes the quality system document structure, which includes the following:

e Radics LLC QAPD is the upper tier quality requirements document,

e Radics LLC Quality Procedures implement the QAPD requirements for programs and processes,

e Radics LLC Quality Work Instructions provide standardized methods to accomplish quality-
related work, and

e Radics LLC Forms and Records are used to create the implementation evident for quality-related
work.

All Radics LLC activities for the processes described in the RadICS Topical Report are performed in
accordance with the Radics LLC QAPD.

Radics LLC activities for supplier selection and evaluation comply with the applicable NQA-1-2008/2009a
requirements for source (supplier) evaluation and selection and periodic re-evaluation. The Radics LLC
QAPD is implemented through procedures that control the selection and qualification of suppliers and
maintenance of the Qualified Suppliers List. QA evaluators perform supplier evaluations, which include
assessment of corrective action history, nonconformance submittals, organization changes, etc. A
performance rating is determined based on the evaluation of these criteria and a supplier can be added,
retained, or removed from the Qualified Suppliers List. The scope of related activities performed by
Radics LLC includes supplier audits and commercial grade surveys for commercial suppliers. The Radics
LLC QAPD provides control for the selection and evaluation of suppliers for calibration and testing
services.

The Radics LLC QAPD establishes procurement and dedication control programs designed to detect and
prevent usage of counterfeit and fraudulently marketed products in its projects according to
requirements of NRC Generic Letter 89-02 (Reference 3-21). The following Radics LLC QAPD measures
are implemented in procedures:

e |nvolvement of engineering staff in the procurement and product acceptance process,

* |mplementation of comprehensive source inspection, receipt inspection, and testing programs,

e Establishment of engineering based, programs for review, testing, dedication of commercial-
grade products for suitability, and

e Appropriate training in the detection of these items to applicable personnel.
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As described in Section 3.2, RPC Radiy works under their ISO 9001:2015 QMS and maintains its own set
of procedures for the design and manufacturing of the RadICS Platform equipment. Radics LLC uses its
commercial grade dedication process to accept the RPC Radiy components into the Radics LLC QAP.
During the product development life cycle phases where RPC Radiy performs work, Radics LLC verifies
the RPC Radiy generic Platform ED and FBL activities though commercial grade dedication and project-
specific V&YV activities, as described in the commercial grade dedication plan. The Radics LLC staff has
the capabilities to perform the RPC Radiy work on the RadICS Platform technology and is technically
competent to review and approve the RPC Radiy work. Radics LLC performs dedication of commercial
grade items procured from RPC Radiy, based on the process described in EPRI NP-5652, EPRI TR-102260,
and EPRI TR-106439 (Reference 3-22). The initial commercial grade dedication of the RadICS Platform
technology is described in Chapter 4.

The QA controls applied to the development of Platform and Application EDs for the RadICS Modules are
described on Chapter 7. The QA controls applied to the development of the Platform and AFBL for use
in the EDs for RadICS Modules are described on Chapter 8. The secure development environment
controls are described in Chapter 11. Radics LLC has established classification and acquisition process
control for software-based development tools, as described in Section 8.3.

3.3.3 Radics LLC NQA-1 implementation Activities

Radics LLC started to work with Global Quality Assurance, Inc. (GQA) in 2015, to develop a QAPD and a
complete set of implementing quality procedures and working instructions to fully align Radics LLC
QAPD with 10 CFR Part 50 Appendix B. The Radics LLC QAPD has been developed to be fully compliant
with ASME NQA-1-2008/NQA-1a-2009, as endorsed by RG 1.28, Revision 4. This work was performed to
support the development of the RadICS Topical Report for submittal to NRC for review and approval.

A complete set of procedures was developed to implement quality controls for all 18 criteria from 10
CFR Part 50 Appendix B. The Radics LLC quality procedures are listed in Table 3-2.

Table 3-2: Radics LLC Quality Procedures

Requirements from NQA-1-2008 and

Appendix B Quality Procedures

Criterion |, Organization

Criterion Il, Quality Assurance Program QP 02-1 Management Review Procedure
QP 02-3 Qualification of Audit and Survey Personnel
QP 02-4 Indoctrination, Training and Personnel

Qualifications
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Requirements from NQA-1-2008 and .
Appendix B Quality Procedures
Criterion Iil, Design Control (Design, QP 03-1 Design Analysis
Hardware Design, and V&V) QP 03-2 Hardware Design
QP 03-3 Software Design*
QP 03-4 Software Design Verification?
QP 03-5 Hardware Design Verification
QP 03-6 Integration
QP 03-7 Configuration Management Procedure
QP 03-8 Determining Functional Safety
Classification and Acquisition Guidance for
Design and Analysis
QP 03-9 Secure Development and Operational
Environment Procedure
QP 03-10  Design Control (General Procedure)
QP 03-11  Verification and Validation (General
Procedure)
Criterion IV, Procurement Document QP 04-1 Procurement Document Control and
Control Purchasing Procedure
Criterion V, Instructions, Procedures, and QP 05-1 Document Development Procedure
Drawing QP 05-2 QA Project Plan Development
Criterion VI, Document Control QP 06-1 Document Control Procedure
QP 06-2 Electronic Document Control
Criterion VIl Control of Purchased QP 07-1 Supplier Evaluation and Approval
Material, Equipment, and Services Procedure
QP 07-2 Items or Services Acceptance Procedure
QP 07-3 Commercial Grade Dedication Procedure
QP 07-4 Commercial Grade Survey Procedure
Criterion VI, Identification and Control of | QP 08-1 Product Identification and Indication of
Materials, Parts, and Components Test and Inspection Status
QP 08-2 Shelf Life Control
Criterion IX Control of Special Processes QP 09-1 Control of Special Processes
Criterion X Inspection QP 10-1 In-Processes and Final Inspection
Procedure
4 . Including electronic logic design
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Reqdirements from NQA-1-2008 arid ‘
Appendix B

Quality Procedures

Criterion X| Test Control

QP 11-1 Test Control Procedure
QP 11-2 Test Loop Alignment

Criterion X!l Control of Measuring and Test
Equipment

QP 12-1 Control of Measuring and Test Equipment
Procedure

QP 12-3 Dedication of Calibration and Testing
Services

Criterion Xlll Handling, Storage and
Shipping

QP 13-1 Handling, Storage, and Preservation
Procedure

QP 13-2 Marking and Labeling
QP 13-3 Packaging and Shipping Procedure

Criterion XIV Inspection, Test, and
Operating Status

(This requirement is covered by QP 08-1)

Criterion XV Nonconforming Materials,
Parts, or Components

QP 15-1 Control of Nonconforming [tems

QP 15-2 Reporting of Noncompliance in Accordance
' with 10 CFR Part 21

Criterion XVI Corrective Action

QP 16-1 Corrective Action
QP 16-2 Software Problem Reporting Procedure®

Criterion XVII Quality Assurance Records

QP 17-1 Control of Records Procedure
QP 17-2 Electronic Records Control Procedure

Criterion XVIII Audits

QP 18-1 Internal and External Audit Procedure

QP 19-1 Order Entry Contract Review Procedure

A comprehensive training plan was prepared for Radics LLC personnel on the key elements of the QA
Program document and implementing procedures. A qualification and training program was
implemented for QA lead auditors and survey personnel using the services of GQA. Initial training of
personnel was performed by SunPort (Lausanne, Switzerland) at the RPC Radiy site in April 2015. The
Radics LLC staff has been certified on the following topics:

Commercial Grade Item Dedication

Including electronic logic design

Internal/External Auditing topics and techniques
Organization safety culture, root cause determination and problem-solving techniques
Means to identify and deal with Counterfeit, Fraudulent, and Suspect ltems
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GQA completed a third-party evaluation in August 2016 (Reference 3-23). Evaluation QAP_EVAL-2016
was performed to assess the adequacy of the Radics LLC Quality Assurance Program documents for
meeting 10 CFR Part 50 Appendix B, 10 CFR Part 21, ASME NQA-1-1994, NQA-1-2008, and NQA-1a-20009.
The evaluation was performed as a document audit of current policies and quality procedures to assess
the Radics LLC QAPD for addressing applicable requirements for control over quality activities for
supplying nuclear safety-related digital instrumentation and control equipment. The scope of the
evaluation included the latest approved revisions of the Radics LLC QAPD, 42 Quality Procedures, and 3
significant Work Instructions.

The evaluation found that the Radics LLC QAPD was a comprehensive network of policies, procedures,
instructions, and forms that address the nuclear quality assurance requirements in detail. The Radics
LLC QAPD also reflect recent regulatory developments, provisions and guidance of impact to nuclear
licensees and their suppliers. GQA concluded that the Radics LLC QAPD is comprehensively documented
and compliant with stated requirements. Three evaluation comments were submitted for corrective
action in accordance with the Radics LLC QAPD.

3.3.4 Corrective Action Program

The Radics LLC corrective action procedure (Reference 3-24) addresses corrective action for conditions
adverse to quality related to the following sources:

e Supplier deficiencies in processes and / or controls identify during a Commercial Grade Survey
(as described in QP 07-4),

e Findings from internal audits (as described in QP 18-1),

e Nonconforming items whose apparent causes resulted in dispositioned rework, replacement or
repair (as described in QP 15-1) and for which the dispositioning process has resulted in a
decision to investigate the cause of the issue further,

e Customer complaints, returns, or audit findings,

e Software {including electronic logic design) that is assigned a Severity 1 (Critical Error) with a
Priority Level 1 {(as described in QP-16-2), and

e Trend analysis suggests recurring issues regardless of source.

This procedure acknowledges the implenﬁentation of related procedures that correct conditions adverse
to quality and prescribes a defined process for attending to significant conditions adverse to quality,
regardless of source (e.g., item, audit, programmatic, complaint or trend). The defined process for
significant conditions adverse to quality includes causal analysis, taking actions to mitigate or prevent
recurrence, and verification of completed corrective actions.

Each corrective action report is evaluated for 10 CFR Part 21 (Reference 3-25) reporting applicahility.

3.3.5 10 CFR Part 21 Problem Reporting

Radics LLC, as the designer and supplier of digital I&C systems to U.S. commercial nuclear licensees, is
required to comply with 10 CFR Part 21. The Radics LLC reporting procedure for defects and
noncompliance (Reference 3-26) describes the process for ensuring compliance with the requirements
of 10 CFR Part 21. This procedure establishes the requirements for evaluation and reporting of defects
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and noncompliance in accordance with 10 CFR Part 21. This procedure applies to all materials,
components, subassembilies, services, and finished items that are basic components and that have been
delivered to a U.S. nuclear customer. The Radics LLC QA Manager is the Responsible Officer for the
effective implementation of this procedure.

3.3.6 Maintenance Process of NRC Safety Evaluation Report

RPC Radiy and Radics LLC will periodically update procedures related to the RadICS Platform technology
and associated I&C system projects to continuously improve activities after issuance of the NRC Safety
Evaluation Report (SER) for the RadICS Digital |&C Platform Topical Report. Additionally, some parts of
the RadICS Platform might have to be modified to replace obsolete components or correct identified
problems. The overall RadICS Platform and Application Lifecycles might require updates to reflect
changes in RPC Radiy or Radics LLC management structures or quality programs.

Radics LLC working instructions define a change management process for future changes to the
approved RadICS Platform (Reference 3-27). The change management process specifies the criteria and
evaluation process to evaluate future platform changes for use. Radics LLC can use newer Radiy
equipment (i.e., RadICS Platform Hardware and ED Modules) and development procedures provided
that the specified criteria are met. The change management process is designed to ensure that:

e Changes to the approved RadICS Platform do not modify or eliminate the key design principles,
key processing features, or key communication independence features,

o Changes to the RadICS Platform (i.e., Hardware and ED Modules) do not result in more than a
minimal increase in the likelihood of occurrence of a malfunction, do not result in more than a
minimal increase in the consequences of a malfunction, or do not create a possibility for a
malfunction with a different result, and

o Changes to the Radics LLC or Radiy development procedures do not result in a reduction in the
NRC-approved quality methods.

To the extent that product or process changes are confirmed to be within the established criteria in the
Topical Report and SER, the RadICS Platform will be considered consistent and current with the Topical
Report and SER. Changes that satisfy the criteria can be used for a plant retrofit project. Changes that
do not satisfy one or more of the criteria cannot be used for a U.S. plant project without specific NRC
review and approval. If changes are required to Topical Report or SER, then Radics LLC will provide a
revision to the Topical Report to reflect those changes to be reviewed and approved by the NRC before
allowing products to be developed or systems designed under the new process for installation in the
u.s.

Radics LLC records requirements and periodic reporting obligations are specified for the change
evaluations to support a review by independent parties or audits by NRC.

3.4 Chapter 3 References

1 IS0 9001:2015, “Quality management systems — Requirements”

2 10 CFR Part 50 Appendix B, “Quality Assurances Requirements for Nuclear Power Plants and
Fuel Reprocessing Plants”

3 ASME NQA-1-2008, “Quality Assurance Program Requirements for Nuclear Facilities”
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4 RadICS Commercial Grade Dedication Plan

The RadICS Platform is the third-generation digital safety 1&C platform developed by RPC Radiy in
accordance with European nuclear safety standards for such systems. The basic U.S. licensing strategy
to demonstrate that the generic RadICS Platform and the associated quality and electronic design life
cycle processes comply with U.S. nuclear safety requirements is described in Chapter 1.

4.1 Commercial Grade Dedication Methodology

Radics LLC has developed a set of Commercial Grade Dedication Plan for the RadICS Platform
(References 4-1 through 4-13. This plan outlines the various steps to be followed to dedicate the RadICS
Platform. The results of the dedication have been documented in a set of Commercial Grade Dedication
Summary Reports for the RadICS Platform after the plan was fully implemented (References 4-14
through 4-26).

4.1.1 Definition of the Generic RadICS Platform

The generic RadICS Platform Electronic Designs is described in Chapter 6. The development of the
RadICS Platform is described in Chapters 7 and 8. The EQ plan for the RadICS Platform is described in
Chapter 9.

4.1.2 Compliance with Dedication Guidance

EPRI NP-5652 (Reference 4-27) provides the upper tier framework for the technical basis for acceptance
and the specific methods used to establish acceptance. NRC conditionally endorsed EPRI NP-5652 in
Generic Letter 89-02 (Reference 4-28). EPRI TR-106439 (Reference 4-29) is based on the NRC-endorsed
guidance in EPRI NP-5652 and tailors the guidance for the commercial grade dedication (CGD) of digital
equipment. NRC approved EPRI TR-106439 (Reference 4-30). NRC also states in RG 1.152 (Reference 4-
31) that EPRI TR-106439 contains adequate guidance to meet the requirements in IEEE Std 7-4.3.2-2003,
Section 5.4.2 (Reference 4-32).

It is important to understand how this guidance relates to the use of testing in the acceptance review.
Testing can be used to support acceptance in four distinct ways, each with its own set of rules.

Method 1 - Special Tests and Inspections - EPRI NP-5652 Section 3.1.2 states that “Method 1 should be
used when the purchaser desires to verify critical characteristics after the item is received.”
Method 1 testing is performed during the commercial grade dedication process. EPRI NP-
5652 Section 2.5 specifies that this work must be performed in accordance with a 10 CFR
Part 50, Appendix B program (Reference 4-33).

Method 2 - Commercial Grade Survey - EPRI NP-5652 Section 3.2.2 states that “Method 2 should be
used when the purchaser desires to accept commercial grade items based on the merits of
a supplier's commercial quality controls. These controls may constitute quality programs,
procedures, or practices.” EPR! NP-5652 Section 3.2.3 states that “Two basic criteria must
be met when conducting a commercial grade survey. The purchaser must confirm that the
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selected commercial grade item's critical characteristics are controlled under the scope of
commercial quality system activities. The purchaser must also be reasonably assured that
the commercial supplier's activities adequately control the commercial grade items
supplied.” EPRI NP-5652 Table 3-1 lists typical supplier controls that can be surveyed using
Method 2, which includes testing. Similarly, EPRI TR-106439 Figure 3-2 shows a review of
vendor testing as an element of the dedication process. EPRI NP-5652 Section 2.5 specifies
that the review for acceptance of vendor testing must be performed in accordance with a
10 CFR Part 50, Appendix B program; however, the vendor testing itself is not performed in
accordance with a 10 CFR Part 50, Appendix B program.

Method 3 - Source Verification - EPRI NP-5652 Section 3.3.1 states that “Method 3 involves the
verification of critical characteristics by witnessing quality activities before releasing the
item for shipment.” EPRI NP-5652 Section 2.5 specifies that the verification for acceptance
of vendor testing must be performed in accordance with a 10 CFR Part 50, Appendix B
program; however, the vendor testing itself is not performed in accordance with a 10 CFR
Part 50, Appendix B program.

Method 4 - Item/Supplier Performance Record - EPRI NP-5652 Section 3.4.1 states that “Method 4
allows the purchaser to accept commercial grade items based upon a confidence in the
supplied item achieved through proven performance of the item. It also allows the
purchaser to take credit for item performance based upon historical verification gained
from the successful utilization of Methods 1, 2, or 3 or pertinent industry-wide
performance data.”

NRC Generic Letter 89-02 places two limitations of the use of EPRI NP-5652:

1. Acceptance Method 2, "Commercial-Grade Survey of Supplier”, should not be employed as the basis
for accepting items from suppliers with undocumented commercial quality control programs or with
programs that do not effectively implement their own necessary controls. Likewise, Method 2
should not be employed as the basis for accepting items from distributors unless the survey includes
the part manufacturer(s) and the survey confirms adequate controls by both the distributor and the
part manufacturer(s).

2. Acceptance Method 4, "Acceptable Supplier/Item Performance Record," should not be employed
alone unless:

a. The established historical record is based on industry-wide performance data that is directly
applicable to the item's critical characteristics and the intended safety-related application; and

b. The manufacturer's measures for the control of design, process, and material changes have
been adequately implemented as verified by audit (multi-licensee team audits are acceptable).

Radics LLC performed an initial assessment of the historical development records for the RadICS
Platform as part of the CGD planning effort and made two broad conclusions. First, Radics LLC
concluded that [[ 11%f would be needed to satisfy the U.S. regulatory requirements for
Il 115~ These [[ 11
and are described in Chapter 9. Second, Radics LLC concluded that the RadICS [[
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11#“f were evaluated using Method 2.

Method 3 was used by Radics LLC to evaluate certain vendor processes used during the equipment
qualification testing. It was also used to evaluate certain manufacturing processes used by RPC Radiy for
the RadlCS Platform equipment.

Method 4 was not used to compensate for shortcomings in legacy electronic designs nor was it used as a
basis for establishing RadICS Module failure rates. Radics LLC has only used the RadICS Platform
operating experience to demonstrate satisfactory performance with the platform technology.

The sources of guidance related to dedicating a commercial grade digital safety I&C platform are EPRI
TR-106439 and EPRI TR-107330 (Reference 4-34). Implementation of this guidance for dedication of the
generic RadICS Platform is described below.

The Commercial Grade Dedication Plan for RadICS Platform is based on established guidance:

e EPRITR-106439 for the CGD of the RadICS Platform developed to the RPC Radiy QMS and IEC
Requirements
e EPRITR-107330 for the EQ tests to be performed on the RadICS Platform

RG 1.152 recognizes the acceptability of EPRI TR-106439 for CGD. The RadICS Module EDs were treated
as the “legacy software” described in Section 7.6 of EPRI TR-107330.

4.1.2.1 EPRI TR-106439 Guidance

EPRI TR-106439 was used to structure the CGD effort. Compliance with EPRI TR-106439 process was
demonstrated using a checklist, which provides a mapping that shows where the elements of the
dedication process are addressed in licensing documentation.

The RadICS Platform Commercial Grade Dedication Plans used a combination of three acceptance
methods described in EPRI TR-106439 to verify the adequacy of the generic RadICS Platform:

e Method 1: Special Tests and Inspections of the RadiCS Platform equipment

[l
]]a,c,f

e Method 2: Commercial Grade Survey of RadICS Modules [[
]]a,c,f

Critical characteristics were based on three sets of U.S. benchmarks:

o The RadiCS Module ED development process, which is based on IEC Standards, were
evaluated for dependability critical characteristics developed from applicable NRC
review guidance for safety system software development defined in NRC BTP 7-14
(Reference 4-35), |IEEE Standard 7-4.3.2-2003, and other endorsed |EEE standards.
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o The RadICS Platform design characteristics were evaluated for performance and
dependability critical characteristics developed from NUREG/CR-6082 (Reference 4-
36, DI&C-ISG-04 (Reference 4-37), and |EEE Std 603-1991 (Reference 4-38.

o The RadICS Platform design characteristics were evaluated for selected physical
critical characteristics developed from EPRI TR-107330.

[

]]a,c,f

EPRI TR-106439 envisions the approach of using the historical development records as a basis
for acceptance in a commercial grade dedication review. [[

]]a,c,f
e Method 3: Source Verification of the RadICS Platform manufacturing process.

The Source Verification was performed by witnessing quality activities of RPC Radiy (e.g.,
fabrication, assembly, special process and final inspection).

e Method 4: Acceptable Performance Record of the RadICS Platform

The review of the performance record was based on the RPC Radiy operating experience to
demonstrate satisfactory performance with the RadICS Platform technology. Operating
experience was not be used to compensate for shortcomings in legacy electronic design nor
used as a basis for establishing RadiCS Module failure rates.

4.1.2.2 EPRI TR-107330 Guidance

EPRI TR-107330 was used to define the qualification test methods (including the operability and
prudency tests) and the critical characteristics to demonstrate acceptable performance during the
qualification tests. Testing will demonstrate that the RadICS Platform functioned correctly during
and/or after exposure to the series of stress tests outlined in EPRI TR-107330. The operability and
prudency test acceptance criteria were important critical characteristics for performance in the CGD
evaluation of the RadICS Platform.

4.1.3 RadICS Commercial Grade Dedication Process

The Radics LLC process for CGD is dedication is defined in a Radics LLC quality procedure (Reference 4-
39), which requires the following:

e Writing a Dedication Plan that includes a detailed checklist with the acceptance activities to be
performed to demonstrate compliance with EPRI TR-106439.

e Performing these activities and completing the checklist according to the approved Plan.

e Reporting the results in a Dedication Report.
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The RadICS Platform CGD Summary Reports contain the completed checklists and were issued after the
completion of the qualification tests for the RadICS Platform equipment.

The RadICS Platform CGD Summary Reports define the qualification boundary of the RadICS Platform.
The RadICS Platform can be used to impiement safety-related I1&C systems within the defined
equipment qualification boundary defined in Chapter 9. It is also expected that |&C systems
implemented with the RadICS Platform will address the project-specific actions items identified in the
NRC safety evaluation report for the RadICS Platform Topical Report. Any safety-related system beyond
that included in the baseline dedication will require additional evaluation for the new application
boundary. ‘

The RadICS Platform CGD Summary Reports are maintained as an auditable record for the RadICS
Platform CGD effort, as required by 10 CFR 21.21(c)(2) (Reference 4-40).

4.1.4 Maintenance of RadICS Platform Commercial Grade Dedication

The RadICS Platform hardware and associated Module EDs has been qualified and is maintained under
the Radics LLC 10 CFR Part 50 Appendix B quality program (Reference 4-41). If new boards are
developed or existing boards modified for obsolescence or other reasons, the new or modified
hardware will be appropriately tested and/or analyzed to maintain dedication and EQ to U.S. standards.
Changes to the RadICS Platform are evaluated in accordance with the same process that formed the
basis for the original CGD acceptance, as controlled by Radics LLC procedures.

All future modifications to the RadICS Platform will continue to be performed under the RPC Radiy QMS,
as described in Chapter 3. The RadICS Platform dedication assessment will be updated to address future
modifications to the platform.

Documentation supporting the commercial grade item dedication is maintained as a configuration item.

The RadICS Platform CGD maintenance controls satisfy the requirements of IEEE Std 7-4.3.2 Section
5.4.2.3.

4.2 Chapter 4 References

1 RadICS Platform Commercial Grade Dedication Plan for LM, Radics LLC Document No. 2015-
RTS001-CGDP_LM-101

2 RadICS Platform Commercial Grade Dedication Plan for DIM, Radics LLC Document No.
2015-RTS001-CGDP_DIM-003

3 RadICs Platform Commercial Grade Dedication Plan for DOM, Radics LLC Document No.
2015-RTS001-CGDP_DOM-102

4  RadICS Platform Commercial Grade Dedication Plan for AIM, Radics LLC Document No. 2015-
RTS001-CGDP_AIM-103

5 RadICS Platform Commercial Grade Dedication Plan for AOM, Radics LLC Document No.
2015-RTS001-CGDP_AOM-104

6 RadICS Platform Commercial Grade Dedication Plan for OCM, Radics LLC Document No.
2015-RTS001-CGDP_OCM-106
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RadICS Platform Commercial Grade Dedication Plan for Chassis, Radics LLC Document No.
2015-RTS001-CGDP_CH-107

RadICS Platform Commercial Grade Dedication Plan for I/O Connections Protection Module,
Radics LLC Document No. 2015-RTS001-CGDP_IOPM-131

RadICS Platform Commercial Grade Dedication Plan for Ventilation Module, Radics LLC
Document No. 2015-RTS001-CGDP_VM-132

RadICS Platform Commercial Grade Dedication Plan for TIM, Radics LLC Document No. 2019-
SRTS003-CGDP_TIM-150

RadICS Platform Commercial Grade Dedication Plan for RIM, Radics LLC Document No. 2019-
SRTS003-CGDP_RIM-151

RadICS Platform Commercial Grade Dedication Plan for WAIM, Radics LLC Document No.
2019-SRTS003-CGDP_WAIM-152

RadICS Platform Commercial Grade Dedication Plan for Cables, Radics LLC Document No.
2019-SRTS003-CGDP_Ch-154

Commercial Grade Dedication Summary Report for LM, Radics LLC Document No. 2017-
RTS001-CGDSR_LM-371

Commercial Grade Dedication Summary Report for AIM, Radics LLC Document No. 2017-
RTS001-CGDSR_AIM-372

Commercial Grade Dedication Summary Report for AOM, Radics LLC Document No. 2017-
RTS001-CGDSR_AOM-370

Commercial Grade Dedication Summary Report for DIM, Radics LLC Document No. 2017-
RTS001-CGDSR_DIM-373

Commercial Grade Dedication Summary Report for DOM, Radics LLC Document No. 2017-
RTSO01-CGDSR_DOM-374

Commercial Grade Dedication Summary Report for OCM, Radics LLC Document No. 2017-
RTS001-CGDSR_OCM-375

Commercial Grade Dedication Summary Report for IOPM, Radics LLC Document No. 2017-
RTS001-CGDSR_IOPM-376

Commercial Grade Dedication Summary Report for Chassis, Radics LLC Document No. 2017-
RTS001-CGDSR_CH-377

Commercial Grade Dedication Summary Report for VM, Radics LLC Document No. 2017-
RTS001-CGDSR_VM-378

Commercial Grade Dedication Summary Report for TIM, Radics LLC Document No. 2019-
SRTS003-CGDP-TIM-156

Commercial Grade Dedication Summary Report for RIM, Radics LLC Document No. 2019-
SRTS003-CGDP-RIM-157

Commercial Grade Dedication Summary Report for WAIM, Radics LLC Document No. 2019-
SRTS003-CGDP-WAIM-158

Commercial Grade Dedication Summary Report for Cables, Radics LLC Document No. 2019-
SRTS003-CGDP-Ch-159

EPRI NP-5652, “Guideline for the Utilization of Commercial Grade Items in Nuclear Safety
Related Applications (NCIG-07),” July 1988
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Generic Letter 89-02, “Actions to Improve the Detection of Counterfeit and Fraudulently
Marketed Products”

EPRI TR-106439, “Guideline on Evaluation and Acceptance of Commercial Grade Digital
Equipment for Nuclear Safety Applications, Electric Power Research Institute, October 1996
Letter from NRC to EPRI dated July 17, 1997, “Review of EPRI Topical Report TR-106439,
‘Guideline on Evaluation and Acceptance of Commercial Grade Digital Equipment for
Nuclear Safety Applications”

Regulatory Guide 1.152, Revision 3, “Criteria for Use of Computers in Safety Systems of
Nuclear Power Plants”

|EEE Std 7-4.3.2-2003, “Standard Criteria for Digital Computers in Safety Systems of Nuclear
Power Generating Stations”

10 CFR Part 50 Appendix B, “Quality Assurances Requirements for Nuclear Power Plants and
Fuel Reprocessing Plants”

EPRI TR-107330, “Generic Requirements Specification for Qualifying a Commercially
Available PLC for Safety-Related Applications in Nuclear Power Plants,” Electric Power
Research Institute, December 1996

NUREG-0800, Chapter 7, NRC Branch Technical Position 7-14, Revision 5, “Guidance on
Software Reviews for Digital Computer Based Instrumentation and Control Systems,” U.S.
Nuclear Regulatory Commission, March 2007

NUREG/CR 6082, “Data Communications,” August 1993

DI&C-ISG-04, Revision 1, “Highly Integrated Control Rooms - Digital Communication
Systems” :

IEEE Std 603-1991, “Criteria for Safety Systems for Nuclear Power Generating Stations”
Radics LLC Procedure QP 07-3, “Commercial Grade Dedication Procedure”

10 CFR 21.21, “Notification of failure to comply or existence of a defect and its evaluation”
QAPD-001, “Radics LLC Quality Assurance Program Description”
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5 Regulations, Codes, and Standards

5.1 Compliance Summary

A summary of NRC regulatory requirements and acceptance criteria for 1&C systems important to safety
is found in Standard Review Plan (SRP) Table 7-1 (Reference 5-1). Radics LLC reviewed this table and
other sources to define the scope of the regulatory requirements and acceptance criteria that applied to
the generic RadICS Platform. Several of the items listed in SRP Table 7-1 apply to project-specific safety
1&C systems. Compliance with project-specific regulatory requirements cannot be assessed in the
context of a generic digital safety 1&C platform that does not include the specific applications. The
results of the screening performed by Radics LLC are documented in this Chapter.

5.2 10 CFR, Code of Federal Regulations

The following regulations were assessed for applicability to the RadICS Platform design.

5.2.1 10 CFR 50.34(f)(2)(v), Bypass and Operable Status Indication

Project-specific applications of the RadICS Platform will comply with the requirement of 10 CFR
50.34(f)(2)(v), Bypass and Operable Status Indication, to provide automatic indication of the bypassed
and operable status of safety systems. The generic RadICS Platform supports indications in the main
control room and hardwired discrete outputs can be provided, as described in Chapter 6. The specific
means for complying with 10 CFR 50.34(f)(2)(v) must be assessed on a project-specific basis.

5.2.2 10 CFR 50.49, Environmental Qualification

10 CFR 50.49, Environmental Qualification of Electric Equipment Important to Safety for Nuclear Power
Plants, identifies specific requirements for qualification of electric equipment important to safety. RG
1.89 describes methods acceptable to the NRC for complying with 10 CFR 50.49. RadiCS Platform
equipment will not be installed in harsh environments. The qualification of the RadICS Platform for mild
environments is described in Chapter 9. :

5.2.3 10 CFR 50.55a(h)(2), Protection Systems

As required in 10 CFR 50.55a(h), Protection Systems, the RadICS Platform complies with IEEE Std 603-
1991. Compliance with applicable portions of IEEE Std 603-1991 for the RadICS Platform is addressed in
Chapter 12. The specific means for complying with 10 CFR 50.55a({h)(2) on a system level must be
assessed on a project-specific basis.

5.2.4 10 CFR Part 50 Appendix A, General Design Criteria

The applicable General Design Criteria (GDC) from 10 CFR Part 50 Appendix A are discussed below.
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5.24.1 General Design Criterion 1, Quality Standards, and Records

The basic requirement is that structures, systems, and components shall be designed, fabricated,
erected, constructed, tested, and inspected to quality standards commensurate with the importance of
the safety function to be performed. The generic RadICS Platform is intended for use in Class 1E safety
|&C applications.

The Radics LLC quality assurance program that governs all RadICS activities is compliant with 10 CFR Part
50 Appendix B and ASME NQA-1-2008 and the NQA-1a-2009 Addenda, as described in Chapter 3. The
alignment of the Radics LLC QAPD to GDC 1 is described in Chapter 12.

5.2.4.2 GDC 2, Design Bases for Protection Against Natural Phenomena

The basic requirement is that structures, systems, and components important to safety shall be
designed to withstand the effects of a range of natural phenomena without loss of capability to perform
their safety functions. The RadICS Platform is intended for use in Class 1E safety I&C applications. The
generic qualification program for RadICS Platform that would support compliance with GDC 2 for a
specific project is described in Chapter 9. The licensee for a project-specific application of the Rad!CS
Platform will address the correspondence of the generic qualification envelope for the RadICS Platform
with the site-specific qualification bounding envelopes.

5.2.4.3 GDC 4, Environmental and Dynamic Effects Design Bases

The basic requirement is that structures, systems, and components important to safety shall be
designed to accommodate the effects of and to be compatible with the environmental conditions
associated with normal operation, maintenance, testing, and postulated accidents, including loss-of-
coolant accidents. The generic qualification program for RadICS Platform that would support
compliance with GDC 4 for a specific project is described in Chapter 9. The licensee for a project-specific
application of the RadICS Platform will address the correspondence of the generic qualification envelope
for the RadICS Platform with the site-specific qualification bounding envelopes.

5.2.4.4 GDC 13, Instrumentation and Control

The RadICS Platform standard input boards enable the design of systems using the RadICS Platform
technology that can monitor a wide range of variables and systems over their anticipated ranges for
normal operation, for anticipated operational occurrences, and for accident conditions as appropriate to
assure adequate safety. The RadICS Platform features that would support compliance with GDC 13 for a
specific project are described in Chapter 6. The specific means for complying with GDC 13 must be
assessed on a project-specific basis.

5.2.4.5 GDC 20, Protection System Functions

The RadICS Platform features that would support compliance with GDC 20 for a specific project are
described in Chapter 6. The standard RadICS Platform hardware described in Chapter 6, the hardware
development process described in Chapter 7, and the development life cycle processes for RadICS
Platform Electronic Designs (EDs) described in Chapters 7 and 8 are the foundations for designing and
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implementing project-specific safety 1&C systems that accomplish the GDC 20 safety functions. The
specific means for complying with GDC 20 must be assessed on a project-specific basis.

5.24.6 GDC 21, Protection Systems Reliability and Testability

The RadICS Platform features that would support compliance with GDC 21 for a specific project are
described in Chapter 6. The RadICS Platform is designed for high functional reliability. A summary of
the board/device-level hardware reliability is provided in Chapter 9. The RadICS Platform ED logic is
designed to be highly reliable. The RadICS Platform ED life cycle processes are described in Chapters 7
and 8 have been assessed as part of the Functional Safety Assessments performed by exida that
demonstrated that the RadICS Platform complies with the IEC 61508 SIL 3 certification requirements
(Reference 5-2). The RadICS Platform Application ED development life cycle process is described in
Chapter 7. The in-service testing and periodic testing features of the RadICS Platform are described in
Chapter 6. The standard RadiCS Module hardware and associated Platform ED described in Chapter 6
can be readily employed in system architectures with redundant and independent divisions that comply
with the single failure criterion. The specific means for complying with GDC 21 must be assessed on a
project-specific basis.

5.2.4.7 GDC 22, Protection System Independence

The RadICS Platform features that would support compliance with GDC 22 for a specific project are
described in Chapter 6. RadICS Platform-based systems have the requisite independence of divisions to
ensure that a fault in one independent division does not propagate and affect other redundant divisions.
Representative RadICS Platform single division and four division architectures are described in

Chapter 2. RadICS Platform interdivisional (i.e., coincidence voting) communications also comply with
NRC DI&C-ISG-04 recommendations, as described in Appendix B. |

The RadICS Platform has the requisite independence to ensure that a postulated fault in a connected
non-safety I&C system does not propagate and affect the safety I1&C system. As described in Chapter 6, |
this is accomplished by a one-way (broadcast only) communication link from the safety I&C system to |
the non-safety 1&C system. In addition, RadICS Platform outputs can be connected to non-Class 1E

systems. The Class 1E / non-Class 1E isolation capability of these outputs is verified through

qualification testing, which is described in Chapter 9.

RadiCS Platform hardware is qualified for a mild operating environment, with a generic qualification
envelope as described in Chapter 9. Operation within this envelope will not result in loss of the
protection function.

The in-service testing and periodic testing features of the RadICS Platform are described in Chapter 6.
With appropriate redundancy in an actual system, maintenance and testing activities will not result in
Joss of the protection function.

D3 should be addressed in the context of a suite of safety and non-safety 1&C systems at a NPP. The
RadICS Platform can be used to employ signal diversity, as described in Chapter 6.

The design and implementation of RadICS Platform digital communications described in Chapter 6
enables independence to be maintained between redundant divisions and between the safety 1&C
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system and non-safety I&C systems. The interdivisional communications provisions that address the
guidance in DI&C-1SG-04 are described in Appendix B.

The specific means for complying with GDC 22 must be assessed on a project-specific basis. D3 will be
addressed in the context of the project-specific suite of safety and non-safety 1&C systems.

5.2.4.8 GDC 23, Protection System Failure Modes

The RadICS Platform features that would support compliance with GDC 23 for a specific project are
described in Chapter 6. Modes of operation of the RadICS Platform are described in Chapter 6, which
also explains the behavior of the RadICS Platform when failures are detected. As discussed in Chapter 9,
board-level failure mode and effects analyses (FMEAs) are documented in a separate report. The
specific means for complying with GDC 23 must be assessed on a project-specific basis.

5.2.4.9 GDC 24, Separation of Protection and Control Systems

The RadICS Platform features that would support compliance with GDC 24 for a specific project are
described in Chapter 6. The design and implementation of RadICS Platform digital communications
described in Chapter 6 enables separation to be maintained between the safety I&C system and non-
safety 1&C systems. These communications provisions that address the guidance in DI&C-ISG-04 are as
described in Appendix B. The specific means for complying with GDC 24 must be assessed on a project-
specific basis.

5.2.4.10 GDC 25, Protection System Requirements for Reactivity Control Malfunctions

The RadICS Platform features that would support compliance with GDC 25 for a specific project are
described in Chapter 6. The specific means for complying with GDC 25 must be assessed on a project-
“specific basis.

5.2.4.11 GDC 29, Protection Against Anticipated Operational Occurrences

The RadiCS Platform features that would support compliance with GDC 29 for a specific project are
described in Chapter 6. The RadICS Platform is designed for high functional reliability. A summary of
the board/device-level hardware reliability is provided in Chapter 9. Operating experience with RPC
Radiy systems described in Chapter 2 has shown no instances where the RPC Radiy systems have
experienced any system failures or common cause failures that affected the capability of the safety 1&C
system to perform its intended safety function(s) during an anticipated operational occurrence. The
specific means for complying with GDC 29 must be assessed on a project-specific basis. Specifically, the
RPC Radiy systems have not experienced any system failures or common cause failures in more than 400
reactor-years of operation as of December 2015.

5.2.5 10 CFR Part 50 Appendix B, Quality Assurance Requirements

The Radics LLC QAPD that governs all Radics LLC activities are compliant with 10 CFR Part 50 Appendix
B, Quality Assurance Requirements for Nuclear Power Plants and Fuel Reprocessing Plants, and ASME
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NQA-1-2008 and the NQA-1a-2009 Addenda, as described in Chapter 3. The alignment of the Radics LLC
QAPD to 10 CFR Part 50 Appendix B is described in Chapter 12.

5.3 NRC Regulatory Guides
The following NRC RGs were assessed for applicability to the RadICS Platform design.

5.3.1 Regulatory Guide 1.22

The RadICS Platform features that would support compliance with RG 1.22, Periodic Testing of
Protection System Actuation Functions, for a specific project are described in Chapter 6. The specific
means for complying with RG 1.22 must be assessed on a project-specific basis.

5.3.2 Regulatory Guide 1.28

RG 1.28, Revision 4, Quality Assurance Program Criteria (Design and Construction), endorses Part | and
Part Il requirements included in NQA-1-2008 and the NQA-1a-2009 Addenda for the implementation of
a quality assurance program during the design and construction phases of NPPs and fuel reprocessing as
an acceptable method for complying with the requirements of Appendix B to 10 CFR Part 50, subject to
the specified additions and modifications. The Radics LLC QAPD that governs all Radics LLC activities are
compliant with 10 CFR Part 50 Appendix B and ASME NQA-1-2008 and the NQA-1a-2009 Addenda, as
described in Chapter 3. The alignment of the Radics LLC QAPD to RG 1.28 is described in Chapter 12.

5.3.3 Regulatory Guide 1.47

The RadICS Platform features that would support compliance with RG 1.47, Revision 1, Bypassed and
Inoperable Status Indication for Nuclear Power Plant Safety System, for a specific project are described
in Chapter 6. RG 1.47 provides supplemental guidance for implementing IEEE Std 603-1991 to satisfy
the NRC regulatory requirements with respect to the bypassed and inoperable status indication for NPP
safety systems. Project-specific applications of the RadICS Platform will comply with the requirement to
provide automatic indication of the bypass or inoperable status of portions of the protection system. In
project-specific applications, compliance with RG 1.47 requires further determinations that bypass or
inoperable status is also provided for the following:

e Systems actuated or controlled by the protection system
o Auxiliary or supporting systems that must be operable for the protection system and the
systems it actuates to perform their safety functions.

The specific means for complying with RG 1.47 must be assessed on a project-specific basis.

5.3.4 Regulatory Guide 1.53

RG 1.53, Revision 2, Application of the Single-Failure Criterion to Safety Systems, endorses |[EEE Std 379-
2000 with qualifications. The standard RadICS Platform hardware described in Chapter 6 can be
implemented in system architectures with redundant and independent channels, divisions, and trains
that comply with the single failure criterion. Representative RadICS Platform system architectures are
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described in Chapter 2. The specific means for complying with RG 1.53 must be assessed on a project-
specific basis.

5.3.5 Regulatory Guide 1.62

The RadICS Platform features that would support compliance with RG 1.62, Revision 1, Manual Initiation
of Protection Actions, for a specific project are described in Chapter 6. The specific means for complying
with RG 1.62 must be assessed on a project-specific basis.

5.3.6 Regulatory Guide 1.75

RG 1.75, Revision 3, Criteria for Independence of Electrical Safety Systems, endorses |EEE Std 384-1992
with qualifications. The standard RadICS Platform hardware described in Chapter 6 is designed to
establish and maintain the independence of safety-related equipment, circuits, and auxiliary supporting
features by physical separation and electrical isolation. In a project-specific application, this is
accomplished by physically separating the redundant divisions of the safety system.

Representative RadICS Platform system architectures are described in Chapter 2. These typical
architectures include the interdivisional communication interfaces that are needed to support voting
logic. As described in Chapter 6, interdivisional communication is accomplished using fiber optic links
that maintain the electrical isolation between divisions and RadICS Logic Module features that maintain
the required logical data isolation between divisions.

Electrical independence between Class 1E and non-Class 1E digital systems also is established by means
of fiber optic links. As described in Chapter 6, data isolation is assured by implementing logical data
isolation in the Class 1E systems as well as providing only one-way (broadcast only) communication links
from the Class 1E system to the non-Class 1E system.

The alignment of the RadICS Platform to RG 1.75, Revision 3, is described in Chapter 12. The specific
means for complying with the system level independence requirements in RG 1.75 must be assessed on
a project-specific basis.

5.3.7 Regulatory Guide 1.89

RG 1.89, Revision 1, Environmental Qualification of Certain Electric Equipment Important to Safety for
Nuclear Power Plants, describes methods acceptable to the NRC for complying with 10 CFR 50.49 for
qualification of electric equipment important to safety for service in NPPs. These methods ensure the
equipment can perform its safety function during and after a design basis accident. This RG endorses
IEEE Std 323-1974. Platform equipment will not be installed in harsh environments. The qualification of
the RadICS Platform for mild environments is described in Chapter 9.

5.3.8 Regulatory Guide 1.100

RG 1.100, Revision 3, Seismic Qualification of Electric and Mechanical Equipment for Nuclear Power
Plants, endorses IEEE Std 344-2004. Chapter 9 describes the seismic qualification testing of the RadICS
Platform and the use of RG 1.100, Revision 3, and EPRI TR-107330 (EPRI website version) in the seismic

Document ID: 2016-RPC0O03-TR-001 Revision: 2 Page 72 of 408




NON-PROPRIETARY

gualification test plan. The alignment of the RadICS Platform to RG 1.100, Revision 3, is described in
Chapter 12. The licensee for a project-specific application of the RadICS Platform will address the
correspondence of the generic qualification envelope for the RadICS Platform with the site-specific
qualification bounding envelopes.

5.3.9 Regulatory Guide 1.105

RG 1.105, Revision 3, Setpoints for Safety-Related Instrumentation, endorses Instrument Society of
America (ISA) Standard ISA-S67.04-1994 with qualifications.

As described in Section 5.2.3, EPRI TR-107330, Section 4.2.4 requires the qualifier to provide information
about the qualified hardware to support an application specific setpoint analysis per ISA-567.04-1994.
Chapter 9 describes the approach Radics LLC used for preparing the setpoint analysis support
documentation for the RadICS Platform. This documentation provides sufficient design specification
data for a setpoint analysis to be performed on a project-specific RadICS Platform-based system. The
specific means for complying with RG 1.105 must be assessed on a project-specific basis.

5.3.10 Regulatory Guide 1.118

RG 1.118, Revision 3, Periodic Testing of Electric Power and Protection Systems, endorses IEEE Std 338-
1987 with qualifications. As provided in IEEE Std 338, automatic testing provisions for programmable
digital computer-based systems are subject to the testing provisions of this standard and IEEE Std 7-
4.3.2-2003. The RadICS Platform features that would support compliance with RG 1.118 for a specific
project are described in Chapter 6. The specific means for complying with RG 1.118 must be assessed
on a project-specific basis.

5.3.11 Regulatory Guide 1.152

RG 1.152, Revision 3, Criteria for Use of Computers in Safety Systems of Nuclear Power Plants, endorses
|EEE Std 7-4.3.2-2003 with qualifications. Compliance of the RadICS Platform EDs with IEEE Std 7-4.3.2~
2003 is described in Chapter 12.

The RadICS Platform ED life cycle processes applied by RPC Radiy and Radics LLC provide protection
against unauthorized, unintended, and unsafe modifications to the EDs, thereby promoting integrity and
reliability during operation and maintenance.

As described in Chapter 6, the generic RadICS Platform has been designed as the foundation for project-
specific digital safety I&C systems that will implement nuclear safety functions. The design of the
generic RadICS Modules and associated Platform ED life cycle processes applied through the factory test
phase also accomplish computer security functions by: (a) providing inherent protection against
unauthorized, unintended, and unsafe modifications to the system, and (b} implementing design
requirements that promote integrity and reliability during operation and maintenance in the event of
inadvertent operator actions or undesirable behavior of connected equipment.

The secure development and operating environment for the RadICS Platform is described in Chapter 11.
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RG 1.152 Annex C identifies that EPRI TR-106439 contains adequate guidance for the evaluation and
acceptance of commercial grade digital equipment for nuclear safety applications. The CGD program for
the RadICS Platform is described in Chapter 4.

Compliance with RG 1.152 for the RadICS Platform is described in Chapter 12. The specific means for
complying with the application of RG 1.152 on a system level must be assessed on a project-specific
basis.

5.3.12 Regulatory Guide 1.153

RG 1.153, Revision 1, Criteria for Safety Systems, endorses IEEE Std 603-1991 and the correction sheet of
January 30, 1995. The RadICS Platform features that would support compliance with RG 1.153 for a
specific project are described in Chapter 12.

5.3.13 Regulatory Guide 1.168

RG 1.168, Revision 2, Verification, Validation, Reviews and Audits for Digital Computer Software Used in
Safety Systems of Nuclear Power Plants, endorses |EEE Std 1012-2004 and IEEE Std 1028-2008. |EEE Std
828-2005 describes a structured approach to software V&V. IEEE Std 1028-2008 described methods to
perform software reviews and audits. The RPC Radiy and Radics LLC approaches to electronic design
V&Y are described in Chapters 7 and 8. The RPC Radiy and Radics LLC approaches to electronic design
V&YV is described in Chapters 7 and 8. The Radics LLC approach to electronic design reviews is described
in Section 7.4.3. The RPC Radiy and Radics LLC approaches to electronic design audits are described in
Sections 7.3.1, 7.5.3.3, and 11.4. The alignment of the RPC Radiy and Radics LLC configuration
management programs to RG 1.168, Revision 2, is described in Chapter 12.

5.3.14 Regulatory Guide 1.169

RG 1.169, Revision 1, Configuration Management Plans for Digital Computer Software Used in Safety
Systems of Nuclear Power Plants, endorses IEEE Std 828-2005. |EEE Std 828-2005 describes a structured
approach to software configuration management. The RPC Radiy and Radics LLC approaches to
electronic design configuration management are described in Section 7.5. The alighment of the RPC
Radiy and Radics LLC configuration management programs to RG 1.169, Revision 1, is described in
Chapter 12.

5.3.15 Regulatory Guide 1.170

RG 1.170, Revision 1, Software Test Documentation for Digital Computer Software Used in Safety
Systems of Nuclear Power Plants, endorses |EEE Std 829-2008. |EEE Std 829-2008 describes a structured
approach to software test documentation. Section 7.5.4.2 describes the RPC Radiy and Radics LLC
approaches to Platform and Application ED V&YV test documentation. The alignment of RPC Radiy and
Radics LLC electronic design test documentation to RG 1.170, Revision 1, is described in Chapter 12.
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5.3.16 Regulatory Guide 1.171

RG 1.171, Revision 1, Software Unit Testing for Digital Computer Software Used in Safety Systems of
Nuclear Power Plants, endorses IEEE Std 1008-1987. |EEE Std 1008-1987 describes a structured
approach for performing software unit testing. RadICS Platform electronic design testing is described in
Chapters 7 and 8. The alignment of Radics LLC electronic design testing to RG 1.171, Revision 1, is
described in Chapter 12.

5.3.17 Regulatory Guide 1.172

RG 1.172, Revision 1, Software Requirements Specifications for Digital Computer Software Used in Safety
Systems of Nuclear Power Plants, endorses |[EEE Std 830-1998. IEEE Std 830-1998 is a recommended
practice for writing software requirements specifications; however, as a recommended practice, it does
not identify any specific requirements. The RadICS Platform and Application requirements documents
are described in Chapter 7. The alignment of the RPC Radiy and Radics LLC electronic design
requirements specifications to RG 1.172, Revision 1, is described in Section 12,

5.3.18 Regulatory Guide 1.173

RG 1.173, Revision 1, Developing Software Life Cycle Processes for Digital Computer Software Used in
Safety Systems of Nuclear Power Plants, endorses IEEE Std 1074-2006, which provides a structured
approach for developing a software life cycle program. The life cycle processes for the RadICS Platform
and Application ED are described in Chapters 7 and 8. The alignment of the RadICS Platform and
Application ED lifecycles to RG 1.173, Revision 1, is described in Chapter 12.

5.3.19 Regulatory Guide 1.180

RG 1.180, Revision 1, Guidelines for Evaluating Electromagnetic and Radio- Frequency Interference in
Safety-Related Instrumentation and Control Systems, endorses |EC 61000, Military Standard (MIL-STD)-
461E, IEEE Std 1050-1996, IEEE Std C62.41-1991, and IEEE Std €62.45-1992 with qualifications. Chapter
9 describes the use of RG 1.180, Revision 1, in the electromagnetic and radio-frequency interference
qualification test plan. The alignment of the RadICS Platform to RG 1.180, Revision 1, is described in
Chapter 12. The licensee for a project-specific application of the RadICS Platform will address the
correspondence of the generic qualification envelope for the RadICS Platform with the site-specific
qualification bounding envelopes.

5.3.20 Regulatory Guide 1.209

RG 1.209, Guidelines for Environmental Qualification of Safety-Related Computer-Based Instrumentation
and Control Systems in Nuclear Power Plants, endorses IEEE Std 323-2003 with qualifications. Chapter 9
describes the use of RG 1.209 in the RadICS Platform EQ program. The RG also notes that NRC has
approved EPRI TR-107330 as an acceptable method for addressing mild-environment qualification of
programmable logic controllers (PLCs) that is considered equivalent to and consistent with RG 1.209.
The alignment of the RadICS Platform to RG 1.209 is described in Chapter 12. The licensee for a project-
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specific application of the RadICS Platform will address the correspondence of the generic qualification
envelope for the RadICS Platform with the site-specific qualification bounding envelopes.

5.4 NUREG-0800, Chapter 7, Branch Technical Positions

The following NRC Branch Technical Positions (BTPs) were assessed for applicability to the RadICS
Platform design.

5.4.1 Branch Technical Position 7-8

BTP 7-8, Revision 5, Guidance on Application of Regulatory Guide 1.22, provides additional review
guidance regarding the use of RG 1.22 for digital systems. The RadICS Platform periodic testing features
that would support compliance with BTP 7-8 for a specific project are described in Chapter 6.

5.4.2 Branch Technical Position 7-11

BTP 7-11, Revision 5, Guidance on Application and Qualification of Isolation Devices, provides additional
review guidance regarding the use of RG 1.75 for I&C systems. As described in Chapter 6, the RadICS
Platform uses the following types of qualified isolation devices: Module features described in Section
6.6 and fiber optic cables. Electrical isolation testing is described in Chapter 9. The alignment of the
RadICS Platform to the review guidance in BTP 7-11 is described in Chapter 12.

5.4.3 Branch Technical Position 7-12

BTP 7-12, Revision 5, Guidance on Establishing and Maintaining Instrument Setpoints, provides
additional review guidance regarding the use of RG 1.105 for I&C systems. EPRI TR-107330, Section
4.2.4 requires the qualifier to provide information about the qualified hardware to support an
application specific setpoint analysis per ISA-S67.04-1994. Chapter 9 describes how Radics LLC, as both
vendor and qualifier, applied this approach and prepared a setpoint analysis support document for the
generic RadICS Platform. This documentation is intended to provide sufficient design specification data
for a project-specific setpoint analysis to be performed. Compliance of actual system setpoints with BTP
7-12 will be addressed by the licensee on a project-specific basis.

5.4.4 Branch Technical Position 7-14

BTP 7-14, Revision 6, Guidance on Software Reviews for Digital Computer-Based Instrumentation and
Control Systems, provides a structured approach for developing software using a series of plans. The
alignment of the RadICS Platform and Application ED documents to BTP 7-14 is described in Chapter 12.

5.4.5 Branch Technical Position 7-17

BTP 7-17, Revision 6, Guidance on Self-Test and Surveillance Test Provisions, provides additional review
guidance regarding the use of RGs 1.22, 1.118, and 1.152 for digital I&C systems. The RadICS Platform
self-diagnostic test and surveillance test provisions are described in Chapter 6. The alignment of the
RadICS Platform to the review guidance in BTP 7-17 is described in Chapter 12. The use of RadICS
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Platform automatic test features as credit for performing Technical Specification surveillance test
functions must be assessed on a project-specific basis.

5.4.6 Branch Technical Position 7-18

BTP 7-18, Revision 5, Guidance on the Use of Programmable Logic Controllers in Digital Computer-Based
Instrumentation and Control Systems, provides additional review guidance regarding the use of RG 1.152
for the CGD of digital 1&C systems. The alignment of the RadICS Platform to the review guidance in BTP
7-18 is described in Chapter 12.

5.4.7 Branch Technical Position 7-19

BTP 7-19, Revision 6, Guidance on Evaluation of Diversity and Defense-in-Depth in Digital Computer-
Based Instrumentation and Control Systems, provides guidance for the evaluation of D3 analyses
performed on safety-related 1&C systems to assess vulnerabilities to digital common cause failures. The
RadICS Platform diversity solution described in Chapter 10 provides an acceptable regulatory solution
for the digital CCF vulnerabilities present in the RadICS Platform. NRC BTP 7-19, Revision 6, states that
there are two design attributes, either of which is sufficient to eliminate consideration of software
based or software logic based CCF: diversity or testability. With respect to the diversity option, BTP 7-
19 specifies that when sufficient diversity exists in the PS, then the potential for CCF within the channels
can be considered to be appropriately addressed without further action.

The RadICS Platform features that would support compliance with BTP 7-19 for a specific project are
described in Chapter 10. The D3 assessment for an actual system will be addressed by the licenseeon a.
" project-specific basis.

5.4.8 Branch Technical Position 7-21

BTP 7-21, Revision 5, Guidance on Digital Computer Real-Time Performance, provides review guidance to
verify that system timing requirements calculated from the design basis events and other criteria have
been allocated to the digital computer portion of the system as appropriate, and have been satisfied in
the digital system desigh and implementation. Chapter 6 describes how the RadICS Platform addresses
the review guidance in BTP 7-21. The alignment of the RadICS Platform to the review guidance in BTP 7-
21 is described in Chapter 12.

5.5 NRC NUREGs and NUREG/CRs

The following NRC NUREG document was assessed for applicability to the RadICS Platform design.

5.5.1 NUREG/CR 6082, Data Communications

Section 2 of NUREG/CR-6082, Data Communications, has 15 questions intended to help focus reviews of
data communication systems. An evaluation the RadICS Platform for those questions is provided in
Chapter 12.
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5.6 NRC Digital 1&C Interim Staff Guidance Documents
The following NRC DI&C-ISG documents were assessed for applicability to the RadiCS Platform design.

5.6.1 DI&C-ISG-04

DI&C-ISG-04, Revision 1, Highly Integrated Control Rooms - Digital Communication Systems, provides
criteria for the evaluation of communication independence features used for interdivisional
communication. An evaluation the RadICS Platform for the DI&C-ISG-04 communication independence
criteria is provided in Chapter 12. Alignment with the DI&C-1SG-04 guidance for RadICS Platform
communication features is described in Appendix B.

5.6.2 DI&C-ISG-06

The documents submitted by Radics LLC for the NRC generic review of the RadICS Platform are
consistent with the guidance in DI&C-ISG-06, Revision 1, Licensing Process, which lists the documents
expected for a project-specific review. Many of the listed documents do not apply to the generic Tier 3
review of a digital safety I&C platform. Alignment with the DI&C-ISG-06 guidance for supporting
documents is described in Appendix C.

5.7 Institute of Electrical & Electronics Engineers Standards

The following IEEE standards were assessed for applicability to the RadICS Platform design.

5.7.1  IEEE Std 7-4.3.2-2003

IEEE Std 7-4.3.2-2003, Standard Criteria for Digital Computers in Safety Systems of Nuclear Power
Generating Stations, is endorsed by RG 1.152 except for Annexes B to F. Conformance with the
requirements of IEEE Std 7-4.3.2-2003 is a method that the NRC staff has deemed acceptable for
satisfying the NRC's regulations with respect to high functional reliability and design requirements for
computers used in the safety systems of NPPs. The alignment of the RadICS Platform and Application ED
development processes to IEEE Std 7-4.3.2-2003 is described in Chapter 12.

5.7.2  IEEE Std 323-2003

IEEE Std 323-2003, /EEE Standard for Qualifying Class 1E Equipment for Nuclear Power Generating
Stations, is endorsed by RG 1.209 with qualifications. An earlier version, IEEE Std 323-1974 is endorsed
by RG 1.89. Chapter 9 described the use of IEEE Std 323-2003 for environmental qualification testing of
the RadICS Platform. The alignment of the RadICS Platform to IEEE Std 323-2003 is described in Chapter
12. The licensee for a project-specific application of the RadICS Platform will address the
correspondence of the generic qualification envelope for the RadICS Platform with the site-specific
qualification bounding envelopes.
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5.7.3  IEEE Std 338-1987

|EEE Std 338-1987, Criteria for the Periodic Surveillance Testing of Nuclear Power Generating Station
Safety Systems, is endorsed by RG 1.118 with qualifications. Chapter 6 provides the coverage of self-
diagnostic tests and periodic surveillance testing provisions of the RadICS Platform that can be used to
comply with IEEE Std 338-1987. The specific means for complying with |EEE Std 338-1987 must be
assessed on a project-specific basis.

5.7.4 IEEE Std 344-2004

IEEE Std 344-2004, IEEE Recommended Practice for Seismic Qualification of Class 1E Equipment for
Nuclear Power Generating Stations, is endorsed by RG 1.100 with qualifications. Chapter 9 described
the use of IEEE Std 344-2004 for RadICS Platform seismic qualification testing of RadICS Platform. The
alignment of the RadICS Platform seismic qualification testing to IEEE Std 344-2004 is described in
Chapter 12.

5.7.5 |EEE Std 352-1987

Chapter 9 describes the use of IEEE Std 352-1987, Guide for General Principles of Reliability Analysis of
Nuclear Power Generating Station Safety Systems, for the generic board/module-level FMEAs.

5.7.6  IEEE Std 379-2000

IEEE Std 379-2000, Application of the Single-Failure Criterion to Nuclear Power Generating Station Safety
Systems, is endorsed by RG 1.53 with qualifications. The standard RadICS Modules components
described in Chapter 6 can be implemented in redundant and independent system architectures that
comply with the single failure criterion. Representative RadICS Platform system architectures are
described in Chapter 2. The specific means for complying with IEEE Std 379-2000 must be assessed on a
project-specific basis.

5.7.7 |EEE Std 384-1992

IEEE Std 384-1992, Standard Criteria for Independence of Class 1E Equipment and Circuits, is endorsed by
RG 1.75 with qualifications. The standard RadICS Platform hardware components and associated EDs
described in Chapter 6 are designed for establishing and maintaining the independence of safety-related
equipment and circuits, and auxiliary supporting features by physical separation and electrical isolation.
In a project-specific application, this is accomplished by physically separating the redundant channels,
divisions, and trains of the safety system.

Example RadICS Platform system architectures are described in Chapter 2. These typical architectures
include the interdivisional communication interfaces that are needed to support voting logics.
Communications between redundant divisions and trains are isolated and designed to retain the
required independence. Interdivisional communication is accomplished using fiber optic data links that
maintain the electrical isolation between divisions.
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The typical RadICS Platform system architectures described in Chapter 2 also include Class 1E to non-
Class 1E communications interfaces. Electrical isolation between the Class 1E system and the non-Class
1E system is accomplished using fiber optic data links and one-way (broadcast only) communications
from the Class 1E system to the non-Class 1E system.

The alignment of the RadICS Platform to IEEE 384-1992 is described in Chapter 12.

The specific means for complying with the system level independence requirements in [EEE 384-1992
must be assessed on a project-specific basis.

5.7.8  IEEE Std 603-1991

IEEE Std 603-1991, Criteria for Safety Systems for Nuclear Power Generating Stations, with the January
30, 1995 correction sheet, is incorporated by reference in 10 CFR 50.55a(h) and endorsed by RG 1.153.
Project-specific RadICS Platform-based systems can be configured from the generic RadlCS Modules to
comply with IEEE Std 603-1991. The RadICS Platform features that would support compliance with IEEE
Std 603-1991 for a specific project are described in Chapter 12.

5.7.9  IEEE Std 730-1998

The RPC Radiy QMS and Radics LLC QAPD complies with the intent of |EEE Std 730-1998, IEEE Standard
for Software Quality Assurance Plans, as described in Chapters 7 and 8.

5.7.10 IEEE Std 828-2005

IEEE Std 828-2005, IEEE Standard for Software Configuration Management Plans, is endorsed by RG
1.169. |EEE Std 828-2005 describes a structured approach to software configuration management. The
RPC Radiy and Radics LLC approaches to electronic design configuration management are described in
Section 7.5. The alignment of the RPC Radiy and Radics LLC configuration management programs to
|[EEE Std 828-2005 is described in Chapter 12.

5.7.11 |IEEE Std 829-2008

|EEE Std 829-2008, IEEE Standard for Software Test Documentation, is endorsed by RG 1.170. 1EEE Std
829-2008 describes a structured approach to software test documentation. Section 7.4.5.2 describes
the RPC Radiy and Radics LLC approaches to Platform and Application ED V&V test documentation. The
alignment of RPC Radiy and Radics LLC electronic design test documentation to [EEE Std 829-2008 is
described in Chapter 12.

5.7.12 |EEE Std 830-1998

IEEE Std 830-1998, IEEE Recommended Practice for Software Requirements Specifications, is endorsed by
RG 1.172. IEEE Std 830-1998 is a recommended practice for writing software requirements
specifications; however, as a recommend practice, it does not identify any specific requirements. The
RadICS Platform and Application requirements documents are described in Chapter 7. The alignment of
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the RPC Radiy and Radics LLC electronic design requirements specifications to IEEE Std 830-1998 is
described in Chapter 12.

5.7.13 IEEE Std 1008-1987

|EEE Std 1008-1987, IEEE Standard for Software Unit Testing, is endorsed by RG 1.171. IEEE Std 1008-
1987 describes a structured approach for performing software unit testing. RadICS Platform electronic
design testing is described in Chapters 7 and 8. The alignment of RadICS Platform electronic design
testing to IEEE Std 1008-1987 is described in Chapter 12.

5.7.14 |EEE Std 1012-2004

IEEE Std 1012-2004, IEEE Standard for Software Verification and Validation Plans, is endorsed by RG
1.168 with qualifications. The RPC Radiy and RadICS Platform ED V&YV plan documentation complies
with the intent of IEEE Std 1012-2004, as described in Chapters 7 and 8.

5.7.15 IEEE Std 1028-2008

IEEE Std 1028-2008, /EEE Standard for Software Reviews and Audits, is endorsed by RG 1.168 with
qualifications. The RPC Radiy and Radics LLC approaches to reviews and audits comply with the intent of
IEEE Std 1028-2008, as described in Chapters 7 and 8.

5.7.16 IEEE Std 1050-1996

IEEE Std 1050-1996, Guide for Instrumentation and Control Equipment Grounding in Generating Stations,
is endorsed by RG 1.180 with qualifications. The use of IEEE Std 1050-1996 for the RadICS Platform
qualification test specimen grounding and shielding is described in Chapter 9 and the RadICS Platform
Equipment Qualification Plan (Reference 5-3). The system level aspects of complying with IEEE Std 338-
1987 must be assessed on a project-specific basis.

5.7.17 IEEE Std 1074-2006

IEEE Std 1074-2006, IEEE Standard for Developing Software Life Cycle Processes, is endorsed by RG
1.173, Revision 1, and provides a structured approach for developing a software life cycle program. The
life cycle processes for the RadICS Platform and Application EDs are described in Chapters 7 and 8. The
alignment of the RadICS Platform and Application ED lifecycles to IEEE Std 1074-2006 is described in
Chapter 12.

5.8 Instrument Society of America Standards

The following ISA standard was assessed for applicability to the RadICS Platform design.
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5.8.1 ISA-S67.04-1994

ISA-S67.04-1994, Setpoints for Nuclear Safety-Related Instrumentation Used in Nuclear Power Points, is
endorsed by RG 1.105 with qualifications. As described in Section 5.2.3, EPRI TR-107330, Section 4.2.4
requires the qualifier to provide information about the qualified hardware to support an application
specific setpoint analysis per ISA-567.04-1994. Chapter 9 describes the approach Radics LLC, as both
vendor and qualifier, used to prepare the setpoint analysis support documentation for the RadICS
Platform. This documentation will provide sufficient design specification data for a setpoint analysis to
be performed on a project-specific RadICS Platform-based system. The specific means for complying
with ISA-567.04-1994 must be assessed on a project-specific basis.

5.9 International Electrotechnical Commission Standards

The following IEC standards were assessed for applicability to the RadICS Platform design.

5.9.1 IEC 60880:2006

IEC 60880:2006, Nuclear Power Plants — Instrumentation and Control Systems Important to Safety —
Software Aspects for Computer-Based Systems Performing Category A Functions, introduces the concept
of software lifecycle and details the concept of system safety lifecycle of digital systems given in IEC
61513 to the software portion of the I&C system and details the 1&C validation stage in IEC 61513:2001
to the software portion of the system and introduces software-specific issues to the validation process.
The life cycle processes for the RadICS Platform ED were established according to the guidance provided
in [EC 60880:2006 and were documented in dedicated development plans, which are described in
Chapter 7.

5.9.2 IEC 60987:2007

IEC 60987:2007, Nuclear Power Plants — Instrumentation and Control Important to Safety — Hardware
Design Requirements for Computer-Based Systems, sets out the general requirements for the hardware
development life-cycle of computer-based systems. The life cycle processes for the RadICS Platform ED
were established according to the guidance provided in IEC 60987:2007 and were documented in
dedicated development plans, which are described in Chapter 7.

5.9.3 IEC 61000

Chapter 9 describes the use of IEC 61000, Electromagnetic Compatibility, series standards endorsed by
RG 1.180, Revision 1, for the electromagnetic interference (EMI)/radio frequency interference (RFI)
qualification testing of the RadICS Platform.

5.9.4 |EC61508:2010

IEC 61508:2010, Functional Safety of Electrical / Electronic / Programmable Electronic Safety-Related
Systems, provides a means of certifying systems based on predefined SlLs. The use of IEC 61508:2010 is
described in Section 3.2.2.3.
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5.9.5 1EC61513:2001

IEC 61513:2001, Nuclear Power Plants — Instrumentation and Control Systems Important to Safety —
General Requirements for Systems, establishes the relationship between NPP safety objectives,
requirements for the overall architecture of 1&C systems, and requirements of the individual systems
important to safety. The life cycle processes for the RadICS Platform ED were established according to
the guidance provided in IEC 61513:2001 and were documented in dedicated development plans, which
are described in Chapter 7.

5.9.6 IEC62566:2011

IEC 62566:2011, Nuclear Power Plants — Instruments and Control Important to Safety — Development of
HDL-Programmed Integrated Circuits for Systems Performing Category A Functions, establishes
requirements for each stage of the hardware description language (HDL)-Programmed Devices (HPD)
lifecycle (requirements specification, design, implementation, verification, integration and validation) to
develop highly reliable HPDs for use in I&C systems of NPPs performing safety category A functions. The
life cycle processes for the RadICS Platform ED were established according to the guidance provided in
IEC 62566:2011 and were documented in dedicated development plans, which are described in

Chapter 7.

5.10 U.S. Military Standards
The following U.S. MIL-STD was assessed for applicability to the RadICS Platform design.

5.10.1 MIL-STD-461E

Chapter 9 describes the use of MIL-STD-461E, DOD Interface Standard Requirements for the Control of
Electromagnetic Interference Characteristics of Subsystems and Equipment, as endorsed by RG 1.180,
Revision 1, for the EMI/RFI qualification testing of the RadICS Platform.

5.11 Electric Power Research Institute Technical Reports and
Handbooks

The following EPR! documents were assessed for applicability to the RadiCS Platform design.

5.11.1 EPRITR-107330 \

In RG 1.209, NRC noted that it has accepted EPRI TR-107330, Generic Requirements Specification for
Qualifving a Commercially Available PLC for Safety-Related Applications in Nuclear Power Plants (dated
December 1996), as an acceptable method for addressing mild-environment qualification of PLCs that is
considered equivalent to, and consistent with, the RG.

The use of EPRI TR-107330 for the RadICS Platform qualification program is described in Chapter 9. The
RadICS Platform ED was treated as the ‘legacy software’ described in Section 7.6 of EPRI TR-107330.
Compensatory measures for legacy software are identified in EPRI TR-106439. The use of EPRI TR-
107330 for the RadICS Platform CGD program is described in Chapter 4.
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5.11.2 EPRI TR-106439

In RG 1.152 Annex C, NRC identifies that EPRI TR-106439, Guideline on Evaluation and Acceptance of
Commercial Grade Digital Equipment for Nuclear Safety Applications (dated October 1996), contains
adequate guidance for the evaluation and acceptance of commercial grade digital equipment for nuclear
safety applications. The use of EPRI TR-106439 for the RadICS Platform CGD program is described in
Chapter 4.

5.11.3 EPRI Handbook 1011710

The purpose of EPRI TR-1011710, Handbook for Evaluating Critical Digital Equipment and Systems, is to
provide practical guidance to nuclear utility engineers on how to conduct generic and project-specific
CDR. The CDR can be used to gain assurance that a given critical digital system or platform has the
necessary properties and will function as expected. It is a structured way to investigate and document
the potential for unacceptable behavior to occur in service, due to deficiencies in the digital system
specification, design, configuration, operation, maintenance, or documentation, or due to
misapplication.

The use of EPRI Handbook 1011710 for the RadICS Platform CGD program is described in Chapter 4.

5.12 American Society of Mechanical Engineers Standards

The following ASME Standard was assessed for applicability to the RadICS Platform design.

5.12.1 ASME NQA-1-2008

The use of NQA-1-2008, Quality Assurance Program Requirements for Nuclear Facilities, and the NQA-
1a-2009 Addenda to meet 10 CFR Part 50 Appendix B is described in Chapter 3. The alignment of the
Radics LLC QAPD to ASME NQA-1-2008 is described in Chapter 12,

5.13 Chapter 5 References

1 NUREG-0800, NRC Standard Review Plan, Table 7-1, “Regulatory Requirements, Acceptance
Criteria, and Guidelines for Instrumentation and Control Systems Important to Safety,”
Revision 5, March 2007

2 exida Report No. RAD 14-06-037 R002, “Results of the |IEC 61508 Functional Safety
Assessment for FPGA-Based Safety Controller RadICS,” September 15, 2015

3 RadICS Equipment Qualification Test Plan, Document 2016-RTS002-EQTP-004
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6 RadICS Platform

6.1 RadICS Platform Overview

RadICS Platform is a new generation product that was designed in 2010-2011. It is based on more than
10 years of RPC Radiy experience with digital 1&C platform design, production, operation, and
maintenance. The RadICS Platform is composed of multiple types of Modules, based on the use of FPGA
chips as computational, processing, and system-internal control engines for each of the Modules. in
terms of its high-level functionality and flexibility, the RadICS Platform is essentially a safety PLC, except
that the internal logic is performed by FPGAs instead of microprocessors.

The typical safety-related 1&C systems channel configuration, based on the RadICS Platform consists of
one seismic-resistant Chassis, which contains one Logic Module (LM) and up to 14 other RadICS Modules
(i.e., 1/0 and optical communication) in any combination of their types. The basic set of I/0 Modules
types comprises Analog Inputs Module (AIM), Discrete Inputs Module (DIM), Wide Range Analog Inputs
Module (WAIM), Thermocouple Inputs Module (TIM), and Resistance Temperature Detector (RTD)
Inputs Module (RIM), Discrete Outputs Module (DOM), and Analog Outputs Module (AOM). The Optical
Communication Module (OCM) can be used to extend the system to multiple Chassis configuration. It is
also possible to provide interchannel links between 2, 3, or 4 channels via fiber-optic communications
directly between their LMs for coincidence voting. The RadICS Platform offers a fast response time (< 10
milliseconds).

The LM performs input Modules data acquisition, execution of user configured logic, drives the output
Modules, and processes diagnostic data from all /O Modules installed in the RadICS Platform Chassis.
The I/0 Modules provide interfaces with other devices (e.g., detectors, sensors, actuators, signalization
devices). The functionality of each Module is driven by the logic implemented in the ED onboard the
FPGA(s).

The seismically-resistant Chassis for RadICS Platform provides protected external interfaces to process
I/Os, two independent power supply units (links), communications links, local inputs/outputs (from/to
the built-in-Chassis/cabinet detectors/sensors/keys or indicators). Internal Chassis interfaces facilitate
connections to the various Modules that are installed within the Chassis by means of dedicated,
isolated, point-to-point high-speed LVDS communication lines.

The RadICS Platform is configured using the RPCT and the RadICS AFBL.

A typical RadICS Platform configuration is shown in Figure 6-1.
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Figure 6-1: Typical RadICS Platform Configuration

The RadICS Platform is itself a single rack-mount Chassis containing all required inputs, outputs and logic
processing so that it operates as a single-channel device in de-energize to trip applications. Like a safety
PLC, the RadICS Platform functionality is organized on two levels: the generic platform level logic and
the customizable application level logic. The RadICS Platform can be configured in two to four channels
configurations. In these configurations, a RadICS Platform system can meet U.S. Class 1E requirements.

In normal operation, the RadICS Platform operates in “on-line” mode and performs the safety function
defined at the application level. Self-diagnostics are performed by both the application and platform
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levels, although they are aimed at different types of faults. Failures detected by either level that are
potentially unsafe are converted to safe failures.

In the on-line mode, no reconfiguration, no tuning, and no potentially unsafe connections to other
devices are permitted. Monitoring of the RadICS Platform is possible through non-interfering one-way
broadcast of application state and hardware status data. In off-line mode, in which the outputs are in
the safe state, diagnostic equipment may be connected, and tuning and reconfiguration are possible.

The scope of the RadICS Platform addressed in the Topical Report is shown in Figure 6-2.

MATS

Scope of Topical Tuning Monitoring

i Station Station
Report Review
A A
Tuning | RadICS Data
interface 1
! Safety
SRR [NV F—— —_— itical
safety critical , q \ N critica
inputs i L/ /' | outputs
>  RadICS "
s > (in chassis) s
| .
. I ‘i‘ | WA
I / ...... Modules
: keyswitches ] removed for
Ty, configuration
\- : .,
N e 7 "‘-.,..changes
. S
E Download Station i
<= => temporary i (RadICS chassis + PC) i
<—> permanent RadICS scope LE s s e e :
«—» Inter - chassis optical =4 of supply r
communications 2
X
24 VDC

Figure 6-2: Context Diagram of the RadICS Platform

6.1.1 RadICS Platform General Attributes

The RadICS Platform has been designed to comply with international nuclear safety I&C requirements.
The applicable regulations, regulatory guidance, industry standards, and other guidance applicable to
digital safety I&C systems are documented in Chapter 5. The resulting RadICS Platform has the following
general attributes:

Document ID: 2016-RPC003-TR-001 Revision: 2 Page 87 of 408




NON-PROPRIETARY

xgadlCS

Fail-safe: The RadICS Platform assures that, in case of detected failure meeting certain criteria,
the outputs associated with a Logic Module achieve a pre-defined safe position.
Fault-tolerance: The RadICS Platform supports system architectures that can meet the
redundancy requirements of the single failure criterion. In addition, RadICS LMs can
automatically correct its voting logic in case faults are detected, so that system availability is
optimized without compromising safety. The criteria establish that no single failure will result in
loss of any of the safety functions. The RadICS Platform system architecture is dictated by
reliability requirements imposed on the application by the end user’s requirements.

Diversity: The RadICS Platform supports system architectures that employ signal diversity to
defend against CCF. The RadICS Platform also can be deployed as a diverse system as part of an
application-level D3 strategy. The RadICS Platform architectural and technological features
provide the RadICS Platform-based integrated I&C systems with robust level of internal
diversity, as described in Chapter 10.

Functional isolation: RadICS Platform equipment and communications design prevents
propagation of failures between redundant equipment in separate divisions. In addition,
communication paths to non-safety I&C systems are electrically isolated with one-way
communications from the RadICS Platform to the non- safety I&C system. This prevents faults in
a non-safety I&C system from affecting the RadICS Platform.

Determinism: For all processing, the same inputs produce the same outputs within a
guaranteed response time

Self-diagnostic testing: Self-diagnostic testing is used to check correct operation of the RadICS
Modules and associated ED during startup and normal operation. The startup self-diagnostic
tests check for correct operation before the RadICS Platform is released for normal operation.
Other self-diagnostic tests are performed during normal operation to check for correct
operation of the RadICS Modules. Self-diagnostic testing features check the integrity of the
Application Logic each work cycle. Error checking is performed on all digital communications.
Ease of use: Operation and maintenance are simplified by hardware, interfaces, and data
transmission, and FPGA electronic designs self-diagnostics.

Flexibility: Architecture flexibility and scalability to tailor general system design to customer
needs in terms of number inputs received and actuators to be controlled.

Modularity: The RadICS Platform can be delivered either in standard Chassis to be integrated
into existing cabinets (for refurbishment purposes) or in new cabinets.

Scalability: The RadICS Platform has been deployed internationally in a wide variety of safety
|1&C applications, including RTS, RPCLS, and ESFAS.

High quality development process for electronic design: The electronic design life cycle
processes used to develop the generic RadICS Platform baseline and developing the project-
specific Application ED are based on recognized standards and include independent V&V.
Secure development and operational environment: The electronic design life cycle processes
used for the RadICS Platform establishes a secure development and operational environment for
managing the generic RadICS Platform baseline and developing the project-specific Application
Logic through the factory test phase. These processes protect against unauthorized,
unintended, and unsafe modifications to the system, and support implementation of design
requirements that promote integrity and reliability during operation and maintenance in the
event of inadvertent operator actions or undesirable behavior of connected equipment.
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6.1.2 RadICS Platform Fundamental Safety Approach

The RadICS Platform was designed to meet several high-leve! principles of safety.

De-energize to trip
The RadICS Platform uses the de-energized state as the safe state for each RadiCS Module:

o The fault status of the RadICS Platform input Modules is reported to the RadICS LM. For the
Faulted mode, the RadICS LM processes such inputs as either opened contact for DIMs or
zero voltage/current for AlMs, as specified in the Application Logic.

o All outputs are set to the open contact or zero voltage and zero current state as the

_ safe state.

o All complete failures of RadICS Platform power supplies lead to the safe state. If they
result in no effect on the RadICS Platform (e.g., first failure of a redundant power
supply), then these failures are annunciated and flagged to the Application Logic,
which can then handle the failure condition in accordance with the end user’s
functional specifications. '

Automatic Transitions to the Safe State

The RadICS Platform will drive all safety output Module outputs to the safe state for the first-
occurrence of the following:

Power is off or a Type | or Il fault has occurred

Power is initially turned on

Startup self-diagnostic tests have not finished successfully

Platform diagnostic results require it

Application Logic requires it (which may include the use of RadICS Platform
diagnostics reported to the Application Logic through function blocks)

o Set Safety Override (SOR) keyswitch has been used

O 0O O O O

Human Action Required to Leave the Safe State

The RadICS Platform requires human intervention to release outputs from the safe state and
pass them to the control of the Application Logic:

o At completion of startup (also requires that there be no detected failures)
o After the SOR has been activated for any reason
o After any failure that causes a safe-state transition

Correct Modules Only

The RadICS Platform detects the presence of incorrect Modules during the self-diagnostics at
startup and will maintain the safe state if any is detected.
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e IEC 61508 Safety Integrity Level 3 Capability by Design 57
The RadICS Modules are implemented using common Units to the extent possible:

o The RadICS Modules are designed with redundant components where needed to

permit self-diagnostic tests and data redundancies are used to permit detection of

data corruption with very high probability

Watchdogs are incorporated on every Module

CRCs are used on all communications and safety-critical data

External communications links are all treated as ‘black-channel’

Communications ports are monitored and blocked except when specifically required

(e.g., tuning)

RadICS Modules perform the self-diagnostics and take safe-state action. This involves

Application Logic where feasible (i.e., it is competent to take such action) to

incorporate end user’s functional requirements.

o Application ED is created using the RadICS AFBL

o Failure Modes, Effects, and Diagnostics Analysis (FMEDA) is used to confirm the failure
rates and safe failure fractions

O O O O

o}

e Application Logic Functionality

o The Application Logic is implemented in the Application ED using the assembler
provided that verifies logic for fundamental errors such as referencing non-existent
I/O channels, loop-backs, etc.

o The Application ED is validated after every reconfiguration of the RadiCS Platform
Application ED.

o Tuningis a controlled activity: a TUNING keyswitch is required to activate the tuning
port and the provided Tuning Personal Computer (PC) requires a password.

o The RadiCS Platform is isolated from the field during tuning, and the end user
performs a functional test of the tuning changes before returning the RadICS Platform
to online status.

e Controlled Scope

The operational interfaces of the product are clearly defined and designed to minimize the
potential for unsafe events:

IEC standard IEC 61508 defines SIL using requirements grouped into two broad categories: hardware safety
integrity and systematic safety integrity. A device or system must meet the requirements for both categories
to achieve a given SIL. The SIL requirements for hardware safety integrity are based on a probabilistic analysis
of the device. In order to achieve a given SIL, the device must meet targets for the maximum allowed
probability of dangerous failure and a minimum acceptable safe failure fraction. The concept of 'dangerous
failure' is rigorously defined for the system in question, normally in the form of requirement constraints
whose integrity is verified throughout system development.

The IEC concept for SIL (Safety Integrity Level) is different from and not to be confused with the [EEE SIL
(Software Integrity Level) concept used in IEEE Std 1012 (Reference 6-1).
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o Configuration and calibration changes are performed outside the in-service RadICS
Platform Chassis.

o After every configuration change to the Application ED or to the hardware
configuration, the RadICS Platform must be revalidated. Configuration self-diagnostic
checks are performed during system startup, as described in Section 6.2.6.

o Tuning changes are made only when the RadICS Platform trip outputs are isolated
from the field (i.e., the field ‘sees’ a safe state). After every change to tuning
parameters, the effects of the changes must be tested by the end user before
reconnecting the field outputs. This means the MATS Tuning PC is not an online tool.

o The monitoring interface to the MATS is one-way broadcast (i.e., non-interfering).
Thus, the MATS is also non-interfering. The MATS is supplied by the end user, to meet
the end user’s Human Factors requirements.

o The RadICS Platform blocks all inward communications with the only exception being
tuning inputs when put into TUNING mode by the keyswitch.

6.1.3 Maintainability and Operability

The RadICS Platform has several features that support maintenance and operation of RadICS Platform-
based systems.

On-line Monitoring

On-line monitoring provides continuous indication of the resuits of platform diagnostics, RadiCS
Platform operating mode, presence and state of keyswitches, selected field input and/or
Application Logic signals, the current operational Application ED tuning values, and proposed
tuning values as they are set by the MATS Tuning PC. RadICS Platform monitoring data sent
over to the MATS via a one-way data link. Thus, the plant operators in the control room can be
informed of failures detected by the RadICS Platform system and can initiate system
maintenance. They can also monitor all access to the system and check entered tuning values
for human errors. The MATS also permits the plant operators to confirm the post-tuning
testing. All these features lead to maintainers approaching the system with good diagnostic
information and verification by control room staff to detect errors before they can adversely
affect the plant.

Operational Parameter Tuning Capability

Operational parameters may need to be adjusted during a reactor operating cycle or between
cycles. The RadICS Platform provides the ability to tune these parameters via the Fiber Optic
Tuning Interface using the MATS. Tuning is normally locked out and is enabled only by a
keyswitch. In the TUNING mode, parameters that are specified in the Application ED can be
adjusted by connecting a MATS Tuning PC with special software to the RadICS Platform. The
RadICS Platform outputs are isolated from the field (i.e., safe state) for tuning. The end user
performs functional tests to confirm the tuning values before restoring the system to normal
operation. The RadICS Platform also checks tuning values for ‘reasonableness’ and basic
validity. The Application Logic can also be engineered to perform other specified checks. Tuning
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parameters are stored in electrically erasable programmable read-only memory (EEPROM) on
the RadICS LM, so they are retained even after power is lost and restored.

e Minimized Maintenance Error

The RadICS Platform design incorporates features to minimize the potential for maintain or
operator error that could lead to unsafe operation of the product. This includes:

A non-interfering local status display on every RadICS Module
Comprehensive diagnostics relayed to the MATS

Detection of some maintenance errors (e.g., wrong module in a slot)
Hot-swap capability

Validated maintenance documentation

User SOR

0O 0O OO0 0O

e Hardware Protection
Protective devices are used at all RadICS Module interfaces:

o Diodes and/or voltage limiters are used as appropriate to protect devices that
interface to the field

o Fiber optic interfaces are used where practical

o All interfaces between a Module and the Chassis backplane are galvanically isolated,
including power connections

¢ Checking of User Configuration and Tuning Values

Configuration of the Application ED is an offline activity using offline tools. The offline
configuration tool checks for detectable errors in coding such as loopbacks, references to
Modules in the wrong slot, or the wrong kind of Module. Actual installation errors such as using
the wrong slot are detected online at startup. Tuning is normally locked out and is enabled only
by a keyswitch. The RadICS Platform outputs are isolated from the field (i.e., safe state) for
tuning, and the end user performs functional tests to confirm the tuning values before restoring
the system to normal operation. The RadICS Platform also checks tuning values for
‘reasonableness’ and basic validity.

e User Safety Override

The LM and output Modules have SOR Units that allow the user to force the RadICS Platform
into the safe state. The SOR Unit overrides all outputs of the Application and Platform ED to
drive the outputs to the safe state.

e Hot Swappable Modules

The RadICS Platform design permits removing and replacing a Module while the Chassis is
powered up (hot swap) or powered down. It is expected that the maintainer follows the
appropriate procedures to ensure that maintenance activity does not affect the RadICS Platform
operation in a way not foreseen by the Application ED.
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All RadICS Modules have been designed to be hot-swappable to prevent damage due to
maintenance error. The normal procedure is to power down the RadICS Platform Chassis before
performing maintenance; however, all Modules are hot-swappable, so no damage will occur to a
Module even if it is extracted or inserted at power. Plant safety is assured when a hot swap
action is performed, since any Module that has been removed will be identified as failed. The
LM will make the identification for a hot swap of an /O Module in its Chassis. The output
Modules in the Chassis and other LMs in the system (e.g., other divisions) will make the
identification if a LM is removed from a Chassis. The LMs will use the diagnostic information to
take the appropriate actions, as specified in the end user’s functional requirements for the
Application Logic.

Removal of the LM will force all output Modules to the safe state. When a replacement LM is
inserted and completes its startup sequence, the LM will return to normal operation. The LM
may be held in RUN (SAFE) mode until the SOR is reset unless it is hard-wired to be automatic.
Removal of any I/O Module will also force all output Modules to the safe state.

e Authentication of the RadICS Module Version

Nuclear standards specifically require authentication of the version of installed software. The
hardware version of every RadlCS Module is inscribed on the back side of the Module printed
circuit board. The ED version installed in the RadICS Module FPGA can be displayed on the 4-
character display of the Module.

The RadICS Platform features that support maintenance and operation facilitate timely recognition,
location, replacement, repair, and adjustment of malfunctioning equipment, which satisfy the repair
requirements of |[EEE Std 603-1991 Section 5.10 (Reference 6-2). The RadICS Module version
authentication features satisfy the identification requirements of IEEE Std 7-4.3.2-2003 Section 5.11
(Reference 6-3).

6.1.4 FPGA Based Digital Technology

The RadICS Platform is composed of various standardized Modules, each based on the use of FPGA chips
as computaticonal engines.

FPGA-based 1&C systems have been developed and applied to applications in the aerospace and process
industries since the early 1990s. Although the use of FPGAs in nuclear power plants has lagged in the
past, compared to other industries, due to quite conservative approaches, there are an increasing
number of FPGA installations in operating nuclear power plants worldwide, most of them provided by
RPC Radiy.

FPGA technology is an alternative to microprocessor-based technologies and other types of
programmable devices. FPGAs are semiconductor-based programmable devices that can be configured
to perform custom—degigned functions. It includes two entities: an FPGA chip that is a hardware
component that can be tested against hardware qualification requirements, and the electronic design,
represented by a set of instructions in HDL to be configured into the FPGA hardware and that can be
verified against functional requirements.
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There are two main FPGA chip architectures: fine-grained and coarse-grained. The coarse-grained
FPGAs have very large logic blocks (macrocells) with sometimes two or more sequential logic elements,
and the fine-grained ones have very simple logic blocks.

Another architectural difference is the technology used to manufacture the FPGA chips. The most
common technologies are:

e EPROM/EEPROM/Flash based chips are re-writable types (they allow reprogramming of the
FPGA) and non-volatile (no data or logic is lost in case of power losses)

e SRAM based chips are re-writable, but volatile

e Anti-fuse based chips are non-rewritable and non-volatile (one-time programmable)

The RadICS Platform uses SRAM-based FPGAs for the Modules and complex programmable logic devices
(CPLDs) for the watchdogs.

The development process of FPGA applications typically consists of requirement specification, design,
implementation, and integration along with the associated V&V activities.

The objective of the requirements specification phase is to define precisely all the requirements that
apply to the FPGA platform and associated application. These requirements are usually derived by
following a top-down approach whereby each system component is allocated functional and safety
requirements and interfaces among them are defined.

The most critical phase of the FPGA overall development process is the design phase. Errors made in
this phase will dramatically affect all subsequent stages. The development process includes
architectural and detailed design activities. The development process for the RadICS Module EDs is
described in Chapters 7 and 8.

6.1.5 Benefits of FPGA Technology

The application of FPGA technology has significant advantages that can be utilized both in 1&C
modernization projects of existing nuclear power plants and in 1&C designs for new nuclear power
plants. These advantages are the following:

e Design, development, implementation, and operation simplicity and transparency

e Easy portability of algorithms and possibility of re-programming, if algorithms or technology may
change in the future, but the hardware stays the same

e Reduction of vulnerability of the digital I&C system to cyber-attacks or malicious acts due to the
absence of any system software or operating systems

e Faster and more deterministic performance due to capability of executing logic functions and
control algorithms in a parallel mode; due to advantage of hardware parallelism inherent to
FPGA technology, which can process more data, provide faster input and output response times
and execute more instructions per clock cycle than digital signal processors

e Possibility to segregate safety functions and ancillary functions on the same integrated circuit
(e.g., such as communication diagnostics and Application ED)

¢ Diversity with the potential to comply with strict requirements that include, but are not limited
to, design, equipment, functional, and electronic design diversity

Document ID: 2016-RPC003-TR-001 Revision: 2 Page 94 of 408




NON-PROPRIETARY

e More reliable, testable and error-free end-product due to reduction in the complexity of the
V&YV and implementation processes

e More direct qualification process for FPGA-based safety systems due to the simplicity and
transparency of system architecture and its design process

e Resilience to obsolescence due to the portability of the HDL code between different versions of
FPGA chips produced by the same or different manufacturers: even if the FPGA migrates to the
next generation, the HDL code remains unchanged

6.2 RadICS Chassis-Level Features

6.2.1 Theory of Operation

Figure 6-3 illustrates the operation of RadICS Platform and shows the operation of the LM and I/O
Modules. Adding more /O Modules does not change the fundamental operation. This figure shows
that there are two levels of logic in the LM (i.e., Application and Platform) and only the Platform level in
the 1/0 Modules.

User Application Logic LM
— — —{ Application/Platform Interface IL - -
e —
I v
AIM. DIM. WAIM RadICS Platform Logic
RIM, TIM, OCM AOM, DOM, OCM

DI _J | PO
Platform  l¢—— Polling Command Polling Command —| Platform
Al | Logic — Field Input Data Field Output Data «——  Logic A0
— Diagnostic Results Diagnostic Results €— N

Figure 6-3: Theory of Operation of RadICS Platform

After initialization, the RadICS Platform operates with a standard Work Cycle that is performed cyclically.
The basic RadICS Platform Work Cycle includes four Phases:

e Input Data Receive — Request and receive input data for the current Work Cycle from 1/0
Modules and perform Application Logic test code
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e Application Logic Processing and Configuration — Process Application Logic and preparation (i.e.,
configuration) of communication messages

e Output Data Transmission — Transmit Application Logic processing results to the output Modules

e Switch Time — Allows time for output Modules to complete switching

The standard RadICS Platform Work Cycle is illustrated in Figure 6-4.

Work Cycle

FPGA
' — Output R
l?gg;g?:a Control Logic Processing & Configuration Data STY\iIrI::;h H
, 9 Transmition Vo

| Figure 6-4: RadICS Platform Work Cycle

The Work Cycle is controlled by the LM, as described in Section 6.2.6.1.2. The other RadICS Modules
operate in response to commands from the LM, as described in Sections 6.2.6.2 through 6.2.6.5.

All RadICS Modules include several common elements plus the specialized hardware for their specific
purpose. The common hardware elements include:

FPGA executes all platform control logic (plus Application Logic in the LM) plus
extensive diagnostics

CPLD acts as watchdog, monitors power supplies and FPGA; can force the Module
into FAULTED mode, which drives the safe state

Power supply Each Module taps the two +24 Volts Direct Current (VDC) supply lines on the
backplane and develops all needed voltages.
Clocks Each Module has several independent clocks to provide for self-checking
LVDS communications on the private backplane lines between Modules
(LM <-> 1/0)
Display status display on the front of each Module, for maintainer
SOR Safety Override (on output Modules only): allows a temporary override to

force safe state outputs at a system level

These standard features are described further in Section 6.2.5.
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6.2.1.1 Chassis

The RadICS Chassis distributes two +24 VDC supplies to every slot. Each Module taps both these
supplies for redundancy and develops its own voltages needed to operate all the Units within the
Module. This includes the various voltages needed by the FPGA. Any voltages needed by the I/O
channels are galvanically isolated on a channel basis.

All RadICS Modules communicate via the backplane, using direct individual lines from each 1/O slot to
the LM slot. 1/0O Modules have no direct communication with each other; rather they each have one
direct individual line to the LM slot.

6.2.1.2  Input/Output Modules

Each }/0 Module operates autonomously. Each /O Module constantly performs self-diagnostic tests on
its own common hardware, individual /O channel hardware, and on its ability to communicate with the -
LM. The self-testing is interrupted?® on the individual DIM input channel hardware when the DIM
receives a command from the LM. The LM polls the DIM to provide it with field data and self-diagnostic
results. The DIM diagnostics resume once the LM command is executed. All the other I/O modules do
not interrupt any self-testing or data acquisition when get a request from the LM to send data.

To permit exhaustive self-diagnostics as required by IEC 61508 (Reference 6-4), the individual input or
output channels on the I/0 Modules have sufficient hardware redundancy so that random hardware
failures can be detected by the self-diagnostics. Similarly, data handling in the FPGA involves high-order
CRC checks so that the vast majority of functional and memory faults and communications errors are
also detected. A separate CPLD acts as a watchdog to detect FPGA failures or failures affecting the FPGA
that it cannot detect and puts the Module into FAULTED mode (safe state) if that occurs or the FPGA
reports a Type | fault to the watchdog.

For I/0 Module channel faults, the I/0 Module will continue to operate, but the I/0 Module will signal to
the LM that the failed channel’s data is bad. The 4-character display on the front of the Module will
display a fault code instead of RUN and the diagnostic result is reported to the Application Logic. For
total Module failure, such as a failure affecting the FPGA, the Module will shut down; this will also be
detected by the LM and reported to the Application Logic.

6.2.1.3  Optical Communication Module

The OCM is used to extend the capacity and capabilities of the RadICS Platform (i.e., to allow Application
Logic running in one chassis LM to use data derived from 1/0 in other chassis). Each chassis LM can
execute logic related to I/O within its own chassis as weli share selected data with logic in another
chassis. The OCM provides five optically-coupled SIL 3 black-channel links to these expansion chassis by
linking an OCM in each pair of chassis.

Failures within one chassis are detectable in another chassis in the following ways:

8 Interrupted in this context does not mean an interrupt of software execution, because there is no software;

instead it means the test logic is momentarily disabled and the command response logic is enabled.
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® AType I fault in an OCM will cause it to stop updating OCMs in other chassis; consequently, an
unfaulted chassis will see a communications timeout on the OCM communicating with the
faulted chassis.

e ATypelfaultin any /O module except OCM results in setting all modules within that chassis to
the safe state, in which case an OCM will continue updating OCMs in other chassis and
additional actions from the Application Logic are needed.

Communications errors between the OCMs will result in error codes set by both OCMs

e User level values can be communicated (e.g., each signal needed in other chassis can be
accompanied by ‘health’ signals, so if an analog input in one chassis fails, the health signal can
inform logic in the LM of another chassis that the analog input value is untrustworthy).

The OCM also includes five RS-232/485 channels for communications to external devices, but these are
reserved for future use.

6.2.1.4 Logic Module |

The LM includes two separately designed logic configuration levels: the RadICS Platform Logic and the
end user Application Logic. Both levels of logic are protected by the same CRC checks and timing checks
by the watchdog, as described for the 1/0 Modules.

6.2.1.5 Operation Modes Overview

The following text provides an overview of the operation modes for all Modules.

POWERED-OFF This mode represents removal of power from the Module or the RadICS
Platform, whether by human action or by loss of the power sources.
The RadICS Platform is powered off when both 24 VDC supplies are
removed. Inthe powered-off state, all the RadICS Platform outputs are
in their safe state.

STARTUP In this mode, the FPGA acquires its configuration from EEPROM and this
is verified by a CRC check. The FPGA then starts normal operation,
including executing the Application Logic, and performs all the self-
diagnostic tests applied in RUN mode plus some extra tests.

Any Type | fault results in exit to FAULTED mode. If no failures are
detected, the Modules exit to RUN (SAFE) or RUN mode (depending on
the Module), but it is possible for the operator to trigger exit to
CONFIGURATION mode.

When the RadICS Platform is powered up, thereisa [[  ]1*“® second
period of operation in STARTUP mode during which all outputs are held
in the safe state and the RadICS Platform executes all standard self-
diagnostic tests plus some extra startup tests. At the end of STARTUP
mode, all Application Logic is initialized, and ready to run.
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RUN (SAFE)

RUN

TUNING

FAULTED

In this mode, all the Application Logic is up and running, but the outputs
are overridden by the SOR and maintained in the safe state. Operator
intervention is required to advance to RUN or TUNING mode. There are
no conditions of automatic transition to the RUN or TUNING mode. This
mode does not exist for input Modules since they do not have field
outputs or SOR Units. RUN mode self-diagnostic tests are executed.

At the end of a successful STARTUP mode period (i.e., no Type | faults
detected), the Rad|CS Platform will allow the SOR to be reset and until
the SOR is reset, the RadICS Platform operates in RUN (SAFE) mode. In
RUN (SAFE) mode, the Application Logic executes normally, setting the
internal values of the outputs, but all outputs are subjected to the SOR,
which sets the final outputs to the safe state.

Transition out of RUN (SAFE) mode into RUN mode occurs when the
Reset-SOR input is closed and all conditions that set the SOR have
cleared. There are two options to implement this: 1) manual reset by
the operator using a momentary contact keyswitch or 2) installed wiring
that holds the reset circuit closed, thus providing an automatic transition
from STARTUP mode (i.e., momentarily to RUN (SAFE) mode, and then to
RUN mode).

In this mode, all the Application Logic is up and running and controls the
outputs. RUN mode self-diagnostic tests are executed.

In this mode, parameters that the Application Logic design provided for
can be adjusted by connecting a MATS Tuning PC with special software to
the RadICS Platform.

TUNING mode requires the use of a TUNING key and an end user
supplied contact that when closed, indicates that the safety load of the
RadICS Platform (i.e., the final actuator} is held in the safe state
(controlled by what is called the ARMING key}. This permits the end user
to fully test the tuning changes under safe conditions, since the output
contacts can be opened or closed without affecting plant safety.

In this mode, all outputs are forced to the safe state. This mode results
from discovery of a Type | fault. The only exit from this mode is via
powering off the RadICS Platform.
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CONFIGURATION This mode has two functions: configuration and calibration.

¢ Configuration: Changes to the Application Logic or configuration of
the RadICS Platform must be made in a Chassis equipped for this
purpose, called the Download Station (DLS). All Modules also store
authentication data in EEPROM that includes version information.
This information is sent to the MATS when online. To change or
download this data, one uses this mode and the DLS.

e Calibration: Analog Modules (AIM, RIM, TIM, WAIM, and AOM) use
this mode to perform hardware calibration. Calibration can be done in
the in-service Chassis; however, the application designer must design
logic to ensure safety during calibration. Calibration can also be
performed when the Modules are removed from the Chassis by using
the DLS.

The Application Logic can be designed to detect whether a module is in

CONFIGURATION mode and ensure safety. Input signal ports are

provided to detect this state and to engage the SOR.

6.2.1.6 Human-Machine Interface

The RadICS Platform consists of functionally dedicated Modules (i.e., each Module performs one kind of
I/0) inserted into the slots of the RadICS Chassis. All empty slots are populated with fixed blanks to
protect the Chassis interior from dirt and accidental insertion of tools. IEC 61508 requires that the
designer “consider” human factors issues. Chassis-related human factor features include:

Labeling to identify slot allocation

Visually verifiable tie-down clamps

Blanks covering all unused siots

Front mounted fiber optic connectors for LM and OCM
Rear-connected /O

The labeling of each slot minimizes the likelihood of a maintenance technician inadvertently inserting a
wrong type of Module into any active slot. The RadICS Platform will detect such error via its startup self-
diagnostics even if such a mistake is made, as described in Section 6.2.6.1.2. These self-diagnostics
would detect an incorrect replacement made during a hot swap when the module goes through the
STARTUP Mode.

The tie-down clamps exert a positive pressure on the Modules to ensure they stay inserted during a
seismic event. The full insertion of a Module and complete clamp-down are visually verifiable because

the clamp rotates to a position in contact with the Module faceplate when correctly closed, and rests at
a noticeable angle.

To ensure that Modules can be inserted into active slots only, a permanent dummy plate covers unused
Module slots. Even if this feature did not exist, an I/0 Module that was inserted would have no effect
on the system, since the slot was not enabled in the specific RadICS Platform configuration.
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There are fiber-optic connectors on the LM and OCM, which can be used to communicate with LMs in
other Chassis. All I/O cables are rear-connected. There is normally no need for access during system
operation, so the rear connections eliminate many potential maintenance errors.

The RadICS Platform human-machine interface features satisfy the identification requirements of IEEE
Std 603-1991 Section 5.11.

6.2.2 RadICS Chassis Configuration

The RadICS Chassis has 2 slots for LMs® and 14 slots for other /O Modules. The mechanical design of
the RadICS Chassis (hereinafter referred to as Chassis) is a metal box consists of 16 physical slots
accessible from the front for Modules, backplane for providing connections between Modules and
power supply for the Modules, and two fans (with associated control board). Each of the slots for
Modules is equipped with rails for proper and safe installation. There are 14 physical slots for special
Interface Protection Modules (IOPM) associated with the I/O Modules and OCMs that are accessible
from the rear (see Figure 6-5). Each Module and IOPM locks into place with a lever at top and bottom.
Electrical connection of each Module and IOPM is accomplished by insertion of the board into the
Chassis socket. There are no slots for a separate LM Interface Protection Module because the LMs have
few I/O channels in their design and the associated protection circuitry is placed on the LM board.

1 - Slots for fans

2 - Backplane

3 - Rails for modules

4 - Protection modules

Figure 6-5: RadICS Chassis Design

The mechanical design allows for two LM, but only one LM is used at present.
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The Chassis is configured by installation of the distinct types of Modules in accordance with the
following configuration constraints:

e Two LM Slots are reserved for LMs in the Chassis (i.e., slots F1 and F2). The qualified
configuration will use only one LM, in slot F1

e Modules for Input Signals (i.e., AIM, DIM, RIM, TIM, and WAIM) may be installed in any slot from
#1lto#14

e Modules for Output Signals (i.e., DOM and AOM) may be installed in any slot from #1 to #14
e Modules for Optical Communication (i.e., OCM) may be installed in any slot from #1 to #14
e Any slot (except F1 for the LM) may be left empty

Special coding pegs are provided for I/O Modules to prevent a RadICS Module from being inserted into
the wrong slot.

The Chassis configuration is shown in Figure 6-6.
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Figure 6-6: RadICS Chassis Configuration

The RadICS Platform Chassis connectors are located on the rear of the Chassis, as shown in Figure 6-7.
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[l
]]a,c,e
Figure 6-7: Rear of RadICS Chassis Showing Connectors
The [[ 11>“¢ are XG2 at the upper left and XG1 at the upper right. The [[
11#“¢ are XR1 and XR2 at the top of the Chassis. The [[ | )
is XN1 at the far right.

This figure also shows the connectors for individual Modules. Connector XM1 is for the [[

11> and appears on the right in the rear view. Two connectors (XAl
and XA2) are used for the AIM, WAIM, RIM, TIM, DIM, and AOM. The Interface Protection Module for
the DOM has higher ratings consistent with the duty requirements of the digital output circuits. [[

11#%¢ OCM port connectors XAl — XA are used for
RS-232/485 interfaces. The Interface Protection Module for OCM does not contain any additional
protection feature for the OCM and only extends the OCM connections to the back of the chassis and
provides connectors for external links. Connector XM2 is not used.
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Table 6-1 summarizes the qualified hardware components and the programmable logic configuration
items that are included in the RadICS Platform to be qualified.

Table 6-1: Qualified Components

9 Part Number

Descrlptlon (Hardware Identlfler)

A007.C00.V00.R0O2

Cha55|s and Backplane Hardware (469116.103-01)

A001.C00.v01.R00

Logic Module Hardware {468243.100)

AO01.FV01.FRO1.CV02.CROO

LM Platform Electronic Design

A003.C00.vV01.R00

Analog Inputs Module Hardware (467482.068)

A008.C00.v00.RO1

I/0 Interface Protection Module for AIM, WAIM, TIM, DIM, and
AOM - Top (468243.102)

A008.C00.vV00.RO1

1/0 Interface Protection Module for AIM, WAIM, TIM, DIM, and
AOM - Bottom (468243.102-01)

A003.FV01.FR03.CV01.CROO

AIM Platform Electronic Design

A004.C00.V00.R00

Discrete Inputs Module Hardware (467482.069)

A004.FV00.FR0O1.CV01.CROO

DIM Platform Electronic Design

A020.C00.VO0.RO0

Wide Range Analog inputs Module Hardware (467482.093)

A020.FV00.FRO4.CV01.CR0OO

WAIM Platform Electronic Design

A018.C00.v00.R00

Thermocouple Inputs Module Hardware (467482.096)

A018.FV00.FR04.CV01.CROO

TIM Platform Electronic Design

A019.C00.vV00.RO1

RTD Inputs Module Hardware (467482.098)

A008.C00.V00.RO1

I/0O Interface Protection Module for RIM - Top (468243.102-04)

A008.C00.V00.RO1

I/O Interface Protection Module for RIM - Bottom (468243.102-05)

A019.FV00.FR04.CV01.CROO

RIM Platform Electronic Design

A002.C00.V03.R00

Analog Outputs Module Hardware (467482.067)

A002.FV01.FR02.CVO1.CRO1

AOM Platform Electronic Design

A006.C00.v00.RO0

Discrete Outputs Module Hardware (468172.057)

A006.FV00.FR0O1.CVO1.CROO

DOM Platform Electronic Design

A008.C00.V00.RO1

DOM Interface Protection Module - Top (468243.102-02)

A008.C00.v00.RO1

DOM Interface Protection Module - Bottom (468243.102-03)
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Part Number

Description (Hardware Identifier)

A005.C00.V00.RO1

Optical Communication Module Hardware (468383.044)

A008.C06.V00.RO1

OCM Interface Protection Module (468243.103)

A005.FV00.FR02.CV01.CROO

OCM Platform Electronic Design

A014.C00.V00.RO0

Ventilation Module Hardware (067319.013-01)

A011.FV00.FR00.CV00.CROO

Ventilation Module Electronic Design

685624.881-06

Cable Assembly for LM

685624.882-06

Cable Assembly for AIM

685624.882-07 Cable Assembly for AIM
685624.883-06 Cable Assembly for AOM
685624.883-07 Cable Assembly for AOM

685624.884-06

Cable Assembly for DIM

685624.884-07

Cable Assembly for DIM

685624.885-06 Cable Assembly for DOM
685624.885-07 Cable Assembly for DOM
685628.288 Cable Assembly for WAIM
685628.288-01 Cable Assembly for WAIM
685628.286-01 Cable Assembly for TIM
685628.286-02 Cable Assembly for TIM

685628.361

Cable Assembly for TIM — Long Version

685628.361-01

Cable Assembly for TIM — Long Version

685628.336 Cable for RIM 2-wire connection
685628.336-01 Cable for RIM 2-wire connection
685628.337 Cable for RIM 3-wire connection

685628.337-01

Cable for RIM 3-wire connection

685628.287

Cable for RIM 4-wire connection

685628.287-01

Cable for RIM 4-wire connection

685624.886-06

Bypass Cable Assembly

685624.886-07

Bypass Cable Assembly

685624.895-20

Fiber Optic Cable Assembly
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Part Number Description (Hardware Identifier)
685628.360-04 Power Supply Cable Assembly
685628.011-02 RS232/485 Serial Cable Assembly

The allocation of Modules to the slots is verified at startup to match the configuration defined in the
Application ED. The LM compares information received from the 1/0 Modules with the expected
configuration. The LM will prevent continued operation of the system by transitioning to the FAULTED
mode.

All RadICS Modules can be removed or inserted while power is off. The Modules are also designed to be
hot-swappable to prevent damage due to maintenance error.

6.2.3 Multiple Channels of RadICS

The basic set of Modules that can be used to create application with a choice of higher-level redundant
architectures that include 1-out-of-2, 2-out-of-3, and 2-out-of-4 configurations. The single channel
Chassis is a common high-level building block that is used for these configurations. Multiple Chassis can
be used to extend a single channel configuration for scalability by connections between the OCMs for
scalability expansion within a division and between LMs for coincidence voting in multi-division systems.

6.2.4 Overview of RadICS Chassis Interfaces

Four standard interfaces are used in the RadiCS Platform:

e External Interfaces are used to communicate with another Chassis or specific device

e Internal Interfaces are used for on-board communications within a Module or for Module to
Module communications within a Chassis

e Online Interfaces are interfaces that can directly influence a safety-critical system during normal
operation

e Offline Interfaces are interfaces used for a safety-critical system configuration when it is out of
operation

Table 6-2 shows a list of all existing interfaces of the Chassis and Modules including their classification.

Table 6-2: Classification of RadICS Chassis and Modules Interfaces

. In_t‘erfaces/Type ‘ .| External | Internal | Online Offline
24 VDC Power Supply Interface + - + -
1/0 Interface + - + -
Fiber Optic (RUP) Interface + - + -
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Interfaces/Type External | Internal | Online Offline

Fiber Optic (RPP) Interface + - + -
Fiber Optic {(RUP) Interface* + - - +
Safety Override Interface + - + -
RS-232/485 Interface + - + -
Address Interface (on-board jumpers) - + + -
Tuning Access Interface + - + -
LVDS Interface - + + -
Active Serial Programming Interface (ASPI) Interface + - - +
Joint Test Action Group (JTAG) Interface + - - +
Serial Peripheral Interface (SPI) Interface + - + -
Universal Asynchronous Receiver/Transmitter (UART) + i i .
Interface

Watchdog Interface {voltage diagnostic data only) - + + -
Synchronous Static Random-Access Memory (SSRAM) i . . i
Interface

Real Time Interface + - + -

* - for tuning purpose

Figure 6-8 shows a high-level block diagram of the Chassis and its associated external and internal

interfaces.
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Figure 6-8: RadICS Chassis Diagram with Internal and External Interfaces

6.2.4.1  RadICS Chassis External Interfaces

All external interfaces of the single channel Chassis are galvanically-isolated interfaces to components
outside this Chassis. The Chassis external interfaces are:

24 VDC Power Supply Interface is used to provide [[ ]17%¢ to the
Chassis. This power interface is safety related.

I/O Interfaces are provided via connectors on the backplane for the field I/O connections to the
1/0 Modules and LM. [[

]]a,c,e
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e LM-to-MATS interface uses a one-way link using the Radiy User Datagram Protocol (UDP)-based
interface protocol (RUP) for communications via fiber optical medium. This communication
interface is safety related.

e Tuning interface with MATS Tuning PC uses one bidirectional link using the proprietary Radiy
Tuning Interface (RUP) via fiber optical medium. This communication interface is not safety

| critical.

i e Tuning Access Interface provides a safety related [[

| 11%“¢ to de-energize RUP Fiber
Optic Interface. This communication interface is safety related.

e Safety Override Interface uses a safety related [[ 11#%¢. The
LM, AOM, and DOM are equipped with the SOR. When set the SOR will override the normal
Application Logic outputs and put the affected Module outputs into the safe state. This
communication interface is safety related.

e UART, ASPI, and JTAG Interfaces are special interfaces for [[

11#%¢. These communication interfaces are safety related.

e Inter-Chassis link uses the Radiy Proprietary Protocol (RPP) Fiber Optic Interface for safety

critical communications that can be used to expand a RadICS Chassis up to a total of [[

11> using OCM OPTO Units within a single division and with up to [[ 11>%¢ (e.g.,
four 2-out-of-4 voting channels) using the LM OPTO Units for connections between LMs in
different divisions.

6.2.4.2  RadICS Chassis Internal Interfaces

The single channel Chassis also has internal interfaces that facilitate connections to the various Modules
that are installed within the Chassis. These interfaces are at two levels: [[

]]a,c,e

11%“® and is safety critical.

117%¢ This
interface is not safety critical, because the [[
117%¢. The [[ 11%¢ is a non-safety interface to [[

117, The slot reserved for
the LM has [[
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function does not impact safety critical operation. [[

panel of the Module. The [[

&

qadlCS

117<¢. The [[

]]a,c,e

11%“¢ on a local display unit located on the front

6.2.5 RadICS Hardware Modules

11¢¢ does not impact safety critical operation.

The RadICS Modules are implemented using common sub-modules or “Units” to the extent possible.

Module

Highest level Module within the RadICS Platform (e.g., LM, DIM, etc.)

Unit

Low to intermediate level module mounted on one or more Modules (e.g.,

LVDS transceiver, clock unit, etc.)

6.2.5.1 RadICS Module-Related Features

The aspects of each Module that relate to maintainability are all mounted on the faceplate of the
Module as shown in Figure 6-9, with the deliberate exception of the JTAG connector, which is mounted

to be inaccessible while the Module is installed in the Chassis. This figure shows the hold-down latches
in the closed/locked position.

ﬂ)ld-down latches =—>

\_

. ’Fj
Status lights ol

Digital readout 7 I
Pushbuttons ‘

Module type

JTAG connector

lllll‘l‘llllllll_ln‘

Figure 6-9: Maintenance Features of the RadICS Modules

There are RUN and FAULT status lights on every Module. The RUN light is on when the Module is
running normally. The FAULT light illuminates if there is a failure within the RadICS Module detected by
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the self-diagnostics (i.e., this does not illuminate if the Platform or Application ED detect a field failure,
such as a failed transmitter). The FAULT indication persists until power is removed, so a maintainer can
respond to a maintenance order and expect to immediately identify the failed Module.

The digital readout provides two functions: more detailed display of a fault indication, mode status, and
~ status indication used during configuration (downloading of a new electronic design) or during
calibration (applicable only to certain Modules). The FAULT readout indication persists until power is
removed or until a more serious failure is detected, in which case the more serious failure is displayed.

The pushbuttons allow a maintenance technician to navigate through the menu and to scroll all
available fault codes. The pushbuttons also allow entry into CALIBRATION or CONFIGURATION mode
(these modes are indistinguishable for safety purposes since the Module is treated as offline in either
mode) only if the correct sequence of buttons is pushed in the first 20 seconds following application of
power. After this time window, the pushbuttons are only read in CALIBRATION or CONFIGURATION
mode.

Each Module carries a Module-type label that the maintenance technician must match against the slot
label. This labelling reduces the likelihood of a maintenance error such as mixing up two Modules of
different type when re-inserting them. Special coding pegs are provided for I/O Modules to prevent a
RadICS Module from being inserted into the wrong slot. In any case the RadICS Platform will detect
incorrectly located Modules during the STARTUP Mode self-diagnostic period.

The JTAG and ASPI connectors are not on the faceplate, but rather on the Module PCB, where they
cannot be accessed except by removing the Module from the Chassis. Removal of the Module from the
Chassis will cause the RadICS Platform to drive all safety outputs to the safe state. Since the ASPI
connector (for FPGAs) and the JTAG connector (for CPLDs) are the only means to change the ED
configuration of the Module, the system is protected from such errors whether accidental or intentional.

The normal procedure is to power down the RadICS Chassis before performing maintenance; however,
all Modules are hot-swappabie, so no damage will occur if a Module is extracted or inserted at power.
Plant process safety is assured if this sort of action is performed, since any Module that has been
removed will be identified as failed. Removal of the LM will force all output Modules to the safe state.
When a replacement LM is inserted and completes its startup sequence, the LM will return to normal
operation. The LM may be held in RUN (SAFE) mode until the SOR is reset unless it is hard-wired to be
automatic. Removal of any I/0 Module will also force all output Modules to the safe state.

6.2.5.2  RadICS Module Design Features

The RadICS Modules are designed with redundant components where needed to permit self-diagnostic
tests. Data redundancies are used to permit detection of data corruption with very high probability.
Watchdogs are incorporated on every Module. CRCs are used on all communications and safety-critical
data. External communications links are all treated as ‘black-channel’. Communications ports are
monitored and blocked except when specifically required (e.g., tuning). The Modules perform self-
diagnostics and either take safe-state action or provide information to the Application Logic for further
action.
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The general high-level safety concept for the RadICS Modules employed to meet the target SIL (from 1EC
61508) is that, no matter what configuration of Modules is used, an individual Module is designed such
that failures that are both dangerous and undetected are limited to less than 10 percent. The RadICS
Platform design target is to attempt to meet the same target for each Unit.

The interfaces to Units that are used on more than one Module are standardized. This design strategy
maximizes the reuse of proven components and simplifies inter-operation of Modules. The ED of each
Module performs self-diagnostics of the Units on the Module. The Units used to compose each Module
are identified in Table 6-3.
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Table 6-3: Units Included in RadICS Modules

]]a,c,e
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MM |AOM | OCM

’Communication Units

[

]]a,c,e
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Figure 6-10 illustrates the typical Module architecture. The key differences between the various
Modules are highlighted in the notes below the figure.

[l

]]a,c,e

Figure 6-10: Typical RadICS Module Architecture
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The purpose of each Unit is described below.

6.2.5.2.1 FPGA Unit

The FPGA Unit is used to provide input data acquisition, perform the main functions of Module (e.g.,
data processing, Application Logic execution, etc.), diagnostics, output data conditioning, and data
exchange with other Modules (within and beyond the Chassis). The ED of the FPGA is customized to
perform the functionality of the specific Module type to meet both functional and integrity
requirements specified for the Module.

A CRC check is applied to data transferred from the ASPI during STARTUP mode and a failure of this test
prevents the LM from entering RUN mode.

6.2.5.2.2 Clock Unit

Clock Units are used to generate three separate clocks. Each clock has its own reference quartz

oscillator: [[

]]a,c,e

11#%¢, as shown in Figure 6-11. [[
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Figure 6-11: Data and Signals Exchange Between Different Clock Domains

Operation of the clock diagnostics is explained in Section 6.8.

6.2.5.2.3 EEPROM Unit

The EEPROM Unit is used for storing different information that is needed for Module operation. The
EEPROM Unit performs write/read by frames, data integrity checks, frames numeration checks, and data
identification. EEPROM Units are divided into four categories according to the type of data stored:

o I

Ipes
- I
11
!
11
- I

]]a,c,e

All four types of EEPROM are used in the LM. Only the Service EEPROM is used on the DIM, DOM, AlM,
AOM, WAIM, TIM, RIM, and OCM.
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6.2.5.2.4 Input Units

The Input Units are used to provide input data acquisition and directly interact with the 1/0 Interfaces.
The Analog-to-Digital Conversion (ADC) Unit is galvanically isolated, includes active diagnostics and
provides receiving one analog input signal that can be multiplied by installing a jumper. The Wide Range
Analog-to-Digital Conversion (WADC) Unit is galvanically isolated, includes active diagnostics and
provides receiving one analog input signal that can be multiplied by installing a jumper. The
Thermocouple-to-Digital Conversion (TDC) Unit is galvanically isolated, includes active diagnostics and
provides receiving one thermocouple input signal that can be multiplied by installing a jumper. The
Resistance Temperature Detector (RTD) Unit is galvanically isolated, includes active diagnostics and
provides receiving an RTD sensor signal by two, three or four-wire connections. The DIU Unit is
galvanically isolated, includes active diagnostics, and provides for receiving discrete input signals and
monitoring of the transmission path.

i
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DIU Unit self-diagnostics are performed continuously to check the state of input switch for stuck on/off
conditions. Diagnostic test results are reported to the LM and Application ED.

6.2.5.2.5 Output Units

The Output Units are used to provide output data conditioning and directly interact with 1/0 Interfaces.
The Discrete Qutput {(DOU) Unit is galvanically isolated, includes active diagnostics, and provides for
transmitting discrete output signals and monitoring of the transmission path. The Digital-to-Analog
Conversion (DAC) Unit is galvanically isolated, includes active diagnostics, and provides analog output

signal conditioning. Safe state of the output Unit is open output discrete signal for DOUand 0V and 0
mA for DAC.

DOU Unit self-diagnostics are performed continuously to check the state of output switch for stuck
on/off conditions. Diagnostic test results are reported to the LM and Application ED.

1
112ee

6.2.5.2.6 Safety Override Unit

The SOR Unit is used to provide a trip into the safe state of Modules by de-energizing the field-effect
transistors or DAC circuit (current and voltage) in the Output Units, irrespective of Output Unit control
signals from the FPGA Unit. The SOR Unit directly interacts with the Safety Override Interface. SOR
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performs the function to put the Output Units in the safe state independent of FPGA status or
commands from it. The SET-SOR switch is used set the SOR. When the SOR is set, all application safety
outputs are overridden and placed in the safe state by the RadICS Platform. The RESET-SOR switch is
used to reset the SOR provided that no Type | faults have been detected. The SOR allows the
maintenance technician to quickly set all safety outputs to the safe state for any reason, and to restore
the system when the work is complete. An SOR state signal is provided to the FPGA to check if SOR is
set or not when SOR keys are set. The use of the SOR Unit must be integrated with the user-specific
actuation logic for energize-to-trip applications.

6.2.5.2.7 Power Supply and Watchdog Unit

The PSWD Unit is used to provide all Hardware Units with power supply voltages, control the power
supply voltages, and perform hardware self-diagnostics of the FPGA Unit. The PSWD Unit is galvanically
isolated with the active diagnostics and used for power supply, watchdog heartbeat monitoring, and
voltage control with the active diagnostics. The PSWD Unit controls each output voltage, after its
conversion, on operating range deviations, as well as executes the FPGA operability control functions.
The PSWD Unit receives a heartbeat signal from the FPGA Unit and [[

]]a,c,e
Operation of the PSWD Unit is described in Section 6.8.

6.2.5.2.8 Address Unit

The Address Unit is only used on the LM for providing power to the jumpers placed on the backplane to
determine the unique LM identifier within the chassis during Module startup. The LM identifier
uniquely identifies LMs in the system while loading information from the Configuration, Tuning, and
Application Netlist EEPROMs and for use with the MATS Tuning PC and for reporting various kinds of
information to the MATS. ([

]]a,c,e

6.2.5.2.9 Active Serial Programming Interface Unit

The ASPI Unit is one of the standardized interfaces on a Module used for FPGA configuration. The FPGA
configuration is read from the ASPI Unit and the FPGA is configured to perform its function as part of the
power-up sequence. The ASPI, which includes FLASH memory, is used for writing, storing and reading of
FPGA configuration. Access to the FLASH memory is provided only during project-specific
manufacturing.
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6.2.5.2.10 Indication Board Unit

The Indication Board Unit is used to indicate the mode and self-diagnostic status of the Module on a
local display unit located on the front panel of the Module. The Indication Board Unit can also indicate
various kinds of service information for each Module type (e.g., unique LM identifier, identifier, onboard
temperature, slot number, etc.). The Indication Board Unit can also be used to transition a Module to
CONFIGURATION mode.

6.2.5.2.11 Synchronous Static Random-Access Memory Unit

The SSRAM Unit is used for storing different temporary information needed for the Application Logic in
the LM. The SSRAM Unit stores Application Logic netlist data, which is read from the AppNetlist
EEPROM data in STARTUP and uploaded to SSRAM. Then it will be read each Work Cycle from SSRAM
and processed.

[

]]a,c,e

6.2.5.2.12 Communication Units

The Communication Units are used to provide the data and data exchange within and between Chassis.
The Communication Units use different protocols: RPP, RUP, and RS-232 based Protocol (RS-232). The
LAN Unit is used for communication with peripheral devices (e.g., MATS). The OPTO Unit is used for
optical transceiving with the same Unit in another Module of the same type. The LVDS Unit is used for
point-to-point communication between two Modules within one Chassis. The RS-232/485 Unit is used
for one-way communication with peripheral devices.

The use of the communication units is described in Section 6.3.2.

6.2.5.2.13 Real Time Unit

The Real Time Unit is used for receiving real-time data from an externally supplied time input not a part
of the RadICS Platform. The Real Time Unit has the capability to duplicate and store the externally
supplied time. In case the externally supplied time input is lost, the Real Time Unit can continue to
supply a time input to the FPGA Unit.

The Real Time Unit does not affect any safety function performed by the LM. The time signal is not used
by any safety function. The Real Time Unit uses a dedicated data format that is distinct from formats
used by safety critical logic and data so that safety logic would detect corruption of safety data by the
time signal. The time signal is only used for the purpose of placing time stamps on the one-way data
communications to the MATS. The Real Time Unit is galvanically isolated.
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The RadICS Platform has a Ventilation Module (VM) that is used for driving chassis fans. The VM
performs only one function (i.e., driving fans) and does not exchange data with other RadiCS Modules.
The VM is controlled by a CPLD that processes data received from the fans (e.g., indication of voltage
and speed) and external devices (e.g., control switches and alarm indications). The VM can detect fan
failures; however, this capability is not critical, since unexpected stoppage of fans will cause chassis
internal temperatures to increase, which are detected by other monitoring features, as described in
Sections 6.2.5.2.7 and 6.8.

6.2.5.3 Ventilation Module

6.2.6 Hardware Module Specifications

The RadICS Hardware Modules are described in the following sections, which describe the technical
specifications, operation, and failure detection and prevention for each Module.

6.2.6.1 Logic Module

The LM is used for data exchange with Modules in Chassis and Units within Module and execution of
Application Logic specified by the end user’s functional requirements.
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6.2.6.1.1 LM Technical Specifications

The technical specifications for the LM are:

adlCS

LM Product Highlights

Dedicated FPGA chip for user configurable control
logic

Robust self-diagnostics ensure higher reliability
and early fault detection with safety-focused fault
management

Segregation of application logic, self-diagnostics,
and watchdog functions assures safety-critical
functionality

Diverse watchdog heartbeat monitoring and
extensive functionally diverse self-diagnostics

14 LVDS full duplex lines for communication with
OCM and I/O Modules

3 galvanic-isolated discrete inputs (2 available, 1
reserved)

6 fast discrete outputs with embedded diagnostics
of the outputs state

3 fiber optical lines for internal system
communications

1 input for MATS Tuning PC programming access
key signal

3 Fast Ethernet (100 BASE-FX) optical
communication lines

Hot swappable

FPGA capacity capacity to handle > 500 application blocks
8 megabit (FPGA internal)
Memory 4*2 megabit (four external EEPROMs)

2 megabit (external SSRAM)

Discrete inputs

24 VDC, 10 milliamps maximum, Form A “dry” contact with
galvanic isolation between inputs

Discrete inputs
overvoltage protection

up to 150 VDC continuous

Access key signal input

isolation

discrete signal (24 VDC, 0 to 10 milliamp) receiver with optic-
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Discrete outputs
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