COMMITTEE TO BRIDGE THE GAP
1637 BUTLER AVENUE #203
LOS ANGELES, CALIFORNIA 90025
(213) 478.0829 17

May 10, rgdu MY 22 M11:0

John H, Frye, 111, Chairman

Dr. Emmeth A, Luebke

Glenn 0, Bright

Atomic Safety & Licensing Board
U.S, Nuclear Regulatory Commission
Washington, D,C, 20555

In the Matter of
THE REGENTS OF THE UNIVERSITY OF CALIFORNIA
(UCLA Research Reactor)
Docket No, 50-142
(Proposed Renewa! of Facility License)

Dear Administrative Judges:

Enclosed please find the attachments to 'CBG Response
to Applicant's Request for Reversal of the Board's April 13

Finding of Material False Statements" (May 9, 1964),

Sincerely yours,

‘

| A :
i 1 ey

Steven Aftergood

cc w/ enclosures: service list

BRI SIS,
¢ PDR A
FL
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Attachments to

""CBG RESPONSE TO APPLICANT'S REQUEST FOR REVIRSAL OF THE BOARD'S

APRIL 13 FINDING OF MATERIAL FALSZ STATEMENTS'" (May 9, 1984)
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Attachment

Attachment

Attachment

Attachment

Attachment

Attachment

Atiachment

Attachment

Attachment

Attachment

Attachment

Letter of November 30, 1973 from AEC's Donald J.
Skovholt to LUCLA's NEL () pace)

Regulatory Guide :,17 (2 pages)

Letter of Juiy 15, 1974 from Karl R, Goller

to UCLA's NEL with 2 enclosures: (1) deficiencies
in UCLA propased security plan; (2) Interim
Guidance for Organization and Content of Security
Pians (5 pages)

Letter of November 18, 1974 frum George Lear
te Hel (! page)

Letter of January 8, 1975 from George Lear to NEL (1 page)

Letter of September 30, !9/6 from UCLA's Ivan

Catton to NRC, indicating compliance with 10 CFR
73.40 (1 page)

Letter of July ', 1977 from George Lear to
UCLA  (2pages)

Memorandum of June 28, 1979 from James R. Miller
to Robert Burnett (2 pages)

Letter of fugust 9, 1979 from Frank Pagano (1 page)

Excerpts from Sample Physicai Security Plan,
Revision 1, June 14, 1979 (3 pages)

Excerpts from SECY-79-187C, December 19, 1979
(2 pages)

United Press l«nternational wi e service story,
January 4, 1984 (1 page)




¥ ; Attachment A

b UNITED STATES
ATOMIC ENERGY COMMISSION

WASHINGTON. D.C. 20548

N 0,
ket No. 50-142 ovember 30, 1973

The Regents of the University
of Califormia
Nuclear Energy Laboratory
ATTN: Mr. Thomas E. Hicks
Director
Los Angeles, California 90024

Gentlemen:

On November 6, 1573, the Commission adopied amendments to its regulations ey
in 10 CFR Parts 50, 70, and 73 which are to strengthen the physical e
protection of reactor facilities and of special nuclear materials. The Bl
new rules require in part that licensees of production and utilization
facilities submit a physical security plan to the Cormission by R
January 7, 1974. A copy of the amendments is enclosed for your use. BT
— s
The submitted plan should be as described in the new 10 CFR Part 50.34(c)
and comply with the requirements stated in the new Part 73. Regulatory
Guide 1.17, "Protection of Nuclear Pcwer Plants Against Industrial
Sabotage', states an acceptable Regulatory position for complying with
this requirement. Reactor facilities other than power reactors should
use the position in the Regulatory Guide to the extent practicable.

If you have previously submitted a security plan, please review it with
respect to the requirements in these regulations. If you conclude that
all applicable requirements of Part 73 are met by your plan, indicate
this conclusion and provide specific reference to the plan. If all
requirements are not met an amendment or revised plan shoulid be filed,

Three copies of your plan should be submitted. Your letter of transmittal
should request that the plan be withheld from public disclosure pursuant
to Section 2.790 of 10 CFR Part 2.

Sincerely,

4
Vi

/ P i 4/ /’//
/5;?12'?’////5/5””"‘4)6/‘—'
Donald J. _SXovholt
Assistant Director for
Operating Reactors
Directorate of Licensing

Enclosure:
Amendments to 10 CFR Parts 50, 70,
and 73 published November 6, 1973 YQGG



Attachment !

June 1973

U8 ATOMIC ERNERGY COMMISSION

REGULATORY GUIDE

DIRECTORATE OF HECULATORY GTANDARDS

REGULATORY GUIDE 1.17

PROTECTION OF NUCLEAR POWER PLANTS AGAINST INDUSTRIAL SABOTAGE

A, INTRODUCTION

On February 1, 1973, the Atomic Fnergy
Commission had published in the Federal Register
proposed amendments 10 its regulation in 10 CFR Pant
S0, “Licensing of Production and Utilization
Facilities,” Proposed § 50.55¢ would require cach
hcensee authorized 1o operaie a nuclear reactor to
provde appropriate  protection against industrial
wbotage. Proposed paragraph (c), “Physical Security
Plan,” of § 50.34 would require each application for
an opetating license to include a physical security plan.
Proposed paragaph (p) of § 50.24 would require
cxisting licensees who have not submitted a physical
weunty plan to submit such a plan to the Commission
for spproval within 60 days after the publication of
these emendments in effective form. Furthermore,
§ 50.34 requires that an application for a construction
perint mclude the principal design critenia to be satisfied
in meeting the requirements for structures, systems, and
components essential 10 safety. This regulatory guide
descithes physical security criteria that are generally
sweeptable for the protection of nuclear power plants
against acts of industnal sabotage which could lead to a
threat to the health and safety of the public. The
Adwvisory Committee on Reactor Safeguards has been
consulied conceming this guide and has concurred in the
regulatory position,

B. DISCUSSION

Subcommittee ANS-3 of the American Nudlear
Society Stindards Commuttee has developed a standard
that provides cnteria for industrial security programs 1o
protect operational nuclear power plants from acts of
mdusiial sabotage which could lead to a threat to the
health und safety of the public. This standard, 10 be
desigraied  ANSI N18.17, “Industrial Security for
Nuclest Power Plants,™ has been reviewed by American

€orwes may be obtained from the Amesrican Nuclear
Society, 244 E. Odgen Avenue, Hinsda'le, Ilinow 60521,

National Standards Committee N18 and is in fina) review
by e American National Standards Institute (ANSI)
Board of Standards Review.

In addition to the procedural measures described in
ANSE N1§.17, the design of siructures. systems, and
components imporiznt to safety (eg., such features as
redundancy, automation, independence. diversity.
protection against common-mode failures. and the
placement of facilities and equipment) can also provide
proiection against acts of industrial sabotage. Therefore,
it is corsidered prudent to enhance this form of
protection by protecting the vital equipment against
surreptitious acts of industrial sabotage that could
impair the performance of its intended safety functions.
It is important that such protection be corsidered early
in the design stage and that protective measures be
described in the application for a construction permit.
At a later stage, these measures would be described in
greater detail in the applicant’s security plan identified
in propused paragraphs (¢) and (p) of § 50.34.

C. REGULATORY POSITION

The requitements and recommendations contained
in the proposed ANSI Standard N18.17, “Industrial
Secunty for Nuclear Power Plants,” dated March 23,
1973, are generally acceptable and, with due
consideration for the unique characteristics of the plant
and ‘15 ow ner o1gamzation, provide an adequate basis for
a physical secunty plan for the protection of nuclear
power plants  apeinst  industrial  wbotage, as
supplemented by the following

1. Security Syetems

a. The plant securnity forces should have onsite,
armed, end unifoimed ind viduals whose primary duties
are the protection of facilives from acts that could
endanger the health and afety of the public.

b. Al security alarms should annunciate in a
contpously manred, onsite central alann stztion and in
at lcast one other continvously manned station not

USAEC REGULATORY GUIDES

Renctaiory Towm o9 a0 10 Gemcr it and mebe mellebhis 10 the public
R coom i@ 10 the AEC Baguie ony 1a%! of s ventng s e pety of
e Comwmman'y guistion, 10 08 wats fechnmom weed Dy e stefl
iAo wmolic probleTE OfF [NuTuh eE BEKETE, O Y0 PO\ e g sl 10
o iwmem Popaarory Gowmm pa mot o et iloim for repuleont 80 o o @ anen
ok en b A0l regueresd Methads and s vtiome @M ereat o thoee W oul 0
B poe el e mocantabie o they provete 8 b for e Doating reg Lt 1o
Ta W Lrwe O Gsrtinumws 0 8 perRat O | cerms by the O ormresseon

Pa'wred proet el be om0 et 'ty 8 0K O0F 8T8 10 BITL TUmedete
T e L W e e e P A

Copim of puninhed govten mmy be o0te wd By regues el oo’ g the dien o
ewireg o te US A Enegy Comrimer wabhogror DL 20548,
Arem un Dosciw of Foguimory Stervmem Comrents ow sgow oma for
IV IO RO N e e B 8T S et e the T b et 1 thw D wiary
¢! e Covmmon, US Arome F gy Communi, Wa' rgion DL MEB4S,
Ao~ Chet Pubiq Proorsings

The portn o9 mr g » thw bodbwwing tom 1e v Fenore

1. Plem Roacron £ Posen
2 Frim ot o Torr Famcronn 7T Triermpmetenoe

?
3 Fien s Mrver st Fog titege E Cotgw ora mranh
& Tre mracty wre Coong § Ariia Prvww

E Weoiw o st Plam Pro oy en 10 Tl




necessardy onsite. All alar d ecking and
tamper indicating. The annuncanon i sn slarm st the
ongte central alirm station thould indizsie the type of
alarm (e.g, intrusion als:rm, emergency exit alirm) and
location. The annuncistion st the other alerm station
should, as a minimum, provide indicationr thzt an
muuson or dlegal entry hzs occurred. The affected
innunciator should be reset only sfter satisflactory
commumications have taken place between alarm
stations. All intrusion alarms, emergsncy exit alerms,
minimum, meet the level of performance and reliabliity
indicated by GSA Interim Federal Specification
W.AD0450 A (GSA-FSS).*

slarm systems, and line supervisory systems should, as s

"Copies may be obtained from business mrvice centers of

he General Services Adminsustion Regional Offices located m
s folow uyg aities

Karsas City, Mo
Los Argeles, Ca
Seattle, Wash,

equipenent s

opersbility a2t the

of cach erval

used for security, but

s=ven dave

- ion ¢

for the
Jistrial aot

physical

s will

re as provided in

uons

in

10 CFR




Attachment
"STRIBUTION —

~ocket File o

AEC PDR(w/o encl. 1) e

Branch Reading I)e
JRBuchanan, ORNL (w/o eancl.:=
RO (B) :
KRGoller, L:OR
L 43 s RAFurpier-L+OR—3
Docket Ko. 50-142 ‘) Branch Chief, OR
Project Manager, OR
The Regents of the University ~ Licensing Assistant, OR
of Califormia TPFlood, L:0R-1
Nuclear Energy Laboratory TJCarter, L:OR
ATTR: Mr. Thomas E. Hicks SVarga, L:RP
Director 0GC
los Angeles, California RHouston, L:0S3
Gent lemen: e

We have reviewad your proposed security plen dsted January 14, 1974,

At this tima, we are unable to complete our evaluation with the infor-
mation provided. Enclosurs 1 i{dentifies deficiencies in your plan with
respect to the interis guide, enclosure 2, against which your plan vas
evalusted. (Enclosure 2 titled "Interim Guidsnce - Organization end
Content of Security Flams for Power Ressarch and Training Reactors”
is furnished for your guidamce,) ¥

We raquest that you smend your plan to incorporate the information indi-
cated in the interim guide. Also, {dentify any feature of your plan

that cannot be implemented within 30 days and describs the interim

mea uras that would be taken to provide an equivalant level of protectiom.
We request that your revised plen be submitted within 30 days from the
date of this letter. Your secarity plan submittal ie¢ exempt from pubtlic
disclosure pursuant to 10 CFR Part 2, Section 2.790(d) and should be so
narked vhen transmitted.

Sincerely, '_mf

Onginal Sigoed by,
Karl Goller S
Rarl R. Goller, Assistant Dirsctor
for Operating Raactors
Directorate of Licensing

Enclosures:
1. Request for Additiomnal Iunformation
2. Interim Guidance

UrrCE P

BURNAME

, —
L:OR-1 L:ORPM L:ORBC . L:OR .. p o | \20
Pt it I R el ‘ d ik ,,,-.‘..j.:.: " ./*{ B ot ot NN [ Yo
TPFlood:de | DJaffoel PO Clesr KRGoller
—e S oo sostee -.......___;... ):A i — . , ‘T- —— S —— ——— D ——
v | S44/76 | 7/ 05 p3¥) 7776 174 | 6122174 i

Jov.9%3) AECM 0240 TL U 8. COVERNMENT PRINTING OFFICE 1$74.8268-188



WITHEELD FROM PUSLIC DISCLOSURE
Docket fio. 59-142 ' |

Enclosure 0. )

The foflowing peragraph numbers refer to those sections of the
interim guidance document (Enclosure 2) which are not aciressed
in sufficient detail to permit a thorough evaluation of your

security plan.

Paragravh No. subject

1.A. Essential Equipment
1.B. ; Security Area

5.6 . Security Systems

11.A. Organization

11.B. Accéss Control

13.L. Surveillance

11.D. ; Procedures

11.E. Security Program Review

You are reminded that since your license authorizes possession of SNM
in excess of 5 kilograms U-235, that compliance with 10CFR73.50 and
73.60 would be required if your inventory of non-exempt SI* equals or

exceeds the formula quantity specified in WOCFR73.1.

WITHHELD FROM PUBLIC DISCLOSURE



Enclosure ?

interim Guicance - Organiza‘ion and Content of Security Plans for

Low Power Research and Training Reactors

App11c=?111ty - This interim guidance is for use in developing and eveluating

security plans for low power research and training reactors. For purposes of
this guide, these reactors are cdefined as TRIGA reactors with authorized power

levels jess than or equal to 250 K¢ and al) other researcn an¢ trzining reactors

with power levels less than or equal to 100 Ki, including AG''s, zero power,

~and critical facilities.

Purpose - The purpose of the security plan developed according to this
guidance is to protect the reactor agaiﬁst acts of sabotage. 1t is
intended for use by the licensee to demonstrate compliance with
10CFR50.34(c) and 10CFR73.40. Confofﬁance with this guide will not
assure compliance with 10CFR73.50 and 10CFR73.60, if these parts are

applicadble to tne licensee. . }

1. Design Features

A,

Essential [quipment - Essential equipment should be designated in the

» .
security pian. This should include, but not necessarily be
limited to, the following: the reactor, the reactor coclant

system, reactor controls, &nd any associated equipreat the



failure of which could endanger the health and safety of
the public. ' i

B. Secd}ity Area - security areas should be identified and

described, including plan drawings or sketches showing these
in context of the site location and showing access points.
At least the fuel storage area, the reactor control room,
and the reactor room or building should be described &s
security areas.

C. Security Systems

1. Locks and Keys - a description of the lock an¢ key system

should be provided; describe how keys are controlled;
TOENTITY TNE SPECITIC inuividuel (by pusitiun Lidie)
responsible for the security of the keys.

2. Cormunications - the cormmunication system to be used

in the event of a security violation should be described. .

I11. Administrative Controls

A. Organization

1. Security organization - the person responsible for the

facility security program should be identified (by position
title); the person{s) or group(s) having security functions

and responsibilities on a day to day basis should be

identified.




2. Local Lew Enforcement Authorities - arrangements with

the local law enforcement agenci for aid in the event

-

of a security violation at the reactor facility should

be described.

Access Contro)

Personnel - the categories of personnel who are authorized

be identified

contre

~ £
v




Attachment D
DISTRIBUTION:
AEC PDR
Local PDR
ORB Reading
KRGoller
wocket No. 50-)42 TJCarter
GLear
DJaffe
SATeets
The Regents of the University extra coples
of California TFlood
Nuclear Energy Laboratory
ATTN: Mr. Thomas E. Hicks
Director
los Angles, California

Gentlemen:

Your letter of October 28, 1974 stated that UCLA was considering methods
to reduce their Special Nuclear Material inventory below the forumula
quantity specified in Title 10, Code of Federal Regulations, Part 73.

As of this date we have oot received a written confirmation that you

have reduced your Special Nuclear Material inventory nor have we received

2 request to review your security plan assuming the inventory was reduced.
You are reminded that your original plan, as submitted, was not acceptable
and that you may be in violation of Title 10, Code of Federzl Regulations,
Part 73. ‘Yoncompliance with the Regulations would require that appropriate
enforcement action be taken by us.

Your response is requested within eeven days of the receipt of this letter.

Sincerely,

Original s
Sig

J
George Lear, Chief

Operating Reactors Branch ¢3
Directorate of Licensin;

~
ORB#3

arrncs

A
SURMANE B ‘ Dlaffe

|
. 3 . - . '
TEEE o ‘ 11 ! , . 1

= ADC.318 (Rev, 9.3)) AECM 0240




Attachment E

: DISTRIBUTION:
Jan 8 WIS 4 AEC PDR
i)ocket
RGoller
TJCarter S el a4
DJaffe
SATeets
oG
The Regents of the University }éfeg)
Nuclear Energy Laborato , exXtTe COS
ATTN: Mr. Thomas E. Hi g
Director TFlood
los Angeles, California 90024

Gentlemen:
We have reviewed your reactor security plan dated
August 21, 1974, and the revision dated August 29, 1974.

Based upon your reduction in 9% inventory, commmicated
in your letter dated December 12, 1974, we find that your

plan complies with the requirements of 10 CFR Part 30
Section 50.34 (c) and is acceptable.

Sincerely,
Original Signed
George Lear, Chief

Operating Reactors Branch #3
Directorate of Licensing

*

P T R 1w} | i
wansess | SAToofs?7 Inta ¥ Gear & | f L
T

/. jBald
WSS BT T A A AT |

, AEG-31S (Rew. 2:93) ARCM 0:40

T U T GOVEANMENT PRINTING OF P ICEI 1074 920,100




UNIVERSITY OF CALIFO RiA. LOS ANGELES

Attachment F

———— e —————————— ——————————————

BEURLI LY « DAYES * INVINE = 1ON AN sg N * MIVFRNIDE v SAN ¥ . M ' | | -

——————

' | SANTA RARRATLA SANTA T

ANEERING AND APPLIFED M 1ILNCE

LOS ANGELEY, CALIFOUNIA 90024

Srgtcm\ur 30, 1976

Mr. Bernard C. Rusche, Director

Office of Nuclear Reactor Repulation

United States Nuclear Regulatory Commission
washington, D. C. 20555

Dear Mr. Rusche:

The attached praft-Security Plan

ypproved Plan and Amendments thercto.
of the existing Plan 10 the status ot

C
»

and approval by a laboratory Security

nor current planning demand immediate chan
isting f , however we believe that the
b |

lity to meet the increasin

yn within the Nuclear 1

Please note that the locations
11, 12, and 13) remain 2 portion of t

. » Drea Plan, bu h loption of the
Plan will remove tihe

v

v A

door-keying int 1 written
procedure status.

[t is our intent

Draft
the cun?i~
t;'xl)

approved

before proceeding With

lation of Written Procedures for approval b

interim period we shall continue to operate
Security Plan.

The | 1an is believed
D

yirements of
X | i Due to the

i » Sy i i
10 Gl £ this letter

’
we Treque th: 1is document

pursuant to
Section ' 10 CFR Part

CEA:NCO:vl
Mr. V.
Region

Walnut

(In accordance with ©




Attachment G

W~ 4

JuL 11977

Docket No. 50-142

The Regents of the University A

of California s
ATTN: Mr, Harold V. Brown
Environmental Health
and Safety Officer

Los Angeles, California 90024

Gentlemen: i
1 am pleased to respond to the enclosed letter of May 27, 1977 which —
has been forwarded to me for reply. You forwarded 2 letter dated i
May 19, 1977 from Ivan Catton, Director, Nuclear Energy Laboratory. =
We have reviewed Dr. Catton's letter requesting (1) a clarification P
of the status of the UCLA Security Plan with regard to the Facility T
Operating License for the UCLA Training Reactor, and (2) whether the :
Security Plan 1s conceived as having radiological safety aspects that

interact with the license.

With regard to the status of your Security Plan, 10 CFR Part 50,
Section 50.34, “"Contents of Application; Technical Information"

and Section 50.54, “"Conditions of Licenses" clearly require you to

have a security plan and also provide guidance for making changes to
the plan. Although your Security Plan is not specifically incorporated
in your license, we consider it to be a part of the license. In fact,
we are presently requesting licensees to agree to incorporating the
security plan in the license by reference. We have already contacted
your staff on this subject.

With regard to radiological safety aspects of your Security Plan,
implementation of the plan provides reasonable assurance that sabotage
and the theft or diversion of Special Nuclear Material (SNM) will-not
take place. Theft of SNM can have radiological implications far in
excess of those activities for which your license was issued. The
security plan, thus, is similar to other safety related components of
your facility in that it provides reasonable assurance that occurrences
which have unacceptable consequences will be prevented,




The Regents of the University
of California

If we can be of further assistance in this matter, please contact us.

Sincerely,

Original ¢'zned by

George Lear, Chief
Operating Reactors Br
Division of Operating

anct

Enclosure:
Letter dated May 27, 1977,
H. Brown to E. Case

ce:

University of California

ATTN: Dr. Ivan Catton, Director
Nuclear Energy Laboratory

Los Angeles, California 90024




JUN 2 8 1979

MEMORANDUM FOR: Robert Burnett, Director, Division of Safeguards, NMSS

FROM: James R. Miller, Assistant Director for Sfte and Safequards,
DOR

SUBJECT: NEW COMMISSION PAPER ON “UPGRADE RULE"

I understand that You are proceeding on the subiect paper on a schedule that
would have the paper to the Commissfon by Monday, July 2, 1979, Since some

of the Conmission's questions were directed at reactors, I am available o
85515t you on whatever schedule you desire. My basic interests are

1) As suggested by Commissioner Kennedy, the following footnote should
added to §73.55:

hl!.)

Footnote: In the physical protection of all nuclear reactors, the
term "High Assurance"” has the same meaning as the tem
"Reasonable Assurance” as s used in reactor public health
and safety determinations.

We suggest that sn urgent meeting be held with ELD to discuss some of the
language that you presented to the Commission dealing with ", . .obiec-
tive to provide high assurance. . . .* My specific concern 1s legal

backup during a public hearing.

As we have discussed, non-power reactors must be deferred from the Upgrade
Rule. Attached 1s NRR and Standards final commission paper on this subject
NRR belfeves the deferral will be for a period of about 2 - 3 years because !
of the indepth studies we will be conducting Ouring this perfod. we will
rely on §73.60 for thnse facilities with greater than formula quantities of
SSNM and §§73.40 and 73 47 for all othe s This will maintain the status

quo and closely parallels the comments of Chairman Hendrie. Also NRR

will continue studying the need for a separate rule for non-power

2 v

reactor
facilities and commence preparing such a rule should 1t be determined
'V‘J(’ ')‘» 'ar/ 3

v
«
2 |8

>
na
ma

0 any investigation into the wurry 1 , 1t t be fully coord-
ted with NRR and IAE We will provid iy as t necessary in thi

tter and a joint meeting laying out the plan should

1
4
J

he 1l
prior to any efforts expended.

~re—jve-prge-o

. SEVERNMERTY »
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o
UNITED STATES Attechment

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D. C. 20585

AUG 9 1878

Mr. Don Alger
University of Missouri
Columbia, Missouri 6520

SECURITY PLAN FOR NON-POWER NUCLEAR
F1IES POSSESSING SPECIAL NUCLEAR MATERIAL
RATEGIC SIGNIFICANCE

A
[ 2
.
4
.

B -d

ission has amended its regulations to require physical protection

at non-power reactors, to detect theft of special nuclear material of

and low strategic significance. This new regulation ( 73.47) is

to provide a level of protection equivalent to the recommendations of

ion Circular 225 Rev. 1 published by the International Atomic Energy

Concurrently, the Commission published a regulatory guide entitled,
endard Format and Content for the Licensee Fhysical Security Plan for the
rotection of Special Nuclear Material of Moderate or Low Strategic Significance."

s
s L0 33 O X
.

o

Applicable non-power reactor licensees must meet these requirements for detection
of theft in addition to previous regulatory requirements for protection 2gainst
sabotage. As a result of discussions with the non-power reactor licensees, we
have drafted the attached Sample Plan as an aid to uniformity and completeness in
the preparation of physical security plans.

1 would appreciate your comments on the proposed Sample Plan by September 15, 1979.

Sincerely,
-
(".

-+ - Y7/

4
f’.~ —

——

~—d /D
Frang 6. Aa5aro, Chief
Reactor Safeguards Developmert Branch
Division of Operating Reactors

.nclosure:
Proposed Sample Plan




Attochment J CONTAINS 10 CFR 2.790(d) INFORMATION

4 WITHHELD FROM PUBLIC DISCLOSURE

Sample Physical Security Plan
for Non-Power Nuclear Reactor
Facilities Possessing Sperial Nuclear
Material of Moderate Strategic Significance

Reactor Safeguards Development Branch
Division of Operating Reactors
Office of Nuclear Reactor Regulation
U.S. Nuclear Regulatory Commission

Revision 1
June 14, 1979




CONTAINS 10 CFR 2.790(d) INFORMATION
WITHHELD FROM PUBLIC DISCLOSURE

Table of Contents

Purpose
General Performance Objectives
Identification of Special Nuclear Material on Site
Implementation
General Site Layvout
Security Areas
“ Concrolled Access Areas (Use)

Controlled Access Areas (Storage)
Vital Areas

7 Detection Devices or Procedures
Surveillance of Vital Areas
Preauthorization Screening
Badging System
Lock System

\\'Access Control Description
Escort System

N

Search Description

Administrative and Security Organization
Communication
™ Response Proc‘duros
Material Transportation Requirements
Receiver Requirements

Export and Import Requirements

Revision 1
June 14, 1979




o Ty . CONTAINS 10 CFR 2.790(d) INFORMATION

WITHHELD FROM PUBLIC DISCLOSURE

Purpose

This security plan describes the physici1 protection system and security
organization which will provide protection against radiological sabotage
and detect the theft of special nuclear material at the Sample Facility.

It demonstrates compliance with 10 CFR 50.34(c), 10 CFR 73.40 and
10 CFR 73.47.

Revision 1
-]- June 14, 1979



UNITED STATES Attachment x

NUCLEAR RESULATORY COMMISSION

WASHINGTON, D. C. 20535
Szcemper 19, 1979 SECY-79-187C

iINFORMATION REFGAT

For: The Commissioners s Ay >
From: William J. Dircks, Director
Office of Nuclear Material Safety and Safeguards
Thry: Executive Director for Operations A& 4 «¢
Subiect: IMPACT OF THE SAFEGUARDS UPGRADE RULE ON NONPCWER RZACTOR
LICENSEES
Purpese: To provide the Commissioners with the following information: a

status report on the impact of the Safeguards Upgrade Rule on
the 22 nonpower reactor (NPR) licansees listed in SECY 79-1878;
review of safeguards measures in force at NPRs: the status of
the reevaluation of the 100 rem/hr at 3 feet self-protection
exemption criterion; and the status of NRC staff reviews and
studies which might Tead to giving safeguards credit for anrich-
ment, type and form of the SSNM located at NPRs.

Qiscussion: 8ackground

On July 24, 1979, the Commission hela an open meeting on the
impact of the Safeguards Upgrade Rule on nonpower reactor
licensees (SECY 79-1878). The aiscussion concerned the staff
recommendation that nonpower reactor licensees be defarred from
implementing the reguirements of the Safeguards Upgrade Rule
and that in the interim the new Category I (§73.67) physical
protection requirements as well as the current (§73.60) require-
ments be applied to nonpower reactor licensees with greater than
formula quantities of SSNM. During the meeting the Cemmissioners
asked guestions concerning the numoer of Category I nonpower
reactors that w~ould oe subject to the pnysical protection
recuirements of the Safeguards Upograce Rule as well as what
physical protection is presently in place at those nonpower
reactors. The Commissicners were also concerned with what
physical protecticn requiraments were actually needed at
Category | nonpower reactor facilities given the unique type
form and enrichment Tevel of the reactor fuel. This cancern
was expresseg in relation to the smount of tLime nonpower reactors
shculd be defarrad from imoiementing the reguirements of the
Safeguards Upgrade Rule., The Commission asked the staff for an
interim status repert in 120 days which would give a more
cefinitive explanation of the Category I ncroower reactor
predlem and actions being taken tc determine the appropriate
tection requirements for these facilities. This

"
Lee
soer is the interim status r
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Additionally eleven NPR licensees indicated that they could be
exempted from the Upgrade Rule requirsments based solely on the
100 rem/hr at 3 feet exemption as discussed earijer. However,

the licensees cited a variety of problems that they may encounter.
Enclosure 2 enumerates these problems and incluces a table that
has been developed to give a quick breakdewn Oy Ticensee on the
2ase with which each one can maintain its fuel at the 100 rem/hr
radiation level. Again it should be noted that some may not

meet the radiation levels during short periods of time,

One course of action that the staff s investigating is the
idea of requiring increased physical protection, on an i
Dasis, for the NPR SNM during the periods it is not self-
protecting.

Current NPR Safequards Measures in Force

Since late 1373 NPR licansees have been required to submit a
phyvsical security plan as part of their application for 3
license to operate. NPR licensees who Dossessed less than 3
formula quantity of SSNM were subject to the provisions of
§50.34(c) and §73.40 anc those who possessed more than a formula
quantity of SSNM were subject to the provisions of §73.50 and
§73.60, as applicable, in addition to §50.34(c) and §73.40. In
1874, the staff deveioped guidance in support of the foregoing
requirements to aid appiicants and licansees in the development
of security plans to Protect reactors acainst acts of sabotage.
The guidance was contained in 3 documents and was sent to
aporcoriate licensees. The guidance gocuments addressed sac~
urity systems that wers applicable to NPRs of three diff¢

power lavels: (1) <250% kw, (2) 3250 kw, but <5000 kw and (3)
235000 kw.

A1l of the Currently apporoved security plans for the resctors

in cuestion were reviewed and analyzad with respect to prevent-
1ng sabotage and a few were @valuated dy NRR to determine the
acequacy of their physical protection svsiam to protect against
the theft cor diversion of SNM. A1) NPRs have been inspected
against their security plans ‘or comoliance during the period
'975-137¢. While some items of noncempiiance nave been noted,
there was no adverse effect cn public nealth and safety, In
2cdition, staff members of NAR have visited and assessed 50 NPQs
in the cast two years. Alj ¢2 NPRs wnich SECY 79~1878 listed as
Category [ facilities. | 2uthorized possession limits, Nave
security svstems in o d have been inspected and found in
compiiance with their sac ty plans which are based an present
"eiuirements under §50. §73.30, §73.30 ane §73.40.

The security svstem 1 2 ‘&ve Deen examined during

Sy starf members of

GA reactors, the triining




Attachment L

may attack UCLA reactor

LOS ANGELES (UPY) — Anti-nuclear activists say
be the target of 4

Mittee to B 'thecap said in papers filed
with the Nuclear Commission thag the |

j
i

ition in lépnnte papers, but
"mucton are not required by

i vcuhu:r tion, .
The Atomic Safety a mu Board s
scheduled to examine the security question when
' next month.
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