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1. NPPD PLANT MANAGEMENT INFORMATION SYSTEM
VERIFICATION AND VALIDATION PLAN

1.1 V&V Objective

The cbjective of the Verification and Validation (V&V) Program for the
Nebraska Public Power District (NPPD) Cooper Nuclear Station Plant
Management Information System (CNS PMIS) is to provide a quality system
through independent technical review and evaluation.

The V&V effort described in this Plan meets the basic objective of providing
necessary and sufficient documentation to support demonstration to the
Nuclear Regulatory Commission (NRC) that an adequate independent technical
evaluation has been made on the PMIS camputer system.

1.2 V&V Background

Due to the evolving nature of software quality as a technical discipline,
and because of the continuing concern with software quality, the Nuclear
Regulatory Commission (NRC) has focused on the more technical approach of
V&V for improving the quality of software sys“ems versus an emphasis on the
procedural aspects of the nuclear gquality assurance program. In addition,
the NRC has indicated in several internal memoranda that their review of the
licensee's compliance with NURBEG-0696 (Reference 5) criteria will be based
primarily on the V&V documentation. By taking this approach, the NRC is
relying on the licensee to provide technical review documentation acquired
through an independent V&V program to eliminate the need for a detailed
technical review and independent testing by the NRC staff. Thus, the VaV
approach and level of effort described in this V&V Plan is ¢ -iented toward
providing documentation for review by the NRC of the V&V proc = utilized to
insure that quality has been built into the PMIS. The level cf the V&V
activity prescribed is a balance between standard industry procedures for

=1
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nonsafety software and the industry approach utilized for safety system
software. The V&V team staff is independent of the development team and
quality assurance program. This independence ensures that a separate
technical evaluation of the system will be performed without programmatic
bias.

1.3 V&V Plan Purpose

Figure 1-1 shows the relationship of this V&V Plan to the V&V activities.*
This V&V Plan defines the basic framework for V&V of the PMIS and shows how
it is integrated with PMIS development. The contents of this V&V Plan
incluces an elaboration of the required V&V activities, an outline of the
V&V Jocumentation, and a summary of implementation requirements.

This V&V Plan is tc be included in the SPDS Implementation Plan submitted to
the NRC for review and approval (Figure 1-1, Activity 2). This plan will be
modified, if necessary, to reflect feedback as a result of the evaluations
performed by NPPD and the NRC.

V&V procedures will be developed (Figure 1-1, Activity 3) to define the
detailed activities required to implement V&V evaluaticn and tests outlined
in this plan.

Tools and techniques to be used for conducting those activities will be
presented in the V&V Prccedures document. Development and use of a
functional capabilities matrix, evaluation checklists, discrepancy reporting
system, structured graphic techniques for analysis and presentation, and
design walk-throughs are examples of techniques which are employed to
implement a systematic balanced V&V program.

*Note: V&V Interactive Descriptiocn (VWID) diagrams are used throughout this
Plan to depict the V&V activities and activity interacticns.
Appendix A describes the conventions used in these diagrams.

1=2
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In the V&V Procedures document procedures and appropriate tools and
techniques will be defined for each of the following V&V activities:

~ System Requirements Verificaticn
- System Design Verification
L] System Validation
- Validaticn Test Plan Preparaticn
- Validation Testing and Evaluation
@ Field Verification

The V&V Procedures document may also be useful to NPPD staff on future
efforts which incorporate V&V as a technical evaluation method for assuring

system quality.
The V&V Plan and V&V Procedures will be followed throughout the V&V
Activities (Figure 1-1, Activity 4). Each of these V&V activities will be

discussed in Secticn 4.

1.4 VaV Plan References

The following PMIS documents were referenced in preparing this Plan:

e} NPPD Plant Management Information System Statement of Work
(document number 1-323-05-766-00)

o Nebraska Public Power District Plant Management Informaticn

System, Cooper Nuclear Station Project Schedules /dacument 540-
8500000~00)

1=3
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» NPPD CNS PMIS Software Develcoment Plan - Draft

- Verification and Validaticn for Safety Parameter Display Systems,
NSAC-39, December 1981.

1.5 V&V Plan Organization and Content

Section 2 of this Plan defines the V&V approach taken for VsV of the CNS
PMIS and subsystems.

Section 3 discusses the systems and subsystems to be covered by V&V and
identifies the areas of primary emphasis.

Section 4 describes each of the V&V activities to be applied in evaluating
the PMIS: System Requirements Verification, Design Verification, System
Validation, Field Installation Verification and V&V Documentation.

Section 5 discusses the scope of V&V for the PMIS. Each of the V&V
activities are discussed and the V&V reports to be provided at the end of
each activity are identified.

The V&V Team's relationship to Project Develcpment, Quality Assurance and
Configuration Management is discussed in Section 6. This secticn describes
the roles and responsibilities of NPPD, the SAI Project Management Team,
Development Team and V&V Team in the product develcpment, evaluation, and
approval process. The development documentation required for each phase of
V&V is identified in this section.

The V&V Milestones and Schedules are presented in Section 7. Coordinaticn
of V&V activities with development activities is discussed.

References used throughout this document are listed in Section 2.

1-4
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A System Requirements Verification Report will be generated to document the
System Requirements Verification activities performed and the results of the
System Requirements evaluation.

Procedures for performing the System Requirements Verification activity and
for discrepancy reporting will be detailed in the V&V Procedures for NPPD

CNS PMIS document (Reference 8).

4.2 System Desian Verification

System Design Verification (Figure 4-1, Activity 2) is an evaluation of PMIS
hardware and software design against the verified PMIS system requirements,
Design Verification provides assurance that the system design complies with
the system recuirements and extraneou~ functions are noted. Hardware design
utilizing off-the-shelf items will not undergc independent design
verification, however vendor supplied documentation for these components
will be used as background information.

The design documentation will cpntain much more detail than the System
Requirements and will provide details on how the requirements are to be met.
One of the key objectives is to determine that the design is consistent with
the System Requirements. Depending on the design documentation, one should
correlate each requirement defined in the System Requirements Verification
activity with the specific design feature which implements it. This
correlation can be used during System Validation to identify any additional
Validation Tests which may be needed.

Design documentation will alsc be evaluated to determine system
maintainability.
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One of the objectives of the Design Verificaticn is the independent
assessment of the ability of the design to meet performance requirements.
Such capabilities as time response, availability, man/machine interface,
data validation, operating environment, dynamic range, and testability must
be analyzed or considered as part of the design process. The V&V Team
reviews the resulting documentation for correctness, feasibility,
consistency, traceability, and understandability. Some of the performance
requirements may be difficult to evaluate, but the identification of these
issues during design is much more efficient than discovering them during
validation.

Off-the-shelf hardware components which have been proven in the field (i.e.,
component reliability was proven by long-t_erm use) will not be evaluated
except to determine that these camponents meet the System Requirements.

Design Verification is a two-phased activity to support the DISTRICT and
minimize schedule impacts. An informal review is proposed prior to DISTRICT
review and approval of the design documentation. Comments of the V&V Team's
findings will be furnished to the DISTRICT and the Develcpment Team. The
formal Design Verification will commence following DISTRICT approval.
Figure 4-3 illustrates the flow of information and interface relationships
of the V&V Team, DISTRICT, and Development Team for Software Design
Verification.

During the informal system design review step (Figure 4-3, Activity 1), the
V&V Team will identify, collect, and review the system design and appiicable
background information. The V&V Team will participate in the preliminary
and critical design reviews (PDR and CDR). During these reviews the
Development Teams present the preliminary (PDR) and detailed (CDR) design to
NPPD. Results of the PDR and CDR may facilitate the V&V Team's
identification of significant areas of concern to be focused upon during
formal system design evaluation and stressed during System Validation.
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Problems and concerns identified during the informal review step are
reported to the Design Team. Informal reporting of problems and concerns in
the preliminary stage of system Design Verification may reduce the number of
discrepancy reports generated later, during the V&V Team's formal evaluation
of system design. The Design Team is provided with an opportunity to
respond to the problem reports and make any necessary design changes prior
to the V&V Team's formal design evaluation activity. Any of these problems
and concerns remaining open during the formal design evaluaticn will be
treated as discrepancies.

The V&V Team's comments from the informal design step are submitted to NPPD
to facilitate their review and approval of the design (Figure 4-3, Activity
2). Once the system design has been approved by NPPD, the V&V Team may
begin the formal design evaluaticn (Figure 4-3, Activity 3).

The formal Design Verification encompasses: (1) correlatior of design to
requirements, (2) evaluation of the design for technical correctness, and
(3) evaluation of the design documentaticn for ccompleteress. Subsystem and
total system performance are addressed cduring design evaluation.

Design specific test information will have been acquired as a result of the
system design evaluation activities. Areas of concern will be identified
and listed for consideration during System Validation.

Problems and variances found during the formal design evaluation will be
reported to NPPD and the Develcpment Team and will be included in the System
Design Verification Report. Majcr discrepancies should be resolved

prior to the start of the system validaticn activity.

The System Design Verification activities and evaluation results are
summarized and documented in the System Design Verification Report.

4-6
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Detailed procedures for System Design Verification steps and discrepancy
reporting will be included in the V&V Procedures for NPPD CNS PMIS document
(Reference 8).

4.3 System Validation

System Validation (Figure 4-1, Activity 3) provides assurance that the final
system complies with the system requirements and thus that the completed
system correctly performs the intended functions. DNemonstration of
acceptable operation of implemented functions is accomnlished through a
planned testing and evaluation process.

The objective of validation testing and evaluation is to provide an end-to-
end check to determine that the system implements the required functions in
compliance with the specified system criteria. System Validation comprises
two primary phases: (1) preparation of the Validation Test Plan, and (2)
validation testing and evaluation (Figure 4-4). The foundation for this
activity lies in the information derived from the System Requirements
Verification, System Design Verification, and tests performed by the
developers.

4.3.1 Validation Test Plan Development

The purpose of the Validation Test Plan is to define the approach to be
taken during the validation testing. The test aprroach is designed based on
the insight gained during System Requirements Verification and System Design
Verification. The test apprcach will support demonstraticon of subsystem and
total system functional capabilities. Subsystem interface and interaction
is stressed in tctal system validation testing.
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The test approach for validation testing includes:

- static and dynamic testing of processing and display capabilities
of the PMIS

- dynamic tests utilizing time dependent data
-~ demonstration of diagnostic capability

. demonstration that SrDS performance is nct adversely impacted by
other PMIS functions.

The Validation Tes* Plan will include:

- identification of functions of concern for most thorough testing
found during System Requirements Verification and Design

Verification

- identification of test categories to be covered during the
validation testing

- description of procedures to be used during the analysis of the
developer's test plans

- description of procedures to be used during the monitoring and
evaluation of the developer's tests

- identification of actions to be taken when a test fails
* description of procedures for defining additional tests if needed

. description of provisions for running additicnal tests if needed.



SAI-84/1525-264 03/01/84

4.3.2 Validation Testing

Validaticn Testing activities are showr in Figure 4-5. Validation Testing
is integrated with develcpment test activities. The apprcach to validaticn
testing is to:

Review the system test plan and procedures to determine the
developer's test coverage (Figure 4-5, Activity 1).

Monitcr develcoper's formal factory testing to establish that the
developer's system test plan is followed and that adequate tes*
records are kept to support t2st evidence in project records
(Figure 4-5, Activity 2).

Evaluate the formal factory test results to determine system
peirformance (Figure 4-5, Activity 2).

Define additional test requirements if needed (Figure 4-4,
Activity 3).

Evaluate results of additicnal tests when available (Figure 4-5,
Activity 4).

Report any discrepancies found during validation testing (Figure
4-5, Activity 5).

Produce Validation Test Report (Figure 4-4, Activity 3).

These steps in validation testing reduce redundancy in the testing effort,

minimize test schedule impacts, and ensure adequate test coverage to
establish confidence in the completed system.
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Additicnal Validation Test Requirements defined by the V&V Team will be
documented in the Validation Test Report. The VsV Team will define the
additional tests and evaluate the results. These additional tests will be
run at the earliest possible time which does not adversely impact the
project schedule. If possible the additional validation tests will be run
during Factory Testing or Field Installation Testing. If tests must be run
after. the completion of Field Installation Testing, the results will be
published as an Appendix to the Validation Test Report.

The results from each of the Validation Testing activities will appear in
the Validation Test Report.

4.4 Field Installation Verification

Field Installation Verification (Figure 4-1, Activity 4) is an evaluation of
the validated system after it has been installed. It is a verification that
the installed system is the one validated during System Validation (Figure
4-1, Activity 3).

As a minimum, Field Verification will ensure that each input signal is
properly connected and that the signal range is consistent with the design.
Verification that the infcrmation displayed is directly correlated with the
sensor data input is an objective of field verification testing.

Field Installation Verification is accomplished through V&V Team
periodically monitoring the Developer's Site Installation and Acceptance
Tests.
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Discrepancies found during any of the tests performed during the field tests
will be reported to NPPD and the Develcpment Team and included in the Field
Installation Verification documentation. Some problems which may be
encountered are: code execution failure, hardware component failure,
incompatibilities between PMIS and the field sensors, envircnment-related
failures, inability of the operator to understand and use the Operator's
Guide or Maintenance Manual.

A Field Installation Verification Report will be prepared to document the
results of the installation verification activity. This report will
reference the Developer's Test Plan and Test Procedure, and test result
documentation referenced during the field tests. The report will include
the V&V Team evaluation remarks and recommendations resulting from the
independent observation of the executed tests and the test result analysis.

4.5 Final V&V Report

The purpose of the V&V Final Report (Figure 4-1, Activity 5) is to summarize
the.V&V activities performed throughout the project and to summarize the
results of those evaluation activities. The report provides the foundation
for discussions of the sccpe and results of the V&V effort; it will be
organized to aid in reviewing the adequacy of the validation effort and
providing confidence in the validated system. Traceability of the
Verification and Validation activities throughout the project,
identification and resolution of major discrepancies, and reference %o
detailed documentation will be provided in the V&V Final Report.

4-11
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4.6 V&V Documentation

The specific documentation to be prepared as a result of the V&V effort is
identified in Figure 4-6. A separate validccion test plan and validaticn
test report will be provided as a result of NSSS Functions V&V. The
contents of the documentation will be consistent with the typical report
contents which are described in NSAC-39. The V&V reports will be cutlined
in the V&V Procedures for NPPD CNS PMIS (Reference 8).

4-12
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The V&V Team will periodically monitor site installation and site
acceptance tests performed by the Developers. Test results and analysis
results from these tests will be summarized into the Field Installation
Verification Report.

5.5 Final V&V Report

V&V activities and results from V&V of the PMIS subsystems will be
summarized and documented in the V&V Final Report.

The V&V Final Report will be organized to illustrate implementaticn of the
V&V Plan and to summarize the results of the evaluations performed.

Discrepancies and discrepancy resolutions will be summarized in the V&V
Final Report.

-6
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6. RELATIONSHIP OF V&V TO PROJECT DEVELOPMENT

6.1 V&V Team Independence

The V&V Team's organizational independence is shown in Figure 6-1. The V&V
function is performed by an SAI Group which is separate from the SAI
Development Team in Huntsville. This ensures objectivity in V&V evaluation,
eliminates preconceived bias, and separates development project problems
from the technical evaluations performed by the V&V Team.

6.2 V&V Requirements

A disciplined approach for project develcpment, change control, and product
approval is required for an efficient and cost-effective V&V program. The
roles of each team involved in development and evaluation of the PMIS must
be clearly defined to eliminate confusion between the teams and to reduce
redundancies in the product development and evaluation process.

Specifically, the V&V program is dependent on:
* An orderly development process

. A Conficuration Management program to provide document
identification, documentation change control and product status

reporting.

. A clear understanding of the Quality Assurance function so that
evaluation performed by Quality Assurance will not be duplicated
by V&V.

- A discrepancy reporting procedure that is integrated with the
project development process.

=1
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Standard discrepancy report forms will be available for reporting
discrepancies throughout V&V.

Discrepancy reporting and discrepancy resolution evaluaticn procedures will
be detailed in the V&V Procedures for NPPD CNS PMIS (Reference 8).

6.6 Configuration Management and Quality Assurance Documentation

The V&V Team requircs access not only to system develcpment documentation
but also to Configuration Management and Quality Assurance records.

Change reports and documentation status records maintained by Configuration
Management will be used by the V&V Team as supplemental information,
allowing the V&V Team to remain cognizant of development status during Va&V.
One of the V&V activities is to ensure that the appropriate changes have
been implemented and reflected in the documentation and that discrepancies
have been resolved.

To reduce duplication of effort, reviews and evaluations performed and
documented by Quality Assurance perscnnel will not be repeated by the V&V
Team. The documentation resulting from Quality Assurance reviews and
evaluations shculd be available to the V&V Team.

6-5



PRESIDEN]

ENGINEERING
AND
SOFTWARE
SCIENCES

OQUALITY
ASSURANCE

FIGURE 6-1

UTILITIES
OPERATION

PROJECT
CONTROLS

ENERGY
SYSTEMS

PMIS
PROJECT
MANAGER

CONFIGURATION
MANAGEMENT

PMIS
DEVELOPMENT
TEAM

Vav
ADMINISTRATOR

V&v
TEAM*

The V&V Team includes a participant
from NPPD.

VAV AND DEVELOPMENT TEAM ORGANIZATIONAL INDEPENDENCE

?97-SZST/¥8-I¥S

¥8/10/€0



DEVELOPMENT

PROCEDURES
o
| FERFORM |
3 DEVELOPMENT
B ACTIVITY
GA
FHROCEDURES
DEVELOPERS | @ ]
. PERFORM
‘ B O A
PRODUCT VASK T
QA
APPROVED
PRODUCT

L-9

| TASK

G

PERFORM PRODUCT
COMNFIGURATION
MANAGEMENT

A

CONFIGURATION
MANAGEMENT

DISCREPANCY REPORT —

NO ACTION REQUIRED

~ PRODUCT NOT APPROVED

DISCREPANCY REPORT —
TO BE RESOWVED -~

e

~ CONTROLLED PRODUCT

c-- V§v
\ EVALUATION
. RESULTS

DISCREPANCIES

VAN

PROJECT
MANAGEMENT
NPPD

RELATIONSHIP OF V&V TO PROJECT DEVELOPMENT

FIGUKRE 6-2

©@
ESTABLISH
COMPLE TENESS| ™ DELIVER

v

QA
PROJECT MANAGEMENT
NEPD

B8sSP
2-21-64

¥92-5ZST/v8-1IVS

$8/10/€0



SAI-84/1525-264 03/01/84

7. INTEGRATION OF V&V WITH PROJECT DEVELOPMENT ACTIVITIES

7.1 VaV Milestones and Schedule

The V&V activities have been integrated with the PMIS develcpment and NPPD
approval activities. V&V activities have been planned so that there is
minimum interference with the system development and testing milestones and
schedules. V&V planning takes into account the system development
milestones and aligns V&V milestones with them to minimize conflict. The V&V
schedule and milestones are shown in Appendix B.

7.2 V&V Schedule Constraints

The PMIS development test schedule and shipment date have the greatest
impact on the V&V milestone schedule. System Requirements Verification and
System Design Verification activities are scheduled sc that they are
complete in advance cf formal system testing. The results of these V&V
activities may impact the PMIS software and hardware design, therefore time
will be allotted to allow for the development team to make the changes
necessary to the design, code, and test docuinentation prior to formal
testing and shipment of the system to CNS.

Validation Testing is usually performed prior to shipment of the system to
the site. To acconmodate the shipment date and prevent conflicts with the
PMIS formal test schedule, the Validation approach will be co rely on the
Developer's to perform a majority of the functional tests during factory
testing with the V&V Team assuming a menitoring role.

Site Installation and Field Tests will be monitored by the V&V Team as part
of Field Installation Verification.

[
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Software Development Plan Plant Management Information System
Cooper Nuclear Station, SAI-83-5082 &HU, January 20, 1984.

NPPD Plant Management Information System Statement of Work
(document number 1-323-05-766-0C).

NSAC-39, "Verification and Validatior. for Safety Parameter .isplay
Systems, prepared by SAI for Nuclear Safety Analysis Center,
December 1981.

Supplement 1 to NUREG-0737, Requirements for Emergency Response
Capability (Generic lLetter No. 82-33), December 17, 1982,

NURDG-0696, Functional Criteria for Emergency Response Facilities,
February 1981.

Regulatory Guide 1.97, Instrumentation for Light-Water-Cooled
Nuclear Power Plants to Assess Plant and Environs Conditicns
During and Following an Accident, Revisicn 2, December 1980.

Regulatory Guide 1.23, Onsite Meteorolcgical Programs, February
17, 1972.

Verification and Validation Procedures fcr Nebraska Public Power
District Cooper Nuclear Station Plant Management Information
System, SAI-84/1024-264, January 31, 1984.
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9. NURBG-0700, Guideli. es for Contrcl Room Design Reviews, September
1981.

10. NUREG-0814, Methodologv for Evaluation of Emergency Response
Facilities, August 1981.

11. NUREG-0835, Human Factors Acceptance Criteria for the Safety
Parameter Display System, October 1981.
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APPENDIX B

NPPD Verification and Validation Schedule



03/01/84

SAI-84/1525-264

~|-1-1=
-ttt 1-1-1-r+1-r+t+-1-t++-t-1-t-t1-1-1-1-1— LHOAIM ARA IVHT 4 LTHANS
S - .- -ttt —1—1—1—1—1—1—-1—1— 1H0d38 ARA CIWWHIA 39NA0MI
411111111111 =1-1—1—1 vOr4ruaa 1wisNI 01314 MO 434

e 18 l B SN RS A T S R A R R R e BE e HOTLVAILIVA HIALSAS HHO 4213
H || ilv Hl H H rE kot rE R HNY 1d 1S3L ZC%»(Gn..() ANV I3

H .l. i. H M.. »o. H 111 M _ “ —_—t— "VOTATHIA NOTISIA N/S HMO 43

.ll H H, Mi e HOTLVOTATHIA 0IN HHO 4 3

e SFUNAIDONS ATA JO T1IAIA
—— MY 1d ATA JO13ATA

—
=
——

] AE_:M_. 1]}

(TR T _____
‘IA.—— vi nr H 13

Ll
A ) <

gt g g
13 e T

I INATNNDS NOTLVAT IVA/NOTLVOTATHIA STHA/SMNI dddN

e
‘ —




SAI-84/1525-264 03/01/84

APPENDIX C
List of Figures

The following is a list of all figures contained in this report and a copy
of each for easy reference.

Figure Title Page
1~1 Relationship of V&V Activities c-2
4-1 Overview of V&V Activity Performance C-3
4-2 Perform System Requirements Verification C-4
4-3 Perform Design Verification C~5
4-4 Perform System Validation C-6
4-5 Perform Validation Testing C=7
4-6 Verification and Validation Documentation c-8
6-1 V&V and Develcpment Team Organizational

Independence C-9
6-2 Relationship of V&V to Project Development c-10
A-l Conventions Used In V&V Interactive

Description Diagrams C-11
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