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Paragraph 3.7.3.a of the licensu 'sv physical security plan requires that a
closed circuit television system (CCYTV) be vrovided with fields of view *hat
enable observations of the entire protected area barrier and associated
isolations zones. It further requires that observations of unauthorized
activities in the dsolatisn zune will enable accurate assessment of the
intrusion detections.

Contrary tc the above, the inspectors determined during s test of the CCTV
system on July 25, 1991, that there were two sreas in  the
detection/isolation gones that could not be assessed and that two cameras
were required to assess at too great a distance to provide sicurate
assessment at the aistant end of the isolation zones.

Reason for Viclation:
The violatioa resulted from a marginal design involving camera placement and
aligument . This created the potential for  lack of assessability of

isclated arers within the two involved zones. Additionally, this resulted
in greater than optimum distance for two camera poles and a fileld of view
which included portions of the outer isolation rore.

Sorrective Steps Which Have Been Taken and Results Achieved:

Upon identification that the two arvas in the detection/isolation zones
could not be sdequately assessed, secur .ty personnel were temporarily posted
a8 a compensatory measure until the subject cameras were realigned, The
subject cameras were realigned to provide better assessment capabilities ard
procedure SEC 50103, “PAB Intrusion Alarm Annuciation at CAS/SAS* was
revised to require the console opeiator to not reset alarms sssociated with
the subject cameras. The procedure revision permits the console operator to
maintain observation of the affected zones until arrival of the responding
security officer.

Additionally, WCNOC submitted on October 3, 1991, a revision to the WCGS
Physical Security Plan altering the isclation zone coverapge. This change to
the plan allowed the realignment of cameras to the inner isolation zone
which results in better assessment capabilities.

Corrective Steps That Will be Teken to Avoid Further Violations:

A plant modification has been initiated to evaluaty additional enhancements
to dimprove the assessment capabilities of the closed circuit television
system.

Date When Full Compiience Will be Achieved:

Full complisnce hae been =achieved with the cealignment of the subject
cameras and the change to procedare SEC 50.1G3%,



