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February 19, 1993 o
Commussioner Ivan Selin
Chairman
U.S. Nuclear Regulatory Commission
Washington, D.C. 20555
Reguest to Reo Peuti ulemaki ul ion

Dear Chairman Selin:

We are writing to vou with regard to the recent breach of security at Three Mile
Island-1 on February 7, 1993 and to urge that the Commission take appropriate action to
upgrade security and evaluate safety svstems at nuclear power plants in order to avoid or to
mitigate the radiclogical consequences of more serious incidents in the future.

Concern over the possibility of vehicular intrusions was a major factor prompting
the Nuclear Control Institute and the Committee to Bridge the Gap to submit a Petition for
Rulemeking on January 11, 1991 (PRM-73-9) (Tab A). seeking an upgrade of the design
basis threat for radiological sabotage of nuclear reactors. That petition was denied on June
11, 1991 (56 Fed Reg. 26782) (Tab B). Continuing to believe that some meaningful action
was needed. we subsequently filed a Request for Action pursuant to 10 C.F.R. Section
2.206 on September 4, 1991, supplemented on September 20, 1991, seeking an Individual
Plant Examination (IPE) program requiring nuclear power plant licensees to evaluate their
plants” ability to withstand safeguards events bevond the design basis (Tab C). On
December 31, 1991, that Request also was denied (DD-91-08) (Tab D).

We believe that the TMI intrusion demonstrates (1) the danger of continuing to
assume that serious threats---such as those that might be initiated by a well-organized and
well-armed group---can be identified in advance and (2) the wisdom of undertaking the
upgrade and evaluation initatives we have requested.

Rather than rely on advance warning. the NRC should seek to prevent future
breaches of security at potential targets by increasing protection requirements. These have
not been upgraded since the 1970s. We regard as inadequate the current regulations that
require protection against no more than three external attackers, on foot, acting as a single
team and empioying no more than hand-held weapons. At the same time, we stress that
attacks by deranged and fanatical individuals can be deadly and can come entirely without
warning---as the recent attack at the entrance to CIA headquarters and the 1983 truck
bombing of the U.S. Marine barracks in Beirut amply illustrate.
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Further. rather than assume the adequacy of present safety systems, the NRC should
obtain the individual plant examinations needed to determine whether these systems must
be upgraded to withstand the explosive force of a successful vehicle-bomb attack without
major radiological releases. Because of differences in design. the ability of these systems to
withstand such a shock varies from plant to plant. The TMI incident is proof positive that
the possibility of vehicular intrusion at nuclear power plants is not merely hypothetical and
that the NRC frankly does not know what the consequences would have been had the
vehicle that crashed into the plant been laden with explosives. The possibility of vehicular
intrusion and the potential consequences of a successful attack must now be dealt with in a
vigorous and forthright fashion.

We thus request that the Commission take formal action to reopen proceedings both
under the Petition for Rulemaking and the Request for Action cited above and that it
reconsider its prior rulings in these matters.

In addition. we urge you to ensure that the Commission conduct a vigorous inguiry
into the TMI intrusion. The NRC investigation, as described in the Commission’s February
9 press release. omits at least two important questions: (1) What would the consequences
have been for the plant if the car that struck it had been a vehicle bomb? (2) Why was the
plant not shut down during the incident. given the initial uncertainty as to whether the
vehicle contained a bomb and the serious damage the intruder might have caused inside the
plant during the four hours before he was apprehended?

The apparent lack of adequate security at nuclear power plants against vehicular
intrusion and the potential vulnerability of their safety systems to vehicle bombs must be
addressed credibly if you are to ensure public health and safety and to build public
confidence in the nuclear power industry. We urge you to respond favorably to our request
to recpen the proceedings and reconsider the earlier determinations in these matters. The
TMI incident 1s a2 wake-up call and provides you an opportunity to act before tragedy
strikes.

We would appreciate a prompt response to this request.

Sincerely,
/= Y God Fonret
Paul Leventhal Daniel Hirsch
Presidemt President
Nuclear Control Institute Committee to Bridge the Gap

Attachments

cc: See next page.



CC:

Senator John Glenn
Chairman., Committee on Governmental Affairs

Senator Joseph Lieberman
Chairman, Subcommittee on Nuclear Regulation

Senator John Kerry
Chairman, Subcommittee on Terrorism, Narcotics and Internationa! Operations

Representative George Miller
Chairman, Committee on Natural Resources

Representative Richard Lehman
Chairman, Subcommittee on Energy and Mineral Resources

Representative John Dingell
Chairman, Commuttee on Energy and Commerce

Representative Philip Sharp
Chairman, Subcommittee on Energy and Power

Representative Edward Markey
Chairman. Subcommittee on Telecommunications and Finance

Representative Mike Synar
Chairman, S»bcommittee on Environment, Energyv and Natural Resources

Vice-President Albert Gore. Jr.

Danie! Poneman
National Security Council

Robert Gallucci
Assistant Secretary of State for Politico-Military Affairs

Ashton Carter
Assistant Secretary of Defense-Designate for Nuclear Security and Counter
Proliferation

Edward Fei
Drirector, Office of Non-Proliferation Policy, Department of Energy
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In the Matter of

)
)
PROPCSED AMENDMENTS TO 10 C.F.R. ) DOCKET NO.
PART 73 (Upgrading The Design )
Basis Threat For Radiological )
Sabotage Of Nuclear Reactors) )
) /
PETITION FOR RULEMAKING

AND REQUEST FOR EMERCENCY ACTION

Pursuant to 5 U.S.C. § 553(e) and 10 C.F.R. § 2.801, the
Nuclear Control Institute ("NCI") and the Committee to Bridge the
Gap ("CBG") petition the U.S. Nuclear Regulatory Commission (the
"Commission") to amend its regulations at 10 C.F.R. § 73.1 to
upgrade the "design basis threat"™ for radiclogical sabotage cof
nuclear reactors, that is, to redefine the potential threat
against which reactors must be prepared to defend, and to provide
concomitant enhanced protective measures of power plant security
under 10 C.F.R. Part 73. More specifically, Petitioners seek 2
revision of the threat assessment to include (a) explosives-laden
surface vehicles ("truck and boat bonbs")1 and (b) a larger
number of attackers using more sophisticated weapons than
presently contemplated.

Current trends in terrorism indicate that the present design

basis threat is not realistic. A terrorist attack which

'There is also a potential threat from an airplane bomb, but
the complexities involved in establishing protection against such
a threat are such that Petitioners do not seek its inclusion in the
threat definiticn at this time.
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overwhelmed plant defenses could not only wreck a billion dellar
facility but also cause the release of radicactivity comparable
to that in a severe nuclear accident, causing thousands of
fatalities, tens of thousands of latent cancers and genetic
effects, and billions of dellars in property damage. Increased
threats, however, can be countered by measures which can be
implemented for very modest cost but which will protect against
events with such potentially catastrophic conseguences. The
reguested action is therefore necessary under the Atomic Energy
Act of 1954, as amended, 42 U.S.C. § 2011, et seg. {(the "Act"),
to assure the common defense and security and protect the health
and safety of the public by deterring attacks on nuclear reactors
and reducing their conseguences. Petitioners urge the Commission
to adopt the requested measures on an expedited basis.

Because of the imminent possibility of war with Iraq and the
risk that President Saddam Hussein might be prepared to unleash
terrorist attacks against domestic U.S. targets, Petitioners also
reguest the Commission to take immediate action to ensure that
existing licensee contingency plans for truck bombs are fully and
promptly implemented. All such plans should be operaticnal nct
later than January 15, 1991. Thereafter, they should promptly be
reviewed by the Commission for adegquacy and upgraded as
necessary.

I. The Interests of Petitioners

NCI is a non-profit corporation, organized and existing

under the laws of the District of Columbia, with its principal
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place of business at 1000 Connecticut Avenue, N.W., Suite 704,
Washington, D.C. 2003€. NCI is an independent policy research
center that was established in 1981 to mcnitor nuclear programs
in the United States and other countries. It develops strategies
for preventing the spread and reversing the growth of nuclear
armaments. 1In particular, it seeks to increase understanding by
pclicymakers and the public of risks associated with introducing
into civilian nuclear programs the materials essential to
building nuclear weapons. Also, NCI explores approaches to
reducing the existing nuclear arsenals that are helpful to
prevention of nuclear proliferation and terrorism. In 1985,
along with the State University of New York Institute for Studies
in Internaticnal Terrorism, NCI sponsored a multi-disciplinary,
internationally-attended Conference on nuclear terrorism and
thereafter created an International Task Force on Prevention of
Nuclear Terrcrism, comprised of 26 experts from nine countries.
These initiatives resulted in two books: Leventhal and
Alexander, eds., Nuclear Terrorism: Defining the Threat
(Pergamon, 1986) (hereinafter "Nuclear Terrorism"), and Leventhal
and Alexander, eds., Preventing Nuclear Terrorism (Lexington,
1987) (hereinafter "Preventing Nuclear Terrorism"). Among other

matters, the 150 participants in the Conference and the 26 Task
Force rembers identified deficiencies and urged improvement in
protections against sabotage at nuclear facilities.

CBG is a non-profit corporation, organized and existing

under the laws of the State of California, with its principal
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place of business at 1637 Butler Avenue, Suite 203, Los Angeles,
California 90025. CBG engages in public pelicy advocacy and
research, and it is particularly concerned with nuclear safety
and the threat of nuclear terrorism. As an intervenor in a
Commission proceeding (Dccket No. 50-142), CBG successfully
challenged the relicensing of one reactor based in part on
weaknesses in site security. As one result of CBG's efforts to
enhance security, barriers to vehicular access were temporarily
installed at the site during a period of particular tension. CBG
has continued to seek improvements in reactor safety and
security, including, in particular, the elimination of
unnecessary use of weapons-grade reactor fuel.

Both Petiticners have the strongest interest in seeking to
ensure that nuclear facilities are adeguately protected against
terrorist threats. Because of their prior activities and
expertise, they believe that they can be of substantial

assistance to the Commission in formulating rules to address such

threats.

II. RBasis For The Reguest

A. The Current Regulatory Regime

The Commission's current regulations related to radioclogical
sabotage of nuclear facilities are set forth at 10 C.F.R. Part
73. 10 C.F.R. § 73.1 establishes the "design basis threat" and,
as interpreted by the Commission, provides, jinter alia, that
nuclear reactors need not protect against radiological sabotage

attempts by (i) a group or individual using weapons of greater
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sophisticaticen than hand-held automatic weapons or explosives,
thus excluding attack by explosives-laden vehicles, or (ii) more
than three (3) external attackers or attackers capable cof
cperating as more than one team, j.e., capable of employing
"effective team maneuvering tactics."™ 10 C.F.R. § 73.1(a)(1).
See generally Pacific Gas & Electric Co. (Diablo Canyon Nuclear
Power Plant, Units 1 & 2), CLI-B2-19, 16 NRC 53 (1982). 10
C.F.R. § 73.1 was adopted in 1979, prior to terrorist incidents
which have demonstrated the ability and willingness of terrorists
to mount scphisticated attacks capable of causing substantial
physical destruction, in particular through the use of truck
bombs. The ongoing Persian Gulf crisis has produced indications
that Iraqg may seek to generate terrorist incidents in the United
States either prior to or in the event of war in the Middle East.
See, e.9., Wall Street Journal, August 20, 1950, at 1; New York
Iines, September 14, 1990, at A10:; Washington Post, January 9,
1551, at Al4. This immediate threat, coupled with the growth of
State-sponscred terrorism and changes in terrorist tact{cs,
indicates that the current regulatory standards, which exclude
the truck bomb threat and sophisticated, large group attacks
suppcrted by substantial firepower, are neither realistic nor a
sufficient guarantor of the public health and safety and the
common defense and security under the Act. Petitioners submit
that Congressman Gejdenscn, then Chairman of the Subcommittee on
General Oversight and Investigations of the House Committee on

Interior and Insular Affairs, was entirely correct when he noted
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in 1988 oversight hearings that "prudence and common sense"
compel a fundamental upgrading of 10 C.F.R. § 73.1 and related

protective measures. §See Statement of Congressman Sam Gejdenson

Affairs, 100th Cong., 24 Sess. 2-3 (March 9, 1988) (hereinafter
"Oversight Hearings").

B. The Changing Terrorist Threat

Since the adoption of the Commission's current standarcds for
protection against radioclogical sabotage of nuclear reactors, the
terrorist threat has changed in three important ways: it is
bloodier; it is more sophisticated and better-armed: and it is
often State-supported.2 Because the nature of the threat has
changed, it is incumbent on the Commission to revise its
regulations to meet the potentially more severe challenges of the
1990s.

When the Commission proposed the current design basis

threat, it indicated that it knew of no groups "having the

“The Commission's regulations exempt licensees from protecting
against "“the effects of attacks and destructive acts, including
sabotage, directed against the facility by anr enemy of the United
States, whether a foreign government or other persons . . . . " 10
C.F.R. § 50.13. However, Petitioners understand that the
Commission does not consider this exclusion to extend to terrorist
groups which operate independently, even though they may have
strong links to and the support of foreign governments. As the
Commission Chairman testified in 1988, the exclusion only applies
to "a foreign government or other foreign entity engaging in a
hostile attack against the United States." Statement of Lando Zech
in Qversight Hearings at 16.
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combination cof motivation, skill, and resources to attack either
a fuel facility or nuclear power reactor," 42 Fed. Reg. 10836,
col. 3 (February 24, 1977), and it considered that mcoral and
pelitical restraints militated against terrorists taking a large
number of lives. See Hirsch, Murphy and Ramberg, "Nuclear
Terrorism: A Growing Threat", presented to the Adviscry
Committee on Reactor Safeguards, Nuclear Regulatory Commission,
May 7, 1985, at 14.% These premises are no longer valid.

Whereas in the early 1970s terrorists concentrated attacks on
property, in the 1980s they directed half their attacks against
pecple. The result has been a substantial increase of incidents
with fatalities, from approximately 20 per year in the late 1960s
tc more than three times that number today, while the annual
number of fatalities has likewise risen correspondingly, from 10-
20 in 1968 to 200-700 annually in the 1980s. See Testimony of
Daniel Hirsch in Qversight Hearings at 51-52. The psychological
restraints against terrorists killing hundreds or even thousands
of pecple have ercded substantially. See generally Jerrcld Post,
"Prospects For Nuclear Terrorism: Psychological Motivations and
Constraints"™, in Preventing Nuclear Terrorism at 91-103.

Finally, heightened security implemented to prevent such typical

*The Commission also stated that the "defense in depth"
concept of nuclear reactor design "make[s] the releasing of
radicactivity by acts of sabotage difficult" and that the
conseguences of sabotage would be less severe than the "successful
detonation of an illicit explosive device." 42 Fed. Reg. at 10836,
col. 3. As discussed jnfra in Section C, these considerations do
not appear valid today in the judgment of the Commission's own
staff and outside experts.
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terrorist operations as hijackings and embassy takeovers, and
diminishing public reaction to these events, may force terrorist
groups to more dramatic and more deadly attacks. deleon and
Hoffman, The Threat of Nuclear Terrorism: A Reexamination 12-13
(Rand, January, 1988).

At the same time, the level of terrorist sophistication and
firepower has risen substantially. Terrorist grcups have
acguired sizable conventional military arsenals, including anti-
tank and anti-aircraft missiles, rocket launchers and truck-
mounted flame throwers. The hijacking of the Achille lauro and
the mid-air destruction of the Air India and Pan Am airliners
demonstrate not only logistical and technical expertise, but
cecld-blooded resolve as well. See generally Office of the Vice
President, Terrorist Group Profiles (November, 1988).

Finally, the increased growth and bloodiness of terrorism
are due in no small measure to the increased financial,
technical, legistical and intelligence support provided by
naticnal governments. The rise cof State-sponsored terrorism is
well-documented. See Office of the Vice President, Terrorist
Group Profiles (November, 1988). See also Eugene Mastrangelo,
"Terrorist Activities By Region", in Preventing Nuclear Terrorism
at 134, 141-142. The Vice President's Task Force on Combatting
Terrorism indeed recently reported a 170 percent increase in the
number of State-sponscred incidents in just one year -- from 70

attacks in 1986 to 189 the following year. See Office of the
Vice President, Terrorist Group Profiles, supra, at iii. what is
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particularly omincus, moreover, is its incipient focus on nuclear
power plants as an object of attack.‘ For example, on June 9,
1987, according to an Associated Press report con a Radio Teheran
broadcast menitored in Nicosia, the Iranian government responded
to the possibility of U.S. strikes against its Silkworm missile
batteries by warning that "U.S. centers and nuclear reactors can
be more vulnerable than the missile bases of the Islamic Republic
of Iran." See "Iran-US", AP-WX-06-10-87 1006 EDT, reprinted in
Qversight Hearinge at 236. See also NCI correspondence with the
Commissicn and the National Security Council concerning this
report, reprinted in Oversight Hearings at 97-106. Currently,
U.S. counterterrorism officials are preparing for the possibility
of terrorist bombings of domestic U.S. targets in the event of a
war in the Persian Gulf. James Schlesinger, a former defense
secretary and director of central intelligence, has warned that
“there may be a number of intermittent attacks in this country."
Wall Street Journal, January 8, 1991, at A4. The Abu Nidal
organization and the Palestine Liberation Front, named as
credible potential threats to U.S. nuclear facilities in a 1986
Rand Corporaticn report, are viewed now as the most likely

terrorist perpetrators of an attack in the U.S.. See Hoffman and

deleon, A Reassessment of Potential Adversarijes to U.S. Nuclear

‘A 1988 Rand Corporation study reports that State-sponsorship

could provide the wherewithal "for ambitious acts of nuclear

terrorism." deleon and Hoffman, The Threat of Nuclear Terrorism:
A Reexamination 12 (Rand, January, 1988).
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Programs 24 (Rand, March, 1986); Wall Street Journal, January 8,
1991, at A4.°

The combination cof these developments makes nuclear
terrorism a far more likely prospect today than it was ten years
ago.‘ Indeed, NCI's Task Force members unanimously concluded
that "a reactor accident brought about by terrorists, even one
releasing significant amcunts of radiocactivity, is by no means
implausible and is technically feasible." Nuclear Terrorism at
18-

G ) in siqr i 2 0
-y \ vehicl

In view of the changes in the terrorist threat discussed
above, Petitioners submit that it is essential to upgrade the

design basis threat to protect against vehicle bomb attacks at

nuclear reactors, particularly truck bombs.’ The use of truck

*There has already been at least one unconfirmed threat of an
Iragi-sponsored attack on a U.S. nuclear facility. See Commission,
Preliminary Notification of Threat or Unusual Occurrence - PNO-I-
90-108 (December 26, 1990) (noting asserted Iragi bomb threat to
the Vermont Yankee Nuclear Power Plant).

®It should alsoc be noted that the number of "safeguards
events" has been increasing in the late 1980s, a disturbing trend
indicating that the thought of sabotage is in currency, if not
actually realized yet. §See Commission, Safeguards Summary Event
List (NUREG-0525, Rev. 16) (December 31, 1989); Testimony of Daniel
Hirsch in Qversight Hearings at 52 and Figures 5 and 6. Hirsch
noted that as of 1988 "safeguards events, including bomb hoaxes,
[had] increased five-fold since the last revision to the design
basis threat regulations . . . . " ]d.

'Wwhile this Petition focuses primarily on truck bombs, it is
also essential to protect against boat bombs. Many nuclear power
plants are located adjacent to water and are thus at risk from
attack by boat.
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bombs has become a tactic of choice for terrorists. The tactic
is a grave threat to civilian power plants. See generally Daniel
Hirsch, "The Truck Bomb and Insider Threats To Nuclear
Facilities"™, in Preventing Nuclear Terrorism at 207-222. 1Indeed,
in Western Europe, nuclear power plants are protected against
truck bombs by reinforced fences and walls. See Rossnagel,
“"Physical Protection of Special Nuclear Materials in the Federal
Republic of Germany", in Preventing Nuclear Terrorism at 223-230.
Although the Commission has been aware of this threat at least
since 1983, nonetheless it has not responded sufficiently to
date.”

The devastating effects of truck bombs were more than
demonstrated in Beirut in 1983. There, in the space of
approximately six months, truck bombs first killed 63 pecple at
the U.S. Embassy on April 18, and then, on October 23, 241
marines at their barracks.

As early as 1984, the Commission staff recommended
modification of the design basis threat to include the use of

truck bombs by an adversary, noting, "The use of a vehicle bomb

*#hile there has not been an identified international
terrorist threat as yet against domestic licensed reactors,
terrorists have been responsible for more than one-third of non-
U.S. reactor incidents in the period 1970-1984. Hoffman and
deleon, ! v ) "

Erogram 9, Table 2 (Rand, March, 1986). As was demonstrated by the
arrest in 1988 of several individuals associated with the Syrian
Socialist National Party while attempting to smuggle explosives
into the United States, gee Oversight Hearings at 240, the
existence of an undetected, international terrorist threat in the
United States today is a possibility which cannot be discounted.
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against a nuclear facility is a feasible form of attack." gSee
Memorandum from George W. McCorkle to Robert F. Burnett, "Semi-

Annual Design Basis Threat Review No. 4," dated January 19, 1984,

reprinted in Oversight Hearings at 189. 1In fact, in early 1984,

the Commission staff set out arguments for the Commission on the
need to protect against vehicle-bomb attack that have never been
refuted:

-] "(N]uclear activities . . . might be a
desirable target of a truck bomb due to the
high visibility such an attack would receive.
It therefore seems prudent to be prepared to
(i) recognize such a threat and (ii) to
defend against it within the framework of the
plant's physical security and safeguards
contingency plans."

o Licensed reactors should be responsible for
protecting against truck bombs despite the
facts that (1) licensees are exempted from
protecting against enemies of the United
States and (2) most vehicle-bomb attacks have
been of national origin, because "there is
always the possibility that sub-national
terrcrists groups will pick up on this
scenario. This would be the licensee's
responsibility."

° Despite the absence of a specific threat to a
licensed commercial nuclear facility, "the
[Commission) believes that the possibility of
an attack by motor vehicle cannot be
discounted and a prudent response is
desirable for several reasons. First,
vehicle bomb attacks have occurred recentl:’
cverseas and have been successful. Second
terrorist groups have demonstrated a
capability to expcrt their acts of violence
to other countries."

Commission Staff, "Q's and A's In Anticipation of Inguiries

Regarding Notice on Potential Threat" (January/February, 1984).
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The vulnerability of licensed reactors to attack by
explosives~laden vehicles was confirmed in 1984 in a classified
study prepared for the Commission by Sandia National
Laboratories. See Chapman and Bennett, "Analysis of Truck Bomb
Threat for Nuclear Facilities" (February 21, 1984). According to
an unclassified staff summary, this study concluded that ".
unacceptable damage to vital reactor systems could occur from a
relatively small charge at close distances and also from larger
but still reascnakble size charges at large setback distances
(greater than the protected area for most plants)." See "Weekly
Information Report to NRC Commissioners," April 20, 1984. A peer
review conducted for the Commission by the Naval Ordinance
Laboratory found that the Sandia report was "generally correct
with a moderate level of conservatism in the conseguence
predictions." See Memorandum for John G. Davis from Robert F.
Burnett, "Truck Bomb Threat," dated August 14, 1984, reprinted in
Qversight Hearings at 195. 1In short, the expert analysis
prepared fcr the Commission itself more than six years age showed
the truck bomb threat to be extracrdinarily severe.

The "unacceptable damage”, noted by Sandia National
Laboratories and potentially associated with a successful truck
bomb attack, maximally means the meltdown of a nuclear reactor
core, releasing massive amounts of radicactivity, comparable to
what would occur in a severe accident. The Commission has
estimated, in the case of one reactor, that a severe accident

could result in up to 130,000 acute fatalities, 300,000 latent
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cancers, and 600,000 genetic effects, while necessitating off-
site mitigation estimated to cost $35 billion. See Commission,
Supplement to Draft Environmental Impact Statement, San Onofre
Units 2 and 3 (NUREG-0490, January, 158l1). See generally Daniel
Hirsch, "The Truck Bomb and Insider Threats to Nuclear
Facilities", in Preventing Nuclear Terrorism at 206, 215-216.

These conclusions were generally supported by NCI's experts
in papers prepared fcr its Task Force. 1In his paper, Gerald L.
Pcllack, Professor of Physics at Michigan State University,
described the possibilities of severe conseguences, even after a
"scram", from damage caused by terrorists to multiple reactor
systems -- peossibilitie. which could well be associated with a
truck bemb incident which destroyed a contrecl room and some of
the essential plumbing a2t a nuclear power plant. Gerald Pollack,
"Severe Accidents and Terrorist Threats at Nuclear Reactors," in
Preventing Nuclear Terrorism at 66-77. Robert Mullen, a
safeguards and security consultant, stressed that a truck bomb
could precipitate off-site radiation releases. Robert Mullen,
"Nuclear Viclence," in Preventing Nuclear Terrorism at 240.

The NCI Task Force agreed that truck bombs "can cause
sufficient damage to essential systems to lead possibly to
radicactive releases in the event of a core melt." Jd. at 23.
The Task Force thus reccmmended: "Power reactors should be
protected against vehicular threats." Jd. at 22. 1Its June, 1986

report states as follows:

The size of exclusion zones at nuclear power
reactor sites should be reexamined to ensure
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that the zones are large encugh to neutralize
the possible catastrophic consequences of a
truck bomb set off at the perimeter fence.
All reactor sites should be modified promptly
with barriers to shield critical areas of the
plant against potential consegquences of truck
bombs set off on-site. This may reguire
revising the design-basis threat to include
protection against vebicular access -- a
requirement not included in U.S. licensing
regulations . . . .

1d.

The Commission's response to the recognized truck bomb
threat has been wcefully deficient. While a2 Commission 1984
survey of the Defense Department, the Secret Service, the State
Department, and the Department of Energy found that "{a)ll four
agencies believe that the 'truck bomb' threat in the U.S. is
sufficient to prompt action" and had "implemented measures to
counter the threat", gee Commission, "Comparison of Agency
Response to 'Truck Bomb' Threat in the U.S." (May 9 1984),

rin in Ov ' i at 193, the Commission only
determined at that time to study the issue and delay action.
Initial staff plans to ". . . develop an immediately effective
rule which revises the design basis threat for both radiSIOgicnl
sabotage and theft to include the introduction by an adversary of
explosives and other equipment by vehicle on to a facility," see
Memorandum from Robert F. Burnett to George W. McCorkle, dated
January 27, 1984, reprinted in Oversight Hearinags at 190, were
shelved in April, 1984, when Burnett instructed his staff "to
defer action pending the results of research initiated to this

general subject." §See Memorandum from Robert F. Burnett to
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Gecrge W. McCorkle, "Design Basis Threat", dated April 26, 1984,
rrinted j v i ! at 1%92.

The Commission met in 1985 to consider SECY-85-24,
"Consideration of Modification cof NRC Design Basis Threat
Statement," and, in 1986, it met again to consider SECY-86-101,
"Design Basis Threat -- Options for Consideration”, reprinted in

vers i at 202. In neither case did the Commission
act to upgrade the design basis threat to cover truck bombs.
Instead, in 1986, the Commission determinad toc wait for further
"policy guidance" from the Executive Branch and call for
licensees simply to develop "security response plans." See
Memorandum from Samuel Chilk to Victor Stello, "SECY-86-101 =
Design Basis Threat - Options for Consideration," reprinted in
Qversight Hearings at 218.

Some six years after identification of the threat, on April
28, 1989, the Commission finally responded by doing no more than
issuing a "“Generic Letter" (No. 89-07) which calls for licensees
to develop "contingency plans" to deal with the truck bomb
threat, based upon a contractor report (James, et al., A
Methodology To Assist In Contingency Planning For Protection of
Nuclear Power Plants Against land Vehicle Bombs (NUREG/CR-5246)
(April, 1989)). The Generic Letter does not reguire licensees to
plan any permanent measures against vehicle bombs, even though it
is far from clear whether licensees will have sufficient warning

time of a particular terrorist action to implement effective

contingency plans. The Generic letter, moreover, does not
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provide for any Commission follow-up, and the Commissicn has not
sought to measure the effectiveness of the plans developed.
There is no certainty, therefore, whether the plans can be
implemented on short notice or, even if they can be, whether they
can adeguately protect a facility against a truck bomb attack.
The contingency plans themselves are, in any event, short range
expedients, and no long-term measures, j.e., permanent barriers,
are reguired.

The Commission's failure to protect against truck bombs at
power plants stands in contrast to ite approach for protecting
fuel facilities. Almost three years ago, the Commissicn
determined it was appropriate to alter the design basis threat
for theft "to include use of land vehicles by potential
adversaries attempting to commit a theft . . .," and the
Commission's notice of propcsed rulemaking went on to explain,
"The NRC considers this change in design basis threat to be a
necessary measure reflecting possible use of land vehicles by
potential adversaries . . . [and] will require modification of
barriers at or near the protected area boundary for vehicle
denial purpeoses.® 1In addition, "The change woull recognize the
possible use of land vehicles for breaching of perimeter barriers

. ." See 52 Fed. Reg. 49418, 49420, col. 2 (December 31, 1987).
The final rule adopted by the Commission reflects implementation
of these judgments. See 53 Fed. Reg. 45477 (November 10, 1988).
However, no equivalent upgrade has been proposed or adopted for

physical protection at power reactor sites or in the design basis
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threat for radioclogical saboctage of reactors. Such asymmetry is
nonsensical: legically the Commission cannot acknowledge "the
possible use of land venicles for breaching of perimeter
barriers" -- precisely the modus operandj of a potential truck-
bemb attacker -- without acknowledging the possibility of such an
attack at licensed reactors.

The truck bomb threat is not likely to disappear. Short-
term expedients, such as those reflected in Generic Letter No.
89-07, simply dc not adeguately address this threat, either for
the near or longer term. Petitioners submit that the only
effective approach for the Commission, consistent with its duty
to assure the common defense and security and protect public
health and safety under the Act, is to revise the design basis
threat for radiological sabotage of nuclear reactors expressly tco
account for truck bombs and to specify effective regulatory
measures against such a threat. Such protections can be achieved
at relatively low cost. The Commission estimated in 1986, for
example, that a vehicle denial system for roadway access would
cost only about $100,000 - $200,000 per facility to install and
$10,000 = $20,000 annually to maintain, while a perimeter access
denial system would only cost $500,000 - $1,000,000 per facility
to install and $25,000 - $50,000 annually to maintain. SECY-B6-
101, Enclosure 2, reprinted in Oversight Hearings at 209-210.

The upgrade of 10 C.F.R. § 73.1 thus appears not only wise but
also cost effective. Indeed, the price of protection seems small

and we.l worth it, considering the catastrophic conseguences that
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could be associated with successful sabotage, including
significant offsite radiocactive releases and the crippling of a

power plant.

b.  Usecading Toe Desl f dainis dae maiosol winecy
By More Sophisticated, larger And Better-Armed Groups

It is equally important to upgrade the design basis threat
to anticipate attacks by more sophisticated, larger and better-
armed groups. There are essentially two components to this
upgrade: (1) a larger number of attackers, with the capability
to act in several coordinated teanms:; and (2) heavier firepower.°

The current design basis threat for sabotage, as noted
above, assumes an attack by no more than a discrete, very limited
number of attackers operating as a single unit or team. However,
at least one incident, the attempted sabotage of Arizona Nuclear
Pcwer Project, Palo Verde Units 1, 2, and 3, on May 14, 198§,
appears to have exceeded this assumption. 1In that incident,
offsite power to Palo Verde was deliberately interrupted at three
out of four widely separated transmission lines. The three power
disruptions occurred within minutes of each other, yet they were

miles apart. 1In each case, the saboteurs had to climb more than

*The current standard is somewhat ambiguous because it does
nct specifically include a reference to vehicular support, j.e.,
attackers arriving by means other than foot. Chairman Zech stated
during the 1588 oversight hearings: “NRC's design basis threat
includes any mode of transportation -- any mode of transportation -
- to get to the site, or through the perimeter barrier. Our design
basis threat assumes any mode that could get through the barrier -
- car, boat, truck or another method cf transportation." Statement
cf lLandc Zech in Qversight Hearings at 17. See also jd. at 27.
Plainly the design basis threat itself should explicitly recognize
this prospect.
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100 feet above ground and execute an extremely dangerous maneuver
to short circuit the power lines. §See NRC Preliminary
Notification, PNS-V-86-03, "Suspected Sabotage: Loss of Three of
Four Offsite Power Sources" (May 15, 1986) and related documents,
reprinted in Oversight Hearings at 231-235. The complexity of
the attack and the distances involved clearly indicate that
several independent yet well-coordinated teams were invelved, and
it seems plausible that each team may have been composed of
several attackers. This incident plainly reveals that current
assumptions concerning numbers of attackers are outdated and not
supportable.

In Latin America and Europe large group attacks on nuclear
facilities have been documented, viz., the March 25, 1973, attack
by fifteen terrorists on the Atucha Atomic Power Station in
Argentina. See Konrad Kellen, "The Potential For Nuclear
Terrorism: A Discussion", in Preventing Nuclear Terrorism at 104,
122. Moreover, even within the United States, there has been
substantial expert testimony in Commission licensings that large
group attacks are plausible. See Pacific Gas and Flectric Co.
(Diablo Canyon Nuclear Power Plants, Units 1 and 2), CLI-B82-19,
16 NRC 53, 71-74 (1982) (noting testimony that "the PLO would be
capable of assembling a force of twelve design basis intruders to
attack [the plant)"). Simply put, "[A]dversaries determine group
size for a given action upon their perception of the number
reguired to optimize the chance of success, consistent with

security reguirements and payoff." Stewart, et al., Generic
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Adversary Characteristics Summary Report 42 (NUREG-0459, March,
1979). There is, in sum, every reason to conclude that a larger
group, j.e., of up to twenty persons, operating in teams, might
well be a logical terrorist choice if the goal is to overceme a
reactor's security defenses and cause civilian panic and/or
widespread death and destruction. See generally delecn, Jenkins,
Kellen, and Krofcheck, Attributes of Potentjal Criminal
Adversaries of U.S. Nuclear Programs (Rand, January, 1978).

At the same time, it is logical tc expect such a group of
attackers to be well-eguipped with weaponry. The current design
basis threat assumes that attackers would be eguipped with
nothing more threatening than hand-held automatic weapons or
hand-carried explosives. With the widespread availability today
©f much heavier firepower, including rocket launchers and heat-
seeking missiles, anti-tank weapons and small calibre anti-
aircraft guns, and with the prospect of weapcns being obtained
illegally from military arsenals, the assumption is no longer
warranted. §See Office of the Vice President, Ierrorist Group
Proflles (November, 1988). For example, the ETA, a Basgue
separatist terrorist group in Spain, launched nearly 100 attacks
against two nuclear plants under construction, usi=g powerful
remcte-detonated bombs, plastic explosives, hand grenade
launchers and anti-tank rockets. The attacks resulted in more
than $7 million in damage. See Konrad Kellen, "The Potential For

Nuclear Terrorism: A Discussion," in Preventing Nuclear
Terrorism at 104, 124-132.
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In light of the considerations outlined above, the design

basis threat for radioclogical sabotage in nuclear reactors

contained in 10 C.F.R. § 73.1(a) (1) should be amended to read as

fellows:

(1) Radiological sabotage. (i) A determined

violent external assault, attack by stealth,
or deceptive actiocns, of several [add:] up %2
twenty persons [Add:] gperating as two or
pore teams with the following attributes,
assistance and eguipment: (A) Well-trained
(including military training and skills) and
dedicated individuals, (B) inside assistance
which may include a knowledgeable individual
who attempts to participate in a passive role
(e.g. provide information), an active role
(e.g. facilitate entrance and exit, disable
alarms and communications, participate in
vicolent attack), or both, (C) suitable

weapons [delete: &m_md_inﬂmmg_

MM&EWWX]
silencers and) having effective long range
accuracy, (D) [delete: hand-carried)

egquipment, including incapacitating agents
and explosives for use as tools of entry or
for otherwise destroying reactor, facility,
transporter, or container integrity or
features of the safeguards system, [add:) in

guantities transportable by vehicle, and

The Commission should further take such other action as may be

necessary to ensure that the specific protective measures set

forth in 10 C.F.R. Part 73 are sufficient to respond to such

increased threat and indeed provide the "high assurance"” required

under 10 C.F.R. § 73.55(a) that the threat of sabotage will be

effectively countered.



- 23 -

Petitioners believe that the rule changes sought by this
Petition are vitally important to reduce grave risks to the
public health and safety and the common defense and security.
They are based on data and information generally known and
available to the Commission. Prompt action is reqguired.
Petitioners consequently regquest that the Commission make a

determination on the Petition, in accordance with 10 C.F.R. §

-

"

.803, not later than 30 days from the date of its receipt, and
that it thereafter proceed immediately to promulgate the

requested revision to its design basis threat and specification
cf protective measures, waiving notice and public comment under

10 C.F.R. § 2.804(d)(2).

V.  Reguest For Emergency Action Related To Implementation
2f Truck Bomb Contingency Plans

However gquickly the Commission proceeds to upgrade the
design basis threat, it is unlikely to be soon enough to respond
to the immediate possibility of terrorist attacks against
domestic nuclear facilities which might be attendant upon the
outbreak of hostilities in the Middle East. As noted above, this
pessibility is far from implausible, especially as a logical
retaliatory action if the U.S. should attack Iragi nuclear
facilities. Conseqguently, Petitioners reguest the Commissicn, on
an emergency basis, forthwith to regquire that existing licensee
contingency plans against truck bombs, as developed under Generic
Letter No. 89-07, be put into effect at once. All plans should

be operational not later than January 15, 1991, the date
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established by the United Nations for Iragi withdrawal from
Kuwait. Immediately thereafter, the Commission should undertake
an evaluation of the adeguacy of the plans and reguire such
improvements therein, on a plant-by-plant basis, as it deems
necessary to ensure their adequacy. The action reguested by
Petiticners is essential because there can be no assurance that a
truck bomb threat against a nuclear power plant or plants could
be identified before-the-fact and, even if it were, licensees may
be unable to effectuate the plans within the twelve-hour warning
time contemplated under Generic Letter No. 89-07.
CONCLUSION

The design basis threat, which defines power plant security
reguirements, must exceed by some margin any real threat that is
likely to be encountered. With respect to terrorist action, the
contrary situation appears closer to reality: events appear to
have overtaken the anticipated threat level. In any event, the
Commission's current regulatory approach, which is premised on
"likely threats" rather than "maximum credible threats",
unjustifiably discounts larger threats. Since it is impossible
reliably to predict deliberate, malevolent human acts such as
sabotage and thus impossible to rule out such events occurring
with maximum destructive intent and effect, the Commission's
approach puts civilian nuclear reactors at unjustifiable risk.

The Commission recognized in propesing the current standard
that a time might come when events would reguire a revision of

the design basis threat:
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The kind and degree of threat and

vulnerabilities teo such threats will continue

to be reviewed by the Commission. Should

such reviews show changes that would dictate

different levels of protection the Commission

would consider changes to meet the changing

conditions.
See 42 Fed. Reg. 10836, ccl. 3 (February 24, 1977). For the
reasons discussed above, Petitioners submit that such a time has
come, and that the Commission should revise the design basis
threat to accommodate the increased potential for a terrorist
attack against licensed nuclear reactors and take concemitant
action to specify necessary protective countermeasures to be
implemented by licensees.

Petiticners reguest that the Commission inform thenm within

30 days concerning the action it intends to take with respect to
the rulemaking sought by this Petition. Petitioners further
reguest that the Commission advise them promptly with respect to
its decision concerning emergency implementation of truck bomb

contingency plans.

Respectfully submitteod,

&\\/ﬂ
Eldon V.C. czzsxsbrg
Galloway & Greenberg
1835 K Street, N.W.
Suite 801

Washington, D.C. 20006
(202) 833-9084

Comni Br] ]

Dated: January 11, 1991
Washington, D.C.
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NUCLEAR REGULATORY
COMMISSION

10 CFRPart 73

iDocwet No PRA-T3-5;

Nuclear Cuntrol Institute, et 8!, Denlal
of Petiticn tor Pulemaking

AGENCY. “'uclear Regulatony
Commussion

AcTion: Derza! of petition for
rulemaking

summany: The Nuclear Reguiatony
Commission (NRC) s denying & petit.on
for rulemaking submitied by Eidon V C
Greenberg on behalf of the Nuclear
Control Institute and the Committee to
Bridge the Gap (PRM-75-8) The
petiuioners requested tha! the
Commssion revise 1ts regu'ations to
upgrade the design basis three! for
rad:ologice) sabotage of nuciesr power
reactors The petitipners believe tha! the
design besis threet must be revised to
include explosive-laden vebicles such
as truck &nd boat bombs end to reflect
the possibility of an ettack by a larger
number of gttackers using more
sophisticated wezpons The pettion is
gen:ed based on a Comumission
oelermunauon Whe! there has been no
change i e domestic threat s:nce the
design Las:'s threat was adopted tha!
would just:fy a change in the gesign
basis threa!

ADODRESSES: Copies of the petition for
ruiemaking the public commenis
received. anc the NKEC's Jetter 1o the
petiuioner are sve:lable for public
InEpection or copying in the NRC Pubhi:
Documen: Room. 2120 L Street NW
fLower Level). W eshunpton DC

FOR FURTHER INFORMEATION CONTATT
Carl B Sawver. Oftice of Nuclear
Material Safety and Safeguaras US
Nuciesr Repulatory Commission.
Washington DC 20555, telephone (301)
492-0365

BUPPLEMENTARY INFORMATION

1 The Peuuon

U Peutozers Basis for Regues!

ID Reguesied Regulatory Action

IV Public Comments on the Pe!ition
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L ARC Swaff Evarusuon of the Petuon
V1 Sistement of Densal

l. The Petition

By letter dated January. 11. 1991,
shortly before the commencement of
Operaton Desert Storm. Eidon V.C.
Greenberg, on behalf of the Nuclear
Control Institute and the Committee to
Drcpe the Cap. filed @ pention for
rulemang with the NRC. The petition
wes docke'ed as PRM-"3-8. The
petit:oners requested thet the NRC
revised ity recuiatons mI0CFR 731 to
upzrade the cesign basm threat for
rac.oiopical ssbolage of nuclesr power
reactors (Radiclomcal sebotage refers
10 ey celiberate act directed ara:inst
nuc.oar matenal or @ nuciear facuity
that couid endanger the public health
and saiety by exposure 1o radiation )
The pentioners believe that the
reg.lation must be revised to include
ex;.osive-lagen vehicles. such as trucks
and boats. and 1o reflect the possibility
of ettack by 8 iarce number of aftackers
using more soptushicated weapons

The peuthoners contend that the
present gesign bass threat 8 not
rea.suc in view of the claimed current
trenas in terronism. The petidoners state
tha!  successful terronst attack could
csuse the release of radivacuwity
comparable to & severe nuclear
accgent, end result in mgrthcant beslth
and safety consequences and property
demage. The pet.Uoners believe that the
increased threats may dbe countered by
measures which cowd be implemented
for 8 mocest cost but would protect
&geinst events wilh polentually
Caslasirophic conseguences.

The peuuon describes the Nuclear
Conirol insutute & a non-profit
corporaton that monitors nuclear
programs io the Uruted States and other
Countnes, deve.ops STEIERE8 10 Prevent
and reverse the growth of nuciess
armaments and explores strategies for
redocing existng nuclear ereenals
tbereby helping 1o prevent nuclear
proiferztion end terrorsm The petition
describes e Commutiee to Brigge the
Gep as an orpan zavon concerned with
nucear saiety and the threat of nuclear
terrorsm.

Il Pentiovers’ Baris for Request

The NRC bas esteblshed regulations
in 10 TR part 73 goverrung the phys.cal
protecton of plan's and materials.
These regu slions inc ude measures
relsted to the protection of nuclear
fauliues against radiological sabotage.
Section 73.1. amorig other things,
esteblishes the des.gn basis threst 1o be
used to des:gn sefeguards systems to
protec! nuclear power resclors against
acts of radiclogical sabotage.

The pettoners state that § 73.1. as
nterpreted by the Commussion. does not
requwre nuciear reector licensees to
protect spainst rediolopical sabotage
allemp!s by 8 group or an wdividual
using weapons of greater sophistication
than band-beld sutomatic weapons or
expiosives. thereby excluding an attack
by explosive-laden vehucles. or mare
than several external atackers, or
ettackers operating as more than one
teem and employng team maneuvering
tactics.

The petitioners believe thet terronst
imncidents which hove occurred since the
design basis threst was adopted
cemonstate the ehility and willingness
of terrorists to mount sophisticated
#ttacks capabie of caveing substantial
physical destruchon. particuleriy
through the use of truck bombs Because
of the Persian Guif cnsis. the growth of
State-sponsored terrenism. and changes

believe that current regulatory
standards do not provide a realistic or
sufficient guarantee of public health and
safety or common defense and securnity,

The petitioners state that the terrorist
threat Las become bloodier, more
sophusticeted and better armed. and
frequenty State-supporied. As & result,
the pettoners believe that the
possibility of nuclear terrorism. resulting
in & substantial number of casualties, is
far more Lkely today than 1t was i 1979,
when current reguations were
promulgated

The petuticners bebeve that it is
essental to upgrade the design basis
threat 1o protect &painst vetucle bomb
ettacks wiuch they believe pose 8 grave
threat to avilian nuclesr power plants.
The peutioners cite 1 e devsstating
effects of the truck bomb attacks in
Beirut in 1983, The petitioners state that
studies have indicated the vulnersbility
of beensed power reactors to attack by
explosive-laden vetucies end the
putentally devestating consequences of
BUCh BN Btlack.

The pettioness believe that it is
essental to change the design basis
threat to anticipate stlacks by more
sophisticeted, larger, and better-armed
goups. The petloners state thet there
are two components to this threat: (1) A
larger number of attackers with the
capability to sct in several coordinated
teams. and (2) beavier firepower. The
petitioners cte documenied large group
atiacks on nu.lewr facilives in Laun
Amenics and Europe and the
widespread evalebulity of sdvaoced
wegponry es indickbons that the current
design basis threst is no longer reelistic.

UL Requested Regulatory Actian

The petitioners reguested that the
design basis threat for radiclogical
sabotage contawned an 10 CFR
73.1{a)(1)(i) be amended to read as set
forth below. Note that text to be added
18 set off by arrows and text tc be
removed s set off in brackets

Section 73.1 Purpose and Scope

“' .- .

“(3) Reciological scboiage (1) A
determined violent external assault,
attack by steaith, or deceptive sctions of
seversl s up 1o twenty « persons
» OPETEUNE 88 TWO OF IHOTE lEAMS -
with the following sttnbutes. assistance,
and equpment: (A) Wel-trained
(including mulitary treuung and skalls)
and dedicated ndividuais, (B} inside
essisiance wiuch may include a
knowledzeable individual who sttempts
to parhcipate \n @ passive role (e g
provide information), a8 sctve role (eg.
facilitate entrance and exit, disable
slarms and commun:cations, partcipate
in vioient atiack), or both [C) suitable
weapons [, op to and ncluding hand-
beld autametc weapons. equpped with
suencers and] beving effectve long
range accurscy, (D) [band—carmed)
equpment, including incapac latng
egents and explosives for use as tools of
entry or for otherwise destroying
reactor, facility, transporier, or
contaicer wntegnty or features fo the
safeguards system. o in quanttes
transportable by vehicle w, and”

The petitioners requested that the
NRC wke other actions necessary to
ensure that the specific protective
measures contained w 10 CFR part 73
&re sufficient to respond to the
increesed design basis threst and
provide the high assurance reguired
under § 73.55(s) thet the threat of
ssbotage will be effectively countered.

Eecause the petitioners believe that
the suggested amendments sre vitaliy
important to reduce risks to the public
health end salety and the common
deferse and security, the petitioners
requested that the Commussion make a
detercunetion on the petition within 36
days from the dste of receipt and that it
proceed immediately to promulgate &
final rule, without 1ssuing & proposed
rule. that would ecop! the requested
amendmenta.

The Commission evelusted the
petitoners request for exped:ted action.
The Commiseion determined that the
petition should be processed in
accordance with its standard procedures
far processing & pevtion for rulemsiang
1o § 2.802(e). but expedited by Lovtmg
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the comment periad ic 32 duys. Tha!
determination wes contamnid i the
“Notice of recerp: oi perition for
rulemaking™ that was published in the
Federal Regisic: on Janucry 28, 1581 (50
FR 3229) Interested persons were
invited to submut wnitten comments or
suggestions concermung the petiticn by
February 28 1801

IV. Public Comments on the Petition

As of March 15 1991 the 5T.C had
docketed 35 letters of comment: 11 from
individuals. 3 from public interest
groups, and the rematning 21 fom
industry or industrial reprezentative
orgarizations. In addition the NEC
received three letters from
Congressmen. While the comments were
careiul'v considered by the NRC. none
contamed sign:fican! new mnformation
which would warrant a change in the
design bes:s threat In the summery that
follows the views presented ere those
of the commentess

A. Comments Opposing the Pelition

Twentyv-one commenters opposed the
petition. The main reasons cited by
these commenters in support of the
currert regulations were

1. The NRC stafl, in concert with the
intell:gence community and other
Federal agencies. continually monitors
world events for potential threats
associated with commercial nuclear
facilites These agencies bave unigue
access to information, including
sens:tive or ciassified information net
normally evacleble to the penerel public

2. Nuclear power plant Lcensees &re
in close communication with local law
enforcement agencies and the NRC to
ensure that any secunty threa! in local
areas 1s promptiy identfied and
commuruceted The response to the
current Middie Eas! situation should
have (and has) heightened swareness
angd sensitvity on the part of Licensee
personnel and Fecera!. State. and lozal
lew enforcement officers

3. Nuclear power plan! icensees have
estabiisned detailed secunty measures,
ae reguires by the NRC in 10 CFR 73.55
{b) through (). 10 counter the des'zn
basis threat. These measures include
—Physical protection barriers end

iilumineted isclation zones
—Survellance and patrols of the

perimeter fence
~Intrusion detection eicds and slerm
devices,
~A tactical resction force
~Bullet-resistant barriers for cnuce!

Rreas
—A well rained guard force capable of

carrying out the provisions of an NRC-

spproved security plan:

—Access controle for personnc! end
vehicles. with secrches and positive
identilicatiun. and

~Capability 10 execute safeguurd:
contingrncy plans for deabing with
thrests. including truch bomb threats

In addition. nuclear power p.an!

licensees also have established doiciled

secunty related personnel programs,
which include

~Ezckground mvestigations with VBl
cnimnal history checks

—Psycholopcal testng

—Drug 8..d aicokol fitness for dusy
determinations; &ng

—Special supervisory treinag for
behaviora! observation.

Also. through the NRC's reguiatory

eficcuveness review progem. ir.dividusl

power reactor sites are evaluated for
secunity vulnerabilities and the:r ability

1o counter the design basis threa!

4. Nuclear power plant design is
based on the defense in depth
phuiosophy in provicing aceguate public
protection Massive containment
structures, thick wall piping and
equipmen! with redundan: safe'v and
shut-down systems are constructed to
permit the facility to withstand the
impact of earthgaakes, hurricanes,
tornados. floods. and eirplane crashes
Detailed tra:ning and plant-specific
simuators provide added sssurance
Emergency plannung and public
not:fication svstems add yet enother
loyer of capability designed to protect
the public hes'th ard safety The
approved plans ar. periodically
evelusted dunng exercises

5 The petticners have not precented
ary new information related o the
curren! situation: they bave simply
restated old opinions. none of which
provides @ basis for altering the design
basis threat in Bus couniny

€. Severa! of the commeniers opposing
the petition took 18sue with the
pritioners view that the protection
measures proposed by the petitioners
could be put 1nto place et modest cos!
One commenter. 8 power reactol
licenzee, estimated the cos! 8t §1 milion
to 85 mlilion per year st bus fazilty.

B. Comments Support:rg the Petitirn

Seventeen lottots aupporied the
petition. These letters are summarnzed
as foliows

1. The mos! commcen concomn
stemmed from the Micdie East s:tuation
that existed during the public comment
period (the comment per.od las'ed from
January 28 until Februery 28 1991).
These commeniers pointed cut that lrag
hed issuved & “terronst cell to arms.”
that the US militery had ettacked lragi
reactors. end therchy legitmized US

reaciors as terrcrist tergeis: that
informed and respected Americans have
warned of possible terronist attelk
witkinthe UL and that terroriat actio
might reasonsbly include reprisals
sgainst US. reactors.

2 Another comunon themne was
rejeciion of the NRC view that the
desizn bas.s threat cwrently set forth i
NRC r¢ gulations cortinues 1o be
adeguate. These commenters argue that
events in the Middle East are &
sufficient besis for escalating the design
basis threat to the levels celicd for in the
petinon

3. Scveral commoentcrs believe that
power reactors are vulnerable to
rodic.opical sabotage; specifically
barners mey be casily breached and
vital rystems may be sabotaged

4. Some commenters put forth the
following cost argument: The
conseyuernce (and hence the cost) of
successiul radiological sebotage of a
reactor is hizgh in the extreme while tne
cost of protection 1s relativelv modest Il
is therefore prudent for the NRC to
require the measures recommended by
the pctitioners

5. One commenters put forward the
argumen! that barners ere already i
place 10 protect reactors in Europe and
Japan znd the conclusion that onls
minor structural modificatiens vwould be
needed to protect US reectors agains!
truck bombs

68 One commenter sugpested the ' the
primary threat 1o secunity s deranged
persons who mught use trucks or swcidal
air attack. The commenter concluded
that upgracing reactor protection elong
the lires of the peution seems cos!
effecuse

The above concerns ra sed by the
commenters are eddressed i the NRC
staff evaluction of the petition {section
V of tius Federal Regmsier not o«

V. NRC S1a¥ Evelustion of the Peltion

The NRC steff belioves that 8 decision
on the petition can be based on
response to @ single pivoia! issue Has
the threa! of radiologicz! sabotape of
domestic nucizar reactors chonged to 80
extent that jusithes g need (o Lperac:
the currant design bas.s tecs!? Tre
petiticners beleve that the threat to
domest.c nuclear reactoss has
intensified in two ways (1) The pussibic
use of large tuck bombs or boet bombs
to cause radiolopical sebotape. end (2)
the possible use of a larger number of
ettackers srmed with hewvier wespons

The nature of terrorizm was the
subject of deteiied analysis before the
NRC published its design basis threat
{8 731). and it continues to remain the
focus of 52l review NRC eflorts in
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cresung the desizn basis thres! and the

actions aker bv the NRC since the

publicauon of § 73.1 1o assure its
contnuing vehidity remam a key
comporent in the NRC safeguards
program.

Thousands of acts of terronst violence
werldwide, ranging from sumpie antacks
on property 1o the sophusticated, deadly
bomuog of civil auslines, are examined
and ana!vzed by the NRC. The NRC
uses @ wide vanety of wiormation,
reaging from that reperted doectly from
the scere of the incident to Lhat incuded
in 8 ushed analy sis provided by the
imtelleence commun.ty. Turougbout thus
engong G4y analvs:s, the staii focuses
its etiort nn revizwing realistic. oot
hypoheucal acversary chersctensucs.
MCIUCINE weaponry. ZTouUp size, tacucs,
expicsives and targets. The NRC then
compares what has occurred or is
crecible 10 the artmbutes epumerated in
the ces oo pas:s theat

With respect 1o truck and boat bombs
of the sizre eshmated in NRC studies as
beirz copable of causing significant
damage to domestic power reactors, the
NRC s:aif notes the following
~There has been one such truck bomd

in the US (Math Lab, Wisconsin,

1870).

—There have been no others in the
Wwestern Hemusphere

—There have been no others outside of
an area of civi unrest

—There bave been none directed epainst
a nuciear achvity worldwide

—There have been no boat bombs
duected at any activity, nuclear or
cltherwise, worigwide.

—Lontingency planniag 10 protect
apanst ruck bombs has becn
compieted for ail domestc power
reaciors
Based on the foregoing facts. on

discussions with appropriste elemen's

of the Executive Branch. end on NRC's
independent assessment of the domestic
threat environment. the NRC concludes
that the luxencod of nuciear terrorism
inveoiving 1he use of large truck bombs
aga.ns! nuilzar power reactors in the

United Sates s extremely low, that s

char.ge in the cCesign basis threst for

radicioical sebotage 18 unwarrented,
and that conungency planning is
sufficient

The NRC reviewed issues related to
the viaterborme vehicle bomb in 1989
end concluded tha! ne action was
required &t that ume. The NRC has
recenly reviewed these 155ues agan
end concluded that there bave been no
s:gnificant changes. These conclusions
are based. 1o part, on & review of
worldwide lerronist events, where the
threat of waterborne vebicle bomb
BUBCK BFAINS! 8 POWET TEBCIOr was
found to be much less likely thai: the

threat of a land vehicle bomb, whuch
ftself was oruv 8 remote possiDiItY
Accordingly, there 1s Little basis for
further considenng the weterborne
bomb threst &t Lus time,

The petiucners also believe it is
importast to upgrade the design basis
threat to anucipate attazks by meore
sophicucated, larger and better-armed
goups. specifically (1) 8 larger pumber
of attacaers with the capability to act in
several coordinated tearms. and (2)
heavier firepower.

The NRC is eware that. 25 descnibed
by the petiioners, larger terronst groups
with heavier firepower than
coptemplated 1o the current des:gu basis
threat have carmed o.! oberations in
foreign count-ies. The NRC is also
awsre of one incident described by the
pentioners inveiving three coordinated,
near simultanecus acts of sebotage on
unprotected power transmission lines
sening. but some miles from, the
Arzons Nuciear Fower Project. Palo
Verde Unita 1, 2. and 3. Tke acts
constituted no threat to the safe
operation or safe shutdown of the
reactors. No viclence was involved
against the reactors or rescior sites. The
mos! recent of the above events 18
olmost five vears old et the ume of this
writing They have been considered st
iength and evaluated by the NRC. The
terronst actions in foreign countries and
the transmission line s.botage events
are remote, both spatially end by the
nature of the events. from consututing @
direct peril to 8 domestic power reactor.
The NRC continues to believe that, to
date. there has been no significant
change in weaponry, group size, state
sponsorehip. or targeting that warrants 8
mocification of the design basis threat
requirements for NRC licensed nuclear
power reactors

The following discussion presents s
detailed NRC analysis and reeponse to
the significant excerpts from the
petition

1. Except * * * nuclcar reactors ceed not
protect cgaanst red.oiogical sabotage
stiecnts by {] 8 group or ingividcal using
wesoons of greater sophistication tnan hend-
held sutomatc wespons or expiosives. thus
exciucung erack by explosives-laden
vehicies. or (1) more than three (2) external
#'lackers or atiechers cepeble of operating as
more than one ‘erm. ;e capubie of
empicying effecuve team manevverng
factcs ip 4)°F

Response. It s important to remember
that the current design basis threat for
power reactors is a hypotheucal threat
statement. The statemen! 18 se! forth in
the regulauons un positive rether than
negouve terns &nd is given in
§ 73.1(8){1) as follows: “(1) Rediological
scbotoge (1) A determined violent

! Peunon page number containing the excerpt.

external assault stack by steeith, or
decepuve sctions. of severs) persons
with the following atinbutes. assistance
end equpment 14 ] Well-trawmed
{inCiuding mustary trawning and saulls)
and dedicated ineividuals. (B) inside
assistence which may inchude 8
knowledgeable individuz] who ettempt
to participate 1 @ passive role (eg.,
provide informaton) an acuve roe (e g-
facditate entracce and exil. dsabwe
alarms and communucatons, Farmopete
in viclent 2ttack). or both, {C) suiiable
weapons, up 10 and includinrg hand-held
8ulOmanC weapoas, equipped wild
suencers and having erfecuve long range
sccuracy, (D) band-camed equpment,
incivding incepacitanng agens and
explosives for use es tools of entrv or for
otherwise destroving reactor, f20lity,
fransporier. or contaner ntegrity or
features of the safeguards system. and
(ii) an internal threst of an msider,
incivding an emplovee (0 eny
posstion})”

When the desigm beas threat wad
develcped, there was no crecudie threat
targeting power reactor in this country.
The NRC believes that ttus continues to
be the case. notwithstasding the
statements made 1o the peution and
sugpesied by some commesters. in
particular. aithough changes gre
ocouwrning waridwide, the NRC bas not
detected, to date any sigruficant change
to the threat environment. including
weaponry, group eize, slate-spansorship,
or targeting, that warrants a
modificzuon of the design bass threat
for NRC Licensed nuclear fac:lities and
materia's Although the edequecy of the
design basis threat wes guesticaed in
the pention sr.d by some commenters,
the safeguards system developed from
the current gesign basis threat is
deemed adeguate and eppropriate by
the Commussion This svstem includes o
physica! security orgenization, physical
barriers. access contrels. detecton aids,
communicstions, testizg ard
main‘enance provisions, resporse
prowvisions, armed responses ard
provisions for offsite law enfcroement
response. It is important to note that the
effect:veness of this s;stem is not
limited to the design bas:s threat In
particular, in the face of & threat greater
than the design basis threat the system
would not collapse, but would coatinue
to provide a level of protecuon that may
well be edeguate. In addition, power
reectors ere required to have
contingency plans to address the truck
bomb threat Should tte domestic threat
enviroament change signifizaatly, NRC
intelligence specialists. in cocrcination
with other government entities. would
propose appropriate changes to the
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des:gn basis threat based vpon the
specifics of the threat envirenment

2 Evcepis Tois iprmediats tireet [loag
entuetior) with the grow th of Staie-sponsored
terrerism ang changes in terronst tacurs
indicates that the curvent requlaton
standards. wh.ch exclude the truck bomb
threat and sophusticeted larye group sl.acks
surported by substantia! firepower, are
ne;:ner realistic nor 8 scfficient gusrantor of
the pu'lic health and safcty and the common
defense and secumity under the Act [p §)

Since e sdoption of e Comomssion s
curren’ standards for protection epsunst
radioiopical sebotage of nuciear realtors, the
terronist threat bas cnanged o thren
imporicnt weya it » Lloodier it i more
sophusticated and be'ic:-grme 3, end 1! 18
oftern State-sponsored Bocause the nature of
the threat hos changed it in 1mcumbent on the
Commuss:on 1o revise its regulstions 1o meet
the potenually more severe challenges of the
1960s |p €

Response The nature of terrorism was
the eubject of detailed analysis
preceding publicetion of the NRC design
bacis threat and remains the focus of
continuing stafl review, NRC efioris in
creating the des.gn basis threat
requirements. and ections since their
publication to assure their continuing
validitv. remain hey components in the
NRC safegucrds program

Thousands of ects of terrorist violence
worldwide. ranging from simple attacks
on property 1o the sophistceted and
dead!y bombing of civil airlines. are
examined and analyzed The NRC uses
a wide venety of information that is
either reported directly frem the scene
of the incident or included in a finished
analysis provided by the intelligence
commuruty. Throughout thus ongoing
datly anaivsis the NRC focuses its effort
On reviewnng reaustic. rot hypotheucal,
adversary charactenstice—including
Wesponry. proup size. tactc
explosiies and targets—end compares
the events that have occurred of
information that 18 crediole to the
attributes enumerated in the design
basis threat statements

O= occesion. NRC efiost focuses en a
partcuwar facet of terrorsm or on
informanion that supzes's a rend may
be ceve.oping For exampls. the uce of
vehicle bombs in Lebanon. as d:scussed
below. was ciosely examined Simuariy,
the use cf hang gliders. bouts. the degree
of sophustication exhibited. and state
sponsorship hove and continue to merit
close exammnation

The NRC's purpose is not to cataleg
every demonstrated or hypothetical
ter-onst attribute for subsequent
inclusion in the design basis thres!
stetements NRC stafl expenence,
anelysis and judement. 8s well as the
views of other Federa! egencies. ere
applied in the threat assessment

process In its continuing review. the
NRC considzrs demonsirated stitibutes
1o determine whether pr pot they eveeed
curient se'vivards periormance
obiectives When an stnbute does
exceed thore objectives. it then becomes
the focus of sdd:tionsl and tmels
examination. including discussion with
the intelligence commaun:iv or spezial
stucy regarding that specific sitnioate. to
establish »n & factual manner a
comprehensive charactenzaton
including the motivation. dedication,
and method of cperation of the
adversany. Importantly, the NRC
exanunes and mcludes the
circumsiancet ur conlext surrounding &
specific terrorist incident in its
deliberation

For example, the conditions present in
the civil strife of Berrut, Lebanorn, the!
resulted in vehicle bomb attacks, aie not
essily repliceted in the United States
Notwithstanding stetements mace 11 the
petition end supportied by some
sommenters, the NARC wouw.d argue
against the likelihood of such vehicle
bomb attacks domestcally.

The bikelhood thet terronsts would
attempt 1o perpetrate an act of nuclear
terrorism 1s of concern to the NRC and
the Federal government. Based on its
own analytic sctivities and woriung
closely with other agencies. the NRC
monitors the threat environment for
indications that the likelthood of nuclear
terrorism is increesing. Any report of a
threat against 8 domestc nuclesr
facility receives immediate review and
threats against 8 nuclear facilty
overseas rece.ve continued attentnon
On tws perucular point, the NRC sgrees
with 8 statement made by commenters
who oppose the petition: That the NRC
has access 1o relevant sensiLve or
classified information not normelly

vailzble t¢ e public. Each inciden!
whether againct a nuclear facili'y or not,
is closely examuned in the context ¢f the
desigr bas:s threa! 1o assess its impact
Because of the increased number of
events occuning concurrently with the
Middle East crisis. NRC hes tncreased
data evalable to base its determuwation
of any sigruiicant change in the threat
environment. with partcuar focus on
any increased threat of nuclear
terronisrn Decision-makers are being
briefed. some on 8 da:ilv schedule
regarcing threats end terrorist incidents
worldwide and staff planrung incivdes
response options evaileble to eddress
evoiving threa's worldwide and
domesticallv

Although changes are occurring
worldwide the NRC has not detected. to
date. any significant change to the threat
environment. including weapon-y. group
size. state-sponsorship. or targeting, that

warrants 8 modiiice on of the design
bas s threat statemen:s for NRC
hrensed nuciear power reactors
Nornetheless. the ZNRC continues. on @
da:ly basis anc with ongoing vigilance
to review informauon on tnreats and
incidents 1o assure thet the gesign hasis
threat statemen's remain acdeguate
prudeni. and reasonable.

3 Excerpts It i egrally important to
upprace the desigm basis threet o enthicipate
ettecks by more soptusticated. lowpe- 828
betier-armen groups There e eascatially
two components 1o this upgrade (1) & [amper
nuriber of st'ackers. witn the capebilic to
act 10 several coorduisted teams. and (2]
beavier firepower (p 19

I Latn America and Europe larpe group
sitacks on nuciear facl:les have been
documented. viz.. the March 25,1971 sltace
by filteen terronists on the Atuche Alumy
Power Stetion in Argenting. {p. 20)

* * *the ETA. & Basgue separatis! terrornst
goup tn Spain. leunched nearly 300 sttachs
&gains! two NUCIeET planis under

detonated bombs, plasic expiosives. hand
grenade lsunchers end an'i-tank rockets The
stiaces resulted 1o more then $” millcain
demage (p 23)

Response. Thie NRC agrees tha!
terrorist groups larger than and with
beavier firepower than contemplated in
the design bas.s threat bave carr.ed out
operations in foreign nations. The
operations were carmed out tn netiuns
experiencing armed civil unrest. &
situation not prevalen! in the United
States. The NRC has not identified. 10
date any significant change or trend
Involving weapenry, group size. state
sponsorshup or targeting that warrants a
mod:fication of the desiyn basis threat
statements for NRC hicensed nuclear
power reactots If such & change were 1o
occur. the NRC response wouwa be
scaled to the immen.ary 200 scope of
the treat v

4 Excerpt The Commussion's regulations
exempt Lcensees fom protocting apeinst "te
effecis of sttecks and destructive acts
including sebotage. directed sppinst the
faciiity by an enemy of the Unsted States
whether & fore.g government or other
persons * * * " 10 CFR 8015 However
Petiucners understand that the Comrmussicn
does no! consider thus exclusion to extend 1o
terrorist groups which operate independenty
even though they may have sirong links to
and e support of foreign governments (p 6)

Response The NRC egrees with this
statement. Tho information on threats
and incidents routinely reviewed by the
NRC &nd considered in threat
apsessments as discussed in the
foregoing responses. includes ectivities
of terronst proups whuch operate
independently, but mey have strong
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links to and the support of foreign
governments.

$ Excerris The Commission also stated
that the defense i depth” concept nf
nuclesr =eacior cesign  mases|s| the
releasing of racipaciivity by acts of sabologe
diificult” end that the conseguences of
sabotsge would he less severe Lhen the
“guccessful cotonavon ol an it nuclear
expiosve deoce U 4L PR 81 10858 col 3. As
discussed :~“20 1n section C. tiese
cons: LotRhons Go not appesr vaad today
the udomen: of the Comm:zsion s own #taff
“NO Duisice experts. (p. T

The "unacceptabie damage” noted by
Sanc.a Nanona! Laoo siores snd patentislly
asssc.ated with & successiul turk bomb
gitan mex:mellv means the meidown of 8
NLGIDHE 1040 e telEvIng mariive
amo s of radicact vty comperadie to what
WOL.J OCCL 1 @ severe cocigent. The

Commis..on nas esiis ated in ie case of one
real Ty ine! @ seiote o cident oould resullin
v 01,7 D arute fataiiies. 300.000 latent
cancers _at KGO0 genietic effects. wisle
pecess . 2 viisre miuguuon esumated 10

cost H.5 Dulion ip. 31

Resprnse The NRC continues 10
believe that in goncral. the
consecuences of sabotaze would be less
severe than the conseguernces from
successful detonation of an illicit
nuclear explosine device, An ilhicit
nuciear explosive dovice would be
portable and could be directed sgainst a
heav.ly populated zrea or te directed
agairs! a seit of government and
detorated at & time selected for
max:mumn explosive effert All icensed
power rezctess ere fiaed MNoreover. as
discussed below the NRC does not
beiseve 1ia! the conscouenres referred
to in the pet.tion would appropristely
serve 58 a pnmany basis for formulation
of a desirn basis threat

The term "unaccepiable damage”, as
vsed in reports of the Sandia study upon
which the petitinner's truck bomb
argumen's are based. refers 1o the blast
effects on a concrets wzll zanel and is
in the section of the rzports that
discussed modeling of structural
responses tu far-Gicid blast waves. Itis
not trzd in the reports in the sense of
prec.inung on oilsiie releace,

Wk e vne can concivde that using the
ster i-cif distances descloped in this
report would ensure safety from e
prtertial truzk vonid treat, the report
¢res not suppost the corullary
conci.sicn ie., that & truck bomb,
plactd cioscr 19 the reactor, woul
necessanly result in a substantial
radio.zzical releass. The massive
structures. r2dundant sciety systems
and camage mitigation features of
curren!ly Licensed reactors cach provide
a8 ceriain. although unquantfied
meesure of protection against an
uncostroliable release of radicactive

matenal resulting from a truck bomb,
irrespective of stand-off distance.

Acceptance of 130 000 acute
fatalit'es # which 1s the worst case
presented in the document cited. implies
scceprance of each of the fellowing
propusitions as true

(1) Thzt & terrorist group favors
nuclesr reactor saboage over other
targets that exist in the US.

{2) That they construct 8 very large
truck bomb undetected;

{21 That indicators from terror:st
activity werldwide do not tngper
impieneatatiun of truck bomb
contingercy plans:

{4) Tizat the truck bemb is successfully
emrpiaced at a reactor and detonzi2d;

i3) That plas! dstance and s:ze are
sufficient to czuse sienificant damage;

{6) That the reactor bos been
operating 8t power for come time;

{7) Thit the react~r s red ndant s2fe-
shutdown systems ere &!! d svrled:

(8) That containment js wassivaly
breschea:

{2) That large quantities of
racicnuc’ides are released to the
stmosphere;

{10) That the wind and other
meterclogical conditions are favorable
to the worst case consequences:;

{11) That there is & large city nearby
ir & dewnwind direction; and

{12) That the local population, even
that pert nearest the reactor. ¢lects to
rema'n in place for seven days with no
mitigating measures.

The NKC considcrs the foreganing set
of gssumytions to be unlikely in the
extreme end not en ¢porooriate basis
for safeguards rulemaking

6 Excerpis Indeed NCl's Task Force
oembers unanumous!y conclud~d “thut 8
reactor acc.dent brough! about Ly temrorists,
even one rejeasing s pnificant ampunte of
racivecuvity, 18 by no means impieusible and
is technicaily feasible " (p 10)

Response. The NRC has accepted the
notion that reactor sabotage. with
rediclogical releases, is technically
fzasible for many years. Measures are
empicyed &t povwer reactars to protact
egamnst creible radiological sabotage
scena:ics. In the unlikely event of
radivloxical sabotage, da.nage control
and sccident mitigation measures would
likely iunit the amount of 1adioactivity
relessed.

7. Exceopt There hos already been ot lesse
one uncorfirmed threat of an iragi-sponsored

¥ This estirmate was reported in Supplement to
Preaf Eovirorgnento! Stetement. Sen Onofre Nuciess
Cenersting Stavon Unite  end 3 INURES-0e90),
dated january 1981 The comeapond ng estimete
teporied in the Fingl Environmenial Siatement. San
Onofre Nuclear Genersting Stetion Unite 2end 3
(NUREG4w)) deted April 1087 wre 30.000

sttack on a US nnclesr facility See
Comm:ssion, Preiimunary Noufication of
Threat or Unusual Occurrence—PNO- 80—
108 (Decemer 26 1990 Inoting ssserted lragy
bomb threet 10 the Vermont Yankee Nuciear
Power Plant) (p 10]

It should siso be noted that the number of
“safegunrds events  has been increesing 1n
the late 19808 8 disturbing trend indicaung
that 1he thought of sabotoge 18 in currency. if
not actually resl ced yet. See Commussion,
Scleguords Summary Even List (NUREG~
0525, Rev. 18) (Decerber 31, 1988) Tesumony
of Daniel Hirsch 1n Overei2hr Hear ngs st 52
an?t Fipures $ and 8 Hirach noted tha! as of
1908 “saispuards events.” including bamrh
hoaxes. (had| increased five-told since the
last revision 10 the desien bas's threat
regulations * * * (p. 1)

Resporse. The referenced Preliminary
Netificatuon (PNO-1-00-180, December
26. 1330) concerned en anonymous
phote call 1o the Covernor-elect of
Vermont stating that lragi troops were
going to bomb Vermont Yankee Nucicar
Pow-er Plamt. Al of the appropnzte law
enioicement ezencies were noufied of
the c2!l, including the Federal Burea. of
Investigation. On the basis of other
information available at the time. the
=aller's infarmation was deemed to be
non-cred:ble. Incidentally, there were a
number of other sabotage end attack
thrests to licenzees durirg the penod of
the recent Persian Gulf crisis. A hsting
of all such events for the period Augzust
2, 1989, to February 21, 1991, is prov.ded
{see appendiy). Ahhough there were &
substortisl number reported. none were
considered 1o be significant.

The NRC has reviewed the arsertion
that safeguarcs events. including bomb
hoaxes. have increased “five-fo!d” since
the “last revision to the dezign basis
threat regulations.” A number of i2ctors
substantially account for this inc: ase
First. NRT reporung requirementa, .,
the types of events that are requirsd to
be reported by NRC licensees, have
been expanded. As the nuclear industiy
has ir:plemented “Fitness for Duty™
programs, mote drug and alcohol-related
ever:'s have been reported. regardiess of
whether or not any additional nisk to the
tafe operstion of the faciliy was
involied. Second. more firearms L.s e
been cetected during required rozine
entry searches. although. typicall, no
malevolent intent towards facility wes
ident:fed. Third, the numnver of
opersting reactors has increased Juring
the past ten years, and thus. the rumber
of safegusrds-related evenis has
increased during the same penod

The Lifluence of event data reperted
in the Safepuards Summary Event L5t
{(NUREG~C52%) on the design basis
threat statements merits carelul
examination. Cleurly, the number of
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events slone repgrted in the list does not
sueorst a sienuiicant chanye has
OcCuwTed 1o ihe thresl envirpnment. Tae
NRCT considers g vanets of factors. the
most rmpJortant beinp demonstreted
pdversary chataClerignucs. in
determining e status of the desyn
basis tnres! sigtemern: for radiolopicel
saboizes The evenis rienthed in the
hist typicelly represent hosses, Le. non-
credibie threzts. or sOversan
characterisnucs inat fall well within the
bounds of the current design bamis
thres: siatemert for radiological
sabotape Therefore an incresae in the
number of reported evenis by nsell does
no! WETTan! & chanpe 10 Lhe Ces:gn basis
threats

8 Excess: While tpere hes no! been an
identied wiemneLong) 1eToris! threst 86 Vet
agains: domests licensed reacions. 1erTons's
bave been respons:bi¢ for move than one
third of non-U S reactor incigents in the
penod 18701854 As wes demonstrated by
the mrres! 0 1988 of severs Individuals
associates with the Symian Socislis! Netonal
Party whue allempung 1o sMugRie exDiOsIvVes
into the Unuted States the exusience of an
undetecied wnternsuons! terrornst threat in
the Uruted States 10cay s 3 possibiiity which
canno! be discounted. 3. 11)

Response The first sentence refers to
examples of e kinds of events that are
under contnwng rev:iew by Lhree!
evaluators &t NRC

The NRC agrees with the comment in
the second sentence “|tha! the|
internauonal terrorist Urest in the
United States 1oday 1s & possib.iity that
canno! oe discounted ” Toe NRC differs
from the petuoners oniy in the details
and leve! of response The NRC believes
tha! viglan! evaluation of terronis!
activites. supporied by current
protection leveis and contingenc:
plannung for even sironger proiection,
COnsuUtules BN Eleguale response

Inc:dentaliy. the expiosive involved in
the cited smmugsling wncident was
contained i 8 band-carmed satchrl and
was of 8 sthall guanut

® Eaces s Toe use of truck bombe hes
become & wouc of chowce for terroniais The
TBCUC 15 8 FaVE Lares! 10 CIVUIAn power
plaris * * *.{p 3

W le thus Petiuon focuses primariiy on
truch bombs 1t it aiso sesential 1o protec!
agpainst 5=z bombs Many nuciesr power
plarts ere loceied adiacen! 1o witer anc are
thus &° teh from atieca by bost (p 10

Respomse Truck bembs with,
explosive mass sufliciert to pose &
chalicrnge to power reactors heve been
used in the M.ddle East. In the US. there
hes been only one known incident of a
lerge truck homb [Mat Leb. Wisconsin,
(1€70)]. There 18 no information that a
group currently exists within the (1.5
that has both the capability and

motia:on 10 catTy out & truck {or boat)
bomi: ¢eronation sufhicientiv near
POWET teactyr whici: tould cegee
significgnt €amare Al houph tiir
lixelinood of 8 truck bomb even' 3
considered 10 be too jow to warrant 8
chenge 1v the aesign basis threa! for
redioiopraz! sebotage. conuneency plans
were putin plece as 8 pruden! response
The hikel:hood of & boat bomb is
consiaered 1o be ruch less than that of
¢ truck boxd which inself s onlyv @
remote possihility, Accoramply. 8
regurement for protectinn apains! boat
bombs :s consiuered unjustified

10 Excespr * * *in Western Evcupe
nuciesr prwer plants o=e protecied spains!
truck boaribs by rerrforced fences and welis
fp 11]

Resoonse The NRC perticipates €S &
member of the interagency US. Prysical
Protection Review Team which conducts
techrucel exhanges 0 policies. prachces
and procedures for phvsicel protection
of nuciear metene! anc facilities with
foregn governments that receive US
orig:n nuclear material. The information
derived from exchanges is ciass:fied
(foreign government resincted
informetion) According!v. the NRC
cennot discuss specific safeguards
planning or programs used by foreign
enttes However there 1s general
agreement between the U.S and ite
nuclesr trading partners regarding the
leve! ol physice! protection that is
prudent {or operating power reactars
All pariies commit 1o the physics!
protection criteria recommendsd by the
International Atomic Energy Agency in
1ts publication INFIRC /225 Rev. 2 &nd
mary including the US,, po bevond
these munnwm provisions

11 Excerpis Although tbe Comzussion hes
been pware of tus Uires! (Truch bomb) 8!
ieast nince 1wos noeneldic.ess 1 has GO0
responced sufl ety 1o Gate tp 11}

Aserriy as 1964 the Commussiin stel!
recommended modification of the gesign
bas:s thres! to mciude the use of Tuck bombs
by an agdiemseny. poung ““Toe uwe of 8 vehicie
bomb against 8 nuciesr feiity ir 8 feesibie
form of sttacs ' {p 13}

Toe Comm:ss:on 6 rerponse 10 198
recoonizes truts bomh trires’ has been
woeio v geficent While 8 Commussior 188
sumves of the Defense Depariment the Secre!
Service. the State Deperiment. and the
Department of Exers founc the! (s}l four
aprncies beleve thet tne “truch bomb” threet
i the 1S 16 sufficeent 10 promp? action” and
had “implemented measutes 10 counier the
threa’ “* * * the Comm.ssion only
determined g! the! tume 10 study e issue and
delay scuon (p. 15)

Some #1x years after ident:ficetion of the
threal on Apri! 28 1888 the Commussion
finaiiy respunded by doirg no more than
tssulrg 8 “Generic Letier (No 8807) which
calls ior hoensees to develop “contingency
plans” 1o des! with the truck bomb threat

based upon a contrecior reho™ Tne Gener:
Letier does not reqaire jicensees 1o jan am
permansnt measures SFAINST VLI DOMLS
over. thuugh it 1 far from sest wheine!
Lrensees will heve syt icient WL ume
8 particuict terTonst action 1o imnie:
¢ffective contngency Luans (p ¢

The truck bomd threst ® not kel w
disappear. Snort-term expriients such u»
those refliected in Genenc Letter o B3G7
simply de no! ageguately adaress thes thres!
esher {aur the near or longer tem [ 38

Reeponse. NRC's design basis threals
serve three purposes They are used 10
develop reguletory requirements. they
provide & standard with which to
measurc chenpes in the real threa!
environment, and they proviae o
standard for evaluation of impiemenied
svsiems. The 1883 bombings in the
Middie East were cleariv bevond the
capebilities attmbuted io the cesim
basis thrects, and this recognition
trigeered NRC stafi sction

A first step was 10 determine the
effects of large scale explosive sttacks
on hicensed tacilities including power
reaciors Before the resuits of the stucy
were known, but with general
awereness of the damage high
explosives can cause 10 structures. the
NRC safeguards steff concluded thet to
be prudent. an immediate effort was
warranted. including the development of
protection requirements. defensive
strategies, and guidance on vehicie
bermers. This action wes being taken
while the LIS intelligence agencies were
gathering and assessing intelligence
wnformation on the origin end geographic
extent of this new nype of threst &s well
as the kinds and quantities of explosives
involved Subseguenty based or
information received from thess
intellipence agencies. i1 cuichly became
apparent that the threa! of vehicle homb
atiecks 1 the continentz! L'S was no!
immnent, and NRC s1afi resources were
red:irected awey from immediate
reguiatory sctions to a broader based
assessment of the entire 1ssue The truch
bombings in the Middie East occurred in
nations expenencing armed Civil untes!
8 fituation not prevelentinthe US
Subseauently. the tuck bom®: threat s
the U.S wus evaluated in gepih ard
aliematves for dealing withat were
developed Nope of the information
developed was interpreted as indicatinvg
of 8 need for immedizte action: &!so
permenent measutes were considerer
but were deemed tnappropnete Power
reactor hcensees were reguired by
Generic Letter 88-07 to develop
contingency plans for providing
protection against truck bombs under
short notice. and to confirm in writing
that they had included the threat of o
vehicle bomb in therr contingency

P TN RERRREE NS
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planning The NRC stafi venfied that
coniirmations were ~ece:ved {rom
licensees tnat these contingenny plan
had been developed. Temporary
Instruction 25157192 (T] 2515/102),

“Land Vehicle Bomb Conungenq
Procedures Verification,” was issued on
Novemroer 23, 1963 The purpose of Tl
2515/102 was ‘o provide palicy guidance
for NRC regional siaff to veniy that
power reactar hicensees have performed
the contingency planning req.u'ed by
Gener ¢ Lwr- 8507 Tre otiective cf T
2515, 122 was 10 ver.fy that the
hcensee's conurgency planning
consicored short-term gctions that could
be tarcn o precest avams' ttempted
radiol .o lsoiotaze tnvolving & land
vehit ¢ t."‘ 's.r" a threet were 10
materia.ze aspect.ons were completed
at @l operzing power reacior sites. For
€acn power feactor site, ARC inspectors
voriied that the | censee's safeguards
conlinzency procedures addressed the
abiny o srenond to an NPC reuest 10
implement £ 21-%rm CORtngoncy
Measures anu Lue consee has
determined that any resources or
equipment needed to implement shem-
tange contingency measures woiid be
@vaLable

As roted in the petition, the NRC

consuited with the Defense Department,
the Secret Service, the State
Department. and the Department of
Energ}- The NEC considered the extent
of the protective measures they
implemented in relation to the pretective
measures that were already in piace at
power reactors, The consullations were
cond.cted a8 an informal infermation
gathering by the NRC staff. It was
reaiized at the tima of the consultations
that 2 ugencies contacted did not. in
mest cases. have largets analogous to
those protected under NRC regulation or
with comparatle consequences to @
postulated truck bomb sttack. Becavse
of this. 1t was judped reasonable that
Federa) agency response 10 the truck
bomd issue m:ght be agency-specific.
Nothing was found that called for
immediate acditional measures to
protect saainst truck bombs at power
reaciors The NRC threat evalustion
staff remains vigilant in its continuing
search for indications of 8 truck bomb
threat. The NRC continues to believe
that. since the hxelihood of such events
is considered to be xo low, the ertions
taken constitute sn appropriate
response.

12 Zucerpts The Comemission's lailure to
protect aganst iruck bombs 8! power plants
stands in contrast 1o 11s approsch for
protectng fue! facilites Almost three years
ago. the Commussion determuned it was
appropriate (o slier the design basis threst
for theft 10 inciude use of land vehicles by

putent.a! adversaries atiempting 10 commn &
theft * * * Such esvmmetry is nonsensical
Losicals the Commission canrot
sthnowledrer “the possible use of land
vehicies for ureschung of pennmercr

barriers —precisely the modus operanci of @
potential truck-bumd altacker—without
echnowlecging the possibility of such an
sttack &t icensed reaciora (p. 17)

The current stancard is somewhat
ambiguous besause it does not specifically
wclude @ reference 1o vehicular suppun. ie.,
Atiachers emving by means other then foot,
Che:rman Zech stated duning the 1908
oversiznt heannps. “NRC's desien hasie
threat inciudes any modo of ranenor s tione—
¥V mode of transponanon-—=to get 10 the
siie. or rovgh the perimeter bermer Our
des'gn Las's Loeat gssumes g7y ronge that
cowvid g1 throueh the parner—_»r hoat. truck
or snother method of tranaportanon ™ * * ¢
Plainly the cesign basia threet itse f should
explicet'y recognize thie prospect (3 19)

Response. The NRC distinguishes
between (1) theit of high enr:ched
uranium from a fuel fnu.t) &nd (2)
Yediniogical Babiotage of 8 power
reactor As discussed under the
response 10 Excerpt No. 5. the theft
might support an illicit nuclear explosive
device with the potental for higher
conseguences then those from
radivlogicel sabotage. An illicit nuclear
expinsive device wouid be pertable and
could be directed against @ heavily
populated area or be directed egrinst 8
seat of government and detonated st a
time selected for maximum explosive
effect. An adversary contempialing theft
wouid be prepared and equipped
dilferently from how he cr she would be
if cortemplating radiclogical subotage.
The comuinat:on of th=se factors and
other considerations (descnbed below)
leads to a design basis threat for theft
that difters from that for radiological
sabotage

Decause ¥ could be used in gn illict
nuclear explosive device, significant
quantities of special nuclear material
{such &s high enriched urenium) must be
protected rigorously agamnst theft. This
material exis!s gt certain fachities
administered by the Department of
Energy (DOE) and 2t certain facilities
licensed by the NRC. The two egencies
ceordina‘e to carry out & policy of
maintaining fully adequate and
essertially equivaient safeguards
systems Duning 1668, thus policy led the
NRC to revise its design basis threat for
theit of materials from high ennched
fuel facilities 10 include land vehicles
used for transporting personnel, and
thair hand-camicd equipment,

A vomparability review of the
proiection programs for power resctor
facilities has not been conducted
because DOE deiense-related reactors
are fundamentally different from

commercial units in sitirg. functon,
design, size. nuclear fuel used, safcty
systems, and operations.

All power reactors operating in the
U.S. use low enriched fuel There is no
high enniched uraruum at these sites.
Thus. vehicle derual barmers are not
required to protect sgainst thef: &t
Cperaling power reactor sites.

The NRC interpretation of the design
basis threat for rediclogical sabotage of
reaciors does not preclude sdverzanes’
use of vehuzles, other than truck bombs,
for trampomncn and for breachirg
protected arca barmers. The
interpretation also allows for boats
(other than bnat bombs) for
transportation and for breaching the
barmers. The protection svstem 12
designed independent of the type of
su-face vehicle The vehicle, whatever
its tvpe. would be detected by intrusion
alarms when it crosses the barmer No
delay time 1s credited for the bamer. In
resnonse 10 ;:" 1sons taken by the
petisioner and scepported by some
commenters, one could modify the
design basis threal 10 express s
interpretation. The modification.
however, would not affect the high level
of protection already provided.

13 Exceryt Such protections sgawnst truck
bomts can be schicved ai relatively low cost.
The Comuussion estimated in 1985 for
example. that @ vehicle genial sysiem for
rosdwav access would cost onlv ebout
$100 DOC-$200.000 per facility to nstall and
$10.000-520.000 annually to maintain while a
perimeter gocess denial system would only
cost $500.000-81 000 000 per facility to install
end $25.000-850 000 annusily 10 mentain.
¢ * * Indeed. the pnce of protection seems
small and well worth it. considering the
catestrophic consequences that could be
assccated with successhul sabotage.
inclnding significent ofisie radicecuve
relesses and the crippling of 8 power plunt
(p. 18]

Pesponse Among the issues
considered by the NRC during its
deliberations on the vehicle bomb were
the provisions of the Commission’s
backfit rule. The rule states in 10 CFR
50.109(a)(3) that the Commission can
requite backfitting when it determines
that there is & substantial increase in the
overall protection of the putlic health
and sefety or the common defense and
security 1o be derived from the backfit,
and that the direct and indirect costs of
implementation for that facility are
justified in view of this incressed
protecton. Contrary to the bel.ef of the
pettioner and supported by some
commentess, the NRC concluded that
the vehicle deniel system referred to in
this excerpt would not provide 8
substantial increese in the oversll
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protestion of the public health and
safety. Cost wes not g ceciding factor
ioccentally Uie doliar values stated
by the peutioner fur perimeter access
denial ure not representative of the
cos's of providing standoff distances
beyond the exusting protected area, 88
could be required to assure proteclion
spens! “exp.osives for use as tools of
entry or for otherwise Gestroving
reactor. faclity, tansporier. or
net aniegT. 'y or featurus of the
saleguaras sysiem. 1o guantities
transportabie by vehicle " (Page 22, the
Petition ) In scme cases, significant
addtionzal expenditures wouid be
necessary for (un certa.n cases) purctase
of land reloczaton of ruads and parking
lots. add:tional leagtn of barrier
struciires, and means 1o monitor the
imntegr'y of the harmer These faciors
could 6dc substanlally 10 the costs
stated for the periuesier sysiem

Vi Statement of Denia!

The Commuss:an has considered the
petition. the public comments, and the
NRC stafl evalvauon set forth in thus
notce The Comamission concludes that
there has been no change in the
domesuc Wureat since the design basis
threct was adopted that would justify @
change in the design basis threst
Accordingly. the petitioners’ reguest to
mod:fv the deswn basis threat for
rad:olop cel sabotare s sot forth in 10
CFR 731 is berepy denied

Detel &t Rocaviie Mar and. this 51h dey
of June 193;

Samuel | Chull

Secewery of tre Commissior

Appendian-Lisun: rf Sabotape and Attach
Thrects to NRC Licenscss for the Penod
Augost 2 1990 ebruary 27 1981
1 Dae G5 28 &0
S0 Mare Yaniee Mane Yankee Alomic
bFowe: Comranm . Lirizon Courty. ME
Source Licenses s Coporete O% ce
Trrezt A1 340 pom. an ursubstantated
boxl reet wae rece ved gt the
corparete office
Azios The Maaoe State Polige, the
Aurosie Pooze and we FBi wer s

oletos Licensee anc the police
de'ermimned 1ne thewat wes nuncred ble
No furiner action gue to the vagueness of
L tireal
2 De's 0. 22/%0
Site Geowie Nuciear Pients
Sourte Desslt Counny Snerdls Oflice
through te P
Thres: An srinymous female telephoned
the Derals County SneriiTs O ize 8t the
Cousisouse in Decstur Georgia ard
previded & partially unintelhypbie
meskage regarding ar aliedged
kidneppung et oucurred ot Sione
Mounwin. Ceorgia. o an unspecified
dele The brie! message was covered

by the Sher!ls Deperimert Rodiu 1780
gasing the name of the ellegea virtim
wrd suncushabie. The cailer staied tha!
if Uie unhnown VICHM was not retyrned
1o Sione Meumtamn “they would ipnite” n
nucica: power piant o George The
nuciear power plan! 1o be tergetnd was
not specified INRC-Licensed facihities 1n
Georais inciude Hatcn 1 and 2 end
Vowtie 1 and 2)

Acuon Ao scuon reguited

Resoiuion The Sherd! s deperunent
beirves the hicnepped novidual misy
refer 10 someone incercerated in the
Swene Mountein Correztional Facuility, @
MedidT BeCUnTy State praiteruan
located in Srone Mourtain. Ceorpia. The
Fil pians no further action

3 Dete 12,250

Site. Vermon! Yenaee Vermont Yanser
Nuci=ar i'ower Corporation. Vi indham
County VT

Source Governorelect of Verman:

Thre:: A1530pm. the GCovernor-eingt of

Vermont recerved 8 teiephone ca'l from s

mee who stated tha! the rag
ROVErImEn! WRs RO 10 biew up the
Vermon! YeThee RuCiesT Power pLan!

Action The icensee wes not fed through
the state 800 luca! pouce &nd es &
PrecayiionETy messure increased
security st the faciliny Diner nuclear
plenis in the Yankee system were aiso
nothed

Rescluuon: The licenser and police
determined the threot wae noncredibile

4 Date 01 0/

Site. Trojen

Source Bonner Ue Fower Autuority (BFA)

Threst BPA rece'ved & letter from s
woman who stated the! “In the new
world God would destrov dams cos'-
fired plants o' Sred plants. and nuclenr
power plents PGE 10 the devtl pnd wil
be aremoves by God within three
mor'ne

Acuon DPA noulied the Poruand Geners!
Electic Compeny load dispatcher whno
1 teen potified the Trojarn Tiar:
Superinier dor

Resuivtion The Licenser determied the
threat wis noncTec .t @ The iptier woiter
was krown by the O~egon police 1o be
men'alivael 8as no thees! 10 sonirty

5 Dete 01/20%0

Site: Trensoussion line

Source Consumers bower

Threa! NCR Region 1l was notifed by
Consuioers Power, that the Canad.en
Power Contrgl Led received 8 telephouic
borh thres! 1o destrus the new
transmuesion line from Detror* Edison
fowner) 10 Ontenio Hygroelectne Tre
horot wes 92! 10 0 010 in 36 boars

Actior The FB was nonied and Detroit
Ecison wes contacted

Resoiution Mo bomt wes found

6. Date 01/1210;

Sute Ha'cn Georgia Power Compan)
App.ing County. CA

Source Georgis Power Compan;

Threa! WKC Regron U received o ca!l from
Georpia Pows:r sdviaing the! 811220 am
on january 12 1997 en individua! drove
up o Heich s Gete 1 (owner<ontrolied

ares ) in gn 16 wheeler and asked 10 see 8

plan: operator regarding # privutt
business desling W her toig the pperatir
would ot be 8t work until jenuary 15
10791 the criver stuttd ne mould he bachk
Anter he potmn ine wuch he glgled .
i 1 pulled the wares 10 disulie the vehitle
and losded 1t with explosves §oouid g0
somethin;
Action The loga! isw enforcement gringy
and the FBI were net fie 4
Resolction On lanuery 36 1961 the devee
wus ifentihied and his name war prven
o tre Sherfl s ofiice He was arented un
unrcisted theft charges Ao furither action
was planned by the oer s
? Daie M358
Site Pulo Verde, Anizene 1'cldic Sorvige
Compary. Manicopa Costoy. AZ
Source Corporatior Offices P sy, AL
Three!: At §15 am. the swilthti.r
operator at the Comoration O s
Prioenix. Arizona. received g ool frum ¢
muie beleved 10 Y Sl vears 0l0 win
siated I m geing 16 biow e place svy
bugh”
Action Ne action tehen
Resoivtinn Licensee ge'ermmed the threw:
was nonerediloue
8 Date 01/12/8:
Site Brunswich. Caroling Fow ¢r and Lagh
Company Brunswick County NC
Source. Brurswich Nuciesr Power Visitors
Ceater
Thres! At 1108 a.m. the Brunswick
Nuoclear Power Plar: Visitors Center
received 8 call from 5 mele believed to
be Southom. who se 't 1n & Taspy voiue
“You bad petter evecuate the plan?
because we are goung 1o biow up Sunmy
P (miitery mononuclesr faciity loceted
nicar Brunswice | 1o0ey
Acnon Brunswics and Sunny Pt faciliues
were noufied &s well ow Lhe FEJ
Resoiction Licensee derermined the thres®
was nonoredible
#® Dete M1 15'M
Site Wolfl Creex Kensas Gas und Flpcoen
Companrsy Cofier Counts KS
Source hansas Buresu of Invesupatio
Theeat At 250 par the Liceasee wes
notled ov the hansas bureas ¢,
investigeion that thes were called hy @
femate with secongnend irformetinn the!
someone of irag cescent worked st My!
Creer. end if nis courtry is invaded, be
will pabotage the posr'
Actior Tne FB! was nonfied
Resoivtion Secu=tv of vite: 801 Pme=1 wis
heightener Reswlt of boeineee
INVESLEELION WK DERe T ¢
10 Dawec 0 16 ':
Site Devis-besse. Tolewo Edison Compan,
Otewn Counny. OH
Sourze. Licensee
Thres! At ¥4 am . the licensce reporie?
tha! whe! eppeare 10 be & bord {Gires
oticks of unknown meteniel ne powe:
source. anc no tevung device | had been
found i # cob.ne! arawer in &
muintenance buiidng which s physically
removed from any vitel areas but within
the protecied ares
Acuon Site security responded snd
reporied it appesred 1o be & hosx. by
the response conunued s &
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procavtcanty mensure Lovul lnw
enforcement oThiciels responded and the
T was noulied
Rovoletion Ar 1114 8 m. the obiect was
wdent fed by the licensee 8% & " securi'y
treining device  made by one of tha
security cilicers
11 Dute 01/i6 91
€06 McGuire, Duke Power Company
Neoidenburg Couniy. KNC
Cource ©ose Power
T reat Dike Dower called KU 10 deny
rimoes corcletind in North Caonling thet
McGuire was unger attack by I
Acusn rBl was notled
Resgiutorn. Rumors were (2ise
12 Date: 01/17 /91
Site: Brunswick. Corviina Power and Lignt
Cemrpeny. Drunawich Cocaty, INK
Source lucensce
Threat A13.26 @ the hoensee recoined
sn pranymieus teleptane call roman
i gzl onoan sutside | ne who sard
Want vou pecsie to know 600 hours. 1
will go off Two C-4 planted ang they
wulgooil
Azton The FBI was noufied. The licensee
180 & *2a o wilh hegalive resL's
v The Licensee determinod the

Sae Byron Co~monwea!'t Edison
Comzeny. Ogie County IL
Sowce Commonwealin Egison Company
Threat The Rous River Division
{Con.manwea th Edison) received &n
aaony mous 1elepnone call whuch
threatened 4 bomb expliosion et ByTon in
seven munutes, Earlier oo the morang.
Pock Kiver rezeived snolier enonymous
1eiephoe oall wrach threatened & bomb
s tack apuins ! @ substetion 1 Rockford
ois
n & gezsch was conducted with
negatve resls
Resuiv . on: The hoensee delirmined the
threa! was noncredib.e The calier was
igrnt . Led a3 &0 urslalle pessunanty who
Led made seves or e1gnt C1US Over
seversl daye 1o non-enermy faciites A
wa=~ant has been issued for bis arres!
14 Date 7 20/81
Site Browns Ferry Tonnessee Valley
Authosy. L:mvestone County. AL
Souvrce Tennessee Valley Aclhority
Towal Atildd e, e memm TVA
switshboard in Chattanoogs, Tennessee,
seceed e cull frue an aridentiied male
vhoeated “A black Csdilucors
*.issan truck 19 on the way to Drovrs
Feery witl g bosd”
Acticn The FBI was notified. The Licensee
moirteinied De.ghlenel Bwareness
Reso'uion The Liceneee determined the
arvs was nancredible
13 Dar £1723.90
Sie San Oxzfre. Southera Califurria
Ldisen Company. San Dirzo County. CA
Source California State H ghway Petrol
Oceanside
Threat At 8:50 pm. the Cullfornia State
1ighway Pairol Oceansioe received 8
rail from an individusl who stuied
“There s & bomb at Sen Unofre.”
Action The SheriT s Office und San
Onofre were notified The Licensee

clost ¢ ad Lut tie south gete. searched
verucies &' the south gute, and
beightoned suourity The SherifT's
Devariment gispeiched a petral car with
fing ooge to the sie. The FBI
was not fied
Resuluton The FBI determined the thres!
waes noncreg:Lie and notified the
hoen-ee
18 Date: (1.29/890
Sie: .o, Communwrslta Edison
Compasy. Leke County 1L
Source I om Polive Depariment
Tnreat Tre Zion Police Deparnnent
t:ceived @ wephone call homen
inda dual who steted. “There's @ homb
gz e 3t the Iocal MucDunkids ™ A
short 1'me ister g secord ool stated 1
ses ynu re rot doong anyiur s about the
Lomt #t aecDonalds or the ore a1 the
Z.28 \pciear Power Plant™
Action Tre FBl wae notified
Resniiton Tre icensee and the pulice
Getemmuns 2 the threat was nonrredibie
12 Deie 01°23/81
Site Tusbey Point, Flunda Power and Light
Company Dade County, FL
Sourse Dace County Metropoiiten Police
Depa=tmoont
Threat During the evening. Dade Cournty
Metrops tan Police Department received
an arorymous cal from anindividual
who sieied he wes with lrag
Intermational” and an arpiane wouid
mb Turkey Pont st 8 .10
Acrtion Tue call wes traced to 8 pay
teiephone &t a K-Mart but no suspect
wae identfied The Dade Police notified
the L censee The FBI wor notfied
Resoiuticn The Linensee and the police
determined the threat! was noncredibie
18 Date 017243
Site
New Yok
Source New Yore City Police Depertment
Threat A1 150 pm. the New York City
Pulice Dzpariment advised tiat tiey
received a c3l! from an individual who
stated at @ homd would go off inten
miruios o0 the 20d floor of the
Consclidated Fdson Corporate Offices
Action: A sewrch wes conducted with
nepsive res iy
Reso.ution: No mention was made of an
NRC-Lizensed {aciny
18 Date 012381
Site: Turkey Point Fioride Power and Light
Caoinnany. Dade County, FL
Source ATsT
Threzt At 1125 am., ATST received a csll
frnz & maie voith 8 foreign sceent, who
sa:d he nreded natls and 8 harmomer 10
bomt the Turkev Foint plent
Actuur ATAT traced the cull 10 8 local
res:dence i Hollywooao Fioriga. The
licensee contscied the local luw
e iorzement agency and the FEL
Resolutcn The ictal law enjorcement
ggency nvestigetion determined the call
wen made by an 18- year-old es & prank
20 Date 01/23'n
Site Oregon Siate University. Oregon
Source The Univermty
Thres: A!S 5. the University received &
genersl bomb threat which steled.
“Bowbs will go off st several pleces
ncluding Oregon State University.”

bt an

saenlicated Edison Corporate Office.

Action The rescior was shut down A
search was conducied with negative
resulls

Resolution The University determuned the
thres! was noncredibie

21 Dote 01/25'?

Site: Davis-Besse. Toledo Edison Company,
Ottawa County OH

Source Licensee

Threat NEC Region 111 was not:lied that an
ndivicual waiked into the Ldison Plaza
Shopp.rg Center. Teleds, Ohio end
threntened o biil all Toledo Edison
employees end destroy Toledo Edison
eguinment

Actios Bl noufied

Pesoluhon The individial was know to
the local police ae e had magde previous
threats. The L censee filed s comploint @
warant wes issued. the mon was
srested and jalied

22 Date 21/50 0

Site. Limerok Fhiladelphia Eleatric
Company Mentgomery County. PA

Source L. censes

Threat A1 347 pam.. the switchboard in 8
ronprotecied ares, recoived 8 telephone
call form an anonymous ind:vidual who
sa:d. "l put » Dorop there that! s going 1o
blow up "

Action The lucal police were notifed. A
search was conducted with negative
resuits

Resalution The caller wan believed 1o be a
bov. about -8 years old The Lcensee
and police dztermuned the threa! was
sencred.b.e

23 Date ;13181

Site: Manhsttes Coliege, New York

Souwrce. Manhattan College

Threst At 12 poon an anonymous bomb
thres! was rece)ved against 8 buiiding st
Manhatian College. Riverdale, New
Yora housing @ NONpoOwer reacior

Acton: The local puhice uepariment
resporded A search was congucted with
nege Ve results

Resoluuon The College snd police
determined the thres! was noncredibie.

SiDae iAW1

Site Azianses Arkansas Power and Light
Compuny. o= County, AR

Source FBI Ofiice Little Rook, Arhansas

Threst The FBI Office. Little Rock.
Artznsas recerved @n gnommMous
ielephone eall from an mdividual who
s'ated et Arsenisis Nucleer One wae
going tu be Lt

Action The Licensee was notified and
increased seourty.

Resolution F3I determined the threat wad
noncrod:bie

25 Date 0206’0

Site: San Onvire. Southern Ce'ifornia
Fdison Compeny. San Ciwgo County CA

Source Licensee

Threst Sometims between 4 0 o on
February § 1981 end 730 e m on
February 6 1991 the bicenses recorded &
message Cn D answenng machine which
said “The whole place i going 10 blow
w9 todey.”

Action The FB! wes noufied A copy of the
tepe wes provided (o the FBL

e P P— PRV S—
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Resolution The FBI determuned the threst
wis noncred ble
28 Date C2'4'TY
Site Cozper Nelreshe Public Power
Disinct Nemahs County NE
Source Sher T Aubu=n Nebraske
Threat Tre local sheni! in Aubum
Nebress g rece:ved an enonymous bomb
throat epains! the iocel hosprial end
ape:ns: Cooper which saud. "A bomb will
gc oif 1 28 Tunures :
Acupt A sestch was conducted with
DejauVe TRELIS
Resciution The licencee determined the
threa! wzs noncrecitie
27 Dste 0. 18/21
Site US Embessy Crnawa. Canads
Sowce 75!
Thuee! ~oe US Arzbessador received an
anJn: c.ous Sureat lener that alicded to
verious wwezsl acuvities such ae drug
dea.ng and prostitutien end contained
threcis cgainst the U S, including e
Cues! of Meleua’on hemohaze & washes
into U'S nuciear powe: plants b)
expios ie lasen planes, i lrag mas
2d by US forces
Acticn Tre Rova! Cened.an Mounted
Police MNP end the FBI wese notified
Resolution The RCMP and the FB!
determined through their investgation
thet the tireat agains! nuclear facilities
was noncredibie
28 Date 02/21/7
Site: Uriversity of Utah. Utab
Source Loca! Police Department
Threat A! 705 s m.. the locel pelice
department noufied the University of 8
bomd threst aza.nst te Memili
Exgineerg Buiding The thres! was not
direzicd sgainst the Tnga reactor which
s lccated on the fuost fioor
Action A searcn wos concducied with
NEEsTVe resy ‘s
Reso.ition The Loensee snd police
getermined e threat wes noncredible

[FR Doc €:-33808 Fued 81081 B4% a1
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Before the
UNITED STATES NUCLEAR
REGULATORY COMMISSION
Washington, D. C. 20555

IN THE MATTER OF PROPOSED
INSTITUTION OF INDIVIDUAL
PLANT EXAMINATION PROGRAM
TO EVALUATE THE MARGIN OF
NUCLEAR POWER REACTORS TO
WITHSTAND SAFEGUARDS EVENTS
BEYOND THE CURRENT DESIGN
BASIS

DOCKET NO.______

e e

TO: EXECUTIVE DIRECTOR FOR OPERATIONS

REQUEST FOR ACTION

Pursuant to 10 C.F.R. § 2.206, the Nuclear Control Institute
("NCI") and the Committee to Bridge the Gap ("CBG")
{(collectively, "Petitioners") request the U.S. Nuclear Regulatory
Commission (the "Commission" or the "NRC") to institute an
individual plant examination program, under which it would
regquest nuclear power plant licensees (a) tc assess the ability
of each licensed facility to withstand an attack by explosives-
laden surface vehicles ("truck and boat bombs") and by a larger
number cof attackers using mcre sophisticated weapons than
contemplated in the current design basis threat, and (b) to
report to the Commission any plant-specific vulnerabilities
identified in this assessment that imply that the specific
facility may be particularly vulnerable, in the sense that its

margin to withstand attacks above the current design basis threat

Pt Pt EDOR B2



is not large, or perhaps does not exist. The interests of NCI
and CBG in this matter and the rationale for the program they

propose are set forth below.

The Interests cf Petitioners

NCI 1s a non-profit corporation, organized and existing under
the laws of the District of Columbia, with its principal place of
business at 1000 Connecticut Avenue, N.W., Suite 704, Washington,
D.C. 20036. NCI is an independent policy research center that
was established in 1981 to monitor nuclear programs in the United
States and other countries. It develops strategies for
preventing the spread and reversing the growth of nuclear
armaments. In particular, it seeks to increase understanding by
policymakers and the public of risks associated with introducing
into civilian nuclear programs the mate¢rials essential to
building nuclear weapons. Alsoc, NCI explores apprcaches to
reducing the existing nuclear arsenals that are helpful to
prevention of nuclear proliferation and terrorism. In 1985,
along with the State University of New York Institute for Studies
in International Terrorism, NCI sponsored a multi-disciplinary,
internaticnally-attended Conference on nuclear terrorism and
thereafter created an International Task Force on Prevention of
Nuclear Terrorism, comprised of 26 experts from nine countries.
These initiatives resulted in two books: Leventhal and

Alexander, eds., Nuclear Terrorism: Defining the Threat




(Pergamon, 1986), and Leventhal and Alexander, eds., Preventing

Nuclear Terrorism (Lexingtcon, 1987). Among cther matters, the

150 participants in the Conference and the 26 Task Force members
identified deficiencies and urged improvement in protections

against sabotage at reactors and other nuclear facilities.

CBG is a non-profit corpcration, corganized and existing under
the laws of the State of California, with its principal place of
business at 1637 Butler Avenue, Suite 203, Los Angeles,
California 90025. CBC engages in public policy advocacy and
research, and it is particularly concerned with nuclear safety
and the threat of nuclear terrorism. As an intervenor in a
Commissicn proceeding (Docket No. 50-142), CBG successfully
challenged the relicensing of one reactor based in part on
weaknesses in site security. As one result of CBG's efforts to
enhance security, barriers to vehicular access were temporarily
installed at the site during a period of particular tension. CBG
has continued to seek improvements in reactor safety and
security, including, in particular, the elimination of

unnecessary use of weapons-g.ade reactor fuel.

Both NCI and CBG joined in a Petition for Rulemaking to the
Commission on January 11, 1991 (PRM-73-9), seeking an upgrade in
the design basis threat for radiological sabotage of nuclear

reactors as currently set forth in 10 C.F.R. § 73.1. The



Commission denied this Petition on June 11, 1991 (56 Fed. Reg.

26782).1

II. The Rationale for the Request

Even though the Commission has denied the NCI/CBG Petition
for Rulemaking, Petitioners believe that action short of a change
in the design basis threat fcor radioclogical sabotage remains
appropriate. They submit, in particular, that the Commission
should institute an individual plant examination program for
terrorist-induced events similar to that being carried ocut for

inadvertent accidents beyond the design basis.

(a) The IPE Program

Several years ago, in its Severe Accident Policy
Statement, the Commission made two important findings concerning
inadvertent accidents: first, "On the basis of currently
available information,... that existing plants pose no unﬁue risk
to public health and safety and ... [there is] no present basis
for immediate action on generic rulemaking or other regulatory
changes for these plants because of severe accident risk;" and,

second, based on NRC and industry experience with plant-specific

1/ Petitioners’' concurrent reguest for emergency implementation
cf utility contingency plans was denied by the Director of
the Office of Nuclear Material Safety and Safeguards on
January 15, 1991 (DD-91-1).



probabilistic risk assessments ("PRAs"), that it is prudent to
implement "a systemic safety evaluation of existing plants to
determine whether particular accident vulnerabilities are present
and what cost-effective changes are desirable tc ensure that

there is no undue risk to public health and safety."?

In the area of inadvertent accidents, this Commission Policy
Statement led to the NRC's “"Individual Plant Examination" ("IPE")
Program, embodied in Generic Letter 88-20 (November 23, 1988),
under which plants are evaluating their ability to withstand
accident scenarios that could arise but are beyond the design
basis under which the plants are currently licensed. This
Program has recently been expanded to include severe accidents
generated by external events such as earthguakes, fires,
tornadoes, floods and transportation and nearby facility
accidents.3 Generic Letter BB-20 is an information reguest
under 10 C.F.R. § 50.54 (f). To satisfy this information
request, individual licensees will be performing and submitting
to the NRC plant-specific analyses that will examine potential
accident scenarios beyond the current design basis; identify
plant-specific issues that could represent potential
vulnerabilities; and indicate any available modifications that

could enhance each plant's overall safety.

2/ 50 Fed. Reg. 32138 (August 8, 1985).

3/ Generic Letter B8-20, Supplement #4, 56 Fed. Reg. 33310 (July
19, 1991).




The 1IPE Program will have four explicit benefits., First,
plant-specific issues will be identified beyond the design basis;
these are issues for which, despite the fact that a plant meets
all current regulatory reguirements, an upgrade may be desirable.
Second, an coverall assessment will be made as tc how much
"margin" exists beyond the design basis for each plant.4 Third,
where remedies to increase the plant-specific margin are
identified in a given area, an assessment will be feasible as to
whether available remedies make sense, with the judgment to be
made first by the licensee using its own criteria, and later by
the NRC using existing Commission backfit policies. Fourth,
individual licensees will have achieved a significantly better
appreciation for severe accident (beycnd-the-design-basis)

behavior at their plants.

An unstated but obvious fifth benefit of the IPE Program will
be an assessment of the adeguacy of the NRC's own safety
regulations. Specifically, 1f generic trends emerge from the
plant-specific findings indicating that the NRC's existing
regulations are inadequate, then a basis will exist for modifying

these regulations.

4/ This assessment will in fact be done for each key area of
safety protection, such as for loss-cf-offsite-power
transients, medium-sized loss-of-coclant transients, loss-of-
chain-reaction-shutdown transients, and so on.



(b) The Need for an IPE-Type Evaluation cof Beyond-

The-Design-Basis Safeguards Events

Like the risk of accidents beyond-the-design-basis, there is
a risk from terrorist activities beycnd-the-design-basis. The
time is ripe tcday for an analogous IPE-type evaluation of this
risk, emphasizing beyond-the-design-basis threats such as vehicle
bombs and attacks by a larger number cof attackers using mcre
sophisticated weapons than contemplated in the current design

basis threat.

The NRC recently affirmed that it is generally confident as
tc the existing level of protection from terrcorist threats. Thus,
it stated, in response to a question from Representative Markey,
"The possibility that there could be damage recognizes that the
current configuration at sites varies and does not protect
against all conceivable vehicle bomb attacks, although the
massive structures and redundant safety systems that enable
reactors to withstand flcods, tornadoes, and earthguakes would
provide some inherent protection against the damage from a
vehicle bomb....[T)he Commission is confident that existing site
and plant characteristics and security systems provide a varying

but general capability for successfully thwarting a truck bomb

attack".® This statement, however, reflects an acknowledgment by

S/ Letter from James Curtiss, Acting Chairman, to Congressman
Edward J. Markey, dated April 16, 1991 (emphasis added).




the Commission that the actual level of protection inherent in
the structures and safety systems varies from plant-to-plant and
that the level of physical protection inherent in security
systems 1is likewise variable. Mcoreover, the Commission can and
must recognize that threats can change with time, perhaps rapidly
if a terrorist group with the motivation to do so comes into
possession of an advanced technology beyond the current design
basis. In such circumstances, it 1s clear that the the ongoing
IPE Program would be a very useful and cost-effective point-of-
departure for a similar evaluation of terrorist threats. Indeed,
it 1s not only desirable but entirely feasible and inexpensive to

carry out such an evaluation.

The examination Petitioners suggest would analyze the
existing plant-specific capability to resist threats beyond the
current design basis. Specifically, using the PRA-type models
developed in the IPE for plant systems, their interdependenéies
and relationships, and the way the plant egquipment and personnel
respond when one or another system or function is compromised,
and using the spatial-collocation information developed for the
flood-IPE and fire-IPE examinations, an analysis can readily be
accomplished to demonstrate whether the compromise of certain
collocated egquipment from a terrorist attack still leaves
adeguate capability to shut down the plant and maintain it in a

secure state.



To accomplish an IPE-type vulnerability search, it will be
necessary for the NRC to specify a few specific beyond-the-
design-basis threats, define each one's characteristics, and
regquest that each individual nuclear power plant's licensee
analyze the plant's ability to withstand each such threat. This
is directly analogous tc the seismic-margin-review method that
NRC has endorsed for the seismic part of the IPE, in which the
NRC has specified the beyond-the-design-basis threat (the so-
called "Review Level Earthguake") that an individual plant must
use as a tool to evaluate the plant's ability to withstand

beyond-the-design-basis earthguakes generally.

An IPE-type examination for safeguards events would
accomplish five desirable objectives, analogous to those cited
above for the current IPE Program for examining vulnerabilities
from inadvertent accidents. First, plant-specific issues will be
identified beyond the design basis; these are issues for which,
despite the fact that a plant meets all current regulatory
requirements for the design basis threat, an upgrade may be
desirable. Second, an overall assessment will be feasible as to
how much "margin” exists beyond the design basis for each plant.
In the context of terrorist threats, this assessment can help
determine whether a given plant does in fact possess adeguate

features to shut down safely after an act such as a vehicle-bomb



attack.® Third, where remedies to increase the plant-specific
margin are i1dentified in a given area, an assessment will be
feasible as to whether available remedies make sense, with the
judgment to be made first by the licensee using its own criteria
and later by the NRC using existing Commission backfit policies.
Fourth, individual licensees will have achieved a significantly
better appreciation for large (beyond-the-design-basis) terrorist
*hreats at their plants. Fifth, the effort will produce an
assessment of the adeguacy cf the NRC's own safeguards
regulations against terrcrist threats. Specifically, if generic
trends emerge from plant-specific findings indicating that the
NRC's existing regulations are inadeguate, then a basis will

exist for modifying these regulations.

Today, the capability to perform PRA-type analysis is
widespread, and the Commission's staff uses PRA-type methods and
insights for a very wide variety of purposes. Most importantly,
PRA methods can enable the evaluation of whether specific design
features, such as redundancy and diversity of safety-shutdown
functions and systems, and existing operator procedures and
training, are adeqguate in the face of a terrorist-induced

compromise of any given set of systems and functicns, including

6/ This assessment should be done for potential terrorist damage
tc each key area of safety protection, such as for loss-of-
cffsite-power transients, medium-sized loss-of-coclant

transients, loss-of-chain-reaction-shutdown transients, and
SO On.
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not only front-line systems but support systems as well. 1If
vulnerabilities are identified by a plant-specific analysis, it
is likely that most or all cf them can be eliminated or their
effects reduced by measures that can be implemented at modest

cost.

Of course, PRA-type methods can only be used to assess
configuration-type vulnerabilities, and not to quantify, in an
absolute sense, the likelihood of a terrorist attack (the
"initiating event" 1in the PRA-type analysis). Ncbody can k) ow
what the likelihood of such an attack might be. Hence it is not
possible to analyze for “"core damage freguency" in analogy to how
PRAs calculate this same fregquency for inadvertent accidents.
Rather, the terrorist-threat analysis is best structured toc begin
with one or meore specific beyond-the-design-basis threats, and to
analyze each plant's ability to withstand each such threat, in
analogy to the structure of the seismic-margin-review methodology
now endorsed under the IPE as an appropriate way to search for

earthguake-initiated vulnerabilities.

Because PRA-type methods are so powerful, the utilities
themselves have almost all adopted PRAs as their chosen method
for undertaking their mandated IPE examinations under Generic
Letter BB-20. However, as of today these methods have not been
widely used for evaluating the adeguacy of plant-specific

safeguards features against terrorist threats. It is now known

- 11 -




that configurations vary greatly from plant to plant, and
therefore that there is a large variation in the extent to which
different plants actually possess significant redundancy and
diversity in their safety systems and functions beyond the design

basis.

While the Commission may believe that in general plants are
adeguately protected against beycnd-the-design-basis terrorist
threats such as vehicle-bomb attacks, there can be only an
inadequate basis for such a belief for any individual nuclear
power plant, until a plant-by-plant examination is performed,
analogous to the IPE Program that is studying inadvertent beycnd-

the-design-basis accidents.

The fact is that today, with over two dozen level-l PRA
studies in the open literature, it would not be difficult for a
determined terrorist group with access to PkA expertise to
ascertain on a plant-specific basis exactly which systems and
functions, taken in combination, would compromise the plant if
they could be damaged. Indeed, with PRA becoming a widespread
and accepted analytical tocl, hundreds of engineers ---not all
necessarily responsible or lnoyal U.S. citizens --- have the basic

knowledge to understand these issues.

The further fact is that today, using modern systems-analysis

capabilities, it is not difficult for a skilled utility analyst

- 12 -




working under IPE-type guidelines suggested here to ascertain
whether potential safeguards vulnerabilities might exist. The
task for the analyst is to work out which eguipment could be
compromised by a given threat and whether enough capability
remains operable to shut down the nuclear plant and to maintain
it in a safe configuration. One of the lessons learned from the
PRA literature is that such an analysis is highly plant-specific.
The generic insights that could be cbtained without plant-
specific analysis, if such a generic-type study were dcne, would
probably not have much usefulness, although they might serve as

the starting-point for plant-specific analyses of all plants.

Petiticners believe that certain possible types of plant-
specific vulnerabilities can be identified with a reasonable
degree of particularity. They do not believe, however, that the
identification of such vulnerabilities necessarily should be a
matter of public record. They hereby advise the Commission that
they intend, as scon as this matter is docketed, to submit under
seal a list of possible types of vulnerabilities. They submit
that the identification of possible types of vulnerabilities is
both material and relevant to the Commission's actions on this
Reguest and that a review of such possible vulnerabilities will
demonstrate to the Commission the wisdom of applying an IPE-type

analysis to beyond-the-design-basis safeguards events.

-13-



ONCLUSION

In light of the considerations above, the Commission should
adopt a Policy Statement and an information reguest that asks
nuclear power reactor licensees for information analogous to the
information request in Generic Letter B8B-20 but directed toward
beyond-the-design-basis safeguards events rather than beycond-the-
design basis inadvertent accidents. Such action, parallel to the
Commission's approach to severe accidents, would properly reflect
the recognition that, while the Commission may have determined
that nuclear power plants have protections in place which are
generally adequate, 1t is nonetheless necessary to gather the
requisite information to be able toc affirm, on a plant-specific

basis, that no significant safeguards vulnerabilities exist.

Respectfully submitted,

7N gﬂ/)
Eldon V.C. Greenberg
GARVEY, SCWBM
1000 Potomac S N.W.
Washington, D.C. 20007
(202) 965-78B80

Attorney for Petitioners
Nuclear Control Institute and
Committee to Bridge the Gap

Dated: September 4, 1951
Washington, D. C.
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UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

OFFICE OF NUCLEAR REACTOR REGULATION
Thomas E. Murley, Director

ALL NUCLEAR POWER REACTORS (10 CFR 2.206)

DIRECTOR'S DECISION UNDER 10 CFR 2.206

On September &, 1951, the Nuclear Control Institute and the Committee
to Bridge the Gap (Petitioners), filed a Petition in accordance with
10 CFR 2.206 with the U.S. Nutlear Regulatory Commission (NRC or Commission).
On September 20, 1981, the Petitioners submitted an Annex to the Petition.
The Petition was referred to the Director, Office of Nuclear Reactor
Regulation, for consideration.

The Petition asked the Commission to institute an individual plant
examination (IFE) program requesting licensees to evaluate the margin of
nuclear power plants to withstand an attack by explosives-laden surface
vehicles and by @ larger nunber of 2ttackers using more sophisticated weapons
than specified in the current design basis threat. The Petition asserts as
grounds for this reguest the following: (1) there is 2 risk from terrorist
activities “"beyond-the-design-basis;" (2) the actual level of protection

inherent in the structures and safety systems varies from plant to plant and

Q2017507 ¢
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that the level of physical protection in security systems is likewise variable;
(3) the ongoing IPE program would be 2 very useful and cost-effective point-
of -departure for a similar evaluation of terrorist threats, specifically to
demornistrate whether the compromise of certain collocated safety equipment from
a terrorist attack still leaves adequate capability to shut down the plant and
maintain it in a2 secure state; and (4) vulnerabilities that are identified can
be eliminated or their effects reduced.

On October 7, 1991, I acknowledged receipt of the Petition. 1 informed
Petitioners that (1) the petition would be treated pursuant to 10 CFR 2.206
of the Commission's regulations and (2) appropriate acticn would be taken in
a reasonable time. For reasons discussed below, the Petition is denied.

BACKGROUND

The Petition asked the Commission to institute an IPE program requesting
licensees to evaluate the margin of nuclear power plants to withstand safe-
guards events beyond the current design basis threat. An IPE is 2 systematic
examination of plant design and operation that looks for vulnerabilities to
severe accidents and cost-effective safety improvements that reduce or elimi-
nate the important vulnerabilities. The ongoing IPE program has been 2 key
part of wmplementing the Commission's Policy Statement on Severe Reactor
Accidents Regarding Future Designs and Existing Plants (50 FR 32138, August 8,
1985). This statement describes the policy the Commission has established to
resolve safety issues related to reactor accidents more severe than design
basis accidents. The Commission considered the issue of sabotage in developing
the severe accident policy statement and did not include sabotage as 2

potentizl inftieting event to be addressed in evaluzting existing plants.
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Both the proposec (48 FR 16014, April 13, 1983) and final Policy Statement
include the following language:

The issues of both insider and outsider sabotage threats will be

carefully analyzed and, to the extent practicable, will be

emphasized as special considerations in the design and in the

operating procedures developed for new plants. fEmphasis added ]

The NR( received no public comments regarding this statement.

To help implement the policy statement, Generic Letter 88-20, “Individua)
Plant Examination for Severe Accident Vulnerabilities--10 CFR 50.54(f)," dated
November 23, 198B, reguested that each licensee conduct an IPE for internally
initiated accidenta) events only. On June 28, 1991, the NRC issued Supplement 4
to Generic Letter B88-20, to request that each licensee conduct 2 systematic IPE
for severe accidents initiated by accidental external events (IPEEE). The NRC
issued the reguest for an IPEEE after issuing the request for an IPE to allow
the staff to perform additional work to (1) identify which external hazards need
to be evaluated, (2) identify acceptable examination methods and develop proce-
dural guidance, (3) coordinate with other ongoing external event programs, and
(4) conduct a workshop to explain the IPEEE process and to obtain comments and
questions on the draft generic letter supplement and associated guidance
document. In the workshop, and as later documented in the IPEEE guidance
document (NUREG-1407), the staff specifically stated that sabotage was not to
be addressed as part of the IPEEE.

The general purpose of the IPEEE is similar to that of the internal event
1PE--that is, that each licensee (1) develop an appreciation of severe accident
behavior, (2) understand the most likely severe accident seguences that could
occur at its plant under full power operating conditions, (3) gain 2 qualita-

tive understanding of the overall likelihood of core damage and radioactive

materia)l release, and (4) if necessary, reduce the over2ll likelihood of core
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damage anc radivsctive meterial release by modifying hardware and procedures
that would help prevent or mitigate severe accidents. Consistent with the
Comnission's severe accident policy statement, neither the IVE nor the IPEEE
addressed intentional acts of radiological sabotage.

The Comnission's regulations do not require licensees to design safety
systems to be resistant to various acts of sabotage, although the diverse
and redundant safety systems and structures at nuclear power plants provide
some inherent protection against such acts. Instead, 10 CFR 73,55 reguires
licensees to establish and maintain an onsite physical protection system and
security organization designed to protect against the design basis threat of
radiclogical sabotage as defined in 10 CFR 73.1(2)(1). This is accomplished
by & combination of detection, interception, and physical protection. The
design basis threat is defined in 10 CFR 73.1(2)(1) as:

(1) A determined violent external assault, attack by stealth, or

deceptive actions of several persons with the following attributes,

assistance and equipment: (A) Well-trained (including military
training and skills) and dedicated individuals, (B) inside assistance
which may include a knowledgeable individual who attempts to partici-
pate in 2 passive role (e.g., provide information), an active role

(e.g., facilitate entrance and exit, disable alarms and communica-

tions, participate in viclent attack), or both, (C) suitable weapons,

up to and including hand held automatic weapons, eguipped with
silencers and having long range accuracy, (D) hand-carried equipment,
including incapacitating agents and explosives for use as tools of
entry or otherwise for destroying reactor, facility, transporter, or
container integrity or features of the safeguards system, and (11) An
interna] threat of an insider, including an employee (in any position).
This design basis threat provides a standard for judging the adequacy of physical
protection systems, analogous to using design basis accidents in judging the
adequacy of safety systems. This cesign basis threat of Part 73 is not an
additional standard for judging the adequacy of safety systems pursuant to
Part 50 requirements. Rather, Part 73 establishes additional independent

requirements to protect against the design basis threat.
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To assure itself that this Part 73 design basis threat remains adequate,
prudent and reasonable, the staff continually reviews the threat from terrorist
activities in the world environment (the “threat environment"). Staff analysis
and recommendations are provided to the Commission semiannually. Following
incidents in the Middle East in the mid-1980s in which terrorists used
explosive-laden vehicles as bombs, the Commission considered if the design
basis threat should be changed tc include vehicle bombs. The Commission
decided that it would not be necessary to change the design basis threat or
to require licensees to provide permanent protection measures against land
vehicle bombs. However, as & matter of prudence, the Commission issued
Generic Letter B9-07, “Power Reactor Safeguards Contingency Planning for
Surface Vehicle Bombs," on April 28, 1989. In Generic Letter 89-07, the
Commission requested licensees to prepare plans and make advance arrangements
to implement, within 12 hours, short-range contingency measures in the event
that the threat environment affecting reactors in the U.S. changes in a way
that prompts the Commission to determine that protection against a land
vehicle bomb threat is appropriate.

The Petitioners previously regquested, on January 11, 1891, that the
Commission revise its regulations to increase the design basis threa: for
nuclear power reactors to include explosive-laden vehicles and a larger
number of attackers using more sophisticeted weapons. On June 11, 1991, the
Commission denied the Petition for Rulemaking based on 2 determination that
there has been no change in the threat environment affecting reactors in the
U.S. since the design basis threat was adopted, that would justify @ change

in the design basis threat (56 FR 26762).
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DISCUSSION

The current Petition does not present any information or identify any
issues that the Commission has not already considered and addressed in its
rulemaking activities concerning Sections 73.55 and 73.1(a); policy decisions
on severe accidents and the implementing IPE and IPEEE programs; and the
denial of the Petitioners' previous reguest to increase the design basis
threat for radiclogical sabotage. In describing their perception of the
need for an IPE for safeguards events, the Petitioners state that there is
2 risk from terrorist activities beyond the design basis. The NRC recognizes
that any design basis threat has some relatec residual risk. One of the
purposes of establishing a design basis threat is to define a policy positior
on the level of safeguards that is prudent. This issue was previously
addressed in the Petition for Rulemaking to revise the design basis threat.

In denying that Petition, the Commission stated that it continues to believe
that there is no credible threat targeting power reactors in this country

(56 FR 26782, 26785, June 11, 1981). The current design basis threat is a
hypothetical threat used to develop regulatory requirements, provide a standard
against which changes in the real threat environment can be evaluated, and
provide 2 standard which the Commission considers reasonable for evaluating

the implementation of safeguards (1bid, at pages 26785 and 26788).

The Petitioners further state that although the Commission has denied
their previous Petition for Rulemaking, action short of a change in the design
basis threat for radiologica)l sabotage remains appropriate. The staff notes
that, by issuing Gereric Letter 895-07, the Commission has already taken prudent
action short of a change in the design basis threat regarding surface vehicles

laden with explosives.
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The Petition states that the actual level of protection inherent in the
structures and safety systems varies from plant to plant, that the level of
physical protection inherent in security systems is likewise variable and
that the ongoing IPE Program would be 2 useful and cost-effective point-of-
departure for similar evaluation of terrorist threats. In describing the
proposal for & sabotage IPE, the Petition states the following:

Specifically, using the PRA-type models developed in the IPE for

plant systems, their interdependencies and relationships, and

the way the plant equipment and personnel respond when one or

another system or function is compromised, and using the spatial-

collocation information developed for the flood-IPE and fire-IPE

examinations, an analysis can readily be accomplished to demon-

strate whether the compromise of certain collocated equipment

from & terrorist attack stiil leaves adequate capability to shut

down the plant and maintain it in a secure state.

The Petition further states the following:
0f course, PRA-type methods can only be used to assess
configuretion-type vulnerabilities, and not to quantify in an

absolute sense, the likelihood of 2 terrorist attack (the "initiating

event" in the PRA-type analysis). Nobody can know what the iikeli-

hood of such an attack might be. Hence it is not possible to anaiyze
for “core damage frequency" in analogy to how PRAs calculate this

sane frequency for inadvertent accidents.

The NRC has already performed or caused to be performed the PRA-type
analyses reguested in the Petition. In May 1991, the NRC completed its
Regulatory Effectiveness Review (RER) Program which included performing 2
gualitative fault tree analysis of every operating nuclear power plant.
These fault tree anzlyses use PRA-type models for plant systems, their
interdependencies and relationships, and the way the plant eguipment and
personnel respond when one or another system or function is compromised.
These fault tree analyses also use spatial-collocation information to deter-

mine areas which, if successfully protected against adversaries, would provide
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adequate capabilily to shut cown the plant and maint2in it in a secure state. |
Since it began the RER program in 18El1, the NRC has used the results of these

analyses in validating each licensee's identification of vital equipment and

areas.

Since early 1987, the staff has alsc used these analyses to identify
specific sets of safety equipment which, if lost, would create the most signi-
ficant challenge to maintaining the plant in 2 safe condition. The NRC has
used the spatial location of these sets of equipment in table-top exercises and
licensee contingency response drills to evaluate licensee capability to respond
to an external threat with cheracteristics attributed to the design basis
threat. The staff will continue to use the fault tree analyses in new
operational safeguards response evaluations of contingency response capabil-
ities at sites where contingency drills were not observed by RER teams. The
ctaff will review available 1PEs and IPEEEs, as appropriate, to update the
results of fault tree analyses from the previous RER program.

Some licensees have also used PRA-type analyses in responding to Generic
Letter 89-07. At a sufficient distance, 2 vehicle bomb would present no safety
chellenge to a nuclear power reactor, regardless of the spatial relationships
and interdependencies of the safety systems. Some licensees have chosen to
implement their contingency plans at such distances. Other licensees have
conducted analyses of spatial relationships and interdependencies of safety
equipment to establish closer distances for implementing contingency plans.
NUREG/CR-5246, "A Methodology to Assist in Contingency Pianning for Protection
of Nuclear Power Plants Against Land Vehicle Bombs," April 1989, describes &

PRA-type methodology similar to that proposed by the Petitioners, which could

be used by licensees to develop contingency plans.
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The Annex to the Petition submitted on September 20, 1991, describes
examples of plant designs and events that the Petitioners consider represent
*possible types of vulnerabilities to beyond-the-design-basis safeguards
events." The Petitioners assumed the success of sabotage on certain equipment
before interdiction by the security force. Although the NRC staff does not
agree with all of the details and conclusions of the Annex, the examples are
similar to those developed by staff using site-specific fault tree analyses
(where it is assumed that the saboteurs have successfully damaged some
equipment before interdiction) as part of the RER and follow-on programs,
which evaluate the effectiveness of licensee safeguards programs 10 protect
against various sabotage scenarios.

These effectiveness evaluations conducted by the staff differ from those
proposed in the Petition in one respect. The staff does not address adversary
capabilities beyond those specified in the design basis threat. Conducting
evaluations using more extensive threat characteristics would not provide
useful information on the design of safety systems since one of the purposes
of the design basis threat is to provide a standard for evaluating implemented
safeguards measures. This design basis threat is well beyond the actual current
threat environment. The PRA-type fault tree an2lyses are not affected by
assumptions regarding adversary characteristics. Rather, assumptions regarding
adversary characteristics influence the evaluations of the effectiveness of the
physical security systems and measures in plece to protect against external
attacks. Although some licensees have chosen to modify safety systems to
increase the difficulty of radiological sabotage, weaknesses identified from
the results of the effectiveness evaluations are normally corrected by changes

in the physica) protection measures.
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What the Petition intends in requesting an analysis of each plant's
ability to withstand marginal increases in the postulated threat is not clear.
The Petition contends that “an overall assessment will be feasible as to how
much ‘margin’ exists beyond the design basis for each plant.* The Petition
also recognizes that PRA-type methods cannot be used to analyze for “core
damage frequency" since one cannot quantify the likelihood of a terrorist
attack,

On one hand, the Petition could be interpreted as a request for an
analysis of the impact of marginal increases in the postulated threat on
the effectivene s of safeguards measures. Having over 15 years of experi-
ence in evaluzcing the overall effectiveness of physical security systems,
the staff believes that such evaluations do not lend themselves to quanti-
tative anelysis or qualitative PRA-type analyses. The staff has successfully
usec otner types of qualitative techniques in evaluating the effectiveness
of safeguards measures against genera) adversary capabilities. However, these

techriques are insensitive to margina) changes in the postulated threat. Y

i/ An example of a postulated change in general adversary characteristics
involved the use of 2 vehicle for entry into a protected area. The NR(
evaluated whether this would significantly impact the effectiveness of site-
specific physical security measures. In evaluating this postulated change,
the staff identified only one set of circumstances in which 2 vehicle could
have significantly impacted the ability of a power reactor licensee to protect
the public health and safety. The licensee subsequently revised its security
measures in such a way that the use of a vehicle became insignificant.
However, the effectiveness of safeguards measures as measured by drills and

exercises are generally insensitive to marginal increases in the postulated
number of attackers.
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On the other hand, basec on the Petition's description of the specific
type of analysis proposed and the examples in the Annex, the Petition could be
interpreted as directly connecting increases in the design basis threat with
the compromise of collocated safety equipment. The staff has been conducting
the PRA-type analyses proposed in the Petition for about 10 years and has found
that such 2 direct connection cannot be made. PRA-type analyses help identify
various combinations of safety equipment which, if at least one combiration is
protected, would allow 2 licensee to maintain a plant in a safe condition.

PRAs cannot assess the probability that a saboteur would choose to damage one
set of equipment over another. There is no practical way to directly connect
threats marginally greater than the design basis threat with sabotage of any
amount of safety-related equipment.

The Petition states that “vulnerabilities" that are identified can be
eliminated. It also notes that the proposed program would produce an assessment
of the adequacy of the NRC's own safeguards regulations against terrorist threats.
These were essentially the goals of the RER program. Having conducted compre-
hensive evaluations for 10 years, the staff concluded that the NRC's safeguards
regulations were sound (SECY-91-052, February 26, 1991). RER reviews of safe-
guards effectiveness at each power reactor site led to more than 500 safeguards
improvements. Although the RER program has been completed, the NRC has maintained
the unique inspection capabilities developed during the RERs and is continuing
to use these capabilities to evaluate the effectiveness of implemented safeguards.

In summary, the Petition is denied for the following reasons:

1. The Petition does not present any information or identify any issues that
the Commission has not already ¢.nsidered and addressed in previous policy

decisions and rulemaking.
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The Part 73 design basis threat for radiological sabotage provides a
standard for judging the adequacy of physical protection measures,
analogous to using design basis accidents in judging the adequacy of
safety systems. The design basis threat is not an additional standard
for judging the adequacy of safety systems.
The Commission considered the issue of sabotage in developing the severe
accident policy statement and did not include sabotage 2s a potential
initiating event to be addressed in evaluating existing plants. Con-
sistent with the severe accident policy statement, neither the IPE nor
the IPEEE addressed intentional acts of sabotage.
On June 11, 1991, the Commission denied an earlier Petition for Rulemaking
from the same Petitioners requesting revision of the NRC's regulations to
increase the design basis threat for nuclear power reactors to include
explosive-laden vehicles and a2 larger number of attackers using more
sophisticated weapons.
The staff has performed a gualitative fault tree analysis of every
operating nuclear power plant to assure that sufficient equipment is
protected to provide adequate capability to shut down the plant and
maintain 1t in & secure state. The staff used these analyses in its RER
anc continuing programs to evaluate the effectiveness of NRC's safeguards
regulations and licensee-implemented safeguards to protect this equipment
ageinst the Commission's design basis threat.
To implement Generic Letter 89-07, some licensees have chosen to develop

their vehicle bomb contingency plans for distances that would present no
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safety challenge to a nuclear power reactor. Other licensees have con-
ducted PRA-type analyses such as those requested in the Petition as a basis
on which to develop their contingency plans.

7. Technigues for evaluating the effectiveness of physical security measures
are generally insensitive to marginal increases in postulated threats, and
there is no practical way to directly connect threats marginally greater
than the design basis threat with sabotage of any amount of safety-related
equipment.

CONCLUSION
The NRC staff has reviewed the Petitioners' request that the Commission
institute an IPE program requesting licensees to evaluate the margin of nuclear
power plants to withstand an attack by explosive-laden surface vehicles and by

2 larger number of attackers using more sophisticated weapons than specified

in the current design basis threat.

Institution of proceedings in response to 2 reguest made pursuant to 10 CFR

2.206 is appropriate only when substantial health and safety issues have been

raised. See Consolidated Edison Company of New York (Indian Point, Units 1, 2.

and 3), CLI-75-8, 2 NRC 173, 176 (1975) and Washington Public Power Supply

Syster (WPPSS Nuclear Project No. 2), DD-84-7, 18 NRC 899, 923 (1984). The
NRC has applied this standard to determine if the actions requested in the
Petition are warranted. For the reasons discussed above, the NRC has no
basis for taking the actions requested in the Petition, since no substantial
health and safety issues have been raised by the Petition. Accordingly, the

Petitioners' request for action pursuant to 10 CFR §2.206 is denied.
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A copy of this decision will be filed with the Secretary for the Commission's

review in accordance with 10 CFR §2.206(c).

FOR THE NUCLEAR REGULATORY COMMISSION

HomanS

Thomas E. Murley, Director
0ffice of Nuclear Reactor Regulation

Dated at Rockville, Maryland
this 31st day of December, 1991.



