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A. Witness Qualification

Q1. Please state your name and affiliation and describe

your qualifications.

Al. My name is Thomas Brackenridge Cochran. I reside
at 4836 North 30th Street, Arlington, Virginia 22207. I am
preser ly a Senior Staff Scientist at Natural Resources
Defense Council, Inc. ("NRDC"), and a co-director of the NPDC

Nuclear Nonproliferation Project.

I am a member of the Department of Energy's ("DOE")
Energy Research and Advisory Board; the Three Mile Island
("TMI") Public Health Fund Advisory Board; the Nuclear Regu-
latory Commission's (the "Commission") TMI Advisory Board;

and the American Nuclear Society.

I have a B.S. degree in electrical engineering and
M.S. and Ph.D. degrees in physics, all from Vanderbilt Uni-
versity. I have held the positions of Assistant Professor of
Physics, U.S. Naval Postgraduate School, and Senior Research

Associate, Resources for the Future.

I have been a consultant to numerous government
agencies and testified before Congress on numerous occasions
on matters related to nuclear energy generally and liquid

metal fast breeder reactors ("LMFBRs") in particular. I was
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a member of the LMFBR Review Steering Committee of the Energy
Research and Development Administration ("ERDA"). I am the

author of The Liquid Metal Fast Breeder Reactor, An Environ-

mental and Economic Critigue (Johns Hopkins Univ. Press,

1974).

With respect to safeguards issues, I have been a
member of DOE's Nonproliferation Advisory Panel and OTA's
Nuclear Proliferation and Safeguards Advisory Panel. 1In
addition, I was actively involved in NRDC's Petition for
Adoption of Emergency Safeguard Measures, or Alternatively,
for Revocation of Licenses (41 Fed. Reg. 5357-5359 (Feb. 5,
1976)). I have participated in Commmission rulemakings
concerning material control and accounting and physical
security standards., I am also an active participant in the

ongoing NFS-Erwin proceeding (Docket No. 70-143).

Additional information concerning my background and
expertise relevant to issues discussed herein is presented in
my resume which was submitted with previous testimony in

this proceeding (Tr. 2870-2871, Cochran).

Q2. Please describe your activities in this case.

A2. I have participated actively in all phases of the
Commission's licensing proceedings for the Clinch River
Breeder Reactor (the "CRBR") since 1975, including assisting

in the preparation of Intervenors' contentions. I prepared



substantial portions of Intervenors' comments on the 1977
CRBR Final Environmental Statement (the "FES") and the 1982
Draft Supplement to the 1977 CRBR Final Environmental State-
ment (the "DEISS"). I testified before the Advisory Commit-
tee on Reactor Safeguards on several occasions regarding the
CRBR and related issues. I have attended numerous meetings
held by Staff and Applicants to discuss the CRBR licensing
review. I have participated actively in discovery proceed-
ings related to the CRBR licensing from 1975-1977, and from
March 1982 to the present, including the preparation of
interrogatories and responses, and requests for admissions
and responses, and have conducted several depositions of
witnesses for Applicants and Staff. I have read or examined
many of the documents upon which Applicants and Staff purport
to rely for their positions on Intervenors' Contentions,
including but not limited to the FES, the DEISS, Applicants'
Preliminary Safety Analysis Report (the "PSAR") and Appli-

cants' Environmental Report (the "ER").

Q3. 1In the context of this proceeding, have you prepared
any critiques of the Commission's analyses of safeguards
risks and consequences? If so, what are they, and do you

still rely on them?

A3. We have prepared several critiques of the Staff's
analyses. Initially we commented on the Draft Environmental

Statement (NUREG-0024). These comments are found at pages



A-59 and A-73--A-81 of the 1977 FES. 8Since reopening of the
licensing, we have updated our critique, noting those
specific sections in which the FE5 inadequately assesses the
consequences of programs and measures to prevent acts of
sabotage, terrorism and theft. See Intervenors' Answers and
Objections to NRC Staff's Fifth Set of Interrogatories, dated
March 29, 1982, at 2-11 (copy attacred as Exhibit 1). We
have also prepared comments, dated September 13, 1982, on the
DEISS (pages 82-90 of those comments, relating to safeguards,
are attached as Exhibit 2). To the extent the deficiencies
identified have not been remedied, I continue to rely upon

these critiques, and I incorporate them herein by reference.

Q4. What subject matter does this testimony address?

A4. This testimony addresses Intervenors' Contentions 4

and 6(b)(4). Contention 4 states:

Neither Applicants nor taff adequately analyze the
health and safety consequences of acts of sabotage,
terrorism or theft directed against the CRBR or support-
ing facilitiec nor do they adequately analyze the pro-
grams to preven: such acts or disadvantages of any
measures to be used to prevent such acts.

a) Small quantities of plutonium can be converted
into a nuclear bomb or plutonium dispersion device which
if used could cause widespread death and destruction.

b) Plutonium in an easily usable form will be
available in substantial quantities at the CRBR and at
supporting fuel cycle facilities,



c) Analyses conducted by the Federal Government
of the potential threat from terrorists, saboteurs and
thieves demonstrate several credible scenarios which
could result in plutonium diversion or releases of radi-
ation (both purposeful and accidental) and against which

no adequate safeguards have been proposed by Applicants
or Staff,

d) Acts of sabotage or terrorism could be the
initiating cause for CDAs or other severe CRBR accidents
and the probability of such acts occurring has not been
analyzed in predicting the probability of a CDA.

Contention 6(b)(4) states:

The impact of an act of sabotage, terrorism or theft
directed against the plutonium in the CRBR fuel cycle,
including the plant, is inadequately assessed, [as] is
the impact of viarious measures intended to be used to
prevent sabotage, theft or diversion.

B. The CRBR, Its Fuel Cycle, and the
Risks of Diversion and Sabotage

Q5. Will there be substantial quantities of plutonium

associated with the CRBR and related fuel cycle facilities?

A5. There will be substantial quantities of plutonium
at the site of the CRBR and at related fuel cycle

facilities.

The Staff projects that the CRBR itself will have
an initial loading of approximately 1.7 metric tons of pluto-
nium, DEISS at D-2. Over its lifetime, its total plutonium
requirement may be as high as 27 metric tons. At equilibri-
um, the Staff projects it will utilize approximately .9

metric tons of plutonium in its fuel and blanket assemblies



per year, discharging spent fuel elements containing approxi-
mately 1000 kilograms of plutonium per year, DEISS at D-6, of
wnich more than 97% may be recoverable. (Staff Answers to
Intervenors' 27th Set of Interrogatories, Oct, 1, 1982, at

$5=7.)

Whatever the eventual configuration of the CRBR
fuel cycle, similar quantities of plutonium will be found at
fuel cycle facilities., The proposed SAF (fabrication) line
for the Fuels and Materials Examination Facility (the
"FMEF"), for example, is projected to have a capacity of
handling approximately 900 kilograms of plutonium per year
for the CRBR, or 22% of SAF's projected 4 MTPu/yr capacity
(DEISS at D-10). 1Ir the proposed Developmental Reprocessing
Plant (the "DRP"), the projected nominal throughput is 500
kilograms of heavy metal per day or approximately 150 metric
tons per year, of which approximately 8% would be allocated

to the CRBR fuel cycle (DEISS at D-11).

Q6. How do the amounts involved compare to the

Commission's criterion of "safeguards significance"?

A6. Any amount larger of plutonium than 2 kilograms is
a "formula quantity" as defined under 10 CFR §73.2(bb). A
formula quanity is a threshold criterion for "safeguards
significance," triggering safeguards requirements under the

Commission's regulations, 10 CFR pt. 73. One formula



quantity is less than that generally considered necessary to
construct a clandestine fission explosive ("CFE"). The "Gad-
get" tested at Alamogordo, New Mexico and FAT MAN, dropped on
Nagasaki, Japan in 1945 were reported to have been construct-
ed with approximately 6.1 Kg of plutonium. Major General
Leslie R. Groves, Memorandum for the Secretary of wWar, 18
July 1945. A CFE could be constructed with one to two times
this amount. A high technology nuclear weapon could be made

with less than 6 kilograms.

Q7. 1Is the plutonium which would be found at the CRBR

and its supporting fuel cycle facilities weapons-usable?

A7. "It is theoretically possible that a nuclear device
could be made directly from fresh LMFBR fuel without the need

for chemical separation...." DOE, Nuclear Proliferation and

Civilian Nuclear Power (NASAP Report*) DOE/NE-0001/2, June

1980, Vvol. II, ». 2-43. Once diverted, the plutonium could
be turned into a CFE in a matter of weeks or less, depending
on the degrece of expertise and preparation. Applicants
themselves recognize, "A crude CFE could be designel and
constructed by a small group of people (perhaps one), nonc of
whom has ever had access to the classified literature, with-
out necessarily using a great deal of technolcgical equipment
or conducting any experiments." Applicants' Response to
Intervenors' Sixteenth Set of Interrogatories, April 1, 1982,

at 10. In my judgment, a CFE or plutonium dispersal device



could be created using equipment, supplies and technigues
that would be available in many university chemistry depar.-
ments, or if the equipment or supplies are riot immediately
available, it could be obtained commercially or built from
scratch at a cost less then $10,000. In this sense, fresh
CRBR mixed oxide fuel is "easily usable" ac a crude nuclear

weapon.

Q8. Could you describe a plutonium dispersal device

that would be fabricated by a terrorist or a saboteur?

A8. A plutonium dispersal device that could be fabrica-
ted by a terrorist or saboteur might only involve a few tens
vf grams, more or less, of mixed oxide fuel. It could be
used to produce cancers (principally lung) in humans, and it
could be used to contaminate buildings, large areas of land,
etc. Such devices have been designed and used for bacterio-
logical and chemical warfare purposes and for research asso-
ciated with inhalation hazards of material such as plutonium
toxicity in research laboratories. See Dr. T. B. Taylor, et

al., Utility of Strategic Nuclear Materials for Unauthorized

Purposes, (a study Sy IR&T for the Commission) (draft final

report, October 16, '975).

Q9. 1Is is possible that plutonium could be diverted

from th2 CRBR and its supporting fuel cycle facilities for



purposes of constructing a CFE or plutonium dispersal

device?

A9, Diversion of plutonium from the CRBR and/cr its
supporting fuel cycle facilities is certainly possible, in
the sense of it not being impossible. At least three scenar-

ios can be hypothesized:

(1) The Staff considers a conspiracy between [CLASSIFIED]
insiders to constitute a credible threat for diversion. [CLASS-
FIED REFERENCE.] Applicants have admitted that two people acting
in collusion might be able to divert plutonium from a CRBR bulk
handling facility. See Deposition of Edward Penico, et al., June
16, 1982, at 15 (Witness Katz) (hereinafter cited as "DOE Dep.").
Further, the Staff is forced to admit that more than [CLASSIFIED]
insiders could constitute a credible threat. [CLASSIFIED
REFERENCE.] And other experts agree that conspiracies of more
than two persons can't be ruled out. See paragraph 2, below,

referring to collusion between insiders and outsiders.

(2) Under current safeguards, an armed attack by more
than from 6 to 8 highly motivated, well-trained outsiders,
possibly aided by one to three insiders, when the attack
force is armed with modern weapons that can be obtained

illegally from military arsenals (i.e., automatic rifles,

machine guns, grenades, small calibre anti-aircraft weapons,
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heat-seeking missilies, anti-tank weapons, etc.), and perhaps
including air support, might be able successfully to take
substantial quantities of plutonium, i.e. 20 to 100 kgs,

offsite. See generally, DeLeon, Jenkins, Kellen, and

Rrofcheck, Attributes of Potential Criminal Adversaries of

U.S. Nuclear Programs (Rand, February 1978) (postulating a

twenty-person force in collusion with two or mcre insiders).
The Department of Defense apparently recognizes this threat,
whereas, as far as appears from their regulations, neither
DOE nor the Commission does. See Letter, dated February 19,
1980, from the General Accounting Office to Senator John
Glenn (B-197548), entitled "Assessment of Various Aspects of
this Nation's Nuclear Safeguards Programs" (EMD-80-48). I
have attached as Exhibit 3 to this testimony an outline,
dated April 13, 1978, of what I consider to be credible
external threats to nuclear facilities, including the CRBR

and its supporting fuel cycle.

(3) While the Commission believes that, after irradia-
tion, the fuel for the CRBR will be "self-protecting” against
theft due to its radioactivity, the hypothetical possibility
of theft of a irradiated fuel cannot be dismissed. 10 the
extent there is water transport of irradiated fuel over the
open ocean, hijacking and subsequent diversion to a national
government for reprocessing cannot be ruled out. See Letter,
dated February 21, 1979, from DOE to this witness, with

enclosures (attached as Exhibit 4).



Q10. 1Is it also possible that sabotage or terrorism
could be the initiating cause for CDAs or other severe CRBR

accidents?

A10. Sabotage of the CRBR could be the initiating cause
for CDAs or other severe CRBR accidents. While Applicants
believe that this is "highly improbable", they nonetheless
admit that it is "possible". DOE Dep. at 40-41, 43, 44 (Wit-
ness Penico); see also Applicants' Updated Answers to Inter-
venors' Seventh Set of Interrogatories, dated April 30, 1982,
at AB-116; Applicants' Updated Response #3 to Intervenors'
Request for Admissions, dated April 30, 1982, at AC-45. For
its part, the Staff also admits that radiological sabotage by
a single person, including an insider, is possible. Staff
Updated Answers to Intervenors' Request for Admissions of
Aug. 13, 1976, April 28, 1982, at 5. See also the sStaff's
treatment of sabotage in evaluating Class 9 accidents. DEISS
at J-18. In 1977, in connection with its development of
design threat levels for use in regulating the protection of
nuclear power reactors against sabotage, the Commission
recognized that sabotage is a possibility. As stated in a
memorandum of January 9, 1977, from Robert B. Minogue,
Director, Office of Standards Development, to Ben Huberman,
Director, Office of Policy Evaluation, "Nuclear power plants
are vulnerable to acts of sabotage by a single individual
with sufficient personal knowledge or direction and with

uncontrolled or unlimited access to vital areas." 1Id. at 18.
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In admitting that it cannot quantify the protability of suc-
cessful acts of sabotage, the Staff has implicitly recognized
that the probability is greater than zero. See Updates to
Staff Admissions Dated Sept. 16, 1976 (dated April 28, 1982)
at 7. At least two scenarios involving sabotage may be
postulated. One is that referred to in Answer A.9., that is,
a substantial-sized attack force overcoming the CRBR guard
force and causing a LOF-initiated CDA. A second would

involve collusion of several insiders.

Q11. 1In referring to "other severe CRBR accidents", what

do you mean?

A11, Sodium fires are one distinct possibility. Such
fires could be initiated by intentional rupture at sodium
storage tanks or reactor systems containing sodium, e.g.,

steam generators.

Q12. 1In reaching the judgment that the“t or sabotage at
the CRBR and its supporting fuel cycle facilities is "possi-

ble", do you rely on any empirical evidence?

A12, There is empirical evidence supporting the conclu-
sion that successful theft or sabotage is credible. This
evidence incluvdes possible theft at the NUMEC plant, see

Office of the Inspector General, NRC, Ingquiry Into the

Testimony of the Executive Director for Operations (Feb.,
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1978); Fialka, "The American Connection: How Israel Got the

Bomb," The Washington Monthly, Jan., 1979, at 50; Burnham,

"The Case of the Missing Uranium,"” The Atlantic, Apr. 1979,

at 78; 125 Cona. Rec. S.5736-51 (May 14, 1979); possible
theft of uranium at Wilmington, N.C. in January, 1979, see
125 Cong. Rec. H.9219 (Oct. 16, 1979); sabotage of VEPCO

Surry reactors, see Commonwealth of Virginia v. William E.

Kurkendall and James A. Merrill, Jr., Circuit Court, County

of Surry (circa 1980); sabotage of components for the Iraqi

reactor while under fabrication in France, see Newsweek,

6/18/81, at 25; and actions of Basque terrorists directed

against Spanish nuclear facilities. See Energy Daily,

4/10/78; Nucleonics Week, 3/22/78. For a listing of attacks

and/or physical security breaches at nuclear facilities from

1966 through 1979, see GAO, Obstacles to U.S. Ability to

Control and Track Weapons-Grade Uranium Supplied Abroad 64-67

Q13. In considering whether diversion or sabotage is
credible, do you take into account current Commission

regulations?

A13. In assessing the probability of an act of theft or
sabotage, I do take into account current Commission requla-
tions., It is my judgment, that, in certain respects, the
Commission regulations may be inadequate. For example, with

respect to acts of sabotage, under 10 CFR §73.1(a)(1) the
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possibility of an internal consp.racy of more than one

insider is not included. See Commonwealth of Virginia v.

William E. Xurkendall and James A, Merrill, Jr., Circuit

Court, Surry County, Virginia (circa 1980). As for the
design basis threat for acts of theft under 10 CFR
§73.1(a)(2), the definition excludes collusion of more than
one insider. Further, it does not appear to include the use
of suitable weapons larger then handheld weapons, e.g.,
rocket launchers, and groups larger then small, e.g., ten to
twelve, even thouagh such factors, as pointed out in my answer
A.9 are credible and the Department of Defense takes such

threats into account when establishing its threat levels.

Q14. 1Is there particular reason to believe that the CRBR
and its supporting fuel cycle facilities are high-risk

targets for terrorists?

A14. In my judgment, the CRBR and its supporting fuel
cycle facilities are higher risk targets than conventional
nuclear facilities., First, the plutonium used in the CRBR
(particulariy the initial loadings of fresh fuel from DOE
inventories, if available, and plutonium generated in the
CRBR blanket) represents a preferred material for the
construction of atomic bombs, as opposed to material that
would be extracted from high burnup fuel in conventional
lightwater reactors. This is admitted by Applicants and

Staff. Apolicants' Updated Responses to Intervenors' Regquest
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for Admissions of August 13, 1976, (April 30, 1982) at 17;
NRC Dep. at 64 (Witness Jones). Second, the CRBR will
involve the first commercial demonstration use of plutonium
in the United States. As such, it has both high visibility
and a symbolic importance. In such circumstances, the
likelihood of threal should increase. This likelihood is

borne out by the fact that the Super-Phenix LMFBR facility in

france has bean the subject of an attack. See The Washington

Post, January 20, 1982, at A16.

Ce Consequences of Diversion and Sabotage

Q1s. 1f small gquantities of plutonium were converted
into a nuclear bomb or plutonium dispersion device, what

consequences might result?

A15. Small gquantities of plutonium, if converted into a
nuclear bomb or plutonium dispersion device, could cause
widespread death and destruction. Bé "small quantities," I
mean, in terms of bomb size, approximately four to ten kilo-
grams, and, in terms of a dispersion device, less than one
kilogram of plutonium. "Widespread death" means anywhere
within the range of 100 to 100,000 people killed.
"Widespread destruction”, in terms of bomb effects, means
something comparabls to 0.1 to ten times the destruction
experienced at Nagaski with the detonation of a plutonium

device. In addition, plutonium dispersica could result in
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widespread contamination, the clean-up of which could be
extremely costly, i.e.,, several hundred million dollars. The
effects of nuclear explosives are generally described in U.S.

AEC, The Effects of Nuclear Weapons (Glasstone, ed., April,

1962, and subsequent editions). The possible consequences of
CFE's and plutonium dispersion devices are described in:

Kaul, Estimation of Consequences of Adversary Actions in the

Nuclear Power Fuel Cycle (Brookhaven National Laboratory,

October 11, 1976); NRC, Division of Safeguards, Office of

Nuclear Material Safety and Standards, sSafequarding a Domes-

tic Mixed Oxide Industry Against a Hypothetical Subnational

Threat (NUREG-0414, May 1978). There is no question that the
effects of these malevolent acts are severe or even catastro-
phic, NUREG-0414, supra, at 3-35. 1Indeed, the Staff takes
the general position that such consequences are "unaccept-
able"., Staff Updated Responses to Intervenors' Request for

Admissions of September 16, 1976, dated April 29, 1982, at 5.

Q16. In hypothesizing a CFE constructed with diverted
plutonium from the CRBR and its supporting fuel cycle
facilities, what size yield would you consider to be a

possibility?

A16. Various size explosives are imaginable. The Staff
concedes that construction of a CFE with the equivalent yield
of either 100 tons of TNT or 1,000 tons of TNT is a possi-

bility following a successful theft. See Staff's Updated
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Response to Intervenors' Request for Admissions of September

16, 1976, dated April 28, 1982, at 7, 8.

Q17. What is your basis for believing that the hazards

of a CFE or plutonium disperal device could be severe?

A17. Obviously the detonation of an explosion of 1000
tons of TNT equivalent is going to have severe effects, both
in terms of immediate physical destruction and radiation
health hazards. With respect to consequences of plutonium
dispersal, it should be noted that the Commission Staff
admits that plutonium is toxic and would have serious
consequences if dispersed. Staffs' Updated Responses to
Intervenors' Request for Admissions of September 16, 1976
(April 29, 1982), at 4. 1In addition, there is much support
for a conclusion that the plutonium dispersal hazardi is

severe, This includes:

i) The Commission's own regulations prescribing
permissible concentrations of plutonium in the air and
water in the environment (10 CFR pt. 20 Appendix B) and
EPA's "Proposed Guidance on Dose Limits for Persons
Exposed to Transuranium Elements in the General Environ-
ment ," EPA 520/4-77-016, Sept. 1977, which demonstrate
that plutonium isotopes are considered among the most

toxic radioisotopes;



ii) Morgan's analysis of the risk of plutonium exposure

of the bone (Tr. 3139-3142, Morgan);

iii) The work of Martell, et. al. related to polonium

exposure of cigarette smokers (Tr. 2083, Cochran); and

v) Theodore B, Taylor, et al., Utility of Strategic

Nuclear Materials for Unauthorized Purposes, supra.

DOE (and other government agencies) have made numerous
studies of a) the hazards of plutonium dispersal, primarily
in relation to single point detonations of nuclear weapons,

and nuclear weapons accidents, cf. Langham, et al., Plutonium

Dispersal by Accidental or Experimental Low-Order Detonation

of Atomic Weapons (LA-19871 Rev. Feb. 1966); and b) efforts

required to decontaminate areas such as Enewetak Atoll. Cf.

Defense Nuclear Agency, The Radiological Cleanup of Enewetak

Atoll (1981),

Q18. In addition to environmental and health effects,
are there other consequences which could flow from the suc-
cessful theft of plutonium at the CRBR and supporting fuel

cycle facilities?

A18. The consequences of a successful theft of plutonium
from the CRBR or its supporting rfuel cycle facilities are not

just physical. The Commission, in NUREG-0414, supra,



Chapter 7, outlines in some detail possible restrictions on
civil liberties which could flow from such an event., See
also NRDC's Comments in the 1977 FES at A-79 -- A-80. Appli-
cants have conceded that search without warrant might occur;
that widespread searches could conceivably take place; that
arrests might be made without warrant; and that marshall law
could even be imposed. See Applicants' Updated Responses to
Intervenors' Request for Admissions of August 13, 1976,

April 30, 1982, at 14, 15.

Q19. Would the consequences of a postulated act of
sabotage be substantially less than the maximum consequences

predicted for a CDA?

A19., The consequences of a postulated act of sabotage
would not necessarily be substantially less than the maximum
consequences predicted for CDA. To the contrary, by careful
planning, saboteurs might even be able to produce an event of
greater consequence, for example, by insuring there were
large breaches in the primary and secondary containment

barriers,
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D. The Fajlures of Applicants' and Staff's Safequards
Analysis

Q21. In your judgment, has the Staff had before it suf-
ficient facts to support its analysis of safeguards risks and

consequences at the CRBR and its supporting fuel cycle?

A21. I do not helieve there is sufficient information
in the record to support the Staff's conclusions regarding
the adequacy of safequards at the CRBR and its supporting
fuel cycle. The analysis undertaken by Applicants in the ER
and by the Staff in the DEISS is essentially hypothetical and
conjectural, because there are so many unknowns with respect
to the future CRBR fuel cycle. Essentially both Applicants
and Sstaff are speculating as to what systems may or may, not
be in place ten years hence and how effective they may be.
Several examples demonstrate the point. " ([T]he exact loca-
tion and design of the conversion process are not determined
at this time." ER 5.7-42. Further, while Applicants believe
that fuel will likely be reprocessed 2t the DRP, this is not
necessarily the case, and reprocessing could take place at
DOE's Savannah River Plant, at its Purex Plant in Hanford,
Washington, or at a small facility that would be built into
the FMEF. See NRC Dep. at 111-112 (Witness Hurt). Each of
these plants has (or likely would have) markedly different
characteristics compared to the proposed DRP, yet the only

analysis carried out by the Commission Staff has been with
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respect to the DRP. The Staff cannot answer whether figures
theoretically achievable at the DRP are "technically reason-
able" for other alternatives. NRC Dep. at 116 (Witness
Hurt). Even as DRP, "only very preliminary design informa-
tion is available". Letter, dated March 24, 1982, from John
Longenecker to Paul Check at 3. No site has even been
selected for the DRP. DOE Dep. at 50 (Witness Yarbro). 1In
addition, no information whatsovever is available at this time
with respect to transportation routes for fresh fuel or
irradiated fuel, Applicants' Updated Answers to Intervenors
Eighth Set of Interrogatories, dated April 30, 1982 at 12,
13, and, there is no information with respect to the identi-
ty, location, complement or equipment of ground forces that
would respond in the case of an emergency during transport.
Staff's Updated Answers to Intervenors' Twelfth Set of
Interrogatories, dated April 30, 1982 at 2, showing "still
applicable and need(ing) no updating™, Staff's Response to
Intervenor's Twelfth Set of Interrogatories, dated Nov. 15,
1976 at 23, 24. Finally, at the CRBR site itself, the Staff
has not reviewed any detailed security or contingency plans,
and, indeed, the identity, location, complement and equipment
of ground forces have not been specified by Applicants.,
Staff's Updated Answers to Intervenors' Twelfth Set of

Interrogatories, April 30, 1982, at 10.



Q22. With respect to reprocessing of CRBR fuel, in
particular, are there any specific problems caused by the

lack of detail?

A22. The entire approach of both the Applicants and the
Staff to reprocessing for the CRBR leaves the record in an
Jtter state of confusion. While Applicants have indicated.
that reprocessing could take place elsewhere, Applicants have
only provided information with respect to the DRP. NRC Dep.
at 112 (Witness durt). And, the Staff itself has admitted
that it does not know whether projected DRP performance is
technically feasible for other possible facilities. NRC Dep.
at 116 (Witness Hurt). 1In point of fact, the Staff has no
facts whatsoever with respect to such other facilities. 1Id.
at 119 (witness Hurt). 1In such circumstances, any conclu-
sions at all with respect to CRBR reprocessing are cast in
doubt. But, even assuming that one were dealing with the DRP
only, design is so preliminary that Applicants themselves
cannot answer the guestion whether the DRP would provide
assurance against a threat of ten to twelve armed individuals
or even some lower threat (i.e., six to eight). DOE Dep. at

17-18 (Witness Katz).

Q23. In addition to informational deficiencies, are
there any deficiencies in the criteria which the Staff has

used in assessing DOE's prcposed safeguards?




A23. In my judgment, there are serious deficiencies in
the Staff's safeguards criteria. The Staff has adopted three

criteria:

1. Do DOE's proposed safeguards systems provide a
potential for deterring attempts at theft or diversion
of plutonium and attempts at sabotage of facilities or
materials to be used in the CRBR fuel cycle?

r 8 Are DOE's proposed safeguards systems likely
to detect attempts at sabotage, theft, or diversion?

3. Do DOE's proposed systems for responding to
attempted theft, diversion, or sabotage provide reason-

able assurance that such attempts would not be
successful?

DEISS at E-1. These criteria, however, are insufficient
under the Commission's own safeguards standards. DOE's and
the Commission's safeguards objectives are to previde "high
assurance” against diversion. See, e.g., ER-5.7-37; Staff's
Updated Answers to Intervenors' Sixth Set of Interrogatories,
April 26, 1982, at 1. Detection with "high assurance" is
defined by the Staff to mean a detection probability of 90%
or more. NRC, Office of Nuclear Material Safety and Safe-

jyuards, Report of the Material Control and Material Account-

ing Task Force S-12 (NUREG-045C, April 1978). DOE has also

stated that the goal of the system is to detect diversion
attempts "in time to interrupt them." Applicants'’ Updated
Answers to Intervenors' Zighth Set of Interrogatories, dated
April 30, 1982 at 36. The criteria applied by the Commis-

sion, however, merely call for conclusions with respect to



- 2 -

the "potential® of the system for deterrence, the "likeli-
hood" that attempts will be detected, and "reasonable
assurance” that acts would not be successful. The Staff has
admitted that a chain link fence and one guard would meet
eriterion 1. NRC Dep. at 44 (Witness Dube). This is not at
a'l the same thing as "high assurance”. Criterion 2 above is
the only criterion that bears any relationship to the
adequacy of material accounting, which plays the primary
safeguards role in accurate assessment of losses or alleged
losses. However, this criterion gives no measure of the
accuracy of material accounting that mus: be achieved. But
despite their manifest deficiencies, these three criteria
were the only criteria used by the Commission Staff in making

its judgments. NRC Dep. at 42, 43, 46, 47 (Witness Dube).

Q24. In your judgment has there been an adequate, inde-

pendent assessment of DOE's submissions by the Staff?

A24. In many cases, there has been no independent asses-
sment whatsoever by the Staff of DOE's submissions. When DOE
states, for example, that the LEMUF at the conversion facil-
ity will be .5 kg per week, ER-5.7-43, the fuel fabrication
facility will be able to detect a diversion of 3 kg. of plu-
tonium per year, ER-5.7-44, or that the DRP will have a LEMUF
of 1.4% of throughput per week and .8% per month, ER-5.7-57,
these figures are simply accepted by the Commission's Staff

at face value. Likewise, the limits of error asserted by DOE
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are assumed to be correct. The Staff has not even attempted
to attach confidence levels to the figures provided by DOE.
NRC Dep. at 144 (Witness Dube). Further, on such critical
questions as nuclear weapons technology, i.e., how might a
subnational group fashion a CFE out of diverted plutonium and
what might the yield be, the Commission Staff defers com-
pletely to DOE. See Staff's Updated Responses tc Interven-
ors' Requests for Admissions of September 16, 1976, dated
April 29, 1982 at 3. Finally, while apparently the Commis-
sion Staff did have a contractor analyze the submissions of
DOE concerning the costs of safeguards, the Staff d4id not
double check the contractor's analysis. See NRC Dep. at 141

(Witness Dube).

Q25. Is there any justification for not going beyond

DOE's submissions?

A25. I don't believe that the Staff has a valid
rationale for limiting its analysis. It has stated simply
that it is "not necessary"” or "not reasonable" for it to go
beyond the information it has. See, e.g., NRC Dep. at 46
(Witness Dube); Staff Answers to Intervenors' Twenty-third
Set of Interrogatories, April 26, 1982, at 2. However, no
underlying reasoning for these conclusions has been

presented,



Q26. Are there additional

might have taken?

A26.

undertaken but didn't.

First, it could have

analytical steps the Staff

There are several steps the Staff might have

looked at safeguards records

at existing facilities and assessed DOE's assertions against

current problems.

this proceeding, since reprocessina,

'ace at either Savannah River
Purex plant site at Hanford is
for plutonium conversion. Yet
experts is familiar with these
and no information

at 84, 116,

concaerning current regulatory compliance by DOE.

51-52 (Witness Hurt).

Second,

This would have made particular sense in

for example, may take
or Hanford. Moreover, the

the only candidate identified
none of the Staff's safeguards
existing facilities, NRC Dep.
was developed by the Staff

NRC Dep. at

it could have examined various critiques of

existing safeguards at DOE facilities which have been

prepared by the General Accounting Office.

are numerous, e.g.:

"Improvements Needed

Protection of Special Nuclear Material”

These critiques

in the Programs for the
(11/7/73)

"Protecting Special Nuclear Material In Transit:
Improvement Made and Existing Problems"

(4/12/74)



Yet the

ment of

"Shortcomings in the Systems Used to Control and
Protect Highly Dangersus Nuclear Material"
(7/22/76)

"Safety and Transportation Safeguards at Rocky
Flats Nuclear Weapons Plant"™ (1/11/77)

Letter to Chairman, John Dingell, U.S. House of
Representatives, Re: unaccounted for nuclear
matarial (5/5/78)

"States of Physical Security Improvements to ERDA
Special Nuclear Mat«rial Facilities" (9/8/77)

"Federal Actions are Needed to Improve Safety and
Security of Nuclear Materials Transportation”
(5/7/79)

"U.S. Nuclear Safeguards -- A National Strategy is
Needed" (2/19/80)

"Nuclear Fuel Reprocessing and the Problems of
Safeguarding Against the Spread of Nuclear Weapons"
(3/18/80)

Letter to Rep. Tim Wirth, Re: Alleged missing
material from DOE's Rocky Flats weapons production
plant (10/1/80)

"Nuclear Diversion in the U.S.? 13 Years of
Contradiction and Confusion"™ (12/18/78)

Staff d4id not rely on or refer to them in its assess-

DOE safeguards. NRC Dep. at 57 (Witness Dube).

Third, in conducting its safequards analysis, the Staff

only assumed "current conditions", NRC Dep. at 80 (Witness

Jones), and its approach was simply to judge the safeguards

proposed by DOE against existing regulatory requirements such

as those found in 10 CFR Part 73. See Staff's Updated

Answers to Intervenors' Sixth Set of Interrogatories,
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April 29, 1982, at 5. 1In other words, the Commission Staff
did not analyze the extent to which proposed safeguards would
meet threats different than those specified. NRC Dep. at 78
(Witness Dube). This results in ignoring "residual risks,"
and is particularly questionable at the present tim2, when
the Commission is considering upgrading its MC&A rules for

some facilities. See 4€ Fed. Rej. 45144 (Sept. 10, 1981).

Fourth, in my judgment, for purposes of its environmen-
tal analysis, the Staff can look and should have looked at

how the system would respond to changes in threat levels.

Fifth, the Staff could have examined all reasonably
likely CRBR fuel c¢ycles instead of just considering the
alternatives submitted by Applicants. It did not. DEISS at
E-2; NRC Dep. at 88 (Witness Hurt). Thus, even though other
facilities might well be used in the fuel cycle, i.e.,
Savannah River rather than the DRP, the Staff ignored the
real risks associated with those alternatives. 1Indeed, by
focusing on the DRP, a "model" facility, it'effectively only
considered a "best case" for purposes of assessing safeguards
effectiveness. In my judgment, this was unwarranted and

misleading.

Q27. Are there particular reasons for believing that the

safeguards analysis with respect to the DRP is flawed?



A27. The DEISS simply makes a leap of faith to conclude

that future safeguards will be effective. It states:

The MC&A systam for this facility is expected to be
designed to assure that plutonium losses or diversion
would be detected in a timely manner. To achieve the
accountability measurement capability stated by DOE
would require a sophisticated MC&A system with a level
of p2rformance not ya2t demonstrated in a larger repro-
cessing plant. However, significant progress in MC&A
technology has been made through research and develop-
ment on reprocessing safeguards. Thus, tha staff
believes that, in the time frame of design and
construction of the DRP, the safeguards system, as
described by the DOE, can meet the assessment
criteria.

DEISS at E-13. 1In my judgment, one cannot so easily leap
from an undemonstrated technology through Eil to a system
that can meet even the Staff's limited assessment criteria.
Indeed, there is substantial evidence to the contrary.
Adequate protective measures may nct in fact be available or
developed in the foreseeable future. As stated by the Gener-

al Accounting Office in its report, Nuclear Fuel Reprocessing

and the Problems of Safequarding Against the Spread of Nucle-

ar Weapons (EMD-80-38) (March '8, 1980), at 10:

While the upgrade work may improve the safeguards
effectiveness at these [reprocessing] facilities, it is
uncertain how much the diversion risks will be red.ced.
DOE has not identified the limitations of existing
safeguards systems or developed an approach to provide
for as much safeguards protection as may be needed.



Q28. How do you assess the Staff's approach to determin-
ing that there would be future compliance by DOE with its

safeguards criteria?

A28. The word "approach" is something <f a misnomer; the
Staff just seems to have made a horseback judgment. 1In fact,
there are at least two major flaws in its "approach." First,
it did not, as noted earlier, look at current compliance and
attempt to project future compliance based on present, empir-
ical experience. 1In fact, questions have been raised with
respect to the adequacy of DOE's compliance with its current
safeguards requirements. See GAO reports cited in my Answor
A25. Most recently, it has been reported that, in a "black
hat" exercise, seven counter-terrorist experts were able to
demonstrate the lack of effectiveness of physical security at
DOE's Savannah River nuclear weapons plant. Albright,

"Crashing A Nuclear Plant," Atlanta Constitution, October 3,

1982, at 1A. If these problems exist today, it cannot be

concluded that similar or greater problems will not exist in
the future. Second, it did not endeavor to develop any spe-
cific criteria to assess the prospects of future compliance.
A "commitment®™ to comply was deemed satisfactory. In my

judgment, specific criteria taking into account past experi-
ence, possible threat level changes and the like should have

been developed and applied in this assessment.
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Q29. In your judgment, has the Staff properly assessed

safeguards costs?

A29. No. The costs which the Staff looks at and
presents in the DEISS are simply initial investment, plus
annual operating costs at current levels of safeguards. See
letter, dated March 24, 1982, from John Longenecker to Paul
Check. It does not assign any dollar costs to socio-economic
effects of safeguards, NRC Dep. at 138 (Witness Hurt). In my
judgment, these are fundamental deficiencies. Significant
safeguards upgrades, coupled with possible civil liberties
restrictions, see, e.g., Ayres, "Policing Plutonium: The

Civil Liberties Fallout,"™ 10 Harv. Civ. Lib. L. Rev. 369

(1975), must be taken into account., Further, safeguards
failure, followed by a successful CFE detconation or
disposition of a plutonium dispersal device, must be factored
into the analysis. Finally, the costs used are based upon
assumptions with respect to threat levels which may be proved
wrong in the future, and there is no analysis of costs under
potentially different future scenarios. 1In order to under-
stand the true costs of the CRBR and its supporting fuel
cycle facilities, all relevant costs =-- technical, economic,
social and environmental -- must be taken into account by the
agency. This simply has not been done, and thus the costs of
safequards, as set out in the DEISS, cannot be considered

complete or realistic.
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Q30. Could construction and operation of the CRBR and
its supporting fuel cycle have an impact on nuclear prolifer-

ation?

A30. One important omission of the Commission in its
analysis is its refusal to regard the construction and opera-
tion of the CRBR as impacting on proliferation problems. See
Staff's Answers to Intervenors' Twentieth Set of Interroga-
tories, dated April 30, 1982, at 46. As pointed out by Dr.
Theodore Taylor during the Commission's July 29, 1982 hearing
on Applicant's Section 50.12 exemption request, see Tran-
script of July 29, 1982 hearing, at 205-210, the construction
and operation of this plant may well stimulate breeder devel-
opment elsewhere and, as a consequence, exacerbate prolifera-
tion risks. See also Letter, dated January 13, 1982, from

Frank von Hippel of Princeton University to the Commission.

E. Safequards Systems Failure.

Q53i. In addition to the failures of analysis just out-
lined, do you also believe that there are failures in the

proposed safeguards systems themselves?

A31. I believe that there are a number of failures in
the proposed safeguards systems for the CRBR and its support-

ing fuel cycle facilities. They are as follows:
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(1) Current Commission material accounting prac-
tices are fundamentally flawed. The Staff indeed concludes
that the timeliness of detection depends entirely on physical
security, NRC Dep. at 7104 (Witness Dube), i.e., that MCsaA
standing alone won't do the job, and DOE as well appears to
be of the view that MCsA and physical security need not be
independently effective, DOE Dep. at 14 (Witness Ratz).
These flaws cannot be offset by enhancing physical security,
and, considering physical security separately, the design
basis threat cannot be justified. I have set forth these
views extensively in testimony submitted in the NFS-Erwin
proceeding (Docket No. 70-143). A copy of my testimcony at
that proceeding, dated October 12, 1982, at pages 28-37, in
which I explain the basis for these conclusions, is attached
as Exhibit 5. In my judgment, the same failures which affect
the Erwin facility also affect the CRBR and its supporting
fuel cycle.

(2) The Commission exercises no regulatory author-
ity over DOE's fuel cycle facilities, NRC Dep. at 50 (Witness
Dube), and it has no real assurance that safeguards will be
applied at such facilities or that, if applied, they will be
effective. The Staff has no knowledge at this time whether
DOE meets its own standards, NRC Dep. at 72 (Witness Jones);
admits that it is "possible"™ that current safeguards don't
meet current regulations at some CRBR fuel cycle facilities,
NRC Dep. at 35 (Witness Dube); and concedes that, if DOE

commitments relative to fuel cycle safeguards are not imple-
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mented, there is nothing the Commission can do about it. NRC
Dep. at 134 (Witness Dube). The Staff in fact does not even
have criteria for concluding that there is a reasonable
assurance that DOE will comply with applicable safeguards
regulations. NRC Dep. at 46-47 (Witness Dube). 1In reaching
the conclusion that DOE will comply with its own orders, the
Staff has simply accepted DOE's "commitments”". NRC Dep. at
48 (Witness Dube). The entire safeguards system upcn which
which the Staff pins its reliance, therefore, is nothing more
than a handshake and a hypothetical to which no particular
probabilities have been (or perhaps can be) attached. But,
given the history of safeguards problems, see Answers A.26
and A.28, above, it is difficult to be sanguine about

prospects for effective safeguarding.

(3) There are good reasons to believe that certain
of these hypothetical "commitments" will not be realized.
This is particularly the case with respect to material
accounting at the CRBR reprocessing facility. As noted
above, the General Accounting Office has questioned the
effectiveness of current systems and expressed doubt as to
how much diversion risks can be reduced by improved safe-

guards. GAO, Nuclear Fuel Reprocessing and the Problems of

Safequarding Against the Spread of Nuclear Weapons 10

(EMD-80-38, March 18, 1980). In its words:



Safeguards systems used by DOE at Federal repro-
cessing plants cannot assure that diversions of
weapons-usable material for non-author ized purposes
can be detected in a timely manner. Diversion or
theft of materials sufficient to construct a nucle-
ar weapcen is possible and could go undetected.

- Material contrcl and accountability systems
are unable to account for weapons-usable
material in a timely manner.

- Physical security systems cannot assure the
theft of weapons-usable material will be pre-
vented.

Id. Projected LEMUFs, i.e., 1.4% of throughput per week at
the DRP, may or may not be able to be realized. ER 5.7-56.
It has been projected, for example, that 2% a week is the

best that might be achieved, McSweeney, 2t al., Improved

Material Accounting for Plutcnium Processing Facilities and a

235U-HTGR Fuel Fabrication Facility (Battelle Pacific North-

west Laboratories, October, 1975), and the Staff at soms
points has suggested 2% may be more accurate, NRC Dep. at 130
(Witness Hurt), DEISS at E-12, but, in any event, there is
substantial uncertainty about just what levels of performance

any system can achieve, See generally IAEA, International

Wworking Group on Reprocessing Plant Safeguards, Qverview

Report to the Director General of the IAEA International

Working Group 86-102 (Sept. 1981). Moreover, even if the

1.4% level could be achieved, it may not be adequate. The
IAEA Working Group has suggested that, assuming surveillance

and containment were improved over today's levels and near




real-time accountancy instituted, long-term diversion would

still remain a problem:

For large scale facilities the abrupt diversion
guidelines could probably be met; however, problems
still existed meeting the protracted diversion guide-
lines for plutonium accountability in the main
process MBA,

Id. at 89.

The physical security and material control systems must
ve capable of promptly detecting the diversion of a formula
quantity of SNM (2 Kg Pu). Material accounting, i.e. a
material balance based on measured physical inventory, pro-
vides the only means for assuring that the physical protec-
tion and material control systems are effective and that no
significant losses or diversions have gone undetected.
Consequently, material accounting must achieve confidence
limits on inventories that are comparable to or smaller than
the requirements of the physical security material control
system, i.e. detecting with high confidence the diversion of
a formula quantity (2 kg Pu). But 1.4% of the DRP throughput

exceeds the formula amount.

(4) The threat levels utilized by the Commission
and DOE to determine safeguards design may be inadequate.
They are based on "likely threats" rather than the "maximum
credible threats." See NUREG-0414, supra, at 5-10. The
problem with the "likely threat" approach is that it

unjustifiably discounts larger threats. Intervenors, Staff
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and Applicants all agree that one cannot reliably predict
deliberate, malevolent human acts such as theft and sabotage.
See staff's Updated Answers to Intervenors' Fourteenth Set of
Interrogatories, April 30, 1982, at 2; Applicants' Updated
Answers to Intervenors' Seventh Set of Interrogatories,

April 30, 1982 at AB-115. Several conclusions inescapably
flow from this lack of predictive capability. First, it is
impossible to rule out the potential for such acts occurring.
Second, uncertainties in estimates of the probability of
these acts occurring are such as to make probability
estimates virtually irrelevant. Third, because the potential
for theft and sabotage exists and probability estimates are
not terribly useful, it is essential to design safeguards
systems to protect against the "maximum credible threat"
rather than just "likely threats."” This is particularly true
because it appears that "adversaries determine group size for
a given action upon their perception of the number required
to optimize the chance of success, consistent with security

requirements and payoff." Stewart, et al., Generic Adversary

Characteristics Summary Report 42 (NUREG-0459, March 1979).

Failure to identify (and quantify) threats (including maximum
threats) that various knowledgeable people would consider
credible and to design the CRBR and its supporting fuel cycle
to mest those threats means that there is not the "high
degree of assurance" -- which both Staff and Applicants agree

is necessary -- to prevent theft of plutonium or sabotage.
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(5) Both DOE and the Staff recognize that there
are "dynamic factors in society"™ which have implications for
the level of safeguards required. Neither DOE nor the Staff
believes that future threats can be reliably predicted. DOE
Dep. at 38 (Witness Penico); NRC Dep. at 62, 76 (Witness
Jones). They also admit the threat could be greater in the
1990's. NRC Dep. at 79 (Witness Jones). In such circum-
stances, it would appear necessary for both DOE ard the
Commission to have a system for continuing review for safe-
guard threats to take into account possible changes in the
level of threat, However, while there are several disparate
efforts, there is no truly systematic coordination to this
end. Applicants' Answers to Intervenors' Seventeenth Set of
Interrogatories, April 9, 1982, at 7-8; Staff Answers to
Intervenors' Twenty-third Set of Interrogatories, April 26,
1982, at 2. 1In addition, there is no assurance that DOE and
the Commission can responc with sufficient speed should
threat levels change and an upgrade be needed. DOE suggests
that a response to rapidly changing threats might take "a
matter of months -- three to four months." DOE Dep. at 39
(Witness Penico). The Staff, based on past experience, has
indicated that it may take several years to upgrade safe-
guards. NRC Dep. at 90-91 (Witnesses Jones and Dube). But
whether an upgrade within that time frame would be rapid
enough to counter the changed threats is problematical. 1In
this regard, the intelligence community cannot provide the

Commission or DOE with assurance of prior detection of
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adversary groups unless group size becomes very large, i.e.,

"army" size. Mattson, et al., Task Force Report to the

Commission on Allegations by James H. Conran 4-18, 19 (April

2%, 1977). Applicants agree that threats cannot generally be
identified before the action takes place for group sizes
smaller than 9 or 10 people. DOE Dep. at 37 (Witness

Penico).

(6) There are serious questions about the adequacy

of guard forces. See generally General Accounting Office,

Security at Nuclear Power Plants -- At Best Inadequate (EMD-

77-32, April 7, 1977); Testimony of Monte Canfield before the

Energy and Environment Subcommittee of the House Committee on

Interior and Insular Affairs, 97th Cong., 1st Sess. (May 5,

1977). The human element is a major weakness in the current
system. It is likely to remain so. But it is never

addressed by the Staff or Applicants,

(7, *®inally, the Commission simply may not have
reliable data upon which to judge the effectiveness of MCsA.
See letter, dated May 5, 1978, from Elmer Staats, U.sS.
Cemptreller General, to Congressman John Dingell (EMD-78-58,
B-157767). 1In other words, if the LEMUF at DOE facilities is
nigher than actually reported, no one will know anything

about it, much less be able to do anything about it,



F. Concluding Question.

Q32. 1In light of the deficiencies of analysis and
systems which you have outlined, what 15 your overall judg-
ment as to both the risks to be encountered by the CRBR and
its supporting fuel cycle facilities and the measures

designed to overcome such risks?

A32. It is my judgment that the Staff and Applicants
have substantially understated the risks and overstated the
effectiveness of proposed safeguards. I cannot conclude,
based on the evidence presented in the record to date, that
there would be "high assurance" or even "reasonable assur-
ance"™ that plutonium could be effectively safeguarded at the
CRBR and its supporting fuel cycle facilities or that the
proposed safeguards measures would otherwise meet the Commis-

sion's present or future regulatory requirements.
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respect to safeguards and security systems at the CRBR plant
s«ve, it refers the reader to the PSAR, Section 13.,7. With
respect to safeguards and security systems throughout the
CRBR fuel cycle, it states, without analysis, that they are
"expected to be effective in accounting for and protecting
the SNM,". 1d.

The PSAR, Section 13.7, is basically an outline of
measures. To the extent there is any assessment of
effectiveness of the system, it is purely conclusory. Thus,
while the PSAR states that the physical security design will
rhave certain effects, e.g., detection of unauthorized
penetrations or apprehension in a timely manner of
unauthorized persons, see PSAR, Section 13.7.2, the
foundation for these conclusions is not presented, and no
confidence levels are attached.

In the FES, the following "consequences" are
inadequately considered:

- Section 7.3 - This section does not discuss the

nature of the threat; does not explain how the
threat levels are established which are used to
judge the adequacy of physical security; does not
set forth any basis for determining residual
environmental risk; and ignores evidence of prior
sabotage and theft, These inadequacies are

reflected in the failure to consider and evaluate



theft at the NUMEC planﬁ. see Office of the

Inspector General, NRC, Inquiry Into the Testimony

of the Executive Director for Operations (Feb.,

1978); Fialka, "The American Connection: How

Israel Got the Bomb," The Washington Monthy, Jan.,

1979, at 50; Burnham, "The Case of the Missing

Uranium,” The Atlantic, Apr., 1979, at 78; 125

Cong. Rec. S.5736-51 (May 14, 1979); theft of
uranium at Wilmington, N.C. in January, 1979, see
125 Cong. Rec. H.9219 (Oct. 16, 1979); sabotage of

VEPCO Surry reactors, see Ccmmonwealth of Virginia

v. William E. Kurkendal')l and James A. Merrill, Jr.,

Circuit Court, County of Surry (circa 1980);
sabotage of components for the Iragi reactor while

under fabrication in France, see Newsweek, 6/28/81,

at 25; actions of Basgue terrorists directed

against Spanish nuclear facilities, see Energy

Daily, 4/10/78; Nuclecnics Week, 3/22/78; and the

attack on the Super Phenix facility in France, see

The Washington Post, 1/20/82, at Al6. See

generally, letter dated April 13, 1978, from Dr.
Thomas Cochran to Senator John Glenn, Chairman,
Subcommittee on Energy Nuclear Proliferation and
rederal Services, Senate Committee on Governmental

Affairs, with enclosures (copy attached at Tab A).
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Further review and analyéis of the following may
result in the identification of additional
incidents supporting Intervenors' conclusion: NRC,

Preliminary Notification of Safecuards Events

(through 1981); NRC, Summary Listings of Threats to

Licensed Nuclear Facilities and Transport and Other

Nuclear Threats (through 1981); DOE, Threats of

violence and Acts of Violence to Unlicensed Nuclear

Facilities (through 1981).

The statement in the first paragraph on page
7-13 that "the NRC has no indication of any threat
to domestic nuclear facilities that would endanger
the public and safety", is inconsistent with
the incidents cited, supra, pages 2-4, and our own
analysis. See Tab A.

The statement in the first paragraph on page
7-14 that "historical evidence and current
‘intelligence' fail to reveal any substantive
threat" is factually incorrect. See incidents
cited supra, pages 2-4.

The second paragraph or page 7-14 is no longer
accurate because new NRC regulations have been

issued. See 10 CFR pt. 73, as amended.

The third paragraph on page 7-14 is
conclusory. It does not indicate what an adequate

threat level wouia ve, nor does it state what




additional requirsmants might be appropriate if
threat levels changed. Tinally, it does not
mention that fuel cycle facilities may not be
subject to NRC rejulations.

7.3.1 - Ther2 is no explanation of the basis for

the view that various functional elements will
assure "effective implementation” of a safeguards
program. Further, the discussion makes no
reference to the fact tha' fuel facilities, at
least initially, will not be subject to NRC
requlatory requirements. Finally, this section
does 10t describe residual risks, nor does it
provide support for the proposition that residual
cisks would he minimal.

7.3.1.1 - Requiraments summnarized in Appendix E

have been revised since release of the FES and
conseguently Appendix E must be updated.

7.3.2 - The statement that "compliance provides
reasonable assurance that there will be no
significant increase in the overall risk to the
public from acts of sabotage, theft or diversicon at
a reactor site" is both vague and conclusory. No
evidence is provided to support this statement. No
effort is made to define what constitutes

"reasonable assurance", Further, it is not clear




whether the phrase "reasonable assurance" reflects
the current reguirements of law. Lastly, the 3taff
does not indicate wha: 1 "significant" increase in
risk would be.

7.3.2.1 - The conclusion in the first full
parajraph on page 7-13 that acts of sabotage
causing "substantial core damage and release of
radiocactive materials . . . while possible, are
nighly improbable" is vague. The basis for the
judgment is not given, nor are any confidence
levels attached to the judygment.

The statement in the carryover paragraph on
page 7-16 that multiple barriers and backup safety
systems "when comhined witS an appropriate
safeguards program, provide adequate protection
against the occurrence or e<fects of sabotage" is
conclusory and unsupported., No definition is
provided of an "appropriate" safeguards program.
No effort is made to defin: what "adequate
protection" is, or why, if it is the standard,
chosen by the staff, it was so chosen and how it
relates to other standards referred to in the FES,
e.g., "reasonable assurance", "high level of

protection",



The discussion of reguiatory reguirements in
the second and third parajraphs on page 7-16 doces
not reflect changes in regulations. Threat levels
referred to are no longer valid and have been
upgraded. See 10 CFR §5 73.1, 73.55, as amended.

The statement in the last paragraph on page
7-16 that technology and systems Jeveloped for
current reactors can "in large part, oe translated
to the CRBRP" needs explanation., Are there<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>