From: AStrainingandtravel Resource

To: AgreementStateRegs Resource

Subject: FW: RATS 2019-1

Date: Monday, December 30, 2019 5:39:07 PM
Attachments: 337.1020.docx

RATS2019-1.docx
337.1040(c)(1-2).docx

Came to my mailbox by accident

From: Vinson, Gibb <Gibb.Vinson@illinois.gov>

Sent: Monday, December 30, 2019 11:27 AM

To: AStrainingandtravel Resource <AStrainingandtravel.Resource@nrc.gov>

Cc: Khayyat, Adnan <Adnan.Khayyat@illinois.gov>; Conway, Louise <louise.conway@illinois.gov>
Subject: [External_Sender] RATS 2019-1

Michelle,

IEMA wishes to submit our final versions of 32 Ill. Adm. Code 337.1020(b)(2) and draft
version of 337.1040(c)(1-2) for review against RATS ID 2019-1. These regulations are due
for adoption on December 18, 2022. A cross reference sheet is also attached.

We can find no instances of a required change in our version of 337.1020(b)(2) as we require
these T/R certifications to be submitted to IEMA not to NRC. The changes for submittal of
fingerprints are included in 337.1040(c)(1-2).

Thank you for your consideration in this matter. Please send us confirmation that these rules
have been received and accepted. If you have any questions, please feel free to contact me.

Regards, Gibb

C. Gibb Vinson

Head of Radioactive Materials
Division of Nuclear Safety
lllinois Emergency Management Agency

1035 Outer Park Dr.
Springfield, IL 62704

P: 217-785-9928

F: 217-782-1328

E: Gibb.Vinson@illinois.gov

State of lllinois - CONFIDENTIALITY NOTICE: The information contained in this communication is
confidential, may be attorney-client privileged or attorney work product, may constitute inside information
or internal deliberative staff communication, and is intended only for the use of the addressee.
Unauthorized use, disclosure or copying of this communication or any part thereof is strictly prohibited
and may be unlawful. If you have received this communication in error, please notify the sender
immediately by return e-mail and destroy this communication and all copies thereof, including all
attachments. Receipt by an unintended recipient does not waive attorney-client privilege, attorney work
product privilege, or any other exemption from disclosure.
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		TITLE 32: ENERGY 
CHAPTER II: ILLINOIS EMERGENCY MANAGEMENT AGENCY
SUBCHAPTER b: RADIATION PROTECTION
PART 337 PHYSICAL PROTECTION OF CATEGORY 1 AND CATEGORY 2 QUANTITIES OF RADIOACTIVE MATERIAL 
SECTION 337.1020 ACCESS AUTHORIZATION PROGRAM REQUIREMENTS





 

Section 337.1020  Access Authorization Program Requirements

 

a)         Granting Unescorted Access Authorization

 

1)         Licensees shall implement the requirements of this Subpart for granting initial or reinstated unescorted access authorization.

 

2)         Individuals who have been determined to be trustworthy and reliable shall also complete the security training required by Section 337.2020(c) before being allowed unescorted access to category 1 or category 2 quantities of radioactive material.

 

b)         Reviewing Officials

 

1)         Reviewing officials are the only individuals who may make trustworthiness and reliability determinations that allow individuals to have unescorted access to category 1 or category 2 quantities of radioactive material possessed by the licensee.

 

2)         Each licensee shall name one or more individuals to be reviewing officials. After completing the background investigation on the reviewing official, the licensee shall provide, under oath or affirmation, a certification that the reviewing official is deemed trustworthy and reliable by the licensee. The fingerprints of the named reviewing official shall be taken by a law enforcement agency, federal agency or state agency that provides fingerprinting services to the public or by commercial fingerprinting services authorized by a state to take fingerprints. The licensee shall recertify that the reviewing official is deemed trustworthy and reliable every 10 years in accordance with Section 337.1030(e).

 

3)         Reviewing officials shall be permitted to have unescorted access to category 1 or category 2 quantities of radioactive material if their job duties require unescorted access to category 1 or category 2 quantities of radioactive material as referenced in Section 337.1010(c)(3).

 

4)         Reviewing officials cannot approve other individuals to act as reviewing officials.

 

5)         A reviewing official does not need to undergo a new background investigation before being named by the licensee as the reviewing official if:

 

A)        The individual has previously undergone a background investigation that included fingerprinting and an FBI criminal history records check and has been determined to be trustworthy and reliable by the licensee; or

 

B)        The individual falls within a category listed in Section 337.1050(a).

 

c)         Informed Consent

 

1)         Licensees may not initiate a background investigation without the informed and signed consent of the subject individual.  This consent shall include authorization to share personal information with other individuals or organizations as necessary to complete the background investigation.  Before a final adverse determination, the licensee shall provide the individual with an opportunity to correct any inaccurate or incomplete information that is developed during the background investigation.  Licensees do not need to obtain signed consent from those individuals that meet the requirements of Section 337.1030(d). A signed consent shall be obtained prior to any reinvestigation.

 

2)         The subject individual may withdraw his or her consent at any time.  Licensees shall inform the individual that:

 

A)        If an individual withdraws his or her consent, the licensee may not initiate any elements of the background investigation that were not in progress at the time the individual withdrew his or her consent; and

 

B)        The withdrawal of consent for the background investigation is sufficient cause for denial or termination of unescorted access authorization.

 

d)         Personal History Disclosure

Any individual who is applying for unescorted access authorization shall disclose the personal history information that is required by the licensee's access authorization program for the reviewing official to make a determination of the individual's trustworthiness and reliability.  Refusal to provide, or the falsification of, any personal history information required by this Subpart is sufficient cause for denial or termination of unescorted access.

 

e)         Determination Basis

 

1)         The reviewing official shall determine whether to permit, deny, unfavorably terminate, maintain or administratively withdraw an individual's unescorted access authorization based on an evaluation of all of the information collected to meet the requirements of this Subpart.

 

2)         The reviewing official may not permit any individual to have unescorted access until the reviewing official has evaluated all of the information collected to meet the requirements of this Subpart and determined that the individual is trustworthy and reliable.  The reviewing official may deny unescorted access to any individual based on information obtained at any time during the background investigation.

 

3)         The licensee shall document the basis for concluding whether or not there is reasonable assurance that an individual is trustworthy and reliable.

 

4)         The reviewing official may terminate or administratively withdraw an individual's unescorted access authorization based on information obtained after the background investigation has been completed and the individual is granted unescorted access authorization.

 

5)         Licensees shall maintain a list of persons currently approved for unescorted access authorization. When a licensee determines that a person no longer requires unescorted access or meets the access authorization requirement, the licensee shall remove the person from the approved list as soon as possible, but no later than 7 working days after the determination, and take prompt measures to ensure that the individual is unable to have unescorted access to the material.

 

f)         Procedures.  Licensees shall develop, implement and maintain written procedures for implementing the access authorization program.  The procedures shall include provisions for:

 

1)         The notification of individuals who are denied unescorted access;

 

2)         The review, at the request of the affected individual, of a denial or termination of unescorted access authorization;

 

3)         Ensuring that the individual is informed of the grounds for the denial or termination of unescorted access authorization; and 

 

4)         Allowing the individual an opportunity to provide additional relevant information.

 

g)         Right to Correct and Complete Information

 

1)         Prior to any final adverse determination, licensees shall provide each individual subject to this Subpart with the right to complete, correct and explain information obtained as a result of the background investigation.  Confirmation of receipt by the individual of this notification shall be maintained by the licensee for a period of one year from the date of the notification.

 

2)         If, after reviewing his or her criminal history record, an individual believes that it is incorrect or incomplete and wishes to change, correct, update or explain anything in the record, the individual may initiate challenge procedures.  These procedures include direct application by the individual challenging the record to the law enforcement agency that contributed the questioned information or a direct challenge as to the accuracy or completeness of any entry on the criminal history record to the Federal Bureau of Investigation, Criminal Justice Information Services (CJIS) Division, ATTN: SCU, Mod. D-2, 1000 Custer Hollow Road, Clarksburg WV 26306, as set forth in 28 CFR 16.30 through 16.34.  In the latter case, the FBI will forward the challenge to the agency that submitted the data and will request that the submitting agency verify or correct the challenged entry.  Upon receipt of an official communication directly from the submitting agency that contributed the original information, the FBI Identification Division should make any necessary changes in accordance with the information supplied by that submitting agency.  Licensees shall provide at least 10 business days for an individual to initiate action to challenge the results of an FBI criminal history records check after the record is made available for his or her review.  The licensee shall make a final adverse determination based upon the criminal history records only after receipt of the FBI's confirmation or correction of the record.

 

h)         Records

 

1)         The licensee shall retain documentation regarding the trustworthiness and reliability of individual employees for 3 years from the date the individual no longer requires unescorted access to category 1 or category 2 quantities of radioactive material.

 

2)         The licensee shall retain a copy of the current access authorization program procedures as a record for 3 years after the procedure is no longer needed.  If any portion of the procedure is superseded, the licensee shall retain the superseded material for 3 years after the record is superseded.

 

3)         The licensee shall retain the list of persons approved for unescorted access authorization for 3 years after the list is superseded or replaced.

 

(Source:  Amended at 42 Ill. Reg. 42 Ill. Reg. 7485, effective April 4, 2018)
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		§  37.23(b)(2)

		Access authorization program requirements

		337.1020(b)(2)

		B

		In § 37.23(b)(2), remove the phrase “ATTN:  Document Control Desk; Director, Office of Nuclear Material Safety and Safeguards.” and add in its place the phrase “Director, Office of Nuclear Material Safety and Safeguards, U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001; ATTN:  Source Management and Protection Branch.”



		

		

		



		§  37.27(c)(1) and (2)

		Requirements for criminal history records checks of individuals granted unescorted access to category 1 or category 2 quantities of radioactive material

		337.1040

[bookmark: _GoBack](c)(1-2)

		B

		[bookmark: _Hlk15562289]In § 37.27, revise paragraphs (c)(1) and (2) to read as follows:



*	*	*	*	*

	(c) *     *      *

 	(1) For the purposes of complying with this subpart, licensees shall use an appropriate method listed in § 37.7 to submit to the U.S. Nuclear Regulatory Commission, Director, Division of Physical and Cyber Security Policy, 11545 Rockville Pike, ATTN: Criminal History Program/Mail Stop T-8B20, Rockville, MD 20852, one completed, legible standard fingerprint card (Form FD-258, ORIMDNRCOOOZ), electronic fingerprint scan or, where practicable, other fingerprint record for each individual requiring unescorted access to category 1 or category 2 quantities of radioactive material.  Copies of these forms may be obtained by emailing  MAILSVS.Resource@nrc.gov.  Guidance on submitting electronic fingerprints can be found at https://www.nrc.gov/security/chp.html. 

	(2) Fees for the processing of fingerprint checks are due upon application.  Licensees shall submit payment with the application for the processing of fingerprints through corporate check, certified check, cashier's check, money order, or electronic payment, made payable to “U.S. NRC.”  (For guidance on making electronic payments, contact the Division of Physical and Cyber Security Policy by e-mailing Crimhist.Resource@nrc.gov.) Combined payment for multiple applications is acceptable.  The Commission publishes the amount of the fingerprint check application fee on the NRC's public Web site.  (To find the current fee amount, go to the Licensee Criminal History Records Checks & Firearms Background Check information page at https://www.nrc.gov/security/chp.html and see the link for How do I determine how much to pay for the request?).

*	*		*	*	*
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Section 337.1040  Requirements for Criminal History Records Checks of Individuals Granted Unescorted Access to Category 1 or Category 2 Quantities of Radioactive Material

 

a)         General Performance Objective and Requirements

 

1)         Except for those individuals listed in Section 337.1050 and those individuals grandfathered under Section 337.1030(d), each licensee subject to the provisions of this Subpart shall fingerprint each individual who is to be permitted unescorted access to category 1 or category 2 quantities of radioactive material.  Licensees shall transmit all collected fingerprints to the NRC for transmission to the FBI.  The licensee shall use the information received from the FBI as part of the required background investigation to determine whether to grant or deny further unescorted access to category 1 or category 2 quantities of radioactive material for that individual.

 

2)         The licensee shall notify each affected individual that his or her fingerprints will be used to secure a review of his or her criminal history record and shall inform him or her of the procedures for revising the record or adding explanations to the record.

 

3)         Fingerprinting is not required if:

 

A)        A licensee is reinstating an individual's unescorted access authorization to category 1 or category 2 quantities of radioactive material;

 

B)        The individual returns to the same facility that granted unescorted access authorization within 365 days after termination of his or her unescorted access authorization; and

 

C)        The previous unescorted access authorization was terminated under favorable conditions.

 

4)         Fingerprints are not required if an individual who is an employee of a licensee, contractor, manufacturer or supplier has been granted unescorted access to category 1 or category 2 quantities of radioactive material, access to safeguards information or safeguards information-modified handling by another licensee based upon a background investigation conducted under this Subpart, the Fingerprint Orders or 10 CFR 73.  An existing criminal history records check file may be transferred, in accordance with Section 337.1060(c), to the licensee asked to grant unescorted access.

 

5)         Licensees shall use the information obtained as part of a criminal history records check solely for the purpose of determining an individual's suitability for unescorted access authorization to category 1 or category 2 quantities of radioactive material.

 

b)         Prohibitions

 

1)         Licensees may not base a final determination to deny an individual unescorted access authorization to category 1 or category 2 quantities of radioactive material solely on the basis of information received from the FBI involving:

 

A)        An arrest more than one year old in which there is no information of the disposition of the case; or

 

B)        An arrest that resulted in dismissal of the charge or an acquittal.

 

2)         Licensees may not use information received from a criminal history records check obtained under this Subpart in a manner that would infringe upon the rights of any individual under the First Amendment to the Constitution of the United States nor shall licensees use the information in any way that would discriminate among individuals on the basis of race, religion, national origin, gender or age.

 

c)         Procedures for Processing of Fingerprint Checks

 

1)         For the purpose of complying with this Subpart, licensees shall use an appropriate method listed in 10 CFR 37.7 to submit to the U.S. Nuclear Regulatory Commission, Division of Physical and Cyber Security Policy Director, Division of Facilities and Security, 11545 Rockville Pike, ATTN: Criminal History Program/Mail Stop T-7D04M8B20, Rockville MD 20852, one completed, legible standard fingerprint card (Form FD-258, ORIMDNRCOOOZ), electronic fingerprint scan or, where practicable, other fingerprint record for each individual requiring unescorted access to category 1 or category 2 quantities of radioactive material.

 

AGENCY NOTE:  Copies of these forms may be obtained by writing the Office of the Chief Information Officer, U.S. Nuclear Regulatory Commission, Washington DC 20555-0001, by calling (630)829-9565 or by emailing  to  FORMSMAILSVS.Resource@nrc.gov.  Guidance on submitting electronic fingerprints can be found at https://www.nrc.gov/security/chp.html.

 

2)         Fees for the processing of fingerprint checks are due upon application.  Licensees shall submit payment with the application for the processing of fingerprints through corporate check, certified check, cashier's check, money order or electronic payment made payable to "U.S. NRC".  Combined payment for multiple applications is acceptable.  The amount of the fingerprint check application fee is available on NRC's website.  To find the current fee amount, go to the Electronic Submittals page at http://www.nrc.gov/site-help/e-submittals.html and see the link for the Criminal History Program under Electronic Submission Systems. Licensee Criminal History Records Checks & Firearms Background Check information page at https://www.nrc.gov/security/chp.html and see the link for How do I determine how much to pay for the request.

[bookmark: _GoBack] 

AGENCY NOTE:  For guidance on making electronic payments, contact the Security Branch, Division of Facilities and Security at (301)415-1491 .

 

3)         NRC will forward to the submitting licensee all data received from the FBI as a result of the licensee's applications for criminal history records checks.

 

(Source:  Amended at 42 Ill. Reg. 42 Ill. Reg. 7485, effective April 4, 2018)




