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REQUESTER: DATE: 

IEmmaBest II Q-10-1q I 
DESCRIPTION OF REQUESTEb RECORDS: 

Records, during the time period, January 1. 1996 through June 30, 2016, mentioning or describing auditS; reviews, 

investigations, or reports regarding the state of the agency's cybersecurity program vis-a-vis potential attacks, or !}Udits or 

investigations conducted in the wake of a suspected or actual cyber attack, hacking inc~dent or breach. 

PART I. - INFORMATION RELEASED 

[Z] The NRG has made some, or all, of the requested records publicly av~ilable through one or more of the following means: 

(1) https·/Jwww nrc gov· (2) public ADAMS, https·lfwww ore gov/readmg-an/adams html· (3) microfiche available In the NRC Public 

Document Room; or FOIA onrine, l:itms·Ltto1simlla~ wuls!tl12aa ggvtto1a{act1QDLQl.ll2lic/hom~. 

@ Agency records subject to the request are enclosed. 

D Records subject to the request that contain information originated by or of interest to another Federal agency ~eve been referred to 

that agency (See Part I.D - Comments) for a disclosure determination and direct response to you. 

D We are COntifl\llng to process your request 

0 See Part I.D- Comments 

PART I.A - FEES 

D You will tie billed by NRC for the ~mount indicated. [Z] Since the minimum fee threshold was not 

11 

AMOUNT 

11 

met, you will not be charged fees. 

D You will receive a refund for the amount md1cated. D Due to our delayed response, you will not be 

D Fees waived. charged search and/or duplication fees that 
would otherwise be applicable to your request. 

PART I.B - INFORMA TfON NOT LOCATED OR WITHHELD FROM DISCLOSURE 

0 We did not locate any agency records responsive to your request Note: Agencies may treat three discrete categories of law 

-enforcement and national security records as not subject to the FOIA ("exclusl6ns"). See 5 U.S C. 552(c). This ls a standard 

nobflcatton given to all requesters; It should not be taken to mean that any eJO;ciuded records do, or do not, exlsl 

[Z] We,heve withheld certain information pursuant to the FOIA exemptions described, and for the reasons staled, In Part II. 

D Because this Is an Interim response to your request, you may not appeal at this time We will notify you of your right to appeal any of 

the responses we have issued In response to your request when we Issue our final determination. 

0 You may appeal this final determination within 90 calender days of the date of this response If you submit an appeal by mail, 

address it to the FOIA Office( al U.S. Nuclear Regulatory Commission, Mail Stop T-2 F43, Washington, D.C. 20555-0001. You may 

submit an appeal by e-mail to FOlA resource@nrc.gov. You may fax an appeal to (301) 415-5130. Or you may submit an appeal 

through FOIA Online, httr;>s:{{foraonline ~ulations gov[foja/actjon/publlc/home. Please be sure to Include on your submission that 1t 

is a "FOlA Appeal." 

PART I.C - REFERENCES AND POINTS OF CONTACT 

You have the nght to seek assistance from the NRC's FOIA Public Liaison by submitting your inquiry at 

httos··11www arc gQv{reading-rm/foia/CQo\act-fQ1a btrbl or by calllng the FOIA Public Liaison et (301) 415-1276 

If we have ~nied your request, you have the right to seek dlspute resolution services from the NRC's Public l.Jalson or the Office of 

Government Information Services (OGIS). To seek dispute resolutton services from OGIS, you may e-mail OGIS at cx~us@nara,gQv, send 

a fax to (202) 741-5789, or send a letter to· Office of Government Information Services, NatJonal Archives and Records Administration, 
8601 Adelphi Road, College Park, MD 20740-6001 For add1tronal Information about OOIS, please visit the OGIS website at 

httos:/lwww,!i!rchr.!M,QQ',!/QQIJ2. 
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PART I.D - COMMENTS 

In our Interim response to you, dated August 7, 2019, we Identified the audit reports responsive to your request, which the 
Office of Inspector General had already posted to .the NRC website at https://www .nrc.gov/reacfing-rm/doc:-collectlons/insp­
gen/. Included among the listed aucfrt reports were three audit reports that had portions redacted: 

OIG-05-A-21, Independent Evaluation of NRC's Implementation of the Federal Information Security Management 
Act (FISMA) for FY2005 

OIG-09-A-11, Evaluation Repoft lnf9rmatlon System Security Evaluation of the Technical Training Center -
Chattanooga, TN 

OIG-1o-A-18,Assessment of NRC's Wireless Devices , 

During the review of OIG-09-A-11, one .additional responsive audit report was identified, OIG-06-A-19, Computer Security 
Audit of the Technical Training Center - Chattanooga, TN, which had not previously been posted to the NRC website. 
In coordination wrth subject matter experts In v~rious program offices, we have determined that th9:!?e·tour audit reports may 
now be released In their entirety. In addition to posting these complete reports to the NRC ~bslte, copies are enclosed. 

Finally, with respect to OIG-18-A-14, External Vulnerability Assessment and Penetration Test, which we had identified In our 
Interim response as responsive to your request, but had not been posted to the NRC website, we have re-reviewed this 
audit report and determined that certain portions may now be released. However, certain portions of the report remain 
sensffive and, accordingly, will be withheld for the reasons stated in Part II. , , 

This concludes our processing of your request We appreciate your patience. 

_/)~ 
Stgnatunt - Anlatant I / Geod"ra ".'_ · • - t1om1 or Dntgnee 

.., t 
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PART II.A -- APPLICABLE EXEMPTIONS 

NRC 

1 2019-000322#2 

DATE: 

1 0911012019 

Records subject to the request are being withheld in their entirety or In part under the FOIA exempbon(s) as indicated below (5 U.S.C. 552(b)). 

D Exemption 1 : The withheld Information Is property dassffled pursuant to an Executive Order protecting national security Information. 

D ~mpbon 2 The Withheld mformatlon relates solely to the Internal personnel rules and practices of NRC. 

D Exemption 3: The Withheld information Is speClflcally exempted from pl.blic dlsdosure by the statute lnd1cated. 

D Sections 141-145 of the Atomic Energy Act, which prohibits the d1Sciosure of Restncted Data or Fonnerly Restricted Data (42 U.S.C. 2161-2165). 

D Section 147 of the Atomc Energy Act, which protublts the dlSdosure of Unclassffled Safeguards lnfonnatlon (42 U.S.C. 2167). 

D 41 U.S.C .. 4 702(b), which prohibits the d1Sclosure of contractor proposals, except when Incorporated Into the contract between the agency and the 
submitter of the proP,osal. · · 

D Other. 

D. Exemption 4: The withheld Information Is a trade secret or confidential commercial or financial Information that ls bemg wrtlYleld for the reason(s) 
Indicated. 

D 
D 
D 

The Information Is considered to be proprietary because rt concerns a licensee's or appDcant's physical protection or material control and 
accounting program for ·special nuclear matenal pursuant to 10 CFR 2.390(d)(1). 

The tnfprmatlon Is ~nsklered to be another type of confidential business (proprietary) Information. 

The information was submitted by a foreign source and received m confidence pursuant to 10 CFR 2.390(d)(2). 

[lJ Exemption 5: Too withheld Information consists of lnteragency or mtraagency records that are normally pnvfleged In clvll llbgatlon. 

0 Dellberatrve process pnvllege. 

D Attorney work product prMlege. 

D Attorney-client prlvDege. 

[] Exen:iptlon 5: The Withheld information from a personnel, medical, or similar file, Is exempted from public d1Sclosu~ because It!} d1Sclosure would result 
ma clearly unwarranted Invasion of personal pnvacy · 

[lJ Exemptl9n 7~ The withheld lnformabon consists of records compiled for law enforcementpJ!..rposes and 1s being withheld for the reason(s) Indicated 

D (A) Disclosure could reasonably be expected to Interfere with an open enforcement proceeding. 

D (C) Dleclosure could reasonably be expected to constrtute an unwarranted invasion of personal pnva.cy 

D (D) The l~atJon conststs of names end other information the dlllC!osure of wtuch could reasonably be expected to reveal 1dentrues of confldentral sources 

0 (E) Dlsclosure would reveal techruques and procedures for law enforcement 1nvestigetlons or prosecubons, or guidelmes that could reasonably be expected to 
nsk circumven!Jon of the law. · 

[lJ (F) DISdosure could reasonably be expected to endanger the hfe or physical safety of an tndlllidu·al. 

D Other 

PART·11.e·-DENYING OFFICIAL 

In accordance with :10 CFR ~.26(g)(1) of the U.S. Nuclear Regulatory Commission regulations, the offlclal llsted below has made the . 
detennlnatlon to withhold certain lnfonnatlon., described below, responsive to your request 

DENYING OFFICIAL 

Rocco Pierri 

TITLE/OFFICE 

Assistant Inspector General for 
lnvesbgatlons 

NRC Form 464Part II (OIG) (09-2018) 

RECORDS DENIED 

Aud~ recommendabons; techniques and 
system vulnerabilities 

APPELLATE OFFICIAL 

Inspector General 
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