NRC FORM 464 Part | (OIG) U.8. NUCLEAR REGULATORY COMMISSION | NRC RESPONSE NUMBER

- RESPONSE TO FREEDOM OF 2019-000322 2
k‘% INFORMATION ACT (FOIA) REQUEST RESPONSE — .

REQUESTER: : DATE:

Emma Best - 3-10-1G

DESCRIPTION OF REQUESTED RECORDS:

Records, during the time period, January 1. 1996 through June 30, 2016, mentioning or describing audits, reviews,
investigations, or reports regarding the state of the agency's cybersecurity program vis-a-vis potential attacks, or audits or
investigations conducted in the wake of a suspected or actual cyber attack, h_ackmg incident or breach.

PART I. —- INFORMATION RELEASED

The NRC has made some, or all, of the requested records publlciy available through one of more of the following means:
(1) hitps:/iwww,nre.goy; (2) public ADAMS, hitps:/iwww o ading 2 ; (3) microfiche available in the NRC Public
Document Room; or FOIA Online, hifps-/formqnlin

N

Agency records subject to the request are enclosed.

Records subject to the request that contain information originated by or of interest to another Federal agency have been referred to
that agency (See Part 1.D — Comments) for a disclosure determination and direct response to you.

We are continying to process your request
See Part [.D ~ Comments

NU O]

PART LA - FEES

Since the minimum fee threshold was not
met, you will not be charged fees.

D You will receive a refund for the amount ndicated. l———] Due to our deiayed response, you will not be

D Fees waived. charged search and/or d.uphcaﬁon fees that
- would ctherwise be applicable to your request.

[ ] You will be billed by NRC for the amount indicated.
AMOUNT '

PART 1.B — INFORMATION NOT LOCATED OR WITHHELD FROM DISCLOSURE

We did not locate any agency records responsive to your request Note: Agencies may treat three discrete categories of law
~énforcement and natlonal security records as not subject to the FOIA ("exclugions”). See 5 U.S C. 552(c). Thls Is a standard
notrfication given to all requesters; it should not be taken to mean that any excluded records do, or do not, exist.

]

. We have withheld certain information pursuant to the FOIA exemptions described, and for the reasons stated, in Part Il

BN

Because this Is an interim response to your request, you may not appeal at thls time Wa will notify you of your right to appeal any of
the responses we have issued in response to your request when we issue our final determination.

You may appeal this final determination within 80 calendar days of the date of this response |f you submit an appeal by mail,
address it to the FOIA Officer, at U.S. Nuclsar Regulatory Commission, Mail Stop T-2 F43, Washington, D.C. 205665-0001. You may
submit an appeal by e-mail to EQlAmagu[gg@_mggx You may fax an appeal to (301) 415-5130. Or you may submit an appeal
through FOIA Online, s://fa 5 3 ; ; g. Please be sure to include on your submission thet it
is 8 "FOIA Appeal.”

PART I.C - REFERENCES AND POINTS OF CONTACT

You have the nght to seek asslstance from the NRC's FOIA Public Lialson by submitting your inquiry at
DS » ia/contact-foia html, or by calling the FOIA Public Liaison at (301) 415-1276

If we have denied your request, you have the n'ght to sesek dispute resolution services from the NRC's Public Liaison or the Office of
Government Information Services (OGIS). To seek dispute resolution services from OG!S, you may e-mail OGIS at ogis@nara.goy, send
a fax to (202) 741-5789, or send a letter to- Office of Government Information Services, National Archives and Records Administration,
8601 Adelphl Road, College Park, MD 20740-6001 For additiona! Information about OGS, please visit the OGIS website at

hitps:/iwww.archives.gov/eqgis.
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PART LD -- COMMENTS

In our interim response to you, dated August 7, 2019, we identified the audit reports regponsive to your request, which the
Office of Inspactor General had aiready posted to the NRC website at https:/Aww.nrc.govireading-rm/doc-collections/insp-
gen/. included among the listed audit reports were three audit reports that had portions redacted:

OIG-05-A-21, Independent Evaluation of NRC's Implementation of the Federal Information Security Management
Act (FISMA) for FY2005 ,

0O1G-09-A-11, Evaluation Report: Information System Security Evaluation of the Technical Tralning Center -
Chattanooga, TN |

OIG-10-A-18, Assessment of NRC's Wireless Devices

During the review of OIG-08-A-11, one additional responsive audit report was identlfied, OlG-06-A-18, Comiputer Security
Audit of the Technical Training Center - Chattanooga, TN, which had not previously been posted to the NRC website.

In coordination with subject matter experts in various program offices, we have determined that these four audit reports may
now be released in their entirety. In addition to posting these complete reports to the NRC website, coples are enclosed.

Finally, with respect to OIG-18-A-14, External Vulnerability Assessment and Penetration Test, which we had identified in our
}{interim response as responsive to your request, but had not been posted to the NRC website, we have re-reviewed this
audit report and determined that certain portions may now be released. However, certain portions of the report remain
sensitive and, accordingly, will be withheld for the reasons stated in Part |l -

This concludes our processing of your request. \We appreclate your patience.

b

- —~ 28 - -
Signature - Assistant lnﬁmnggdons or Designee

N/

=1



NRC FORM 464 Part Il (O1G) o ’ ’ . ' ’ U.S. NUCLEAR REGULATORY COMMISSION | NRC

(©o2018) 2019-000322#2
RESPONSE TO FREEDOM OF —
W INFORMATION ACT (FOIA) REQUEST 09/10/2019

PART ILA -- APPLICABLE EXEMPTIONS

Records subject to the request are being withheld in thelr entirety or In part under the FOIA exemption(s) as indicated below (5 U.S.C. 552(b)).
D Exempﬂon 1: The withheld information is propertyclgssiﬁed pwnuammgnEmajﬁveOtdefprotecﬂng national security information.
L__| Exemption 2 The withheld information refates solety to the internal personnei rules and practices of NRC.
L] Exémpuon 3: The withheid iInformation Is specrfically exempted from public disclosure by the statute indicated.
|:] Sections 141-145 of the Atomic Energy Act, which prohibits the disclosure of Restncted Data or Formerly Restricted Data (42 U.S.C. 2161-2165).
D Sechon 147 of the Atormuc Energy Act, which prohibits the disclosure of Unclassified Safeguards Information (42 U.S.C. 2167).

D 41 U.S.C. 4702(b), which prohibits the disclosure of contractor proposals, except when incorporated into the contract between the agency and the
submitter of the proposal.

[] other
D‘ Exemption 4: The withheld Infonnaﬂon Is a trade secret or confidential oommerclaj or financlal information that is bemg withheld for the reasony(s)
Indicated.

D The information Is considered to be propnetary because it concems a licensee's or applicant’s physical protecﬂon or material contro! and
accounting program for special nuclear matenal pursuant to 10 CFR 2.380(d)(1).

Ij The information is considered to be another type of confidential business (proprbetary) Information.
EI The information was submitted by a foreign source and recelved in confidence pursuant to 10 CFR 2. 396(d)(2)
. Exemption 5. The withheld information consists of interagency or intraagency records that are normally pnvﬂeged in civil libgation.
. Deliberatrve process prvilege.
I:] Attomey work product privilege.
D Attomey—client privﬂege

D Exemption 8° The wﬂhheld information from a personnel, medical, or similar file, I8 exempted from public disclosure because its disclosure would result
Ina dearty unwarranted invasion of peraonal privacy

. Exemption 7: The withheld informaton consists of records compiled for law enforcement purposes and 18 being withheld for the reason(s) indlcated
D (A) Disclosure could reasonabiy be expected to interfere with an open enforcemantvprooeedmg. o
D (C) Disclosure could reasonably be expected to constitute an unwarranted invasion of personal pnvacy
[] © Teinformation consists of names and other nformation the disclosure of which could reasonably be expected to reveal identities of confidential sources

. (E) Disclosure would reveal techruques and procedures for law enforcement investigations or prosecutions, or guidelines that could reasonably be expected to
nsk arcumvention of the law.

. (F) Disclosure could reasonably be expected to endanger the Iife or physcal safety of an indmidual.

I:I Other ) i ‘ : ‘ ' .- )
PART IL.B —~ DENYING OFFICIAL

In accordance wlth 10 CFR 9. 25(9)(1) of the U.S. Nuclear Regulatory Commisslon regulations, the official Ilstod below has made the .
determination to withhold certain Information, described below, responsive to your request.

DENYING OFFICIAL TITLE/OFFICE . RECORDS DENIED APPELLATE OFFICIAL

Assistant Inspector General for Audit recommendations; techniques and

nspecto |
Rocco Plerri Investigations system vulnerabilities ! r Genera
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