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UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555-0001 

July 31, 2019 

Research and Production Company RadlCS 
Attention: Anton Andrashov 
RadlCS Director 
29 Geroyiv Stalingradu Street 
25009 Kirovohrad, Ukraine 

SUBJECT: FINAL NONPROPRIETARY SAFETY EVALUATION FOR "RADICS TOPICAL 
REPORT" (CAC NO. MF8411; EPID L-2016-TOP-0010) 

Dear Mr. Andrashov: 

By letter dated September 20, 2016 (Agencywide Documents Access and Management System 
Accession No. ML 16274A346), Research and Production Corporation Radiy (RPC Radiy) 
submitted for the U.S. Nuclear Regulatory Commission (NRC) staff review the "RadlCS Topical 
Report." By letter dated May 8, 2019, the NRC staff issued its draft safety evaluation (SE) on 
"RadlCS Topical Report" (ADAMS Accession No. ML 19003A471). 

RPC Radiy provided comments on the draft SE by letter dated May 21, 2019 (ADAMS 
Accession No. ML 19149A364). The comments addressed proprietary information, 
inconsistencies, and typographical errors. 

The NRC staff has found that "RadlCS Topical Report" is acceptable for referencing in licensing 
applications for nuclear power plants to the extent specified and under the limitations delineated 
in the topical report (TR) and in the enclosed final SE. The final SE defines the basis for our 
acceptance of the TR. 

Our acceptance applies only to material provided in the subject TR. We do not intend to repeat 
our review of the acceptable material described in the TR. When the TR appears as a 
reference in license applications, our review will ensure that the material presented applies to 
the specific plant involved. License amendment requests that deviate from this TR will be 
subject to a plant-specific review in accordance with applicable review standards. 

In accordance with the guidance provided on the NRC website, we request that RPC Radiy 
publish accepted proprietary and non-proprietary versions of the TR within three months of 
receipt of this letter. The accepted versions shall incorporate this letter and the enclosed final 
SE after the title page. Also, they must contain historical review information, including NRC 
requests for additional information (RAls) and your responses. The approved versions shall 
include a "-A" (designating approved) following the TR identification symbol. 
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As an alternative to including the RAls and RAI responses behind the title page, if changes to 
the TRs provided to the NRC staff to support the resolution of RAI responses, and the NRC staff 
reviewed and approved those changes as described in the RAI responses, there are two ways 
that the accepted version can capture the RAls: 

1. The RAls and RAI responses can be included as an Appendix to the accepted version. 

2. The RAls and RAI responses can be captured in the form of a table (inserted after the final 
SE) which summarizes the changes as shown in the approved version of the TR. The table 
should reference the specific RAls and RAI responses which resulted in any changes, as 
shown in the accepted version of the TR. 

If future changes to the NRC's regulatory requirements affect the acceptability of this TR, NEI 
will be expected to revise the TR appropriately. Licensees referencing this TR would be 
expected to justify its continued applicability or evaluate their plant using the revised TR. 

If you have any questions or require any additional information, please feel free to contact the 
NRC Project Manager for the review, Joseph Holonich at (301) 415-7297 or 
joseph.holonich@nrc.gov. 

DocketNo.99902028 

Enclosure: 
Final SE 

Sincerely, 

IRA Leslie Perkins for/ 

Dennis C. Morey, Chief 
Licensing Processes Branch 
Division of Licensing Projects 
Office of Nuclear Reactor Regulation 
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SAFETY EVALUATION 

BY THE OFFICE OF NUCLEAR REACTOR REGULATION 

FOR RESEARCH AND PRODUCTION CORPORATION (RADICS LLC} 

RadlCS PLATFORM TOPICAL REPORT AND SUPPORTING DOCUMENTS 

EPID NO. L-2016-TOP-0010 

1.0 INTRODUCTION AND BACKGROUND 

By letter dated September 20, 2016 (Agencywide Documents Access and Management System 
(ADAMS) Accession No. ML 16274A346), Research and Production Corporation Radiy (RPC 
Radiy), through its wholly owned Limited Liability Company, "Research and Production 
Company Radics LLC" (Radics LLC), submitted Topical Report (TR) 2016-RPC003-TR-001, 
"RadlCS Topical Report," Revision O (ADAMS Accession No. ML 16274A348), to the U.S. 
Nuclear Regulatory Commission (NRC) staff for formal review and acceptance for referencing in 
regulatory actions. By letter dated September 15, 2017 (ADAMS Accession 
No. ML 17275A191), Radics LLC submitted supplemental RadlCS TR design description 
changes and modifications. This RadlCS TR supplemental design information consists of 
changes and modifications to the Revision 0, RadlCS TR application logic functional block 
library self-diagnostics, periodic testing, and diversity and defense-in-depth, design descriptions. 
This supplemental design information is submitted as a "Revision 1" update to the RadlCS TR. 

The NRC staff performed an acceptance review of the Rad I CS TR request and supporting 
documents. By letter dated April 5, 2017 (ADAMS Accession No. ML 16281A459), the NRC 
staff informed Radics LLC that it had completed an acceptance review and found that the 
material presented was sufficient to begin an official topical report review, however, completion 
of the safety evaluation (SE) was contingent upon the submittal of additional documentation. 
The additional documentation requested by NRC staff was subsequently submitted to support 
this evaluation. This documentation consisted of the following: 

• Phase 2 
• D2.3 
• D11.1 
• D12.1 

Equipment Qualification Test Report (Ref. 8) 
Radics LLC Tool Selection and Evaluation Report (Ref. 39) 
Radics LLC Product Safety Manual (Ref. 35) 
Radics LLC Functional Safety Management Audit Plan (Ref. 40) 

The Radics LLC organization is based in Kropyvnytskyi, Ukraine, and is responsible for all 
RadlCS -based application project activities. Therefore, Radics LLC is seeking the NRC's 
generic approval for use of RPC Radiy's RadlCS Platform, as described and discussed in the 
RadlCS TR, in nuclear safety systems in any U.S. nuclear power plant (NPP). The following 
supplemental letters were submitted to the NRC to provide supporting documents and 
requested additional information for this SE. 

These supplemental documents provide additional information to clarify and support the 
technical positions documented in the RadlCS TR. 
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On March 1, 2018, the NRC staff submitted Requests for Additional Information (RAls) (Ref. 5). 
Radics LLC provided the responses to these RAls as identified in Table 1.0-1 above. 

Table 1.0-1 List of Supplemental Letters from Radics LLC 

Document Date Submitted Reference 
RadlCS Submittal of Digital 12/3/2016 2 
l&C [Instrumentation and 
Control] Platform Topical 
Report Support Documents 
RadlCS Digital l&C Platform 9/15/2017 4 
Topical Report Supplemental 
Information 
Submittal of Response to 4/13/2018 6 
Request for Additional 
Information for RadlCS 
Topical Report 
Submittal of RadlCS Digital 8/2/2018 7 
l&C Platform Topical Report 
Supplemental Information 
Update 
Submittal of Phase 2 8/10/2018 8 
Documents for RadlCS 
Digital l&C Platform Topical 
Report 

The NRC staff conducted an audit of the Rad I CS platform development documents at the 
Kinectrics, Inc. facilities in Toronto, Canada on April 2 through 5, 2018. The NRC staff 
performed this audit in accordance with Office of Nuclear Reactor Regulation Office Instruction 
LIC-111. The purpose of this audit was to evaluate the effectiveness of Radics LLC logic 
development activities and to confirm that processes described in the RadlCS TR are being 
effectively implemented to achieve a high-quality system that can be used to perform 
safety-related functions in a nuclear facility. During the regulatory audit, several requirement 
thread reviews were performed. The NRC staff confirmed how system requirements had been 
implemented and tested during the Radics LLC development processes. Radics LLC showed 
how the requirements traceability was used to confirm design development activities performed. 
Performance characteristics and functional capabilities of RadlCS platform-based systems were 
observed. The results of the audit are documented in the "Regulator Audit Report for the 
Radics LLC Digital Platform Licensing Topical Report" (Ref. 9). 

The NRC staff evaluated the development and test plans, specifications and procedures used to 
design, and perform verification and validation of the standardized Radics LLC circuit boards 
described in the TR. The NRC staff also evaluated the safety lifecycle processes to be used for 
development of RadlCS plant-specific logic. The NRC staff did not evaluate the integration and 
testing of plant specific system applications, factory acceptance test of plant systems, or 
maintenance activities to support installed plant systems. · 

Section 2.0 of this SE identifies the applicable regulatory bases and corresponding guidance 
and regulatory acceptance criteria to which the NRC staff evaluated the RadlCS platform topical 
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report. Section 3.0 of this SE provides the technical evaluation of the Rad I CS TR. Section 4.0 
provides the NRC staff conclusion and Section 5.0 provides limitations and conditions that apply 
to applicants or licensees that reference this SE for use of the RadlCS platform in safety 
systems of U.S. nuclear power generating stations. Section 8.0 provides a list of applicable 
references. 

2.0 REGULATORY EVALUATION 

NUREG-0800, "Standard Review Plan for the Review of Safety Analysis Reports for Nuclear 
Power Plants," Rev. 7, which is referred to as the Standard Review Plan (SRP), sets forth a 
method for reviewing compliance with applicable sections of Title 1 O of the Code of Federal 
Regulations (10 CFR) Part 50, "Domestic Licensing of Production and Utilization Facilities." 
SRP Chapter 7, "Instrumentation and Controls," was used by the NRC staff to establish 
acceptance criteria for this review. SRP Chapter 7 addresses the requirements for l&C systems 
in nuclear power plants based on light-water reactor designs. SRP Chapter 7 and Interim Staff 
Guidance (ISG), which augments and supplements SRP Chapter 7, principally establish the 
review process for digital l&C systems applied in this evaluation. 

The suitability of a digital l&C platform for use in safety systems depends on the quality of its 
components; quality of the design process; and its Environmental Qualification, along with 
consideration of system implementation characteristics such as real-time performance, 
independence, and support of on-line surveillance requirements as demonstrated through the 
digital l&C platform's verification, validation, and qualification efforts. Because Radics LLC 
equipment is intended for ·use in safety systems and for safety-related applications, the platform 
TR was evaluated for compliance with the criteria of Institute of Electrical and Electronics 
Engineers (IEEE) Standard (Std.) 603-1991, "IEEE Standard Criteria for Safety Systems for 
Nuclear Power Generating Stations," and SRP Chapter 7, Appendix 7.1-C, "Guidance for 
Evaluation of Conformance to IEEE Std. 603." The platform topical report was similarly 
evaluated against the criteria of IEEE Std. 7-4.3.2-2003, "IEEE Standard Criteria for Digital 
Computers in Safety Systems of Nuclear Power Generating Stations," and Appendix 7.1-D, 
"Guidance for Evaluation of the Application of IEEE Std. 7-4.3.2." 

Some review criteria within the SRP depend on the design of an assembled system for a 
particular application, whereas this licensing TR presents elements of hardware and board-level 
Field Programmable Gate Array (FPGA) programming that constitute the RadlCS platform, 
which is intended for use in a variety of applications. As such, this SE is necessarily limited to 
the evaluation of compliance with the relevant regulations and guidance documents to the 
degree that they can be met at the platform level, because the RadlCS TR scope excludes 
details that would support a plant-specific safety system application. This SE does not directly 
evaluate regulations and guidance at the system level and only evaluates the capabilities and 
characteristics of the Rad I CS platform on a generic basis with respect to support of future 
evaluations of safety systems at the system level. 

Determination of compliance with all applicable regulations remains subject to a plant-specific 
licensing review of a complete system design based on the RadlCS platform. Plant Specific 
Action Items (PSAls) have been established to identify criteria that should be addressed by an 
applicant or licensee referencing this SE (see Section 7.0). These criteria are provided to 
facilitate an applicant's or licensee's ability°to establish full compliance with the design criteria 
and regulations identified in SRP Chapter 7, Table 7-1, that are applicable to the applicant's or 
licensee's digital l&C system and that were in effect at the time of the Rad I CS platform review 
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The PSAls identified in Section 7.0 do not obviate an applicant's or licensee's responsibility to 
acceptably address new or changed design criteria or regulations that apply in addition to those 
used to perform this SE when making changes to its facility. The following regulations are 
applicable to the RadlCS TR: 

• 10 CFR 50.54 Uj) and 10 CFR 50.55(i), Require that structures, systems, and 
components must be designed, fabricated, erected, constructed, tested, and inspected 
to quality standards commensurate with the importance of the safety function to be 
performed. 

• 10 CFR 50.55a(h), "Protection and Safety Systems," incorporates the 1991 version of 
IEEE Std. 603, "IEEE Standard Criteria for Safety Systems for Nuclear Power 
Generating Stations," by reference, including the correction sheet dated January 30, 
1995. 

• 10 CFR Part 50, Appendix A, "General Design Criteria for Nuclear Power Plants" 

- GDC 1, "Quality Standards and Records" 
- GDC 2, "Design Bases for Protection Against Natural Phenomena" 
- GDC 4, "Environmental and Dynamic Effects Bases" 
- GDC 13, "Instrumentation and Control" 
- GDC 20, "Protection System Functions" 
- GDC 21, "Protection System Reliability and Testability" 
- GDC 22, "Protection System Independence" 
- GDC 23, "Protection System Failure Modes" 
- GDC 24, "Separation of Protection and Control Systems" 
- GDC 25, "Protection System Requirements for Reactivity Control Malfunctions" 
- GDC 29, "Protection Against Anticipated Operational Occurrences" 

• 10 CFR Part 50, Appendix B, "Quality Assurance Criteria for Nuclear Power Plants and 
Fuel Reprocessing Plants" 

• 10 CFR Part 21, "Reporting of Defects and Noncompliance" 

The NRC staff used the applicable portions of the guidance provided in the following regulatory 
guides (RGs) and the Dl&C ISG: 

• RG 1.22, "Periodic Testing of Protection System Actuation Functions," Revision 0. 

• RG 1.47, "Bypassed and Inoperable Status Indication for Nuclear Power Plant Safety 
Systems," Revision 1. 

• RG 1.53, "Application of the Single-Failure Criterion to Safety Systems," Revision 2. 

• RG 1.62, "Manual Initiation of Protective Actions," Revision 1. 

• RG 1. 75, "Criteria for Independence of Electrical Safety Systems," Revision 3. 
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• RG 1.100, "Seismic Qualification of Electrical and Active Mechanical Equipment and 
Functional Qualification of Active Mechanical Equipment for Nuclear Power Plants," 
Revision 3, describes a method acceptable to the NRC staff for satisfying the seismic 
qualification. 

• RG 1.105, "Setpoints for safety-Related Instrumentation," Revision 3. 

• RG 1.118, "Periodic Testing of Electric Power and Protection Systems," Revision 3. 

• RG 1.152, "Criteria for Use of Computers In Safety Systems of Nuclear Power Plants," 
Revision 3. 

• RG 1.168, "Verification, Validation, Reviews, and Audits for Digital Computer Software 
Used in Safety Systems of Nuclear Power Plants," Revision 2. 

• RG 1.169, "Configuration Management Plans for Digital Computer Software Used in 
Safety Systems of Nuclear Power Plants," Revision 1. 

• RG 1.170, "Test Documentation for Digital Computer Software Used in Safety Systems 
of Nuclear Power Plants," Revision 1. 

• RG 1.171, "Software Unit Testing for Digital Computer Software Used in Safety Systems 
of Nuclear Power Plants," Revision 1. 

• RG 1.172, "Software Requirements Specifications for Digital Computer Software Used in 
Safety Systems of Nuclear Power Plants," Revision 1. 

• RG 1.173, "Developing Software Life Cycle Processes for Digital Computer Software 
Used in Safety Systems of Nuclear Power Plants," Revision 1. 

• RG 1.180, "Guidelines for Evaluating Electromagnetic and Radio-Frequency Interference 
in safety-Related Instrumentation and Control Systems," Revision 1. 

• RG 1.209, "Guidelines for Environmental Qualification of safety-Related 
Computer-Based Instrumentation and Control Systems in Nuclear Power Plants," March 
2007. 

• Dl&C-ISG-04, "Task Working Group #4: Highly-Integrated Control Rooms­
Communications Issues (HICRc)," Revision 1. 

• Dl&C-ISG-06, 'Task Working Group #6: Licensing Process," Revision 1. 

The NRC staff also used applicable portions of the guidance listed in the following SRP 
Chapter 7 branch technical positions (BTPs): 

• BTP 7-8, "Guidance on Application of Regulatory Guide 1.22.'' Revision 5. 

• BTP 7-11, "Guidance on Application and Qualification of Isolation Devices," Revision 5. 
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• BTP 7-14, "Guidance on Software Reviews for Digital Computer-Based Instrumentation 
and Control Systems," Revision 5. 

• BTP 7-17, "Guidance on Self-Test and Surveillance Test Provisions," Revision 5. 

• BTP 7-18, "Guidance on Use of Programmable Logic Controllers in Digital 
Computer-Based Instrumentation and Control Systems," Revision 5. 

• BTP 7-19, "Guidance for Evaluation of Diversity and Defense-In-Depth in Digital 
Computer-Based Instrumentation and Control Systems," Revision 7. 

• BTP 7-21, "Guidance on Digital Computer Real-Time Performance," Revision 5. 

3.0 TECHNICAL EVALUATION 

The following subsections identify and describe the RadlCS platform's components and the 
processes used to develop them. These sections also evaluate these components against the 
regulatory evaluation criteria identified in Section 2.0 of this SE. 

3.1 System Background 

A detailed discussion of the Radics LLC development and operational history is provided in 
Section 2 of the Rad I CS TR. RPC Radiy products were first developed in the mid 1990's to 
support replacement of obsolete modules in Ukrainian power plants. Later, a new generation of 
replacement modules, which was based on the use of FPGA technology was developed. This 
is referred to by Radiy as first-generation equipment for NPP l&C equipment. 

In 2002, a second generation of Radiy equipment was developed. This second-generation 
equipment established a platform with standardized modules that no longer needed to be 
specifically designed for single purpose applications. 

The subject of this SE is the third generation of the FPGA-based RadlCS platform. This 
third-generation product was designed in 2011 by Radiy and is based on the earlier second 
generation RadlCS platform. The RadlCS TR states that the third generation RadlCS platform 
consists of an International Electrotechnical Commission (IEC) 61508:2010 Safety Integrity 
Level (SIL) 3 chassis level certifiable architecture. Though functional safety assessments were 
performed to demonstrate RadlCS platform compliance with IEC 61508 SIL 3 certification 
requirements, the NRC's regulatory framework does not include the SIL compliance approach. 
Radics LLC also requested NRC approval of the platform with respect to applicable U.S. 
regulations and guidance. Therefore, the NRC did not evaluate the platforms SIL 3 certification 
and instead performed its own SE in accordance with the regulations and guidance listed in 
Section 2.0 of this SE. 

The RadlCS platform's components were originally designed, implemented, and qualified by 
RPC Radiy in compliance with European safety standards. The nuclear quality assurance (QA) 
program that RPC Radiy used for RadlCS platform development is based on International 
Organization for Standardization (ISO) 9001 :2015. This QA program is hereafter referred to as 
the RPC Radiy Quality Management System (QMS). 
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The RPC Radiy QMS is described in Section 3.2 of the Rad I CS TR Because the Rad I CS 
platform was not originally developed in accordance with NRC regulations or endorsed 
standards, Radics LLC performed a commercial grade dedication (CGD) of the Rad I CS platform 
to provide reasonable assurance that this commercial grade item to be used as a basic 
component will perform its intended safety function and, in this respect, i_s deemed equivalent to 
an item designed and manufactured under a 1 O CFR Part 50, Appendix B, quality assurance 
program. Section 4 of the Rad I CS TR describes this Radics LLC Commercial Grade Dedication 
activity. 

Radics LLC developed a QA program which conforms to 1 O CFR Appendix B. This Radics LLC 
QA program is described in Section 3.3.3 of the Rad I CS TR The Radics LLC Commercial 
Grade Dedication of the Rad I CS platform was conducted in accordance with 1 O CFR Part 21 
prior to implementation in U.S. nuclear facilities to ensure quality of the Radiy platform is 
comparable to a product developed under a 1 O CFR Part 50, Appendix B program. 

Radics LLC is seeking the NRC's generic approval for use of the RadlCS platform in nuclear 
safety l&C systems in any U.S. NPP. The scope of the RadlCS platform addressed in the 
topical report is shown in Figure 6-2, "Context Diagram of the RadlCS Platform," of the Rad I CS 
TR This scope consists of the Rad I CS platform: 

• Hardware design 
• Digital l&C development life cycle processes (i.e., programmable logic) 
• Toolset used to design and implement the RadlCS platform 
• Platform input and output connections 
• Platform communication independence features 
• Access control features used to support platform system maintenance activities 
• Module connections and data protocols for loading electronic design (ED) configuration 

files 

3.2 System Description 

The RadlCS platform consists of standardized electronic modules containing FPGA chips. The 
FPGA chips function as computational, processing, and system-internal control engines. Thus, 
the RadlCS Platform's safety function internal logic is performed by FPGAs. The RadlCS 
platform can be configured to produce safety system applications such as reactor trip systems 
and engineered safety features actuation systems. The RadlCS platform also contains features 
that support maintenance (i.e., hot swappable modules, on-line monitoring) and safety function 
operation (fault-tolerance, self-diagnostic testing). RadlCS chassis are of a modular design and 
can be installed into standardized instrumentation cabinets or racks. 

Once configured, the RadlCS platform operates as a single rack-mount chassis containing all 
required NPP inputs, outputs, and logic processing, to perform the end-user application 
specified safety function(s). 

The platform can be configured in two to four safety division configurations. Table 6-1, 
"Qualified Components," of the Rad I CS TR, summarizes the qualified hardware components 
and the programmable logic configuration items that are included in the RadlCS platform. Each 
RadlCS platform module also has on-line self-diagnostic functions including a watchdog 
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function, cyclical redundancy check (CRC) calculations, and monitoring of FPGA performance 
using support circuits. 
3.2.1 RadlCS Digital l&C Platform Basic Operation Description 

NPP field parameter signals of plant field devices (e.g., sensors, transmitters, and actuators) are 
provided as inputs to the RadlCS platform via the input/output (1/0) external connections on the 
interface modules that are connected to the chassis backplane. These field device signals are 
connected to the 1/0 input modules. The user defined application logic contained in the Logic 
Module (LM) will process signals received from the input modules (i.e., receive signal, compare 
to setpoint, etc.) to determine if safety function actuation is necessary. If acquired signals 
exceed the LM application logic setpoint threshold, the LM will transfer the processing results to 
the output modules as per system design. The output module will send the safety function 
initiation signal via the output interface modules to the NPP end components (i.e., pumps, 
valves) for safety function actuation. 

The LM performs input module data acquisition (i.e., NPP field parameter sensor data), 
executes the user configured application logic implemented within the FPGA (i.e., safety 
function logic), drives the output module (plant safety function actuation), and processes 
diagnostic data from all 1/0 modules installed in the chassis. 

3.2.2 Rad I CS Digital l&C Platform Basic Architecture 

The basic architecture of the Rad I CS platform consists of an instrument chassis into which 
platform modules are inserted. Each RadlCS chassis must have one logic module installed to 
control system operation of other modules. Additional modules for the Rad I CS platform: 1/0 
modules, and fiber-optic communication modules. These modules are also installed as 
specified by application design to support system operational requirements. The RadlCS 
platform basic components are: 

Chassis - The seismically qualified metal box frame and backplane that supports the 
RadlCS platform modules. The chassis consists of 16 physical slots for modules 
and supports the use of two independent 24 V power supplies. 

Backplane - The chassis contains a backplane to support transfer of data between installed 
modules, and to provide an interface to power supplies. Sensors for the system 
external field parameter and/or signal inputs and outputs are connected to the 
chassis via the field external connections on the backplane. 

Modules - These are the highest component level of the Rad I CS platform design. Modules 
are composed of individual units which are assembled to support module 
functional requirements. RadlCS modules perform logic processing, input/ 
output functions, and network communications. There are seven types of 
hardware modules in the RadlCS platform design. These are: 

Logic module (LM): Contains an FPGA chip that is used for execution 
of end-user specific application logic (i.e., safety function actuation logic) 
and for data exchange with other modules in the chassis. The LMs 
gather the input data, execute the user-specific safety function logic, 
update the values for system output(s), and sends the output signals to 
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output modules. The LMs are also responsible for gathering platform 
diagnostic and general health information. 

Input/Output modules (4 types): The basic types are Analog Input 
module (AIM), Discrete Input module (DIM), Discrete Output module 
(DOM), and Analog Output module (AOM). The 1/0 modules provide 
interfaces with other devices (e.g., NPP detectors, sensors, actuators). 

Optical communication module (OCM): The OCM is used to allow 
application Logic, running in one chassis LM, to use the data derived from 
1/0 module in another chassis (i.e., within same safety division). The 
OCMs are also used to provide inter-divisional communication links to 
support communications between different safety divisions. 
Communications between safety divisions are performed through 
fiber-optic communications between LMs. These communication links 
can be used to support coincidence voting functions. Thus, each chassis 
LM can execute logic related to 1/0 within its own chassis as well as 
share selected data with logic (LM) in another chassis. 

Ventilation Module (VM): The VM is used for driving chassis fans. The 
VM does not exchange data with other RadlCS Modules. The VM is 
controlled by a Complex Programmable Logic Device (CPLD) that 
processes data received from fans (e.g., indication of voltage and speed) 
and external devices (e.g., control switches and alarms indications). The 
VM can detect fan failures. 

All Rad I CS modules are composed of individual units. Units are standardized lower level 
components that are used to build Rad I CS modules. Section 6.2.5.2 of the RadlCS TR lists and 
describes functions performed by the various units of the Rad I CS platform and identifies the unit 
composition of each platform module. 

A typical chassis configuration is included as Figure 6-1, "Typical RadlCS Platform 
Configuration," of the Rad I CS TR. Table 6-1, "Qualified Components," of the Radics LLC 
topical report (Ref. 1) lists the qualified platform components of the Rad I CS platform reviewed 
by the NRC. The resulting Radics LLC approved modules list is provided below as Table 3.2-1. 



- 14 -

Table 3.2-1: Radics LLC Qualified Platform Components 

Category RadlCS Platform Part Number (Hardware Notes 
Component Identifier} 

Platform Chassis Hardware A007 .COO. VOO. ROO 
Hardware I (lncludina Backplane) (469116.103-01) 
Interconnections Ventilation module A014.COO.VOO.ROO 

(067319.013-01) 
Ventilation module A011.FVOO.FROO.CVOO.CROO 
electronic desiQn 
Cable Assemblies LM - 685624.881-06 

AIM - 685624.882-06 
AIM - 685624.882-07 
AOM - 685624.883-06 
AOM - 685624.883-07 
DIM - 685624.884-06 
DIM - 685624.884-07 
DOM - 685624.885-06 
DOM - 685624.885-07 
BYPASS - 685624.886-06 
BYPASS - 685624.886-07 
FO - 685624.895-20 
PS - 685624.927-03 
RS232/485 - 685628.011-02 

Logic Module Logic Module A001.COO.V01.ROO 
(LM) Hardware (468243.100) 

LM Platform electronic A001.FVOO.FR01.CV01.CROO 
design 

Input/ Output AIM A003.COO.VOO.ROO 
modules (467482.068) 

AIM Platform A003.FVOO.FR02.CV01.CROO 
electronic desiQn 
DIM A004.COO.VOO.ROO 

(467482.069) 
DIM Platform A004.FVOO.FR01.CV01.CROO 
electronic desiQn 
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AOM A002.COO.V02.ROO 
( 467 482. 067) 

AOM Platform A002.FVOO.FR02.CV01.CROO 
electronic design 
DOM A006.COO.VOO.ROO 

(468172.057) 
DOM Platform A006.FVOO.FR01.CV01.CROO 
electronic design 

Communication OCM A005.COO.VOO.ROO 
module (468383.044) 

OCM Platform A005.FVOO.FR02.CV01.CROO 
electronic design 

1/0 Interface Interface Protection Top: A008.COO.VOO.ROO Note 1 
Protection module for AIM, AOM, ( 468243 .102) 
modules and DIM Bottom: A008.C01.VOO.ROO 

(468243.102-01) 
DOM Interface Top: A008.C02.VOO.ROO Note 1 
Protection module (468243.102-02) 

Bottom: A008.C03.VOO.ROO 
(468243.102-03) 

OCM Interface A008.C06. VOO. ROO 
Protection module (468243.103) 

Note 1: Each type of Interface module has two different versions. One has the connector on 
the top portion of the module and the other has the connector on the bottom portion of the 
module. Other than this form difference, the two versions are functionally equivalent. Both of 
the versions are qualified for use as part of the Rad I CS platform. 

Figure 3.1-1 shows a picture of the Radics LLC chassis with a ventilation module configured 
with 1/0 modules and an OCM communications module. 
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, ________ _ -----------------------llllli==== ----- 2 -------------

Figure 3.1-1: RadlCS platform modules in Chassis 
(Source - Figure 2-2 of RadlCS platform TR) 

• 

• 

• 
• 

Note: The analog input for flux measurements (AIFM) (shown in this figure) is an analog input 
module for neutron flux measurements. This module is not approved within the scope of the 
RadlCS platform. 

Figure 3.2.2-1 below provides a high-level representation of the architecture of a Rad I CS-based 
safety system. The architecture of each RadlCS-based system includes one or more chassis 
with ventilation modules as well as one logic module and up to 14 1/0 and fiber optic 
communication modules per chassis as determined by the plant-specific requirements of the 
system. The LM(s) will contain the user specific logic that will define safety function 
performance of the system. 
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RadlCS Platform Architecture 
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Figure 3.2.2-1: Radics LLC Subsystem Architecture Configuration 
(Source - Figure 2-3 of RadlCS platform TR) 

The input modules installed in the RadlCS chassis receive input signals. These signals are 
converted into digital signals, which are distributed to the logic module (LM) via the chassis 
backplane. Application Function Logic is performed by the LM and system output signals, such 
as safety actuation signals, are sent to the output modules through the chassis backplane. 
A Ventilation Module (VM) is used to drive RadlCS fans which provide forced air cooling to the 
RadlCS chassis electronic components. The VM contains a CPLD that processes data 
received from the chassis fans (e.g., indication of voltage and speed) and external devices 
(e.g., control switches and alarm indications). The VM is also configured to detect fan failures. 

3.2.2.1 Platform Module Descriptions 

The following subsections provide general functional descriptions for each of the RadlCS 
platform modules. 

3.2.2.1.1 Logic Module (LM) 

The LM performs data exchange with other modules in the chassis and execution of 
plant-specific logic specified by the functional requirements of the safety system. 

The LM includes two separately designed logic configurations: the RadlCS Platform Logic and 
the end user Application Logic. Both levels of logic are protected from corruption by use of CRC 
and timing checks performed by the watchdog. A LM includes a limited set of discrete input and 
output signals. 
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The LM includes the following communications capabilities: 

• A fiber optic interface, which is used for internal system communications, 
• A Monitoring and Tuning System (MATS) tuning personal computer (PC) Programming 

Access port, and 
• Three Fast Ethernet optical communication lines. 

3.2.2.1 :2 Analog Input Module (AIM) 

The AIM is used for the acquisition of analog signals and the conversion to engineering units. 
The AIM has 32 independent input channels. 

3.2.2.1.3 Discrete Input Module (DIM) 

The DIM is used for the acquisition of discrete dry contact signals via DIU units and 
transmission to the LM via Linear Voltage Differential Signal (LVDS) Transceiver unit. The DIM 
has 32 independent input channels. 

3.2.2.1.4 Analog Output Module (AOM) 

The AOM is used for the conditioning of analog output signals and data exchange with LMs. 
The AOM has 32 independent output channels. 

3.2.2.1.5 Discrete Output Module (DOM) 

The DOM is used for driving the galvanically isolated dry contact signals. Its safe state is 
defined to be open contact. The DOM has 32 independent output channels. 

-------3.2.2.1.6 Optical Communication Module (OCM) 

The OCM is used for receiving and transmitting data via a fiber optic interface. This interface 
can be used to extend the RadlCS platform to additional chassis. The OCM can also be used 
for transmitting data via RS-232/485 serial communication interfaces. The OCM has five 
independent optical transceiver units. Each of them performs data transfer from/to other 
RadlCS chassis with OCMs. 

3.2.2.2 Units for RadlCS Modules 

RadlCS modules are composed of units. Units are used on more than one module and are 
therefore considered standardized. These units are listed and described below for reference 
purposes. Detailed descriptions of Rad I CS units are provided in Section 6.2.5.2 of the Rad I CS 
TR, "RadlCS module Design Features." 

FPGA Unit - The FPGA Unit is used to provide input data acquisition, perform the main 
functions of module, diagnostics, output data conditioning, and data exchange with other 
modules. 

Clock Unit - Clock Units are used to generate three separate clocks for each module. Each 
clock has its own reference quartz oscillator. 
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EEPROM Unit - The Electrically Erasable Programmable Read Only Memory (EEPROM) Unit is 
used for storing different information that is needed for module operation. 

Input Unit - The Input Units are used to provide input data acquisition and directly interact with 
the 1/0 Interfaces. 

Output Unit - The Output Units are used to provide output data conditioning and directly interact 
with 1/0 Interfaces. 

Safety Override Unit - The Safety Override Unit is used to provide a trip into the safe state of 
modules by de-energizing the field-effect transistors in the Output Units. The Safety Override 
unit ensures the safe state regardless of the output control signal from the FPGA Unit. 

Power Supply and Watchdog Unit - The Power Supply and Watchdog (PSWO) Unit is used to 
provide all hardware units with power supply voltages, control the power supply voltages, and 
perform hardware self-diagnostics of the FPGA Unit. The PSWO Unit is used to perform power 
supply, watchdog timer, and voltage control module functions with active diagnostics. Because 
the PSWO controls power supply to all units within a module, it has the capability of interrupting 
power upon detection of system critical faults. This is how the PSWO unit forces system 
actuation outputs to fail-safe states, upon fault detection, even when FPGA logic would not send 
actuate signals to the system outputs. 

The PSWO Unit receives input from redundant 24 VOC power supplies and converts this 
voltage into the voltage levels necessary to support module operation. The PSWO Unit can 
detect a failure of either 24 voe source. Upon detection, the PSWO unit uses the operating 
source to supply outputs for module operation. The PSWO Unit also provides overvoltage 
protection for the output voltages. 

Address Unit - The Address Unit is only used on the LM for providing power to the jumpers 
placed on the backplane to determine the unique LM identifier within the chassis during module 
startup. 

Active Serial Programming Interface Unit - The active serial programming interface (ASPI) Unit 
is one of the standardized interfaces on a module used for FPGA configuration. The FPGA 
configuration is read from the ASPI · Unit and the FPGA is configured to perform its function as 
part of the power-up sequence. The ASPI Unit, which includes FLASH memory, is used for 
writing, storing and reading of FPGA configuration. 

Indication Board Unit - The Indication Board Unit is used to indicate the mode and 
self-diagnostic status of the modul.e on a local display unit located on the front panel of the 
module. 

Synchronous Static Random-Access Memory Unit - The Synchronous Static Random Access 
Memory (SSRAM) Unit is used for storing different temporary information needed for the 
Application Logic in the LM. 

Communication Units - The Communication Units are used to support data exchange within a 
single RadlCS chassis and between two different chassis. Communication units also support 
communications to external systems. Four types of communication units are included in the 
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RadlCS platform design: An LVDS Unit is used to support backplane communications between 
modules. An Opto Unit is used for optical communication with a unit in another module of the 
same type. A LVDS Unit provides point to point communication between two modules in the 
same chassis. A RS-232/485 Unit supports one-way communication to peripheral devices. 

Real Time Unit - The Real Time Unit is used for receiving real-time data from an information 
technology system and duplicating it with timekeeping chip in a case of input signal absence. 
In addition to the module specific functions described in the preceding sections, each RadlCS 
module performs self-diagnostics and can be configured to take safe-state action or to provide 
information to the Application Logic for further action depending on system application functional 
requirements. Evaluation of RadlCS self-diagnostic functions is provided in Section 3.7.3 of this 
SE. 

3.2.3 RadlCS Platform Communications 

There are two communication interface types used in the RadlCS platform: 
• Internal Interfaces - Used for On-Board communications within a RadlCS module or 

for module to module communications within a RadlCS chassis; and 
• External Interfaces - Used to establish communication with another chassis or 

specific device. 

The RadlCS communication interfaces are further categorized as either Online Interfaces or 
Offline Interfaces. 

• Online Interfaces - Communication interfaces that are capable of directly influencing 
a safety critical system during normal operation 

• Offline Interfaces - Communication interfaces that are used for safety critical system 
configuration when the system is not in operation 

Section 6.2.4, "Overview of Rad I CS Chassis Interfaces," of the Rad I CS TR identifies 17 
different interfaces used in the platform however not all interfaces are communication interfaces. 
The NRC staff identified the following communication-based interfaces to be evaluated in this 
SE. 

3.2.3.1 Internal Communications Interfaces 

• Linear Voltage Differential Signal (LVDS) Interface 
• Watchdog Interface 
• SSRAM Interface 

Dl&C-ISG-04 does not directly address or provide criteria for communication interfaces between 
safety-related components within a single safety division. Evaluation of the Rad I CS platform 
internal communication interfaces is being performed to support and credit functional 
characteristics and capabilities of a RadlCS based safety system to meet functional regulatory 
requirements of IEEE Std. 603-1991. This evaluation is described in Section 3.10 of this SE. 

3.2.3.1.1 Linear Voltage Differential Signal Interface (Internal / Online) 

The LVDS interface is the RadlCS chassis backplane communications pathway, which 
establishes internal communications between RadlCS modules installed into a chassis. All 
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RadlCS 1/0 modules and the OCM module include a LVDS Transceiver unit to support transfer 
of data to and from the LM associated with the chassis in which the module is installed. 

3.2.3.1.2 Watchdog Interface (Internal I Online) 

The Watchdog Interface is used to support data exchange among module FPGAs, Voltage 
Supervisor, and the Power Supply, and Watchdog CPLD Unit. All RadlCS modules have 
Watchdog units and require an internal Watchdog interface. Data exchange protocols for the 
watchdog interface are described in Section 6.3.3.2.6 of the Rad I CS TR. 

3.2.3.1.3 Synchronous Static Random Access Memory Interface (Internal / Online) 

The SSRAM Interface is used on the LM to establish an internal communication link between 
the SSRAM Unit and the LM FPGA Unit. The SSRAM Unit stores temporary information 
needed for the application logic in the LM. 

3.2.3.2 External Communications Interfaces 

The RadlCS platform supports the following external communications interfaces: 

• Fiber optic Radiy User Datagram Protocol (UDP) Protocol (RUP) Interface 
• Fiber optic Radiy Proprietary Protocol (RPP) Interface 
• RS-232/485 Interface 
• Tuning access interface 
• Active Serial Programming Interface (ASPI) 
• Joint Test Action Group (JTAG) Interface 
• Serial Peripheral Interface (SPI) 
• Universal Asynchronous Receiver/Transmitter (UART) Interface 
• Real Time Interface 

Each of these communication interfaces is described in the subsections below. Section 3.10 of 
this SE evaluates the communication properties of these interfaces. 

3.2.3.2.1 Fiber Optic RUP Interfaces (External Online or Offline) 

The LMs include fiber optic interfaces that can be used to facilitate communications between 
logic modules and the Monitoring and Tuning System (MA TS) computer to support system 
monitoring and tuning functions. These interfaces use a Radiy User Datagram Protocol 
(UDP) - based interface protocol (RUP) for communications via fiber optical medium. 

UDP uses a simple connectionless communication model with a minimum of protocol 
mechanism. UDP provides checksums for data integrity, and port numbers for addressing 
different functions at the source and destination of the datagram but has no handshaking 
dialogues. 

When used for MATS tuning support, these interfaces are only activated, via the tuning access 
interface, for offline communications with an external MATS system. Offline MATS tuning 
communications are bidirectional. The fiber optic RUP interfaces are also used for MATS 
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monitoring online support. MATS online communications are unidirectional from the LM to the 
MA TS computer. 

3.2.3.2.2 Fiber Optic RPP Interfaces (External I Online) 

The fiber optic interfaces can be used to extend the RadlCS platform to additional chassis. 
These interfaces use a data transmission protocol called Radiy Proprietary Protocol (RPP). 
Fiber Optic RPP Interfaces can be used to support safety critical communications between 
RadlCS chassis. 

The fiber optic RPP interfaces are external online interfaces and can be configured to provide 
either intra-divisional communications to a Rad I CS chassis within the same division or to 
provide inter-divisional communications to a RadlCS chassis in a separate division. 

3.2.3.2.3 RS-232/485 Interfaces (External I Online) 

The RS-232/485 interfaces are used for one-way communication with peripheral devices. 
These interfaces use serial communication protocol for transmitting data in a way that can be 
customized to be compatible with external systems such as process plant computer systems. 
There are five RS-232/485 interfaces available for use within each OCM module. These 
interfaces are only capable of transmitting data and cannot be configured to receive data from 
external devices. 

3.2.3.2.4 Tuning Access Interface (External Online) 

Tuning access interface is a safety-related online external interface that is used to deenergize 
fiber optic RUP interfaces described in Section 3.2.3.2.1. 

3.2.3.2.5 Active Serial Programming Interface (External I Offline) 

The Active Serial Programming Interface (ASPI) Unit is one of the standardized interfaces on a 
module. The ASPI is used for writing, storing and reading of FPGA configurations. These 
FPGA configurations are stored in a memory called FLASH memory that is associated with the 
ASPI interface. Access to the FLASH memory is provided only during project-specific 
manufacturing. 

3.2.3.2.6 Joint Test Action Group Interface (External/ Offline) 

The Joint Test Action Group (JTAG) Interface is used for configuration of Application CPLD 
Electronic Design (ED) in an off-line mode. The JTAG connector interface is located on the LM 
circuit board and is inaccessible during system operation. The JTAG connector can only be 
accessed by using an extender module. The extender module is not within the scope of the 
qualified RadlCS platform because it is not intended to be installed into the system during 
operation. 

3.2.3.2.7 Serial Peripheral Interface (External I Online) 

Serial Peripheral Interface (SPI) Interfaces are used to download configuration data to 
EEPROMs and to upload tuning parameter changes to Tuning EEPROM while in TUNING 
mode. The SPI connector interfaces are located on the module circuit boards. The EEPROMs 
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that store tuning parameter and logic configuration data are integral components of the 
EEPROM units described in Section 3.2.2.2 of this SE. This interface is used for configuration 
of FPGA EDs in an on-line mode. 

3.2.3.2.8 Universal Asynchronous Receiver/Transmitter Interface (External / Offiine) 

Universal Asynchronous Receiver/Transmitter (UART} Interfaces are used to download 
configuration data to and from EEPROMs via the FPGA while in CONFIGURATION mode. The 
UART connector interfaces are located on the module circuit boards. UART Interfaces are 
external communication interfaces that are only used in an offline mode of operation. The 
UART connector is inaccessible during system operation and can only be accessed by using an 
extender module. Extender modules are not included as qualified components of the Rad I CS 
platform and should not be installed into an operable RadlCS based system during plant 
operations. . 

3.2.3.2.9 Real Time Interface (External/ Online) 

The Real Time Unit is used for receiving real-time data from an external information technology 
system and duplicating it with a timekeeping chip to maintain time signal availability in cases 
where input signal loss occurs. When the external time signal is present, the Real Time Unit 
transmits real time data to the FPGA Unit. When the external signal becomes unavailable, data 

. from an internal timekeeping chip is instead sent to the FPGA Unit. 

3.2.4 Monitoring and Tuning System 

The Monitoring and Tuning System (MATS) is used to monitor system performance and to 
make tuning changes to the Rad I CS system. The MATS consists of a non-safety workstation 
and associated software. Tuning changes are made only when the Rad I CS system trip outputs 
are placed to the fail-safe state. 

The MATS system uses a monitoring interface (see Section 3.2.3.2.1, "fiber optic RUP 
Interfaces") that supports one way UDP communication from the RadlCS safety system to the 
non-safety MATS workstation while the safety system is in operation. When tuning adjustments 
are required, a second tuning interface is activated, which allows tuning data to be sent from the 
MATS to the safety system. 

RadlCS safety system tuning parameters are protected from modification during normal system 
operation. Changes to system tuning parameters must be performed through the MATS tuning 
interface and this communications interface is disabled during normal operation. A system 
tuning access key-switch must be placed in the tuning enabled position to enable the MA TS 
tuning interface and thus permit system tuning actions. Operation of the tuning key-switch 
effects a disconnection of the MATS tuning interface by removing electrical power to the 
associated LAN Transceiver Unit. 

The MATS workstation supports the following RadlCS system features: 

• On-Line Monitoring 
• Operational Parameter Tuning 
• Checking of User Configuration and Tuning Values 
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• User Safety Override 
• Authentication of the Rad I CS module Version 

3.2.5 Radics Download Station 

The RadlCS Download Station is a version of a RadlCS Chassis that is identical to the RadlCS 
Chassis used as part of the safety system. The Download Station is used for: downloading 
application electronic designs to the logic module, calibrating AIMs, and calibrating AOMs. 
Application Logic changes to a LM are performed with the LM installed into a Download Station. 

3.3 RadlCS Logic Architecture 

The RadlCS Platform uses three different types of programmable logic: RadlCS platform FPGA 
logic, self-diagnostics FPGA and CPLD logic, and plant specific user application FPGA logic. 
The system logic is implemented through the development of EDs. An ED is a set of FPGA 
configuration files that are installed into the RadlCS Modules. RPC Radiy used a defined and 
controlled process to develop the RadlCS Platform and project application specific EDs. 

3.3.1 RadlCS Platform FPGA Logic 

RadlCS Platform FPGA logic is the generic logic that performs basic system programmable 
logic controller (PLC) functions, such as acquiring input signals, communicating system data 
between modules via the chassis backplane bus, performing self-testing, and processing output 
signals to drive controlled components. The platform logic is also used to facilitate 
communications between RadlCS chassis, and between the RadlCS system and other external 
systems. 

The Platform FPGA logic is common to RadlCS platform-based systems in that all systems 
using a specific version of the Rad I CS platform have the same Platform FPGA logic for the 
modules used, regardless of the application requirements. Each module of the Rad I CS system 
contains platform logic to enable module specific functionality. The Platform FPGA logic is 
similar to the operating system software in a computer-based system in that it establishes an 
environment in which application specific programming can be implemented to perform system 
specific functions as defined by requirement specifications. 

RadlCS platform logic is developed by the module supplier, RPC Radiy, which uses a defined 
ED development lifecycle. Platform FPGA logic's EDs are therefore commercially dedicated by 
Radics LLC for use in nuclear safety applications in conjunction with the commercial grade 
dedication (CGD) of the modules in which they are installed. See Section 3.4 of this SE for an 
evaluation of this CGD process. 

3.3.2 Plant Specific User Application FPGA Logic 

RadlCS plant specific user application FPGA logic is used to implement functional requirements 
for a plant design as specified in the system requirements specification. This plant specific logic 
is used only in the LMs of the system. 

Plant specific FPGA logic is unique to each RadlCS system LM. The plant specific FPGA logic 
is similar to system application software in a computer-based system in that it invokes platform 
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logic functionality to accomplish system specific functions as defined by requirement 
specifications. No plant specific FPGA logic was available for this evaluation. Therefore, 
determining acceptability of application logic is an activity that must be performed as part of the 
application development process. See PSAI 7.2. 

3.3.3 Self-diagnostics CPLD Logic 

Self-Diagnostic logic including fail-safe functionality of the PSWD units is implemented in 
CPLDs. CPLD logic is also used to perform diagnostic functions in the VM modules. CPLD 
Logic is created as an integral part of the platform design to implement platform generic design 
features. Therefore, application development activities do not impact CPLD logic designs. 
Rad I CS platform self-diagnostic functions are described and evaluated in Section 3.7.3 of this 
SE. 

3.3.4 Function Block Libraries 

The logic development processes for the FPGA and CPLD platform logic and application logic 
include the use of function block libraries. Function block libraries are sets of pre-programmed 
logic blocks that are designed to perform commonly used functions that are implemented during 
system design and development. Function block libraries enable logic programming using 
graphical interface tools. The RadlCS logic development process is performed by creation of 
function block diagrams using function block library elements that are pre-certified by RPC 
Radiy. The resulting diagrams are then converted, through a series of steps, to configuration 
files that can be transferred into an FPGA or CPLD device or associated memory. 

There are two different and distinct application logic function block libraries used for RadlCS 
platform logic. One is used for FPGA logic development and the other is used for CPLD logic 
development. The elements of each library are not shared between them. Section 8.1.2 of the 
Rad I CS TR includes a detailed description of the processes used to develop each of these 
libraries. These libraries are commercially dedicated as components of the RadlCS platform by 
Radics LLC. 

3.4 Radics LLC Commercial Grade Dedication Program 

The RadlCS platform is built from RPC Radiy components that are developed to European 
safety standards under a nuclear quality management system (QMS) program described in 
Section 3.2 of the Rad I CS TR. The RPC Radiy QMS complies with safety requirements for l&C 
systems as described in IEC 61508. Though the Radiy QMS includes many activities and 
characteristics that support compliance with requirements of 1 O CFR Part 50, Appendix B, this 
QMS is not a 1 O CFR Part 50, Appendix B compliant program. Therefore, all products of RPC 
Radiy are subjected to CGD by Radics LLC before they can be used as part of a RadlCS 
platform-based safety system in U.S. nuclear power plants. 

Chapter 3 of the Rad I CS TR, "Quality Assurance," describes the quality assurance programs 
used by RPC Radiy and Radics LLC for both development and dedication activities performed 
for Rad I CS platform's components. Section 3.2 of the Rad I CS TR describes the RPC Radiy QA 
program and Section 3.3 describes the Radics LLC QA program. 
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Section 4 of the Rad I CS TR describes the Rad I CS commen;::ial grade dedication (CGD) 
program. Radics LLC performed CGD under its QA program that is based on U.S. nuclear 
regulations to establish programs and basic measures for implementation to ensure that 
products of RPC Radiy meet the U.S. regulations, standards, and quality requirements of 
prospective RadlCS system customers. Radics LLC submitted the following commercial grade 
dedication plans and reports as supplemental information to support this SE: 

Table 3.4-1: Radics LLC Commercial Grade Dedication Documentation 

Item Document Title Module/ CGD Plan CGD Report 
No. Item Reference Reference 

Designation (See Section 8 (See Section 8 
of this SE) of this SE) 

1 Commercial Grade DIM 12 21 
Dedication Activity for Digital 
Input Module 

2 Commercial Grade LM 13 22 
Dedication Activity for Logic 
Module 

3 Commercial Grade DOM 14 23 
Dedication Activity for Digital 
Output Module 

4 Commercial Grade AIM 15 24 
Dedication Activity for 
AnaloQ Input Module 

5 Commercial Grade AOM 16 25 
Dedication Activity for 
Analog Output Module 

6 Commercial Grade OCM 17 26 
Dedication Activity for 
Optical Communication 
Module 

7 Commercial Grade RTS-01 18 27 
Dedication Activity for Test 
Specimen (RTS-001) / 
Chassis 

8 Commercial Grade 10PM 19 28 
Dedication Activity for 
Input/Output Connections 
Protection Module 

9 Commercial Grade VM 20 29 
Dedication Plan for 
Ventilation Module 

These commercial grade dedication activities were used to establish technical and quality 
characteristics equivalent to those required of a system developed under a 10 CFR Part 50, 
Appendix B program. These activities were performed by an independent Radics LLC 
Validation and Commercial Grade Dedication department that was not involved in the RadlCS 
platform design development. As such, the 10 CFR Part 50, Appendix B compliant Radics LLC 
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QA program was used to govern activities associated with dedication of RadlCS platform 
components. 

Radics LLC is not currently on the Nuclear Procurement Issues Committee (NUPIC) list or 
included on an applicant's approved vendor List. Therefore, an applicant referencing the 
RadlCS TR SE should confirm that Radics LLC is added to the NUPIC list as applicable and/or 
confirm the Radics LLC quality processes conform to the applicant's Appendix B program - i.e., 
be put on the applicant's Approved Vendor List. 

3.4.1 Regulatory Analysis of RadlCS Commercial Grade Dedication 

The regulation at 10 CFR Part 21, "Reporting of Defects and Noncompliance," establishes the 
framework for an acceptance process under the definition for "dedication" and this process is 
undertaken to provide reasonable assurance that a commercial-grade item to be used as a 
basic component will perform its intended safety function. Specifically, the definition for 
"dedication" requires that the dedication process be conducted in accordance with the 
applicable provisions of 10 CFR Part 50, Appendix B. Regulatory Guide 1.164 describes 
methods that the NRC staff considers acceptable in meeting regulatory requirements for 
dedication of commercial-grade items and services used in nuclear power plants. Clause 5.4.2 
of IEEE Std. 7-4.3.2-2003 provides elaboration of the IEEE Std. 603-1991 criteria as it should 
be applied to dedication of commercial digital systems. 

Electric Power Research Institute (EPRI) TR-107330 and EPRI TR-106439 documents provide 
more detailed guidance on the CGD of digital systems. These EPRI documents were reviewed 
by NRC in SEs issued July 30, 1998 (ADAMS Accession No. ML 12205A265) and July 17, 1997 
(ADAMS Accession No. ML092190664), respectively, as being appropriate for use in 
commercial grade dedication for digital systems. 

EPRI TR-106439 identifies three categories of critical characteristics in terms of physical, 
performance, and dependability attributes. These characteristics correspond to the categories 
identified in Section 5.4.2.2 of IEEE Std. 7-4.3.2 2003, which are physical, performance, and 
development process characteristics. Determination of specific critical characteristics is 
accomplished by a critical design review that accounts for the requirements of the safety 
application and the potential hazards that could interfere with the safety function. 

Under, "Requirements on the Dedicator," EPRI TR-106439 states the following: "The process 
of performing commercial-grade item procurement and dedication activities is itself a 
safety-related process and, as such, must be controlled and performed in accordance with a QA 
program that meets the requirements of 10 CFR Part 50, Appendix B. This applies to the 
dedicating entity whether it is the utility or a third-party dedicator." 

Verification of the critical characteristics is at the heart of the dedication process. EPRI 
TR-106439 adapts four acceptance methods defined in RG 1.164 that endorses 
EPRI 3002002982, Revision 1 to EPRI NP-5652 and TR-102260, "Plant Engineering: Guideline 
for the Acceptance of Commercial-Grade Items in Nuclear Safety-Related Applications," to 
establish an approach to verify the characteristics for digital equipment. The four methods are 
as follows: 

• Method 1 - Special Tests and Inspections 
• Method 2 - Commercial Grade Survey of Supplier 
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• Method 3 - Source Verification 
• Method 4 - Acceptable Supplier/Item Performance Record 

EPRI TR-106439 states that verification of the critical characteristics for digital equipment will 
require the use of more than one of the methods since no one method will typically be sufficient 
by itself. Radics LLC used all four methods of acceptance during its CGD of RadlCS platform 
components. 

The Radics LLC QA program is implemented by the Radics QA Program Document (QAPD). 
The Radics LLC Quality Assurance Program (QAP) is based on NEI 11-04A, "Nuclear 
Generation Quality Assurance Program Description." The RadlCS TR states the following: 
"The QAPD includes methods pertaining to managerial and administrative controls that meet the 
requirements of 10 CFR Part 50, Appendix B, RG 1.28, Revision 4, and NQA-1-2008/ 
NQA-1 a-2009 Addenda." 

Chapter 4 of the Rad I CS platform TR describes the commercial grade dedication process used 
to qualify RPC Radiy platform components for use in nuclear safety related applications. 
Separate CGD plans were developed for each Rad I CS platform module. Each of these plans 
defines a set of critical PLC characteristics for generic nuclear safety applications. The RadlCS 
TR describes a strategy that Radics LLC followed during the CGD effort to qualify and accept 
the Rad I CS platform modules under its 1 O CFR Part 50, Appendix B compliant quality 
assurance program. 

Radics LLC performed CGD for the nine activities listed in Table 3.4-1 of this SE. These items 
include all Rad I CS components listed in Table 3.2-1 of this SE. The Rad I CS CGD plans outline 
the steps followed to dedicate the individual RadlCS platform modules and components. The 
results of the dedication are documented in the associated CGD Reports. The Rad I CS CGD 
plans are therefore fully implemented. 

Radics LLC QAP procedures are listed in Table 3-2 of the Rad I CS TR. The quality procedures 
governing the commercial grade dedication processes include procedures to address 10 CFR 
Part 50, Appendix B, Criterion VII, Control of Purchased Material, Equipment, and Services. 
These Radics LLC quality procedures require preparation of CGD plans and CGD reports to 
show compliance with EPRI TR-106439. The roles and responsibilities for Radics LLC 
personnel performing dedication process of commercial products are defined in the Radics QA 
program and are described in Section 3.3 of the Rad I CS TR. The NRC staff found that 
Radics LLC had followed the CGD plans for each of the items identified in Table 3.4-1 above. 
The NRC staff reviewed the RadlCS module CGD reports and determined the Radics LLC 
CGD effort was performed in compliance with the criteria of EPRI TR-106439, and EPRI 
TR-107330, and is therefore acceptable. The Radics LLC CGD reports provide adequate 
documentation of the performance of CGD activities and provides references to records that 
support CGD findings. The CGD reports also summarize the results of the assessment of 
critical characteristics for each of the Rad I CS platform modules. 

The dedication process for the Rad I CS platform contained two components of CGD. These 
were: assessment of critical characteristics and assessment of quality established for the 
RadlCS platform. The basic U.S. licensing strategy Radics LLC used for dedicating the RadlCS 
platform modules and components included providing a demonstration that the generic RadlCS 
platform and the associated quality and software lifecycle processes are compliant with U.S. 
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nuclear safety requirements. The CGD results confirmed that required platform module critical 
characteristics had been implemented in the RadlCS platform design. RadlCS platform critical 
characteristics include physical, performance and dependability characteristics. The CGD also 
included an evaluation of the RPC Radiy ED lifecycle processes and established a basis for 
acceptance of RadlCS platform hardware and logic. The results of the CGD activities are 
documented in the CGD reports referenced in Table 3.4-1 above. 

Because the application logic and hardware configuration will be plant-specific, the scope of the 
dedication activities is limited to the RadlCS platform hardware, as well as platform Function 
Block Logic Library (FBL) and ED logic. Application hardware configuration and logic 
development will be performed by a licensee and Radics LLC under a 1 O CFR Part 50, 
Appendix B compliant QA program. See PSAI 7.2 for information on application logic 
development activities to be performed. 

The NRC staff reviewed the Radics LLC product assessments provided in the commercial grade 
dedication reports and determined that safety analyses activities which were performed during 
the CGD were performed in accordance with the Rad I CS Functional Safety Management Plan 
(FSMP). 

Based on the information provided, the NRC staff found the hardware and platform logic 
comprising the RadlCS platform, and described in the RadlCS TR, were properly dedicated and 
accepted into the Radics LLC 10 CFR Part 50, Appendix B, compliant quality assurance 
program. The NRC staff found the ED development life cycle used for the Rad I CS platform 
logic and FBL development followed a rigorous development process and that ED development 
plans are adequate for controlling future platform development activities. The following sections 
summarize the commercial grade dedication activities performed by Radics LLC for the RadlCS 
platform components. 

The NRC staff reviewed and evaluated the CGD documentation identified in Table 3.4-1 of this 
SE and determined that the verification methods applied to Rad I CS platform components during 
CGD were completed in accordance with the RadlCS QAP and are therefore acceptable. 

3.4.2 Radics LLC Verification and Dedication Methods 

The Rad I CS CGD effort used various combinations of the following verification methods to 
verify that RadlCS critical characteristics meet specified acceptance criterion: 

1. Special Tests and Inspections of the RPC Radiy equipment, 
2. Commercial Grade Survey of RPC Radiy, 
3. Source Verification), and 
4. Acceptable Performance Record of the Radiy equipment. 

CGD plans were used to define these methods and to identify critical characteristics for each of 
the RadlCS platform components. The CGD reports identify the applied verification methods 
used for each of the Rad I CS module critical characteristics. The scope of dedication activities 
performed by Radics LLC to qualify the RadlCS platform included both hardware and platform 
logic elements of the design. 
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3.4.3 Identification and Verification of Critical Characteristics 

The Rad I CS platform is comprised of the hardware modules described in Section 3.2.2.1 and 
platform logic described in Section 3.3.1 of this SE. 

RadlCS CGD plans identify activities to be performed during the CGD effort and identify critical 
characteristics for the Rad I CS platform modules and components. The Rad I CS CGD reports 
document the results of the CGD technical characteristics assessments. Critical characteristics 
of the Rad I CS platform modules and components include physical, performance and 
dependability characteristics. 

3.4.3.1 Critical Characteristics - Physical 

Per the guidance in EPRI TR-106439 and IEEE Std. 7-4.3.2-2003, critical physical 
characteristics of the digital system should address the size, mounting, power requirements, 
hardware model number, software version number and data communications of system 
components. EPRI TR-106439 further notes that "special tests and inspections" (i.e., Method 1 
per EPRI NP-5652) is typically appropriate for verifying these characteristics. 

The NRC staff reviewed the RadlCS technical characteristics provided in the CGD Reports and 
determined that physical characteristics of the Rad I CS system modules were acceptably 
identified as platform critical characteristics (see Table 3.4-1 above for references). These 
critical characteristics included the module dimensions, mounting and power requirements for 
RadlCS modules. 

The NRC staff also confirmed that requirements for the Rad I CS platform logic were included as 
critical characteristics of the Rad I CS modules. These platform logic critical characteristics 
included platform firmware version and platform functional block library version control via 
configuration management and data communications aspects of the design. 

The NRC staff concludes that Radics LLC has identified and verified critical physical 
characteristics associated with the RadlCS platf9rm in a fashion that is consistent with the 
guidance of EPRI TR-106439 and IEEE Std. 7-4.3.2-2003. 

3.4.3.2 Critical Characteristics - Performance 

Per the guidance on EPRI TR-106439 and IEEE Std. 7-4.3.2-2003, performance characteristics 
are the functionality required fromJhe device, as well as the performance attributes associated 
with that functionality. Performance characteristics may include items such as response time, 
memory allocation, reliability, required embedded functions and environmental qualification 
requirements. In addition, failure management and "must-not-do" functions are also considered 
performance characteristics for digital systems. EPRI TR-106439 further notes that "special 
tests and inspections," commercial grade surveys and supplier/item performance record 
(i.e., Methods 1, 2, and 4 per EPRI NP-5652) are typically appropriate for verifying these 
characteristics. 

The NRC staff reviewed the RadlCS technical characteristics provided in the CGD Reports and 
determined that performance characteristics of the Radics LLC system modules were 
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adequately identified as platform critical characteristics. (See Table 3.4-1 for references). The 
NRC staff concludes that Radics LLC has identified and verified critical performance 
characteristics associated with the RadlCS platform in a fashion that is consistent with the 
guidance of EPRI TR-106439 and IEEE Std. 7-4.3.2-2003. 

3.4.3.3 Critical Characteristics - Dependability 

Per the guidance on EPRI TR-106439 and IEEE Std. 7-4.3.2-2003, Dependability 
characteristics are those characteristics that address attributes that typically cannot be verified 
through inspection and testing alone and are generally affected by the process used to produce 
the device. This guide defines these attributes as critical characteristics to ensure that they are 
adequately addressed and documented during the dedication process. 
The CGD effort included evaluation of processes used to produce RadlCS platform logic and 
function block libraries and found them to be consistent with the requirements of IEEE 
Std. 7-4.3.2 and other referenced standards. The CGD plans defined platform development 
processes as critical characteristics of the Rad I CS platform and the CGD reports documented 
methods used to verify that platform development process critical characteristics were met. 
These critical characteristics were therefore adequately addressed and documented during the 
CGD process. The NRC evaluated the RadlCS platform ED development processes and 
determined they are acceptable. See Section 3.5, "Platform Development Process," of this SE. 

The NRC staff concludes that Radics LLC has identified and verified critical dependability 
characteristics associated with the RadlCS platform in a fashion that is consistent with the 
guidance of EPRI TR-106439 and IEEE Std. 7-4.3.2-2003. 

3.5 RadlCS Platform Development Processes 

Digital l&C safety systems must be designed, developed, installed, and tested to quality 
standards commensurate with the importance of the safety functions to be performed. The 
development of safety system logic should progress according to a formally defined 
development life cycle. Implementation of an acceptable logic development life cycle provides 
the necessary logic quality. The overall RadlCS platform development lifecycle is shown in 
Figure 7-2 of the RadlCS platform TR. This lifecycle includes both hardware development 
activities and FPGA technology specific development activities including ED development 
activities. Rad I CS module ED development processes are described in Section 8 of the 
RadlCS TR. 

The RadlCS platform module designs are developed by RPC Radiy and delivered to Radics 
LLC as an integral part of the Rad I CS platform design. As such, the platform hardware as well 
as logic, which includes both FPGA platform logic and PSWD CPLD logic, undergoes CGD by 
Radics LLC in conjunction with the modules in which the logic is installed. The FPGA and 
CPLD platform logic is therefore addressed in the verification of critical platform characteristics 
of performance and dependability described in Section 3.4. 

As stated in the RadlCS TR, RPC Radiy used development standards from three main 
international organizations for the development of the equipment dedicated as the RadlCS 
Platform: IAEA, IEC, and IEEE. The RadlCS Platform development life cycle is defined in 
Chapter 7 of the RadlCS TR and is referred to as the RadlCS safety life cycle model. This 
lifecycle was designed to comply with international engineering practice for software for nuclear 
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safety applications. As described in Section 4 of the Rad I CS TR, the generic Rad I CS Platform 
was commercially dedicated by Radics LLC to demonstrate how the RadlCS Platform ED life 
cycle processes comply with U.S. nuclear safety requirements. The commercial grade 
dedication of the generic Rad I CS platform is maintained under the Radics LLC 10 CFR Part 50, 
Appendix 8 compliant quality assurance programs. 

The Rad I CS Platform development process consists of the following three stages: 

• High level system/platform design, 
• Module ED development and implementation, and 
• System integration and validation 

These stages are further broken down into the following RadlCS platform safety lifecycle 
phases: 

• Conceive / Identify the Safety Need 
• Design 
• Verify 
• Modify 
• Install 
• Commission 
• Operate I Maintain 

• Retire 

The NRC staff evaluated all phases of the RadlCS platform safety lifecycle. The Rad I CS 
Platform safety life cycle defined in Chapter 7 of the Rad I CS TR also expands the design and 
verify phases to better define the pairing of design activities with the Verification and Validation 
(V&V) activities for all the levels of design. 

RadlCS application logic is designed, configured, and implemented onto the LM FPGAs using 
the Radiy Product Configuration Tool (RPCT). Project specific build documents and 
configuration tables for RadlCS application logic, are not included within the scope of this SE. 

3.5.1 Platform Electronic Design Development Lifecycle Process Planning 

IEEE Std. 603-1991 requires that the quality of components and modules be established and 
maintained in accordance with a QA program. IEEE Std. 7-4.3.2-2003 amplifies this 
requirement for software quality. SRP 8TP 7-14 describes the basis for accepting software for 
safety functions as including confirmation that acceptable plans were prepared to control 
software development activities. 

SRP 8TP 7-14, Section 8.2.1, "Software Life Cycle Process Planning," identifies the software 
life cycle planning information subject to review in terms of the Software Plans. SRP 8TP 7-14, 
Section 8.2.2, "Software Life Cycle Process Implementation," identifies software documents and 
products subject to review to evaluate whether the software life cycle development process 
produced acceptable design outputs. 

Though the RadlCS platform does not use software during operation, it does use programmable 
logic that is based on a hardware descriptive language that is similar to the instruction-based 
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languages used in software systems. Therefore, the NRC staff considers guidance for software 
planning and development to be applicable to the processes used for FPGA and CPLD logic 
development. The following sections describe and evaluate the plans used for development of 
RadlCS platform logic. 

3.5.1.1 Management Plan 

A management plan describes the management aspects of a development project. BTP 7-14, 
Section 8.3.1.1, describes acceptance criteria for management plans. Regulatory Guide 1.173 
endorses IEEE Std. 1074-2006, "IEEE Standard for Developing Software Life Cycle Processes." 
IEEE Std. 1074-2006 describes, in terms of inputs and outputs, a set of processes and 
constituent activities that are commonly accepted as comprising a controlled and 
well-coordinated development process. IEEE Std. 1074-2006 Chapter 3, "Project Management 
Process," describes an acceptable approach for project management. It states that project 
management processes are, "the processes that initiate, monitor, and control software projects 
throughout the software life cycle." 

Management aspects of RadlCS platform logic development are described in Sections 7 and 8 
of the Rad I CS TR. Electronic Designs or EDs are used for implementation of logic in the 
Rad I CS platform and therefore the term Logic is synonymous with ED for the purposes of this 
discussion. RPC Radiy development teams develop EDs for the Rad I CS modules and the 
RadlCS FBLs that are subsequently used to implement plant-specific instrumentation protection 
and control logic functions. An ED consists of set of FPGA configuration files that are installed 
into the RadlCS Modules. The RadlCS ED (logic) development life cycle is described in 
Chapter 8 of the Rad I CS TR. This lifecycle consists of the following phases. 

• Development of Electronic Design Architecture Description (ED AD) 
• Development of FBL Detailed Description 
• Development of FBL Code 
• Development of ED Detailed Description 
• Development of ED Code 
• Synthesis 
• Place and Route 
• Bitstream generation 

Sections 8.1.1 through 8.1.8 of the TR describe each of these phases in terms of: input data, 
implementation details, phase outputs, and methods of verification. Each of the RadlCS 
modules undergoes a separate development lifecycle. Thus, separate module specific sets of 
lifecycle documentation are generated to support overall RadlCS platform development 
process. Since platform components are subject to a subsequent CGD by Radics LLC, the 
NRC staff did not review or evaluate the lifecycle documentation for these components. 

RPC Radiy, functional teams include: an Electronic Design Development Team, a Function 
Block Library Development Team, a QA Team, a V&V Team, an Integration Team, and a 
Qualification Testing Team. The roles and responsibilities for each of these teams is defined 
within the RPC Radiy FSMP (Ref. 10). The FSMP also discusses project planning and 
implementation activities used for RadlCS platform component development. 
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The RPC Radiy FSMP defines the level of independence established between each of the 
designated teams. Aspects of independence between these teams include management, 
budget and schedule considerations. The QA team and the V&V team are also independent 
from the design and development teams. 

A level of independence between the V&V team and the design development teams is 
established by specifying different reporting structures within the RPC Radiy organization. The 
managers to which the V&V team, QA team, and the design team report are administratively 
and financially independent of one another. This relationship between the design / development 
teams and the V&V team is illustrated in Figure 1 of the RPC Radiy FSMP. 

The NRC staff finds that the RPC Radiy FSMP establishes adequate organization and authority 
structure for the Rad I CS platform design, procedures, and the relationships between different 
development activities. The NRC staff also finds that the management structure described in 
the Radiy FSMP provides for adequate project oversight, control, reporting, review, and 
assessment of RadlCS platform component design. The NRC staff concludes that the RPC 
Radiy FSMP meets the requirements for management planning outlined in IEEE Std. 1074-2006 
as endorsed by RG. 1.173 and is therefore, acceptable. 

3.5.1.2 Development Plan 

A development plan describes the plan for technical project development. Section B.3.1.2 of 
BTP 7-14 describes characteristics expected of a software development plan for digital system 
development activities. The BTP indicates that the use of the software development plan 
should result in "a careful and deliberate development process, which will result in high-quality 
software." Based on the BTP guidance, the NRC staff review focused on the definition of the 
development organization, identification of project risks, definition of lifecycle phase inputs and 
outputs, identification of methods and tools to be used, and identification of standards being 
followed. 

The Rad I CS platform development process is described in Section 7.3 of the Rad I CS TR. The 
platform development process includes development of the ED logic as well as development of 
the platform and application FBLs. The RPC Radiy FSMP describes the process and 
procedures used to design, verify and validate and maintain the product Radiy FPGA based 
Safety Controller (FSC) (Ref. 10). FSC is the title that RPC Radiy has given to the product line 
that constitutes the RadlCS platform. The FSMP also describes the planning activities for 
Rad I CS platform logic and FBL development during each of the defined lifecycle phases. 

The basic system development strategy is described in Section 1.4, "Staged Development," of 
the FSMP. In this section, the high level FSC (RadlCS platform) product concepts are 
described in conjunction with an overall strategy with a staged process for performing product 
development activities. The first two stages of this plan are for platform hardware and platform 
logic development. A third stage FSMP is also included (Ref. 11) to address the use of offline 
tools to support the product line. 

Section 4 of the FSMP describes the safety lifecycle used for development of the Rad I CS 
platform. The lifecycle phases defined in the FSMP are consistent with a classic waterfall model 
like the model discussed in Section 2.3.1 of NUREG/CR-6101. The Radics logic development 
lifecycle phases are listed in Section 3.5.1.1 of this SE. 
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The models used for RadlCS platform logic development assume that each phase of the 
lifecycle is completed in sequential order from concept to the decommissioning or disposal 
phase. The NRC staff finds the RPC Radiy choice of a development lifecycle acceptable 
because the waterfall model is well suited for projects with known and stable requirements and 
where few changes to requirements are anticipated. Since RPC Radiy selected an acceptable 
development life cycle model, the guidance criteria of IEEE Std. 1074-2006, Clause 2.4 has 
been satisfied. 

RadlCS Safety Life Cycle Tasks (Inputs and Outputs) 

BTP 7-14, Section B.3.1.2.4, states that an applicant should identify which tasks are included 
with each life cycle phase and state the life cycle inputs and outputs. 

Table 1 of the FSMP identifies and describes lifecycle activities, which are performed for Radiy 
logic development during the safety lifecycle process and identifies the phases during which 
each activity is performed. Additional details of safety activities and documentation is provided 
in Section 4.2 of the FSMP. For each safety activity, a list of input documents, a description of 
the activity, and a list of output documents is provided. The FSMP also defines the roles and 
responsibilities for completion of safety lifecycle activities. The NRC staff determined that the 
RadlCS development process meets the criterion of BTP 7-14, Section B.3.1.2.4. 

RadlCS Logic and FBL Integrity Scheme 

As stated in Section 12.3.6 of the Rad I CS Platform TR, the integrity level assigned to all Radics 
LLC platform and application logic and FBLs are equivalent to Level 4 as defined in IEEE Std. 
1012-2004. No other types of logic are included within the scope of the Rad I CS platform. 
Therefore, no graded software/ logic integrity level scheme is specified for RadlCS platform 
development. 

Though IEEE Std. 1012-2004 provides guidance for establishment of a software integrity level 
scheme, the NRC endorsement of this standard provided in RG 1.168 states that Software used 
in nuclear power plant safety systems should be assigned software integrity level 4 or the 
equivalent, as demonstrated by a mapping between the applicant or licensee approach and 
software integrity level 4 as defined in IEEE Std. 1012-2004. Because RadlCS platform and 
application logic and FBLs are used in safety systems to support safety-related functions, the 
NRC staff finds the software integrity level approach used for the Rad I CS platform acceptable. 
The NRC staff also reviewed the RadlCS V&V planning documentation and confirmed that 
RadlCS platform logic development V&V activities are performed to the equivalent of software 
integrity level 4 requirements as defined in Std. IEEE Std. 1012-2004 (see Section 3.5.1.6 of 
this SE for additional information on V&V activities performed). 

Management and Oversight of the Safety System Development Processes 

The Radiy FSMP specifies responsibilities for ensuring that the design, verification and 
validation, and QA activities are conducted in accordance with the FSMP plans and other 
referenced planning documents. The corrective action program used during RadlCS platform 
component development process are addressed under the Radiy QMS. The anomaly resolution 
and reporting process is described in Section 4.1 of the overall verification and validation plan 
(Ref. 30). This process is designed to promptly identify and correct conditions adverse to safety 
and quality. The FSMP includes oversight provisions to ensure that development processes will 
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be followed and that deviations from the established processes will be identified and used to 
initiate necessary corrective actions. Corrective action processes and documentation including 
the FSMP (References 10 & 11) were also reviewed during the regulatory audit and were found 
to be effectively addressing issues and adverse conditions identified during product 
development. 

The NRC staff determined the Radiy QMS and FSMP are consistent with the criteria provided 
by IEEE Std. 1074-2006, "IEEE Standard for Developing Software Life Cycle Processes," as 
endorsed by RG 1.173, "Developing Software Life Cycle Processes for Digital Computer 
Software Used in Safety Systems of Nuclear Power Plants." In addition, the FSMP acceptably 
addresses the development planning activity criteria of BTP 7-14. The FSMP describes 
acceptable methods of organizing the safety life cycle activities. The NRC staff, therefore, finds 
the FSMP as applied to the RadlCS development processes to be acceptable. 

3.5.1.3 Quality Assurance Planning 

Section B.3.1.3 of BTP 7-14 describes the review criteria for software QA plans (SQAPs). The 
SQAP shall conform to the requirements of 10 CFR Part 50, Appendix B, and the applicant's 
overall QA program. The regulation at 1 O CFR Part 50, Appendix B states that the applicant 
shall be responsible for the establishment and execution of the QA program. The applicant may 
delegate the work of establishing and executing the QA program, or any part thereof, but shall 
retain responsibility for the QA program. The SQAP would typically identify which QA 
procedures are applicable to specific software processes, identify particular methods chosen to 
implement QA procedural requirements, and augment and supplement the QA program as 
needed for software. 

IEEE Std. 7-4.3.2-2003, Clause 5.3.1, which is endorsed by RG 1.152 provides guidance on 
software quality assurance. IEEE Std. 7-4.3.2-2003, Clause 5.3.1, states, "Computer software 
shall be developed, modified, or accepted in accordance with an approved software QA plan." 

QA planning aspects for RadlCS platform logic and development are provided in the Radiy 
FSMP (Ref. 10). The FSMP describes the methodology used for ensuring high quality of 
Rad I CS module logic throughout the associated safety life cycles. The scope of the FSMP 
includes RPC Radiy platform logic, as well as platform and application FBL logic. The FSMP 
provides the plan for developing RadlCS platform components in accordance with the SIL 3 
requirements of IEC 61508. The FSMP therefore establishes policies and processes to be 
followed as well as documents to be produced during development of these platform 
components. 

QA requirements for RadlCS platform components including platform logic, supplied by RPC 
Radiy, are defined in the FSMP and are described in Section 3, "Quality Assurance," of the 
RadlCS TR (Ref. 1), which describes both the RPC Radiy. The Radics LLC QA programs. The 
RPC Radiy QMS is used for FSC (RadlCS platform) development activities. The Radics LLC 
QA programs are used to govern CGD activities as well as application development activities for 
RadlCS based systems. 

The FSMP provides a summary of Safety Life Cycle activities performed during product 
development including QA activities performed throughout the lifecycle. While many of the QA 
activities are paired with design activities, others are performed as support activities that can be 
applied during any phase of development. QA activities include; monitoring of process related 
metrics, procedure reviews, performance of audits, performance of tests, problem reporting, 
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corrective action processing, design change control, configuration management, training, 
management, and record keeping. These activities are supported by QA methods that are 
described in the FSMP and in the RadlCS TR. The FSMP includes a discussion of QA tasks 
and establishes responsibilities of organizations performing QA activities. 

Documents associated with the performance of QA activities are designated as QA Records. 
Section 3, "Project Documentation," of the FSMP established a process for developing a 
document plan. The documentation identification and storage requirements for these records 
are defined in a FSC document plan. 

During the regulatory audit, the NRC staff reviewed several Radics LLC QA procedures, which 
were made available for review. The NRC staff also interviewed Radics LLC and RPC Radiy 
personnel to assess the QA program effectiveness. These procedures were: V&V, design 
verification, non-conformance reporting, configuration management, secure development and 
operating environment, and internal and external audit. The NRC staff also reviewed work 
instructions for change control, RadlCS technology change evaluation process, and 
configuration item identification. The results of the NRC regulatory audit are documented in 
Reference 9. 

The-NRC staff found that the overall QA planning effort applied to the development of RPC 
Radiy developed products through the CGD by Radics LLC conforms to the requirements of 1 O 
CFR Part 50, Appendix 8, and the overall RadlCS platform QA program. The NRC evaluation 
of the Radiy QMS was limited to the platform logic development aspects which relate to the 
critical characteristics identified during CGD. The RPC Radiy QMS was not evaluated or 
determined to be compliant with the criterion of 1 O CFR Part 50, Appendix 8. 

The RPC Radiy FSMP identifies which RPC Radiy QA procedures are applicable to specific 
development processes. The RPC Radiy FSMP also identifies particular methods for 
implementing QA procedural requirements. The NRC staff found the RPC Radiy QA processes 
to be an effective quality implementation of the overall Radics LLC QA programs. 

The NRC staff also found the organization of the Radics LLC QA department, as described and 
illustrated in Section 3.3 of the RadlCS TR, has sufficient authority and organizational freedom, 
including sufficient independence from cost and schedule to ensure that the effectiveness of the 
QA organization is not compromised. 

The NRC staff determined the Radics LLC QA programs in conjunction with the activities 
defined in the RadlCS platform QA plans are consistent with the QA guidance criteria of IEEE 
Std. 7-4.3.2-2003. Therefore, these programs provide reasonable assurance that high quality 
RPC Radiy platform components capable of performing assigned safety functions are produced 
for RadlCS digital l&C systems. 

3.5.1.4 Integration Plan 

8TP 7-14, Section 8.3.1.4 describes expectations for software integration plans. The 
Section indicates that such plans should contain information on tests to be performed on the 
integrated hardware/ software (logic implementation) system. The NRC staff review focused on 
the clarity and completeness of the integration plans, with specific emphasis on the treatment of 
error handling/ fault management functions and any non-conformances found during testing. 
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IEEE Std. 1074-2006, "IEEE Standard for Developing Software Life Cycle Processes," 
Clause A. 1.2.8, "Plan Integration," contains an acceptable approach relating to planning for 
integration. 

Integration planning for Rad I CS platform module development is provided in Section 4.2.10, 
"Integration," of the Radiy FSMP (Ref. 10). The RPC Radiy integration plan describes 
integration activities and corresponding tests to be performed for RadlCS components. This 
plan also identifies required input documentation, and output documentation to be produced 
during the integration processes. There are three types of activities performed to accomplish 
integration requirements. These are: 

• Software to Software Integration, 
• Hardware to ED Integration, and 
• Product/ System Integration 

These three types of integration activities align closely with the phases of integration described 
in Section 3.1.7 of NUREG/CR-6101, "Software Integration Plan." 

In addition to RadlCS platform component integration activities, there are application specific 
integration activities that must be performed to support overall system level development and 
implementation. Section 7.3.4 of the RadlCS platform TR, "RadlCS System Integration and 
Validation," describes system integration activities necessary to ensure that the programmable 
and nonprogrammable components of a RadlCS platform-based application will work together 
as a system. Project-specific applications are developed using the RadlCS Platform 
components. System level integration consists of configuring the RadlCS modules, chassis, 
and cabinets to perform the required system functions. 

The NRC staff determined the RadlCS integration plans provide an acceptably documented 
method for performing product integration activities needed for safety related digital l&C system 
development. The RadlCS integration activities establish coordination with the RadlCS test 
plans and address the use of tools, techniques, and methodologies needed to perform 
integration activities for RadlCS platform components. See PSAI 7.2 for additional activities 
required to be performed during application logic development. 

3.5.1.5 Safety Plan 

The acceptance criteria for Safety Planning are contained in the SRP, BTP 7-14, 
Section B.3.1.9, "Software Safety Plan (SSP)" and Section B.3.2.1, "Acceptance Criteria for 
Safety Analysis Activities." These sections state that the SSP should provide a general 
description of the software safety effort, and the intended interactions between the software 
safety organization and the general system safety organization. It further states that 
NUREG/CR-6101, Section 3.1.5, "Software Safety Plan," and Section 4.1.5, "Software Safety 
Plan," contain guidance on SSPs. RG 1.173, Section C.3, "Software Safety Analyses," contains 
guidance on safety analysis activities while NUREG/CR-6101 also addresses guidance for 
these analyses. 

RadlCS platform safety planning is provided in Sections 4.2.12, "Functional Safety Audits," and 
4.2.13, "Independent Functional Safety Assessment," of the Radiy FSMP (Ref. 10). The RPC 
Radiy FSMP describes these functional safety activities and explains the objectives of these 
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activities. This plan also identifies required input documentation and output documentation to 
be produced during the functional safety audit and assessment processes. 

Safety support activities are defined and addressed in Section 5 of the FSMP, "Safety Support 
Activities." These activities include establishing competence and independence of personnel 
performing platform development activities, establishing requirements traceability, and 
performing periodic audits to ensure that the FSMP is being correctly followed. In addition to 
listing and describing these tasks, the FSMP identifies organizations responsible for performing 
these tasks as well as guidance on when such tasks should be performed in relation to the 
safety life cycle. As such, the FSMP includes descriptions of the methods used for mitigation of 
potential logic implementation hazards pertaining to RadlCS platform components. 

RPC Radiy does not have a single dedicated software or logic safety team within its 
organization, however the FSMP defines intended interactions between various teams by 
defining organization responsibilities. Several teams within the Radiy organization have 
responsibilities to perform safety activities and to ensure the requirements of the FSMP defined 
activities are followed. 

The RadlCS corrective action procedure addresses corrective actions for conditions adverse to 
quality. These deficiencies can include supplier deficiencies in process and or controls. This 
corrective action process is used to document safety concerns and to track actions taken to 
address these concerns. Corrective action processes and associated documentation were 
reviewed during the regulatory audit and were found to effectively address issues and adverse 
conditions identified during product development. 

The FSMP specifies requirements for ensuring safety analysis activities have been successfully 
accomplished during the development life cycle. The NRC staff determined that RadlCS safety 
life cycle documentation shows that system safety requirements have been adequately 
addressed for each defined safety life cycle activity. 

The NRC staff determined that safety planning for Rad I CS components is appropriate for 
RadlCS platform-based safety systems and is therefore acceptable. Furthermore, the NRC 
~taff observed during the regulatory audit, that RadlCS product safety planning as executed by 
the RPC Radiy development and Radics LLC CGD processes provides adequate assurance 
that safety activities will be effective in resolving safety issues presented during the design and 
development of a RadlCS platform-based safety system. 

3.5.1.6 Verification and Validation Planning 

The acceptance criteria for V&V plans are contained in SRP BTP 7-14, Section B.3.1.10, 
"Software V&V Plan (SWP)." This SE states that RG 1.168, "Verification, Validation, Reviews, 
and Audits for Digital Computer Software Used in Safety Systems of Nuclear Power Plants," 
which endorses IEEE Std. 1012-2004, "IEEE Standard for Software Verification and Validation," 
provides methods acceptable to the NRC staff for meeting the regulatory requirements as they 
apply to V&V of safety system software. Regulatory Guide 1.168, specifically notes that 
software to be used in safety systems should be assigned integrity level 4, as defined in IEEE 
Std. 1012-2004. The review guidance emphasizes independence of the review organization, 
the quantity and quality of V&V staff and documentation ofV&V activities. The NRC staff review 
focused on these aspects of V&V. 
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The RPC Radiy V&V Planning is provided as Section 7.4 of the RadlCS TR, "Rad I CS Platform 
Verification and Validation" (Ref. 1). This section describes the V&V and V&V activities that are 
conducted for each phase of the Rad I CS safety life cycle. As part of the V&V activities, the 
applicant needs to define the system integrity scheme. See Section 3.5.1.2 of the this SE for a 
description of the integrity scheme used for the Rad I CS platform. 

The RPC Radiy FSMP describes the Radiy development organization, which includes several 
functional teams. RPC Radiy functional teams include: an ED development team, a HW 
development team, a Quality Assurance (QA) team, a V&V team, and a Qualification Test team. 
The level of independence established between each of these teams is defined in the FSMP. 
Aspects of independence between these teams include management, budget and schedule. 
The QA team and the V&V team are independent from the development teams. 

Section 7.4 of the Rad I CS platform TR states: "RPC Radiy V&V capabilities are provided by a 
department that is technically, administratively, and financially independent from the design 
departments." The NRC staff confirmed the levels of independence established by reviewing 
Independent Verification and Validation (IW) documentation (See Section 7.4 of the Rad I CS 
TR, "RadlCS Platform Verification and Validation" (Reference 1) and by performing an audit of 
the RPC Radiy and Radics LLC processes in Toronto CA. During this audit, the NRC staff 
performed interviews with members of the Design, V&V and QA organizations. The results of 
this audit are documented in Reference 9. The NRG staff determined that an adequate level of 
independence exists between these organizations and that an appropriate level of technical 
competence is established and maintained within the independent V&V staff. The level of 
independence used for the RadlCS V&V effort therefore meets the requirements for software 
integrity level 4 as defined in IEEE Std. 1012-2004. 

Section 5.7.14, "IEEE Std. 1012-2004," of the RadlCS TR states the following: "RPC Radiy and 
RadlCS ED V&V plan documentation complies with the intent of IEEE Std. 1012-2004, as 
described in Chapters 7 and 8 of the Rad I CS TR." Although the Rad I CS platform was not 
developed in accordance with IEEE Std. 1012-2004, the NRG staff notes that comprehensive 
and rigorous V&V processes were used for Rad I CS platform design and many of the Rad I CS 
V&V activities are similar to the minimum V&V tasks called for by the standard. The NRC staff 
also notes that CGD of RPG Radiy modules is performed by Radics LLC. These CGD activities 
include V&V activities that are in addition to those performed by RPC Radiy during FSC 
development. This dedication process includes identification of RadlCS component critical 
characteristics as well as a verification process to ensure each of the identified critical 
characteristics are met. See Section 3.4 of this SE for a complete description and evaluation of 
the Radics LLC commercial grade dedication process. 

No mapping between RPC Radiy V&V activities and V&V minimum required activities of IEEE 
Std. 1012-2004 was provided. However, Radics LLC identified five exceptions to conformance 
with the criteria of IEEE Std. 1012-2004. These exceptions are: 

• The specific administrative requirements for administrative and formatting 
requirements specified in IEEE Std. 1012-2004, Sections 7 and 8 were not followed. 

• The criticality analysis is not performed, since all RadlCS module EDs are classified 
at the highest safety integrity level for use in safety-related systems. 
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• The Failure Modes and Effects Diagnostic Analysis (FM EDA) and the IEC Safety 
Integrity Level certification replace the hazards analyses specified in IEEE Std. 
1012-2004, Section 5 and Tables 1 and 2. 

• The security assessments described in Chapter 11 replace the security analyses 
specified in IEEE Std. 1012-2004, Section 5 and Tables 1 and 2. 

• The RPC Radiy and Radics LLC approaches to V&V test documentation described in 
Section 12.3.4 of the Rad I CS TR were used as an alternative to the test 
documentation administrative requirements specified in IEEE Std. 1012-2004, 
Section 6.3.1. 

Section 7.4.3, "Implementation Activities," of the Rad I CS TR defines a minimum set of V&V 
activities to be performed for RadlCS platform components. The NRC staff reviewed the V&V 
activities list and determined the tasks to be consistent with tasks specified in IEEE Std. 
1012-2004 for software integrity level 4 software. 

To determine adequacy of the Rad I CS platform V&V processes, the NRC staff performed a 
comparison analysis between Rad I CS V&V activities listed in Section 7.4.3 of the Rad I CS TR 
and the minimum V&V tasks identified in Table 2 of IEEE Std. 1012-2004. 

Because there was no direct correlation between the RadlCS V&V activities and the IEEE V&V 
tasks, each activity and task were categorized in order to establish a basis for comparison. 
Categories used were as follows: 

• Hardware Validation Test Activity 

• Platform Validation Test Activity 

• Platform Integration Test Activity 

• Classification Activity 

• Problem Reporting / Resolution Activity 
• Hazard I Risk Analysis Activity 

• Requirements Traceability I Analysis 

• Security Analysis / Vulnerability Analysis 

• Process Improvement Activity 

• Interface Activity 

• Management Activity 

• Failure Analysis Activity 

• Document Review Activity 

• Qualification Activity 

• Configuration Management Activity 

• Operations Integration Activity 

RadlCS V&V activities and IEEE tasks were then re-sorted by category. V&V activities and 
tasks within each category could then be compared to determine level of compliance achieved 
by the RadlCS V&V processes. 

In some cases, there were direct correlations between RadlCS activities and tasks identified in 
IEEE Std. 1012. These tasks were identified as being addressed by the Rad I CS V&V process. 
In other cases, IEEE tasks were not identified as V&V activities but were performed under a 
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different process such as the configuration management process. These tasks were identified 
as being addressed by a RadlCS program other than the V&V program. 

The analysis results showed that most required V&V tasks identified in IEEE Std. 1012 could be 
either mapped to V&V activities within the RadlCS V&V program or shown to correspond to 
activities performed under different RadlCS processes. Four required V&V tasks were however 
found not to have equivalent activities performed under RadlCS processes. These tasks are: 
(1) Criticality Analysis, (2) Hazard Analysis, (3) Operating Procedures Evaluation, and 
(4) Retirement Assessment. 

The absence of a Criticality Analysis is acceptable because all RadlCS platform logic and F8L 
logic is classified at the highest level for use in safety-related systems as described in 
Section 3.2.2 of the Rad I CS TR. All platform and F8L logic are also dedicated by Radics LLC 
under their 1 O CFR Part 50, Appendix 8 compliant QA process. This was identified in the 
exceptions list provided in the RadlCS TR. 

The FMEDA described in Section 9.2.1 and the IEC Safety Integrity Level certification described 
in Section 3.2.2.3 of the Rad I CS TR are performed in lieu of hazards analyses activities. A 
description and evaluation of the FM EDA is provided in Section 3.5.2.6 of this SE. The absence 
of the hazard analysis was identified in the exceptions list provided in the Rad I CS TR. 

Operating procedures and retirement assessment activities are considered by the NRC staff to 
be plant specific activities: The NRC staff agrees that these activities can be performed as part 
of the application development. It is therefore acceptable for these activities to be addressed 
during application development and implementation. See PSAI 7.2. 

During the regulatory audit, several requirement thread reviews were performed. The NRC staff 
confirmed how system requirements had been implemented and how V&V activities had been 
performed during the Rad I CS development processes. Radics LLC showed how the 
requirements traceability was used to confirm that V&V activities of the RadlCS V&V plan had 
been performed and documented. 

The NRC staff finds the Rad I CS platform V&V processes and identified alternative activities to 
be consistent with the criteria of IEEE Std. 1012-2004, "IEEE Standard for Software Verification 
and Validation," as endorsed by RG 1.168. No evaluation of RadlCS application ED 
development V&V processes could be performed because application logic development V&V 
plans were provided to the NRG for review and no plant specific application was available 
during this evaluation. See PSAI 7.2 for more information on V&V activities to be performed 
during application development. 

3.5.1. 7 Configuration Management Planning 

The acceptance criteria for software configuration management plans (SCMPs) is contained in 
SRP 8TP 7-14, Section 8.3.1.11, "Software Configuration Management Plan (SCMP)," and 
Section 8.3.2.3, "Acceptance Criteria for Software Configuration Management Activities." 
These sections state that both: (1) RG 1.173 that endorses IEEE Std. 1074-2006, 
Clause A.1.2.2, "Plan Configuration Management," and (2) RG 1.169, "Configuration 
Management Plans for Digital Computer Software Used in Safety Systems of Nuclear Power 
Plants," that endorses IEEE Std. 828-2005, "IEEE Standard for Configuration Management 
Plans," provide an acceptable approach for configuration management planning. 



- 43-

SRP BTP 7-14, Section B.3.1.11 further states that additional guidance can be found in IEEE 
Std. 7-4.3.2-2003, Clause 5.3.5, "Software configuration management," and in Clause 5.4.2.1.3, 
"Establish configuration management controls." NUREG/CR-6101, Section 3.1.3, "Software 
Configuration Management Plan," and Section 4.1.3, "Software Configuration Management 
Plan," also contain guidance on configuration management. 

Rad I CS configuration management (CM) planning is provided as Section 7.5 of the Rad I CS 
platform TR, "Radics Configuration Management Process" (Ref. 1 ), and in the FSC 
Configuration Management Plan (Ref. 33). The CM processes are applicable to all RadlCS 
platform logic, including: the platform and application FBLs, FPGA EDs, and software tools used 
for development of RadlCS platform and application logic. The CM processes also apply 
throughout the safety lifecycle of platform and project specific applications. The RadlCS 
platform TR describes methods for identifying platform logic element configuration items that are 
controlled in accordance with the configuration management program. The CM process also 
defines methods used to establish and maintain configuration control when changes to platform 
or application logic are made as well as methods for recording and reporting the status of 
RadlCS design changes. 

A change control board (CCB) is used for approving and managing the implementation of 
changes to the RadlCS platform. A configuration management board (CMB) is also used to 
provide oversight and direction for the CM processes. The Rad I CS CM plan establishes criteria 
for establishment of the CCB and CMB and describes the configuration control processes 
including those used for system logic development. These processes include change initiation, 
change control and change approval. 

During the regulatory audit, the NRC staff observed Radics LLC's use of configuration 
management tools to control access to documents and RadlCS logic implementation files, 
manage change requests, and track changes. The NRC staff also reviewed configuration 
management procedures as well as configuration management forms prepared for Rad I CS. 
The NRC staff's observations during the audit support a finding of reasonable assurance that 
appropriate configuration management activities are being performed. The results of this audit 
are documented in Reference 9. 

The NRC staff concludes that CM planning processes used to support RadlCS platform 
development conform to the requirements identified in IEEE Std. 828-2005, as endorsed by 
RG 1.169. This meets the criteria of BTP 7-14 Clause 3.4.1.7 and is, therefore, acceptable. 

3.5.1.8 Test Planning 

The acceptance criteria for a test planning are contained in SRP BTP 7-14, Section B.3.1.12, 
"Software Test Plan (STP)." Section B.3.1.12 of BTP 7-14 contains review guidance for 
software test plans. Pointers are provided to the endorsements in RG 1.170, which endorses 
IEEE Std. 829-2008, "Test Documentation," and 1.171, which endorses IEEE Std. 1008-1987. 
Among the key attributes expected of a software test plan are description of the test 
organization(s), testing strategy, testing criteria and testing records. 

RadlCS platform test planning is provided in the FSC Integration Test Plan (Ref. 31), and in the 
FSC Safety Validation Test Plan (Ref. 32). The RadlCS platform test plans describe testing 
activities performed for Radiy FSC as required by FSMP. The RadlCS test plans provide details 
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of test methods and tools used during test activities and establish minimum content 
requirements for test documents. 

The RadlCS platform test plans are used in conjunction with the RadlCS validation test plans to 
identify required test activities to be performed by the V&V team. The purpose of the validation 
test plan is to identify and plan validation tests or other validation methods to demonstrate that 
the Radiy FSC meets all requirements defined in the safety requirement specification and the 
overall V&V Plan (Ref. 30). The purpose of the integration test plan is to specify integration test 
activities to be implemented for Radiy FSC as required by the FSMP. Validation and integration 
test activities are performed after development of FSC RadlCS platform, including all modules 
and components as a part of certification of the Rad I CS platform to show compliance with IEC 
61508 requirements. 

Section 7.4.5.2 of the Rad I CS TR also describes test planning activities for activities performed 
under the overall V&V plan (Reference 30). The RadlCS platform V&V program as defined by 
the overall V&V plan includes fault insertion, integration, validation, qualification, and functional 
test activities. 

Based on the information provided, the NRC staff determined the Rad I CS platform test plans 
acceptably cover testing performed on Radics platform FSC logic. Using this information, the 
NRC staff was able to map Rad I CS platform test activities to V& V test activities called for in 
IEEE Std. 1012-2004. For example, both the safety validation test plan and the integration test 
plan provide a description of the test organization(s), testing strategies applied and testing 
criteria. Requirements for testing records are also described in these plans. See 
Section 3.5.2.4 of this SE for evaluation of test activities and documentation exceptions to 
standards. 

The NRC staff found that test responsibilities are assigned to appropriate personnel and that 
adequate provisions for re-test are included to address situations where test failures occur. 
RadlCS test failures are documented in FSC safety validation test reports. The process for 
resolving test anomalies includes performance of regression analysis to determine the extent to 
which V&V activities shall be repeated. The RadlCS platform test plans assign responsibility for 
test definition, design, and performance to a validation and qualification test team and a 
metrology test team which are under authority of the project validation and qualification 
manager. 

The NRC staff determined the Rad I CS platform test plans are sufficiently comprehensive to 
demonstrate that a RadlCS platform-based safety system will perform its required safety 
functions in a satisfactory manner. This meets the criteria of BTP 7-14, Clause 3.1.12 and is, 
therefore, acceptable. Application logic test plans were not included in the RadlCS TR submittal 
and were therefore not within the scope of the NRC staff SE. Application Test planning is 
therefore a PSAI and should be addressed by PSAI 7.2. 

3.5.2 Logic Implementation and Design Output Documentation 

This Section summarizes the evaluation of implementation and design output documentation for 
the RadlCS platform logic. This documentation corresponds with the safety life cycle process 
implementation information described in SRP BTP 7-14 Section 8.2.2, "Software Life Cycle 
Process Implementation," and Section 8.3.2, "Acceptance Criteria for Implementation." 
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SRP 8TP 7-14, Section 8.2.3, "Software Life Cycle Process Design Outputs," identifies software 
documents and products subject to review to evaluate whether the software life cycle 
development process produced acceptable design outputs. 

Since the Rad I CS TR does not identify a plant specific application, many of the documents 
identified in SRP 8TP 7-14 are not relevant for generic review of the platform. For example, 
operations, maintenance, and training manuals primarily relate to a specific plant system and 

support the licensee as end product user of that system. Thus, review of these documents was 
not within the scope of this review. See PSAI 7.2. 

RadlCS Platform application logic is designed, configured, and implemented onto the LM 
FPGAs using the Radiy Product Configuration Tool (RPCT). Project specific build documents 
and configuration tables for Rad I CS application logic, are not included within the scope of this 
SE. The following sections describe and evaluate implementation documentation. 

3.5.2.1 Safety Analysis 

The acceptance criteria for safety analysis activities are contained in the SRP, 8TP 7-14, 
Section 8.3.2.1, "Acceptance Criteria for Safety Analysis Activities." This criteria states: (1) the 
documentation should show that the system safety requirements have been adequately 
addressed for each activity group; (2) no new hazards have been introduced; (3) the software 
requirements, design elements, and code elements that can affect safety have been identified; 
and (4) that all other software requirements, design, and code elements will not adversely affect 
safety. Further guidance on safety analysis activities can be found in NUREG/CR-6101 and 
RG 1.173, Section C.3, "Software Safety Analyses." 

Documentation of Radiy Safety Analysis implementation was provided by the following: 

• Safety Case: Compliance with FSMP Requirements 
• Functional Safety Assessment Report 

The NRC staff reviewed these reports during a regulatory audit and determined that RadlCS 
platform safety requirements have been adequately addressed. Identification of potential 
system hazards is addressed during each phase of the safety life cycle. Requirements, design 
elements, and logic elements that could affect safety are identified and safety impacts are 
addressed. The results of this audit are documented in Reference 9. 

The NRC staff reviewed the Radics LLC product assessments provided in the commercial grade 
dedication reports (see Section 3.4 of this SE) and determined that safety analyses activities 
were performed in accordance with the RadlCS FSMP. The commercial grade dedication 
reports provide objective evidence that the system safety requirements, as defined in the critical 
characteristics for each RadlCS platform module, were correctly implemented, and provide 
reasonable assurance that no hazards were introduced into the system as a result of the FSC 
development activities. 

RadlCS platform logic elements that have the potential to affect safety were identified, and 
safety problems and resolutions identified during the analyses were documented and 
dispositioned in an acceptable manner. During the regulatory audit, the NRC staff reviewed 
several system logic requirements, including design and code elements, and determined they 
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had been implemented in a manner, which will not adversely affect the safety of a Rad I CS 
platform-based safety system. 

The NRC staff determined that RadlCS platform safety analysis activities are acceptable and 
are compliant with SRP BTP 7-14, Section B.3.2.1. Application level safety analysis tasks were 
not included in the Rad I CS TR submittal and were therefore not within the scope of the NRC 

staff SE. Application safety analysis activities are therefore a plant specific action item and 
should be addressed by PSAI 7.2. 

3.5.2.2 V&V Analysis and Reports 

SRP, BTP 7-14, Section B.3.2.2, "Acceptance Criteria for Software Verification and Validation 
Activities," states that the acceptance criterion for software V&V implementation is that the tasks 
in the SWP have been carried out in their entirety. Documentation should exist that shows that 
the V&V tasks have been successfully accomplished for each life cycle activity group. In 
particular, the documentation should show that the requirements, design, code, integration, and 
installation design outputs satisfy the appropriate software development functional and process 
characteristics. 

The RadlCS Overall V&V Plan (Ref. 30) identifies the following report types to be produced to 
document the results of V&V activities performed: 

• Review Reports (Place and Route) 
• FMEDA Report 
• Test Reports (LM and AIM) 
• Static Code Analysis I Code Review Report 

• 
The NRC staff reviewed V&V reports of each type identified above during a regulatory audit to 
evaluate the degree to which Radics LLC V&V activities were accomplished. The results of this 
audit are documented in Reference 9. The NRC staff determined the RadlCS V&V reports 
acceptably describe a detailed and thorough V&V effort. The RadlCS Overall V&V Plan was 
implemented in a manner, which supports the development of platform logic that will perform 
required safety functions. The NRC staff found that activities performed and documented in the 
V&V reports provide reasonable assurance that V&V efforts were effectively implemented to 
support the development of a product that is suitable for use in safety-related nuclear 
applications. The V&V reports were written such that the information reviewed, level of detail, 
and findings of the V&V effort wereunderstandable and informative. The V&V Reports provide 
adequate documentation to show that V&V tasks were successfully accomplished for each 
safety life cycle phase. 

Problems and test failures identified during the V&V effort were entered into the Radics LLC 
corrective action program as corrective action reports. Problem descriptions and actions 
required to correct or mitigate each problem were adequately documented. In some cases, test 
failures were justified by the designer and no corrective actions were required. For these 
situations, acceptance of justification was provided, and re-tests were performed to verify 
correct system performance. Several test failure reports were reviewed during the regulatory 
audit. Corrective action documentation was also reviewed and was found to be effectively 
addressing issues and adverse conditions identified during product test activities. 
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The NRC staff concludes that the development functional and process characteristics of the 
V&V effort are acceptable. V&V activities performed for the RadlCS platform logic development 
are acceptable and are compliant with SRP BTP 7-14, Section 8.3.2.2. See PSAI 7.2 for 
activities to be performed during application logic development. 

3.5.2.3 Configuration Management Activity 

The acceptance criteria for CM activities are identified in BTP 7-14, Section B.3.2.3, 
"Acceptance Criteria for Software Configuration Management Activities." This acceptance 
criterion requires that the tasks in the software configuration management plan be carried out in 
their entirety. Documentation should exist that shows that the CM tasks have been successfully 
accomplished. In particular, the documentation should show that: (1) configuration items have 
been appropriately identified; (2) configuration baselines have been established for the activity 
group; (3) an adequate change control process has been used for changes to the product 
baseline; and that appropriate configuration audits have been held for the configuration items 
created or modified for the activity group. 

The RadlCS CM plan (Ref. 33) establishes requirements for implementation of a CM process 
during the safety life cycle of the Radiy FSC. This CM plan describes CM tasks that are 
performed by RPC Radiy (see Section 3.5.1. 7 of this SE). The CM plan establishes a change 
control process as a constituent part of CM process. 

Configuration Item status accounting for the Rad I CS platform consists of monitoring, 
documenting, and notifying project personnel regarding changes to RadlCS platform 
configuration. FSC configuration audit reports provide documentation of configuration 
management activities performed during each phase of RadlCS platform component 
development. Configuration audits are performed following the release of each established 
baseline. These audits provide a check of correctness of the RadlCS configuration items 
functional and physical features implementation for every specific project. 

RPC Radiy maintains and controls RadlCS platform design documentation and program files as 
QA records. Changes to controlled files are tracked and can only be changed by using the 
approved change process. During a regulatory audit, the NRC staff reviewed the Radics LLC 
procedures for performing logic changes and conducted an exercise involving making a sample 
logic change using these procedures. The results of this audit are documented in Reference 9. 
The NRC staff reviewed the requirements baseline configuration audit report as a regulatory 
audit activity. This audit report was found to contain an acceptable level of information to show 
that the configuration management plan is being carried out in its entirety and that changes 
made to items under configuration control are being controlled, tracked, and documented in a 
manner which is consistent with a high-quality development process. 

The NRC staff determined the CM processes and activities performed meet the requirements of 
IEEE Std. 828-1998 and ANSI/IEEE Standard 1042-1987 and are therefore acceptable. The 
RPC Radiy and Radics LLC CM activities adequately address the guidance in BTP 7-14 
Section B.3.2.3. · 

3.5.2.4 Testing Activity 

The acceptance criterion for testing activities is contained in the SRP, BTP 7-14, 
Section B.3.2.4, "Acceptance Criteria for Testing Activities." This SE states that RG 1.168 
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Rev. 2, "Regression Analysis and Testing", Section 7.2, and RG 1.170, Rev. 1, "Software Test 
Documentation for Digital Computer Software Used in Safety Systems of Nuclear Power 
Plants," that endorses IEEE Std. 829-2008, "IEEE Standard for Software Test Documentation," 
and RG 1.171, Rev. 1, "Software Unit Testing for Digital Computer Software Used in Safety 

Systems of Nuclear Power Plants," that endorses IEEE Std. 1008-1987, "IEEE Standard for 
Software Unit Testing," identify acceptable methods to satisfy software testing requirements. 

The RPC Radiy and Radics LLC approach to V&V testing is described in Sections 7 and 8 of 
the Rad I CS TR. The overall V&V plan (Ref. 30) specifies the content of the specific test plan for 
which test specifications test procedures and test reports are required. The RadlCS platform 
and application ED V&V program includes fault insertion, integration, validation, qualification, 
and functional test activities. Platform and application ED V&V test documentation is described 
in Section 7.4.5.2 of the Rad I CS TR. 

The RadlCS platform and application V&V test processes conform to the requirements in IEEE 
Std. 1012-2004, as endorsed by RG 1.168, Rev 1 with one exception. Instead of following the 
guidance of IEEE Std. 1012 and IEEE Std. 829-2008, RPC Radiy uses an alternate approach to 
V&V test documentation. The test documents are structured differently to reflect the use of 
RadlCS Platform and Application ED development safety life cycle and the use of FPGA 
technology. 

The NRC staff reviewed the alternate test documentation processes and determined that quality 
assurance programs for document format were followed and that alternate test documents 
reflect the unique test methods used to verify and validate the Rad I CS platform logic. This 
alternative approach to performing test documentation is therefore acceptable. 

The RadlCS test programs provide comprehensive test coverage of an integrated Rad I CS 
platform-based system. The NRC staff observed appropriate adherence to the test program 
procedures. Discrepancies discovered during the test performance were appropriately 
documented and addressed using the Radics LLC anomaly reporting process. Several test 
failure reports were reviewed during the regulatory audit. Corrective action documentation was 
also reviewed and was found to be effectively addressing issues and adverse conditions 
identified during product test activities. Test results and verification of test completion were 
documented in test reports. The RadlCS test activities adequately address the guidance in 
8TP 7-14 Section 8.3.2.4 for the platform logic. 

The RadlCS platform TR does not address testing activities associated with application specific 
logic. Therefore, plant application testing activities for RadlCS platform-based safety systems 
must be performed during plant application development and thus could not be evaluated in this 
SE. See PSAI 7.2 for additional information on performing application development activities to 
be performed. 

3.5.2.5 Requirements Traceability Evaluation 

Evaluation criteria for the use of Requirements Traceability Matrices (RTM) is contained in SRP, 
8TP 7-14. A definition for RTM is provided in Section A.3 of the 8TP. Here it is stated that: 
"An RTM shows every requirement, broken down into sub-requirements as necessary, and what 
portion of the software requirement, software design description, actual code, and test 
requirement addresses that system requirement." This is further clarified in Section 8.3.3, 
"Acceptance Criteria for Design Outputs," in the subsection on Process Characteristics. 
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This SE criteria states that the RTM should show what portion of the software requirement, 
software design description, actual code, and test requirement addresses each system 
requirement. 

A description of the process used by RPC Radiy to perform requirements traceability is provided 
in Section 7.6 of the Rad I CS TR. Platform functional requirements are established and 
categorized into three groups: Safety Requirements, Performance Requirements, and 
Qualification Requirements. These requirements are also further broken down to 
sub-categories, which are defined in Section 7.6 of the Rad I CS TR. 

A requirement tracing tool is used to implement traceability. This tool is described in 
Section 7.6.4 of the Rad I CS TR. This tool is used to create a RTM which is used to support 
audits and analysis activities to access status and completion of requirements throughout the 
safety lifecycle. 

The documentation structure used for RadlCS platform design documents starts with RadlCS 
Platform and RadlCS-Based Application Functional Requirements. These functional 
requirements are defined in the following documents: 

• Product Concept Document, 
• FSC Safety Requirements Specification (Ref. 34), 
• Product Architecture Document (Ref. 37), and 
• Derived Safety Requirements Specification. 

Traceability of all RadlCS requirements and derivative requirements between these documents 
is established by the RTM. Establishment and verification of requirements traceability are 
defined as V&V activities that are performed throughout the RadlCS safety lifecycle. RPC 
Radiy requires an.independent reviewer check the requirements specifications to detect and 
correct the insertion of requirements that have an undesirable effect on the secure operational 
environment of the system. 

The NRC staff reviewed the RTM and performed thread audits for several selected 
requirements during the regulatory audit. The results of this audit are documented in 
Reference 9. 

The NRC staff observed that the Rad I CS platform RTM shows each of the requirements 
delineated in requirements specifications are broken down into sub-requirements. The RTM 
identifies implementation documents and test requirements credited to address each system 
requirement. The RTM provides evidence to show that each system requirement has been 
implemented in the system hardware and logic design and shows that V&V testing has been 
performed to demonstrate correct implementation of each requirement. The NRC staff 
determined that requirements tracing processes used for the Rad I CS platform hardware and 
logic implementation provide reasonable assurance that all requirements are correctly 
implemented and were consistent with BTP 7-14 criterion and are therefore acceptable. 

The RadlCS platform TR does not address traceability activities associated with application 
specific logic. Therefore, plant application requirements traceability activities for RadlCS 
platform-based safety systems must be performed during plant application development and 
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thus could not be evaluated in this SE. See PSAI 7.2 for additional information on performing 
application development activities to be performed. 

3.5.2.6 Failure Mode and Effect Analysis 

Regulatory Guide 1.53, Rev. 2, "Application of the Single-Failure Criterion to Safety Systems," 
provides endorsement of a method acceptable to the NRC staff for satisfying the NRC's 
regulations as they apply to the single-failure criterion to the electrical power, instrumentation, 
and control portions of nuclear power plant safety systems. Regulatory Guide 1.53 endorses 
IEEE Std. 379-2000. IEEE Std. 379-2000, Clause 5.5 identifies Failure Mode and Effects 
Analysis (FMEA) as an example method to address common-cause failures when performing 
analysis to demonstrate that the single-failure criterion has been satisfied. Although no specific 
regulatory guidance on the format, complexity or conclusions of the FMEA exists, the FMEA 
should identify potential failure modes within a system to determine the effects of these failures 
on the system. The FMEA should demonstrate that single-failures, including those with the 
potential to cause a non-safety system action (i.e., a control function) that results in a condition 
requiring protective action (i.e., a protection function), cannot adversely affect the protection 
functions. 

The NRC staff reviewed the RadlCS platform FM EDA methodology described in Section 9.2.1 
of the Rad I CS TR (Ref. 1). 

The RadlCS FSC FM EDA was performed for each platform module and includes four groups of 
module components. The FM EDA analyzes potential failures in each of these component 
groups and categorizes the effects of these failures as defined in Section 9.2.1.2 of the Rad I CS 
TR. Failure categories are: 

• Fail-Safe State (Detected/Undetected) 
• Fail Dangerous State (Detected/Undetected) 
• Analog Input (Deviation more than 2% of span) 
• Annunciation (Detected/Undetected) 
• No Effect 
• Fail Dangerous (Undetected after Surveillance Test) 

The RadlCS FSC FM EDA results indicated that the probability for undetectable "Fail 
Dangerous" occurrence is extremely low. The RadlCS FSC also relies upon application logic 
functions for detection of Type Ill, User defined level faults. Failure types are described in 
Section 3.7.3 of this SE. Because the failure analysis was performed at platform level, the 
FMEDA did not demonstrate that all input signal or system level failures would cause a RadlCS 
platform-based safety system to revert to a predefined safe state. The NRC staff determined 
this to be acceptable based on the plant specific activities that must be performed during 
application development. 

The fail-safe states for RadlCS safety functions are generically defined in the TR as being 
deenergized. Applications requiring fail safe states of energized must be determined as an 
application specific development activity. In such cases, interposing relays or some other form 
of conditioning circuitry must be included in the system design to enable required fail-safe 
functionality upon failure detection. In addition, the FMEDA does not account for external 
communication interface failures and the effects they would have on system level performance. 
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Therefore, a system level FMEA should be performed during plant specific application 
development to identify potential system level failure modes, establish required fail-safe states, 
and to determine the effects of these failure modes on plant safety. 

The NRC staff also reviewed the results of the FM EDA report during its regulatory audit and 
determined the level of detail for the Rad I CS FSC is acceptable based on the criteria of RG 
1.53, Rev. 2. This FMEDA was performed by an independent certification company, Exida, to 
support IEC 61508 SIL 3 certification. The FMEDA methods used were found to be consistent 
with IEEE Standard 379 2000 as endorsed by RG 1.53 Rev. 2. The RadlCS FSC FMEDA 
considers single detectable failures as well as identifiable but non detectable failures, failures 
caused by the single failure and failures resulting in spurious system safety function actuations. 

Based on the NRC staff review of the RadlCS FSC FM EDA, there is reasonable assurance that 
credible RadlCS FSC failure modes have been properly identified and evaluated. Therefore, 
the criteria of RG 1.53 pertaining to the RadlCS FSC failure modes and effects are satisfied, 
however system level failure modes will need to be addressed during plant application 
development. PSAI 7.5 of this SE identifies additional FMEA actions, that are needed during 
specific plant application development. 

3.5.2.7 Reliability Analysis 

IEEE Std. 603-1991, Clause 4.9 requires the identification of the methods used to determine 
that the reliability of the safety system design is appropriate for each such design, and the 
identification of the methods used to verify that reliability goals imposed on the system design 
have been met. However, as discussed within RG 1.152, "Criteria for Use of Computers In 
Safety Systems of Nuclear Power Plants," and Dl&C-ISG-06, the NRC staff acceptance of the 
reliability of digital l&C systems is based on deterministic criteria for both hardware and 
programming. The NRC staff does not endorse the concept of quantitative reliability goals as a 
sole means of meeting its regulations for reliability of digital computers used in safety systems. 

Nevertheless, IEEE Std. 603-1991 further requires in Clause 5.15 that for those systems for 
which either quantitative or qualitative reliability goals have been established, appropriate 
analysis of the design shall be performed to confirm that such goals have been achieved. IEEE 
Std. 603-1991, Clause 6. 7 requires that when sense and command features are in maintenance 
bypass, the safety system shall retain the capability of accomplishing its safety function while 
continuing to meet the single-failure criterion. Similarly, IEEE Std. 603-1991, Clause 7.5 
requires that when one portion of a redundant safety system executes features is placed into a 
maintenance bypass condition, and then the remaining redundant portions should provide 
acceptable reliability. Dl&C-ISG-06 states that the reliability and availability analysis should 
justify that the degree of redundancy, diversity, testability, and quality provided in the safety 
system design is adequate to achieve functional reliability commensurate with the safety 
functions to be performed with further consideration of the effect of possible failures and the 
design features provided to prevent or limit its effects. 

The Rad I CS FSC FM EDA, described in Section 9.2.1 of the Rad I CS TR, includes an analysis of 
failure rates associated with Rad I CS components. This data was used to quantify the expected 
performance/reliability of a RadlCS platform-based system. The FMEDA for each RadlCS 
Module considered four different groups of components that affected module functionality. 
These groups were: common, Input, Output, and LVDS. The results of the board/device-level 
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reliability analysis for each platform component group are provided in Section 9.2.1.3 of the 
RadlCS TR. 

The NRC staff determined the Rad I CS platform reliability analysis results of the FM EDA contain 
platform reliability information that can be used to demonstrate conformance to plant-specific 
reliability goals. Because plant- and system-specific reliability goals are not provided in the 
RadlCS TR and instead must be established on a plant-specific basis, the NRC staff was 
unable to make a safety determination for this criterion. PSAI 7.6 of this SE identifies additional 
actions, which must be addressed during plant specific application development. 

3.5.2.8 Requirements Specification 

The acceptance criteria for requirements specification is contained in the "Standard Review 
Plan," NUREG-0800, BTP 7-14, Section 8.3.3.1, "Requirements Activities - Software 
Requirements Specification." This section states that RG 1.172, "Software Requirements 
Specifications for Digital Computer Software Used in Safety Systems of Nuclear Power Plants," 
endorses IEEE Std. 830, "IEEE Recommended Practice for Software Requirements 
Specifications." IEEE Std. 830 describes an acceptable approach for preparing software 
requirements specifications for safety system software. Additional guidance is provided in 
NUREG/CR-6101, "Software Reliability and Safety in Nuclear Reactor Protection Systems." 
Sections 3.2.1 and 4.2.1 of NUREG/CR-6101 discuss software requirements specifications for 
"Life Cycle Software Reliability" and "Safety Activities and Recommendations, Guidelines, and 
Assessment," respectively. 

BTP 7-14 emphasizes clarity in the requirements and specifically cites thread audits as a 
method to check for completeness, consistency and correctness. The requirements 
specifications discussed in NUREG/CR-6101, Sections 3.2.1 and 4.2.1, detail examples of the 
type of content that should be documented regarding the application system design. 
Section 3.2.1 contains sample requirement specification contents, including general description, 
user characteristics, performance requirements, and interface requirements. Section 4.2.1 

· provides a sample list of questions that an assessor may ask when reviewing a requirements 
specification. These questions regarding the life cycle activities highlight potential areas for 
improvement with respect to reliability and safety risks. 

The following specification documents were provided to or audited by the NRC to support 
evaluation of the RadlCS LLC Safety Requirements Specification (SRS) documentation: 

• D3.1 RadlCS Safety Requirements Specification (Ref. 34) 
• D5.1 Rad I CS Product Architecture Document (Ref. 37) 
• D3.7, RadlCS Equipment Qualification Safety Requirements Specification 
• D3.8, RadlCS Equipment Qualification Safety Requirements Specification Review 

Report 
• D5.4, RadlCS AFBL/Application Logic Detailed Requirements Specification 
• D5.5, RadlCS AFBL/Application Logic Detailed Requirements Specification Review 

Report 
• D7.21, 2015-RTS001-SWRS-011, NRC RadlCS Test Specimen (RTS-001) Software 

Requirements Specification 
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The NRG staffs review in this area focused on clarity and completeness of requirements of the 
RadlCS platform and relied on the thread audits to demonstrate that requirements were 

· traceable through applicable Rad I CS platform design documentation. Section 3.5.1.6 of this SE 
describes of these requirement thread reviews. 

The NRG staff found that the Rad I CS platform safety requirement documents comply with the 
characteristics necessary to facilitate the development of quality programmable logic for use in 
nuclear safety applications. The areas evaluated by NRG staff include: the functional safety 
qualification requirements to the Radiy FSC and environmental qualification requirements, such 
as electromagnetic compatibility, temperature, humidity, etc. The NRG staff also reviewed the 
requirements specification for application logic, in which RPC-Radiy stated that certain logic 
features would reduce the likelihood of negative effects resulting from tuning parameters and 
inputs corruption. The NRG staff determined that each of the Rad I CS platform requirements 
evaluated met the requirements of BTP-714 and was appropriately included in the associated 
requirements documentation. The NRG staff determined that the requirements documentation 
is adequately controlled by vendor processes, which include: a verification checklist for each 
SRS, and feedback provided by the design team (and representatives in affected areas) for any 
draft documents or updates. The controls for configuration management, similar to those for 
SRS, are discussed in Section 3.5.2.3 of this SE. 

3.6 Equipment Qualification 

The purpose of performing equipment qualification testing for a safety system are (1) to 
demonstrate that the system will not experience failures due to abnormal service conditions of 
temperature, humidity, electrical power, radiation, electromagnetic interference, radio frequency 
interference, electrical fast transient, electrostatic discharge, power surge, or seismic vibration, 
and (2) to verify those tests meet the plant-specific requirements. 

Criteria for EQ of safety-related equipment are provided in 1 O CFR Part 50, Appendix A, GDC 2, 
"Design Bases for Protection Against Natural Phenomena," and GDC 4, "Environmental and 
Dynamic Effects Bases." Additionally, the regulation at 10 CFR 50.55a(h) incorporates by 
reference the requirements of IEEE Std. 603-1991 which addresses both system-level design 
issues and quality criteria for qualifying devices. Regulatory Guide 1.209 endorses and 
provides guidance for compliance with IEEE Std. 323-2003, "IEEE Standard for Qualifying Class 
1 E Equipment for Nuclear Power Generating Stations," for qualification of safety-related 
computer-based l&C systems installed in mild environment locations. 

To comply with the requirements of GDC 4, and IEEE Std. 603-1991, an applicant must 
demonstrate through environmental qualification that Instrumentation and Control systems meet 
design-basis and performance requirements when the equipment is exposed to normal and 
adverse environments. RadlCS equipment is only approved for use in mild environment 
conditions, as defined in 1 O CFR 50.49(c) and therefore, the requirements for equipment in 
harsh environments of 1 O CFR 50.49 are not applicable. 

Because Radics LLC equipment was commercially dedicated for use in safety-related 
applications, the guidance of SRP Chapter 7, Appendix 7.0-A (page 7.0-A-17), Section 3.8, 
"Review of the Acceptance of Commercial-Grade Digital Equipment," was also considered by 
the NRG staff during this evaluation. This SRP Section states that an acceptable set of 
fundamental requirements for this process is described in IEEE Std. 7-4.3.2 2003, "Qualification 
of Existing Commercial Computers," Clause 5.4.2, as endorsed by RG 1.152. 
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Section 5.4.2 of SRP Chapter 7, Appendix 7.1-D, "Guidance for Evaluation of the Application of 
IEEE Std. 7-4.3.2," states that EPRI TR-106439, "Guideline on Evaluation and Acceptance of 
Commercial Grade Digital Equipment for Nuclear Safety Applications," and EPRI TR-107330, 
"Generic Requirements Specification for Qualifying a Commercially Available PLC for 
Safety-related Applications in Nuclear Power Plants," provide specific guidance for the 
evaluation of commercial grade digital equipment and existing PLCs. 

EPRI TR-107330 presents a specification in the form of a set of requirements to be applied to 
the generic qualification of PLCs for application and modification to SR Instrumentation and 
Control systems in nuclear power plants. It is intended to provide a qualification envelope 
corresponding to a mild environment that should meet regulatory acceptance criteria for a wide 
range of plant-specific SR applications. The qualification envelope that is established by 
compliance with the guidance of EPRI TR-107330 consists of the maximum environmental and 
service conditions for which qualification was validated and the range of performance 
characteristics for the PLC platform that were demonstrated under exposure to stress 
conditions. Applicants using the RadlCS platform are obligated to verify that the requirements 
of the application are bounded by the established qualification envelope. See PSAI 7.4. 

Radics LLC used the guidance provided in EPRI TR-107330 to establish the testing approach to 
meet the guidance criteria of IEEE Std. 323-2003 as endorsed by RG 1.209. The qualification 
program developed for the RadlCS Qualification Test Specimen (QTS) addressed 
environmental qualification for a mild, controlled environment, such as the main control room 
and auxiliary electrical equipment rooms. The basis for the testing program was conformance 
with the guidance contained in EPRI TR-107330, Section 4.3. The results of the qualification 
program establish the qualification envelope of the Rad I CS platform. 

EQ testing of the Rad I CS platform equipment was performed in accordance with criteria of 
RG 1.209 and IEEE Std. 323-2003 to demonstrate performance under a variety of 
environmental conditions by a company named Kinectrics Inc., which is a test laboratory located 
in Toronto, Ontario, Canada. Kinectrics provided overall qualification testing services including: 
Environmental (Atmospheric), Seismic, and Class 1 E to Non-1 E Isolation. Radiation testing 
was not performed because RadlCS equipment is only approved for installation into mild 
environments. 

Kinectrics subcontracted with Ultra Tech Group of Labs located in Oakville, Ontario, Canada 
(with authorization from Radics LLC) to provide Electromagnetic Interference I Radio Frequency 
Interference (EMI/RFI) Emissions and Susceptibility, Electrical Fast Transient, Electrostatic 
Discharge and Surge Withstand qualification testing services. Laboratory testing services were 
performed in accordance with the Radics LLC services procurement specification, which 
invoked the Kinectrics 1 O CFR Part 50, Appendix B Quality Manual. 

A description of equipment qualification and analysis for the Rad I CS equipment was provided 
as Section 9 of the RadlCS TR (Ref. 1). In addition, an Equipment Qualification Test Plan was 
submitted to the NRC for review (Ref. 38). The results of RadlCS EQ testing were submitted to 
the NRC as an Equipment Qualification Test Summary Report (Ref. 8). 

A QTS was used during test activities. The test application logic was specifically designed and 
implemented in the QTS to support qualification testing of the Rad I CS platform while providing 
generic functionality of the test system. This QTS was developed in accordance with EPRI 
TR-107330 and includes a representative sampling of the Rad I CS Platform components. 
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The assembled components of the Rad I CS Platform QTS include the following types of 
hardware modules and components: 

• Chassis and Backplane 
• Logic Module 
• Analog Input Modules 
• Discrete Input Modules 
• Analog Output Modules 
• Discrete Output Modules 
• Optical Communication Modules 
• Equipment Protection Modules for External Interfaces 
• Fan Cooling Hardware 
• Chassis and Module Connections 
• 

The QTS Master Configuration List was used to document the RadlCS QTS hardware and 
firmware tested. The NRC staff also confirmed that all Rad I CS platform components identified 
in Table 3.2 1 of this SE are included as a component of the QTS and were thus subjected to 
the qualification tests performed. 

3.6.1 Atmospheric (Temperature and Humidity) 

Table 9-1 of the Rad I CS topical report (Ref. 1) specifies the qualification envelope for 
temperature and humidity to be 40 to 122 Deg. F (4.4 to 50 Deg. C) and 10 to 90% relative 
humidity (non-condensing). Environmental test levels are specified to be 35 to 140 Deg. F (1.7 
to 60 Deg. C) and 5 to 95% relative humidity (non-condensing), thus encompassing the platform 
temperature and humidity specifications. 

Environmental Temperature and Humidity qualification testing of the RadlCS platform test 
specimen was performed in accordance with EPRI TR-107330 as stated in the EQ test plan. 
The NRC staff evaluated the Radics LLC EQ test results to determine compliance with the 
criteria of RG 1.209 and IEEE Std. 323-2003 for mild environment installations and to determine 
if EQ test plans were being followed. The NRC staff confirmed that EPRI TR 107330, Sections 
4.3.6, "Environmental Requirements," and 6.3.3, "Environmental Testing Requirements," criteria 
were met. 

Section 4.3.6.2 of EPRI TR-107330 requires that the generic PLC meet its performance 
requirements over normal and abnormal environmental conditions. Radics LLC specified 
temperature and humidity environmental test levels that equaled or exceeded these conditions 
including applied margins and therefore the criterion was met. 

The Radics LLC test specimen performance requirements were verified during and following 
exposure to abnormal environmental conditions, which exceeded the test specification levels 
listed above, according to a time varying profile that was similar to the profile outlined in IEEE 
323 2003. Verification of QTS performance requirements included conduct of both operability 
and prudency tests as defined in RadlCS EQ test plans and test procedures. 

The test configuration was designed to produce the worst case expected temperature rise 
across the module chassis as is specified in Section 6.2.1.1 of EPRI TR-107330. 
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The Radics LLC QTS was monitored before, during and after each test to confirm that no 
equipment failures or abnormal functions occurred. System self-diagnostics were also 
functioning as an integral feature of the Rad I CS design and no system abnormalities were 
detected during tests. 

To demonstrate PLC performance in specified environmental conditions, Section 4.3.6.3 of 
EPRI TR-107330 requires that the test PLC operate for the environmental (temperature and 
humidity) withstand profile given in Figure 4-4 of the TR. Temperature test profiles used for 
Radics LLC testing are provided in as Figure 6 of Appendix C in the RadlCS equipment 
qualification test summary report (Ref. 8). This profile was found by the NRC staff to be 
compliant with the methodology outlined in Section 4.3.6.3 of EPRI TR-107330. A 
pre-qualification acceptance test was performed prior to subjecting the Rad I CS QTS to the 
environmental conditions profile and a series of operability checks was performed at various 
environmental conditions during profile execution. The RadlCS QTS operated satisfactorily 
during these tests and all operability and prudency tests were completed satisfactorily. The 
NRC staff found that the Rad I CS platform equipment is therefore acceptable for installations 
where environmental conditions do not exceed the established qualification envelope. See 
PSAI 7.4.1. 

3.6.2 Class 1 E to Non-1 E Isolation 

Isolation testing of the RadlCS QTS was performed in accordance with IEEE Std. 384 and 
Section 6.3.6 of EPRI TR-107330. IEEE Std. 384-1992 states that: (1) the isolation device 
prevents shorts, grounds, and open circuits on the Non-Class 1 E side from unacceptably 
degrading the operation of the circuits on the Class 1 E side, and (2) the isolation device 
prevents application of the maximum credible voltage on the Non-Class 1 E side from degrading 
unacceptably the operation of the circuits on the Class 1 E side. The details of the tests are 
described in Appendix I, "Class 1E to Non-1E Isolation Test Summary," of the RadlCS 
equipment qualification test summary report (Ref. 8). 

The class 1 E to Non-1 E isolation testing was performed at the Kinectrics test facility. The QTS 
Master Configuration List was used to document the RadlCS QTS hardware and firmware 
tested. The 1 E to non-1 E isolation testing was performed after completion of Electrostatic 
Discharge (ESD) testing. 

The qualification of the Rad I CS platform is based on a system design that permits Non-1 E 
connections to the analog and discrete input and output interfaces. Isolation test signals were 
applied to the lead wires of the following QTS input and output points: 

• Analog Input 
• Discrete Inputs 
• Analog Outputs 
• Discrete Outputs 
• RS 232/485 (on OCM) 

The RadlCS communication interfaces were not tested because these networks use fiber optic 
cable connections, which are incapable of transmitting electrical faults. 
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The RadlCS Equipment Qualification Summary Report (Ref. 8) documents the results of the 
execution of Rad I CS 1 E to Non-1 E Isolation test procedure. The summary is the result of the 
executed test plan that addressed the test approach, equipment to be tested, sequence of 
testing, test procedures, test specimen mounting, service conditions, test levels, performance 
monitoring, acceptance criteria, and documentation. 

QTS isolation test inputs were subjected to test voltage levels of 250 VAC and 250 VDC for 
30 seconds. During tests, the operation of the QTS was monitored and system performance 
data was recorded. 

The NRC staff confirmed the following: For analog inputs, the group to group applied voltages 
were greater than 30 volts peak. For discrete AC inputs, applied group isolation test voltages 
were greater than maximum voltage which would be applied if a line-to-line short to a three 
conductor 120 VAC cable occurred. For discrete DC inputs, applied group isolation test 
voltages were greater than 250 volts which is specified in Section 4.6.4 of EPRI TR-107330. 
For discrete AC outputs, applied group isolation test voltages were greater than maximum 
voltage which would be applied if a line-to-line short to a three conductor 120 VAC cable 
occurred. For discrete DC outputs, applied group isolation test voltages were more than twice 
the normal output signal level. 

The NRC staff also confirmed that during these tests, the RadlCS module interfaces were 
subjected to test voltage levels for greater than 30 seconds. Test results showed no disruption 
in operation of any other module within the QTS or disruption in operation of the Rad I CS 
chassis backplane. Application of test voltages did not cause a change of greater than 0.05% to 
another channel in the same module. Operability and prudency testing of the QTS was 
conducted before and after Class 1 E to Non-1 E Isolation testing. Results of these tests showed 
no degradation of RadlCS QTS occurred during isolation testing. 

The NRC staff reviewed the qualification test summary report (Ref. 8) and determined that the 
RadlCS platform met the criteria of IEEE Std. 384-1992 and Sections 4.6.4 and 6.3.6 of EPRI 
TR-107330. It is the responsibility of the license to verify that maximum test voltages cited in 
the equipment qualification summary report to which the RadlCS equipment is qualified to 
operate are not exceeded for all RadlCS 1 E to Non-Class 1 E interfaces (see PSAI 7.4.2). 

3.6.3 Electromagnetic Interference/ Radio Frequency Interference 

Regulatory Guide 1.180, Rev. 1, "Guidelines for Evaluating Electromagnetic and 
Radio-Frequency Interference in safety-Related Instrumentation and Control Systems," 
endorses MIL-STD -461 E, "Requirements for the Control of Electromagnetic Interference 
Characteristics of Subsystems and Equipment," and IEC 61000 series standards for the 
evaluation of the impact of EMI, radio-frequency interference (RFI) and power surges on SR 
Instrumentation and Control systems, and to characterize the electromagnetic (EM) emissions 
from the Instrumentation and Control systems. 

EPRI TR-107330 includes electromagnetic compatibility (EMC) testing as part of the overall 
program to generically qualify a PLC for SR application in a NPP. Specific criteria for 
electromagnetic emissions, EMI susceptibility, electrostatic discharge withstand, power surge 
withstand, and isolation capability are given in Sections 4.3, "Hardware Requirements," and 4.6, 
"Electrical," of the guide while the qualification approach is specified in Section 6.3, 
"Qualification Tests and Analysis Requirements." 
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EPRI TR-102323, "Guideline for Electromagnetic Interference Testing in Power Plants," 
provides alternatives to performing site-specific EMI/RFI surveys to qualify digital safety 
Instrumentation and Control equipment for a plant's Electro Magnetic environment. In a SE 
issued in 1996, the NRC staff concluded that the recommendations and guidelines in EPRI 
TR-102323 provide an adequate method for qualifying digital l&C equipment for a NPP's EM 
environment without the need for plant-specific EMI/RFI surveys if the plant-specific EM 
environment is confirmed to be similar to that identified in EPRI TR-102323. 

RadlCS equipment environmental testing is described in the RadlCS platform TR as follows: 

• EMI and RFI qualification testing for the RadlCS platform is described in 
Section 9.1.2.5. 

• Electrical Fast Transient (EFT) testing is described in Section 9.1.2.6. 
• Surge Withstand testing is described in Section 9.1.2. 7. 
• ESD testing is described in Section 9.1.2.8. 

EMI, RFI, EFT, Surge Withstand, and ESD testing of the Radics LLC QTS was performed in 
2018 at the UltraTech test facility in Toronto, Canada. The Radics LLC QTS was installed in the 
EMI/RFI test chamber in accordance with test specimen mounting criteria of EPRI TR-107330, 
Section 6.3.2.1 as specified in the test plan. The QTS was mounted in a single open chassis. 
The test grounding and shielding configuration was established in accordance with IEEE Std. 
1 050-1996 criterion. 

The power to the QTS was supplied from a QTS 24 VDC power supply. This power supply was 
not included as part of the QTS and is therefore not qualified as a component of the Rad I CS 
platform. 

The RadlCS platform QTS components were subjected to EMI/RFI testing to demonstrate 
compliance with the applicable EMI/RFI emissions and susceptibility requirements of NRC 
RG 1.180. The specific test configuration of the Radics LLC equipment is described in 
Section 5.0, "Test System," of the RadlCS Equipment Qualification Test Summary Report 
(Ref. 8). The sections that follow describe tests performed and summarize the results obtained. 

3.6.3.1 EMI/RFI Interference 

EMC testing was performed in accordance Radiy LLC QTS. The specific EMI/RFI Emissions 
tests performed for the Rad I CS QTS are listed below: 

• MIL-461E, CE101: "Conducted Emissions, AC and DC Power Leads, 
(30 Hz to 1 O kHz)" 

• MIL-461 E, CE102: "Conducted Emissions, AC and DC Power Leads, 
(10 kHz to 2 MHz)" 

• MIL-461 E, RE101: "Radiated Emissions, Magnetic Field, 
(30 Hz to 100 kHz)" 

• MIL-461 E, RE102: "Radiated Emissions, Electric Field, Antenna Measurement 
(2 MHz to 1 GHz for radiated emissions and 1 GHz to 10 GHz for radiated 
susceptibility)" 
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3.6.3.2 EMI/RFI Susceptibility 

EMI/RFI Susceptibility tests performed for the RadlCS QTS as follows: 

• IEC 61000-4-6: "Conducted Susceptibility, Induced RF Fields, Power/Signal 
Leads, (150 KHz to 80 MHz)" 

• IEC 61000-4-16: "Conducted Susceptibility, Common Mode Disturbance, 
Power/Signal Leads, (15 Hz to 150 kHz)" 

• IEC 61000-4-8: "Radiated Susceptibility, Magnetic Field, Helmholtz Coil 
Exposure, (60 Hz)" 

• IEC 61000-4-9: "Radiated Susceptibility, Magnetic Field, Pulsed, 
(60 Hz)" 

• IEC 61000-4-10: "Radiated Susceptibility, Magnetic Field, Damped Oscillatory, 
(100 kHz to 1 MHz)" 

• IEC 61000-4-3: "Radiated Susceptibility, High Frequency, Antenna Exposure, 
26 MHz to 1 GHz)" 

• MIL-STD-461 E, RS103: "Radiated Susceptibility, High Frequency, Antenna 
Exposure (1 GHz to 1 O GHz)" 

3.6.3.3 Electrostatic Discharge Withstand Testing (Appendix F) 

EPRI TR-107330, Section 4.3.8, ESD Withstand Requirements," states that PLC platforms and 
associated devices shall have ESD withstand that conforms to EPRI TR-102323, Revision 1. 
The RadlCS ESD testing was performed in accordance with the Radics LLC qualification test 
plan. This test conformed to the specific ESD Test methods defined in IEC 61000-4-2, 
Electromagnetic Compatibility (EMC), Part 4-2, "Testing and Measurement Techniques, 
Electrostatic Discharge Immunity Test." 

3.6.3.4 Electrical Fast Transient Susceptibility (Appendix G) 

The following electrical fast transient susceptibility tests were performed for the Rad I CS QTS: 

• IEC 61000-4-4, "Power Leads: Test Voltage Level: 2 kV maximum" 
• IEC 61000-4-4, "Signal Leads: Test Voltage Level: 1 kV maximum" 

3.6.3.5 Surge Withstand Capability (Appendix H) 

The following surge withstand tests were performed for the RadlCS QTS: 

• IEC 61000-4-5, "Electromagnetic Compatibility (EMC): Testing and Measurement 
Techniques, Surge Immunity Test" 

• IEC 61000-4-12, "Electromagnetic Compatibility (EMC): Testing and Measurement 
Techniques, Oscillatory Waves Immunity Test." 

3.6.3.6 EMI / RFI Test Results 

The EMI/RFI test acceptance criteria for the RadlCS QTS included monitoring of equipment 
performance before during and after each test. Detailed test acceptance criteria are described 
in the summary of RadlCS "Equipment Qualification Test Summary Report" (Ref. 8). 
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This report also includes test results summaries for these tests. The NRC staff reviewed these 
acceptance criteria and confirmed test results as follows: 

• There was no disruption of QTS operation during these tests. 
• There was no disruption of the QTS backplane signals that could result in a loss of 

the ability to generate a trip. 
• The test did not cause damage to or failure of any components of the QTS. 
• The RadlCS QTS met allowable equipment emission limits as specified in RG 1.180, 

Revision 1, for conducted and radiated emissions. 
• The Rad I CS QTS operated as intended during and after application of the EMI/RFI 

test levels specified in RG 1.180 for conducted and radiated susceptibility. 
• Evaluation of normal RadlCS QTS operating performance data (inputs, outputs, and 

diagnostic indicators) demonstrated operation as intended. 
• The emissions did not cause the discrete 1/0 states to change. 
• Analog 1/0 levels did not vary by more than 3 percent and calibration accuracy was 

checked following tests. 
• QTS self-diagnostic data indicated correct operation of the power supply assembly, 

the cooling fan assembly, the LM, the 1/0 modules, and QTS communications. 

The NRC staff reviewed Appendices E through H of the RadlCS Equipment qualification 
summary report and determined that the tested Radics LLC system met the EMI/RFl test 
acceptance criteria discussed above and is qualified for operation up to the tested limits 
described above. Operability and prudency tests were also performed before and after EMI/RFI 
test activities. 

Before using the RadlCS platform equipment in SR systems in NPP, license~s must determine 
that plant-specific EMl requirements do not exceed the capabilities of the Radics LLC system as 
approved in this SE. This determination and the suitability of the Radics LLC system for a 
particular plant and application are the responsibility of the licensee. See PSAI 7.4.3. 

3.6.4 Seismic Qualification 

Regulatory Guide 1.100, Revision 3 describes methods that the NRC staff considers acceptable 
for use in seismic qualification of electrical and active mechanical equipment. The regulatory 
guide provides an endorsement of IEEE Std. 344-2004 with exceptions and clarifications. 
Clause 5 of IEEE Std. 344-2004, states: 

"The seismic qualification of equipment should demonstrate an equipment's 
ability to perform its safety function during and/or after the time it is subjected to 
the forces resulting from one Safe Shutdown Earthquake (SSE). In addition, the 
equipment must withstand the effects of a number of Operating Basis 
Earthquakes (OBEs) prior to the application of a SSE." 

An OBE is a seismic event during which all equipment necessary for continued plant operation 
without undue risk to the health and safety of the public is required to remain functional. An 
SSE is the maximum considered earthquake in the design of a nuclear power plant and the 
earthquake for which structures, systems and components (SSCs) important to safety are 
designed to remain functional. 
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Regulatory Guide 1.61, Rev. 1, "Damping Values for Seismic Design of Nuclear Power Plants," 
establishes evaluation guidance for applicants and licensees regarding the acceptable damping 
values to be used in the elastic dynamic seismic analysis and design of SSCs, where energy 
dissipation is approximated by viscous damping. 

Section 4.3.9 of EPRI TR-107330, "Generic Requirements Specification for Qualifying a 
Commercially Available PLC for safety-Related Applications in Nuclear Power Plants," provides 
additional guidance for establishing seismic withstand requirements for digital protection 
systems. 

Prior to performing the OBE and SSE tests, a resonance search procedure was conducted to 
confirm no abnormalities in cabinet structure or mounting and to identify QTS resonance points. 
Though several resonant frequencies were identified during this test, all occurred at frequencies 
greater than 33 Hz. These resonances were analyzed and the QTS was determined to be rigid. 

Table 9-1, "Generic Qualification Envelope for the Rad I CS Digital Safety l&C Platform," of the 
RadlCS platform TR specifies the seismic qualification requirements to be 5 triaxial OBE tests 
with a Required Response Spectrum (RRS) curve given as Figure 4-5 in EPRI TR-107330 with 
a peak acceleration of 9.8 g between 4.5 and 16 Hz and minimum zero period acceleration 
(ZPA) of 4.9 g followed by one triaxial SSE test with a RRS curve given as Figure 4-5 in EPRI 
TR-107330 with a peak acceleration of 14 g between 4.5 and 16 Hz and minimum ZPA of 7 g. 
These requirements are for seismic category 1 safety systems. The maximum SSE and OBE 
levels shown in Figure 4-5 of EPRI TR-107330 are (maximum acceleration) 14 g and 9.75 g 
respectively, at frequencies greater than 3 Hz, based on 5% damping. Since the Rad I CS 
design is generic, there is no plant specific SSE or OBE acceleration level with which to 
evaluate and compare test results with. Instead, the test acceleration levels listed above 
represent the qualified envelope established for RadlCS platform. Therefore, licensees 
referencing this SE must ensure their plant-specific In-Equipment Response Spectra (IERS) are 
enveloped by the RadlCS platform Test Response Spectrum qualification envelope. See 
Plant-Specific Action Item 7.4.4. 

To demonstrate that the RadlCS platform meets the requirements for Seismic Category 1 safety 
system, the QTS was subjected to accelerated aging, by performing OBE tests, followed by a 
seismic stimulation test representing SSE conditions. 

Seismic Testing was performed in accordance with the requirements of RG 1.100, Revision 3, 
and IEEE Std. 344-2004. Seismic tests were performed at the Kinectrics test facility in Toronto, 
Canada in March of 2018. A system level cabinet test specimen intended to represent a fully 
loaded safety RadlCS chassis was used during the qualification test. The RadlCS test chassis 
was the same chassis that was used during other equipment qualification tests. The NRC staff 
reviewed the equipment test subject component list as well as the equipment under test layout 
configurations and documented in the RadlCS Equipment Qualification Test Summary Report 
(Ref. 8). The NRC staff confirmed that a reasonable representative configuration was 
employed. 

A summary of seismic test results was provided in Appendix D of the Rad I CS Equipment 
Qualification Test Summary Report (Ref. 8). Resonance tests confirmed no abnormalities in 
cabinet or component structures. 
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Chassis and component physical integrity and correct functional operation of QTS were verified 
before, during and after excitation. 

The NRG staff reviewed the seismic test specifications defined in the equipment qualification 
test plan (Ref. 38), and confirmed the acceleration levels to be consistent with Radics LLC 
cabinet and component specifications identified in Table 9-1 of the Rad I CS TR. The NRG staff 
reviewed the test frequency spectra and confirmed that specified qualification motion 
acceleration levels were achieved for the qualification frequency range. 

An applicant referencing this SE will need to confirm that RadlCS platform equipment seismic 
qualification levels are within plant specific design basis seismic conditions for SSE and OBE 
earthquakes. This is PSAI 7.4.4. 

Acceleration levels specified for generic plant SSE in EPRI TR-107330 are greater than the 
acceleration envelope established for Rad I CS equipment. Because of this, Rad I CS platform 
equipment does not meet the criteria for generic seismic qualification. 

The results of the seismic test show that: 

• Seismic testing of the Radics LLC QTS was performed in accordance with the criterion 
of IEEE Standard 344-2004. 

• The Radics LLC QTS met all applicable performance requirements before, during and 
after application of the seismic test vibration levels. 

• Results of the operability tests performed after seismic testing show that exposure to the 
seismic, test conditions had no adverse effect on the RadlCS QTS performance. 

• The seismic test results demonstrate that the RadlCS platform is suitable for 
qualification as seismic Category 1 equipment. 

• The seismic test results demonstrate that the representative equipment mounting 
configurations used during testing are adequate to support seismic qualification of 
RadlCS based safety systems. 

• Seismic withstand performance requirements were not demonstrated for the maximum 
acceleration level of 14G for a generic SSE. 

The NRG staff reviewed the RadlCS seismic test results and confirmed that the seismic 
acceleration levels to which the representative platform components were tested met or 
exceeded the seismic resistance specifications for the RadlCS platform as provided in Table 9-1 
of the RadlCS Platform Topical Report (Ref. 1). 

Based on review of the Rad I CS seismic test results and supporting analysis, the NRG staff 
determined that the RadlCS platform does not fully satisfy the guidance criteria of EPRI 
TR-107330 because seismic withstand performance requirements were not demonstrated for 
the maximum acceleration level of 14G for a generic SSE. However, the NRG staff finds that 
seismic qualification of the Rad I CS platform has been acceptably demonstrated for OBE and 
SSE events up to acceleration levels shown in the OBE and SSE test results spectra in the 
RadlCS Equipment Qualification Test Report (Ref. 8). The use of Radics LLC system 
equipment for the performance of safety system functions in a nuclear power plant, requires 
licensees to determine that plant-specific seismic requirements do hot exceed RadlCS system 
seismic withstand capabilities. A Plant using the RadlCS platform is therefore required to 
establish plant specific seismic criteria for the system to be installed. Licensees referencing this 
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SE should ensure their plant-specific IERS are enveloped by the RadlCS platform Test 
Response Spectrum qualification envelope. See PSAI 7.4.4. 

3. 7 RadlCS platform Integrity Characteristics 

The NRC SRP Chapter 7, Appendix 7.1-C, Section 5.5, "System Integrity," states that a special 
concern for digital computer-based systems is confirmation that the real time performance of the 
system is adequate to ensure completion of protective actions within the critical time periods 
identified within Clause 4.10 of IEEE Std. 603-1991. SRP BTP 7-21, "Guidance on Digital 
Computer Real-Time Performance," provides supplemental guidance to evaluate the real-time 
performance of digital systems and architectures and discusses the identification of bounding 
real-time performance specifications and the verification of these specifications to demonstrate 
real-time performance. The establishment of predictable performance and behavior for a 
platform supports the future evaluation of a safety system that is based on the platform. The 
following sections describe performance capabilities of the Rad I CS platform. 

3.7.1 RadlCS platform Response Time 

10 CFR Part 50, Appendix A, GDC 20, 21, 23, and 25 constitute general requirements for timely 
operation of the protection features. To support these requirements, SRP BTP 7-21 provides the 
following guidance: 

• The feasibility of design timing may be demonstrated by allocating a timing budget to 
components of the system architecture to ensure that an entire system meets its 
timing requirements. 

• Timing requirements should be satisfied by design commitments. 

Two regulations provide the basis for this guidance. The first is 1 O CFR 50.55a(h) and its 
incorporation of IEEE Std. 603-1991 by reference. The second is 10 CFR 50.36(c)(1)(ii)(A), 
which provides basis for timing by requiring the inclusion of the limiting safety systems settings 
for nuclear reactors in the plant technical specifications, "so chosen that automatic protective 
action will correct the abnormal situation before a safety limit is exceeded." 

Each licensee should provide its plant-specific safety function response time design bases as 
response time performance requirements to be satisfied by the safety system. The actual 
response time of a Rad I CS safety system will be determined by its overall configuration for a 
plant specific application; therefore, each licensee must determine that the RadlCS platform 
response time characteristics are suitable for its plant-specific application (see PSAI 7.3). The 
following information addresses the use of RadlCS platform response time characteristics in 
support of future plant-specific suitability determinations. 

The RadlCS TR, Section 6.10, "Timing Diagrams and Work Cycles," describes platform timing 
performance characteristics. Response times for a RadlCS platform-based safety system are 
determined by fixed work cycles of the FPGAs that control the operation of the systems safety 
functions. Once a RadlCS system is initialized and placed into operation the internal modules 
of that system operate on a fixed duration work cycle which is not dependent on the logic 
functions performed. All functions of the Rad I CS system, including input processing, application 
logic processing and output processing, are performed during each work cycle. The work cycle 
duration for each Rad I CS module is defined by platform specifications and is tested by RPC 
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Radiy as part of platform design verification and validation testing. Platform components are 
further verified during the CGD process for each module. Module critical characteristics include 
module functional and performance characteristics. Tests are performed documented and 
reviewed in accordance with the Radics LLC CGD processes to verify that module functional 
and performance characteristics are met. 

Section 6.1 O of the Rad I CS TR also includes a timing analysis, which provides timing 
allocations for each of the following system functions: 

• Receive and transmit data to and from input modules to the LM, 
• Perform application logic processing in the LM, 
• Transmit results of application logic processing to system output modules, and 
• Pause to allow output elements in the output modules to transition to the new state. 

The NRC staff notes that communication times associated with transmitting data between input 
and output modules and the LM are included as elements of the overall LM work cycle. Timing 
diagrams of the Rad I CS work cycle are also provided to show that cumulative time elements 
support the overall work cycle time period. The work cycle time period is fixed and is not 
dependent on a system configuration or application specific design. The response time 
characteristics of the resulting safety functions are deterministic because they are predictable, 
not variable, repeatable, and measurable. 

The TR also provides a second timing diagram, which shows timing associated with 
communications between two RadlCS platforms. A system configuration that relies upon 
communication between separate Rad I CS chassis would need to account for the additional 
amount of time needed to assure transfer of data. An example of this would be a safety system 
channel that sends trip decision information to a separate RadlCS voter chassis which would in 
turn drive actuation logic to perform required trip functions. In such a system, the time response 
characteristics of each separate RadlCS chassis, as well as, the data communication time 
would need to be accounted for. 

Though individual Rad I CS module response times are deterministic, actual system level 
response times may depend on the number and types of communications interfaces being used 
to implement system specific requirements. The method described in the TR provides a means 
of determining the system response time once the application design configuration becomes 
available to the developer. This method includes allocation of a timing budget to all components 
of the Rad I CS system architecture. 

To satisfy a typical response time performance requirement for a plant specific application, a 
RadlCS platform-based system must acquire and condition the input signals representing the 
start of a response time performance requirement, transmit the signal to the RadlCS LM, 
perform logic processing, generate an output signal, and transmit the output to the output 
module, which represents the end of a response time performance requirement for a specified 
application process. These RadlCS platform response time components do not include (1) the 
earlier plant process delays through the sensor input to the platform and (2) the latter delays 
through a final actuating device to affect the plant process. Therefore, the licensee's 
plant-specific safety function response time design bases should address these response time 
components separately from the response time performance requirements specified for the 
licensee's RadlCS platform-based system. Testing must also be performed to confirm RadlCS 
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system response time performance to assure that plant specific time response requirements are 
met. See PSAI 7.3. 

3.7.2 Determinism 

The review guidance of SRP Chapter 7, Appendix 7 .1-C, Section 6.1, "Automatic Control," 
identifies considerations that address digital computer-based systems for the evaluation of the 
automatic control capabilities of safety system sense and command features. This review 
guidance advises that the evaluation should confirm that the system's real time performance is 
deterministic and known. SRP BTP 1-21 discusses design practices for computer-based 
systems that should be avoided, and these practices include non-deterministic data 
communications, non-deterministic computations, interrupts, multitasking, dynamic scheduling, 
and event-driven design. SRP BTP 7-21 further states that methods for controlling the 
associated risk to acceptable real time performance should be described when such practices 
are employed. 

EPRI TR-107330 provides specifications and guidance intended to achieve a deterministic 
execution cycle with deterministic behavior that ensures an application and its constituent tasks 
will be completed within specified time limits. In particular, EPRI TR-107330, Section 4.4.1.3, 
"Program Flow Requirements," specifies that, where scanning of the inputs and application 
program execution are performed in parallel, methods should assure that the input scan and 
application program execution are completed each cycle. 

RadlCS control processes are performed by the systems modules in accordance with defined 
deterministic work cycles of the module FPGAs. Section 6.1 O of the Rad I CS TR describes each 
of the control processes included in the working cycles of the Rad I CS system and provides a 
method for determining the processing time of a work cycle based on a specific system 
configuration. This method provides a means of determining the minimum and maximum cycle 
time based upon the Radics LLC hardware configuration details. Once, known, this work cycle 
overall response time provides assurance that each consecutive process is completed prior to 
initiation of the next cyclic process. 

The RadlCS FPGA design does not incorporate or use interrupts. System ED logic is executed 
in accordance with pre-defined logic configurations and all logic functions are completed during 
each work cycle of each FPGA in the system. Initiation of subsequent work cycles occurs only 
upon completion of the previous work cycle. Each Rad I CS module performs its assigned logic 
functions independently of all other modules in the system and therefore each module operates 
at a known deterministic periodic rate. When data transfer is required to support completion of 
a safety function, the maximum cycle time for all system modules involved in the data transfer 
operation is considered in the timing analysis. Because modules operate asynchronously from 
each other and because they may have different work cycle periods, the timing analysis 
includes provisions for a second cycle to insure function completion of all required logic 
operations. The resulting response time characteristics of the safety functions are deterministic 
because they are predictable, and not variable, and because they are repeatable, and 
measurable. 

The RadlCS module ED development process includes performance of a Static Timing Analysis 
(STA) activity. The STA is performed during the place and route stage of FPGA development 
as a V&V activity to establish FPGA ED timing characteristics and to determine if module timing 
requirements are achievable as part of a timing simulation prior to implementation of the ED 
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onto the FPGA hardware. The STA is successfully completed if the ED Netlist files are free of 
timing violations against predefined timing constraints. Timing performance of RadlCS 
hardware after ED implementation is then verified on the equipment during factory tests. 

The NRC staff determined that design features, operation of the Rad I CS system, and PSAI 7.3 
provide sufficient confidence that RadlCS based safety systems will operate deterministically to 
meet the recommendations of BTP 7-21 and is therefore acceptable. 

3.7.3 Self-Diagnostics I Test and Calibration Capabilities 

The regulation at 1 O CFR Part 50, Appendix A, GDC 21, requires in part that the protection 
system be designed for in-service testability commensurate with the safety functions to be 
performed. It also requires a design that permits periodic testing of its functioning when the 
reactor is in operation, including the capability to test channels independently to identify failures 
and losses of redundancy that may have occurred. 

RadlCS platform diagnostics features are described in Section 6.4 of the Rad I CS TR. 
Diagnostics are executed at both the application and the platform level to detect failures that are 
potentially unsafe. These failures converted to safe events by setting all safety outputs to safe 
states. Application level diagnostics should be evaluated by the licensee. 

The general diagnostics concepts used in the RadlCS design include three groups of 
self-diagnostic functions. These are: hardware self-diagnostics, interface and data 
transmission self-diagnostics, and platform ED self-diagnostics. These diagnostics functions 
are specifically designed to detect and respond to anticipated system failure modes. The 
Rad I CS TR describes three fault types. Self-diagnostic functions are designed to mitigate these 
faults. These fault types are: 

Type I - Faults that result in platform control logic being unable to guarantee a trip to 
the safe state, which is a de-energized state for RadlCS based systems. 

Type II - Faults that result in hardware or part of the ED to be incapable of performing 
its functions but do not affect the system's ability to initiate the safe state. 

Type Ill - User defined level faults. The user defines criticality of detected errors and 
their processing algorithm. The responses to Type Ill faults are not addressed 
by the Rad I CS platform design. Methods to identify and mitigate these faults 
must be implemented within application design during plant specific 
development activities. 

EPRI TR-107330 provides guidance and requirements applicable to PLC-based system's 
diagnostics and test capability so that the combination of self-diagnostics and surveillance 
testing will detect failures that could prevent a PLC from performing its intended safety function. 
The range of conditions for which diagnostics or test capabilities are to be provided includes 
processor stall, executive program error, application program error, variable memory error, 
module communications error, module loss of configuration, excess scan time detection, 
application not executing, and field device (e.g., sensor, actuator) degradation or fault. The 
means of detection include watchdog timer, checksum for firmware and program integrity, 
read/write memory tests, communications monitoring, configuration validation, heartbeat, and 
self-diagnostics or surveillance test support features. EPRI TR-107330 identifies diagnostics 
that are executed upon power-up and diagnostics that run continuously thereafter. 
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The Rad I CS platform self-diagnostics as described in Section 6.4 of the TR use multiple 
methods of identifying system faults. These methods include monitoring of system power 
sources, watchdog functions, communications data validation, logic configuration integrity 
checks, and memory checking. Both startup diagnostics and continuous run time diagnostic 
functions are included in the RadlCS design. 

RadlCS self-diagnostics test functions can be used to support compliance to GDC 21. 
However, determination of full compliance with this criterion is dependent on the specific safety 
system design as well as the plant specific safety functions performed by the system. 
Therefore, determination of GDC 21 compliance is a plant-specific evaluation item. See 
PSAls 7.8 and 7.9.1. 

IEEE Std. 603-1991, Clause 5.7 states that the safety system shall have the capability for test 
and calibration while retaining the capability to accomplish its safety function, and that this 
capability shall be provided during power operation, and shall duplicate, as closely as 
practicable, performance of the safety function. IEEE Std. 603-1991, Clause 5.7 allows 
exceptions to testing and calibration during power operation. 

The PSWD unit described in Section 3.2.2.2 of this SE performs platform self-diagnostics 
functions described in this section. RadlCS self-diagnostics test functions can be used to 
support justification for such exceptions or to support compliance with system test and 
calibration requirements. However, determination of full compliance with these criteria is 
dependent on the specific safety system design as well as the plant specific safety functions 
performed by the system. Therefore, determination of IEEE Std. 603, Clause 5.7 compliance is 
a plant-specific evaluation item. See PSAI 7.8. 

SRP, Chapter 7, Appendix 7.1-C, Section 5.7, "Capability for Test and Calibration," includes 
criteria for test provisions of digital computer-based systems. It states that licensees should 
address the increased potential for system failures such as data errors and computer lockup. 
See PSAl's 7.5, and 7.9.1. 

The NRC staff found that RadlCS self-diagnostics functions capable of addressing the Rad I CS 
system failures by identifying expected failures and by providing the capability to annunciate 
such failures to the operator. Including these capabilities in a system design is a Plant Specific 
Action Item. See PSAI 7.9.1. 

SRP BTP 7-17, "Guidance on Self-Test and Surveillance Test Provisions," states that automatic 
diagnostics and self-test features should preserve channel independence, maintain system 
integrity, and meet the single-failure criterion during testing. Additionally, the benefits of 
diagnostics and self-test features should not be compromised by additional complexity that may 
result from the implementation of diagnostics and self-test features. The scope and extent of 
interfaces between safety software and diagnostic software such as self-test routines should be 
designed to minimize the complexity of the integrated software. 

Based on RadlCS platform development processes, and platform validation test results, the 
NRC staff found that Rad I CS platform self-diagnostics do not adversely affect channel 
independence or system integrity. See PSAI 7.8. Radics LLC self-diagnostic features were not 
found to be exceedingly complex and thus would be unlikely to adversely affect safety functions 
of the system during operation. The Rad I CS self-diagnostics can be used to support the single 
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failure criterion during testing; however, compliance with single failure criteria must be 
addressed on a plant specific basis. 

A combination of self-tests, periodic testing, and surveillance are necessary to successfully 
detect failures and support effective maintenance of a Rad I CS based system for a plant specific 
application. Specifically, periodic surveillance tests must be performed to detect failures or 
problems that are not detectable by platform self-diagnostic functions. The RadlCS design 
includes provisions for incorporation of application ED features to address application specific 
failure modes (Type Ill faults). Maintenance activities including periodic surveillance testing will 
be defined based on plant-specific application requirements. In addition, methods of failure 
management must be defined for a plant-specific application. See PSAI 7.9.1. 

3.8 Setpoint Determination Methodology 

The Rad I CS TR includes Section 9.2.2, "Setpoint Analysis Support," to support the NRC staff 
evaluation of instrument setpoints criterion. This Section describes a separate analysis support 
document that lists the accuracy, drifts, and other relevant specifications of the Rad I CS digital 
safety platform that are needed by a licensee to support performance of a system specific 
setpoint analyses. Such an analysis would be used to establish new or to validate existing 
system setpoints. Though determination of safety system setpoints is a plant-specific activity 
that cannot be evaluated at the generic platform level, the methods used for performing this 
activity are outlined in the TR. 

The NRC staff reviewed the RadlCS setpoint analysis support methodology using the criteria of 
IEEE Std. 603 1991, Clause 6.8, BTP 7-12, Revision 6, "Guidance on Establishing and 
Maintaining Instrument Setpoints," and RG 1.105, "Setpoint for safety-related instrumentation." 
The RadlCS methodology considers factors that have the potential to affect the instrument 
uncertainties for analog input and analog output processing of a Rad I CS based system. The 
RadlCS contribution to instrument uncertainties at various temperatures are provided in a 
setpoint analysis support document. Other factors considered in the method include 
repeatability, instrument drift, power supply voltage variation, operating humidity level, and 
arithmetic operations errors. This allows licensees to assess the effects of conditions resulting 
from design basis events on instrument accuracy. The NRC staff determined the methods 
outlined in the Radics LLC setpoint analysis support methodology to satisfy the criteria of 
RG 1.105. These methods therefore provide an acceptable process for determining setpoints to 
be used in a RadlCS platform-based safety system. See PSAI 7.7 for licensee required actions 
for addressing system setpoints when using a RadlCS platform-based system. 

3.9 Diversity and Defense-in-Depth. 

Digital instrumentation and control (Dl&C) systems can be vulnerable to common-cause failure 
(CCF) caused by software errors or software developed logic, which could defeat the 
redundancy achieved by hardware architecture. 

This Section describes and evaluates the diversity strategy used for the Rad I CS platform 
design. This includes an evaluation of the component designs and principles of operation for 
RadlCS platform-based systems. This evaluation provides limited safety conclusions because 
the demonstration of adequate diversity and defense-in-depth (03) requires the context of a 
specific nuclear power plant's overall 03 analysis to address mitigation of vulnerabilities, which 
are inherently plant-specific. See PSAI 7.9. Therefore, this evaluation is limited to the methods 
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for addressing diversity within a RadlCS platform-based system. This evaluation considers the 
RadlCS principles of operation, platform design and process attributes that can either preclude 
or limit certain types of CCFs. 

NUREG/CR-7007, "Diversity Strategies for Nuclear Power Plant Instrumentation and Control 
Systems," dated February, 2010, builds upon NUREG/CR-6303 and provides guidance to the 
NRC staff and nuclear industry for use after an applicant or licensee has performed a D3 
assessment per NUREG/CR-6303 and determined some diversity in a safety system is needed 
to mitigate the consequences of potential CCFs identified through a prior evaluation of safety 
system design features. NUREG/CR-7007 evaluates the characteristics and efficacy diversity 
strategies. 

BTP 7-19 Evaluation 

Section 1 O of the Rad I CS TR, as supplemented by Reference 7, identifies four defensive 
measures to provide protection against CCFs. These measures are: (1) Development Process 
Quality (2) Hardware Independence principals, (3) Platform diversity, and (4) Defense-in-Depth. 
Section 10.3.3 provides a Rad I CS Platform Diversity Assessment. This Section specifically 
identifies technology specific CCF vulnerabilities of the Rad I CS equipment and describes 
internal diversity design features of the equipment, which provide protection to address these 
vulnerabilities. 

BTP 7-19 states that a D3 evaluation should demonstrate plant vulnerabilities to CCFs have 
been adequately addressed in the context of an overall suite of l&C systems. Furthermore, 
BTP 7-19 establishes a position, which recognizes that software based, or software logic based 
digital system development errors are a credible source of CCF. BTP 7-19 provides guidance 
to evaluate the applicant's or licensee's D3 assessment, including the design of manual controls 
and displays to ensure conformance with the NRC positions on D3. Though the RadlCS 
platform does not use software, it does use programmable logic that is based on a hardware 
descriptive language that is similar to the instruction-based languages used in software 
systems. Therefore, the NRC staff considers the criteria of BTP 7-19 to be applicable to the 
RadlCS platform design. 

The Rad I CS platform cannot be confirmed to meet all of the NRC staff positions within 
BTP 7-19 because a system level D3 assessment requires availability of a system specific 
design. Therefore, a plant specific evaluation must be performed at the time of application 
development. This is PSAI 7.9. The RadlCS platform does, however, include several internal 
design features that can be credited by a licensee to meet or support the criteria of BTP 7-19. 
These diverse design features are discussed and evaluated below. 

BTP 7-19 Point 1 states the following: 

The applicant shall assess the defense-in-depth and diversity of the 
proposed instrumentation and control system to demonstrate that 
vulnerabilities to common-mode failures have adequately been 
addressed. 

The RadlCS TR does not include a plant specific application. Therefore, the effects of a CCF 
on plant operation or plant safety cannot be assessed as part of this SE and instead must be 
addressed by a licensee during application development. The RadlCS platform does however 
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contain design features described in Section 10 of the RadlCS TR including protective 
measures for identifying and mitigating platform component CCFs. A licensee can credit these 
features in a plant specific 03 assessment to determine if common mode failures of the Rad I CS 
based system have been adequately addressed. See PSAI 7.9. 

BTP 7-19 Point 2 states the following: 

In performing the assessment, the vendor or applicant shall analyze each 
postulated common-mode failure for each event that is evaluated in the 
accident analysis Section of the safety analysis report (SAR) using 
best-estimate methods. The vendor or applicant shall demonstrate 
adequate diversity within the design for each of these events. 

The Rad I CS FM EDA identifies the effects of postulated failures on the RadlCS equipment 
performance. As such, this document provides essential platform specific information that a 
licensee can use in performing the 03 assessment. [ 

Because the RadlCS TR does not include a plant specific application or plant specific accident 
analysis on which to base a 03 analysis, the NRC staff is unable to determine that a RadlCS 
based safety system will meet the criteria of BTP 7-19 Point 2. However, it is evident that 
mitigation features of the RadlCS design can be used by a licensee to support a subsequent 
plant specific 03 analysis to meet this requirement. Conformance with these criteria should 
therefore be addressed as part of PSAI 7.9. 

BTP 7-19 Point 3 states the following: 

If a postulated common-mode failure could disable a safety function, then 
a diverse means with a documented basis that the diverse means is 
unlikely to be subject to the same common-mode failure, shall be required 
to perform either the same function or a different function. The diverse or 
different function may be performed by a nonsafety system if the system 
is of sufficient quality to perform the necessary function under the 
associated event conditions. 

Equipment, which is independent from the primary means to provide a safety function and 
implements the diverse means, is commonly referred to as a diverse actuation system. Some 
RadlCS platform design features can be credited as [ 

] 
Section 10 of the Rad I CS TR, "Diversity and Defense-In-Depth," as supplemented by 
Reference 7, describes measures employed in the RadlCS platform design to provide defense 
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against CCFs at the system level. [ 

Section 10.3.3 of the Rad I CS TR, "Rad I CS Platform Diversity Assessment," as supplemented 
by Reference 7, describes several internal diversity features [ 

] in 
RadlCS modules. 

The RadlCS platform design includes [ 

] See PSAI 7.9. 

To address the potential for incorrect FPGA logic implementation error, the RadlCS TR refers to 
the quality of the development process as an additional defensive measure to protect the 
system against CCFs. Evaluation of these development processes is provided in Section 3.5 of 
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this SE. However, the NRC does not recognize the quality of the development processes as a 
diverse means to perform either the same function or a different function in the event of a CCF. 
Point 3 of BTP 7-19 states the following in regard to independence requirements of a diverse 
protection system: 

The independence requirements of a diverse protection system from the safety 
protection system (i.e., physical, electrical, and communication separation) are 
defined in IEEE Std 603-1991. The diverse means could be safety-related and 
part of a safety division and would then be subject to meeting divisional 
independence requirements. The diverse means could also be nonsafety-related 
in which case the IEEE Std 603-1991 requirement to separate safety-related 
equipment from that which is not safety-related would still apply and would 
require independence of the two systems. In either case, the diverse means 
should be independent of the safety system such that a CCF of the safety system 
would not affect the diverse system. 

As previously mentioned, each module [ 

Though similar logic development life cycle processes are used for the FPGA and CPLD 
programming, the [ 

] described in Section 3.2.3.1.2 of this SE. This communication [ 
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The NRC staff reviewed the characteristics of the [ ] as provided in 
Section 10.3.3 of the RadlCS TR, as supplemented by Reference 7, and determined that the 
[ 

] are 
classified as safety-related, they are of sufficient quality to perform the necessary function under 
the associated event conditions. The RadlCS platform design therefore meets the 
independence criteria of BTP 7-19, Point 3. 

The NRC staffs evaluation of the RadlCS TR addresses the BTP 7-19 Point 3 topics of 
"Adequate Diversity" and "Manual Operator Actions" which state, in part, the following: 

... When an independent and diverse method is needed as backup to an 
automated system used to accomplish a required safety function, the backup 
function can be accomplished via either ah automated system, or manual 
operator actions performed in the main control room. The preferred independent 
and diverse backup method is generally an automated system. The use of 
automation for protective actions is considered to provide a high-level of licensing 
certainty. If automation is used as the backup, it should be provided by 
equipment that is not affected by the postulated RPS CCF ... 

When manual operator actions are used to provide a backup for functions performed by a 
RadlCS based safety system, these actions should use independent and diverse equipment 
that is not affected by postulated CCFs. Consistent with the requirements of IEEE Std. 
603-1991, Clause 6.2, "Manual Control," and applicable BTP 7-19 guidance, the point at which 
the manual controls are connected to safety equipment should be downstream of the plant's 
digital l&C safety system outputs and should achieve system-level actuation at the lowest 
possible level in the safety system architecture. The controls may be connected either to 
discrete hardwired components or to simple, dedicated, and diverse, digital equipment that 
performs the coordinated actuation logic. Manual controls are not within the scope of this 
evaluation and must be addressed as a plant specific action. See PSAI 7.9.3. 
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Evaluation of RadlCS Platform Diversity Using NUREG/CR-7007 

Section 10 of the Rad I CS TR describes system and design features of the Rad I CS platform that 
provide diversity to address the potential for platform and application logic CCF. Though not 
required for this evaluation, the NRC staff used NUREG/CR-7007 as a tool to obtain information 
on the relative degree of diversity achieved by the Rad I CS platform design. The results of this 
effort were used to inform the safety conclusions of this evaluation but were not used as a basis 
for these conclusions. The NRC staff reviewed the content of Section 1 O of the TR, as 
supplemented by Reference 7, to evaluate manufacturer claims regarding the ability of RadlCS 
platform design and process attributes to either preclude or limit certain types of CCFs. 

Table 3.8-1, below, provides a summary of the NRC staffs evaluation of Rad I CS diversity 
strategies in relation to the baseline diversity strategies presented in NUREG/CR-7007. This 
data is provided for information only, however, a licensee using the RadlCS platform wishing to 
credit the platforms diverse design features may use this information to support its method of 
addressing logic CCFs in the system. 

Table 3.8-1 Evaluation of RadlCS Diversity Strategies 

NUREG/CR-7007 
Diversity Strategy Summarv of NRC Staff Evaluation 
1) Design 

The RadlCS platform equipment is designed using an FPGA 
"RadlCS Diversity manufacturer's technology on circuit boards within a defined 

Assessment" (see instrumentation architecture and framework. RadlCS modules include [ 
Reference 7, 
Section 10.3.3) 



2) Equipment 
Manufacturer 

"RadlCS Diversity 
Assessment" ( see 
Reference 7, 
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The NRC staff determined the Rad I CS platform approach to design 
diversity contributes to diversity of two equipment designs that use 
different approaches within a similar technology (NUREG/CR-7007, 
Section 2.2.3.1 ). 

The RadlCS platform equipment is designed by a [ 

Section 10.3.3) There is no [ 

3) Logic Processing 

] than the FPGA design. 

The NRC staff determined the Rad I CS platform approach to mitigating 
equipment manufacturer related CCFs falls into the category of same 
manufacturer producing fundamentally different equipment designs for the 

FPGA and the [ 
Section 2.2.3.2). 

] (See NUREG/CR-7007, 

Equipment The RadlCS platform equipment is designed using [ 

"RadlCS Diversity 
Assessment" ( see 
Reference 7, ] 
Section 10.3.3) 

4) Functional 

"RadlCS Diversity 
Assessment" ( see 

The NRC staff determined the RadlCS platform approach includes an 
element of logic processing equipment diversity. However, the degree of 
logic processing equipment diversity is limited due to similarities between 
FPGA and [ 

] 

The RadlCS platform equipment design contains [ 
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Reference 7, The NRC staff determined the Rad I CS platform itself does provide a 
Section 10.3.3) measure of functional diversity, because [ 

] 

5) Life-Cycle 
The RadlCS platform development approach uses the [ 

"RadlCS Diversity 
Assessment" ( see 
Reference 7, 
Section 10.3.3) 

] 

The NRC staff determined the RadlCS platform [ 

] 

6) Logic 
The RadlCS platform equipment includes [ 

"RadlCS Diversity 
Assessment" ( see 
Reference 7, 
Section 10.3.3) 

] 

The NRC staff determined the RadlCS platform provides a degree of logic 
diversity, because the RadlCS platform uses [ 

] 

7) Signal 
The RadlCS platform can support overall instrumentation architectures 

"RadlCS Diversity that include signal diversity implementing "different reactor or process 
Assessment" (see parameters sensed by different physical effects," "different reactor or 
Reference 7, process parameters sensed by the same physical effect," and/or "the 
Section 10.3.3) 
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same reactor or process parameter sensed by a different redundant set of 
similar sensors" (see NUREG/CR-7007, Section 2.2.3.7). 

The Rad I CS platform equipment supports implementation of the signal 
diversity strategy. However, any signal diversity provided by a RadlCS 
platform-based system would be based on application specifications. 

The NRC staff determined the RadlCS platform itself does not provide 
signal diversity, because signal diversity requires specification of different 
signal inputs, which is application-specific and is not provided at the 
platform level. Therefore, this SE for the Rad I CS TR cannot make a 
determination regarding the adequacy of application-specific signal 
diversity. 

RadlCS Diversity Safety Conclusion 

Based on this evaluation, the NRC staff determined the RadlCS platform design, development 
and test approaches provide a [ 

] of the Rad I CS modules. Consistent with 
NUREG/CR-6303, the NRC staff determined that licensees can use these diversity attributes in 
future system applications of the Rad I CS platform for plant-specific evaluations to determine 
whether platform and application logic CCFs can be eliminated from further consideration. In 
the absence of comprehensive testing, elimination of CCFs from further consideration is allowed 
by BTP 7-19 when sufficient diversity has been demonstrated by an applicant or licensee. The 
NRC staff further determined the Rad I CS platform supports inclusion of application-specific 
functional diversity and signal diversity, which could be implemented to achieve an additional 
degree of overall system diversity beyond the diversity provided by the platform design. 
The NRC staff determined that platform concepts alone should not be considered as sufficient 
diversity to eliminate the need for either a diverse actuation system or a best estimate safety 
analysis on a generic basis. Therefore, an applicant's or licensee should perform an application 
specific 03 analyses. The NRC agrees that some diversity strategies, as evaluated in 
Table 3.8-1 could be credited in the 03 analyses performed by a licensee. This 03 analysis 
should explicitly identify whether and how the Rad I CS platform's diversity attributes are credited 
and should identify any additional diversity strategies that the applicant or licensee includes in 
its design basis 

The applicant's or licensee's 03 analysis should either (1) demonstrate adequate diversity 
exists to mitigate plant vulnerabilities without the need for a diverse actuation system, or 
(2) determine the need for a diverse actuation system to provide adequate mitigation against 

. plant vulnerabilities. See PSAI 7.9. 

3.1 O Communications 

The RadlCS platform supports intra-divisional and inter-divisional serial data communication 
with other RadlCS based systems and communications between RadlCS systems and external 
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systems. Section 3.2.3 of this SE describes the data communication aspects of the Rad I CS 
platform. 

Digital communication between independent systems may have the potential to compromise 
their independence unless appropriated measures are taken to ensure their independence. 
Dl&C-ISG-04, Rev. 1, "Task Working Group #4: Highly-Integrated Control Rooms 
Communications Issues (HICRc)," establishes criteria to ensure independence in the presence 
of digital communication. The NRC staff therefore evaluated the Rad I CS communication 
interfaces using the criteria of Dl&C ISG-04. 

The NRC Task Working Group 4, "Highly Integrated Control Rooms-Communications Issues," 
developed interim NRC staff guidance on the review of communications issues applicable to 
digital safety systems. Dl&C-ISG-04 contains NRC staff positions on three areas of interest: 
(1) lnterdivisional Communications, (2) Command Prioritization, and (3) Multidivisional Control 
and Display Stations. Section 6.3, "Communications," of the RadlCS platform TR (Ref. 1) 
describes the Communications interfaces and protocols used in the RadlCS platform. 
Section 3.2.3, "Rad I CS Platform Communications," of this SE describes the Rad I CS system 
communication features. A "RadlCS platform Dl&C-ISG-04 Conformance Analysis," which 
contains Radics LLC's assessment of RadlCS Platform conformance to the provisions of 
Dl&C-ISG-04, Revision 1, was provided as Appendix B of the Rad I CS TR. 

Evaluation of a safety system to guidance criteria of Dl&C-ISG-04 is a plant-specific activity that 
requires an assessment of a completed system design. Because the RadlCS TR (Ref. 1) does 
not address specific applications or establish a definitive safety system design, the evaluation 
against this guidance is limited to consideration of the means provided within the platform to 
address issues related to interactions among safety divisions and between safety-related 
equipment and equipment that is not safety-related. A complete safety RadlCS based system 
design will require further evaluation against this guidance. The following subsections provide 
an evaluation of each Rad I CS platform communication method against applicable Dl&C-ISG-04 
criteria. A plant-specific action item is included in this SE for licensees to fully address relative 
criteria of Dl&C-ISG-04. See PSAI 7.10. 

3.10.1 Dl&C-ISG-04, Staff Position 1 - lnterdivisional Communications 

Staff Position 1 of Dl&C-ISG-04 provides guidance on the review of communications, which 
includes transmission of data and information among components in different electrical safety 
divisions and communications between a safety division and equipment that is not 
safety-related. This ISG guidance does not apply to communications within a single safety 
division. This NRC staff position states that bidirectional communications among safety 
divisions and between safety and non-safety equipment may be acceptable provided certain 
restrictions are enforced to ensure that there will be no adverse impact on safety systems. It 
also states that systems, which include communications among safety divisions and/or 
bidirectional communications between a safety division and non-safety equipment should 
adhere to the guidance provided in 20 points described in the NRC staff position for 
lnterdivisional Communications in Dl&C-ISG-04 Rev. 1. 

The methods by which the Rad I CS platform either meets these points or provides an acceptable 
alternative method of complying with NRC regulations are discussed below. In several 
instances, satisfying the criteria in these points cannot be determined without a complete 
application system design. For those points, this evaluation will highlight features of the Rad I CS 
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platform that would support the point and provide guidance for addressing specific items during 
subsequent application development. See PSAI 7.1 O for plant specific actions pertaining to 
Dl&C-ISG-04. 

Staff Position 1, Point 1 

Staff Position 1, Point 1, states the following: 

... a safety channel should not be dependent upon any information or resource 
originating or residing outside its own safety division to accomplish its safety 
function. This is a fundamental consequence of the independence requirements 
of IEEE Std. 603-1991. It is recognized that division voting logic must receive 
inputs from multiple safety divisions. 

The RadlCS TR describes a generic RadlCS platform, which does not define a specific 
communication architecture for a safety division to be applied to all safety applications. Without 
a specific system with a specific application, the NRC staff is unable reach a safety conclusion 
on this point. 

Section 6.3 of the TR describes the different types of communication interfaces and 
communication protocols available to the platform. Among these interfaces are the fiber optic 
RPP interfaces that can be used to establish communication links between OCMs in different 
safety system divisions. These interfaces use a RPP, which is described in Section 6.3.3.1.1 of 
the RadlCS TR. 

The Rad I CS platform described in the TR includes capabilities to comply with the guidance 
provided in Staff Position 1, Point 1. For example, the RadlCS safety system logic modules 
operate independently from the OCMs. The RadlCS OCMs also have diagnostic capabilities to 
monitor the status of each fiber optic inter-divisional communication interface. These 
communications diagnostics have the ability to identify loss or corruption of communication data 
which is required to support safety functionality. A loss or corruption of data can therefore be 
addressed by application logic in order to retain the ability of the safety system to perform safety 
functions without reliance on external data. 

The NRG staff recognizes that the Rad I CS platform provides allowances for implementation of 
system features that could comply with the guidance provided by Staff Position 1, Point 1. 
However, evaluation of this point will require plant-specific analysis to satisfy the criteria of this 
staff position. See PSAI 7.1 O for plant specific actions pertaining to Dl&C-ISG-04. 

Staff Position 1, Point 2 

Staff Position 1, Point 2, states the following: 

... the safety function of each safety channel should be protected from adverse 
influence from outside the division of which that channel is a member. 
Information and signals originating outside the division must not be able to inhibit 
or delay the safety function. This protection must be implemented within the 
affected division (rather than in the sources outside the division), and must not 
itself be affected by any condition or information from outside the affected 
division. This protection must be sustained despite any operation, malfunction, 
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design error, communication error, or software error or corruption existing or 
originating outside the division. 

To address this criterion, the NRG staff evaluated the RadlCS fiber optic RPP interfaces, which 
provide communications between LMs or OCMs in different safety divisions and the RadlCS 
Local Area Network (LAN) interfaces, which provide communication links between the RadlCS 
LM and the non-safety-related MATS. 

Fiber Optic RPP Interface (lnterdivisional Communication): 

The RadlCS fiber optic RPP interface includes communication independence features 
described in Section 6.3.3.1.1 of the TR. Establishment of functional independence between 
system nodes of this· interface however, must be addressed during plant application 
development. 

RadlCS fiber optic RPP communications features that are designed to protect or diagnose data 
to or from other safety divisions are listed below: 

• Data validation using CRC on received data. 
• Corruption of data 
• Unintended repetition of data 
• Incorrect sequence of received data 
• Ability to detect loss of data updates 
• Unacceptable delay in data transfer 
• Continuous monitoring of communication interface status 
• Detection of communications failure 
• Physical separation and electrical isolation are provided by use of fiber optic cabling 

between nodes of the point to point interface. 

The NRC staff determined that, when using RPP interfaces, RadlCS safety system chassis can 
be protected from adverse influences caused by information or signals originating from a 
different safety division provided that safety applications are developed to perform required 
safety functions without reliance on data received through these interfaces. 

Fiber Optic RUP Interface (Safety to Non-Safety Communication): 

The RadlCS fiber optic RUP interfaces are used to support communications between the 
RadlCS safety system and the non-safety MATS. These interfaces include communication 
independence features described in Section 6.3.3.1.2 of the TR. Rad I CS fiber optic RUP 
Communications features are the same as those identified for the RPP interface. 

The MATS monitoring interface is a one-way communications path from the safety system to 
the MATS system. Because this interface prohibits communication to the safety system, there 
is no potential for MATS monitoring communications to inhibit or delay the safety functions 
being performed by the RadlCS system. The means of enforcing one-way communications 
through the MATS monitoring system interfaces involves the use of Radiy UDP-based protocols 
which are broadcast only protocols which require the initiating unit to send broadcast messages 
to the associated LAN interfaces. 
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The MATS tuning PC interface is disabled during normal safety system operation. The means 
of disabling this interface involves [ 

] During normal system operation, there is no potential for 
MA TS tuning communications to inhibit or delay the safety functions being performed by the 
RadlCS system. The MATS tuning interface can however be enabled for system tuning, 
diagnostics, or surveillance testing purposes. During these controlled activities it is necessary 
to protect the integrity of the safety system logic and system setpoints. This is accomplished 
through the use of administrative controls and procedures. 

The NRC staff determined that RadlCS safety system chassis can be protected from adverse 
influences caused by information or signals originating from the fiber optics RUP interfaces to 
the MATS. The NRC staff recognizes that the RadlCS platform provides allowances for 
implementation of system features that could meet the guidance criteria provided by Staff 
Position 1, Point 2. However, evaluation of this point will require plant-specific analysis to 
satisfy the criteria of this staff position. See PSAI 7.1 O for plant specific actions pertaining to 
Dl&C-ISG-04. 

Staff Position 1, Point 3 

Staff Position 1, Point 3, states the following: 

... a safety channel should not receive any communication from outside its own 
safety division unless that communication supports or enhances the performance 
of the safety function. Receipt of information that does not support or enhance 
the safety function would involve the performance of functions that are not 
directly related to the safety function. Safety systems should be as simple as 
possible. Functions not necessary for safety, even if they enhance reliability, 
should be executed outside the safety system. A safety system designed to 
perform functions not directly related to the safety function would be more 
complex than a system that performs the same safety function but is not 
designed to perform other functions. The more complex system would increase 
the likelihood of failures and software errors. Such a complex design, therefore, 
should be avoided within the safety system. 

Section 2.3.1 of the TR describes a representative reactor trip system (RTS). Fiber optic RPP 
interfaces are used to support communications between system components in different safety 
divisions. This example uses cross divisional communicationsfor performing coincidence 
voting functions. The Rad I CS platform provides capabilities for implementation of system cross 
divisional system features that could affect compliance with this position. However, Radics LLC 
stated in the TR that the only input coming from outside of a division are the input needed for 
the system coincidence voting logic. In cases where cross divisional communications are used 
to support other safety system functionality, a plant-specific analysis will be required to satisfy 
the criteria of this staff position. Thus, without a specific system design, the NRC staff cannot 
reach a safety determination on criteria of this point. See PSAI 7.1 O for plant specific actions 
pertaining to Dl&C-ISG-04. 
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Staff Position 1, Point 4 

Staff Position 1, Point 4, states the following: 

... the communication process itself should be carried out by a communications 
processor separate from the processor that executes the safety function, so that 
communications errors and malfunctions will not interfere with the execution of the safety 
function. The communication and function processors should operate asynchronously, 
sharing information only by means of dual-ported memory or some other shared memory 
resource that is dedicated exclusively to this exchange of information. The function 
processor, the communications processor, and the shared memory, along with all 
supporting circuits and software, are all considered to be SR [safety-related], and must 
be designed, qualified, fabricated, etc., in accordance with 10 CFR Part 50, Appendices 
A and B. 

Access to the shared memory should be controlled in such a manner that the 
function processor has priority access to the shared memory to complete the 
safety function in a deterministic manner. For example, if the communication 
processor is accessing the shared memory at a time when the function processor 
needs to access it, the function processor should gain access within a timeframe 
that does not impact the loop cycle time assumed in the plant safety analyses. If 
the shared memory cannot support unrestricted simultaneous access by both 
processors, then the access controls should be configured such that the function 
processor always has precedence. The safety function circuits and program 
logic should ensure the safety function will be performed within the timeframe 
established in the safety analysis and will be completed successfully without data 
from the shared memory in the event that the function processor is unable to gain 
access to the shared memory. 

The RadlCS fiber optic RPP and fiber optic RUP MATS communications interfaces use 
[ 

] transfer data to the 
communication FPGA logic unit. 

The RadlCS platform uses an alternative method to the shared memory between distinct 
processing devices method described in Dl&C-ISG-04. This alternative method [ 

] each safety function. 

All of the Rad I CS platform logic circuits are developed as safety-related, which meets Point 4's 
guidance that safety function processors, communications processors, the data exchange 
memory resource, supporting circuits, and programming be developed as safety-related. 
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The RadlCS platform communication logic circuits non-intrusively exchange information with the 
safety function logic circuits so a failure of the communication logic processing cannot adversely 
affect the performance of the safety function processing. 

The NRC staff determined the RadlCS platform alternative method, which [ 

] of each safety function without adverse 
effect from the communication processing. 

The NRC staff determined the RadlCS platform LM and OCM modules support meeting the 
criteria of Point 4 using this alternative method because each has been developed as 
safety-related and can be used to ensure deterministic behavior of safety functions. The NRC 
staff further determined plant-specific actions are necessary to ensure that plant specifications 
document the safety analysis that applies to its safety function determinism and that 
plant-specific implementation, V&V, and testing efforts demonstrate these safety functions will 
be performed within the established safety design bases timeframes, including any lack of 
access or delays related to the communication activities. See PSAI 7.10 for plant specific 
actions pertaining to Dl&C-ISG-04. 

Staff Position 1, Point 5 

Staff Position 1, Point 5, states the following: 

... the cycle time for the safety function processor should be determined in 
consideration of the longest possible completion time for each access to the 
shared memory. This longest-possible completion time should include the 
response time of the memory itself and of the circuits associated with it and 
should also include the longest possible delay in access to the memory by the 
function processor, assuming worst-case conditions for the transfer of access 
from the communications processor to the function processor. Failure of the 
system to meet the limiting cycle time should be detected and alarmed. 

The RadlCS platform provides an alternative approach to [ 
] 

communication activities cannot delay or otherwise adversely affect the performance of the 
safety functions. The Rad I CS platform is also designed such that failures of the system to meet 
timing requirements will [ 

] so that corrective actions can be taken. 

Safety system development activities require development of specifications for the Rad I CS logic 
module that include response time specifications. The RadlCS platform architecture provides 
features to ensure determinism by establishing expected response time performance variances. 
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Although the platform communication architecture does not [ 
] to meet the criteria of Point 5 with 

respect to cycle-time performance, because the [ ] 
system external communications. 

The NRC staff determined the RadlCS platform communication components support the criteria 
of Point 5 because the RadlCS platform supports [ ] in response to a 
system's failure to meet its plant-specific limiting cycle time. The NRC staff further determined 
plant-specific actions are necessary to ensure plant-specifications satisfies the criteria of Point 5 
with respect to [ ] in excess of 
the limiting cycle time. See PSAI 7 .10 for plant specific actions pertaining to Dl&C-ISG-04. 

Staff Position 1, Point 6 

Staff Position 1, Point 6, states the following: 

... the safety function processor should perform no communication handshaking 
and should not accept interrupts from outside its own safety division. 

The RadlCS platform provides an FPGA approach that implements communication logic circuits 
that [ ] cannot delay 
or otherwise adversely affect the performance of the safety functions. The Rad I CS external 
communication functions are configured as point to point interfaces and use communications 
protocols that do not perform communication handshaking and do not accept interrupts from 
connected devices. 

The RadlCS optical communications module meets the criteria of Point 6 because the fiber optic 
RPP communication logic circuits do not include handshaking or safety function logic interrupts. 
The communication activities performed in the optical communications module do not 
handshake or interrupt the safety functions performed by the logic module. 

The fiber optic RUP MATS monitoring system interfaces on the logic module meet the criteria of 
Point 6 because the communication logic circuits that provide this transmit-only protocol do not 
include handshaking and do not interrupt safety function logic circuits within the logic module 
FPGA. 

The fiber optic RPP MATS tuning system interface meets the criteria of Point 6, because the 
communication logic circuits that provide this bidirectional protocol do not include handshaking 
with nor interrupt of the safety function logic circuits within the logic module. 

The NRC staff determined the Rad I CS platform communication components satisfies the criteria 
of Point 6 because safety function logic circuits do not perform communication handshaking and 
do not accept interrupts. See PSAI 7.1 O for plant specific actions pertaining to Dl&C-ISG-04. 

Staff Position 1, Point 7 

Staff Position 1, Point 7, states the following: 

... only predefined data sets should be used by the receiving system. 
Unrecognized messages and data should be identified and dispositioned by the 
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receiving system in accordance with the pre-specified design requirements. Data 
from unrecognized messages must not be used within the safety logic executed 
by the safety function processor. Message format and protocol should be 
pre-determined. Every message should have the same message field structure 
and sequence, including message identification, status information, data bits, etc. 
in the same locations in every message. Every datum should be included in 
every transmit cycle, whether it has changed since the previous transmission or 
not, to ensure deterministic system behavior. 

The RadlCS platform implements communication [ 

] See discussion in Staff Position 1, 
Point 4. Each transmitted data packet includes a pre-defined format and sequence in 
accordance with the communication protocol of the interface being used. Section 6.3.3.1 of the 
RadlCS TR describes each of the communications protocols used for each available Rad I CS 
platform interface. For each communication protocol all RadlCS data is sent during each 
transmission cycle in a pre-defined format without regard to whether it has changed since the 
previous transmission. The Rad I CS receiving instruments perform validation of the data and 
only accept and use data that conforms to the pre-defined communication protocol message 
format. 

Point 7 does not apply to the fiber optic RUP MATS monitoring interfaces on the logic modules 
or to the OCM RS 232/485 interfaces because these interfaces are configured as one-way 
communications interfaces and they cannot be used by a RadlCS platform-based safety system 
to receive data. 

The fiber optic MATS tuning Interface uses RUP protocols in its data structure; however, this 
interface is normally disabled by the tuning access interface when the RadlCS system is in 
operation. Therefore, the criterion of Point 7 does not apply to the MATS tuning Interface. 

The NRC staff determined the Rad I CS platform communication components support meeting 
the criteria of Point 7 because the RadlCS platform supports plant-specific message formats, 
protocols, and transmission cycles that satisfy the criteria of Point 7. The NRC staff further 
determined plant-specific actions are necessary to ensure plant-specifications adequately define 
all message formats, protocols and transmission cycles (as applicable) to each use of these 
interfaces. See PSAI 7.10 for plant specific actions pertaining to Dl&C-ISG-04. 

Staff Position 1, Point 8 

Staff Position 1, Point 8, states the following: 

... data exchanged between redundant safety divisions or between safety and 
non-safety divisions should be processed in a manner that does not adversely 
affect the safety function of the sending divisions, the receiving divisions, or any 
other independent divisions. 

The NRC staff reviewed communications protocols used for data exchanged over the RadlCS 
fiber optic RPP interfaces, described in Section 6.3.3 of the Rad I CS TR, and determined that 
dedicated communication logic circuits are designed to manage this data in a manner, which 
cannot adversely impact safety functions performed by the RadlCS safety logic in either the 
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source division or safety logic in the destination division(s). All divisions connected via fiber 
optic RPP interfaces are protected with the same communications processing design, which 
uses data validity checks, and independent parallel communication logic processing. 

Communication of data to the MATS monitoring system through the fiber optic RUP Interfaces is 
performed in a manner that preserves the integrity of the safety system logic and that does not 
adversely affect the safety functions of the system. Safety system tuning parameter integrity is 
maintained through the use of non-volatile memory, which cannot be altered unless the MATS 
tuning PC is enabled via the tuning access interface. 

The NRC staff determined that the data exchange between safety divisions and between 
safety- and non-safety-related MA TS workstations satisfies Staff Position 1, Point 8. See 
PSAI 7.10 for plant specific actions pertaining to Dl&C-ISG-04. 

Staff Position 1, Point 9 

Staff Position 1, Point 9, states the following: 

... incoming message data should be stored in fixed predetermined locations in 
the shared memory and in the memory associated with the function processor. 
These memory locations should not be used for any other purpose. The memory 
locations should be allocated such that input data and output data are 
segregated from each other in separate memory devices or in separate 
pre-specified physical areas within a memory device. 

The alternative method described in Staff Position 1, Point 4 above uses the RadlCS platform 
development processes to create separate units that provide dedicated pre-specified physical 
areas within the LM FPGA to store incoming message data and to segregate input data from 
output data. These pre-specified areas within the LM FPGA are not used for other purposes. 
The NRC staff determined the Rad I CS platform alternative method to that associated with 
Point 4 provides an acceptable means of satisfying the guidance in Point 9 because received 
communications data is stored and segregated in pre-determined and dedicated locations within 
the LM FPGA. As such, the NRC staff determined the RadlCS platform satisfies the criteria of 

Point 9, as applicable to FPGA technology. See PSAI 7.1 O for plant specific actions pertaining 
to Dl&C-ISG-04. 

Staff Position 1, Point 10 

Staff Position 1, Point 10, states the following: 

... that safety division software should be protected from alteration while the 
safety division is in operation. On-line changes to safety system software should 
be prevented by hardwired interlocks or by physical disconnection of 
maintenance and monitoring equipment. A workstation (e.g., engineer or 
programmer station)-may alter addressable constants, setpoints, parameters, 
and other settings associated with a safety function only by way of the 
dual-processor/shared-memory scheme described in this guidance, or when the 
associated channel is inoperable. Such a workstation should be physically 
restricted from making changes in more than one division at a time. The 
restriction should be by means of physical cable disconnect, or by means of a 
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key lock switch that either physically opens the data transmission circuit or 
interrupts the connection by means of hardwired logic. "Hardwired logic" as used 
here refers to circuitry that physically interrupts the flow of information, such as 
an electronic AND gate circuit (that does not use software or firmware) with one 
input controlled by the hardware switch and the other connected to the 
information source: the information appears at the output of the gate only when 
the switch is in a position that applies a "TRUE" or "1" at the input to which it is 
connected. Provisions that rely on software to affect the disconnection are not 
acceptable. It is noted that software may be used in the safety system or in the 
workstation to accommodate the effects of the open circuit or for status logging 
or other purposes. 

The RadlCS FPGA platform and application logic cannot be modified during normal system 
RUN mode operation. The programming ports used to modify FPGA or CPLD logic on system 
modules are inaccessible during normal system operation. To modify system platform or 
application logic designs, the associated module must be [ 

] Restoring the safety system to the normal functional RUN operational mode requires a 
safety override reset operation. RadlCS operational modes for each RadlCS module are 
described in Section 6.2.6 of the Rad I CS TR. Safety Override Operation is described in 
Section 6.7 of the Rad I CS TR. 

RadlCS safety system tuning parameters are also protected from modification during normal 
system operation. Changes to system tuning parameters must be performed through the MATS 
tuning interface and this communications interface is disabled during normal operation. A 
system tuning access key-switch must be placed in the tuning enabled position to enable the 
MATS tuning interface and thus permit system tuning actions. Operation of the tuning 
key-switch effects a [ 

] Such an operation is controlled through the use of 
approved procedures and can only be performed when the associated RadlCS safety division 
being tuned is inoperable. The MATS tuning PC can only be connected to a single safety 
division at a time because it is only equipped to support a single communications link. 

The NRC staff determined the Rad I CS platform design supports the criteria of Point 10, 
because the RadlCS platform's maintenance communication architecture can be configured to 
protect safety system logic designs and tuning parameters from alteration during system 
operation. The NRC staff determined the criteria to physically restrict the capability of making 
tuning parameter changes to only one redundant safety division at a time are met by the design 
of the MATS interfaces, which does not support simultaneous connection of the MATS tuning 
PC to redundant safety divisions. The NRC staff further determined plant-specific actions 
should verify whether plant-specifications identify administrative controls and include additional 
design features (i.e., a safety-qualified hardware switch and detection and indication of bypass) 
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to govern use of the MA TS tuning PC. See PSAI 7 .1 O for plant specific actions pertaining to 
Dl&C-ISG-04. 

Staff Position 1, Point 11 

Staff Position 1, Point 11, states the following: 

... provisions for interdivisional communication should explicitly preclude the 
ability to send software instructions to a safety function processor unless all 
safety functions associated with that processor are either bypassed or otherwise 
not in service. The progress of a safety function processor through its instruction 
sequence should not be affected by any message from outside its division. For 
example, a received message should not be able to direct the processor to 
execute a subroutine or branch to a new instruction sequence. 

The RadlCS platform does not contain conventional software instructions or instruction 
sequences. Instead, the RadlCS platform modules contain configured hardware logic circuits 
that are contained in the systems FPGA devices. Once a RadlCS platform-based instrument 
has been programmed and placed into operation as a plant-specific system, none of the 
available digital data communication interfaces supports alteration of the configured FPGA logic 
circuits. Information or messages received through fiber optic RPP or MATS tuning interfaces 
cannot be used to control the execution of the safety division application logic. 

The RadlCS platform also provides design features (monitoring and indication capabilities) to 
alert operators when a safety division is bypassed or rendered inoperable. These design 
features are intended to detect and indicate when the MATS tuning interface is activated or if a 
system module is removed from service. 

The NRC staff determined the Rad I CS platform's provisions for interdivisional communication 
satisfies the criteria of Point 11 because these provisions explicitly preclude any ability to 
change the safety division logic circuits, which is the FPGA equivalent to conventional processor 
software. Furthermore, the NRC staff determined available Rad I CS platform features can be 
used to ensure a RadlCS platform-based instrument has been bypassed or is otherwise 
out-of-service when system tuning, or safety system logic reprogramming activities are 
performed. The NRC staff further determined plant-specific actions should verify whether 
plant-specifications include these additional design features (i.e., a qualified hardware switch 
and detection and indication of bypass) to govern use of the MATS interfaces, as applicable to 
plant-specific safety functions. See PSAI 7.10 for plant specific actions pertaining to 
Dl&C-ISG-04. 
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Staff Position 1, Point 12 

Staff Position 1, Point 12, states the following: 

... communication faults should not adversely affect the performance of required 
safety functions in any way. Faults, including communication faults, originating in 
non-safety equipment, do not constitute "single failures" as described in the single 
failure criterion of 1 O CFR Part 50, Appendix A This SE provides 12 examples of 
credible communication faults but cautions that the possible communication 
faults are not limited to the list of 12. 

The RadlCS platform implements communication [ 
] as described in Point 4. Each transmitted data 

packet includes a pre-defined format and sequence in accordance with the communication 
protocol of the interface being used. Section 6.3.3.1 of the RadlCS TR describes each of the 
communications protocols used for each available RadlCS platform interface. 

RadlCS system diagnostics are designed to detect and address communication faults at the 
receiving end of the communications interface. These diagnostics monitor communications 
ports during system operation and [ 

] upon detection of a fault. 

Radics LLC provided an analysis of the 12 example credible communication faults in Appendix 
B of the RadlCS TR. This analysis describes how various faults are handled by a Rad I CS 
platform-based system. The NRC staff confirmed that all 12 of the example faults provided in 
Staff Position 1, Point 12 were included in this analysis. Methods employed to ensure that 
communications faults do not affect safety functions include: 

• Use of CRC to identify and handle invalid communications, 
• Use of point to point communication architecture with physical configuration control for 

the fiber optic interfaces to eliminate potential for multiple data sources, 
• Message sequence and timing control measures to prevent data distortion, and 
• Use of broadcast communication protocols that do not rely on handshaking between the 

source and destination modules. · 

For each of the identified communications faults, the analysis determined that the effects of the 
fault on a Rad I CS based safety system did not adversely affect the performance of required 
safety functions. The NRC staff therefore determined the Rad I CS platform design satisfies Staff 
Position 1, Point 12. See PSAI 7.10 for plant specific actions pertaining to Dl&C-ISG-04. 

Staff Position 1, Point 13 

Staff Position 1, Point 13, states the following: 

... vital communications, such as the sharing of channel trip decisions for the 
purpose of voting, should include provisions for ensuring that received messages 
are correct and are correctly understood. Such communications should employ 
error-detecting or error-correcting coding along with means for dealing with 
corrupt, invalid, untimely or otherwise questionable data. The effectiveness of 
error detection/correction should be demonstrated in the design and proof testing 
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of the associated codes, but once demonstrated is not subject to periodic testing. 
Error correcting methods, if used, should be shown to always reconstruct the 
original message exactly or to designate the message as unrecoverable. None 
of this activity should affect the operation of the safety-function processor. 

Fiber optic RPP point-to-point interfaces are used for vital communications between divisions of 
the RadlCS platform-based systems. [ 

Error-correcting methods are not used in the RadlCS platform design. Instead, data is 
transmitted over the fiber optic RPP interface during each control logic cycle. [ 

] The effectiveness of these provisions 
was verified by testing and documented as part of equipment qualification. 

RadlCS platform design includes provisions for ensuring that received messages are correct 
and are correctly understood by receiving communications and safety function logic circuits. 
The RadlCS platform design includes error detection diagnostics for handling corrupt, invalid, as 
well as untimely or otherwise questionable data received over fiber optic RPP communication 
interfaces. The NRC staff therefore determined the Rad I CS platform design satisfies Staff 
Position 1, Point 13. See PSAI 7.1 O for plant-specific actions pertaining to Dl&C-ISG-04. 

Staff Position 1, Point 14 

Staff Position 1, Point 14, states the following: 

... vital communications should be point-to-point by means of a dedicated 
medium (copper or optical cable). In this context, "point-to-point" means that the 
messa·ge is passed directly from the sending node to the receiving node without 
the involvement of equipment outside the division of the sending or receiving 
node. Implementation of other communication strategies should provide the 
same reliability and should be justified. 

RadlCS platform fiber optic RPP interfaces are configured as point-to-point communications 
interfaces between safety system divisions. These interfaces use dedicated fiber optic media 
connections to transfer messages directly from the sending nodes to receiving nodes. 
Point-to-point source and destination node configuration of the fiber optic RPP interfaces are 
application dependent. The Rad I CS platform design does not include use of equipment outside 
the associated sending or receiving division; however, licensees referencing this SE should 
confirm that no equipment outside of the safety division is configured for use in the transmission 
of messages through the fiber optic RPP interfaces of the system. The NRC staff, therefore, 
determined the RadlCS platform design satisfies Position 1, Point 14 as long as plant specific 
design configurations do not introduce out of division dependencies. See PSAI 7 .1 O for 
plant-specific actions pertaining to Dl&C-ISG-04. 
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Staff Position 1, Point 15 

Staff Position 1, Point 15, states the following: 

... communications for safety functions should communicate a fixed set of data 
(called the "state") at regular intervals, whether data in the set has changed or 
not. 

RadlCS fiber optic RPP communication interfaces use a fixed data format of data sets. These 
data sets are transmitted during every FPGA execution cycle. [ 

] The NRC staff therefore determined the RadlCS 
platform design satisfies the criteria in Staff Position 1, Point 15. See PSAI 7 .1 O for plant specific 
actions pertaining to Dl&C-ISG-04. 

Staff Position 1, Point 16 

Staff Position 1, Point 16, states the following: 

... network connectivity, liveliness, and real-time properties essential to the safety 
application should be verified in the protocol. Liveliness in particular, is taken to 
mean that no connection to any network outside the division can cause a 
RTS/ESFAS [engineered safety features actuation system] communication 
protocol to stall, either deadlock or livelock. (Note: This is also required by the 
independence criteria of: (1) 1 O CFR Part 50, Appendix A, GDC 24, which 
states, "interconnection of the protection and control systems shall be limited so 
as to assure that safety is not significantly impaired" and (2) IEEE Std. 603-1991, 
"IEEE Standard Criteria for Safety Systems for Nuclear Power Generating 
Stations" (Source: NUREG/CR-6082, Section 3.4.3). 

The RadlCS fiber optic RPP interfaces use message sequence and timing control measures to 
identify and manage communications interface issues that could potentially affect interface 
connectivity. These measures include the capability of [ 

] received from the communications interface. Connectivity to devices that are outside of a 
division are restricted through the use of a point-to-point network architecture and the use of 
broadcast data transmissions that do not rely on the use of handshaking signals between 
communications modules. The RadlCS fiber optic RPP communications protocols are not 
susceptible to network. stalling and are therefore capable of supporting vital safety 
communications without adverse impact to system safety functions. 

The NRC staff determined that safety function response to fiber optic RPP communication 
errors, including deadlock and livelock, is application dependent. The NRC staff therefore 
determined the RadlCS platform design satisfies Staff Position 1, Point 16 as long as 
plant-specific applications are implemented in a manner, which does not introduce 
communication data dependencies. See PSAI 7.10 for plant specific actions pertaining to 
Dl&C-ISG-04. 
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Staff Position 1, Point 17 

Staff Position 1, Point 17, states the following: 

... pursuant to 10 CFR 50.49, the medium used in a vital communications 
channel should be qualified for the anticipated normal and post-accident 
environments. For example, some optical fibers and components may be subject 

to gradual degradation as a result of prolonged exposure to radiation or to heat. 
In addition, new digital systems may need susceptibility testing for EMI/RFI and 
power surges, if the environments are significant to the equipment being 
qualified. 

Cross divisional communications for a RadlCS platform-based system will be performed over 
fiber optic RPP communications interfaces. These interfaces are described in Section 3.2.3.2.2 
of this SE. All fiber optic RPP interdivisional communications are made via fiber optic media. 
RadlCS platform components are qualified for operation in a mild environment. Qualifications 
include seismic, temperature and humidity, and EMI/RFI. 

Fiber optic cables are selected and qualified on a plant specific basis with consideration for 
installed plant environments. The fiber optic cabling provides electrical isolation between safety 
divisions as well as EMI/RFI protection for system components. The fiber optic interface 
components on the LM and OCM modules were subject to environmental qualifications as 
discussed in Section 3.6 of this SE. The generic qualification of the Rad I CS platform 
encompasses both the hardware and the logic design used in the system. 

The qualification of the RadlCS platform does not include qualification of the fiber optic cables 
used to connect the fiber optic RUP and RPP interfaces. Therefore, a plant-specific evaluation 
will be required for plant-specific applications of a RadlCS platform that uses fiber optic cables 
to connect interfaces between safety divisions and to MATS. 

The NRC staff determined that the Rad I CS platform meets the guidance provided by Staff 
Position 1, Point 17. However, as noted above, fiber optic cables used to connect fiber optic 
RPP and RUP interfaces for a safety system will require a plant-specific evaluation to verify 
these cables are qualified for the environment in which they will be used. Furthermore, safety 
applications using the Rad I CS platform will require plant-specific review to confirm that the 
plant-specific environment is consistent with the qualification envelope defined in the Rad I CS 
TR and in Section 3.6 of this SE. See PSAI 7.1 O for plant specific actions pertaining to 
Dl&C-ISG-04. 

Staff Position 1, Point 18 

Staff Position 1, Point 18, states the following: 

... provisions for communications should be analyzed for hazards and 
performance deficits posed by unneeded functionality and complication. 

An analysis of RadlCS fiber optic RPP and RUP interface communication faults was provided in 
Appendix B of the Rad I CS Platform TR. This analysis describes how system level hazards 
caused by various communications faults are handled by a Rad I CS platform-based system. 
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Nevertheless, potential hazards posed to specific safety functions relating to interdivisional 
communications must be analyzed at the plant application level. 

The NRC staff determined that for the RadlCS platform, the additional activity to perform failure 
modes and effects analyses for plant-specific applications meets the intent of the guidance 
provided in Staff Position 1, Point 18. See PSAI 7 .1 O for plant specific actions pertaining to 
Dl&C-ISG-04. 

Staff Position 1, Point 19 

Staff Position 1, Point 19, states the following: 

... the communications data rates be such that they will not exceed the capacity 
of a communications link or the ability of nodes to handle traffic, and that all links 
and nodes have sufficient capacity to support all functions. To do this, the 
applicant should identify the true data rate, including overhead, to ensure that 
communication bandwidth is sufficient to ensure proper performance of all safety 
functions and that communications throughput thresholds and safety system 
sensitivity to communications throughput issues should be confirmed by testing. 

RadlCS communication data rates and data quantity are constant during system RUN mode 
operation. These are established during FPGA electronic design development. Communication 
rates must be within the bandwidth capacity for each communication interface. The FPGA 
development tool does not allow establishment of communication rates that are beyond the 
capability of the applicable interface. If excess communication rates are attempted, then the 
FPGA design tool will produce errors that must be resolved before the electronic design can be 
implemented. 

The NRC staff confirmed the deterministic response time of the Rad I CS communication 
interfaces are factored into the total response time of a safety function application. The total 
safety function response time must be confirmed through application level testing. 

The NRC staff determined the RadlCS platform supports meeting the criteria of Point 19. The 
NRC staff further determined plant-specific actions should verify Point 19 is met by performance 
of a plant-specific analysis to ensure that plant performance requirements are met. This PSAI 
should also ensure plant-specific V&V and factory and system acceptance testing confirm that 
plant-specific performance requirements, as defined in the plant design basis (e.g., UFSAR), 
dependent ori data communications are met. See PSAI 7.10 for plant specific actions pertaining 
to Dl&C-ISG-04. 

Staff Position 1, Point 20 

Staff Position 1, Point 20, states the following: 

... the safety system response time calculations should assume a data error rate 
that is greater than or equal to the design basis error rate and is supported by the 
error rate observed in design and qualification testing. 

A discussion of the Rad I CS platform response time is provided in Section 3.7.1 of this SE. To 
ensure that a safety system based on the RadlCS platform meets its application system 
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response time requirements, the execution time for all of the systems tasks is calculated and 
measured during system development. This calculation includes terms to address the response 
time of communications, memory processing and associated circuits. 

The NRC staff determined the Rad I CS platform supports meeting the criteria of Staff Position 1, 
Point 20. However, the plant-specific design must be evaluated for a plant-specific application 
because this time will depend on the system configuration, plant application logic, and 
communication interfaces used. When implementing a RadlCS safety system the licensee must 
review the plant-specific timing analyses and validation tests for the Rad I CS system in order to 
verify that it satisfies plant-specific requirements for system response time presented in the 
accident analysis in the plants safety analysis report. See PSAI 7.10 for plant-specific actions 
pertaining to Dl&C-ISG-04. 
3.10.2 Dl&C-ISG-04, Section 2 - Command Prioritization 

Section 2 of Dl&C-ISG-04 provides guidance applicable to a prioritization device or software 
function blocks, which receive device actuation commands from multiple safety and non-safety 
sources, and sends the command having highest priority on to the actuated device. 

The design of field device interfaces and the determination of means for command prioritization 
were not provided in the RadlCS TR. If a RadlCS platform-based design is used for the 
development of a command prioritization system, then an additional evaluation of that system 
against the criteria of Dl&C-ISG-04 Section 2 should be performed by the licensee. Since the 
RadlCS TR does not address a- specific application involving command prioritization, no 
evaluation against this staff position could be performed. See PSAI 7.10 for plant specific 
actions pertaining to Dl&C-ISG-04. 

3.10.3 Dl&C-ISG-04, Section 3 - Multidivisional Control and Display Stations 

Section 3 of Dl&C-ISG-04 provides guidance concerning operator workstations used for the 
control of plant equipment in more than one safety division and for display of information from 
sources in more than one safety division, and applies to workstations that are used to program, 
modify, monitor, or maintain safety systems that are not in the same safety division as the 
workstation. Rad I CS platform includes a MATS subsystem to perform monitoring tuning of the 
system. Control over how the MATS is used during operation is a PSAI. See PSAls 7.8 and 
7.10. Below is an evaluation of how the Rad I CS based system can be used to meet the 
applicable guidance criteria. 

Staff Position 3.1-1 

This position pertains to non-safety stations receiving information from one or more safety 
divisions. It states: 

All communications with safety-related equipment should conform to the 
guidelines for interdivisional communications. 

lnterdivisional communications for the Rad I CS platform are conducted through the fiber optic 
RPP interfaces. These interfaces are described in Section 3.2.3.2.2 of this SE. The NRC staff 
evaluated the RadlCS fiber optic RPP communications features and determined them to satisfy 
the criteria for interdivisional communications, however, some aspects of interdivisional 
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communications are plant-specific and therefore must be evaluated when a RadlCS based plant 
system is developed. Details of this evaluation are provided in Section 3.10.1 of this SE. See 
PSAI 7.10 for plant specific actions pertaining to Dl&C-ISG-04. 

Communications between safety-related RadlCS equipment and non-safety equipment are 
conducted through either fiber optic RUP or RS 232/485 communications interfaces. These are 
described in Sections 3.2.3.2.1 and 3.2.3.2.3 of this SE respectively. Rad I CS safety processors 
can only send data to external non-safety-related systems such as the MA TS monitoring PC or 

a process plant computer during plant operations. The NRC staff evaluated the RadlCS MATS 
as well as the RS 232/485 communications features and determined them to satisfy the criteria 
for interdivisional communications. The NRC staff therefore determined that safety to 
non-safety communications conform to the guidance provided for interdivisional 
communications as discussed in Section 3.10.1 of this SE. 

Staff Position 3.1-2 

This position pertains to safety-related stations receiving information from other divisions (safety 
or non-safety). It states the following: 

All communications with equipment outside the station's own safety division, 
whether that equipment is safety-related or not, should conform to the guidelines 
for interdivisional communications. Note that the guidelines for interdivisional 
communications refer to provisions relating to the nature and limitations 
concerning such communications, as well as guidelines relating to the 
communications process itself. 

Both safety-related communications via fiber optic RPP interfaces and non-safety-related 
communications via fiber optic RUP or RS232/485 interfaces were evaluated by the NRC staff 
and were found to support the guidance provided for interdivisional communications as 
discussed in Section 3.10.1 of this SE. See PSAI 7 .1 O for plant specific actions pertaining to 
Dl&C-ISG-04. 

Staff Position 3.1-3 

This position pertains to non-safety stations controlling the operation of safety-related 
equipment. It states the following: 

Non-safety stations may control the operation of safety-related equipment, 
provided the following restrictions are enforced. 

The RadlCS platform design does not include provisions for operation of safety-related 
equipment from non-safety-related workstations. The only non-safety workstations included in 
the RadlCS platform are the MATS workstations. A description of the Radics LLC MATS 
workstations is provided in Section 3.2.4 of this SE. 

The MATS monitoring workstations communicate with system logic modules through fiber optic 
RUP interfaces. These interfaces are one-way broadcast point to point communication links, 
which are not capable of supporting transfer of data or commands from a non-safety device to 
the safety-related RadlCS logic modules. 
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Connections to external systems can be made using the RS232/485 serial interfaces. These 
interfaces are one-way point-to-point communication links, which are not capable of supporting 
transfer of data or commands from an external device to the safety-related RadlCS logic 
modules. 

The MATS tuning interface is disabled by the tuning access interface during plant operations 
and therefore does not have the capability of transferring data or commands from a non-safety 
device to the safety-related Rad I CS logic modules. Temporary enabling of the tuning access 
interface can be performed to support maintenance and surveillance related activities. These 
activities are not intended to be used for the control of safety-related equipment. Administrative 
control measures should be taken by the licensee to ensure removal of any safety logic module 
from service prior to enabling the tuning access interface. The NRC staff determined that 
Rad I CS MATS tuning design satisfies the criteria of Command Prioritization Staff Position 3.1-3. 
See PSAI 7.10 for plant specific actions pertaining to Dl&C-ISG-04. 

Staff Position 3.1-4 

This position pertains to safety-related stations controlling the operation of equipment in other 
safety-related divisions. It states the following: 

Safety-related stations controlling the operation of equipment in other divisions 
are subject to constraints similar to those described above for non-safety stations 
that control the operation of safety-related equipment. 

The Rad I CS platform design does not include provisions for operation of equipment in other 
safety-related divisions. 

This position also states the following: 

A control station should access safety-related plant equipment outside its own 
division only by way of a priority module associated with that equipment. Priority 
modules should be designed and applied as described in the guidance on priority 
modules. 

The RadlCS equipment cannot be used to control equipment in different divisions and therefore 
this criterion is not applicable to the RadlCS platform design. 

This position also states the following: 

A station must not influence the operation of safety-related equipment outside its 
own division when that equipment is performing its safety function. This provision 
should be implemented within the affected (target) safety-related system, and 
should be unaffected by any operation, malfunction, design error, software error, 
or communication error outside the division of which those controls are a 
member. 

RadlCS cross divisional communications is conducted through fiber optic RPP communications 
interfaces. The NRC staff evaluated these interfaces and determined that communications of 
data through the fiber optic RPP interfaces will not influence the operation of safety-related 
RadlCS equipment provided plant-specific requirements are correctly implemented. 
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See Section 3.10.1 of this SE for a detailed assessment of RadlCS fiber optic RPP 
communications interfaces. 

This position also states the following: 

The extra-divisional (that is, "outside the division") control station should be able 
to bypass a safety function only when the affected division itself determined that 
such action would be acceptable. 

RadlCS equipment cannot be used to control equipment or to initiate safety function bypass in 
other divisions and therefore this criterion is not applicable to the RadlCS platform design. 

This position also states the following: 

The extra-divisional station should not be able to suppress any safety function. (If 
the safety system itself determines that termination of a safety command is 
warranted as a result of the safety function having been achieved, and if the 
applicant demonstrates that the safety system has all information and logic 
needed to make such a determination, then the safety command may be reset 
from a source outside the safety division. If operator judgment is needed to 
establish the acceptability of resetting the safety command, then reset from 
outside the safety division is not acceptable because there would be no 
protection from inappropriate or accidental reset.) 

Because RadlCS equipment cannot be used to control equipment in different divisions, there is 
no potential for safety RadlCS equipment to suppress or otherwise affect the safety functions 
being performed in another safety division. 

This position also states the following: 

The extra-divisional station should not be able to bring a safety function out of 
bypass condition unless the affected division has itself determined that such 
action would be acceptable. 

Because RadlCS equipment cannot be used to control equipment in different divisions, there is 
no potential for RadlCS equipment to change the bypass state of safety functions performed in 
another safety division. 

The NRG staff determined that the RadlCS platform can be used to satisfy Positiori 3.1-4 of 
Dl&C-ISG-04. See PSAI 7.10 for plant specific actions pertaining to Dl&C-ISG-04. 

Staff Position 3.1-5 

This position pertains to malfunctions and spurious actuations. It states the following: 

The result of malfunctions of control system resources (e.g., workstations, 
application servers, protection/control processors) shared between systems must 
be consistent with the assumptions made in the safety analysis of the plant. 
Design and review criteria for complying with these requirements, as set forth in 
10 C.F.R. § 50.34 and 50.59, include but are not limited to the following: 
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Control processors that are assumed to malfunction independently in the safety 
analysis should not be affected by failure of a multidivisional control and display 
station. 

The NRC staff determined that Rad I CS equipment is functionally independent from equipment 
in other divisions and from non-safety systems. Therefore, failures of RadlCS equipment 
cannot affect the operation of equipment that is external to the Rad I CS safety system. The 
RadlCS platform design therefore satisfies this criterion. However, fully addressing plant safety 

analysis requirements remains a plant-specific criterion and must be addressed during 
application development. 

This position also states the following: 

Control functions that are assumed to malfunction independently in the safety 
analysis should not be affected by failure of a single control processor. 
Safety and control processors should be configured and functionally distributed 
so that a single processor malfunction or software error will not result in spurious 
actuations that are not enveloped in the plant design bases, accident analyses, 
ATWS provisions, or other provisions for abnormal conditions. This includes 
spurious actuation of more than one plant device or system as a result of 
processor malfunction or software error. The possibility and consequences of 
malfunction of multiple processors as a result of common software error must be 
addressed. 

The RadlCS platform-based safety systems do not perform non-safety control functions. The 
Rad I CS platform is designed to maintain functional independence between system safety 
function logic modules. Compliance to plant safety analysis requirements is plant plant-specific 
and must be addressed during application development. 

This position also states the following: 

No single control action (for example, mouse click or screen touch) should 
generate commands to plant equipment. Two positive operator actions should 
be required to generate a command. For example: When the operator requests 
any safety function or other important function, the system should respond "do 
you want to proceed?" The operator should then be required to respond "Yes" or 
"No" to cause the system to execute the function. Other question-and-confirm 
strategies may be used in place of the one described in the example. The 
second operation as described here is to provide protection from spurious 
actuations, not protection from operator error. Protection from operator error 
may involve similar but more restrictive provisions, as addressed in guidance 
related to Human Factors. 

The RadlCS platform does not include provisions for safety display or control devices. 
Therefore, this criterion is not applicable to RadlCS safety equipment. 

RadlCS safety system tuning parameters are protected from modification during normal system 
operation. Changes to system tuning parameters must be performed through the MATS tuning 
interface which is disabled during normal operation. A system tuning access key-switch must 
be placed in the tuning enabled position to enable the MATS tuning interface and thus permit 
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system tuning actions. Operation of the tuning key-switch effects a disconnection of the MATS 
tuning interface by removing electrical power to the associated LAN Transceiver unit. 

System level compliance with this position is dependent on plant-specific design and must be 
evaluated during plant specific application development. 

This position also states the following: 

Each control processor or its associated communication processor should detect 
and block commands that do not pass the communication error checks. 

The RadlCS platform does not include provisions for safety display or control devices. 
Therefore, this criterion is not applicable to RadlCS equipment. System level compliance with 
this position is dependent on plant-specific design and must be evaluated during plant specific 
application development. 

The NRG staff determined that the RadlCS platform can be used to support compliance with the 
guidance of Position 3.1-5 of Dl&C-ISG-04. See PSAI 7 .10 for plant specific actions pertaining 
to Dl&C-ISG-04. 

3.11 Compliance to IEEE Std. 603-1991 Requirements 

For applicable nuclear power generating stations, the regulation at 10 CFR 50.55a(h) requires 
that safety systems meet the requirements stated in IEEE Std. 603-1991, "IEEE Standard 
Criteria for Safety Systems for Nuclear Power Generating Stations," and the correction sheet 
dated January 30, 1995. The NRG staff evaluation is based on the guidance contained in SRP 
Chapter 7, Appendix 7.1-C, "Guidance for Evaluation of Conformance to IEEE Std. 603," which 
provides acceptance criteria for this standard. This NRC staff evaluation also addresses the 
RG 1.153, "Criteria for Safety Systems," endorsement of IEEE Std. 603-1991. 

3.11.1 IEEE Std. 603-1991, Clause 4, "Safety System Designation" 

Clause 4 of IEEE Std. 603-1991 states that a specific basis shall be established for the design 
of each safety system of the nuclear power generating station. SRP Chapter 7, Appendix 7.1-C, 
Section 4, "Safety System Designation," provides acceptance criteria for these requirements. 
The determination and documentation of the design basis for a safety system is a plant-specific 
activity that is dependent on the plant design. Since the RadlCS TR does not address a specific 
application of the platform, the design basis for a safety system is not available for review and 
no evaluation of the Rad I CS platform against these regulatory requirements could be 
performed. Nevertheless, the applicant provided a summary of compliance to the criteria of 
IEEE Std. 603 in Section 12.2.1, "Regulatory Guide 1.153," of the RadlCS TR. 

Section 5.7.8 of the Rad I CS TR states that RadlCS platform features that would support 
compliance with IEEE Std. 603-1991 for a specific project are described in Section 12 of the TR. 
The NRG staff reviewed Section 12 of the TR and evaluated the capabilities of the Rad I CS 
platform to address the criterion of IEEE Std. 603-1991 as follows. See PSAI 7.11 for plant 
specific actions pertaining to IEEE Std. 603 1991. 
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Clause 4. 7 Range of Conditions for Safety System Performance 

This clause states that the range of transient and steady-state conditions of both motive and 
control power and the environment (for example, voltage, frequency, radiation, temperature, 
humidity, pressure, and vibration) during normal, abnormal, and accident circumstances 
throughout which the safety system shall perform shall be documented. 

The Rad I CS Platform TR (Ref. 1) partially addresses this criteria by establishing documentation 
for the qualified range of operation of a Rad I CS based safety system. Table 9-1 of the Rad I CS 
TR documents the range of environmental conditions to.which the RadlCS Platform 
components are qualified to operate. Section 9, "Equipment Qualification and Analysis," of the 
RadlCS TR documents additional details of equipment qualifications and provides references to 
specific qualification standards, test procedures and test reports that provide a basis for the 
RadlCS component qualifications. This documentation can be used to support a plant specific 
application of the Rad I CS platform provided plant specific environmental conditions do not 
exceed the established conditions to which the RadlCS platform is qualified. See Section 3.6 of 
this SE for evaluation of RadlCS platform equipment qualification. 

Clause 4.8 Functional Degradation of Safety System Performance 

This clause states that conditions having the potential for functional degradation of safety 
system performance and for which provisions shall be incorporated to retain the capability for 
performing the safety functions (for example, missiles, pipe breaks, fires, loss of ventilation, 
spurious operation of fire suppression systems, operator error, failure in non-safety-related 
systems) shall be documented. 

The RadlCS Platform design partially addresses this criterion by incorporating design features 
that establish independence between the safety system components of a RadlCS based safety 
system and non-safety-related systems connected via isolation devices and the RadlCS Fiber 
Optic MATS interfaces. The documentation provided in the RadlCS TR can be credited for 
compliance with functional independence and isolation requirements of IEEE Std. 603. See 
Section 3.10.1 of this SE for evaluation of communication interfaces between the Rad I CS 
system and non-safety related systems. 

Clause 4.9 Reliability 

This clause states methods to be used to determine that the reliability of the safety system 
design is appropriate for each safety system design and any qualitative or quantitative reliability 
goals that may be imposed on the system design shall be documented. 

The Rad I CS platform TR (Ref. 1) partially addresses this criteria by providing documented basis 
for the platform self-diagnostics functions. RadlCS self-diagnostic features are described in 
Section 6.4, "Platform Diagnostics," of the TR and an evaluation of these platform features is 
provided in Section 3.7.3 of this SE. 

Section 9.2.1.3 of the TR also partially addresses this criterion by providing predicted reliability 
values for RadlCS modules. These values can be used by a licensee to support a reliability 
analysis to show compliance with plant specific reliability requirements. Section 3.5.2. 7 of this 
SE documents the NRC staff SE of the reliability characteristics of a Rad I CS safety system. 
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3.11.2 IEEE Std. 603-1991, Clause 5, "Safety System Criteria" 

Clause 5 of IEEE Std. 603-1991 requires that safety systems maintain plant parameters, with 
precision and reliability, within acceptable limits established for each design basis event. The 
power, l&C portions of each safety system are required to be comprised of more than one 
safety group of which any one safety group can accomplish the safety function. 

The establishment of safety groups that can accomplish a given safety function is a 
plant-specific activity and the topical report scope does not include specific applications. 
Therefore, the following evaluations against the requirements of IEEE Std. 603-1991 Section 5 
are limited to assessing capabilities and characteristics of the RadlCS platform that are relevant 
to satisfy each requirement. See PSAI 7.11. 

The following clauses were not evaluated because addressing compliance with this guidance is 
a plant-specific activity that depends on the system design. Therefore, NRC staff 
determinations are not provided for these clauses. 

• Clause 5.2, Completion of Protective Action 
• Clause 5.8, Information Displays 
• Clause 5.11, Identification 
• Clause 5.12, Auxiliary Features 
• Clause, 5.13, Multi-Unit Stations 
• Clause 5.14, Human Factors Considerations 

IEEE Std. 603-1991, Clause 5.1, "Single Failure Criterion" 

This clause requires that the safety system be able to perform its safety function required for a 
design basis event in the presence of: (1) any single detectable failure within the safety 
systems concurrent with all identifiable, but non-detectable, failures, (2) all failures caused by 
the single failure, and (3) all failures and spurious system actions that cause or are caused by 
the design basis event requiring the safety functions. 

Since the RadlCS TR does not address a specific application for approval, the evaluation 
against this requirement is limited to consideration of the means provided within the Rad I CS 
platform to address failures. The NRC staff evaluation of the capabilities and characteristics of 
the RadlCS platform that are relevant to the Single-Failure Criterion are documented in 
Section 3.7.3, Self-Diagnostics and Test and Calibration Capabilities, and in Section 3.5.2.6, 
Failure Mode and Effects Analysis, of this SE. 

IEEE Std. 603-1991, Clause 5.3, "Quality" 

Clause 5.3 of IEEE Std. 603-1991 states that the components and modules within the safety 
system must be of a quality that is consistent with minimum maintenance requirements and low 

failure rates, and that safety system equipment be designed, manufactured, inspected, installed, 
tested, operated, and maintained in accordance with a prescribed QA program. SRP Chapter 7, 
Appendix 7.1-C, Section 5.3, "Quality," provides acceptance criteria for the quality requirement. 
This acceptance criteria states that the QA provisions of 10 CFR Part 50, Appendix B, apply to a 
safety system. 
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The RadlCS platform components are manufactured by a supplier company, RPC Radiy, under 
a QMS. Section 3, "Quality Assurance," of the Rad I CS TR provides descriptions of both the 
RPC Radiy and the Radics LLC quality assurance programs. Below is a summary of these 
programs. 

RPC Radiy QA Program 

The RPC Radiy organizational structure is described and illustrated in Section 3.2 of the TR. 
Product development activities are performed by various design bureaus in accordance with a 
pre-defined Radiy product life cycle and services model. RPC Radiy uses a QMS to perform 
QA activities to support all activities of this life cycle. The RPC Radiy QMS is based on 
international standards organization (ISO) 9001 :2015, "Quality Management Systems." The 
RPC Radiy QMS is a certified ISO 9001:2015 program. RPC Radiy design and QMS practices 
are also compliant with safety requirements for l&C systems described in IEC 61508. 

This RPC Radiy QMS has not been assessed by the NRC staff to be compliant to 10 CFR Part 
50, Appendix B. Therefore, Radics LLC performs CGD of the Rad I CS platform components 
received from RPC Radiy. 

Radics LLC QA Program 

Radics LLC is responsible for all RadlCS-based application project activities. However, Radics 
LLC does not perform the design and manufacturing of the individual Rad I CS platform 
components which are supplied by RPC Radiy; so Radics LLC will perform CGD of these 
components. The Radics LLC QA program is described and illustrated in Section 3.3 of the TR. 
This Section of the TR describes various departments and bureaus that are involved in 
Rad I CS-based application projects. The roles and responsibilities for each of these 
organizations are also described. Two figures are provided in the TR to illustrate the 
organization structure and responsibilities and workflow interfaces, in relation to product life 
cycle activities. Section 3.5.1.3 of this SE also provides an evaluation of the RPC Radiy, and 
Radics LLC QA programs. 

The Radics LLC 1 O CFR Part 50, Appendix B based QA policy is established in the Rad I CS 
QAPD (QAPD-001), which was reviewed by the NRC staff during the regulatory audit in Toronto 
(Ref. 9). The NRC staff confirmed that the Rad I CS platform is maintained under the Radics 
LLC, Appendix B based QAPD, which is intended to satisfy the requirements of Appendix B 
during all phases of the product life cycle. The Radics LLC Appendix B based QAPD assigns 
major functional responsibilities for activities and key processes related to the design, 
procurement, manufacturing, testing, inspection, modification, shipment and other related 
product realization activities for Dl&C systems and components. However, Application Logic 
and implementation of its specific life cycle processes are outside the scope of this review and 
should be addressed in plant-specific reviews. See PSAI 7.11. 

Commercial grade dedication activities are conducted in accordance with Radics LLC 1 O CFR 
Part 21 compliant commercial grade dedication processes and are conducted by an 

organization that is independent from the platform component design organization. Radics LLC 
uses a 10 CFR Part 50, Appendix B based QAPD to govern activities related to development of 
RadlCS systems. The Radics LLC Appendix B based QAPD is also used to govern the RadlCS 
component commercial grade dedication activities. 
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Based on the review of the RadlCS platform application development processes, operating 
experience, life cycle design output documentation, and testing and review activities, the NRC 
staff finds the dedication evidence of the Rad I CS platform components in conjunction with 
Radics QA processes to be acceptable for demonstrating built-in quality. Thus, the RadlCS 
platform hardware and ED logic implementations show sufficient quality to be suitable for use in 
safety-related nuclear applications. Assuring supplier quality during application development is 
the responsibility of the licensee. Thus, a licensee must assure that supplier quality is in 
accordance with the licensee's Appendix B program. See PSAI 7.11. 

IEEE Std. 603-1991, Clause 5.4, "Equipment Qualification" 

This clause contains the equipment qualification requirements. SRP Chapter 7, 
Appendix 7.1-C, Section 5.4, "Equipment Qualification," provides acceptance criteria for IEEE 
Std. 603-1991, Clause 5.4. 

The evaluation of the environmental qualification for the Rad I CS platform is contained in 
Section 3.6 of this SE. This SE also identifies plant-specific actions necessary to demonstrate 
that the Rad I CS platform performance as bounded by its established qualification envelope 
satisfies the requirements of the plant-specific installation environment for plant-specific safety 
functions. 

The NRC staff evaluation provided in Section 3.6 determined that the Rad I CS platform EQ 
provides an acceptable type test to establish a documented set of platform safety functions, and 
range of installation conditions for the RadlCS platform. The NRC staff concludes that the 
RadlCS platform equipment is suitable for reference by licensees and conforms to Reg. Guide 
1.209's endorsement of IEEE Std. 323-2003 for qualification of SR computer-based l&C 
systems installed in mild environment locations. The NRC staff further determined that the 
RadlCS platform is capable of satisfying IEEE Std. 603-1991, Clause 5.4 criteria, provided that 
environmental conditions of the installed location remain within the established Rad I CS platform 
qualification levels. 

IEEE Std. 603-1991, Clause 5.5, "System Integrity" 

This clause states that the safety systems be designed such that the system can accomplish its 
safety functions under the full range of applicable conditions enumerated in the design basis. 
SRP Chapter 7, Appendix 7.1-C, Section 5.5, "System Integrity," provides acceptance criteria 
for system integrity. 

Determination of system integrity is a plant-specific activity that requires an assessment of a full 
system design against a plant specific design basis. A platform-level assessment can only 
address those characteristics that support fulfillment of this requirement by a system design 
based on the platform. Since the RadlCS TR does not address a specific application or 
establish a definitive safety system design, the evaluation against this requirement is limited to 
consideration of the integrity demonstrated by the Rad I CS platform and its features to assure a 
safe state can be achieved in the presence of failures. While the evaluation indicates the 
suitability of the platform to contribute to satisfying this requirement, a plant-specific evaluation 
is necessary to establish full conformance with Clause 5.5. 

The RadlCS platform design has several characteristics that can be used to establish a high 
level of system integrity. These characteristics are described and evaluated in Section 3. 7 of 
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this SE. Though specific ranges of applicable conditions are not enumerated in the TR, platform 
components are qualified to ranges of conditions that are typically acceptable for nuclear power 
plant applications .. Licensees using a Radics LLC based safety system are required to ensure 
that enumerated plant design conditions are within the conditions for which the RadlCS platform 

components are qualified. For most safety applications, re-qualification of Radics LLC 
components beyond established qualification levels will not be necessary. 

Radics LLC based systems are also designed to operate in a deterministic manner. The NRC 
staff evaluated the deterministic attributes of the Rad I CS platform and the results of that 
evaluation are in Section 3.7.2 of this SE. Deterministic performance and high reliability are 
attributes of the Rad I CS platform, which can support compliance with System Integrity criteria of 
Clause 5.5 of IEEE Std. 603 1991. 

, IEEE Std. 603-1991, Clause 5.6, "Independence" 

This clause contains the requirements for physical, electrical, and communications 
independence. SRP Chapter 7, Appendix 7.1-C, Section 5.6, "Independence," provides 
acceptance criteria for system independence. 

The specific redundancy needed for a RadlCS platform-based safety system is intended to be 
defined at the system level during the application development. Therefore, the determination of 
independence is a plant-specific activity that requires an assessment of a full system design. A 
platform-level assessment can only address those characteristics of the Rad I CS platform that 
can support fulfillment of this requirement by a system design based on the platform. The 
platform's evaluation against this requirement is limited to consideration of the digital 
communications for the system, which are described in Section 3.2.3 and evaluated in 
Section 3.10 this SE. Because the Rad I CS TR does not address a specific application or 
establish a definitive safety system design. See PSAI 7.11. 

IEEE Std. 603-1991, Clause 5.6.1, "Between Redundant Portions of a Safety System" 

This clause states that the safety systems be designed such that there is sufficient 
independence between redundant portions of a safety system such that the redundant portions 
are independent of and physically separated from each other to the degree necessary to retain 
the capability to accomplish the safety function during and following any design basis event 
requiring that safety function. 

Specific redundancy needed for a RadlCS platform-based system will be defined at the system 
level during the plant specific application development to accomplish the safety function during 
and following any design basis event requiring that safety function. 

The RadlCS platform includes several design characteristics, which can be used to support 
compliance with this position. For example, communication between redundant divisions of a 
Radics LLC based safety system can be performed using Fiber Optic RPP Communications 
Interfaces. These Interfaces are described in Section 3.2.3.2.2 and evaluated in Section 3.1 O of 
this SE. The NRC staff determined that Fiber Optic RPP Communications provide an 
acceptable means of performing communications between redundant safety divisions while 
maintaining divisional communications independence. 
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RadlCS platform Data Communications are performed using optical transceiver units, which 
provide electrical isolation between safety divisions for these interfaces. The NRC staff 
reviewed the optical transceiver units and determined they provide an acceptable means of 
establishing electrical independence between safety divisions of a RadlCS platform-based 
safety system. 

Though compliance with this clause remains a plant-specific requirement, these design 
characteristics of the Rad I CS platform discussed above can be used in a plant specific design 
to support conformance to the criteria of Clause 5.6.1 of IEEE Std. 603-1991. 

IEEE Std. 603-1991, Clause 5.6.2, "Between Safety Systems and Effects of Design Basis 
Event" 

This clause states that the safety systems required to mitigate the consequences of a specific 
design basis event must be independent of, and physically separated from, the effects of the 
design basis event to the degree necessary to retain the capability to meet the requirements of 
this standard. Clause 5.6.2 further states that environmental qualification in accordance with 
5.4 is one method that can be used to meet this requirement. 

Determining the effects of design basis events and establishing the physical separation of the 
safety system from the effects of those events are plant-specific activities. However, the 
qualification of the Rad I CS platform under the generic service conditions required in EPRI 
TR-107330 can be used to demonstrate the capability of a safety system based on the platform 
to satisfy this requirement. The evaluation of the environmental qualification for the Rad I CS 
platform is contained in Section 3.6 of this SE. This SE also identifies plant-specific actions to 
demonstrate that the RadlCS platform performance as bounded by its EQ satisfies the 
requirements of the plant-specific installation environment for the plant-specific safety functions. 

Based upon the installation of RadlCS platform equipment in a mild environment, which is 
bounded by the equipment qualification discussed and evaluated in Section 3.6 of this SE, the 
NRC staff determined that the Rad I CS platform features can be used to support compliance 
with IEEE Std. 603-1991 Clause 5.6.2. A referencing applicant or licensee must address the 
plant-specific actions associated with confirming the application and installation have been 
bounded by the RadlCS platform EQ including each boundary/interface condition. Compliance 
to this clause can only be demonstrated by application design that assures that redundant 
equipment are not susceptible to the effects of a design basis event. See PSAI 7.11. 

IEEE Std. 603-1991, Clause 5.6.3, "Between Safety Systems and Other Systems" 

This clause states that the safety systems be designed such that credible failures in and 
consequential actions by other systems will not prevent the safety systems from meeting the 
requirements of this standard. This requirement is subdivided into requirements for 
interconnected equipment, equipment in proximity, and the effects of a single random failure. 

Evaluation of this clause requires identification of credible failures in and consequential actions 
by other systems as documented in the applicant's or licensee's plant-specific design basis. 
The RadlCS platform provides digital communication design features that can support 
independence between a RadlCS platform-based safety system and other interfacing systems, 
which are discussed in Section 3.2.3 and evaluated in Section 3.1 O of this SE. 
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The RadlCS platform design can support use of interconnected equipment. However, because 
the RadlCS TR does not include plant specific information on external systems, the NRC staff is 
unable to evaluate the effects of connected system on Rad I CS system operation. Therefore, 
adequate independence between RadlCS systems and external systems should be established 
during plant-specific application development. See PSAI 7.10. 

IEEE Std. 603-1991, Clause 5.7, "Compatibility for Testing and Calibration" 

This clause contains testing and calibration requirements. Determination of the test and 
calibration requirements that must be fulfilled depends upon the plant-specific safety 
requirements (e.g., accuracy) that apply. In addition, the establishment of the types of 
surveillance necessary for the safety system to ensure detection of identifiable single failures 
that are only announced through testing is a plant-specific activity. 

Since the RadlCS TR does not address a specific application or establish a definitive safety 
system design, the evaluation against this requirement is limited to consideration of the means 
provided within the platform to enable testing and calibration of redundant portions of a safety 
system. Section 3. 7.3 of this SE discusses the RadlCS platform's self-diagnostic capabilities, 
which can be used to support IEEE Std. 603-1991, Clause 5.7 criteria. 

IEEE Std. 603-1991, Clause 5.9, "Control of Access" 

This clause states; the design shall permit the administrative control of access to safety system 
equipment. These administrative controls shall be supported by provisions within the safety 
systems, by provision in the generating station design, or by a combination thereof. 

The RadlCS platform design includes provisions for controlling access to RadlCS equipment 
while in service. Section 3.13 of this SE includes an evaluation of these provisions. These 
provisions include physical access controls to Radiy modules, logic access controls and 
software access controls of the MATS system. Use of these provisions can be administratively 
controlled by the system operators. Implementation of administrative controls is an application 
specific activity which must be performed during plant application development. See PSAI 7.11. 

IEEE Std. 603-1991, Clause 5.10, "Repair" 

This clause states that safety systems shall be designed to facilitate timely recognition, location, 
replacement, repair, and adjustment of malfunctioning equipment. 

The self-diagnostic features of the Rad I CS platform design can be used to support compliance 
with this criterion. These include self-identification of faulted modules, on-line modular 
replacement capabilities, and internal redundancy options, which can be implemented in a 
plant-specific design. Section 3.7.3 of this SE includes an evaluation of self-diagnostic features. 
The NRC staff determined the RadlCS platform design is generally capable of supporting timely 
recognition, location, replacement, repair, and adjustment of malfunctioning equipment. 
However, some aspects of a system repair capabilities must be determined during application 
development and therefore compliance with this position should be confirmed during plant 
application development. See PSAI 7.11. 



- 107 -

IEEE Std. 603-1991, Clause 5.15, "Reliability" 

Clause 5.15 of IEEE Std. 603-1991 requires appropriate analysis of system designs to confirm 
that any established reliability goals, either quantitative or qualitative, have been met. 

The evaluation against this requirement is limited to consideration of the reliability 
characteristics of the platform and its components. The NRC staffs review of Rad I CS platform 

reliability is further addressed Section 3.5.2. 7 of this SE. This review identifies an activity to be 
performed as part of the plant-specific application of the Rad I CS platform. Because plant and 
system specific reliability goals are not provided in the RadlCS TR and instead must be 
established on a plant-specific basis, the NRC staff was unable to make a safety determination 
for this criterion. See PSAI 7.11. 

A description of Rad I CS platform component reliability is included in Section 9.2.1 of the 
RadlCS TR, "Failure Modes, Effects, and Diagnostic Analysis." This description includes a 
discussion of expected failures, failure rates, and failure effects of RadlCS equipment. The 
NRC staff determined the TR contains platform reliability information that can be used to 
demonstrate conformance to plant specific reliability goals. 

3.11.3 IEEE Std. 603-1991, Clause 6, "Sense and Command Features - Functional and Design 
Requirements" 

The requirements of this clause, in addition to the requirements of Clause 5, apply to the Sense 
and Command Features of a safety system. 

The functional and design requirements for the sense and command features of a safety system 
are dependent solely on the specific application. Since the RadlCS TR does not address a 
specific application of the platform, include the sensors, nor provide a specific safety system 
design, the functional and design requirements for a safety system are not available for review 
and no evaluation of the Rad I CS platform against these regulatory requirements could be 
performed. Specifically, the following requirements were not evaluated: 

• Clause 6.1, Automatic Control 
• Clause 6.2, Manual Control 
• Clause 6.3, Interaction between Sense and Command Features and other Systems 
• Clause 6.4, Deviation of System Inputs 
• Clause 6.6, Operating Bypass 
• Clause 6. 7, Maintenance Bypass 

IEEE Std. 603-1991, Clause 6.5, "Capability for Testing and Calibration" 

Clause 6.5 of IEEE Std. 603-1991 requires that a means shall be provided for checking, with a 
high degree of confidence, the operational availability of each sense and command feature input 
sensor required for a safety function during reactor operation. 

The RadlCS platform contains design features that are inherent in the platform design, as well 
as, features that can be implemented during application development to support a plant's 
methods of checking operational availability of the system through the self-diagnostic and 
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periodic testing. The NRC staff's review of the Rad I CS self-diagnostics, test and calibration 
capabilities is provided in Section 3.7.3 of this SE. Because determination of specific input 
sense and command requirements are plant-specific, the NRC staff considers this criterion to be 
a plant specific action. See PSAI 7.11. 

IEEE Std. 603-1991, Clause 6.8, "Setpoints" 

This clause is related to determination of sense and command feature setpoints. 
This requirement for setpoints primarily addresses factors beyond the scope of a digital platform 
(e.g., plant design basis limits, modes of operation, and sensor accuracy). The RadlCS TR 
does not address a specific application or establish a definitive safety system, which is 
necessary to demonstrate the adequacy of setpoints that are associated with IEEE 
Std. 603-1991, Clause 4.4. Therefore, the setpoint uncertainty must be addressed in a 
plant-specific analysis. A description of the Rad I CS platform Setpoint Determination 
Methodology is provided in Section 9.2.2 of the RadlCS TR. This Section describes the 
approach to be used to prepare the setpoint analysis support documentation for RadlCS 
platform-based digital safety systems. The NRC staff's review of this approach is provided in 
Section 3.8 of this SE. The NRC staff determined the Radics LLC Setpoint methodology 
provides an acceptable process for establishing setpoints in a RadlCS platform-based safety 
system. 

Because determination of setpoints is not performed at the generic platform level, compliance 
with this criterion to determine adequacy of established setpoints remains a plant-specific 
activity, which must be performed during system development. See PSAI 7.11. 

3.11.4 IEEE Std. 603-1991, Clause 7, "Execute features -functional and design requirements" 

Section 7 of IEEE Std. 603-1991 contains five clauses that apply to execute features of safety 
systems. Execute features are the electrical and mechanical equipment and interconnections 
that perform a function, associated directly or indirectly with a safety function, upon receipt of a 
signal from the sense and command features. The scope of the execute features extends from 
the sense and command features output to and including the actuated equipment-to-process 
coupling. 

Since the Rad I CS TR does not address a specific application of the platform, include the 
sensors, nor provide a specific safety system design, the functional and design requirements for 
a safety system are not available for review and no evaluation of the Rad I CS platform against 
these regulatory requirements could be performed. Specifically, the following requirements 
were not evaluated: 

• Clause 7 .1, Automatic Control 
• Clause 7.2, Manual Control 
• Clause 7.3, Completion of Protective Action 
• Clause 7.4, Operating Bypass 
• Clause 7.5, Maintenance Bypass 

Establishment of compliance with these criteria are a plant-specific action. See PSAI 7.11. 
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3.11.5 IEEE Std. 603-1991, Clause 8, "Power Source Requirements" 

Clause 8 of IEEE Std. 603-1991 states that those portions of the Class 1 E power system that 
are required to provide the power to the many facets of the safety system are governed by the 
criteria of this document and are a portion of the safety systems, and that specific criteria unique 
to the Class 1 E power systems can be found in IEEE Std. 308-1980. 

Power supply requirements for the Rad I CS platform are described in Section 6.8, "PSWD 
Operation," of the Rad I CS platform TR. A Rad I CS system receives input from two 24 VDC 
power sources for operation. These power inputs are distributed to each of the system modules 
through connections on the chassis backplane. Each module contains a PSWD unit that 
receives the two 24 VDC inputs and converts these to voltage levels necessary to support 
module operation. The PSWD units are sub-components of the modules in which they are 
installed and therefore are included the RadlCS analysis of platform equipment qualification in 
Section 3.6 of this SE. However, determination of the power sources external to the Rad I CS 
equipment to be provided to a RadlCS platform-based safety system (i.e., 24 VDC power 
supplies, or 120 VAC power to the 24 VDC power supplies) is a plant-specific activity and will 
need to be addressed during plant system development. See PSAI 7.11. 

3.12 Conformance with IEEE Std. 7-4.3.2-2003 

RG 1.152, Revision 3, "IEEE Standard Criteria for Use of Computers in Safety Systems 
of Nuclear Power Plants," states that conformance with the requirements of IEEE Std. 7-
4.3.2-2003, "IEEE Standard Criteria for Digital Computers in Safety Systems of Nuclear Power 
Generating Stations," is a method that the NRC staff has deemed acceptable for satisfying the 
NRC's regulations with respect to high functional reliability and design requirements for 
computers used in the safety systems of nuclear power plants. 

SRP Chapter 7, Appendix 7.1-D, "Guidance for Evaluation of the Application of IEEE 
Std. 7-4.3.2," contains guidance for the evaluation of the application of the requirements of IEEE 
Std. 7-4.3.2. 

The requirements of IEEE Std. 7-4.3.2-2003 supplement the requirements of IEEE 
Std. 603 -1991 by specifying criteria that address hardware, software, firmware, and interfaces 
of computer-based safety systems. Consequently, the structure of IEEE Std. 7-4.3.2-2003 
parallels that of IEEE Std. 603-1991. For those clauses where IEEE Std. 7-4.3.2-2003 contains 
no requirements beyond those found in IEEE Std. 603-1991 and SRP Chapter 7, 
Appendix 7.1-D contains no additional guidance, no review for compliance with IEEE 
Std. 7-4.3.2-2003 is required. Specifically, Clauses 4, 6, 7, and 8 were not reviewed. Thus, the 
subsections below are limited to those clauses where further evaluation is warranted. The 
review against the criterion of IEEE Std. 603-1991 is documented in Section 3.11 of this SE. 

The NRC staff's evaluation is limited to consideration of generic platform design features, which 
do not depend on specific application development. All other aspects of IEEE Std. 7-4.3.2 
conformance are plant specific criteria, which must be addressed during plant system 
development. The NRC staff identified PSAI 7.12 as an action to establish conformance with 
the IEEE Std. 7-4.3.2 clauses discussed below. 
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3.12.1 IEEE Std. 7-4.3.2-2003, Clause 5, "Safety System Criteria" 

Clause 5 of IEEE Std. 7-4.3.2-2003 contains requirements to supplement the criteria of IEEE 
Std. 603-1991 Clause 5. In addition, SRP Chapter 7, Appendix 7.1-D, Section 5 contains 
specific acceptance criteria for IEEE Std. 7-4.3.2-2003, Clause 5. 

The implementation of a computer-based safety system is a plant-specific activity. Since the 
RadlCS TR does not address a specific application, the evaluation against the following 
requirements addresses the capabilities and characteristics of the RadlCS platform that are 
relevant for adherence to each criterion of IEEE Std. 7-4.3.2. 

IEEE Std. 7-4.3.2-2016, Clause 5.1, "Single-failure criteria" 

IEEE Std. 7-4.3.2-2003 does not include criteria beyond those identified in IEEE Std. 603-1991 
for Single Failure Criteria, however, the current version of IEEE Std. 7-4.3.2-2016 does include 
additional criteria. The NRC staff, therefore, reviewed RadlCS platform design conformance to 
the current version of this criteria. 

Clause 5.1 of IEEE Std. 7-4.3.2-2016 states that functions that are assumed to malfunction 
independently in the safety analysis shall not be affected by failure of a single programmable 
digital device (POD). 

Although this criterion is plant-specific and must be further addressed during safety system 
development, the NRC staff determined that a RadlCS platform-based safety system has the 
capability of meeting these criteria provided that functional independence characteristics are 
established in accordance with the system design basis requirements of IEEE Std. 603-1991. 
Independence criteria are further addressed in the NRC staff evaluation of IEEE Std. 7-4.3.2, 
Clause 5.6. 

Clause 5.1 of IEEE Std. 7-4.3.2-2010 also states that functions shall be configured (e.g., 
functionally distributed) such that a single POD malfunction or software error shall not result in 
spurious actuations that are not enveloped in the plant design bases, accident, anticipated 
transients without scram (A TWS) provisions, or other provisions for abnormal conditions. This 
includes spurious actuation of more than one plant device or system as a result of a single POD 
malfunction or software error. 

Distribution of functions within a Rad I CS based safety system is determined during application 
system development activities. The NRC staff considers a RadlCS subsystem including a logic 
module to be a single POD for the purposes of the criteria of IEEE Std. 7-4.3.2-2010. As such, 
allocation of safety functions to a single Rad I CS subsystem should consider plant design bases, 
accident analyses, and ATWS provisions. This criterion is plant-specific and must be addressed 
during safety system development. 

IEEE Std. 7-4.3.2-2003 Clause 5.3, "Quality" 

Clause 5.3 of IEEE Std. 7-4.3.2-2003 states that hardware quality is addressed in IEEE 
Std. 603-1998, and that software quality is addressed in IEEE/EIA Std. 12207.0-1996 and 
supporting standards. Clause 5.3 further states that the digital computer development process 
should include the development activities for both computer hardware and software, the 
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integration of the hardware and software, and the integration of the POD with the safety system. 
Clause 5.3 includes six sub-clauses to identify activities beyond the requirements of IEEE 
Std. 603-1991 that are necessary to meet quality criterion for digital safety systems including 
software. 

The Rad I CS platform components are developed to support a variety of safety critical 
applications in compliance with International Organization for Standardization (IS0)-9001. 
Radics LLC purchases and performs commercial grade dedication of the Rad I CS platform 
components to qualify them for use in safety-related applications for U.S. Nuclear Power Plants. 
To support this SE, Radics LLC submitted commercial grade dedication summary reports for 
each of the Rad I CS components of the platform (Ref. 8). These documents describe the 
Radics LLC commercial grade dedication activities and component qualification requirements. 
Section 3.4 of this SE includes an evaluation of the CGD processes used for the Rad I CS 
platform components. 

IEEE Std. 7-4.3.2 also states: "In addition to the requirements of IEEE Std. 603-1998, the 
following activities necessitate additional requirements that are necessary to meet the quality 
criterion" 

• Software Development - The equivalent of a software development activity is the logic 
ED development process described in Section 8 of the Rad I CS TR. See Section 3.5 of 
this SE for evaluation of RadlCS logic development processes. 

• Qualification of existing commercial computers - RadlCS does not use computers 
however, commercial grade modules are qualified for use in RadlCS systems by means 
of a 1 O CFR Part 50, Appendix B QAPD commercial grade dedication process. See 
Section 3.4 of this SE for additional information on the Radics LLC commercial grade 
dedication processes. 

• Use of software tools - Software tools are used extensively as part of the logic 
development processes. See evaluation of software tools criterion below. 

• Verification and Validation - V&V activities performed on RadlCS products are defined in 
a V&V plan. Details of the Rad I CS V&V processes are provided in Section 7.4 of the 
Rad I CS TR. Rad I CS V&V is evaluated in Section 3.5.1.6 of this SE. 

• Configuration Management - CM activities performed for Rad I CS products are defined 
in a CM plan. Details of the RadlCS configuration management processes are provided 
in Section 7.5 of the Rad I CS TR. RadlCS configuration management is evaluated in 
Section 3.5.1.7 of this SE. 

• Risk Management - The Rad I CS TR states: "The use of the FSMP described in 
Section 3.2.2.3 satisfies the risk management requirements of IEEE Std. 7-4.3.2-2003 
Section 5.3.6." See evaluation of Clause 5.3.6 below. 

The Radics LLC QAPD employed for Rad I CS platform components is compliant with 1 O CFR 
Part 50, Appendix B. All RadlCS platform hardware and software development and 
maintenance activities are governed by the Radics LLC Appendix B QAPD as described in 
Section 3 of the RadlCS TR (Ref. 1). An evaluation of the QAPD is provided in Section 3.5.1.3 
of this SE. 

Activities for development of RadlCS platform-based l&C systems for US NPPs will be 
performed under the 10 CFR Part 50, Appendix B-compliant QAP. However, evaluation of 
development process implementation including system integration activities used for plant 



- 112 -

application software must be evaluated for conformance with Clause 5.3 criteria during plant 
application development. See PSAI 7.12. 

IEEE Std. 7-4.3.2-2003, Clause 5.3.1, "Software Development" 

Clause 5.3.1 of IEEE Std. 7-4.3.2-2003 requires an approved software QAP consistent with the 
requirements of IEEE/EIA 12207.0-1996 for all software that is resident at runtime. 

EPRI TR-106439, as accepted by the NRC SE dated July 17, 1997, and EPRI TR-107330, as 
accepted by the NRC SE dated July 30, 1998, provide guidance for the evaluation of existing 
commercial computers and software. 

The Rad I CS logic development processes are evaluated in Section 3.5 of this SE. The Rad I CS 
CGD process is conducted in accordance with 10 CFR Part 21 to ensure the RadlCS platform 
has the technical critical characteristics and level of quality consistent with a product developed 
under a 1 O CFR Part 50, Appendix B compliant program. Logic implementation quality planning 
for the Rad I CS EDs is evaluated in Section 3.5.1.3 of this SE. The NRG staff found it to be . 
acceptable for use in nuclear safety applications. Plant application logic QA planning activities 
must be performed in conjunction with application development activities. See PSAI 7 .12. 

IEEE Std. 7-4.3.2-2003 Clause 5.3.1.1, "Software Quality Metrics" 

Clause 5.3.1.1 of IEEE Std. 7-4.3.2-2003 states that the use of software quality metrics shall be 
considered throughout the software life cycle to assess whether software quality requirements 
are being met. 
Since the Rad I CS platform logic is dedicated rather than developed under the Radics LLC QA 
program, this requirement does not apply within the context of development activities for the 
generic RadlCS platform logic. Activities performed following commercial grade dedication of 
the Rad I CS platform components are however, subject to the established 10 CFR Part 50, 
Appendix B compliant Radics LLC QAP. 

Section 7.7, "Development Process Metrics," of the RadlCS TR (Ref. 1) describes processes 
used for tracking process related metrics during platform logic development. It states that 
"Quality metrics are used throughout the Rad I CS life cycle to assess the effectiveness of the 
software QA program." Process quality metrics include: anomaly reports, V&V open issues, and 
test coverage data. 

The NRG staff determined quality metrics are considered throughout the RadlCS logic 
development life cycle to assess whether logic ED quality requirements are met. It is noted that 
the responsibilities for the QA manager to develop measurable data relating to the effectiveness 
of the Radics LLC QAP should be included in a plant-specific QAP. An evaluation of metric 
usage for the application logic development must be conducted during plant-specific application 
development for any system based on the RadlCS platform. See PSAI 7.12. 

IEEE Std. 7-4.3.2-2003 Clause 5.3.2, "Software Tools" 

Clause 5.3.2 of IEEE Std. 7-4.3.2-2003 states that software tools used to support software 
development processes and V&V processes shall be controlled under configuration 
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management, and that the tools shall either be developed to a similar standard as the safety 
related software, or that the software tool shall be used in a manner such that defects not 
detected by the software tool will be detected by V&V activities. 

Software tools used to support RadlCS FBL and ED development activities are described in 
Section 8.3 of the Rad I CS TR. Several commercial tools are used to produce the FBL and the 
ED logic for the Rad I CS Modules. Radics LLC also submitted a Tool Selection and Evaluation 
Report (Ref. 39) to support this evaluation. The RadlCS TR lists eight different software tool 
types and eleven specific software tools that are used during RadlCS logic development 
activities. The functions of each tool are described in the TR and a tool classification is 
assigned based upon specific tool characteristics and usage. The TR also identifies 
configuration items generated for each software tool. 

Software tools used for RadlCS FBL and ED development were not themselves developed in 
accordance with the Radics LLC 10 CFR Part 50, Appendix B QA program and are thus not 
classified as safety-related. These software tools are used in a manner such that defects not 
detected by the software tools will be detected by V&V activities described in the RadlCS V&V 
Plan (Section 7.4, "Rad I CS Platform V&V," of the Rad I CS TR, Reference 1) and corrected 
through the Radics LLC corrective action programs (See Section 3.3.4, "Corrective Action 
Program," of the RadlCS TR). 

The NRC staff reviewed Section 8.3 of the Rad I CS TR and confirmed these tools are used in a 
manner, which is consistent with the criteria of IEEE Std. 7-4.3.2 Clause 5.3.2. The NRC staff 
also confirmed that software tools used for RadlCS FBL and ED logic development are 
controlled under the Radics LLC configuration management program and that justifications for 
tool selection were provided in the Radics LLC Tool Selection and Evaluation Report (Ref. 39). 
The NRC staff could not evaluate the use of software tools for plant application logic 
development during this SE because no safety application was provided. The use and control 
of development tools for plant specific logic designs must be addressed during safety system 
application development. See PSAls 7.2 and 7.12. 

IEEE Std. 7-4.3.2-2003, Clause 5.3.3, "Verification and Validation" 

Clause 5.3.3 of IEEE Std. 7-4.3.2-2003 states that a V&V program should be applied throughout 
the system development life cycle, and states that the software V&V effort shall be performed in 
accordance with IEEE Std. 1012-1998. This clause further states that requirements for the 
highest software integrity level 4 shall be applied to software developed using IEEE Std. 7-4.3.2. 

The NRC evaluated the Radics LLC Verification and Validation program, described in 
Section 7.4 of the Rad I CS TR, and determined it to be compliant with the criteria of IEEE 
Std. 1012-2004, which is endorsed by RG 1.168. Though software is not used in the operating 
RadlCS system, platform and application logic are developed using a software integrity level 
that is equivalent to software integrity level 4, as defined in IEEE Std. 1012-1998. Details of this 
evaluation are provided in Section 3.5.1.6 of this SE. See PSAI 7.12. 

IEEE Std. 7-4.3.2-2003, Clause 5.3.4, "Independent V&V Requirements" 

Clause 5.3.4 of IEEE Std. 7-4.3.2-2003 defines the levels of independence required for the V&V 
effort, in terms of technical independence, managerial independence, and financial 
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independence. This clause also requires development activities to be verified and validated by 
individuals or groups with appropriate technical competence who are also different than the 
individuals or groups who performed the development activities. 

The NRC evaluation of the Radics LLC verification and validation processes, described in 
Section 7.4 of the RadlCS TR, included an assessment of the type and level of independence 
maintained between the Application Design Bureau and the Verification and Validation and 
CGD Departments at Radics LLC. Evaluation of the Rad I CS V&V planning is provided in 
ection 3.5.1.6 of this SE. The NRC staff determined that Radics LLC's Verification and 
Validation and CGD Departments are adequately independent from the organization performing 
design activities. The Verification and Validation and CGD Departments do not report to 
members of the Application Design Bureau and therefore managerial independence is 
established. The Verification and Validation and CGD departments are not subject to the same 
budget constraints as is the Application Design Bureau and therefore financial independence is 
established. The Verification and Validation and CGD Department members are trained and 
qualified to levels comparable to members of the Application Design Bureau and therefore the 
Verification and Validation and CGD departments are technically competent and technical 
independence is established. 

IEEE Std. 7-4.3.2-2003, Clause 5.3.5, "Software Configuration Management" 

Clause 5.3.5 of IEEE Std. 7-4.3.2-2003 states that SCM shall be performed in accordance with 
IEEE Std. 1042-1987, and that IEEE Std. 828-1998 provides guidance for the development of 
software configuration management plans. IEEE Std. 828-2005 is endorsed by RG 1.169. 

The NRC evaluated the Radics LLC configuration management program, described in 
Section 7.5 of the Rad I CS TR, and determined it to be compliant with the criteria of IEEE 
Std. 828-2005- as endorsed by RG 1.169. Details of this evaluation are provided in 
Section 3.5.1. 7 of this SE. The NRG staff also confirmed that Radics LLC Configuration 
Management program includes all of the minimum required activities listed in Clause 5.3.5 of 
IEEE Std. 7-4.3.2-2003. See PSAI 7.12. 

IEEE Std. 7-4.3.2-2003 Clause 5.3.6, "Software Project Risk Management" 

Clause 5.3.6 of IEEE Std. 7-4.3.2-2003 defines the risk management (RM) required for a 
software project. SRP Chapter 7,. Appendix 7.1-0, Section 5.3.6, "Software Project Risk 
Management," provides acceptance criteria for software project Risk Management. This clause 
states that software project risk management is a tool for problem prevention and be performed 
at all levels of the digital system project to provide adequate coverage for each potential 
problem area. It also states that software project risks may include technical, schedule, or 
resource related risks that could compromise software quality goals, and thereby affect the 
ability of the safety computer system to perform safety-related functions. Additional guidance 
on the topic of rick management is provided in IEEE/EIA Std. 12207.0-1996, "IEEE Standard for 
Industry Implementation of International Standard ISO/IEC 12207: 1995 (ISO/IEC 12207) 
Standard for Information Technology- Software Life Cycle Processes," and IEEE Std. 
1540-2001, "IEEE Standard for Life Cycle Processes B Risk Management." 

Risk management is part of the overall project RadlCS planning process and is addressed as 
part of the Rad I CS management plan. See Section 3.5.1.1 of this SE. 
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Risk management for a Rad I CS system includes identification and assessment of risk factors 
associated with a project. Potential risks identified during any phase of the Radics LLC 
development lifecycle process are identified and methods for addressing and mitigating these 
risks are then implemented. The RadlCS system design planning work instructions describe 
risk areas to be considered and provide guidance for identifying and addressing risk items. 
Risks and hazards associated with RadlCS-based systems are also addressed by the 
processes established by the FSMP. These processes are further discussed in the 
Clause 5.4.2.1 below. 

The RadlCS system design planning work in~tructions call for a project specific management 
plan to describe methods used for risk identification, assessment and management, with 
particular attention to risks that have the potential for compromising safety. The project specific 
management plan would also describe the mechanisms for tracking risk factors and 
implementing contingency plans. 

The Radics LLC Software Quality Assurance Plan also describes several activities that can be 
used to identify project risks during RadlCS system development. The Radics LLC Quality 
Assurance process includes methods of identifying and addressing product quality issues during 
development as well as processes for escalating issues that pose risks to RadlCS logic quality 
or safety goals. 

The NRC staff determined that risk management has been adequately implemented within the 
RadlCS safety life cycle as a tool for problem prevention. Risk Management is performed at all 
levels of the Radics LLC system project development process and the risk management 
processes provide adequate coverage for potential RadlCS platform problem areas. RadlCS 
project risks include technical, schedule, and resource related risks that could compromise 
quality goals, or affect the ability of the RadlCS safety system to perform safety-related 
functions. RadlCS Risk management processes therefore meet the criteria of IEEE 
Std. 7-4.3.2-2003, Clause 5.3.6. See PSAI 7.12. 

IEEE Std. 7-4.3.2-2003, Clause 5.4, "Equipment Qualification" 

Clause 5.4 of IEEE Std. 7-4.3.2-2003 defines computer equipment qualification requirements. 
SRP Chapter 7, Appendix 7.1-D, Section 5.4, "Equipment Qualification," provides acceptance 
criteria for computer EQ. IEEE Std. 7-4.3.2, Clause 5.4 states that in addition to the EQ criteria 
provided by IEEE Std. 603-1991 and Section 5.4 of SRP Chapter 7, Appendix 7.1-C, additional 
criteria, as defined in Sections 5.4.1 and 5.4.2, are necessary to qualify digital computers for 
use in safety systems. These sections are discussed below. 

IEEE Std. 7-4.3.2-2003, Clause 5.4.1, "Computer System Testing" 

Clause 5.4.1 of IEEE Std. 7-4.3.2-2003 discusses the software that should be operational on 
the computer system while qualification testing is being performed. SRP Chapter 7, 
Appendix 7.1-D, Section 5.4.1, "Computer System Testing," provides acceptance criteria for 
computer EQ testing. IEEE Std. 7-4.3.2, Clause 5.4.1 states that computer EQ testing should 
be performed while the computer is functioning, with software and diagnostics that are 
representative of those used in actual operation. 
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Section 3.6 of this SE discusses the evaluation of the environmental qualification program for 
the Rad I CS platform. Radics LLC complied with the guidance of EPRI TR-107330 for the 
generic qualification of a PLC platform. EQ testing of the Rad I CS platform-based representative 
system was performed while the test system modules were functioning. Test application logic 
and standard platform diagnostic functions (as described in Section 6.4 of the RadlCS TR), 
representative of those to be used in actual operation were in operation during EQ testing. 
The test application logic was specifically designed to support qualification testing of the 
Rad I CS platform while providing generic functionality of the test system. Based on the 
evaluation in Section 3.6 of this SE and review of the Rad I CS equipment qualification test 
summary report (Ref. 8), the NRG staff concludes that the Radics LLC qualification program met 
the requirement for computer testing of the Rad I CS platform, subject to satisfactory resolution of 
the plant-specific action items in Section 3.4 of this SE. 

IEEE Std. 7-4.3.2-2003, Clause 5.4.2, "Qualification of Existing Commercial Computers" 

Clause 5.4.2 of IEEE Std. 7-4.3.2-2003 defines the Qualification of Existing Commercial 
Computers for use in SR applications in nuclear power plants. SRP Chapter 7, Appendix 7.1-D, 
Section 5.4.2, "Qualification of Existing Commercial Computers," states that EPRI TR-106439 
and EPRI TR-107330 provide specific guidance for the evaluation of commercial grade digital 
equipment and existing PLCs. 

Radics LLC commercially dedicated the pre-developed RadlCS platform logic in accordance 
with guidance of EPRI TR-106439 and generically qualified the RadlCS platform in accordance 
with the guidance of EPRI TR-107330. Section 3.4 of this SE includes an evaluation of the 
CGD processes used to support RadlCS platform development. 

The NRC staff determined the generic qualification of the Rad I CS platform, performed in 
conjunction with commercial grade dedication activities, complies with the guidance of both 
EPRI TR-106439 and EPRI TR-107330. there are plant specific activities that must be 
performed during application development to ensure conformance with these criteria for specific 
plant environmental conditions. See PSAI 7.4. 

IEEE Std. 7-4.3.2-2003, Clause 5.4.2.1, "Preliminary Phase of the commercial off the shelf 
(COTS) Dedication Process" 

This clause of IEEE Std. 7-4.3.2-2003 specifies that the risks and hazards of the dedication 
process are to be evaluated, the safety functions identified, configuration management 
established, and the safety category of the system determined. 

Risks and hazards associated with RadlCS-based systems are addressed by the processes 
used for product development through a program established by a FSMP (Ref. 10). The RPG 
Radiy FSMP describes the process and procedures used to design; verify and validate; and 
maintain the Radiy FSC which constitutes the components of the Rad I CS platform. The FSMP 
also defines management responsibilities including responsibilities for performing risk 
management activities. 

The NRC staff reviewed the RPG Radiy FSMP (Ref. 10) and confirmed that risk management is 
performed at all levels of the Radiy FSC project development process and the risk management 
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processes provide adequate coverage for potential RadlCS platform component logic and 
hardware problem areas. 

Risks and hazards of the dedication process are evaluated by Radiy LLC as a project 
management activity to be performed during plant specific application development. The safety 
functions for a plant system are identified during application development which is not included 
in the scope of this evaluation. Radiy LLC processes for establishing configuration 
management during application development are described in Section 7.5 of the TR and are 
evaluated in Section 3.5.1. 7 of this SE. The NRC staff determined that risk management has 
been adequately implemented within the RPC Radiy processes as a tool for problem 
prevention. The established RadlCS processes for addressing system risks and hazards 
therefore satisfy the criteria of IEEE Std. 7-4.3.2-2003, Clause 5.4.2.1. 

IEEE Std. 7-4.3.2-200_3 Clause 5.4.2.2, "Detailed Phase of the COTS Dedication Process" 

This clause of IEEE Std. 7-4.3.2-2003 involves evaluation of the commercial grade item for 
acceptability based on detailed acceptance criteria. In particular, critical characteristics of the 
COTS item are to be evaluated and verified. The characteristics are identified in terms of 
physical, performance, and development process attributes. This requirement is addressed by 
the guidance in EPRI TR-106439. Specifically, a critical design review is specified to identify 
physical, performance, and dependability (i.e., development process) characteristics, which are 
then verified by one or more of the fours methods identified in the guide. 

Rad I CS platform components are developed in accordance with a FSMP for the purpose of 
being qualified for use in nuclear safety applications. Radics LLC performs commercial grade 
dedication of these components using a 1 O CFR Part 50, Appendix B compliant QA program to 
facilitate their use in RadlCS platform-based designs. The Radics LLC commercial grade 
dedication processes are described in Section 4 of the Rad I CS TR, and is evaluated in 
Section 3.4 of this SE. 

Platform component changes. or new product development activities are governed by the Radics 
LLC 1 O CFR Part 50, Appendix B compliant quality assurance processes. Therefore, Rad I CS 
platform components are COTS components and these components will continue to be 
dedicated as commercial grade components. 

The characteristics for each CGD component of the Rad I CS platform are identified in terms of 
physical, performance, and development process attributes. A critical design review is 
performed to identify physical, performance, and dependability characteristics, and these 
characteristics are verified using acceptable methods. CGD reports (Refs. 21 through 29) 

provide documented evidence of compliance with each of the characteristics described using 
acceptable methods of verification. Section 3.4 of this SE provides an evaluation of this CGD 
process. The established RadlCS processes for performing platform component CGD activities 
therefore satisfy the criteria of IEEE Std. 7-4.3.2-2003, Clause 5.4.2.2. 

IEEE Std. 7-4.3.2-2003, Clause 5.4.2.3, "Maintenance of CommercialDedication" 

This clause of IEEE Std. 7-4.3.2-2003 specifies that documentation supporting CGD of a 
computer-based system or equipment is to be maintained as a configuration control item. 
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In addition, modifications to dedicated computer hardware, software, or firmware are to be 
traceable through formal documentation. 

All components of the Rad I CS platform are commercially dedicated and maintained by Radics 
LLC. These components are designed and developed in accordance with European nuclear 
safety standards and are then dedicated under the Radics LLC 1 O CFR 50, Appendix B 
compliant quality assurance program. 

The NRC staff reviewed the RadlCS Commercial Grade Dedication Plan and determined that 
documents supporting CGD of RadlCS components are maintained as configuration control 
items. Section 3.4 of this SE provides an evaluation of this CGD process. Modifications to 
dedicated RadlCS components are traceable through formal QA documentation. The 
processes used to dedicate and maintain RadlCS components therefore comply with 
Clause 5.4.2.3 of IEEE Std. 7-4.3.2. 

IEEE Std. 7-4.3.2-2003, Clause 5.5, "System Integrity" 

Clause 5.5 of IEEE Std. 7-4.3.2-2003 states that in addition to the system integrity criteria 
provided by IEEE Std. 603-1991, the digital system shall be designed for computer integrity, test 
and calibration, and fault detection and self-diagnostics activities. These attributes are further 
defined in Clause 5.5.1, "Design for computer integrity," Clause 5.5.2, "Design for test and 
calibration," and Clause 5.5.3, "Fault detection and self-diagnostics." There are no specific 
acceptance criteria shown in SRP Chapter 7, Appendix 7.1-D, Section 5.5, "System Integrity." 

IEEE Std. 7-4.3.2-2003, Clause 5.5.1. "Design for Computer Integrity" 

Clause 5.5.1 of IEEE Std. 7-4.3.2-2003 states that the computer must be designed to perform 
its safety function when subjected to conditions, either external or internal, that have significant 
potential for defeating the safety function. 

The Rad I CS platform includes features to provide fault detection and mitigation capabilities. 
The Rad I CS platform includes diagnostics and self-testing (see Section 3. 7 .3 of this SE) that 
support a high-level of system integrity. However, Radics LLC did not define a specific system 
architecture or application for the RadlCS platform. Instead, Radics LLC defined a generic 
platform that can be used in a wide range of applications or configurations. Therefore, the NRC 
staff only evaluated the features provided in the generic platform. This evaluation can be used 
to support development of future plant-specific logic applications. 

The Rad I CS platform qualification activities discussed in Section 3.6 of this SE, provide suitable 
evidence that the Rad I CS platform is capable of maintaining plant safety when subjected to 
environmental conditions that have the potential to defeat implemented safety functions. 

The NRC staff determined that fault detection and mitigation design features provided for the 
RadlCS platform can be used to facilitate performance of safety functions in a reliable manner. 
Determination of compliance with the criterion of IEEE Std. 7-4.3.2, Clause 5.5.1 requires a 
plant-specific action item to address system integrity for a plant-specific application (see 
Section 7.12). Plant specific system requirements must be established to identify safety system 
preferred failure modes for each safety function performed. 
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IEEE Std. 7-4.3.2-2003, Clause 5.5.2, "Design for Test and Calibration" 

Clause 5.5.2 of IEEE Std. 7-4.3.2-2003 states that test and calibration functions shall not 
adversely affect the ability of the computer to perform its safety function, and that it shall be 
verified that the test and calibration functions do not affect computer functions that are not 
included in a calibration change. The clause further states that V&V, configuration 
management, and QA be required for test and calibration functions on separate computers such 
as test and calibration computers that provide the sole verification of test and calibration data, 
but that V&V, configuration management, and QA is not required when the test and calibration 
function is resident on a separate computer and does not provide the sole verification of test 
and calibration data for the computer that is part of the safety system. 

Online self-diagnosis functions are provided in the RadlCS platform to support test and 
calibration requirements. These are described in Section 6.4 of the Rad I CS TR and are 
evaluated in Section 3. 7.3 of this SE. 

Qualification tests performed for the Rad I CS platform were conducted with self-diagnosis 
functions operating in conjunction with the test application performing basic functions. See 
Equipment Qualification Test Summary Report (Ref. 8) for additional information on these tests. 
The performance of the Rad I CS equipment during these tests demonstrated that diagnosis 
features did not adversely affect the ability of the system to perform its functions. Therefore, the 
NRG staff determined the diagnosis capabilities provided by the Rad I CS platform conform to 
this requirement. 

Calibration and test functions performed by the separate MATS computer are described in 
Section 3.2.4 of this SE. MATS computer and software are non-safety-related and is isolated 
from the RadlCS safety system during normal operations. The MATS functions therefore, 
cannot affect safety functions performed by the RadlCS safety system during operation. The 
MA TS computer does not provide the sole verification of test and calibration data for the 
RadlCS safety system and is therefore not subject to V&V, configuration management, and QA 
requirements of safety-related systems. 

Maintenance activities performed on a RadlCS based safety system, including periodic 
surveillance testing, will be defined based on the plant-specific system requirements. 
Determination of test and calibration requirements and establishment of surveillance tests 
necessary to ensure that the identifiable single failures are detected are plant-specific activities 
See PSAI 7.8. 

IEEE Std. 7-4.3.2-2003, Clause 5.5.3, "Fault Detection and Self-Diagnostics" 

Clause 5.5.3 of IEEE Std. 7-4.3.2-2003 discusses fault detection and self-diagnostics, and 
states that if reliability requirements warrant self-diagnostics, then computer programs should 
contain functions to detect and report computer system faults and failures in a timely manner, 
and that these self-diagnostic functions shall not adversely affect the ability of the computer 
system to perform its safety function, or cause spurious actuations of the.safety function. 

Section 3.7.3 of this SE provides an evaluation of the Rad I CS diagnostics and self-test 
capabilities. These tests and diagnostics provide functions to detect failures in the system 
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hardware, as well as to detect system failure modes identified in the RadlCS FMEDA. See 
Section 3.5.2.6 of this SE for more information on the Rad I CS FSC FMEDA. 

If errors are encountered during system operation, self-diagnosis features will respond by either 
providing an alarm or by setting output signals to pre-defined states depending on the severity 
of the fault identified. Alarms or predefined states are to be defined during plant system 
development and plant-specific Failure Analysis should be performed for each plant-specific 
application. 

Hardware and software based diagnostic features of the Rad I CS platform provide an acceptable 
method of detecting and reporting computer system faults and failures in a timely manner. The 
Rad I CS platform is therefore acceptable for providing fault detection in support of safety-related 
applications. However, because Radics LLC did not define the actions to be taken when Type 
Ill faults are detected and did not identify specific self-tests or periodic surveillance testing 
necessary to detect and address the effects of system failures on plant safety, there may be 
additional fault-detection and diagnostic function requirements to provide more comprehensive 
coverage of identified system failures. Therefore, determination of IEEE Std. 7-4.3.2, Clause 
5.5.3 compliance is a plant-specific evaluation item. See PSAls 7.8 and 7.12. 

IEEE Std. 7-4.3.2-2003, Clause 5.6, "Independence" 

Clause 5.6 of IEEE Std. 7-4.3.2-2003 states that, in addition to the requirements of IEEE 
Std. 603-1991, data communications between safety channels or between safety and 
non-safety systems shall not inhibit the performance of the safety function. SRP Chapter 7, 
Appendix 7.1-D, Section 5.6, "Independence," provides acceptance criteria for Independence. 
This guidance states that the regulation at 1 O CFR Part 50, Appendix A, GDC 24, "Separation of 
protection and control systems," requires the protection system be separated from control 
systems to the extent that failure of any single control system component or channel, or failure 
or removal from service of any single protection system component or channel that is common 
to the control and protection systems leaves intact a system satisfying all reliability, redundancy, 
and independence requirements of the protection system, and that interconnection of the 
protection and control systems shall be limited so as to assure that safety is not significantly 
impaired. 

Establishment of communications among redundant portions of a safety system or between the 
RadlCS safety system and other non-safety systems is a plant plant-specific activity. The base 
platform architecture identified in the RadlCS TR does not specify any direct connections or 
bi-directional communications between a RadlCS platform-based safety system and any other 
system. Since the RadlCS TR does not address a specific application or provide a definitive 
safety system design, the evaluation of the RadlCS platform against the communications 
independence aspect of this criteria is limited to features and capabilities of its communication 
interfaces. Section 3.2.3 of this SE describes communications interfaces available within the 
scope of the Rad I CS platform. Section 3.1 O of this SE contains an evaluation of the Radics LLC 
communications capabilities with respect to the guidance in Dl&C-ISG-04. This evaluation 
determined that when properly implemented, data communications between safety channels of 
a RadlCS based system or communications between safety and external non-safety systems 
would not inhibit the performance of the systems safety functions. 
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The NRG staff finds that the communications capabilities of the RadlCS platform provide 
acceptable design features to enable communications independence when appropriately 
configured. However, the specific interconnections defined for an application must be 
determined and addressed during plant application development. See PSAI 7.12 of this SE for 
plant specific action items. 

IEEE Std. 7-4.3.2-2016, Clause 5.7, "Capability for Test and Calibration" 

Clause 5.7 of IEEE Std. 7-4.3.2-2003 states that there are no requirements beyond those found 
in IEEE Std. 603-1991. SRP Chapter 7, Appendix 7.1-D, Section 5.7, "Capability for Test and 

Calibration," provides guidance for evaluating and determining acceptability of test and 
diagnostic software. It states that the reviewer should carefully examine the capability of the 
software to test itself. It includes guidance on comparing the relative complexity between 
diagnostics software and operational software and promotes a balance between added 
complexity of diagnostics and the gain of confidence in the system. 

Clause 5.7 of IEEE Std. 7-4.3.2-2016 states that safety system configuration shall not require 
change or modification to support periodic automated or manual surveillance testing. It also 
states that measurement and test equipment (M& TE) used for safety systems shall not 
adversely affect the safety system functionality and that wireless receivers/transmitters on 
temporarily-connected measurement and test equipment shall be disabled prior to connecting to 
safety-related equipment. 

The NRG staff evaluated the RadlCS self-diagnosis and test and calibration capabilities for 
conformance with these criteria. Section 3.7.3 of this SE describes and evaluates the Self­
Diagnostics features of the RadlCS platform. The Rad I CS platform design includes 
self-diagnostics features to detect failures within the RadlCS based safety system during 
operation. The use of wireless receivers/transmitters on temporarily-connected M& TE is not 
discussed in the RadlCS TR and is therefore not evaluated or approved for use by the NRG 
staff. There are also no requirements or expectations that RadlCS configuration changes would 
need to be made to support periodic automated or manual surveillance testing. 

The level of complexity introduced to the RadlCS system by the diagnostic features described in 
Section 6.4 of the Rad I CS TR was determined to be commensurate with the safety functions to 
be performed and the benefits provided by these features justify their inclusion into the Rad I CS 
platform design. The NRG staff finds that the RadlCS platform complies with the criteria of 
IEEE Std. 7-4.3.2-2016, Clause 5.7. A plant specific activity to establish conformance with 
criteria of IEEE Std. 7-4.3.2-2016, Clause 5. 7 for diagnostic functions included in plant 
application logic will need to be performed. See PSAI 7.12. 

IEEE Std. 7-4.3.2-2016, Clause 5.8, "Information Displays" 

Clause 5.8 of IEEE Std. 7-4.3.2-2003 states that there are no requirements beyond those found 
in IEEE Std. 603-1991. However, SRP Chapter 7, Appendix 7.1-D, Section 5.8, "Information 
Displays," notes that, in the past, information displays only provided a display function and, 
therefore, required no two-way communication. More modern display systems may also have 
included control functions and, therefore, the NRG staff reviews the capacity for information 
displays to ensure that incorrect functioning of the information displays does not prevent the 
safety function from being performed when necessary. 
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The 2016 version of IEEE Std. 7-4.3.2 provides additional criteria to be considered. Clause 5.8 
of IEEE Std. 7-4.3.2-2016 states that safety-related controls and indications shall be dedicated 
to specific safety divisions. 

The RadlCS platform scope does not include a safety information display or control 
components. The criteria of IEEE Std. 7-4.3.2-2016, Clause 5.8 is therefore not applicable to 
the RadlCS Platform. See PSAI 7.12. 

IEEE Std. 7-4.3.2-2016 Clause 5.9, "Control of Access" 

Clause 5.9 of IEEE Std. 7-4.3.2-2003 states that there are no requirements beyond those found 
in IEEE Std. 603-1991. For this reason, there is no additional guidance beyond that found in 
Section 5.9 of SRP Chapter 7, Appendix 7.1-C and RG 1.152, Revision 3. 

The 2016 version of IEEE Std. 7-4.3.2 provides additional criteria to be considered however, 
this criterion is currently not endorsed by the NRC and is instead addressed by the criteria of 
RG 1.152, Revision 3. The regulatory position Section in RG 1.152, Revision 3, provides 
guidance on security regarding electronic access to a safety system. SRP acceptance criteria 
for this guidance can be found in SRP Chapter 7, Appendix 7.1-D, Section 9. The evaluation of 
the Rad I CS platform against this guidance is contained in Section 3.13 of this SE. 

IEEE Std. 7-4.3.2-2003, Clause 5.10, "Repair" 

This clause states that no requirements beyond IEEE Std. 603-1998 are necessary. Therefore, 
no evaluation was performed for this clause. 

IEEE Std. 7-4.3.2-2003, Clause 5.11, "Identification" 

Clause 5.11 of IEEE Std. 7-4.3.2-2003 states that (1) identification requirements specific to 
software systems (i.e., firmware and software identification) shall be used to assure the correct 
software is installed in the correct hardware component, (2) means shall be included in the 
software such that the identification may be retrieved from the firmware using software 
maintenance tools, and (3) physical identification requirements of the digital computer system 
hardware shall be in accordance with the identification requirements in IEEE Std. 603-1991, 
Clause 5.11. SRP Chapter 7, Appendix 7.1-D, Section 5.11, "Identification," provides 
acceptance criteria and adds that the identification should be clear and unambiguous. The 
identification should include the revision level and should be traceable to configuration control 
documentation that identifies the changes made by that revision for computer Equipment 
Qualification. 

Establishing software/firmware identification requirements and providing the means for 
retrieving that identification information are directly related to the Radics LLC QAP, in particular, 
configuration management. Section 3.5.1. 7 of this SE contains the evaluation of Rad I CS 
configuration management process as it applies to maintaining the configuration of RadlCS 
platform logic. However, the RadlCS configuration management process for application logic is 
outside of the scope of this review. See PSAI 7.12. 

RadlCS configuration items are managed and controlled in accordance with the Radics LLC 
configuration management plan. Logic, FBL and ED version management and change control 
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mechanisms are applied to all configuration items. The configuration information of each 
hardware and logic component of a RadlCS based safety system is securely maintained as 
Rad I CS system configuration management records. Logic configuration versions for the 
assemblage of system logic components are defined in terms of a formally released, 
configuration-controlled project. 

Identification requirements specific to Rad I CS platform logic are used to assure the correct 
platform logic and FBLs are installed into the correct RadlCS modules. Identification of installed 
logic can be performed using the Rad I CS RPCT engineering tool. Physical identification of the 
Rad I CS hardware modules will be performed in accordance with the identification requirements 
in IEEE Std. 603-1991, Clause 5.11. See PSAI 7.12. 

Based on the processes reviewed and observed during the regulatory audit for RadlCS logic 
identification, the NRC staff determined the RadlCS platform complies with the guidance of 
IEEE Std. 7-4.3.2-2003, Clause 5.11 for its platform logic. However, assurance that proper 
hardware and plant application logic configuration is established and maintained is an activity 
that must be performed during plant application development and implementation. See 
PSAI 7.12. 

IEEE Std. 7-4.3.2-2003, Clause 5.15, "Reliability" 

Clause 5.15 of IEEE Std. 7-4.3.2-2003 states that, in addition to the requirements of IEEE 
Std. 603-1991, when reliability goals are identified, the proof of meeting the goals shall include 
the software. Guidance is provided in SRP Chapter 7, Appendix 7 .1-C, Section 5.15. 

As stated in RG 1.152, Revision 3, the NRC does not endorse the concept of quantitative 
reliability goals as the sole means of meeting regulations for reliability of digital computers in 
safety systems. Quantitative reliability determination, using a combination of analysis, testing, 
and operating experience, can provide an added level of confidence in the reliable performance 
of the computer system. 

Determination of the reliability requirements for a digital safety system is a plant-specific activity 
that requires an assessment of a full system design, its application, system platform logic, and 
the safety life cycle processes. Since the RadlCS TR does not address a specific plant 
application, nor establish a specific safety system design, the evaluation against this 
requirement is limited to consideration of the reliability characteristics of the Rad I CS digital 
platform and the quality of its platform logic. Section 3.5.2. 7 of this SE includes the NRC staff 
assessment and evaluation of RadlCS Reliability characteristics. While the evaluation indicates 
the platform satisfies this requirement, a plant-specific evaluation of RadlCS system reliability 

ag.ainst specific plant system reliability requirements is necessary to establish full conformance 
with Clause 5.15. See PSAI 7.12. 

3.13 Secure Development and Operational Environment 

A secure development environment (SDOE) must be established to ensure that unneeded, 
unwanted and undocumented code is not introduced into a digital safety system. This SDOE 
must also protect digital safety systems from unwanted and unauthorized access or changes to 
the system. 
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Regulatory Guide 1.152, Revision 3, describes a method that the NRC considers acceptable to 
comply with the regulatory criteria to promote high functional reliability, design quality, and 
establish secure development and operational environments for the use of digital computers in 
SR systems at nuclear power plants. The guidance for secure development and operational 
environments states that potential vulnerabilities should be addressed in each phase of the 
digital safety system life-cycle. The overall guidance provides the basis for physical and logical 
access controls to be established throughout the digital system development process to address 
the susceptibility of a digital safety system to inadvertent access and modification. 

Regulatory positions 2.1 - 2.5 of RG 1.152, Revision 3 identify controls that an applicant should 
implement during the development activities for safety related digital systems. The RadlCS 
platform was originally developed under a European nuclear quality program, which is described 
in Section 3.2 of the Rad I CS TR, and was not specifically designed to conform to the criteria of 
RG 1.152. However, the RadlCS platform was developed for nuclear power plant applications, 
including safety-related systems, and it includes security features that can be used to prevent or 
mitigate the effects of inadvertent access during development and operation. 

Section 11 of the Rad I CS TR describes the secure development environment, the Rad I CS 
platform vulnerability assessment, and the implementation of SDOE controls. This 
Section states the following: 

The RadlCS platform secure development environment is designed to 
meet the guidance of RG 1.152 by providing (1) measures and controls 
taken to establish a secure environment for development of the digital 
safety system against undocumented, unneeded, and unwanted 
modifications and (2) protective actions taken against a predictable set of 
undesirable acts that could challenge the integrity, reliability, or 
functionality of a digital safety system during operations. 

Below the NRC staff evaluated the Rad I CS SDOE to confirm conformance with the criterion of 
RG 1.152 as follows. For criteria that could not be evaluated, PSAI 7.13 specifies actions to be 
performed during plant-specific application development. 

RG 1.152, Revision 3, Regulatory Position 2.1, "Concepts Phase" 

Identification and Description of Secure Operational Environment Design Features 

Regulatory Position 2.1 states that digital safety system design features required to establish a 
secure operational environment for the system should be identified and described as part of an 
application. Evaluation of a safety system against this part of the regulatory position is, in part, 
a plant-specific activity that requires an assessment of a completed system design. 

Additionally, cyber-security and other security controls applied to the latter phases of the life 
cycle that occur at a licensee's site are not part of the 1 O CFR Part 50 licensing process and fall 
under the purview of other licensee programs. See PSAI 7.13. 

RPC Radiy and Radics LLC have implemented several design features in the RadlCS that are 
intended to eliminate vulnerabilities associated with company security management and the 
digital equipment development processes. These design features are listed as security 
measures and are described in Section 11.1 of the Rad I CS TR and are evaluated in Section 3.5 
of this SE as an integral part of the Rad I CS development processes. 
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Assessment of Potential Susceptibilities 

Regulatory Position 2.1 states that the digital safety system's potential susceptibility to 
inadvertent access and undesirable behavior from connected systems over the course of the 
system's life cycle that could degrade its reliable operation should be assessed. This 
assessment should identify the potential challenges to maintaining a secure operational 
environment for the digital safety system and a secure development environment for 
development life cycle phases. 

RPC Radiy addressed this part of the regulatory position by performing a development 
environment vulnerability assessment. The results of this vulnerability assessment are 
documented in the FSC Security Analysis Report (Ref. 36). This analysis identifies the RadlCS 
platform development assets, vulnerabilities and secure controls used to identify and mitigate 
risks associated with unwanted, unneeded and undocumented functionality being introduced 
during system development or modification. This RPC Radiy FSC development environment 
vulnerability assessment includes assessments of: hardware, software and logic, configuration, 
and network vulnerabilities. The NRC staff concludes that these vulnerability assessments can 
be used to show conformance with the criteria of RG 1.152, Position 2.1; however, the 
establishment of a secure environment for application logic development remains a plant 
specific action. See PSAI 7.13. 

Remote Access 

Regulatory Position 2.1 states that remote access to the safety system should .not be allowed. 
In RG 1.152, remote access is defined as the ability to access a computer, node, or network 
resource that performs a safety function or that can affect the safety function from a computer or 
node that is located in an area with less physical security than the safety system (e.g., outside 
the protected area). 

Evaluation of a safety system against this part of the regulatory position is a plant-specific 
activity that requires an assessment of a completed system design. The RadlCS platform 
design partially addresses this part of the regulatory position by incorporating design features 
that limit connectivity between RadlCS safety systems and other external systems. 
Section 3.2.3.2 of this SE describes external communications interfaces of the Rad I CS platform 
and Section 3.10 of the SE evaluates these interfaces for regulatory compliance. These 
interfaces include features that can be credited to restrict remote accessibility for RadlCS 
systems. See PSAI 7.13. 

RG 1.152, Revision 3, Regulatory Position 2.2, "Requirements Phase" 

Definition of Secure Operational Environment Functional Requirements 

Regulatory Position 2.2 states that the functional performance requirements and system 
configuration for a secure operational environment; interfaces external to the system; and 
requirements for qualification, human factors engineering, data definitions, documentation for 
the software and hardware, installation and acceptance, operation and execution, and 
maintenance should be defined. The design feature requirements intended to maintain a 
secure operating environment and ensure reliable system operation should be part of the overall 
system requirements. 
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The conformance of a safety system with this part of the regulatory position was not evaluated 
because defining and establishing requirements for external communication interfaces is a 
plant-specific activity that requires an assessment of the safety system design. See PSAI 7.13. 

Verification of SDOE Requirements 

Regulatory Position 2.2 states that the verification process of the requirements phase should 
ensure the correctness, completeness, accuracy, testability, and consistency of the system's 
SDOE features. 

Section 11.4 of the Rad I CS TR identifies secure development and operational environment 
controls that are included in the RadlCS platform design. The identified controls include: 
communications, platform diagnostics, and access control design features. These SDOE 
features have been implemented in accordance with the platform development processes 
described and evaluated in Section 3.5 of this SE. These development processes provide a 
framework for establishing correctness, completeness, accuracy, testability, and consistency 
attributes and were determined by the NRG staff to be acceptable. Application specific SDOE 
features may also be identified during system requirements development activities. Such 
features would need to be included as application design requirements and would need to be 
incorporated into the application logic during the application development process. See 
PSAls 7.2 and 7.13. 

Use of Predeveloped Software (Logic) and Systems 

Regulatory Position 2.2 states that the requirements specifying the use of pre-developed 
software and systems (e.g., reused software and COTS systems) should address the reliability 
of the safety system (e.g., by using pre-developed software functions that have been tested and 
are supported by operating experience). 

The RadlCS platform modules and electronic designs, which include PFBL and AFBL libraries 
are developed and maintained by RPG Radiy, which is not an 10 CFR Part 50, Appendix B 
supplier. 

RadlCS modules, including platform logic designs are commercially dedicated by Radics LLC 
for use in nuclear applications. Section 4 of the Rad I CS TR describes the process for 
performing commercial grade dedication of RadlCS Modules including methods used during 
commercial grade dedication to address safety system reliability. Section 3.4 of this SE 
provides an evaluation of the Radics LLC commercial grade dedication processes. 
The RadlCS platform logic is pre-developed and is subject to application specific safety system 
reliability requirements. See Section 3.5.2.7, "Reliability Analysis," of this SE. Application ED 
logic will be developed by Radiy LLC under its QA program and in accordance with a licensee's 
10 CFR Part 50, Appendix B QA processes. See PSAI 7.2 for more information on vendor 
oversight activities to be performed during application development. The NRG staff concludes 
that the Radiy LLC CGD processes can be used show conformance with the criteria of RG 
1.152 Position 2.2; however, reliability requirements are plant specific and therefore must be 
verified during application logic development. See PSAI 7.13. 

i 
I 
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Prevention of the Introduction of Unnecessary Requirements 

Regulatory Position 2.2 states that the introduction of unnecessary or extraneous requirements 
that may result in inclusion of unwanted or unnecessary code should be prevented during the 
requirements phase. 

Evaluation of a safety system against this part of the regulatory position is a plant-specific 
activity that requires an assessment of a completed system design. See PSAI 7.2 for more 
information on V&V activities to be performed during application development including the 
development of system requirements specifications and PSAI 7 .13 for establishing conformance 
with this criterion. RPC Radiy partially addresses this part of the regulatory position by requiring 
an independent reviewer check the requirements specifications in order to detect and correct 
the insertion of requirements that have an undesirable effect on the secure operational 
environment of the system. This ensures that the secure operational environment features of 
the Rad I CS Platform are not compromised by changes or the introduction of new functions or 
products to the platform design. The NRC staff concludes that these secure operational 
environment features can be used show compliance with the criteria of RG 1.152 Position 2.2; 
however, the additional plant specific actions must be taken to ensure that unnecessary 
requirements are not included in the application logic. See PSAI 7.13. 

3.12.3 RG 1.152, Revision 3, Regulatory Position 2.3, "Design Phase" 

System Features: Translation of SOE Requirements into Design Configuration Items 

Regulatory Position 2.3 states that the safety system design features for a secure operational 
environment identified in the system requirements specification should be translated into 
specific design configuration items in the system design description. 

Evaluation of a safety system against this part of the regulatory position is a plant-specific 
activity that requires an assessment of a completed system design. See PSAI 7.2 for more 
information on V&V activities to be performed during application development including 
development of a system design description. Radics LLC partially addresses this part of the 
regulatory position by using requirements traceability methods to confirm the traceability of the 
RadlCS platform SDOE features from requirements to design specifications. See 
Section 3.5.2.5 of this SE for evaluation of the Radiy requirements traceability processes. See 
PSAI 7.13. 

Physical and Logical Access Controls 

Regulatory Position 2.3 states that physical and logical access control features should be based 
on the results of the assessment performed in the concepts phase of the life cycle. 

RPG Radiy partially addresses this part of the regulatory position because the physical, logical 
and administrative access control features established for platform logic development are based 
on the results of the completed FSC security analysis. Evaluation of a specific safety system 
against this part of the regulatory position is a plant-specific activity that requires an assessment 
of a completed system design. See PSAI 7.2 for more information on V&V activities to be 
performed during application development including performance of an application development 
environment vulnerability assessment. 

-~- __ _J 
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The NRC staff reviewed the platform FSC security analysis report (Ref. 36) and determined the 
vulnerability assessments provided can be used show conformance with the criteria of 
RG 1.152, Position 2.3 for platform logic physical and logical access control functions; however, 
the implementation of physical and logical access controls into application logic remains a plant 
specific action. See PSAI 7.13. 

The RadlCS platform secure development environment ensures that no unintended electronic 
design logic is included in the platform and related documentation during electronic design 
development, and that unintended changes to the platform logic installed in the system are 
prevented. 

RPC Radiy implements configuration control measures to: detect unauthorized changes to 
controlled documents (e.g., specifications, design descriptions and test reports); control access 
to the document control system and the electronic design development and storage 
environment; independently verify that the content of production copies of electronic designs 
match the controlled master copies, label controlled media and storage devices, and identify 
electronic design versions that are under development, approved for production, and retired. 
The RadlCS platform TR states that security measures that are designed to eliminate credible 
vulnerabilities associated with company security management and the digital equipment 
development process have been implemented. However, the review of the application logic 
secure development environment controls implemented in a RadlCS platform-based system is a 
plant-specific activity. See PSAI 7.13 for further information on this activity. 

The programming ports used to modify RadlCS FPGA or CPLD logic on system modules are 
inaccessible during normal system operation. [ 

] generate a signal that can be used to initiate an alarm in the main 
control room. Configuration of this alarm is a PSAI. See PSAI 7.2. 

The NRC staff finds that the Rad I CS platform contains secure operational environment features 
that can be used to support the plant specific safety applications. Because determination of a 
secure operational environment is a plant specific activity, the NRC staff considers this criterion 
to be a plant specific action. See PSAI 7 .13. 

Prevention of the Introduction of Unnecessary Design Features 

Regulatory Position 2.3 states that measures should be taken to prevent the introduction of 
unnecessary design features or functions that may result in the inclusion of unwanted or 
unnecessary code. 

Rad I CS development processes partially address this part of the regulatory position by requiring 
an independent review of the electronic design specifications in order to detect and correct the 
insertion of design features that could have an undesirable effect on the secure operational 
environment of the system. Requirements traceability methods are used to verify that the 
secure operational environment features from the requirement phase are correctly translated 
into the design, and to ensure that unauthorized functionality is not introduced into the design. 
The NRC staff finds that Rad I CS processes for verify_ing the translation of SDOE design 
features is acceptable and can be used to support the plant specific application of the Rad I CS 
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platform. Because determination of a secure operational environment is a plant specific activity, 
the NRC staff considers this criterion to be a plant specific action. See PSAI 7.13. 

3.12.4 RG 1.152, Revision 3, Regulatory Position 2.4, "Implementation Phase" 

Transformation from System Design Specification to Design Configuration Items 

Regulatory Position 2.4 states that the developer should ensure that the transformation from the 
system design specification to the design configuration items of the secure operational 
environment is correct, accurate, and complete. 

Rad I CS development processes partially address this part of the regulatory position by using 
requirements traceability methods. Requirements traceability methods are used to verify that 
the secure operational environment features from design specification to design configuration 
items. 

The NRC staff finds that Rad I CS processes for verifying the translation of SDOE design 
specifications is acceptable and can be used to support the plant specific application of the 
RadlCS platform. Because determination of a secure operational environment is a plant 
specific activity, the NRC staff considers these criteria to be a plant specific action. See 
PSAI 7.13. 

Implementation of Secure Development Environment Procedures and Standards 

Regulatory Position 2.4 states that the developer should implement secure development 
environment procedures and standards to minimize and mitigate any inadvertent or 
inappropriate alterations of the developed system. 

RPC Radiy addresses this part of the regulatory position through implementation of 
development environment control procedures and by implementing physical, logical and 
administrative controls to construct and maintain a secure development environment that 
minimizes the potential for unintended modifications to the system. 

During the regulatory audit, the NRC staff reviewed Radiy ·procedures used to implement the 
secure development environment and found them to be adequate means of establishing the 
secure platform development environment. The NRC staff finds that RPC Radiy secure 
platform development environment controls and procedures meet the criterion of regulatory 
position 2.4 and are, therefore, acceptable. 

Establishment of a secure development environment for application logic development remains 
a plant specific activity which must be performed during application logic development. See 
PSAI 7.13. 

Accounting for Hidden Functions in the Code 

Regulatory Position 2.4 states that hidden functions and vulnerable features embedded in the 
code, their purpose and their impact on the integrity and reliability of the safety system should 
be accounted for. 
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Radics LLC addresses this part of the regulatory position by performing various V&V activities. 
An independent V&V team is used to check the system electronic designs and FBLs. The 
independent V&V team verifies the electronic designs by performing functional and structural 
unit testing, which would detect and correct the insertion of functions and vulnerable features 
that would have an undesirable effect on the secure operational environment of the system. 
The NRC staff evaluated the V&V processes and activities used for Ra_dlCS platform 
development. See Sections 3.5.1.6 and 3.5.2.2 of this SE for more information on this 
evaluation. 

The NRC staff finds that Radics LLC processes for detecting and addressing errors in the 
platform and logic implementation are acceptable and can be used to support the plant specific 
application of the Rad I CS platform. Because determination of a secure operational environment 
is a plant specific activity, the NRC staff considers this criterion to be a plant specific action. 
See PSAI 7.13. 

3.12.5 RG 1.152, Revision 3, Regulatory Position 2.5, "Test Phase" 

Validation of Secure Operational Environment Design Configuration Items 

Regulatory Position 2.5 states that the secure operational environment design requirements and 
configuration items intended to ensure reliable system operation should be part of the validation 
effort for the overall system requirements and design configuration items. 

The conformance of a safety system with this part of the regulatory position was not evaluated 
because it is an activity that requires an assessment of the plant-specific safety system design. 
See PSAI 7.13. 

Configuration of Secure Operational Environment Design Features 

Regulatory Position 2.5 states that the developer should correctly configure and enable the 
design features of the secure operational environment. The developer should also test the 
system hardware architecture, external communication devices, and configurations for 
unauthorized pathways and system integrity. 

The compliance of a safety system with this part of the regulatory position was not evaluated 
because it is an activity that requires an assessment of the plant-specific safety system design. 
See PSAI 7.13. 

4.0 SUMMARY 

The NRC staff determined the RadlCS platform, consisting of modules described in the RadlCS 
TR, their design features, the platform logic embedded in electronic boards and the processes 
used to produce them are sufficient to support compliance with the applicable regulatory 
requirements for a plant-specific use for safety-related l&C systems. This determination is 
applicable for use of the Rad I CS platform in safety-related applications provided that each 
plant-specific use satisfies the limitations and conditions delineated in Section 5.0 of this SE and 
the system is properly installed and used. The NRC staff further concludes that the Rad I CS 
platform can be used in safety-related systems to provide reasonable assurance of adequate 
protection of public health, safety and security based on the technical evaluation provided in 
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Section 3.0 of this SE. On this basis, the NRC staff determined the Rad I CS platfrm is 
acceptable for use in safety-related l&C systems. 

5.0 LIMITATIONS AND CONDITIONS 

For each generic open item and plant-specific action item that applies to the applicant's or 
licensee's use of the Rad I CS platform, an applicant or licensee referencing this SE should 
demonstrate that applicable items have been satisfactorily addressed. The applicable items 
provide limitations and conditions for the Rad I CS platform's use, as reviewed by the NRC staff 
and documented within this SE. 

6.0 GENERIC OPEN ITEMS 

On the basis of its review of the Rad I CS platform, the NRC staff has identified the following 
generic, open items: 

6.1 Qualified Platform Components - This SE is limited to components of the Rad I CS 
platform listed in Table 3.2-1 of this SE. Use of other components for safety-related 
applications is not approved by the NRC and may be subject to additional evaluation and 
qualification testing. 

7.0 PLANT-SPECIFIC ACTION ITEMS 

The following plant-specific actions should be performed by an applicant or licensee referencing 
the RadlCS topical report for a safety-related system based on the RadlCS platform. 

7.1 

7.2 

7.3 

7.4 

Rad I CS Platform Changes - An applicant or licensee referencing the topical report 
should demonstrate that the RadlCS platform used to implement the plant-specific 
system is unchanged from the generic platform addressed in this SE. Otherwise, the 
licensee should clearly and completely identify any modification or addition to the 
generic RadlCS platform as it is employed and provide evidence of compliance by the 
modified platform with all applicable regulations that are affected by the changes. In 
addition, the applicant must verify that modules, features, and or functions that require 
configuration are properly configured and tested to meet system requirements. 

Application Logic Development Process - An applicant or licensee referencing the 
topical report should provide oversight to ensure the development of its Application Logic 
is performed in accordance with an acceptable process that is equivalent to the 
processes described in Sections 7 and 8 of the Rad I CS TR and evaluated in Section 3.5 
of this SE. 

System Cycle Time - The applicant or licensee must perform timing analyses and 
functional testing of the application logic implementation and system configuration to 
demonstrate that response time performance satisfies application specific requirements 
established in the plants safety analysis report. 

Plant-Specific Equipment Environmental Qualification - The applicant or licensee must 
demonstrate that the generic qualification envelope established for the Rad I CS platform 
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bounds the corresponding plant-specific environmental conditions for the location(s) in 
which the equipment is to be installed. 

7.4.1 Temperature and Humidity - The applicant or licensee should ensure that 
specific equipment configuration of RadlCS components to be installed is 
consistent with that of the Rad I CS equipment used for environmental 
qualification tests. See Section 3.6.1 of this SE for boundary conditions 
established for the Rad I CS platform during temperature and humidity testing. 

7.4.2 Class 1 E to Non-Class 1 E Isolation - The applicant or licensee should ensure 
that all Rad I CS interfaces between 1 E and Non-1 E circuits do not exceed the 
maximum test voltages to which the RadlCS equipment is qualified to operate. 
See Section 3.6.2 of this SE for boundary conditions established for the Rad I CS 
platform during isolation testing. 

7.4.3 Electro-Magnetic Compatibility - The applicant or licensee should ensure that 
specific equipment configuration of RadlCS components to be installed is 
consistent with that of the Rad I CS equipment used for EMC qualification tests. 
See Section 3.6.3 of this SE for boundary conditions established for the Rad I CS 
platform during EMC testing. 

7.4.4 Seismic Qualification -An applicant or licensee referencing the topical report 
must demonstrate that the qualified seismic withstand capability of the Rad I CS 
platform bounds the plant-specific seismic withstand requirements. See 
Section 3.6.4 of this SE for boundary conditions established for the RadlCS 
platform during Seismic testing. 

7.5 Failure Modes and Effects Analysis -An applicant or licensee referencing the topical 
report must perform a system-level FMEA to demonstrate that the application-specific 
use of the Rad I CS platform identifies each potential failure mode and determines the 
effects of each. The Rad I CS FM EDA (evaluated in Section 3.5.2.6 of this SE) is 
intended to be used as input data to support a system-level FMEA and reliability analysis 
for an NPP-specific RadlCS Platform system. The FMEA should demonstrate that 
single-failures, including those with the potential to cause a non-safety system action 
that results in a condition requiring protective action (i.e., a protection function), cannot 
adversely affect the protection functions, as applicable. 

7.6 

The applicant or licensee should ensure system failure states identified in the FMEA are 
consistent with system requirements and should review how errors and failures are 
indicated and managed upon being detected. 

Application Specific System Reliability - An applicant or licensee referencing the topical 
report should perform a system-level evaluation of the degree of redundancy, diversity, 
testability, and quality provided in a RadlCS platform-based safety system to determine 
if the degrees provided are commensurate with the safety functions being performed. 
An applicant or licensee should confirm that a resultant RadlCS platform-based system 
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continues to satisfy any applicable reliability goals that the plant has established for the 
system. 

This plant-specific action should consider the effect of possible failures, system-level 
design features provided to prevent or limit the failures' effects, and any 
application-specific inclusion of a maintenance bypass functionality to support plant 
operations. 

7.7 Setpoint Methodology-An applicant or licensee referencing the topical report must 
perform an analysis of accuracy, repeatability, thermal effects and other necessary data 
for use in determining the contribution of the Rad I CS platform to instrumentation 
uncertainty in support of setpoint calculations. 

7.8 System Testing and Surveillance - Because a combination of surveillance, RadlCS 
diagnostics and automatic self-tests are necessary to provide comprehensive coverage 
of platform failures, the applicant or licensee referencing the topical report must establish 
periodic surveillance testing necessary to detect system failures for which automatic 
detection is not provided. The applicant or licensee must also define appropriate 
surveillance intervals to provide acceptable comprehensive coverage of identifiable 
system failure modes. 

7.9 Diversity and Defense-In-Depth Analysis -An applicant or licensee referencing the 
topical report must perform a plant-specific 03 analysis for safety protection system 
applications of the Rad I CS platform. If the RadlCS platform internal diversity features 
are to be credited as a means of mitigating logic CCF consideration, then the following 
additional PSAls should be performed by the licensee. 

7.9.1 Self-Diagnostics Design Requirements - The licensee must establish 
requirements for validation testing of Type Ill self-diagnostics features to ensure 
plant safety requirements are satisfied. 

7.9.2 Plant Specific Fail-Safe Behavior Requirements Definition - Fail Safe state 
requirements shall be established by the licensee for all RadlCS system outputs 
to ensure plant safety is achieved when RadlCS system logic failures (e.g., Type 
I, II, or Ill faults) are detected by system self-diagnostic functions. 

7.9.3 Conservation of Existing Diversity Measures - The applicant or licensee must 
confirm that diversity attributes of the existing protection system are preserved in 
the upgraded system. This diversity may be expressed in the signal selection 
and protection system functional algorithms established and accepted for the 
plant design. 

If the Rad I CS protection system is to be used for performing a reactor trip 
function then the applicant or licensee must also ensure that the RadlCS system 
is diverse from anticipated transients without scram (ATWS) systems as required 
by 10 CFR Part 50.62. 
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7.10 Communications (Dl&C-ISG-04) - The NRC staff determined that the RadlCS platform 
includes features to support satisfying various sections and clauses of Dl&C-ISG-04. An 
applicant or licensee referencing the topical report must evaluate the RadlCS platform­
based system to verify it fully satisfies the criteria of Dl&C ISG-04 as applicable. The 
applicant or licensee should consider its plant-specific design basis. This SE does not 
address a specific application, establish a definitive safety system or protective action, or 
identify and analyze the impact of credible events along with its direct and indirect 
consequences. The applicant or licensee should also develop procedures to control the 
use of the MA TS to ensure that safety logic module are removed from service prior to 
enabling the MA TS tuning access interface. 

7.11 IEEE Std. 603 - The NRC staff determined that the RadlCS platform is capable of 
~atisfying various sections and clauses of IEEE Std.603-1991. An applicant or licensee 
referencing the topical report should identify the approach taken to satisfy each 
applicable clause of IEEE Std.603-1991 with consideration of the plant-specific design 
basis. 

This SE does not address a specific application, establish a definitive safety system or 
protective action, or identify and analyze the impact of credible events including direct 
and indirect consequences. Therefore, an applicant or licensee should demonstrate that 
the plant-specific and application-specific use of the Rad I CS platform satisfies the 
applicable IEEE Std. 603-1991 clauses in accordance with the plant-specific design 
basis and safety system application. 

7.12 IEEE Std. 7-4.3.2 - The NRC staff determined that the RadlCS platform is capable of 
satisfying various sections and clauses of IEEE Std. 7-4.3.2-2003. An applicant or 
licensee referencing the topical report should identify the approach taken to satisfy each 
applicable clause of IEEE Std. 7-4.3.2-2003 with consideration of the plant-specific 
design basis. 

This SE does not address a specific application, establish a definitive safety system or 
protective action, or identify and analyze the impact of credible events including direct 
and indirect consequences. Therefore, the applicant or licensee should demonstrate 
that the plant-specific and application-specific use of the Rad I CS platform satisfies the 
applicable IEEE Std. 7-4.3.2-2003 clauses in accordance with the plant-specific design 
basis and safety system application. 

7.13 Secure Development and Operational Environment - An applicant or licensee 
referencing the topical report for a safety-related plant-specific application should ensure 
that a secure development and operational environment has been established for its 
plant-specific application, and that it satisfies the applicable regulatory evaluation criteria 
of RG 1.152, "Criteria for Use of Computers in Safety Systems of Nuclear Power Plants." 

8.0 REFERENCES 

1. RadlCS License Topical Report Submittal and Request for Safety Evaluation, 
September 20, 2016 (ADAMS Package Accession No. ML 16274A376). 

2. Radics LLC Submittal of Digital l&C Platform Topical Report Support Documents, 
December 3, 2016, Tool Selection and Evaluation Report, Radics LLC Product Safety 



- 135 -

Manual, Radics LLC Functional Safety Management Audit Plan (ADAMS Package 
Accession No. ML 16344A238). 

3. NRC RadlCS TR Acceptance Review Letter, April 5, 2017 (ADAMS Accession 
No. ML 16281A459). . 

4. Radics LLC Digital l&C Platform Topical Report Supplemental Information, September 15, 
2017 (ADAMS Package Accession No. ML 17275A198). 

5. Phase 1 RAls from NRC to Radics LLC, March 1, 2018 (ADAMS Accession 
No. ML 180589946). 

6. Radics LLC Responses to the Request for Additional Information, April 13, 2018 (ADAMS 
Package Accession No. ML 18107A173). 

7. Submittal of RadlCS Digital l&C Platform Topical Report Supplemental Information 
Update, Updated discussion on Diversity and Defense-In-Depth, August 2, 2018 (ADAMS 
Package Accession No. ML 18219A841). 

8. Submittal of Phase 2 Documents for RadlCS Digital l&C Platform Topical Report, 
Equipment Qualification Test Summary Report, Commercial Grade Dedication Summary 
Reports for all Rad I CS Modules, August 10, 2018 (ADAMS Package Accession 
No. ML 18227A197) (EQ Test Summary Report ADAMS Accession No. ML 18227A167). 

9. Regulatory Audit Report for the RadlCS Digital Platform Licensing Topical Report, May 21, 
2018 (ADAMS Accession No. ML 18130A894). 

10. Radiy FPGA-based Safety Controller Functional Safety Management Plan, September 13, 
2016 (ADAMS Accession No. ML 16274A350). 

11. Radiy FPGA-based Safety Controller Functional Safety Management Plan Phase 3 
Extension, August 29, 2016 (ADAMS Accession No. ML 16274A354). 

12. Commercial Grade Dedication Plan for Digital Input Module, Rev. 4, August 19, 2016 
(ADAMS Accession No. ML 16274A365). 

13. Commercial Grade Dedication Plan for Logic Module, Rev. 1, September 7, 2016 (ADAMS 
Accession No. ML 16274A366). 

14. Commercial Grade Dedication Plan for Digital Output Module, Rev. 1, September 7, 2016 
(ADAMS Accession No. ML 16274A367). 

15. Commercial Grade Dedication Plan for Analog Input Module, Rev. 2, September 7, 2016 
(ADAMS Accession No. ML 16274A378). 

16. Commercial Grade Dedication Plan for Analog Output Module, Rev. 1, September 7, 2016 
(ADAMS Accession No. ML 16274A379). 

17. Commercial Grade Dedication Plan for Optical Communication Module, Rev. 1, 
September 7, 2016 (ADAMS Accession No. ML 16274A380). 

18. Commercial Grade Dedication Plan for Chassis, Rev. 1, September 7, 2016 (ADAMS 
Accession No. ML 16274A381). 

19. Commercial Grade Dedication Plan for Input/Output Connections Protection Module, 
Rev. 1, September 7, 2016 (ADAMS Accession No. ML 16274A382). 

20. Commercial Grade Dedication Plan for Ventilation Module, Rev. 1, September 7, 2016 
(ADAMS Accession No. ML 16274A383). 
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21. Commercial Grade Dedication Report for Digital Input Module, Rev. 0, July 27, 2018 
(ADAMS Accession No. ML 18227A171). 

22. Commercial Grade Dedication Report for Logic Module, Rev. 0, July 27, 2018 (ADAMS 
Accession No. ML 18227A169). 

23. Commercial Grade Dedication Report for Digital Output Module, Rev. 0, July 27, 2018 
(ADAMS Accession No. ML 18227 A 172). 

24. Commercial Grade Dedication Report for Analog Input Module, Rev. 0, July 27, 2018 
(ADAMS Accession No. ML 18227 A 170). 

25. Commercial Grade Dedication Report for Analog Output Module, Rev. 0, July 27, 2018 
(ADAMS Accession No. ML 18227A168). 

26. Commercial Grade Dedication Report for Optical Communication Module, Rev. 0, July 27, 
2018 (ADAMS Accession No. ML 18227A174). 

27. Commercial Grade Dedication Report for Chassis, Rev. 0, July 27, 2018 (ADAMS 
Accession No. ML 18227A179). 

28. Commercial Grade Dedication Report for Input/Output Connections Protection Module, 
Rev. 0, July 27, 2018 (ADAMS Accession No. ML 18227A177). 

29. Commercial Grade Dedication Report for Ventilation Module, Rev. 0, July 27, 2018 
(ADAMS Accession No. ML 18227 A 180). 

30. RadlCS Overall Verification and Validation Plan, Rev. 3, September 9, 2016 (ADAMS 
Accession No. ML 16274A352). 

31. Radiy FPGA-based Safety Controller Integration Test Plan, Rev. 3, September 1, 2016 
(ADAMS Accession No. ML 16274A363). 

32. Radiy FPGA-based Safety Controller Safety Validation Test Plan, Rev. 4, August 26, 2016 
(ADAMS Accession No. ML 16274A356). 

33. Radiy FPGA-based Safety Controller Configuration Management Plan, Rev. 3, August 29, 
2016 (ADAMS Accession No. ML 16274A351). 

34. Radiy FPGA-based Safety Controller Safety Requirements Specification, Rev. 3, 
September 1, 2016 (ADAMS Accession No. ML 1627 4A355). 

35. RadlCS Product Safety Manual (D11.1), Rev. 2.3, February 28, 2016 (ADAMS Accession 
No. ML 16344A248). 

36. Radiy FPGA-based Safety Controller Security Analysis Report, Rev. 1.1, June 7, 2013 
(ADAMS Accession No. ML 16274A353). 

37. RadlCS Product Architecture Document (D5.1), Rev. 3, September 2, 2016 (ADAMS 
Accession No. ML 16274A362). 

38. RadlCS Equipment Qualification Test Plan, 2016-RTS002-EQTP-004, Rev. 0, 
September 20, 2016 (ADAMS Accession No. ML 16274A364). 

39. RadlCS Tool Selection and Evaluation Report, Rev. 2.0M, November 12, 2014 (ADAMS 
Accession No. ML 16344A247). 

40. RadlCS Functional Safety Management Audit Plan, Rev. 1.1 M, December 3, 2012 
(ADAMS Accession No. ML 16344A249). 
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Appendix A: Comments on Draft Safety Evaluation for RadlCS Topical Report and NRC Staff Responses 

. . 
'COMMENT 

.. ... »'.".,,-' 
" 
.. 

NUMBER LOCATION 
TYPE COMMENT ,. NRC RESPONSE 

1 Page 5 / Line 10 Clarification Change RPC--Radiy to RPC Radiy Accepted 

2 Page 5 / Lines 16- Clarification Change Radics LLC TR to RadlCS TR in Accepted 
21 four places 

3 Page 5 / Line 36 Clarification Change RPC-Radiy to Radics LLC Accepted 

4 Page 5 I Line 36 Clarification Change Kirovograd to Kropyvnytskyi. Accepted 
Formal name changed by local government. 

5 Page 5 / Line 38 Clarification Change RPC-Radiy's to RPC Radiy's Accepted 

6 Page 6 / Line 2 Editorial Change date to March 1, 2018 Accepted 

7 Page 6 I Line 3 Editorial Change reference to 5 Accepted 

8 Page 6 / Lines 7-8 Clarification Change sentence to read: The NRC staff Accepted 
conducted an audit of the RadlCS platform 
development documents at the Kinectrics, 
Inc. Radics LLC facilities in Toronto, Canada 
on April 2 through 5, 2018. 

9 Page 10 / Line 38 Clarification Change RADIY to Radics Accepted 

10 Page 10 / Line 44 Clarification Change Radiy to RPC Radiy Accepted 

11 Page 10 / Line 46 Clarification Change ISO 9001 :2008 to ISO 9001 :2015 Accepted Revision O still refers to 
ISO 9001 :2008. The current ISO 
should be reflected in the -A 
version. 

12 Page 11 / Line 18 Clarification Change Radics LLC to RadlCS Accepted 

13 Page 11 / Line 46 Clarification Change Radics LLC to RadlCS Accepted 
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NUMBER LOCATION 
COMMENT. COMMENT NRC RESPONSE 

TYPE 

14 Pages 14-15 / Table Clarification Add hardware identifier numbers to Table Accepted - Confirmed all 
3.2.-1 3.2-1 hardware numbers to be correct. 

This change makes the SER consistent with 
the information in Table 1 of the "EQ 
Summary Report 2016-RTS002-EQTSR-
040" (ML18227A167). 

15 Pages 16 / Lines 9- Clarification Change Radics LLC to RadlCS-based in Accepted 
10 two places 

16 Page 17 / Clarification Reverse the order of the Diagnostics and Accepted 
Figure 3.2.2.1 Application Logic blocks to better represent 

the software architecture and the 
relationship to RPCT. 

17 Page 22 / Lines 9- Clarification Change Radiy chassis to RadlCS chassis in Accepted 
10 two places 

18 Page 24 I Lines 5-6 Clarification Change RadlCS platform chassis to RadlCS Accepted 
chassis in two places 

19 Page 24 I Line 14 Clarification Change sentence to read: ... types of Accepted 
programmable logic~. RadlCS platform 
FPGA logic, self-diagnostics FPGA and 
CPLD logic, ... 

20 Page 24 I Line 23 Clarification Change sentence to read: ... data between Accepted 
modules via the chassis backplane bus, 
performing self-testing. and processing ... 
The information is consistent with RadlCS 
Topical Report Section 6.4. 

21 Page 24 I Line 36 Clarification Change Radiy LLC to RPC Radiy Accepted 
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,, ' ' 

COMMENT 
... . ., 

.~UMBER LOCJ\TION , TYPE '· COMMENT ... , tJRC RESPONSf 

22 Page 25 I Line 16 Clarification Change sentence to read: The logic Accepted 
development processes for eetll the FPGA 
and CPLD platform ... 

The information on the CPLD library was 
provided to NRC in Enclosure 3 to Radics 
LLC submittal dated August 2, 2018 
(ML 18219A841 ), RadlCS Digital l&C 
Platform Topical Report Supplemental 
Information Update," that updated 
discussion on Diversity and Defense-In-
Depth. 

23 Page 25 I Line 26 Clarification Change sentence to read: Application Accepted 
Logic, FPGA and CPLD Platform function 
block libraries are different and distinct ... 
The information on the CPLD library was 
provided to NRC in Enclosure 3 to Radics 
LLC submittal dated August 2, 2018 
(ML 18219A841 ), RadlCS Digital l&C 
Platform Topical Report Supplemental 
Information Update, that updated discussion 
on Diversity and Defense-In-Depth. 

24 Page 25 I Line 40 Clarification Change RadlCS LLC to Radics LLC Accepted 

25 Page 25 I Line 46 Clarification Change RadlCS QA program to Radics LLC Accepted 
QA program 

26 Page 26 I Line 14 Clarification Change RadlCS to Radics LLC Accepted 

27 Page 28 / Lines 1-2 Clarification Change RadlCS QA program to Radics QA Accepted 
Program Document (QAPD) 

28 Page 28 / Line 2 Clarification Change RadlCS to Radics LLC Accepted 

29 Page 28 / Line 3 Clarification Change QAP [QA program] to QAPD Accepted 
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: >( . COMMENT ' .. . : ' . 
' 

,, . " 
, 

" 

NUMBER · LOC.6.TION 
',• 

:.eGMMENT NRC RESPONSE .. TYPE., 
' ; .. .. .. ~.-. .. . · ,, . ' . 

30 Page 31 - Line 20 Clarification Change RadlCS to Radics Accepted 

31 Page 31 / Line 35 Clarification Change RadlCS to Radics LLC Accepted 

32 Page 34 - Line 12 Clarification Change Radics LLC to RadlCS Accepted 

33 Page 34 - Line 18 Clarification Change Radics LLC to RadlCS Accepted 

34 Page 34 - Line 35 Clarification Change Radics LLC to RPC Radiy Accepted 

35 Page 34 - Line 41 Clarification Change Radics LLC to RadlCS Accepted 

36 Page 34 / Line 50 Editorial Change SFMP to FSMP Accepted 

37 Page 35 - Line 4 Clarification Change Radics LLC to RadlCS Accepted 

38 Page 35 / Line 19 Clarification Change SIL 4 to software integrity level 4 Accepted 

39 Page 36 - Line 23 Clarification Change RadlCS to Radics LLC Accepted 

40 Page 36 - Line 24 Clarification Change Radics to Radiy Accepted 

41 Page 36 - Line 25 Clarification Change Radiy to Radics Accepted 

42 Page 39 - Line 31 Clarification Change Radics LLC to RPC Radiy Accepted 

43 Page 39 - Line 32 Clarification Change Radics to RadlCS and Radics LLC Accepted 
to RPC Radiy 

44 Page 39 / Line 35 Editorial Change 3.5.1.2. to 3.4.1.2 Not Accepted - There is no 
Section 3.4.1.2 in the SE. The 
RadlCS SIL scheme is described 
in Section 3.5.1.2, "Development 
Plan," of the SE. 

45 Page 39 / Line 39 Clarification Change FBL to HW Not Accepted - Figure 1 in the 
FSMP identifies an FBL 
Development team. This part of 
the SE is addressing software, 
logic, and FBL development 



46 Page 40 I Line 5 

47 Page 40 I Line 30 

48 Page 40 I Line 33 

49 Page 40 I Line 41 

50 Page 41 / Line 43 

51 Page 42 - Line 4 

52 Page 42 - Line 32 

53 Page 44 I Lines 4-5 

54 Page 46 - Line 38 

55 Page 47 I Line 28 

56 Page 48 - Line 23 

57 Page 49 / Line 47 
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Clarification Change SIL 4 to software integrity level 4 

Clarification Change sentence to read: The security 
vulnerability assessments described in 
Chagter 11 SestieAs ~ ~ .2 aAEI ~~.a replace 
the security analyses ... 

Clarification Change RadlCS to Radics LLC 

Clarification Change SIL 4 to software integrity level 4 

Editorial Change 4.1.2.3 to 3.2.2.3 

Clarification Change Radics LLC to RadlCS 

Clarification Change Radics LLC to RadlCS 

Clarification Change sentence to read: ... qualification 
test team aAEI a metrology test team 1Nhish 
are that is under authority of the project 

Clarification Change Radics LLC FSC to RadlCS 

Clarification Change RadlCS to Radics LLC 

Clarification Change Radics LLC to RPC Radiy 

Clarification Change third bullet to read: Analog Input 
(Deviation more than 2% of sgan) 

processes and not hardware 
development processes. 

Accepted 

Accepted: These sections include 
"vulnerability assessments" in 
their titles but it is OK to abstract 
to the term security assessment 
as suggested. 

Accepted 

Accepted 

Accepted 

Accepted 

Accepted 

Not Accepted - Both the FSC 
safety validation test plan and the 
FSC Safety Validation test plan 
include descriptions of a 
metrology test team as stated. If 
this is not accurate, then Radiy 
should explain why. 

Accepted 

Accepted 

Accepted 

Accepted 
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NUMBER LOCATION 
COMMENT 

COMMENT .NRC RESPONSE TYPE 

58 Page 51 / Line 48 Clarification Change sentence to read: The following Accepted 
specification documents were provided to QI 
audited by the NRC to support evaluation of 
the RadlCS Safety Requirements 
Specification (SRS) documentation ... 

59 Page 53 / Line 35 Clarification Change sentence to read: The qualification Accepted 
program developed for the RaEliss bbC 
Raeiss bbC Rad I CS QTS addressed ... 

60 Page 53 / Line 39 Clarification Change Radics LLC RadlCS platform to Accepted 
RadlCS platform 

61 Page 53 / Line 43 Clarification Change Kinetrics to Kinectrics Accepted 

62 Page 54 I Line 28 Clarification Add new bullet: Chassis and Module Accepted 
Connections 

This change makes the SER consistent with 
the information on page 9 of the "EQ 
Summary Report 2016-RTS002-EQTSR-
040" (ML 18227 A 167). 

63 Page 54 / Lines 32- Clarification Change sentence to read: Table 9-1 of the Not Accepted: This data is 
36 RadlCS topical report (Reference 1) changed in R1 of the TR which 

specifies the qualification envelope for has not been submitted for 
temperature and humidity to be 40 to 140 evaluation. Staff cannot rely on 
~ Deg. F (4.4 to 60 W Deg. C) and 10 to information in a document that 
90% relative humidity (non-condensing). has not been submitted for 
Environmental test levels are specified to be review. The only docketed 
34.9 ~ to 148.5 4-@ Deg. F (1..,§ 4,.7 to 64.7 revision has the original data. 
eG Deg. C) and 5 to 95% relative humidity 
(non-condensing), thus encompassing the 
platform temperature and humidity 
specifications. 

This change makes the SER consistent with 
the information on paqe 24 of the "EQ 
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· · ·LOCATION. COMMENT. ., 
" NUMBER .. . COMMENT· NRC RESPONSE · TYPE ·. 

Summary Report 2016-RTS002-EQTSR-
040" (ML 18227 A 167). 

64 Page 55 / Line 8 Editorial Change 17330 to 107330 Accepted 

65 Page 58 / Line 41 Clarification Change first bullet in Section 3.6.3.4 to read: Not Accepted: This data is 
IEC 61000-4-4, "Power Leads: Test Voltage changed in R1 of the TR which 
Level: 6.4 kV maximum" has not been submitted for 
This change makes the SER consistent with evaluation. Staff cannot rely on 
the information in Section G.13 of the "EQ information in a document that 
Summary Report 2016-RTS002-EQTSR- has not been submitted for 
040" (ML 18227A167). review. The only docketed 

revision has the original data. 

66 Page 60 / Lines 23- Clarification Change sentence to read: Table 9-1, Accepted 
29 "Generic Qualification Envelope for the 

RadlCS Digital Safety l&C Platform," of the 
RadlCS platform TR specifies the seismic 
qualification requirements to be 5 triaxial 
OBE tests with a Required Response 
Spectrum (RRS) curve given as Figure 4-5 
in EPRI TR-107330 with a peak acceleration 
of 9.8 g between 4.5 and 16 Hz and 
minimum zero period acceleration (ZPA) of 
4.9 g followed by one triaxial SSE test with a 
RRS curve given as Figure 4-5 in EPRI TR-
107330 with a peak acceleration of 14 g 

between 4.5 and 16 Hz and minimum ZPA 
of7 g. 

This change makes the SER consistent with 
the information on paqes 25 and 54-57 of 
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NUMBER LOCATION 
COMMENT 

COMMENT NRC RESPONSE 
TYPE 

the "EQ Summary Report 2016-RTS002-
EQTSR-040" (ML 18227A167). 

67 Page 61 / Lines 18- Clarification Change the paragraph to read: SeGtiGR Accepted 
23 a.:u ef tl:ie Rael GS 13latfeFm :rn states U:1at 

"iA13llt asseleratieA le~•els llsee faF Gai3iAet 
Seismis ResistaAse +est is set Ri§R eAell§R 
te G9V9F tl:ie fleeF F9SJ39AS9 SJ39GtFllA'l FaA§9 
ef J39W9F 13laAts iA tl:ie 61.S." Qlle te tJ:ie 
§SAeFiG a13131isai3ility ef tl:iis safety evalllatieR, 
tl:ie ~IRG staff was Aet ai31e te G9RRFA'l tl:ie 
aGGllFasy ef 11:iis statemeAt feF all 61.S. 13laRls 
tl=ltis,--aAn applicant referencing this safety 
evaluation will need to confirm that RadlCS 
platform equipment seismic qualification 
levels are within plant specific design basis 
seismic conditions for SSE and DBE 
earthquakes. 
This information was not provided in the 
RadlCS Topical Report and appears to be a 
copy error from the recently issued SER for 
the MEL TAC Topical Report. 

68 Page 61 / Lines 26- Clarification Change the paragraph to read: The Not Accepted - The test report 
31 acceleration envelo12e established for does not show that acceleration 

RadlCS eguii;iment exceeded the levels called for by EPRI 107330 
acceleration .A.sseleFatieA levels specified for (Figure 4-5) were achieved. 
generic plant SSE in EPRI TR-107330. 
§FeateF tJ:iaR tJ:ie asseleFatieA em1ele13e Therefor the platform is qualified 
estaslisJ:iee feF RaelGS e1:11aJi13meAt. to the acceleration levels 
Besallse tJ:ie RaelGS 13latfeFm e1:11aJi13meAt achieved by the test which were 
was Aet testee te asseleFalieA levels §FealeF less than the acceleration levels 
tJ:iaA 7 §, it !:lees Ret meet tl:ie GFiteFia feF called for by EPRI 107330. 
§SAeFiG seismis ElllalifisatieA at 13laRt sites 
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. 
COMMENT 

" 

NUMBER LOCATION COMMENT , · NRC RESPONSE 
,. 

·TYPE. 

l=la•JiR§ §Feater tl=laR 7 § 13est~lateEI 13laRt Revised wording to simplify and 
s13eoifio SSe aooeleratieR levels. state safety conclusion without 
This change makes the SER consistent with referring to the 7G limit. 
the information on pages 25 and 54-57 of 
the "EQ Summary Report 2016-RTS002-
EQTSR-040" (ML18227A167). 

69 Page 62 / Lines 4- Clarification Change the paragraph to read: Based on Not Accepted - The test report 
10 review of the RadlCS seismic test results does not show that acceleration 

and supporting analysis, the NRG staff levels called for by EPRI 107330 
determined that the RadlCS platform ooes (Figure 4-5) were achieved. 
oot-fully satisfy-:satisfies the guidance criteria 
of EPRI TR-107330 because seismic 

Therefor the platform is qualified withstand performance requirements were to the acceleration levels 
oot-demonstrated for the maximum 

achieved by the test which were acceleration level of 14 g for a generic SSE. 
less than the acceleration levels Hewever, t Ihe NRG staff finds that seismic called for by EPRI 107330 

qualification of the RadlCS platform has (Figure 4-5). 
been acceptably demonstrated for QBE and 
SSE events up to acceleration levels shown 
in the QBE and SSE test results spectra in No changes will be made to SE 
the RadlCS Equipment Qualification Test unless additional test data is 
Report (Reference 8). provided by Radiy. 

This change makes the SER consistent with 
the information on pages 25 and 54-57 of 
the "EQ Summary Report 2016-RTS002-
EQTSR-040" (ML 18227 A 167). 

70 Page 62 / Lines 43- Clarification Change the paragraph to read: The second Accepted 
45 is 10 CFR 50.36(c)(1 )(ii)(A), which provides 

basis for timing requirement§. oemmitmeRts 
by requiring the inclusion of the limiting 
safety systems settings for nuclear reactors 
in the plant technical specifications, "so 
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NUMBER LbCATION 
COMMENT, 

COMMENT NRC RESPONSE 
TYPE 

chosen that automatic protective action will 
correct the abnormal situation before a 
safety limit is exceeded." 

Radics LLC did not make any commitments 
on this matter. 

71 Page 63 / Line 20 Clarification Change Radics to Radics LLC Accepted 

72 Page 65 / Lines 21- Clarification Change the sentence to read: The NRC Accepted 
24 staff determined that design features, 

operation of the RadlCS system, and PSAI 
L..~_l~aeiss bbG's seFflFRitFReAts te 13eFfeFFR 
tiFRiAg aAalysis aAe tests provide sufficient 
confidence that provide sufficient confidence 
that RadlCS based safety systems will 
operate deterministically to meet the 
recommendations of BTP 7-21 and is 
therefore acceptable. 

Radics LLC did not make any commitments 
on this matter. This information was not 
provided in the RadlCS Topical Report and 
appears to be a copy error from the recently 
issued SER for the MEL TAC Topical Report. 

73 Page 65 / Lines 36- Clarification Change the sentence to read: ... all safety Accepted 
37 eiSGFete outputs to fail-safe states. 

74 Page 66 / Line 2 Clarification Change the paragraph to read: Type Ill - Accepted 
User defined level faults. The user defines 
criticality of detected errors and their 
processing algorithm. The responses to 
Type Ill faults are not addressed by the 
RadlCS platform design. Methods to 
identifv and mitiaate these faults must be 
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NUMBER. LOCATION 
.. COMMENT· 

COMMENT NRC RESPONSE TYPE·. 

implemented within application design 
during plant specific development activities 

75 Page 66 / Line 24 Clarification Change Radics LLC to RadlCS Accepted 

76 Page 69 / Lines 33- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
41 (Note 1) 

77 Page 70 I Lines 13- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
15 (Note 1) 

78 Page 70 / Lines 19- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
21 (Note 1) 

79 Page 70 / Lines 24- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
26 (Note 1) 

80 Page 70 I Lines 29- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
50 (Note 1) 

81 Page 71 / Lines 1- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
13 (Note 1) 

82 Page 71 / Lines 35- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
47 (Note 1) 

83 Page 71 / Lines 45- Clarification Delete the sentences: Therefore, if a Accepted - Though it is a true 
47 licensee chooses to credit internal diversity statement, it can be deleted as 

between features of the Quartus II tool, a requested. The PSAI still stands 
separate diversity assessment would need and must be addressed by an 
to be performed as an application specific applicant referencing this TR. 
action item. See PSAI 7.9. 

This information was identified as implicit 
attributes of the FPGA and CPLD 
configuration tool that was not explicitly 
defined nor verified for the RadlCS Platform 
diversity strategy in Enclosure 3 to Radics 
LLC submittal dated AUQUSt 2, 2018 



"NUMBER 

84 

85 

86 

87 

88 

.j' ,,,, ,I 

. LOCAT19N ,. ,,, :cONIMENT 
TYPE;c 
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COMMENT 

(ML 18219A841 ), "RadlCS Digital l&C 
Platform Topical Report Supplemental 
Information Update," that updated 
discussion on Diversity and Defense-In­
Depth. 

. 
1 

· ,t;J~C B~SPoNie . 
,, '' ,C '• ~' ," 

Page 72 I Lines 2-3 Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
(Note 1) 

Page 72 I Lines 5- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
11 (Note 1) 

Page 72 I Lines 9- Clarification Delete the sentences: Therefore, a licensee Accepted 
11 activity should be performed to determine 

sufficient separation is established when this 
defensive measure is to be credited. See 
PSAI 7.9.1. 

Page 72 I Lines 13-
28 

Page 72 I Line 30 

Separation is achieved on the modules 
because the FPGA and CPLD are discrete 
and separate components, as described in 
RadlCS Topical Report Section 6.8. The 
communication protocol, between the FPGA 
and CPLD is described in RadlCS Topical 
Report Section 6.3.3.2.6. 

Proprietary Deemed Proprietary by RPC Radics LLC 
(Note 1) 

Proprietary Deemed Proprietary by RPC Radics LLC 
(Note 1) 

Accepted 

Accepted 

.. 
·. 



89 

90 

91 

92 

93 

Page 72 I Lines 32-
44 

Pages 73-76 / Table 
3.8-1 (Items 1 - 6) 

Page 76 - Item 6 

Proprietary 

Proprietary 

Clarification 

- 149 -

Deemed Proprietary by RPC Radics LLC 
(Note 1) 

Deemed Proprietary by RPC Radics LLC 
(Note 1) 

Radics LLC expected a determination on the 
logic diversity for the three domains 
(Electronic Design safety functions, self-test 
and diagnostic functions, and the PSWD 
functions). The inherent diversity for 
different timing or order of execution based 
on the parallel processing of these diverse 
functions using three separate clock 
domains. 

This information was provided to NRC in 
Enclosure 3 to Radics LLC submittal dated 
August 2, 2018 (ML 18219A841), "RadlCS 
Digital l&C Platform Topical Report 
Supplemental Information Update," that 
updated discussion on Diversity and 
Defense-In-Depth. 

Accepted 

Accepted 

Revised: Deleted the last 
sentence of this item. Since this 
table is provided for information 
only, there is no need to include 
safety determinations here. 

Also added the following 
statement to add credit to the 
logic diversity level based on the 
RadlCS design features. 

"[ 

]." 

Page 77 I Lines 5-6 Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
(Note 1) 

Page 80 / Line 2 Clarification Change sentence to read: ... provide Accepted - Change as 
communications between LMs or OCMs in recommended. 
different safety divisions ... This information 
was rovided to NRC in the res onse to 
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NUMBER LOCATION COMMENT COMMENT NRC RESPONSE ' . TYPE 

RAI-P1-02 in Radics LLC submittal dated 
April 13, 2018 (ML18107A173), "Response 
to Request for Additional Information for 
RadlCS Topical Report." 

94 Page 80 / Lines 48- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
49 (Note 2) 

95 Page 82 / Lines 24- Proprietary Deemed Proprietary by RPC Radics LLG Accepted 
27 (Note 2) 

96 Page 82 I Lines 32- Proprietary Deemed Proprietary by RPG Radics LLG Accepted 
39 (Note 2) 

97 Page 83 / Lines 1-9 Proprietary Deemed Proprietary by RPG Radics LLG Accepted 
(Note 2) 

98 Page 83 / Lines 35- Proprietary Deemed Proprietary by RPG Radics LLG Accepted 
36 (Note 2) 

99 Page 83 / Lines 39- Proprietary Deemed Proprietary by RPG Radics LLG Accepted 
40 (Note 2) 

100 Page 83 / Lines 46- Proprietary Deemed Proprietary by RPG Radics LLG Accepted 
47 (Note 2) 

101 Page 83 / Line 48 Proprietary Deemed Proprietary by RPG Radics LLG Accepted 
(Note 2) 

102 Page 84 I Line 2 Proprietary Deemed Proprietary by RPC Radics LLG Accepted 
(Note 2) 

103 Page 84 / Line 5 Proprietary Deemed Proprietary by RPG Radics LLG Accepted 
(Note 2) 

104 Page 84 / Line 16 Proprietary Deemed Proprietary by RPG Radics LLG Accepted 
(Note 2) 
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.. ... •.· 
. COMMENT' ' '· ·, 

'r."•," 

~,UMBER LOCATION . TYPE COMMENT ,• NRC RESPONSE 
., .-, 

" .· ".·: 

105 Page 85 / Lines 5-7 Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
(Note 2) 

106 Page 87 / Lines 9- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
18 (Note 2) 

107 Page 87 / Lines 28- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
29 (Note 2) 

108 Page 88 / Lines 49- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
50 (Note 2) 

109 Page 89 / Lines 7-8 Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
(Note 2) 

110 Page 89 / Lines 1 0 Clarification Change Radiy to Radics Accepted 

111 Page 89 / Lines 44- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
47 (Note 2) 

112 Page 90/ Lines 2-4 Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
(Note 2) 

113 Page 90 / Lines 46- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
47 (Note 2) 

114 Page 91 / Lines 18- Proprietary Deemed Proprietary by RPC Radics LLC Accepted 
19 (Note 2) 

115 Page 101 / Line 34 Clarification Change Radiy LLC to Radics LLC Accepted 

116 Page 101 / Line 39 Clarification Change RPS Radiy to RPC Radiy Accepted 

117 Page 101 / Lines Clarification Change ISO 9001:2008 to ISO 9001:2015 in Accepted:Revision O still refers to 
43-44 two places ISO 9001 :2008. The current ISO 
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Abstract 

The RadlCS Topical Report presents design, performance, and qualification information for the RadlCS 
digital safety instrumentation and control (l&C) platform developed by Research and Production 
Corporation (RPC) Radiy. The RadlCS Platform is a generic digital safety l&C platform dedicated to the 
implementation of Class 1E safety l&C functions in U.S. nuclear power plants (NPPs). The Rad I CS 
Platform builds on the digital safety l&C systems developed by RPC Radiy since 1998. 

The RadlCS Topical Report is the summary licensing document for the RadlCS Platform digital safety l&C 
platform and is organized as follows: 

• Chapter 1, Introduction 
• Chapter 2, RadlCS Development and Operational History 
• Chapter 3, Quality Assurance 
• Chapter 4, Rad I CS Commercial Grade Dedication Plan 
• Chapter 5, Regulations, Codes, and Standards 
• Chapter 6, RadlCS Platform 
• Chapter 7, RadlCS Platform Development Process 
• Chapter 8, Electronic Design Development 
• Chapter 9, Equipment Qualification and Analysis 
• Chapter 10, Diversity and Defense-In-Depth 
• Chapter 11, Secure Development and Operational Environment 
• Chapter 12, Compliance Summary for Key Regulations, Codes, and Standards 
• Appendix A, RadlCS Platform Application Guide 
• Appendix B, Dl&C-ISG-04 Compliance Matrix 
• Appendix C, RadlCS Electronic Design Documents 
• Appendix D, Evaluation of Diversity in an Application Using the RadlCS Platform 

Document ID: 

Copyright © 2019 Rad/CS LLC 

All Rights Reserved 

2016-RPC003-TR-001 Revision: 1 Page 2 of 388 



NON-PROPRIETARY 

%ttadl< 
Revision History 

Revision information for the RadlCS Topical Report is listed below. This table will contain a listing and 
description of changed paragraphs for each succeeding revision. 

Revision Date Paragraph Description of Change 

0 September 19, 2016 All Initial Release 

1 June 30, 2019 As noted by Reflect results of NRC review activities and 
revision bars responses to NRC requests for additional 

information. The results of the equipment 
qualification testing and commercial grade 
dedication assessments were incorporated. 
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1 Introduction 

1.1 Background 

The continued safe and economical operation of nuclear power plants (NPPs} requires the 
modernization of its control and safety systems to cope with obsolescence and age-related degradation. 
Changes and upgrades made in these systems also affect their digital instrumentation and control {l&C) 
systems, human-system interface (HSI} systems in the control rooms, and the full-scope simulators. 

Nuclear utilities may choose to perform a large-scale modernization of their l&C systems in a single 
maintenance outage, or they may take several modernization steps spread over several outages. The 
design, manufacturing, and installation tasks to replace existing l&C systems are usually done by 
external companies and contractors with project supervision by the NPPs technical departments. 

Research and Production Corporation (RPC} Radiy has a long history of working with operating NPPs and 
installing new l&C systems in turn-key projects. RPC Radiy provides a wide variety of l&C solutions 
ranging from full-scope turn-key modernization projects to reverse engineering and printed circuit 
board-level, like-for-like replacement as well as solutions to ageing and obsolescence problems, both for 
safety and non-safety applications. RPC Radiy uses Field Programmable Gate Array {FPGA) technology in 
its digital platform to implement customized solutions to NPPs l&C systems. RPC Radiy's proven 
technological expertise has been demonstrated in over 90 systems installed to-date. 

RPC Radiy l&C systems have been installed in safety related systems of all operating NPP sites in the 
Ukraine and Bulgaria. The installed systems include Reactor Trip System (RTS), Reactor Power Control 
and Limitation System (RPCLS}, Engineered Safety Features Actuation System (ESFAS), and Rod Control 
System, Switchgear and Electrical Distribution Systems, Nuclear Island Control System, and Turbine 
Island Control System. In addition, RPC Radiy is supporting Candu Energy Inc. in Canada and the 
Embalse NPP in Argentina in joint projects to improve and modernize safety systems. A detailed listing 
of RPC Radiy safety l&C installations is provided in Chapter 2. 

RPC Radiy has successfully completed the final independent Functional Safety Assessment performed by 
exida. The certification company confirmed that the RPC Radiy processes and product complied with 
Safety Integrity Level (SIL) 3 requirements in single or multiple-channel configurations. The SIL 3 
certification was performed using International Electrotechnical Commission (IEC) 61508:2010 (Parts 

1- 7) (Reference 1-1). 1 

In addition, RPC Radiy has been an ardent supporter of industry efforts to promote the use of reliable, 
diverse, and cost-effective FPGA-based l&C solutions for safety and control systems in NPPs. RPC Radiy 
has twice hosted the International Workshop on the Application of Field Programmable Gate Arrays in 
Nuclear Power Plants, in cooperation with the International Atomic Energy Agency (IAEA) and 
SunPort SA. 

The IEC 61508 Safety Integrity Level rating is different than the Software Integrity Level classification scheme 
described in IEEE Std 1012-2004. 
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1.2 Objectives of the Report 
RPC Radiy established Radics LLC as a wholly owned Limited Liability Company (LLC) in July 2012. The 
Radics LLC business focus is the design and delivery of l&C systems for NPPs using the RadlCS Platform 
equipment. Radics LLC is submitting this RadlCS Topical Report to the Nuclear Regulatory Commission 
(NRC) for review and approval ofthe RadlCS Platform design. The RadlCS Platform is inte.nded to be 
used as a digital control system platform solution for safety-related applications in NPPs. It is designed 
to replace existing analog and computer-based l&C systems currently used in U.S. NPP applications and 
to be installed as original equipment for new NPP facilities. 

Radics LLC is seeking NRC generic approval for use of the RadlCS Platform in nuclear safety l&C systems 
in any U.S. NPP. The RadlCS Platform was originally designed, qualified, and manufactured to meet 
European nuclear safety and quality standards. In addition, RadlCS Platform has been demonstrated to 
comply with the IEC 61508 SIL 3 certification requirements (Reference 1-2). Radics LLC is now managed 
under a quality assurance (QA) program that complies with 10 CFR Part 50 Appendix B (Reference 1-3). 
The purpose of the Rad I CS Topical Report is to demonstrate that the RadlCS Platform and the associated 
quality and programmable logic life cycle process comply with NRC requirements. Compliance is 
demonstrated via the following licensing approach: 

• Dedicate the generic RadlCS Platform, which was not originally developed under a 10 CFR Part 
50 Appendix B QA program, in accordance with the basic requirements for commercial 
dedication as defined in 10 CFR Part 21 (Reference 1-4). Radics LLC has employed the 
commercial dedication processes described in Electric Power Research Institute (EPRI) Topical 
Report (TR)-106439 (Reference 1-5) and TR-107330 (Reference 1-6) and approved by the NRC 
(References 1-7 and 1-8). 

• Qualify RadlCS Platform hardware to meet U.S. standards, The RadlCS Platform hardware has 
been qualified and maintained under the Radics LLC 10 CFR Part 50 Appendix B Quality 
Assurance Program Document (QAPD) (Reference 1-9). If new boards are developed or existing 
boards modified for obsolescence or other reasons, the new or modified hardware will be 
appropriately tested and/or analyzed to maintain equipment qualification to U.S. standards. 

• Develop project-specific programmable logic in accordance with software life cycle plans that 
are compliant with NRC Branch Technical Position (BTP) 7-14 (Reference 1-10). 

• The RadlCS Platform toolset, which is provided as a design aid and not as a replacement for 
verification and validation (V&V), are not dedicated but continue to be subject to a 
configuration management (CM) program. 

Radics LLC has concluded that the RadlCS Platform can meet the needs of U.S. nuclear safety l&C 
applications in NPPs. Radics LLC will use.the RadlCS Platform defined in this Topical Report as a basis to 
provide project-specific systems to utilities and other users. Project-specific systems will be 
documented and submitted to the NRC by the appropriate licensees, using the appropriate processes, 
for review and approval for installation. 

1.3 Scope of the Report 
The RadlCS Topical Report focuses on the following topics: 

• RadlCS Platform hardware design, qualification and analysis 
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• RadlCS Platform generic programmable logic and associated development life cycle processes 
(which includes application-oriented library of re-usable programmable logic components) 

• RadlCS Platform toolset used to design and implement the system architecture, configure the 
units and networks, and develop the project-specific programmable logic 

• RadlCS Platform project-specific development life cycle processes 

The RadlCS Topical Report also addresses the following interfaces with the RadlCS Platform: 

• Input connections to field devices but not the field devices 
• Output connections to field devices but not the field devices 

• Communication independence features of the RadlCS Platform that support communication 
interfaces for export of data to a Monitoring and Tuning System (MATS) or a customer's plant 
computer system but not the MATS hardware or software or the plant computer system 

• Communication independence and data transfer protocol features of the Rad I CS Platform that 
support communication with a customer's maintenance laptop computer to adjust setpoints 
and other predefined calibration factors but not the laptop computer 

• Keyswitch interfaces for keyswitch inputs that support RadlCS Platform access control features 
used to support system maintenance activities but not the keyswitch design or location 

• Module connections and data protocols for loading electronic design configuration files but not 
the download station 

The RadlCS Platform is designed to be functionally and physically like currently installed l&C systems. Its 
platform capabilities include input processing, customizable logic solving, and output processing. The 
Rad I CS Platform continuously monitors system status through signals that are received from field 
sensors. It performs logic computations to create control commands. It also converts control 
commands to output signals that are applied to field actuators. The RadlCS Platform has a modular and 
scalable design that can be configured to meet the needs of safety l&C applications in NPPs. 

The RadlCS Platform is a state-of-the-art digital control system platform specifically designed for safety­
related control and protection systems in NPP applications. The RadlCS Platform features a modular and 
distributed FPGA-based architecture. The RadlCS Platform components are functionally like legacy 
analog measurement and trip modules; however, the Rad I CS Platform equipment takes advantage of 
the benefits of digital technology. The FPGA-based architecture supports effective implementation of 
key nuclear safety design principles: redundancy; independence; predictability and repeatability; and 
diversity and defense-in-depth (D3). The FPGA-based architecture allows simple programmable logic 
that avoids the unfavorable aspects of software-based systems 

1.4 Structure of the Rad/CS Topical Report 

The RadlCS Topical Report has been divided into 12 chapters and 3 appendices: 

Chapter! - Introduction: This chapter provides an overview of the RadlCS Topical Report and identifies 
the supporting documents that were submitted for NRC review. 

Chapter 2 - RadlCS Development and Operational History: This chapter provides an overview of RadlCS 
Platform development and operational use in international NPPs where it is currently deployed in a 
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variety of digital safety l&C applications. This information is provided to illustrate the safety l&C 
developments that led to the RadlCS Platform. 

Chapter 3 -Quality Assurance: This chapter provides an overview of the quality program and the quality 
process employed to dedicate the generic RadlCS Platform hardware and associated programmable 
logic used to develop systems for delivery to U.S. customers. 

Chapter 4- RadlCS Commercial Grade Dedication Plan: This chapter provides an overview of the 
commercial grade dedication program used to dedicate the generic Rad I CS Platform hardware and 
associated platform programmable logic. 

Chapter 5 - Regulations, Codes, and Standards: This chapter identifies the regulatory requirements, 
design criteria, and guidelines applicable to the RadlCS Platform. Compliance with the key guidance 
documents is summarized in Chapter 12. 

Chapter 6 - Rad I CS Platform: This chapter provides a description of the RadlCS Platform operation and 
how it can be applied in NPP safety-related applications. This chapter also provides descriptions of the 
hardware and associated generic programmable logic that comprise the Rad I CS Platform. In addition, 
details are provided on how digital communications and testability are implemented in the Rad I CS 
Platform. 

Chapter 7 - RadlCS Platform Development Process: This chapter provides a description of the hardware 
development process, associated planning documents, and component testing process. 

Chapter 8 - Electronic Design Development: This chapter provides a description of the RadlCS Platform 
generic programmable logic development life cycle, planning documents, and the verification and 
validation process. The RadlCS Platform programmable logic life cycle processes were examined in more 
detail as part of the SIL certification. This chapter also describes the separate programmable logic life 
cycle processes for the implementation of project-specific functionality. 

Chapter 9 - Equipment Qualification and Analysis: This chapter provides an overview of the generic 
equipment qualification program for the RadlCS Platform. The Rad I CS Platform qualification "envelope" 
is designed to meet or exceed the environmental qualification requirements for NPPs in the U.S. using 
the EPRI TR-107330 criteria. This chapter also provides a summary of the board-level reliability analysis 
results and an overview of the response time and setpoint analysis support information. 

Chapter 10 - Diversity and Defense in Depth: This chapter provides an overview of the Rad I CS Platform 
approach to equipment and functional diversity to provide reasonable assurance that common cause 
failures (CCF) associated with FPGA technology are mitigated. 

Chapter 11- Secure Development and Operational Environment: This chapter provides a summary of a 
RadlCS Platform vulnerability analysis and the secure development and operational environment 
controls provided by RPC Radiy. 

Chapter 12 - Compliance Summary for Key Regulations, Codes, and Standards: This chapter provides a 
conformance summary of the RadlCS Platform design and development processes for the key regulatory 
guidance documents. 
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Appendix A - RadlCS Platform Application Guide: This appendix provides the project-specific system 
design guidance for use of the RadlCS Platform, including recommended practices and any restrictions. 

Appendix B - Dl&C-ISG-04 Compliance Matrix: This appendix provides a Digital l&C Interim Staff 
Guidance (Dl&C-ISG)-04 (Reference 1-11) compliance matrix, with the requirement listed, RadlCS 
Platform compliance to each criterion defined. 

Appendix C - Rad I CS Electronic Design Documents: This appendix contains a listing of the RadlCS 
Platform design documents associated with the Electronic Designs for the RadlCS Modules and identifies 
the set of documents submitted to NRC to support the review of the Rad I CS Topical Report. 

Appendix D - Evaluation of Diversity in an Application Using the RadlCS Platform: This appendix contains 
an evaluation of the diversity in a typical application using the Rad I CS Platform technology based on the 
methodology outlined in NUREG/CR-7007 (Reference 1-12). 

In this document, brackets("[[]]") denote proprietary information. In the proprietary document, the 
two brackets denoting the end of a proprietary segment of this report may appear one or more pages 
following the bracket indicating the start of the proprietary segment. In the non proprietary edition of 
this document, the material within the brackets is removed. 

1.5 Special Definitions 

RPC Radiy 

Radics LLC 

RPC Radiy Quality . 
Management System 

Document ID: 

RPC Radiy is a leading Ukrainian designer and supplier of advanced l&C 
systems for nuclear power plants. RPC Radiy is the designer and 
manufacturer of the Rad I CS Platform equipment. RPC Radiy is the 
parent company of Radics LLC. RPC Radiy is the company discussed in 
the context of the development and manufacture of the RadlCS 
Platform, the RadlCS Modules and associated generic Platform Electronic 
Design (EDs), and the RadlCS Platform Functions Block Library. 

Radics LLC is a wholly owned LLC established in July 2012. The 
company's business focus is the design and delivery of l&C systems for 
NPPs using the RadlCS Platform equipment. Radics LLC is the company 
discussed in the context of l&C system development using Rad I CS 
Platform equipment and the development of the Application ED using 
the Application Functions Block Library. 

The RPC Radiy Quality Management System (QMS) governs the design 
and manufacture of the RadlCS Pla_tform equipment. The RPC Radiy 
QMS is based on International Organization for Standardization (ISO) 
9001:2015 (Reference 1-13). 

2016-RPC003-TR-001 Revision: 1 Page 18 of 388 



NON-PROPRIETARY 

Radics LLC Quality 
Assurance Program 

RadlCS Platform 

RadlCS Chassis 

RadlCS Module 

Unit 

Electronic Design 

Platform ED 

Application ED 

Document ID: 

The Radics LLC Quality Assurance Program (QAP) governs the system 
design, integration, and delivery of l&C systems for NPPs using the 
RadlCS Platform equipment. The Radics LLC QAP is based on 10 CFR Part 
50 Appendix Band American Society of Mechanical Engineers (ASME) 
Nuclear Quality Assurance (NQA)-1-2008 (Reference 1-14) and the NQA­
la-2009 Addenda (Reference 1-15), as endorsed by Regulatory Guide 
(RG) 1.28 (Reference 1-16) and implemented through the Radics LLC 
QAPD. 

RadlCS Platform is used to describe the collective set of equipment that 
is used to develop l&C systems. The set of equipment includes the 
RadlCS Chassis, the RadlCS Modules, the generic Platform ED for the 
RadlCS Modules, the RadlCS Platform Functions Block Library, and the 
associated Radiy Product Configuration Toolset. 

Chassis is used to describe the frame and backplane supporting the 
RadlCS Modules, the inter-module connections on the backplane, and 
the input/output (1/0) module external connections via rear connectors. 

RadlCS Module (or just Module) is used to describe the seven types of 
hardware modules that perform logic processing, input/output 
functions, and network communications. Discussion of a RadlCS Module 
includes the associated ED on the FPGA. The RadlCS Module is the 
highest-level component within the Rad I CS Platform. 

Unit is used to describe lower level components that are used to build 
Modules. Units are standardized to maximizes the reuse of proven 
components and simplify the development of Modules. Units can 
consist of just hardware or ED or a combination of both. 

ED is used to describe the logic and functionality programmed on the 
FPGA or Complex Programmable Logic Device on a RadlCS Module. 
There are two levels of logic in the RadlCS Logic Module (i.e., Platform 
ED and Application ED) and only the Platform ED in the 1/0 Modules. 

Platform ED is used to describe the Platform Logic that manages the 
basic operation of the RadlCS Platform. It performs the management of 
1/0 using a defined Work Cycle, interface communication with the 
Application ED, and the platform self-testing and communication error 
checking functions. Platform ED is used to refer to the ED as a 
configuration item and Platform Logic is used to describe what the 
Platform ED does. 

Application ED is used to incorporate the end userfunctional 
requirements for the l&C system functionality. The Application ED is 
used to execute the user defined functional requirements (e.g., reactor 
trip and engineered safety feature actuation functions). Application ED 
is used to refer to the ED as a configuration item and Application Logic is 
used to describe what the Application ED does. 
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Function Block Library 

Platform FBL 

Application FBL 

Platform ED 
Development Life Cycle 

Application ED 
Development Life Cycle 

Form A 

Function Block Library (FBL) is used to describe pre-developed functional 
blocks used in the implementation of Rad JCS Platform functions. 
Functional Blocks are written in Very High Speed Integrated Circuits 
Hardware Description Language (VH DL). The FBL consists of two parts: 
Platform FBL (PFBL) and Application FBL (AFBL). 

PFBL refers to the subset of functional blocks used for the development 
of the Platform ED for the RadlCS Modules. 

AFBL refers to the subset of functional blocks used for the development 
of the Application ED for the RadlCS Logic Module. 

Platform ED Development Life Cycle refers to the ED activities performed 
by RPC Radiy under their QMS to implement the Platform Logic on the 
RadlCS Modules. 

Application ED Development Life Cycle refers to the ED activities 
performed by Radics LLC under their QAPD to implement the Application 
Logic on the RadlCS Logic Modules in accordance with the end user 
functional requirements specification. 

Form A means a normally open contact supporting a de-energize to trip 
function. The contact will open when energizing force is not present. 

1.6 Acronyms and Abbreviations 

Term 

A 

A/D 

AC 

AD 

ADC 

AECL 

AFBL 

AFBLSD 

AIM 

AOM 

ASME 

ASPI 

BTP 

C 

Document ID: 

Definition 

Ampere 

Analog/Digital 

Alternating Current 

Architecture Description 

Analog-to-Digital Conversion 

Atomic Energy of Canada Limited 

Application Function Block Library 

Application Logic Functional Block Library Self-Diagnostics 

Analog Inputs Module 

Analog Outputs Module 

American Society of Mechanical Engineers 

Advanced SCSI Programming Interface 

Branch Technical Position 

Celsius 
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Term 

CCB 

CCF 

CDR 

CFR 

CGD 

CM 

CMB 

CPLD 

CRAM 

CRC 

CRR 

CSA 

D/A 

DAC 

DAS 

dB 

dBuV 

DC 

DD 

Dl&C-ISG 

DIM 

DIU 

DLS 

DOM 

DOU 

DTPID 

DTP SD 

D3 

ED 

EDSD 

Document ID: 

Definition 

Change Control Board 

Common Cause Failure 

Critical Digital Review 

Code of Federal Regulations 

Commercial Grade Dedication 

Configuration Management 

Configuration Management Board 

Complex Programmable Logic Device 

Configuration RAM 

Cyclic Redundancy Check 

Code Review Report 

Canadian Standards Association 

Digital/ Analog 

Digital-to-Analog Conversion 

Data Acquisition System 

Decibel 

Signal Level 

Direct Current 

Detailed Description 

Digital Instrumentation and Controls Interim Staff Guidance 

Discrete Inputs Module 

Digital Input Unit 

Download Station 

Discrete Outputs Module 

Discrete Output Unit 

Data Transfer Protocol Identification 

Data Transmission Protocol Self-Diagnostics 

Diversity and Defense-In-Depth 

Electronic Design 

Electronic Design Self-Diagnostics 
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Term 

EEPROM 

EPROM 

EFT 

EMC 

EMI 

EPRI 

EQ 

ESD 

ESFAS 

F 

FBL 

FIT 

FMEA 

FMEDA 

FOIP 

FOMP 

FOTP 

FPGA 

FSA 

FSMP 

FT 

g 

GDC 

GHz 

GQA 

HBC 

HDL 

HPD 

HSI 

HW 

Document ID: 

Definition 

Electrically Erasable Programmable Read-Only Memory 

Erasable Programmable Read-Only Memory 

Electrical Fast Transient 

Electromagnetic Compatibility 

Electromagnetic Interference 

Electric Power Research Institute 

Equipment Qualification 

Electrostatic Discharge 

Engineered Safety Feature Actuation System 

Fahrenheit 

Function Block Library 

Fault Insertion Test 

Failure Mode and Effects Analysis 

Failure Modes and Effects Diagnostic Analysis 

Fiber Optic Inter-Chassis Interface 

Fiber Optic Monitoring Interface 

Fiber Optic Tuning Interface 

Field Programmable Gate Array 

Functional Safety Audit 

Functional Safety Management Plan 

Functional Test 

Acceleration Due to Gravity 

General Design Criteria 

Gigahertz 

Global Quality Assurance, Inc. 

Heartbeat Control 

Hardware Description Language 

HDL-Programmed Devices 

Human-System Interface 

Hardware 
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HWSD 
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Hardware Self-Diagnostics 

Hardware Modules Self-Diagnostics 

Hardware Unit Self-Diagnostics 

Hertz 

Instrumentation and Control 

Input/Output 

International Atomic Energy Agency 

Identification 

Input Data Receive 

International Electrotechnical Commission 

Institute of Electrical and Electronic Engineers 

Independent Engineering Review of l&C Systems in Nuclear Power Plants 

Interface and Data Transmission Self-Diagnostics 

Interface Protection Module 

Internet Protocol 

Institute for Printed Circuits 

Instrument Society of Automation 

International Organization for Standardization 

Integration Test 

Joint Test Action Group 
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Kilohertz 
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Local Area Network 

Light Emitting Diode 

Limited Liability Company 

Logic Level Simulation and Timing Simulation 

Logic Module 

Least Significant Bit 
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Term 

LVDS 

m 

ma 

MATS 

MC 

MED SD 

MHz 

MIL-STD 

ms 

mV 

MO 

NPP 

NQA 

NRC 

QBE 

OCM 

ODT 
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PC 
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PS 
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QA 

QAP 
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Low-Voltage Differential Signaling 

Meter 

· Milliampere 

Monitoring and Tuning System 

Monotony Control 

Module ED Self-Diagnostics 

Megahertz 

Military Standard 

Millisecond 

Millivolt 

Megaohm 

Nuclear Power Plant 

Nuclear Quality Assurance 

Nuclear Regulatory Commission 

Operating Basis Earthquake 

Optical Communication Module 

Output Data Transmission 

Product Architecture Document 

Personal Computer 

Printed Circuit Board 

Product Concept Document 

Packet Data Self-Diagnostics 

Programmable Logic Controllers 

· Protection System 

Power Supply and Watchdog 

Quality Assurance 

Quality Assurance Program 

Quality Assurance Program Document (i.e., Radics LLC QAPD-001) 

Quality Management System 

Qualification Test Specimen 
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R&D 

Rad 

RAD SD 

RAM 

RFI 

RG 

RMS 

RPC 

RPCLS 

RPCT 

RPP 

RR 

RSCP 

RTD 
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RWSP 

SCA 

SD 

SER 

SIL 

SIS 

SOR 

SPI 

SPIP 

SRP 

SRS 

SSE 

SSRAM 
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Research and Development 

Radiation Absorbed Dose 

Random-Access Data Self-Diagnostics 

Random-Access Memory 

Radio Frequency Interference 

Regulatory Guide 

Root Mean Square 

Research and Production Corporation 

Reactor Power Control and Limitation System 

Radiy Product Configuration Toolset 

Radiy Proprietary Protocol 

Review Report 

RS-232 Interface 

Resistance Temperature Detector 

Register Transfer Level 

Reactor Trip System 

Radiy UDP Based Protocol 

Radiy Watchdog Interface 

Static Code Analysis 

Self-Diagnostics 

Safety Evaluation Report 

Safety Integrity Level (from IEC 61508) 

Safety Instrumented System 

Safety Override 

Serial Peripheral Interface 

SPI Interface 

Standard Review Plan 

Safety Requirements Specification 

Safe Shutdown Earthquake 

Synchronous Static Random-Access Memory 
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TR 

TSAP 

TOV 

UART 

UDP 

UICP 

UKTS 

U.S. 

V&V 

V 

VAC 

voe 
VHDL 

VM 

VVER 

ZPA 
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Definition 

Switch Time 

Static Timing Analysis 

Scientific and Technical Center 

Topical Report 

Test Specimen Application Program 

Technischer Oberwachungsverein (Technical Inspection Association) 

Universal Asynchronous Receiver/Transmitter 

User Datagram Protocol 

UART Interface 

Unified Hardware System Equipment (UKTS in Russian) 

United States of America 

Verification and Validation 

Volts 

Volts Alternating Current 

Volts Direct Current 

Very High Speed Integrated Circuits Hardware Description Language 

Ventilation Module 

Russian: Voda-Vodyanoi Energetichesky Reaktor (Pressurized Water 

Reactor) 

Zero Period Acceleration 

Ohm 
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2 RadlCS Development and Operational History 

2.1 Evolution of RPC Radiy Products 

The first generation of RPC Radiy products, called Unified Hardware System equipment (UKTS in 
Russian), was introduced in 1995. The main purpose of using UKTS was to replace obsolete NPP 
equipment that was no longer available in the ma rket. Within the next six years, about 10,000 UKTS 
modules housed in approximately 700 UKTS cabinets, were manufactured and supplied and installed at 
to Ukrainian nuclear power plants . 

In 1998 RPC Rad iy developed a new generation of UKTS-DPI modules and cabinets with digital signal 
processing, noise-elimination and built-in diagnostics functions . FPGA technology was used for the first 
time in these modules to implement control logic. More than 50,000 of such modules were installed in 
NPPs in subsequent yea rs . 

The evolution of RPC Rad iy products is shown in Figure 2-1. 

1995 

Started development 
and supply of the 

equipment for NPP 

l&C systems 

Replacement of 
obsolete NPP l&C 
modules 

1998 

First generation of 

equipment for NPP 

l&C systems 

FPGA-based 
l&C systems for 
NPP 

FPGA-based l&C 
platform for NPP 

Figure 2-1: Evolution of RPC Radiy Products 

2014 

Third generation of 

equipment for NPP 
l&C systems 

SIL3 certified 
FPGA-based l&C 
platform for NPP 

The development of a new concept of an FPGA-based l&C platform was init iated in 2002 concurrent 
with the manufactu ring and installation of the UKTS-DPI modules. This new platform, called RADIY 
Platform, eventually replaced the UKTS-DPI platform, whose main disadvantage was that it was 
designed fo r single-purpose applicat ions. 
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The RADIY Platform is of a modular type and it includes modules such as logic modules, diagnostic 
modules, and digital and analog 1/0 modules. RPC Radiy has installed over 70 RADIY Platform-based 
safety and control systems in operating NPPs. Examples applications include RTS, RPCLS, and ESFAS. 

The RPC Radiy latest development is the FPGA-based RadlCS Platform. This is a new generation product, 
designed in 2011 based on an earlier RADIY platform. The RadlCS Platform consists of an IEC 
61508:2010 (Reference 2-1) SIL 3 chassis level certifiable architecture with a typical response time of 
less than 10 milliseconds and a comprehensive set of constituent modules. 

The Functional Safety Assessments performed by exida (Reference 2-2) demonstrated that the RadlCS 
Platform complies with the IEC 61508 SIL 3 certification requirements. 

2.2 Overview of Rad/CS Platform 

The RadlCS Platform (see Figure 2-2) consists mostly of a set of general-purpose building blocks that can 
be configured and used to implement project-specific functions and systems. The RadlCS Platform is 
composed of various standard ized modules, each based on the use of FPGA chips as computational 
engines. 

The basic architecture of the RadlCS Platform consists of an instrument chassis containing a logic 
module, as well as up to 14 other 1/0 and fiber-optic communication modules. Logic modules gather 
input data from input modules, execute user-specific logic, and update the value driving the output 
modules. They are also responsible for gathering diagnostic and general health information from all 1/0 
modules. The 1/0 modules provide interfaces with field devices (e .g., sensors, transmitters, and 
actuators) . The functionality of each module is defined by the logic implemented in the FPGA(s) that are 
part of the above modules. 

In addition to the above described general purpose 1/0 modules, there is a fiber-optic communication 
module that can be used to expand the l&C system to multiple chassis . It is also possible to provide 
inter-channel communications via fiber-optic based connections between logic modules. 

The backplane of the Rad I CS Platform provides interfaces to power supplies, process I/Os from the field, 
communication links, key switch inputs, and indicators. The internal backplane provides interfaces to 
the various modules installed within each chassis by means of a dedicated, isolated, point-to-point low­
voltage differential signaling (LVDS) interface. 
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• 
, ________________ 2 

.. --------- ----­~--------- ------------~~------

Figure 2-2: RadlCS Platform 

For application development, RPC Radiy provides a tool called Radiy Product Configuration Toolset 
(RPCT) . This t ool can be used to configure logic for various applications using the AFBL. 

• 

In addition, the RadlCS Platform includes extensive on-line self-surveillance and diagnostics at various 

levels, including control of FPGA power, watchdog heartbeat monitoring, cyclical redundancy check 
(CRC) calculat ions, and monitoring of the performance of FPGA support circuits, 1/0 modules, 
communications units, and power supplies. 

The RadlCS Platform can also be represented as a hierarchy w ith several levels, which could be arranged 
into two main groups: software (i. e., VHDL t o configure the FPGA) and hardware blocks. The RadlCS 
Platform high-level representation is shown in Figure 2-3. The non-safety workstations and the HSI 
software associated with the MATS are not within the scope of the RadlCS Platform Topical Report. 
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Figure 2-3: RadlCS Platform High level Representation 

The diagnostic functions are separated from the logic functions and both are executed concurrently. In 
case of fault detection, the system is placed in a safe state as predefined for each application during 
configuration. 

2.3 Rad/CS-Based Applications 

FPGA based platforms produced by RPC Radiy are used in the most critical and high-reliability 
demanding NPP applications such as RTS, ESFAS, and Rod Control System. The following sub-sections 
provide a description of these systems to provide examples of how the Rad I CS Platform can be used for 
specific projects; however, no NRC approval is sought for any specific system architecture or design as 
part of the Rad I CS Topical Report review. 

2.3.1 Reactor Trip System 

RPC Radiy has developed RTSs that have been used to continuously monitor various process variables 
and generates reactor shutdown signals in case these variables reach their setpoints . These systems 
have been designed to transmit all the information necessary for surveillance and monitoring of the 
plant (e.g., the status of command execution, plant conditions, and diagnostic data) to the control room, 
and on customer's request, to other safety and non-safety systems. An example four channel RTS 
configuration is shown in Figure 2-4. 
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Figure 2-4: Example Reactor Trip System Configuration 

Systems designed with RadlCS Platform technology can be designed to correct voting logic when faults 
are detected, so that system availability is optimized without compromising safety. The RadlCS self­
diagnostic subsystem includes troubleshooting assistance functions that can be used to support 
maintenance work for easy localization of faults . In case of failure detection (i .e., failure in a RadlCS 
Module), a system designed with RadlCS Platform technology can put itself in the safe state by 
generating a reactor shutdown signal and the corresponding annunciation signals . RadlCS Platform 
technology has been used to design systems that included manual actuation of shutdown logic from the 
Main Control Room or Remote Shutdown Station. The RadlCS Platform can be adapted to perform 
equivalent functions in all the major reactor types. A typical set of RadlCS Platform equipment is shown 
in Figure 2-5. 
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To date there are 30 RPC Radiy designed RTSs in 

operation at Zaporizhzhe NPP, Rivne NPP, 

Khmelnitsky NPP, and South Ukraine NPP. 

Figure 2-5: Typical RadlCS Reactor Trip System Equipment 

2.3.2 Engineered Safety Features Actuation System 

The RadlCS Platform technology can be used to design and manufacture ESFAS applications (see Figure 
2-6) that have the following main functions: 

• Protection, interlocking, and monitoring of actuators 

• Manual remote control of actuators 

• Acquisition of signal data and other related information 

• Signal conditioning and monitoring of safety signals, detectors, and sensor 

• Full-scope system self-diagnostics 

The following design principles can be applied in the ESFAS using RadlCS Platform technology: 

• Variety of input signals (e.g., current, voltage, resistance, "dry contact") 

• System expandability to accommodate the need for an increased number of inputs and outputs 

• A simple and controlled process for the modification of system logic and control algorithms 

• Interfacing capability with other plant control and monitoring systems 
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Eighteen ESFASs are presently in operation at Rivne, 
South Ukraine, and Kozloduy (Bulgaria) NPPs. 

Figure 2-6: RadlCS Engineered Safety Features Actuation System Cabinets 

A Rad I CS Platform-based ESFAS can be supplied in two, three, or four channels configurations. In these 
configurations, a RadlCS Platform-based system can meet U.S. Class lE requirements. An example of a 

four-channel ESFAS configuration is shown in Figure 2-7. 
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Figure 2-7: Example Engineered Safety Features Actuation System Configuration 

2.4 RPC Radiy Safety l&C Installations 

RPC Radiy FPGA-based l&C systems have been installed in operating NPPs since 1998. A summary of 
RPC Radiy nuclear l&C references collectively implemented with all technologies is provided in Table 2-1. 
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Table 2-1: RPC Radiy Designed and Manufactured Equipment and Systems Installed in NPPs 

Reactor Trip System Zaporozhye NPP, South- 30 2004-2015 

Ukraine NPP, Rivne NPP, and 

Khmelnitski NPP 

Reactor Power Control Zaporozhye NPP, South- 13 2004-2019 

and Limitation System Ukraine NPP, Rivne NPP, and 

Khmelnitski NPP 

Engineered Safety South-Ukraine NPP, Rivne 21 2005-2018 

Feature Actuation NPP, and Kozloduy NPP 

System (Bulgaria) 

Rod Control System South-Ukraine NPP 1 2013 

Fire Alarm System Zaporozhye NPP, South- 17 2008-2019 

Ukraine NPP, and Rivne NPP 

Power Supply for South-Ukraine NPP and 4 2007-2015 

Rod Control System Kozloduy NPP (Bulgaria) 

UKTS-Based Reactor Rivne NPP and Zaporozhye 15 1998-2004 

and Turbine Control NPP 

System 

Switchgear Cabinets Khmelnitski NPP, Zaporozhye 2,919 2006-2019 

NPP, Rivne NPP, Nuclear 

Research Institute, Kozloduy 

NPP, and South-Ukraine NPP 

Seismic Sensors Khmelnitski NPP, Zaporozhye 83 2010-2019 

NPP, Rivne NPP, and South-

Ukraine NPP 

Pressure Heat Embalse NPP (Argentina) 12 Delivered to Candu 

Transportation Pump Energy, April 2014 

Motor Speed 
Measuring Devices 

Main Control Room Embalse NPP (Argentina) 1 Delivered to Candu 

and Secondary Control Energy, April 2014 

Area Window 
Annunciators 
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Radics LLC has a problem reporting and tracking system as described in the Radics LLC Quality Assurance 
Manual (Reference 2-3). The RPC Radiy nuclear operating experience has provided ample opportunities 
to identify latent errors and to validate equipment performance. 

In addition, operating experience with RPC Radiy digital safety l&C systems has shown no instances 
· where the capability of the safety l&C system to perform its intended safety function(s) was 

compromised during an anticipated operational occurrence. Specifically, the RPC Radiy systems have 
not experienced any system failures or common cause failures in more than 400 reactor-years of 
operation as of December 2015. 

2.5 Chapter 2 References 
1 IEC 61508-2010, "Functional Safety of Electrical/Electronic/Programmable Electronic Safety­

related Systems," International Electrotechnical Commission 
2 "exida Report No. RAD 14-06-037 R002, "Results ofthe IEC 61508 Functional Safety 

Assessment for FPGA-Based Safety Controller RadlCS," September 15, 2015 
3 QAPD-001, "Radics LLC Quality Assurance Program Description" 
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3 Quality Assurance 

3.1 Introduction 

RPC Radiy is a leading Ukrainian designer and supplier of advanced l&C systems for NPPs. RPC Radiy 
offers a full development cycle including design, manufacturing, testing, and equipment installation. 
RPC Radiy is the designer and manufacturer of the RadlCS Platform equipment. 

The RPC Radiy QMS governs the design and manufacture ofthe RadlCS Platform equipment. The RPC 
Radiy QMS is based on ISO 9001:2015 (Reference 3-1). The RPC Radiy QMS is described in Section 3.2. 

Radics LLC is a wholly owned LLC established in July 2012. The company's business focus is the design 
and delivery of l&C systems for NPPs using the RadlCS Platform equipment. 

The Radics LLC QAP governs the system design, integration, and delivery of l&C systems for NPPs using 
the Rad I CS Platform equipment. Radics LLC QAP is based on 10 CFR Part 50 Appendix B (Reference 3-2} 
and ASME NQA-1-2008 (Reference 3-3} and the NQA-la-2009 Addenda (Reference 3-4), as endorsed by 
RG 1.28 (Reference 3-5). The Radics LLC QAP is described in Section 3.3. 

3.2 RPC Radiy Quality Assurance Program 

3.2.1 RPC Radiy Organization 

RPC Radiy is headquartered in Kirovograd, Ukraine. RPC Radiy provides a full range of design activities. 
In addition to the RadlCS Platform equipment, RPC Radiy designs other hardware components, such as 
electrical distribution and switchgear cabinets and non-FPGA-based l&C systems. RPC Radiy has a broad 
range of technical capabilities and high degree of vertical integration: design, procurement, 
manufacturing, testing, and installation. The RPC Radiy organization structure is shown in Figure 3-1. 

3.2.1.1 RPC Radiy Design Bureaus 

The RPC Radiy Design Bureaus include the following: 

• Design Bureau of l&C Systems performs design of instrumentation and control and electrical 
systems for NPPs and other industrial facilities, 

• Design Bureau of Fire Safety Automatic Control performs design of fire detection and video 
surveillance systems for NPPs and other industrial facilities, 

• Design Bureau of Electrotechnical Equipment designs RTS, ESFAS, RPCLS, and electrical 
distribution control systems, 

• Design Bureau of Physical Processes Analysis develops industrial seismic sensors and seismic 
detection systems, and 

• Design Bureau of Software and Hardware Systems develops new platforms and systems, 
performs reverse engineering, and supports Radiy activities during international projects. 
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Figure 3-1: RPC Radiy Organization Structure 
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RPC Radiy has adopted design processes and QMS practices that comply with industry wide safety 
requirements for l&C systems as described in IEC 61508 (Reference 3-6), as well as specific requirements 
for nuclear l&C systems as described in the IAEA and IEC standards for nuclear facilities . 

RPC Radiy designers have been involved in the development of l&C systems for the nuclear industry 
since 1995 and with FPGA-based applications since 1998. The RPC Radiy methods are based on the 
company's experience, continuous improvement processes, and the best international FPGA design 
practices . RPC Radiy also collaborates with the international NPP community, including the EPRI, to 
shares FPGA-related experience. 

RPC Radiy technical departments and top management support the designers' professional 
development. Training of designers is performed on a regular basis to achieve the appropriate staff 
qualification levels. All training activities are performed in accordance with the RPC Radiy QMS. 

3.2.1.2 Research and Development (R&D) 

RPC Radiy is one of the leading companies in the world providing FPGA-based l&C solutions to the 
nuclear industry and seeking new applications where FPGA technology can be utilized . The ongoing 
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investment in Research and Development (R&D) activities leads to continuous improvement of its 
products. 

The Scientific and Technical Center for Safety Infrastructure-Oriented Research and Analysis (STC) is the 
R&D Department. Some of the STC's main activities are as follows: 

• · Safety assessment of FPGA based l&C systems and applications, 

• Design assessment: evaluating attributes, such as reliability, security, and maintainability of 
FPGA-based systems hardware and electronic design, 

• Development of techniques and tools for multi-version system assessment of safety and 

diversity, 
• Development of V&V techniques for the FPGA-based l&C systems, 

• Participation in the development of standards and other normative documents associated with 

FPGA based l&C systems, support to the development of the RPC Radiy QMS, and 

• Certification and licensing support of FPGA based and other l&C systems. 

3.2.1.3 Manufacturing Support 

The Manufacturing Support department is responsible for the preparation of documentation to be used 

in the manufacturing of components and assembly units and their interconnecting parts, as well as 

manufacturing processes such as metal plating, polymeric coating, mounting, handling, rinsing, marking, 

testing, packing, and associated manufacturing control operations. All manufacturing support activities 

are performed in compliance with Company Standards, Guides, and Working Instructions/Procedures 

that are part of RPC Radiy QMS. 

3.2.1.4 Procurement 

RPC Radiy performs all manufacturing activities in its own production facilities. Certain components, 

such as printed circuit boards (PCBs) and electronic components, as well as materials, such as metal 

plates, mounting hardware, and chemical are purchased parts. The selection of these components is 

performed by RPC Radiy technologists, procurement department personnel, QA staff (quality inspectors 

and auditors) and using Test Laboratory capabilities (if needed) in accordance with the requirements of 

generally accepted standards and specifications, which meet the requirements of the ASME NQA-lb-

2007 (Reference 3-7) and the guidance in EPRI NP-5652 (Reference 3-8) and EPRI TR-102260 (Reference 

3-9). 

According to requirements of ISO 9001, ASME NQA-lb-2007, and other related standards, it is necessary 

to establish a supplier evaluation process to provide reasonable assurance that a commercial grade item 

will successfully perform its intended safety function. Information required for the evaluation of the 

RPC Radiy suppliers is obtained via the following methods: 

• Testing (Special Tests and Inspections); 

• Suppliers' assessment (Commercial Grade Survey), 

• Suppliers' inspection (Source Verification}, and 

• Statistical estimation (Acceptable Supplier/Item Performance Record). 
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The supplier evaluation and selection process is implemented by the Procurement Department in 
accordance with established procedures. The capability of a supplier to provide products that conform 
to the specified technical requirements is evaluated. Suppliers are required to identify all regulatory 
documents used for products manufacturing and provide them to RPC Radiy, as requested. Product 
delivery terms are evaluated to the ability of the supplier to deliver products timely in accordance with a 
plan of delivery. The Procurement Department Head can decide to audit a supplier to confirm the 
quality of supplied products. Audits are performed in accordance with established procedures by 
authorized Procurement Department employees. An audit report is provided to the Director of 
Marketing, Logistics, and Procurement. Based on audit report, the Director of Marketing, Logistics and 
Procurement makes the decision on further cooperation with subsequent execution of a contract with 
this supplier and including ofthis supplier into the List of Approved Suppliers. 

The following criteria are used for supplier selection: 

1. quality of delivered items: 
• reliability data of supplier items 
• quantity of unaccepted materials due to noncompliance with requirements 
• acceptability of deviations from requirements at various stages throughout the entire scope of 

delivery 
• quality and completeness of the documentation 
• parts traceability 
• availability of a certified QMS 

2. observance of delivery terms: 
• timely delivery of order items 
• compliance with commercial and legal conditions of the contract 
• in case of justified delays, the suppliers' ability and willingness to implement a successful 

schedule recovery plan 

3. price policy and terms of payment: 
• compatibility of terms of payment with the RPC Radiy financial strategy 
• competitive pricing 
• production capability 
• financial health of the company 
• ability and willingness to support their clients during challenging times 

4. other requirements: 
• Ability of the suppliers' staff to communicate in a clear and open fashion 

All above mentioned activities are performed by the RPC Radiy Procurement and Sales Department on a 
regular basis, allowing us to maintain an up-to-date list of qualified suppliers. 

RPC Radiy has implemented procedures for performing incoming inspection to prevent the usage of 
counterfeit materials in digital l&C systems. The inspection is used to check the availability of 
documentation for products that certify the quality, completeness, control, and conformity of product 
quality to specified regulatory documents. The inspection also checks product packaging and marking. 
Sampling is used to check product attributes using various test methods (e.g., titrimetric, photometric, 
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spectroscopic, and gravimetric testing methods) or analysis based on functional testing to controlled 
parameters. 

3.2.1.5 Manufacturing 

RPC Radiy has the following manufacturing capabilities and facilities: 

• Metal working shop equipped with automated sheet shearing machines, sheet bending presses, 
turret punch presses, table spot welding machines, and automated welding machines for 
assembling components and complete cabinets, 

• Formed-in-place foam gasket line for polyurethane foam or silicone sealing contours gasket on 
the doors and different panels of the chassis/racks/cabinets, equipped with automated mixing 
and dispensing machines, 

• Galvanic coating lines, 
• Polymeric powder and seal coating lines, 
• Automated line for PCB surface mounting (including soldering) equipped with an automatic 

solder pastes screen printer, inspection conveyor, automatic surface-mount device pick and 
place machine, inspection conveyor, automatic convection soldering system, and automated X­
ray tomography system for soldering quality control, 

• Facilities for manual heavy components, as well as production lines for surface mounting of 
connectors on the PCBs with quality inspection workstations, 

• PCB washing and protective coating (including protection against tropical conditions) facilities 
using Silicone Conformal Coating (Electrolube DCA SSC 3 type), 

• Fiber-optical patch cables manufacturing facility equipped with a video fiber microscope, 
polishing machine, fiber optic curing oven, and universal optical fiber test platform/ 
reflectometer, 

• Facilities equipped with special measurement, monitoring, and simulation equipment for 
calibration of electronic and electric assemblies and systems, 

• Facilities for the repair of PCBs, modules, assemblies, and other parts associated with l&C 
systems. These are equipped with disassembling, demounting, coating, soldering, 
measurement, monitoring, and simulation equipment, and 

• Facilities for the inspection of soldering in PCBs, electronic, and electrical assemblies. 

The RPC Radiy manufacturing and inspection facilities comply with the QMS, which complies with 
applicable ISO, IEC, and Institute for Printed Circuits (IPC) standards. 

3.2.1.6 Verification and Validation 

RPC Radiy has established a V&V program in full compliance with processes defined in international 
standards. The following V&V methods are in use: 

• Documents review, 
• Failure and mode effect analysis (FMEA), 
• Static code analysis and code review, 
• HDL code functional testing, 
• Logic level simulation, timing simulation and static timing analysis (for FPGA ED), 
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• Reports review of synthesis, place and route, bitstream generation (for FPGA ED), 
• Fault insertion testing (FIT), and 
• Integration testing, validation testing. 

RPC Radiy prefers the use of proven V&V tools over manual methods to eliminate human error. The 
above tools are purchased only from well-established vendors, with a good track record of configuration 
management, V&V, problem notification and resolution, and support and training materials. 

The company QMS prescribes that all commercial software-based tools used for V&V should be tested 
and evaluated with the issuance of relevant evaluation reports. In addition to commercial software­
based tools, RPC Radiy developed custom software-based and hardware-based tools in-house for V&V 
activities that have been tested and validated. 

RPC Radiy V&V capabilities are supported by the STC, a department that is technically, administratively, 
and financially independent from the Design departments. Personnel performing V&V activities have a 
strong theoretical background and practical experience on design and testing of software and FPGA ED. 
RPC Radiy practices are in line with those followed by other organizations involved in the design of 
FPGA-based safety and non-safety l&C solutions for NPPs and in compliance with international 
standards. STC took an active part in the SIL 3 certification of RadlCS Platform. 

The V&V process for the Rad I CS Platform is described in further details in Section 7 .4. 

3.2.1.7 Qualification Test Laboratory · 

Equipment qualification (EQ) testing for RPC Radiy l&C systems is performed in the RPC Radiy testing 
laboratory, which is certified by the National Accreditation Agency of Ukraine 2 to be in conformance 
with ISO/IEC 17025:2005 (Reference 3-10). The testing laboratory is equipped with all the necessary 
certified test equipment. The above test equipment is calibrated in compliance with ISO 10012:2003 
(Reference 3-11). The testing laboratory is operated by trained and experienced staff. 

The facilities include test benches for seismic qualification and environmental qualification; equipment 
aging chambers; and l&C systems simulation/modeling facilities. Qualification test capabilities include: 
radiation exposure and dust resistance (via approved service supplier); pressure, temperature, and 
humidity resistance; seismic qualification, vibration and other mechanical shock resistance; and 
electrical insulation, electrical safety, and electromagnetic compatibility. RPC Radiy EQ processes 
comply with EPRI qualification methods. 

3.2.1.8 Storage and Shipping 

RPC Radiy storage, packing, and shipment procedures ensure the following: 

• Protection against equipment physical and functional damage resulting from mechanical or 
environmental damage, 

• Labeling of parts in compliance with customer requirements, 

2 Affiliated member of the International Laboratory Accreditation Cooperation 
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• Packing in containers in compliance with customer requirements and adequate packaging in 
accordance with the type of equipment and transportation mode, and 

• Provision of a complete and detailed packing list. 

RPC Radiy procedures prescribe methods and assign responsibilities for the handling of defective 
products. Where required to store or ship products that do not meet requirements, these will be 
properly identified and controlled to avoid unintended use. 

3.2.2 Quality Management System 

Between 1994 and 2003 the Company has developed, implemented, and put into action the QMS that 
conformed to the requirements of ISO 9000 series standards. In February 2004, RPC Radiy passed the 
certification audit by the Ukrainian State Agency "State Regulatory Center of Delivery and Service 
Quality" of quality certification system "SERTATOM." This certified RPC Radiy compliance with 
requirements of the national standard DSTU ISO 9001-2001 (Reference 3-12). 

In 2008, after analyzing a set of documents, including QMS, the State Committee of the Nuclear 
Regulations in Ukraine expanded the previously granted the Activity License to authorize RPC Radiy to 
perform the design and manufacturing activities of certain nuclear products. 

In 2009 RPC Radiy introduced an updated QMS that it believes satisfies the requirements of 10 CFR Part 
50 Appendix Band ASME NQA-1-2008 to prepare for a. broader international presence; however, the 
QMS was organized and aligned to ISO 9001:2008. 

3.2.2.1 International Certification Activities 

Information on the international certification activities is provided to give the NRC some context 
regarding the effectiveness of the RPC Radiy QMS design and implementation, since it may not be 
familiar with RPC Radiy and its business operation. 

In January 2005, the RPC Radiy QMS was certified in the International Certification System by the TOV 3 

Rhein land lnterCert for compliance with requirements of international standard ISO 9001:2008. Based 
on the successful audit, TOV Rheinland lnterCert issued a certificate confirming that the required 
production quality controls were established at RPC Radiy. Based on an additional audit performed by 
the International Certification Agency TOV Rhein land lnterCert in October 2011, RPC Radiy obtained a 
new certificate for compliance with standard requirements of ISO 9001:2008. The certificate's scope 
included d_esign, manufacturing, installation, and maintenance of instrumentation and control systems 
and the fire alarm system, including systems and equipment important to safety for nuclear power 
plants. The certificate was updated by TOV Rhein land lnterCert in 2013. In 2016, the QMS was certified 
by Quality Austria for compliance with requirements of ISO 9001:2015. 

Inputs from other design and manufacturing companies, performing audits to assess RPC Radiy as a 
potential supplier, also helped improve the RPC Radiy QMS. In 2010, the RPC Radiy QMS was assessed 
by the former Atomic Energy of Canada Limited (AECL) (now CAN DU Energy) Procurement Department 
to confirm the implementation and effectiveness ofthe QMS. AECL's Supplier's QMS Audit was 

Technischer Oberwachungsverein 
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conducted to evaluate the ability of RPC Radiy to supply products that can meet the AECL requirements. 
RPC Radiy standards were modified and implemented to successfully pass the AECL audit. Based on the 
audit's results, AECL concluded that the RPC Radiy QMS complies with the Canadian Standards 
Association (CSA) CAN3-Z299 series and subsequently RPC Radiy was included in the official AECL 
suppliers' list. To renew the approved vendor. qualification status, CAN DU Energy audited RPC Radiy in 
April 2013 against Canadian Standard CSA N Z299.1 (Reference 3-13) and ISO 9001:2008. 

In 2014, the RPC Radiy QMS was assessed by Hungarian nuclear utility MVM Paks Nuclear Power Plant. 
The audit resulted in a conclusion that RPC Radiy is in full compliance with requirements to perform 
work such as design, manufacturing, repair, maintenance, expert activities, main contractor activities, 
and contributions in installation activities related to operation, maintenance, modification, and repair of 
l&C systems and components classified into the safety categories 2 and 3. 

In 2015, RPC Radiy started work with ISO lngenierie to align the RPC Radiy platform and applications 
against regulatory requirements in France. The activities include a review of RadlCS Platform, as well as 
a review Rad I CS Platform, applications, and processes for compliance with IEC standards. The effort is 
designed to identify an approach for requirements gap analysis and safety case implementation to 
develop a road map for qualification of RadlCS Platform technology in France. 

3.2.2.2 International Atomic Energy Agency Mission at RPC Radiy Facilities 

The IAEA review mission titled, Independent Engineering Review of l&C Systems in Nuclear Power Plants 
(/ER/CS), was established by the Nuclear Power Engineering Section of IAEA to conduct peer reviews of 
NPP l&C design documents, prototype systems, and systems in actual operation in NPPs. The IERICS 
review team consists of a group of invited subject matter experts from various IAEA Member States. 

The IERICS Mission is based on appropriate IAEA documents, such as Safety Guides arid Nuclear Energy 
Series Reports. The IERICS Mission took place at the RPC Radiy facilities in Kirovograd, Ukraine, in 
December 2010 and closed-out in March 2011 in the IAEA offices in Vienna, Austria. The subject matter 
of the above review mission was the RPC Radiy FPGA-based safety l&C RadlCS Platform. The IERICS 
review was based on the IAEA Safety Guide NS-G-1.3 (Reference 3-14) and IAEA Nuclear Energy Series 
Reports NP-T-1.4 (Reference 3-15), NP-T-1.5 (Reference 3-16), and NP-T-3.12 (Reference 3-17). 

The findings of the IERICS Mission were given in the Mission Report IERICS-UKR-2010, Independent 
engineering review of instrumentation and control systems (/ER/CS} in nuclear power plants: IAEA review 
of the Radiy FPGA-based safety l&C platform and systems for NPPs. The conclusions of the IERICS 
Mission included recommendations, suggestions, and an acknowledgement of good practices at RPC 
Radiy. The following items were identified as good practices: 

• The use of FPGA technology and advanced approaches to the development of an FPGA based 
platform and systems, 

• The design includes extensive on-line self-diagnostics at different system levels, 

• Full implementation of the IAEA QMS requirements in the RPC Radiy Quality Management 
System, and 

• Defect reporting program from which other organizations may benefit. 
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The IAEA review team confirmed that extensive, high quality engineering work, in compliance with the 
relevant sections of the IAEA Safety Guide NS-G-1.3, had been performed by RPC Radiy in the 
development of FPGA-based l&C systems. 

3.2.2.3 /EC Safety Integrity Level Certification 

[[ 11a,c,e to a critical 

design review (CDR) based on EPRI TR-1011710 (Reference 3-18). IEC 61508 defines the requirements 
for suppliers to follow during product development to ensure that their products have a robust level of 
resistance to random hardware and "systematic" design failures. Compliance is evaluated by qualified 
third-party certification agencies that assess and certify that a product has been designed and 
developed in accordance with the standard. 

The IEC 61508 SIL 3 certification process is shown pictorially in Figure 3-2. 

lOE-4< PFD (average probability of a 
dangerous failure per demand) <lOE-3 

---~f 10E-8<PFH (average frequency of 
a dangerous failure of the safety 
function) <lOE-7/hour English as a work language 

Safety culture 
----1,, Human factor k, 

Time management _ ___) , 

Teamwork 

--~~ Product reliability 1 SFF (Safe Failure Fraction) > 99% 

Self-diagnostic Coverage > 99% 

FM EDA (Failure modes, effects and 
diagnostic analysis) 

Audits 

Documentation 
management 

Requirements tracing 

Action tracking 

S1L3 

--------------v 
::; Functional Safety control : 

Process execution 

Figure 3-2: SIL 3 Certification Process 
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exida followed a rigorous process that verified the SIL of the RadlCS Platform Hardware and associated 
ED, as well as its manufacturing and quality control procedures. [[ 

The IEC 61508 standard provides means of certifying systems based on four predefined SI Ls, where SIL 4 
would be the most demanding level. SI Ls are order of magnitude levels of risk reduction. The IEC 61508 
establishes three modes of operation: 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 46 of 388 



NON-PROPRIETARY 

• Low Demand Mode: where the safety function is only performed on demand, and where the 
frequency of demands is no greater than one per year; 

• High Demand Mode: where the safety function is only performed on demand, and where the 
frequency of demands is greater than one per year; 

• Continuous Demar:,d Mode: where the safety function is a part of normal operation. 

The SIL table for appropriate measures for a NPP protection system is shown in Table 3-1. 

SIL4 

SIL3 

SIL 2 

SIL 1 

Table 3-1: IEC 61508 SIL Table for Demand Mode 

A\f,~_rag~ e~?~~bili~y of·~::,( . :A~~rage 6[~quetjpyof: "'5t 
·. oangero'us Failure on:' ' Dangeroui"Faih.ire ofth~ · 
,Demand ·c;,f the Safety ;'- , S.afe~y Ft.fr1ftioni;)./ho1,Jf( 

.,,,;:~ii~ii~·1{~: .:l~i~~j~iif ~j~/ 
;::: 10-5 to < 10-4 ;::: 10-9 to < 10-s 

;::: 10-4 to < 10-3 ;::: 10-s to< 10-7 

;::: 10-3 to < 10-2 ;::: 10-7 to < 10-6 

;::: 10-2 to < 10-1 ;::: 10-6 to < 10-s 

100,000 to 10,000 

10,000 to 1,000 

1,000 to 100 

100 to 10 

The SIL certification process requires that products developed under a Functional Safety Management 
Plan (FSMP) to be audited in stages by the independent certification agency. The FSMP describes the 
process and procedures used to design; verify and validate; and maintain the RadlCS Platform. The 
FSMP defines the specific management responsibilities for the RadlCS Platform development project. 
The FSMP takes all I EC 61508 requirements into consideration and mandates that they be applied 
throughout the product life cycle. 

The SIL certification process outlined in IEC 61508 requires the preparation of a set of documents 
specific to each of the phases of the product life cycle. These documents must be subject of an 
independent auditing process and assessment by a Certification Body. 

The auditing process starts early in the product development process with an independent Functional 
Safety Assessment of the readiness of the processes and product(s). Internal Functional Safety Audits 
(FSAs) are conducted after successful completion of the development process at specific milestones, as 
described below. 

The first internal FSA usually takes place early within the development process, after the functional and 
safety requirements definition, when V&V plans and product architecture design are available. Other 
activities that need to be completed before the commencement of this first internal FSA are the safety 
concept definition, the section dealing with suppliers and the implementation of a configuration control 
process. 
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The objectives of this internal FSA are to verify that: 

• The required documents have been approved for use and are under proper configuration 

• Control, 
• Project QA manual is in place and in line with corporate and project objectives and quality 

requirements, 
• The QA programs of suppliers of materials and services are in line with the project quality 

requirements as defined in the project QA manual, 
• Whether all verification activities associated with this phase of the development process were 

correctly executed, 
• An effective action tracking process was instituted and followed by all members of the team, 

• An effective requirement tracing process was instituted and followed by all members of the 
team, 

• The Safety Concept for the product is clearly defined, 
• The required competences and accountabilities for the project are clearly identified and the 

organization is staffed accordingly, and 
• An effective Change Management process was instituted and followed by all members of the 

verification team. 

All the above is consistent with activities as described in the RadlCS Platform FSMP. 

The objectives of subsequent internal FSAs are: 

• To address observations from the previous FSAs, 
• To ensure continued compliance with all applicable objectives, as defined for the first internal 

FSA, 
• To ensure that the development process continues to follow the FSMP, 
• To verify that only qualified tools are used in the development process, 

• To determine whether conditions are met for the commencement of the independent 
Functional Safety Assessment by the corresponding Certification Body, 

• To ensure compliance with the FSMP at each audited project phase, 
• Verify that the product release baseline audit has been successfully performed, and 

• Verify that fault insertion tests cover the appropriate measures. 

The independent Functional Safety Assessment is performed by an external certification agency and 
documented in a report in accordance with the FSA plan. 

The following information is required as input to the independent Functional Safety Assessment: 

• IEC 61508, 
• The final product functional, safety and performance requirements, and 
• The final product safety integrity requirements (requirements for probability rates and reliability 

indexes). 

On completion of the independent Functional Safety Assessment, the certification agency publishes the 
following documents: Functional Safety Assessment Plan, Functional Safety Assessment Report and the 
certificate of product's compliance. 
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In 2010, RPC Radiy senior management set as one of the company's goal, to use our Rad I CS Platform for 
Safety Instrumented System (SIS) applications under IEC 61508. Because of the above, the following 
decisions were made: 

• To move from being a turnkey only supplier (supplier of entire systems) to different contractual 
· arrangements where the RadlCS Platform could be used for implementation of different safety 

and non-safety applications and in which RPC Radiy or the client could play the role of the 
integrator, 

• To pursue certification of the RadlCS Platform to SIL 3 based on IEC 61508, and 
• To contract exida Inc. as the independent assessor and certification agency. 

In 2011, exida performed a preliminary assessment to assist RPC Radiy management in determining the 
level of effort required to reach SIL 3 certification for the RadlCS Platform, assuming a 2-out-of-3 voting 
logic architecture. The assessment included: 

• IEC 61508 Process Gap Analysis (product development and support processes evaluation) and 

• System Failure Mode and Effect Analysis (high-level design assessment). 

The results of the exida assessment formed the basis of a new comprehensive project aimed at 
enhancing the life cycle processes of the RadlCS Platform to the level required for SIL 3 certification. 

Changes to the platform development process and detailed planning of associated activities for the 
upgrading of the Rad I CS Platform to comply with SIL 3 requirements were implemented during the first 
phase of the project. Personnel, Document, Functional Safety Management, Configuration 
Management and Overall V&V plans, along with Safety Requirements Specification and other 
documents covering all aspects of the life cycle were developed during this phase of the project. 

Results of subsequent phases of the certification project showed that all the exida recommendations 
were considered and successfully implemented. 

The subsequent assessments performed by exida, as well as final independent Functional Safety 
Assessment in August 2014, confirmed that RPC Radiy processes comply with SIL 3 requirements and the 
RadlCS Platform meets SIL 3 requirements in both multiple and single channel configurations. 

3.3 Rad/CS Quality Assurance Program 

3.3.1 Radics LLC Organization 

The Radics LLC organization is designed to provide for safety-related l&C systems to NPPs using the 
RadlCS Platform equipment. Radics LLC, based in Kirovograd, Ukraine is responsible for all RadlCS 
Platform-based application project activities except the manufacturing of the Rad I CS Platform 
equipment. The RadlCS Platform equipment is manufactured by RPC Radiy, as described in Section 3.2. 

The main departments within Radics LLC that are involved in a RadlCS Platform-based application 
project include: 
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• Supply and Sales Department - Provides customer technical and QA requirements from 
procurement documents. Provides storage, packaging, and shipping for completed RadlCS 
Platform-based systems designed and integrated by Radics LLC. Packaging and shipment are 
performed by Radiy under the Radiy QMS. All these requirements are included into the 
purchase order and controlled by Radics LLC. 

• Application Design Bureau - Develops project-specific l&C system designs based on RadlCS 
Platform technology. The systems design work includes the system architecture, the Application 
EDs, and hardware that implement customer function requirements. The design work is based 
on using the RadlCS Platform Development Tools and AFBL. 

• Verification Department - Performs verification activities on the hardware and electronic design 
documents prepared by the Application Design Bureau, as specified in the Project Overall V&V 
Plan. The Verification Department is technically, administratively, and financially independent 
from the Application Design Bureau. 

• Validation and Commercial Grade Dedication Department - Performs commercial grade 
dedication of RadlCS Platform equipment provided by RPC Radiy. RPC Radiy designs and 
manufactures the RadlCS Platform equipment, including the generic Platform EDs and the 
Platform and Application Function Block Libraries. Performs validation testing of RadlCS 
Platform-based systems developed by Radics LLC. RPC Radiy performs validation testing of the 
generic RadlCS Platform and FBL. The Validation and Commercial Grade Dedication Department 
is technically, administratively, and financially independent from the Application Design Bureau. 

• Equipment Qualification and Calibration Department - Performs required EQ testing or analysis 
of equipment used for Rad I CS Platform-based systems. 

• QA Department - Controls the Radics LLC QAPD and Radics LLC development standards and 
audits implementation of programs and processes. Responsible for independently planning and 
performing activities to verify the development and effective implementation of the Radics LLC 
QA Program. Supports commercial grade dedication activities for commercial grade surveys and 
source inspections, as specified by the commercial grade dedication plan. 

• Technical Support and Maintenance - Performs commissioning, warranty support, customer 
technical support, spare parts availability control, consideration of claims, and customer 
complaints. 

Figure 3-3 shows the Radics LLC organization and work flow interfaces for Rad I CS Platform-based l&C 
projects. 

Figure 3-4 shows the Radics LLC product lifecycle and organizational responsibilities. 
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Figure 3-3: Radics LLC Organization and Workflow Interfaces 

Document ID: 2016-RPC003-TR-001 Revision : 

~ adICS 

1 

Serice Support 
Department 

echnical Support and 
Maintenance 
Department 

Page 51 of 388 



NON-PROPRIETARY 

DECOMMISSION 

WARRANTY AND 
TECHNICAL 
SUPPORT 

i 
COMMISSION ING 

Application 
Design Bureau 

Supply & Sale 

Document ID : 

MARKETING ~ DESIGN 
MANUFACTURE 
PREPARATION 

~ adICS 
PU RCHASING 

PRODUCT LIFE CYCLE FOR RADICS-BASED APPLICATION 

SHIPMENT AND 
DELIVERY 

Vaidation and 
CGD 

SALES 

Notes. 

PACKI NG AND 
STORAGE 

DEDICATION 
OFCGI 

l_ __ _ 
RADICS 

C ALIBRATION OFl 
M&TE 

DEDICATION OF 
TESTING 

(CALIBRATION) 
SERVICES) 

----- --
QUALIFIED IABS 

l. Service support department provides administrative support 
functions to the company director and projects. It support all aspects 
of Rad\CS product development. 
2. R&D is applicable for all RadlCS engineering departments. 

Figure 3-4: Radics LLC Product Lifecycle and Organizational Responsibil it ies 
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3.3.2 Quality Assurance Program 

The Radics LLC QAPD (Reference 3-19) is the top-level QA document of the 10 CFR Part 50 Appendix B 
QA program for the Radics LLC organization. The QAPD includes methods pertaining to managerial and 
administrative controls that meet the requirements of 10 CFR Part 50 Appendix B, RG 1.28, Revision 4, 
and NQA-1-2008/ NQA-la-2009 Addenda. The Radics LLC QAPD is based on NEI 11-04A (Reference 3-
20). 

The Radics LLC QAPD defines specific responsibilities and authority for control of design, documentation, 
procurement, processes, inspection, testing, nonconformance, corrective action, and QA records. In 
addition, the Radics LLC QAPD defines requirements for inspection and audits. The Radics LLC QA 
Department is responsible for maintaining the Radics LLC QAPD. 

The Radics LLC QAPD establishes the quality system document structure, which includes the following: 

• Radics LLC QAPD is the upper tier quality requirements document, 

• Radics LLC Quality Procedures implement the QAPD requirements for programs and processes, 
• Radics LLC Quality Work Instructions provide standardized methods to accomplish quality­

related work, and 

• Radics LLC Forms and Records are used to create the implementation evident for quality-related 
work. 

All Radics LLC activities for the processes described in the RadlCS Topical Report are performed in 
accordance with the Radics LLC QAPD. 

Radics LLC activities for supplier selection and evaluation comply with the applicable NQA-1-2008/2009a 
requirements for source (supplier) evaluation and selection and periodic re-evaluation. The Radics LLC 
QAPD is implemented through procedures that control the selection and qualification of suppliers and 
maintenance of the Qualified Suppliers List. QA evaluators perform supplier evaluations, which include 
assessment of corrective action history, nonconformance submittals, organization changes, etc. A 
performance rating is determined based on the evaluation of these criteria and a supplier can be added, 
retained, or removed from the Qualified Suppliers List. The scope of related activities performed by 
Radics LLC includes supplier audits and commercial grade surveys for commercial suppliers. The Radics 
LLC QAPD provides control for the selection and evaluation of suppliers for calibration and testing 
services. 

The Radics LLC QAPD establishes procurement and dedication control programs designed to detect and 
prevent usage of counterfeit and fraudulently marketed products in its projects according to 
requirements of NRC Generic Letter 89-02 (Reference 3-21). The following Radics LLC QAPD measures 
are implemented in procedures: 

• Involvement of engineering staff in the procurement and product acceptance process, 

• Implementation of comprehensive source inspection, receipt inspection, and testing programs, 
• Establishment of engineering based, programs for review, testing, dedication of commercial­

grade products for suitability, and 
• Appropriate training in the detection of these items to applicable personnel. 
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As described in Section 3.2, RPC Radiy works under their ISO 9001:2015 QMS and maintains its own set 
of procedures for the design and manufacturing of the Rad I CS Platform equipment. Radics LLC uses its 
commercial grade dedication process to accept the RPC Radiy components into the Radics LLC QAP. 
During the product development life cycle phases where RPC Radiy performs work, Radics LLC verifies 
the RPC Radiy generic Platform ED and FBL activities though commercial grade dedication and project­
specific V&V activities, as described in the commercial grade dedication plan. The Radics LLC staff has 
the capabilities to perform the RPC Radiy work on the RadlCS Platform technology and is technically 
competent to review and approve the RPC Radiy work. Radics LLC performs dedication of commercial 
grade items procured from RPC Radiy, based on the process described in EPRI NP-5652, EPRI TR-102260, 
and EPRI TR-106439 (Reference 3-22). The initial commercial grade dedication of the Rad I CS Platform 
technology is described in Chapter 4. 

The QA controls applied to the development of Platform and Application EDs for the RadlCS Modules are 
described on Chapter 7. The QA controls applied to the development of the Platform and AFBL for use 
in the EDs for RadlCS Modules are described on Chapter 8. The secure development environment 
controls are described in Chapter 11. Radics LLC has established classification and acquisition process 
control for software-based development tools, as described in Section 8.3. 

3.3.3 Radics LLC NQA-1 Implementation Activities 

Radics LLC started to work with Global Quality Assurance, Inc. (GQA) in 2015, to develop a QAPD and a 
complete set of implementing quality procedures and working instructions to fully align Radics LLC 
QAPD with 10 CFR Part 50 Appendix B. The Radics LLC QAPD has been developed to be fully compliant 
with ASME NQA-1-2008/NQA-la-2009, as endorsed by RG 1.28, Revision 4. This work was performed to 
support the development of the RadlCS Topical Report for submittal to NRC for review and approval. 

A complete set of procedures was developed to implement quality controls for all 18 criteria from 10 
CFR Part 50 Appendix B. The Radics LLC quality procedures are listed in Table 3-2. 

Table 3-2: Radics LLC Quality Procedures 

Criterion I, Organization 

Criterion II, Quality Assurance Program QP 02-1 

QP 02-3 

QP 02- 4 
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Management Review Procedure 

Qualification of Audit and Survey Personnel 

Indoctrination, Training and Personnel 
Qualifications 
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4 

Criterion Ill, Design Control (Design, 
Hardware Design, and V&V) 

Criterion IV, Procurement Document 
Control 

Criterion V, Instructions, Procedures, and 
Drawing 

Criterion VI, Document Control 

Criterion VII Control of Purchased 
Material, Equipment, and Services 

QP 03-1 

QP 03-2 

QP 03-3 

QP 03-4 

QP 03-5 

QP 03-6 

QP 03-7 

QP 03-8 

QP 03-9 

QP 03-10 

QP 03-11 

QP 04-1 

QP 05-1 

QP 05-2 

QP 06-1 

QP 06-2 

QP 07-1 

QP 07-2 

QP 07-3 

QP 07-4 

Criterion VIII, Identification and Control of QP 08-1 
Materials, Parts, and Components 

QP 08-2 

Criterion IX Control of Special Processes QP 09-1 

Criterion X Inspection QP 10-1 

Including electronic logic design 
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Design Analysis 

Hardware Design 

Software Design 4 

Software Design Verification4 

Hardware Design Verification 

Integration 

Configuration Management Procedure 

Determining Functional Safety 
Classification and Acquisition Guidance for 
Design and Analysis 

Secure Development and Operational 
Environment Procedure 

Design Control (General Procedure) 

Verification and Validation (General 
Procedure) 

Procurement Document Control and 
Purchasing Procedure 

Document Development Procedure 

QA Project Plan Development 

Document Control Procedure 

Electronic Document Control 

Supplier Evaluation and Approval 
Procedure 

Items or Services Acceptance Procedure 

Commercial Grade Dedication Procedure 

Commercial Grade Survey Procedure 

Product Identification and Indication of 
Test and Inspection Status 

Shelf Life Control 

Control of Special Processes 

In-Processes and Final Inspection 
Procedure 
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Criterion XI Test Control QP 11-1 Test Control Procedure 

QP 11-2 Test Loop Alignment 

Criterion XII Control of Measuring and Test QP 12-1 Control of Measuring and Test Equipment 
Equipment Procedure 

QP 12-3 Dedication of Calibration and Testing 
Services 

Criterion XIII Handling, Storage and QP 13-1 Handling, Storage, and Preservation 
Shipping Procedure 

QP 13-2 Marking and Labeling 

QP 13-3 Packaging and Shipping Procedure 

Criterion XIV Inspection, Test, and (This requirement is covered by QP 08-1) 
Operating Status 

Criterion XV Nonconforming Materials, QP 15-1 Control of Nonconforming Items 
Parts, or Components QP 15 -2 Reporting of Noncompliance in Accordance 

with 10 CFR Part 21 

Criterion XVI Corrective Action QP 16-1 Corrective Action 

QP 16-2 Software Problem Reporting Procedure5 

Criterion XVII Quality Assurance Records QP 17-1 Control of Records Procedure 

QP 17-2 Electronic Records Control Procedure 

Criterion XVIII Audits QP 18-1 Internal and External Audit Procedure 

QP 19-1 Order Entry Contract Review Procedure 

A comprehensive training plan was prepared for Radics LLC personnel on the key elements of the QA 
Program document and implementing procedures. A qualification and training program was 
implemented for QA lead auditors and survey personnel using the services of GQA. Initial training of 
personnel was performed by Sun Port (Lausanne, Switzerland) at the RPC Radiy site in April 2015. The 
Radics LLC staff has been certified on the following topics: 

• 
• 
• 
• 

Internal/External Auditing topics and techniques 

Organization safety culture, root cause determination and problem-solving techniques 
Means to identify and deal with Counterfeit, Fraudulent, and Suspect Items 
Commercial Grade Item Dedication 

Including electronic logic design 
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GQA completed a third-party evaluation in August 2016 (Reference 3-23). Evaluation QAP _EVAL-2016 
was performed to assess the adequacy of the Radics LLC Quality Assurance Program documents for 
meeting 10 CFR Part 50 Appendix B, 10 CFR Part 21, ASME NQA-1-1994, NQA-1-2008, and NQA-la-2009. 
The evaluation was performed as a document audit of current policies and quality procedures to assess 
the Radics LLC QAPD for addressing applicable requirements for control over quality activities for 
supplying nuclear safety-related digital instrumentation and control equipment. The scope of the 
evaluation included the latest approved revisions of the Radics LLC QAPD, 42 Quality Procedures, and 3 
significant Work Instructions. 

The evaluation found that the Radics LLC QAPD was a comprehensive network of policies, procedures, 
instructions, and forms that address the nuclear quality assurance requirements in detail. The Radics 
LLC QAPD also reflect recent regulatory developments, provisions and guidance of impact to nuclear 
licensees and their suppliers. GQA concluded that the Radics LLC QAPD is comprehensively documented 
and compliant with stated requirements. Three evaluation comments were submitted for corrective 
action in accordance with the Radics LLC QAPD. 

3.3.4 Corrective Action Program 

The Radics LLC corrective action procedure (Reference 3-24) addresses corrective action for conditions 
adverse to quality related to the following sources: 

• Supplier deficiencies in processes and/ or controls identify during a Commercial Grade Survey 
(as described in QP 07-4), 

• Findings from internal audits (as described in QP 18-1), 
• Nonconforming items whose apparent causes resulted in dis positioned rework, replacement or 

repair (as described in QP 15-1) and for which the dis positioning process has resulted in a 
decision to investigate the cause of the issue further, 

• Customer complaints, returns, or audit findings, 
• Software (including electronic logic design) that is assigned a Severity 1 (Critical Error) with a 

Priority Level 1 (as described in QP-16-2), and 
• Trend analysis suggests recurring issues regardless of source. 

This procedure acknowledges the implementation of related procedures that correct conditions adverse 
to quality and prescribes a defined process for attending to significant conditions adverse to quality, 
regardless of source (e.g., item, audit, programmatic, complaint or trend). The defined process for 
significant conditions adverse to quality includes causal analysis, taking actions to mitigate or prevent 
recurrence, and verification of completed corrective actions. 

Each corrective action report is evaluated for 10 CFR Part 21 (Reference 3-25) reporting applicability. 

3.3.5 10 CFR Part 21 Problem Reporting 

Radics LLC, as the designer and supplier of digital l&C systems to U.S. commercial nuclear licensees, is 
required to comply with 10 CFR Part 21. The Radics LLC reporting procedure for defects and 
noncompliance (Reference 3-26) describes the process for ensuring compliance with the requirements 
of 10 CFR Part 21. This procedure establishes the requirements for evaluation and reporting of defects 
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and noncompliance in accordance with 10 CFR Part 21. This procedure applies to all materials, 
components, subassemblies, services, and finished items that are basic components and that have been 
delivered to a U.S. nuclear customer. The Radics LLC QA Manager is the Responsible Officer for the 
effective implementation of this procedure. 

3.3.6 Maintenance Process of NRC Safety Evaluation Report 

RPC Radiy and Radics LLC will periodically update procedures related to the RadlCS Platform technology 
and associated l&C system projects to continuously improve activities after issuance of the NRC Safety 
Evaluation Report (SER) for the RadlCS Digital l&C Platform Topical Report. Additionally, some parts of 
the Rad I CS Platform might have to be modified to replace obsolete components or correct identified 
problems. The overall RadlCS Platform and Application Lifecycles might require updates to reflect 
changes in RPC Radiy or Radics LLC management structures or quality programs. 

Radics LLC working instruction~ define a change management process for future changes to the 
approved RadlCS Platform (Reference 3-27). The change management process specifies the criteria and 
evaluation process to evaluate future platform changes for use. Radics LLC can use newer Radiy 
equipment (i.e., RadlCS Platform Hardware and ED Modules) and development procedures provided 
that the specified criteria are met. The change management process is designed to ensure that: 

• Changes to the approved RadlCS Platform do not modify or eliminate the key design principles, 
key processing features, or key communication independence features, 

• Changes to the RadlCS Platform (i.e., Hardware and ED Modules) do not result in more than a 
minimal increase in the likelihood of occurrence of a malfunction, do not result in more than a 
minimal increase in the consequences of a malfunction, or do not create a possibility for a 
malfunction with a different result, and 

• Changes to the Radics LLC or Radiy development procedures do not result in a reduction in the 
NRC-approved quality methods. 

To the extent that product or process changes are confirmed to be within the established criteria in the 
Topical Report and SER, the RadlCS Platform will be considered consistent and current with the Topical 
Report and SER. Changes that satisfy the criteria can be used for a plant retrofit project. Changes that 
do not satisfy one or more of the criteria cannot be used for a U.S. plant project without specific NRC 
review and approval. If changes are required to Topical Report or SER, then Radics LLC will provide a 
revision to the Topical Report to reflect those changes to be reviewed and approved by the NRC before 
allowing products to be developed or systems designed under the new process for installation in the 
U.S. 

Radics LLC records requirements and periodic reporting obligations are specified for the change 
evaluations to support a review by independent parties or audits by NRC. 

3.4 Chapter 3 References 

1 ISO 9001:2015, "Quality management systems - Requirements" 
2 10 CFR Part 50 Appendix B, "Quality Assurances Requirements for Nuclear Power Plants and 

Fuel Reprocessing Plants" 
3 ASME NQA-1-2008, "Quality Assurance Program Requirements for Nuclear Facilities" 
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rfadl 
4 ASME NQA-la-2009, "Quality Assurance Program Requirements for Nuclear Facilities" 
5 Regulatory Guide 1.28, Revision 4, "Quality Assurance Program Criteria (Design and 

Construction)" 
6 IEC 61508:2010; "Functional Safety of Electrical/Electronic/Programmable Electronic Safety­

related Systems" 
7 ASME NQA-lb-2007, "Quality Assurance Program Requirements for Nuclear Facilities" 
8 EPRI Report NP-5652, "Guideline for the Utilization of Commercial Grade Items in Nuclear 

Safety-Related Applications (NCIG-07)," dated June 1, 1988 
9 EPRI TR-102260, "Supplemental Guidance for the Application of EPRI Report NP-5652 on the 

Utilization of Commercial Grade Items," 1994 
10 ISO/IEC 17025:2005, "General requirements for the competence of testing and calibration 

laboratories" 
11 ISO 10012:2003 "Measurement management systems -- Requirements for measurement 

processes and measuring equipment" 
12 DSTU ISO 9001-2001 "Quality management system - Requirements" 
13 CSA Z299.l, "Quality Assurance Program - Category 1" 
14 IAEA Safety Guide NS-G-1.3 "Instrumentation and Control Systems Important to Safety in 

Nuclear Power Plants" 
15 IAEA Nuclear Energy Series Report No.NP-T-1.4, "Implementing Digital l&C Systems in 

Modernization of Nuclear Power Plants" 
16 IAEA Nuclear Energy Series Report No.NP-T-1.5, "Protecting Against Common-Cause Failures 

in Digital l&C Systems" 
17 IAEA Nuclear Energy Series Report No.NP-T-3.12, "Core Knowledge on Instrumentation and 

Control Systems in Nuclear Power Plants" 
18 EPRI Technical Report 1011710, "Handbook for Evaluating Critical Digital Equipment and 

Systems," Electric Power Research Institute, November 2005 
19 QAPD-001, "Radics LLC Quality Assurance Program Description" 
20 Nuclear Energy Institute Letter to NRC dated June 6, 2013, "Issuance of NEI 11-04A, 

Revision 0, Nuclear Generation Quality Assurance Program Description" 
21 NRC Generic Letter 89-02, "Actions to Improve the Detection of Counterfeit and 

Fraudulently Marketed Products" 
22 EPRI TR-106439, "Guideline on Evaluation and Acceptance of Commercial Grade Digital 

Equipment for Nuclear Safety Applications," October 1996 
23 Global Quality Assurance letter to Radics LLC dated August 26, 2016, "Evaluation of the 

Radics LLC Quality Assurance Program Description" 
24 Radics LLC Procedure QP QP 16-1, "Corrective Action" 
25 10 CFR Part 21, "Reporting of Defects and Noncompliance" 
26 Radics LLC Procedure QP 15-2, "Reporting of Noncompliance in accordance with 

10 CFR Part 21" 
27 Radics LLC Work Instruction WI 03-7 /2, "RadlCS Technology Change Evaluation Process" 
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4 RadlCS Commercial Grade Dedication Plan 

The Rad I CS Platform is the third-generation digital safety l&C platform developed by RPC Radiy in 
accordance with European nuclear safety standards for such systems. The basic U.S. licensing strategy 
to demonstrate that the generic Rad I CS Platform and the associated quality and electronic design life 
cycle processes comply with U.S. nuclear safety requirements is described in Chapter 1. 

4~1 Commercial Grade Dedication Methodology 

Radics LLC has developed a set of Commercial Grade Dedication Plan for the RadlCS Platform 
(References 4-1 through 4-9}. This plan outlines the various steps to be followed to dedicate the RadlCS 
Platform. The results of the dedication have been documented in a set of Commercial Grade Dedication 
Summary Reports for the RadlCS Platform after the plan was fully implemented (References 4-10 
through 4-18). 

4.1.1 Definition of the Generic RadlCS Platform 

The generic Rad I CS Platform Electronic Designs is described in Chapter 6. The development of the 
RadlCS Platform is described in Chapters 7 and 8. The EQ plan for the Rad I CS Platform is described in 
Chapter 9. 

4.1.2 Compliance with Dedication Guidance 

EPRI NP-5652 (Reference 4-19} provides the upper tier framework for the technical basis for acceptance 
and the specific methods used to establish acceptance. NRC conditionally endorsed EPRI NP-5652 in 
Generic Letter 89-02 (Reference 4-20}. EPRI TR-106439 (Reference 4-21} is based on the NRC-endorsed 
guidance in EPRI NP-5652 and tailors the guidance for the commercial grade dedication (CGD} of digital 
equipment. NRC approved EPRI TR-106439 (Reference 4-22}. NRC also states in RG 1.152 (Reference 4-
23} that EPRI TR-106439 contains adequate guidance to meet the requirements in IEEE Std 7-4.3.2-2003, 
Section 5.4.2 (Reference 4-24}. 

It is important to understand how this guidance relates to the use of testing in the acceptance review. 
Testing can be used to support acceptance in four distinct ways, each with its own set of rules. 

Method 1- Special Tests and Inspections - EPRI NP-5652 Section 3.1.2 states that "Method 1 should be 
used when the purchaser desires to verify critical characteristics after the item is received." 
Method 1 testing is performed during the commercial grade dedication process. EPRI NP-
5652 Section 2.5 specifies that this work must be performed in accordance with a 10 CFR 
Part 50, Appendix B program (Reference 4-25). 

Method 2 - Commercial Grade Survey- EPRI NP-5652 Section 3.2.2 states that "Method 2 should be 
used when the purchaser desires to accept commercial grade items based on the merits of 
a supplier's commercial quality controls. These controls may constitute quality programs, 
procedures, or practices." EPRI NP-5652 Section 3.2.3 states that "Two basic criteria must 
be met when conducting a commercial grade survey. The purchaser must confirm that the 
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selected commercial grade item's critical characteristics are controlled under the scope of 
commercial quality system activities. The purchaser must also be reasonably assured that 
the commercial supplier's activities adequately control the commercial grade items 
supplied." EPRI NP-5652 Table 3-1 lists typical supplier controls that can be surveyed using 
M.ethod 2, which includes testing. Similarly, EPRI TR-106439 Figure 3-2 shows a review of 
vendor testing as an element of the dedication process. EPRI NP-5652 Section 2.5 specifies 
that the review for acceptance of vendor testing must be performed in accordance with a 
10 CFR Part 50, Appendix B program; however, the vendor testing itself is not performed in 
accordance with a 10 CFR Part 50, Appendix B program. 

Method 3 - Source Verification - EPRI NP-5652 Section 3.3.1 states that "Method 3 involves the 
verification of critical characteristics by witnessing quality activities before releasing the 
item for shipment." EPRI NP-5652 Section 2.5 specifies that the verification for acceptance 
of vendor testing must be performed in accordance with a 10 CFR Part 50, Appendix B 
program; however, the vendor testing itself is not performed in accordance with a 10 CFR 
Part 50, Appendix B program. 

Method 4 - Item/Supplier Performance Record - EPRI NP-5652 Section 3.4.1 states that "Method 4 
allows the purchaser to accept commercial grade items based upon a confidence in the 
supplied item achieved through proven performance of the item. It also allows the 
purchaser to take credit for item performance based upon historical verification gained 
from the successful utilization of Methods 1, 2, or 3 or pertinent industry-wide 
performance data." 

NRC Generic Letter 89-02 places two limitations of the use of EPRI NP-5652: 

1. Acceptance Method 2, "Commercial-Grade Survey of Supplier", should not be employed as the basis 
for accepting items from suppliers with undocumented commercial quality control programs or with 
programs that do not effectively implement their own necessary controls. Likewise, Method 2 
should not be employed as the basis for accepting items from distributors unless the survey includes 
the part manufacturer(s) and the survey confirms adequate controls by both the distributor and the 
part manufacturer(s). 

2. Acceptance Method 4, "Acceptable Supplier/Item Performance Record," should not be employed 
alone unless: 

a. The established historical record is based on industry-wide performance data that is directly 
applicable to the item's critical characteristics and the intended safety-related application; and 

b. The manufacturer's measures for the control of design, process, and material changes have 
been adequately implemented as verified by audit (multi-licensee team audits are acceptable). 

Radics LLC performed an initial assessment of the historical development records for the Rad I CS 
Platform as part of the CGD planning effort and made two broad conclusions. First, Radics LLC 
concluded that [[ w,c,f would be needed to satisfy the U.S. regulatory requirements for 
[[ ]]",c,t. These [[ ]]"-"·t 

and are described in Chapter 9. Second, Radics LLC concluded that the RadlCS [[ 
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na,c,f were evaluated using Method 2. 

Method 3 was used by Radics LLC to evaluate certain vendor processes used during the equipment 
qualification testing. It was also used to evaluate certain manufacturing processes used by ·RPC Radiy for 
the RadlCS Platform equipment .. 

Method 4 was not used to compensate for shortcomings in legacy electronic designs nor was it used as a 
basis for establishing RadlCS Module failure rates. Radics LLC has only used the RadlCS Platform 
operating experience to demonstrate satisfactory performance with the platform technology. 

The sources of guidance related to dedicating a commercial grade digital safety l&C platform are EPRI 
TR-106439 and EPRI TR-107330 (Reference 4-26). Implementation of this guidance for dedication of the 
generic RadlCS Platform is described below. 

The Commercial Grade Dedication Plan for RadlCS Platform is based on established guidance: 

• EPRI TR-106439 for the CGD of the RadlCS Platform developed to the RPC Radiy QMS and IEC 
Requirements 

• EPRI TR-107330 for the EQ tests to be performed on the Rad I CS Platform 

RG 1.152 recognizes the acceptability of EPRI TR-106439 for CGD. The RadlCS Module EDs were treated 
as the "legacy software" described in Section 7.6 of EPRI TR-107330. 

4.1.2.1 EPRI TR-106439 Guidance 

EPRI TR-106439 was used to structure the CGD effort. Compliance with EPRI TR-106439 process was 
demonstrated using a checklist, which provides a mapping that shows where the elements of the 
dedication process are addressed in licensing documentation. 

The Rad I CS Platform Commercial Grade Dedication Plans used a combination of three acceptance 
methods described in EPRI TR-106439 to verify the adequacy of the generic RadlCS Platform: 

• Method 1: Special Tests and Inspections ofthe RadlCS Platform equipment 

[[ 
]]a,c,f 

• Method 2: Commercial Grade Survey of RadlCS Modules [[ 
]]a,c,f 

Critical characteristics were based on three sets of U.S. benchmarks: 

o The RadlCS Module ED development process, which is based on IEC Standards, were 
evaluated for dependability critical characteristics developed from applicable NRC 
review guidance for safety system software development defined in NRC BTP 7-14 
(Reference 4-27), IEEE Standard 7-4.3.2-2003, and other endorsed IEEE standards. 
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o The Rad I CS Platform design characteristics were evaluated for performance and 
dependability critical characteristics developed from NUREG/CR-6082 (Reference 4-
28), Dl&C-ISG-04 (Reference 4-29), and IEEE Std 603-1991 (Reference 4-30. 

o The RadlCS Platform design characteristics were evaluated for selected physical 
critical characteristics developed from EPRI TR-107330. 

[[ 

]]a,c,f 

EPRI TR-106439 envisions the approach of using the historical development records as a basis 
for acceptance in a commercial grade dedication review. [[ 

w,c,f 

• Method 3: Source Verification of the RadlCS Platform manufacturing process. 

The Source Verification was performed by witnessing quality activities of RPC Radiy (e.g., 
fabrication, assembly, special process and final inspection). 

• Method 4: Acceptable Performance Record of the RadlCS Platform 

The review of the performance record was based on the RPC Radiy operating experience to 
demonstrate satisfactory performance with the Rad I CS Platform technology. Operating 
experience was not be used to compensate for shortcomings in legacy electronic design nor 
used as a basis for establishing Rad I CS Module failure rates. 

4.1.2.2 EPRI TR-107330 Guidance 

EPRI TR-107330 was used to _define the qualification test methods (including the operability and 
prudency tests) and the critical characteristics to demonstrate acceptable performance during the 
qualification tests. Testing will demonstrate that the Rad I CS Platform functioned correctly during 
and/or after exposure to the series of stress tests outlined in EPRI TR-107330. The operability and 
prudency test acceptance criteria were important critical characteristics for performance in the CGD 
evaluation of the RadlCS Platform. 

4.1.3 RadlCS Commercial Grade Dedication Process 

The Radics LLC process for CGD is dedication is defined in a Radics LLC quality procedure (Reference 4-
31), which requires the following: 

• Writing a Dedication Plan that includes a detailed checklist with the acceptance activities to be 
performed to demonstrate compliance with EPRI TR-106439. 

• Performing these activities and completing the checklist according to the approved Plan. 
• Reporting the results in a Dedication Report. 
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The RadlCS Platform CGD Summary Reports contain the completed checklists and were issued after the 
completion of the qualification tests for the Rad I CS Platform equipment. 

The RadlCS Platform CGD Summary Reports define the qualification boundary of the Rad I CS Platform. 
The RadlCS Platform can be used to implement safety-related l&C systems within the defined 
equipment qualification boundary defined in Chapter 9. It is also expected that l&C systems 
implemented with the RadlCS Platform will address the project-specific actions items identified in the 
NRC safety evaluation report for the RadlCS Platform Topical Report. Any safety-related system beyond 
that induded in the baseline dedication will require additional evaluation for the new application 
boundary. 

The Rad I CS Platform CGD Summary Reports are maintained as an auditable record for the Rad I CS 
Platform CGD effort, as required by 10 CFR 21.21(c)(2) (Reference 4-32). 

4.1.4 Maintenance of RadlCS Platform Commercial Grade Dedication 

The RadlCS Platform hardware and associated Module EDs has been qualified and is maintained under 
the Radics LLC 10 CFR Part 50 Appendix B quality program (Reference 4-33). If new boards are 
developed or existing boards modified for obsolescence or other reasons, the new or modified 
hardware will be appropriately tested and/or analyzed to maintain dedication and EQ to U.S. standards. 
Changes to the RadlCS Platform are evaluated in accordance with the same process that formed the 
basis for the original CGD acceptance, as controlled by Radics LLC procedures. 

All future modifications to the RadlCS Platform will continue to be performed under the RPC Radiy QMS, 
as described in Chapter 3. The RadlCS Platform dedication assessment will be updated to address future 
modifications to the platform. 

Documentation supporting the commercial grade item dedication is r:naintained as a configuration item. 

The Rad I CS Platform CGD maintenance controls satisfy the requirements of IEEE Std 7-4.3.2 Section 
5.4.2.3. 

4.2 Chapter 4 References 
1 RadlCS Platform Commercial Grade Dedication Plan for LM, Radics LLC Document 2015-

RTSOOl-CGDP-LM-101 
2 RadlCS Platform Commercial Grade Dedication Plan for DIM; Radics LLC Document 2015-

RTSOOl-CGDP-DIM-003 
3 RadlCS Platform Commercial Grade Dedication Plan for DOM, Radics LLC Document 2015-

RTSOOl-CGDP-DOM-102 
4 RadlCS Platform Commercial Grade Dedication Plan for AIM, Radics LLC Document 2015-

RTSOOl-CG DP-AI M-103 
5 Rad I CS Platform Commercial Grade Dedication Plan for AOM, Radics LLC Document 2015-

RTSOOl-CGDP-AOM-104 
6 RadlCS Platform Commercial Grade Dedication Plan for OCM, Radics LLC Document 2015-

RTSOOl-CGDP-OCM-106 
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7 RadlCS Platform Commercial Grade Dedication Plan for Chassis, Radics LLC Document 2015-
RTSOOl-CGDP-CH-107 

8 RadlCS Platform Commercial Grade Dedication Plan for 1/0 Connections Protection Module, 
Radics LLC Document 2015-RTSOOl-CGDP-CH-131 

9 Rad I CS Platform Commercial Grade Dedication Plan for Ventilation Module, Radics LLC 
Document 2015-RTSOOl-CGDP-CH-132 

10 Commercial Grade Dedication Summary Report for LM, Radics LLC Document 2017-RTSOOl­
CGDSR_LM-371 

11 Commercial Grade Dedication Summary Report for AIM, Radics LLC Document 2017-RTSOOl­
CGDSR_AIM-372 

12 Commercial Grade Dedication Summary Report for AOM, Radics LLC Document 2017-
RTSOOl-CGDSR_AOM-370 

13 Commercial Grade Dedication Summary Report for DIM, Radics LLC Document 2017-
RTSOOl-CGDSR_DIM-373 

14 Commercial Grade Dedication Summary Report for DOM, Radics LLC Document 2017-
RTSOOl-CGDSR_DOM-374 

15 Commercial Grade Dedication Summary Report for OCM, Radics LLC Document 2017-
RTSOOl-CGDSR_OCM-375 

16 Commercial Grade Dedication Summary Report for 10PM, Radics LLC Document 2017-
RTSOOl-CGDSR_IOPM-376 

17 Commercial Grade Dedication Summary Report for Chassis, Radics LLC Document 2017-
RTSOOl-CGDSR_CH-377 
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27 NUREG-0800, Chapter 7, NRC Branch Technical Position 7-14, Revision 5, "Guidance on 
Software Reviews for Digital Computer Based Instrumentation and Control Systems," U.S. 
Nuclear Regulatory Commission, March 2007 
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29 Dl&C-ISG-04, Revision 1, "Highly Integrated Control Rooms - Digital Communication 

Systems" 
30 IEEE Std 603-1991, "Criteria for Safety Systems for Nuclear Power Generating Stations" 
31 Radics LLC Procedure QP 07-3, "Commercial Grade Dedication Procedure" 
32 10 CFR 21.21, "Notification of failure to comply or existence of a defect and its evaluation" 
33 QAPD-001, "Radics LLC Quality Assurance Program Description" 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 66 of 388 



NON-PROPRIETARY 

5 Regulations, Codes, and Standards 

5.1 Compliance Summary 

A summary of NRC regulatory requirements and acceptance criteria for l&C systems important to safety 
is found in Standard Review Plan (SRP) Table 7-1 (Reference 5-1). Radics LLC reviewed this table and 
other sources to define the scope of the regulatory requirements and acceptance criteria that applied to 
the generic RadlCS Platform. Several of the items listed in SRP Table 7-1 apply to project-specific safety 
l&C systems. Compliance with project-specific regulatory requirements cannot be assessed in the 
context of a generic digital safety l&C platform that does not include the specific applications. The 
results of the screening performed by Radics LLC are documented in this Chapter. 

5.2 10 CFR, Code of Federal Regulations 

The following regulations were assessed for applicability to the RadlCS Platform design. 

5.2.1 10 CFR S0.34(f}(2}(v), Bypass and Operable Status Indication 

Project-specific applications of the RadlCS Platform will comply with the requirement of 10 CFR 
50.34(f)(2)(v), Bypass and Operable Status Indication, to provide automatic indication of the bypassed 
and operable status of safety systems. The generic RadlCS Platform supports indications in the main 
control room and hardwired discrete outputs can be provided, as described in Chapter 6. The specific 
means for complying with 10 CFR 50.34(f)(2)(v) must be assessed on a project-specific basis. 

5.2.2 10 CFR 50.49, Environmental Qualification 

10 CFR 50.49, Environmental Qualification of Electric Equipment Important to Safety for Nuclear Power 
Plants, identifies specific requirements for qualification of electric equipment important to safety. RG 
1.89 describes methods acceptable to the NRC for complying with 10 CFR 50.49. RadlCS Platform 
equipment will not be installed in harsh environments. The qualification of the RadlCS Platform for mild 
environments is described in Chapter 9. 

5.2.3 10 CFR S0.5Sa(h)(2), Protection Systems 

As required in 10 CFR 50.55a(h), Protection Systems, the RadlCS Platform complies with IEEE Std 603-
1991. Compliance with applicable portions of IEEE Std 603-1991 for the Rad I CS Platform is addressed in 
Chapter 12. The specific means for complying with 10 CFR 50.55a(h)(2) on a system level must be 
assessed on a project-specific basis. 

5.2.4 10 CFR Part 50 Appendix A, General Design Criteria 

The applicable General Design Criteria (GDC) from 10 CFR Part 50 Appendix A are discussed below. 
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5.2.4.1 General Design Criterion 1, Quality Standards, and Records 

The basic requirement is that structures, systems, and components shall be designed, fabricated, 
erected, constructed, tested, and inspected to quality standards commensurate with the importance of 
the safety function to be performed. The generic Rad I CS Platform is intended for use in Class 1E safety 
l&C applications. 

The Radics LLC quality assurance program that governs all RadlCS activities is compliant with 10 CFR Part 
50 Appendix Band ASME NQA-1-2008 and the NQA-la-2009 Addenda, as described in Chapter 3. The 
alignment of the Radics LLC QAPD to GDC 1 is described in Chapter 12. 

5.2.4.2 GDC 2, Design Bases for Protection Against Natural Phenomena 

The basic requirement is that structures, systems, and components important to safety shall be 
designed to withstand the effects of a range of natural phenomena without loss of capability to perform 
their safety functions. The Rad I CS Platform is intended for use in Class 1E safety l&C applications. The 
generic qualification program for RadlCS Platform that would support compliance with GDC 2 for a 
specific project is described in Chapter 9. The licensee for a project-specific application of the RadlCS 
Platform will address the correspondence of the generic qualification envelope for the RadlCS Platform 
with the site-specific qualification bounding envelopes. 

5.2.4.3 GDC 4, Environmental and Dynamic Effects Design Bases 

The basic requirement is that structures, systems, and components important to safety shall be 
designed to accommodate the effects of and to be compatible with the environmental conditions 
associated with normal operation, maintenance, testing, and postulated accidents, including loss-of­
coolant accidents. The generic qualification program for RadlCS Platform that would support 
compliance with GDC 4 for a specific project is described in Chapter 9. The licensee for a project-specific 
application ofthe RadlCS Platform will address the correspondence of the generic qualification envelope 
for the RadlCS Platform with the site-specific qualification bounding envelopes. 

5.2.4.4 GDC 13, Instrumentation and Control 

The RadlCS Platform standard input boards enable the design of systems using the Rad I CS Platform 
technology that can monitor a wide range of variables and systems over their anticipated ranges for 
normal operation, for anticipated operational occurrences, and for accident conditions as appropriate to 
assure adequate safety. The RadlCS Platform features that would support compliance with .GDC 13 for a 
specific project are described in Chapter 6. The specific means for complying with GDC 13 must be 
assessed on a project-specific basis. 

5.2.4.5 GDC 20, Protection System Functions 

The RadlCS Platform features that would support compliance with GDC 20 for a specific project are 
described in Chapter 6. The standard RadlCS Platform hardware described in Chapter 6, the hardware 
development process described in Chapter 7, and the development life cycle processes for Rad I CS 
Platform Electronic Designs (EDs) described in Chapters 7 and 8 are the foundations for designing and 
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implementing project-specific safety l&C systems that accomplish the GDC 20 safety functions. The 
specific means for complying with GDC 20 must be assessed on a project-specific basis. 

5.2.4.6 GDC 21, Protection Systems Reliability and Testability 

The RadlCS Platform features that would support compliance with GDC 21 for a specific project are 
described in Chapter 6. The RadlCS Platform is designed for high functional reliability. A summary of 
the board/device-level hardware reliability is provided in Chapter 9. The Rad I CS Platform ED logic is 
designed to be highly reliable. The RadlCS Platform ED life cycle processes are described in Chapters 7 
and 8 have been assessed as part of the Functional Safety Assessments performed by exida that 
demonstrated that the RadlCS Platform complies with the IEC 61508 SIL 3 certification requirements 
(Reference 5-2). The RadlCS Platform Application ED development life cycle process is described in 
Chapter 7. The in-service testing and periodic testing features of the Rad I CS Platform are described in 
Chapter 6. The standard RadlCS Module hardware and associated Platform ED described in Chapter 6 
can be readily employed in system architectures with redundant and independent divisions that comply 
with the single failure criterion. The specific means for complying with GDC 21 must be assessed on a 
project-specific basis. 

5.2.4.7 GDC 22, Protection System Independence 

The RadlCS Platform features that would support compliance with GDC 22 for a specific project are 
described in Chapter 6. RadlCS Platform-based systems have the requisite independence of divisions to 
ensure that a fault in one independent division does not propagate and affect other redundant divisions. 
Representative RadlCS Platform single division and four division architectures are described in 
Chapter 2. Rad I CS Platform interdivisional (i.e., coincidenc~ voting) communications also comply with 
NRC Dl&C-ISG-04 recommendations, as described in Appendix B. 

The RadlCS Platform has the requisite independence to ensure that a postulated fault in a connected 
non-safety l&C system does not propagate and affect the safety l&C system. As described in Chapter 6, 
this is accomplished by a one-way (broadcast only) communication link from the safety l&C system to 
the non-safety l&C system. In addition, RadlCS Platform outputs can be connected to non-Class lE 
systems. The Class lE / non-Class lE isolation capability of these outputs is verified through 
qualification testing, which is described in Chapter 9. 

RadlCS Platform hardware is qualified for a mild operating environment, with a generic qualification 
envelope as described in Chapter 9. Operation within this envelope will not result in loss of the 

· protection function. 

The in-service testing and periodic testing features of the Rad I CS Platform are described in Chapter 6. 
With appropriate redundancy in an actual system, maintenance and testing activities will not result in 
loss of the protection function. 

D3 should be addressed in the context of a suite of safety and non-safety l&C systems at a NPP. The 
RadlCS Platform can be used to employ signal diversity, as described in Chapter 6. 

The design and implementation of RadlCS Platform digital communications described in Chapter 6 
enables independence to be maintained between redundant divisions and between the safety l&C 
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system and non-safety l&C systems. The interdivisional communications provisions that address the 
guidance in Dl&C-ISG-04 are described in Appendix B. 

The specific means for complying with GDC 22 must be assessed on a project-specific basis. D3 will be 
addressed in the context of the project-specific suite of safety and non-safety l&C systems. 

5.2.4.8 GDC 23, Protection System Failure Modes 

The Rad I CS Platform features that would support compliance with GDC 23 for a specific project are 
described in Chapter 6. Modes of operation ofthe RadlCS Platform are described in Chapter 6, which 
also explains the behavior of the RadlCS Platform when failures are detected. As discussed in Chapter 9, 
board-level failure mode and effects analyses (FMEAs} are documented in a separate report. The 
specific means for complying with GDC 23 must be assessed on a project-specific basis. 

5.2.4.9 GDC 24, Separation of Protection and Control Systems 

The RadlCS Platform features that would support compliance with GDC 24 for a specific project are 
described in Chapter 6. The design and implementation of Rad I CS Platform digital communications 
described in Chapter 6 enables separation to be maintained between the safety l&C system and non­
safety l&C systems. These communications provisions that address the guidance in Dl&C-ISG-04 are as 
described in Appendix B. The specific means for complying with GDC 24 must be assessed on a project­
specific basis. 

5.2.4.10 GDC 25, Protection System Requirements for Reactivity Control Malfunctions 

The RadlCS Platform features that would support compliance with GDC 25 for a specific project are 
described in Chapter 6. The specific means for complying with GDC 25 must be assessed on a project­
specific basis. 

5.2.4.11 GDC 29, Protection Against Anticipated Operational Occurrences 

The RadlCS Platform features that would support compliance with GDC 29 for a specific project are 
described in Chapter 6. The RadlCS Platform is designed for high functional reliability. A summary of 
the board/device-level hardware reliability is provided in Chapter 9. Operating experience with RPC 
Radiy systems described in Chapter 2 has shown no instances where the RPC Radiy systems have 
experienced any system failures or common cause failures that affected the capability of the safety l&C 
system to pe.rform its intended safety function(s} during an anticipated operational occurrence. The 
specific means for complying with GDC 29 must be assessed on a project-specific basis. Specifically, the 
RPC Radiy systems have not experienced any system failures or common cause failures in more than 400 
reactor-years of operation as of December 2015. 

5.2.5 10 CFR Part 50 Appendix B, Quality Assurance Requirements 

The Radics LLC QAPD that governs all Radics LLC activities are compliant with 10 CFR Part 50 Appendix 
B, Quality Assurance Requirements for Nuclear Power Plants and Fuel Reprocessing Plants, and ASME 

Document ID: 2016-RPC003-TR-OO 1 Revision: 1 Page 70 of 388 



NON-PROPRIETARY 

NQA-1-2008 and the NQA-la-2009 Addenda, as described in Chapter 3. The alignment of the Radics LLC 
QAPD to 10 CFR Part SO Appendix B is described in Chapter 12. 

5.3 NRC Regulatory Guides 

The following NRC RGs were assessed for applicability to the RadlCS Platform design. 

5.3.1 Regulatory Guide 1.22 

The RadlCS Platform features that would support compliance with RG 1.22, Periodic Testing of 
Protection System Actuation Functions, for a specific project are described in Chapter 6. The specific 
means for complying with RG 1.22 must be assessed on a project-specific basis. 

5.3.2 Regulatory Guide 1.28 

RG 1.28, Revision 4, Quality Assurance Program Criteria (Design and Construction}, endorses Part I and 
Part II requirements included in NQA-1-2008 and the NQA-la-2009 Addenda for the implementation of 
a quality assurance program during the design and construction phases of NPPs and fuel reprocessing as 
an acceptable method for complying with the requirements of Appendix B to 10 CFR Part SO, subject to 
the specified additions and modifications. The Radics LLC QAPD that governs all Radics LLC activities are 
compliant with 10 CFR Part SO Appendix Band ASME NQA-1-2008 and the NQA-la-2009 Addenda, as 
described in Chapter 3. The alignment of the Radics LLC QAPD to RG 1.28 is described in Chapter 12. 

5.3.3 Regulatory Guide 1.47 

The RadlCS Platform features that would support compliance with RG 1.47, Revision 1, Bypassed and 
Inoperable Status Indication for Nuclear Power Plant Safety System, for a specific project are described 
in Chapter 6. RG 1.47 provides supplemental guidance for implementing IEEE Std 603-1991 to satisfy 
the NRC regulatory requirements with respect to the bypassed and inoperable status indication for NPP 
safety systems. Project-specific applications of the RadlCS Platform will comply with the requirement to 
provide automatic indication ofthe bypass or inoperable status of portions of the protection system. In 
project-specific applications, compliance with RG 1.47 requires further determinations that bypass or 
inoperable status is also provided for the following: · 

• Systems actuated or controlled by the protection system 

• Auxiliary or supporting systems that must be operable for the protection system and the 
systems it actuates to perform their safety functions. 

The specific means for complying with RG 1.47 must be assessed on a project-specific basis. 

5.3.4 Regulatory Guide 1.53 

RG 1.S3, Revision 2, Application of the Single-Failure Criterion to Safety Systems, endorses IEEE Std 379-
2000 with qualifications. The standard Rad I CS Platform hardware described in Chapter 6 can be 
implemented in system architectures with redundant and independent channels, divisions, and trains 
that comply with the single failure criterion. Representative Rad I CS Platform system architectures are 
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described in Chapter 2. The specific means for complying with RG 1.53 must be assessed on a project­
specific basis. 

5.3.5 Regulatory Guide 1.62 

The RadlCS Platform features that would support compliance with RG 1.62, Revision 1, Manual Initiation 
of Protection Actions, for a specific project are described in Chapter 6. The specific means for complying 
with RG 1.62 must be assessed on a project-specific basis. 

5.3.6 Regulatory Guide 1.75 

RG 1.75, Revision 3, Criteria for Independence of Electrical Safety Systems, endorses IEEE Std 384-1992 
with qualifications. The standard RadlCS Platform hardware described in Chapter 6 is designed to 
establish and maintain the independence of safety-related equipment, circuits, and auxiliary supporting 
features by physical separation and electrical isolation. In a project-specific application, this is 
accomplished by physically separating the redundant divisions of the safety system. 

Representative RadlCS Platform system architectures are described in Chapter 2. These typical 
architectures include the interdivisional communication interfaces that are needed to support voting 
logic. As described in Chapter 6, interdivisional communication is accomplished using fiber optic links 
that maintain the electrical isolation between divisions and RadlCS Logic Module features that maintain 
the required logical data isolation between divisions. 

Electrical independence between Class lE and non-Class lE digital systems also is established by means 
of fiber optic links. As described in Chapter 6, data isolation is assured by implementing logical data 
isolation in the Class lE systems as well as providing only one-way (broadcast only) communication links 
from the Class lE system to the non-Class lE system. 

The alignment of the Rad I CS Platform to RG 1. 75, Revision 3, is described in Chapter 12. The specific 
means for complying with the system level independence requirements in RG 1.75 must be assessed on 
a project-specific basis. 

5.3.7 Regulatory Guide 1.89 

RG 1.89, Revision 1, Environmental Qualification of Certain Electric Equipment Important to Safety for 
Nuclear Power Plants, describes methods acceptable to the NRC for complying with 10 CFR 50.49 for 
qualification of electric equipment important to safety for service in NPPs. These methods ensure the 
equipment can perform its safety function during and after a design basis accident. This RG endorses 
IEEE Std 323-1974. Platform equipment will not be installed in harsh environments. The qualification of 
the RadlCS Platform for mild environments is described in Chapter 9. 

5.3.8 Regulatory Guide 1.100 

RG 1.100, Revision 3, Seismic Qualification of Electric and Mechanical Equipment for Nuclear Power 
Plants, endorses IEEE Std 344-2004. Chapter 9 describes the seismic qualification testing ofthe RadlCS 
Platform and the use of RG 1.100, Revision 3, and EPRI TR-107330 (EPRI website version) in the seismic ·, 
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qualification test plan. The alignment of the Rad I CS Platform to RG 1.100, Revision 3, is described in 
Chapter 12. The licensee for a project-specific application of the RadlCS Platform will address the 
correspondence of the generic qualification envelope for the Rad I CS Platform with the site-specific 
qualification bounding envelopes. 

5.3.9 Regulatory Guide 1.105 

RG 1.105, Revision 3, Setpoints for Safety-Related Instrumentation, endorses Instrument Society of 
America (ISA) Standard ISA-S67.04-1994 with qualifications. 

As described in Section 5.2.3, EPRI TR-107330, Section 4.2.4 requires the qualifier to provide information 
about the qualified hardware to support an application specific setpoint analysis per ISA-S67.04-1994. 
Chapter 9 describes the approach Radics LLC used for preparing the setpoint analysis support 
documentation for the RadlCS Platform. This documentation provides sufficient design specification 
data for a setpoint analysis to be performed on a project-specific RadlCS Platform-based system. The 
specific means for complying with RG 1.105 must be assessed on a project-specific basis. 

5.3.10 Regulatory Guide 1.118 

RG 1.118, Revision 3, Periodic Testing of Electric Power and Protection Systems, endorses IEEE Std 338-
1987 with qualifications. As provided in IEEE Std 338, automatic testing provisions for programmable 
digital computer-based systems are subject to the testing provisions of this standard and IEEE Std 7-
4.3.2-2003. The RadlCS Platform features that would support compliance with RG 1.118 for a specific 
project are described in Chapter 6 The specific means for complying with RG 1.118 must be assessed on 
a project-specific basis. 

5.3.11 Regulatory Guide 1.152 

RG 1.152, Revision 3, Criteria for Use of Computers in Safety Systems of Nuclear Power Plants, endorses 
IEEE Std 7-4.3.2-2003 with qualifications. Compliance of the RadlCS Platform EDs with IEEE Std 7-4.3.2-
2003 is described in Chapter 12. 

The RadlCS Platform ED life cycle processes applied by RPC Radiy and Radics LLC provide protection 
against unauthorized, unintended, and unsafe modifications to the EDs, thereby promoting integrity and 
reliability during operation and maintenance. 

As described in Chapter 6, the generic RadlCS Platform has been designed as the foundation for project­
specific digital safety l&C systems that will implement nuclear safety functions. The design of the 
generic RadlCS Modules and associated Platform ED life cycle processes applied through the factory test 
phase also accomplish computer security functions by: (a) providing inherent protection against 
unauthorized, unintended, and unsafe modifications to the system, and (b) implementing design 
requirements that promote integrity and reliability during operation and maintenance in the event of 
inadvertent operator actions or undesirable behavior of connected equipment. 

The secure development and operating environment for the RadlCS Platform is described in Chapter 11. 
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RG 1.152 Annex C identifies that EPRI TR-106439 contains adequate guidance for the evaluation and 

acceptance of commercial grade digital equipment for nuclear safety applications. The CGD program for 

the RadlCS Platform is described in Chapter 4. 

Compliance with RG 1.152 for the RadlCS Platform is described in Chapter 12. The specific means for 

complying with the application of RG 1.152 on a system level must be assessed on a project-specific 

basis. 

5.3.12 Regulatory Guide 1.153 

RG 1.153, Revision 1, Criteria for Safety Systems, endorses IEEE Std 603-1991 and the correction sheet of 

January 30, 1995. The RadlCS Platform features that would support compliance with RG 1.153 for a 

specific project are described in Chapter 12. 

5.3.13 Regulatory Guide 1.168 

RG 1.168, Revision 2, Verification, Validation, Reviews and Audits for Digital Computer Software Used in 
Safety Systems of Nuclear Power Plants, endorses IEEE Std 1012-2004 and IEEE Std 1028-2008. IEEE Std 

828-2005 describes a structured approach to software V&V. IEEE Std 1028-2008 described methods to 

perform software reviews and audits. The RPC Radiy and Radics LLC approaches to electronic design 

V&V are described in Chapters 7 and 8. The RPC Radiy and Radics LLC approaches to electronic design 

V&V is described in Chapters 7 and 8. The Radics LLC approach to electronic design reviews is described 

in Section 7.4.3. The RPC Radiy and Radics LLC approaches to electronic design audits are described in 

Sections 7.3.1, 7.5.3.3, and 11.4. The alignment of the RPC Radiy and Radics LLC configuration 

management programs to RG 1.168, Revision 2, is described in Chapter 12. 

5.3.14 Regulatory Guide 1.169 

RG 1.169, Revision 1, Configuration Management Plans for Digital Computer Software Used in Safety 
Systems of Nuclear Power Plants, endorses IEEE Std 828-2005. IEEE Std 828-2005 describes a structured 

approach to software configuration management. The RPC Radiy and Radics LLC approaches to 

electronic design configuration management are described in Section 7.5. The alignment of the RPC 

Radiy and Radics LLC configuration management programs to RG 1.169, Revision 1, is described in 

Chapter 12. 

5.3.15 Regulatory Guide 1.170 

RG 1.170, Revision 1, Software Test Documentation for Digital Computer Software Used in Safety 
Systems of Nuclear Power Plants, endorses IEEE Std 829-2008. IEEE Std 829-2008 describes a structured 

approach to software test documentation. Section 7.5.4.2 describes the RPC Radiy and Radics LLC 

approaches to Platform and Application ED V&V test documentation. The alignment of RPC Radiy and 

Radics LLC electronic design test documentation to RG 1.170, Revision 1, is described in Chapter 12. 
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5.3.16 Regulatory Guide 1.171 

RG 1.171, Revision 1, Software Unit Testing for Digital Computer Software Used in Safety Systems of 
Nuclear Power Plants, endorses IEEE Std 1008-1987. IEEE Std 1008-1987 describes a structured 
approach for performing software unit testing. Rad I CS Platform electronic design testing is described in 
Chapters 7 and 8. The alignment of Radics LLC electronic design testing to RG 1.171, Revision 1, is 
described in Chapter 12. 

5.3.17 Regulatory Guide 1.172 

RG 1.172, Revision 1, Software Requirements Specifications for Digital Computer Software Used in Safety 
Systems of Nuclear Power Plants, endorses IEEE Std 830-1998. IEEE Std 830-1998 is a recommended 
practice for writing software requirements specifications; however, as a recommended practice, it does 
not identify any specific requirements. The Rad I CS Platform and Application requirements documents 
are described in Chapter 7. The alignment of the RPC Radiy and Radics LLC electronic design 
requirements specifications to RG 1.172, Revision 1, is described in Section 12. 

5.3.18 Regulatory Guide 1.173 

RG 1.173, Revision 1, Developing Software Life Cycle Processes for Digital Computer Software Used in 
Safety Systems of Nuclear Power Plants, endorses IEEE Std 1074-2006, which provides a structured 
approach for developing a software life cycle program. The life cycle processes for the Rad I CS Platform 
and Application ED are described in Chapters 7 and 8. The alignment of the RadlCS Platform and 
Application ED lifecycles to RG 1.173, Revision 1, is described in Chapter 12. 

5.3.19 Regulatory Guide 1.180 

RG 1.180, Revision 1, Guidelines for Evaluating Electromagnetic and Radio- Frequency Interference in 
Safety-Related Instrumentation and Control Systems, endorses IEC 61000, Military Standard (MIL-STD)-
461E, IEEE Std 1050-1996, IEEE Std C62.41-1991, and IEEE Std C62.45-1992 with qualifications. Chapter 
9 describes the use of RG 1.180, Revision 1, in the electromagnetic and radio-frequency interference 
qualification test plan. The alignment of the Rad I CS Platform to RG 1.180, Revision 1, is described in 
Chapter 12. The licensee for a project-specific application of the RadlCS Platform will address the 
correspondence of the generic qualification envelope for the Rad I CS Platform with the site-specific 
qualification bounding envelopes. 

5.3.20 Regulatory Guide 1.209 

RG 1.209, Guidelines for Environmental Qualification of Safety-Related Computer-Based instrumentation 
and Control Systems in Nuclear Power Plants, endorses IEEE Std 323-2003 with qualifications. Chapter 9 
describes the use of RG 1.209 in the Rad I CS Platform EQ program. The RG also notes that NRC has 
approved EPRI TR-107330 as an acceptable method for addressing mild-environment qualification of 
programmable logic controllers (PLCs) that is considered equivalent to and consistent with RG 1.209. 
The alignment of the RadlCS Platform to RG 1.209 is described in Chapter 12. The licensee for a project-
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specific application of the Rad I CS Platform will address the correspondence of the generic qualification 
envelope for the RadlCS Platform with the site-spe£ific qualification bounding envelopes. 

5.4 NUREG-0800, Chapter 7, Branch Technical Positions 

The following NRC Branch Technical Positions (BTPs) were assessed for applicability to the RadlCS 
Platform design. 

5.4.1 Branch Technical Position 7-8 

BTP 7-8, Revision 5, Guidance on Application of Regulatory Guide 1.22, provides additional review 
g1:1idance regarding the use of RG 1.22 for digital systems. The R~dlCS Platform periodic testing features 
that would support compliance with BTP 7-8 for a specific project are described in Chapter 6. 

5.4.2 Branch Technical Position 7-11 

BTP 7-11, Revision 5, Guidance on Application and Qualification of Isolation Devices, provides additional 
review guidance regarding the use of RG 1.75 for l&C systems. As described in Chapter 6, the RadlCS 
Platform uses the following types of qualified isolation devices: Module features described in Section 
6.6 and fiber optic cables. Electrical isolation testing is described in Chapter 9. The alignment of the 
RadlCS Platform to the review guidance in BTP 7-11 is described in Chapter 12. 

5.4.3 Branch Technical Position 7-12 

BTP 7-12, Revision 5, Guidance on Establishing and Maintaining Instrument Setpoints, provides 
additional review guidance regarding the use of RG 1.105 for l&C systems. EPRI TR-107330, Section 
4.2.4 requires the qualifier to provide information about the qualified hardware to support an 
application specific setpoint analysis per ISA-S67.04-1994. Chapter 9 describes how Radics LLC, as both 
vendor and qualifier, applied this approach and prepared a setpoint analysis support document for the 
generic RadlCS Platform. This documentation is intended to provide sufficient design specification data 
for a project-specific setpoint analysis to be performed. Compliance of actual system setpoints with BTP 
7-12 will be addressed by the licensee on a project-specific basis. 

5.4.4 Branch Technical Position 7-14 

BTP 7-14, Revision 6, Guidance on Software Reviews for Digital Computer-Based Instrumentation and 
Control Systems, provides a structured approach for developing software using a series of plans. The 
alignment ofthe Rad I CS Platform and Application ED documents to BTP 7-14 is described in Chapter 12. 

5.4.5 Branch Technical Position 7-17 

BTP 7-17, Revision 6, Guidance on Self-Test and Surveillance Test Provisions, provides additional review 
guidance regarding the use of RGs 1.:2.2, 1.118, and 1.152 for digital l&C systems. The RadlCS Platform 
self-diagnostic test and surveillance test provisions are described in Chapter 6. The alignment of the 
RadlCS Platform to the review guidance in BTP 7-17 is described in Chapter 12. The use of RadlCS 
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Platform automatic test features as credit for performing Technical Specification surveillance test 
functions must be assessed on a project-specific basis, 

5.4.6 Branch Technical Position 7-18 

BTP 7-18, Revision 5, Guidance on the Use of Programmable Logic Controllers in Digital Computer-Based 
Instrumentation and Control Systems, provides additional review guidance regarding the use of RG 1.152 
for the CGD of digital l&C systems. The alignment of the RadlCS Platform to the review guidance in BTP 
7-18 is described in Chapter 12. 

5.4.7 Branch Technical Position 7-19 

BTP 7-19, Revision 6, Guidance on Evaluation of Diversity and Defense-in-Depth in Digital Computer­
Based Instrumentation and Control Systems, provides guidance for the evaluation of D3 analyses 
performed on safety-related l&C systems to assess vulnerabilities to digital common cause failures. The 
RadlCS Platform diversity solution described in Chapter 10 provides an acceptable regulatory solution 
for the digital CCF vulnerabilities present in the RadlCS Platform. NRC BTP 7-19, Revision 6, states that 
there are two design attributes, either of which is sufficient to eliminate consideration of software 
based or software logic based CCF: diversity or testability. With respect to the diversity option, BTP 7-
19 specifies that when sufficient diversity exists in the PS, then the potential for CCF within the channels 
can be considered to be appropriately addressed without further action. 

The RadlCS Platform features that would support compliance with BTP 7-19 for· a specific project are 
described in Chapter 10. The D3 assessment for an actual system will be addressed by the licensee on a 
project-specific basis. 

5.4.8 Branch Technical Position 7-21 

BTP 7-21, Revision 5, Guidance on Digital Computer Real-Time Performance, provides review guidance to 
verify that system timing requirements calculated from the design basis events and other criteria have 
been allocated to the digital computer portion of the system as appropriate, and have been satisfied in 
the digital system design and implementation. Chapter 6 describes how the RadlCS Platform addresses 
the review guidance in BTP 7-21. The alignment of the RadlCS Platform to the review guidance in BTP 7-
21 is described in Chapter 12. 

5.5 NRC NUREGs and NUREG/CRs 

The following NRC NU REG document was assessed for applicability to the RadlCS Platform design. 

5.5.1 NUREG/CR 6082, Data Communications 

Section 2 of NUREG/CR-6082, Data Communications, has 15 questions intended to help focus reviews of 
data communication systems. An evaluation the Rad I CS Platform for those questions is provided in 
Chapter 12. 
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5. 6 NRC Digital l&C Interim Staff Guidance Documents 

The following NRC Dl&C-ISG documents were assessed for applicability to the Rad I CS Platform design. 

5.6.1 Dl&C-ISG-04 

Dl&C-ISG-04, Revision 1, Highly Integrated Control Rooms - Digital Communication Systems, provides 
criteria for the evaluation of communication independence features used for interdivisional 
communication. An evaluation the RadlCS Platform for the Dl&C-ISG-04 communication independence 
criteria is provided in Chapter 12. Alignment with the Dl&C-ISG-04 guidance for RadlCS Platform 
communication features is described in Appendix B. 

5.6.2 Dl&C-ISG-06 

The documents submitted by Radics LLC for the NRC generic review of the RadlCS Platform are 
consistent with the guidance in Dl&C-ISG-06, Revision 1, Licensing Process, which lists the documents 
expected for a project-specific review. Many of the listed documents do not apply to the generic Tier 3 
review of a digital safety l&C platform. Alignment with the Dl&C-ISG-06 guidance for supporting 
documents is described in Appendix C. 

5.7 Institute of Electrical & Electronics Engineers Standards 

The following IEEE standards were assessed for applicability to the RadlCS Platform design. 

5.7.1 IEEE Std 7-4.3.2-2003 

IEEE Std 7-4.3.2-2003, Standard Criteria for Digital Computers in Safety Systems of Nuclear Power 
Generating Stations, is endorsed by RG 1.152 except for Annexes B to F. Conformance with the 
requirements of IEEE Std 7-4.3.2-2003 is a method that the NRC staff has deemed acceptable for 
satisfying the NRC's regulations with respect to high functional reliability and design requirements for 
computers used in the safety systems of NPPs. The alignment of the RadlCS Platform and Application ED 
development processes to IEEE Std 7-4.3.2-2003 is described in Chapter 12. 

5.7.2 IEEE Std 323-2003 

IEEE Std 323-2003, IEEE Standard for Qualifying Class lE Equipment for Nuclear Power Generating 
Stations, is endorsed by RG 1.209 with qualifications. An earlier version, IEEE Std 323-1974 is endorsed 
by RG 1.89. Chapter 9 described the use of IEEE Std 323-2003 for environmental qualification testing of 
the RadlCS Platform. The alignment of the RadlCS Platform to IEEE Std 323-2003 is described in Chapter 
12. The licensee for a project-specific application of the RadlCS Platform will address the 
correspondence of the generic qualification envelope for the Rad I CS Platform with the site-specific 
qualification bounding envelopes. 
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5.7.3 IEEE Std 338-1987 

IEEE Std 338-1987, Criteria for the Periodic Surveillance Testing of Nuclear Power Generating Station 
Safety Systems, is endorsed by RG 1.118 with qualifications. Chapter 6 provides the coverage of self­
diagnostic tests and periodic surveillance testing provisions of the RadlCS Platform that can be used to 
comply with IEEE Std 338-1987. The specific means for complying with IEEE Std 338-19~7 must be 
assessed on a project-specific basis. 

5.7.4 IEEE Std 344-2004 

IEEE Std 344-2004, IEEE Recommended Practice for Seismic Qualification of Class 1E Equipment for 
Nuclear Power Generating Stations, is endorsed by RG 1.100 with qualifications. Chapter 9 described 
the use of IEEE Std 344-2004 for RadlCS Platform seismic qualification testing of RadlCS Platform. The 
alignment of the RadlCS Platform seismic qualification testing to IEEE Std 344-2004 is described in 
Chapter 12. 

5.7.5 IEEE Std 352-1987 

Chapter 9 describes the use of IEEE Std 352-1987, Guide for General Principles of Reliability Analysis of 
Nuclear Power Generating Station Safety Systems, for the generic board/module-level FMEAs. 

5.7.6 IEEE Std 379-2000 

IEEE Std 379-2000, Application of the Single-Failure Criterion to Nuclear Power Generating· Station Safety 
Systems, is endorsed by RG 1.53 with qualifications. The standard RadlCS Modules components 
described in Chapter 6 can be implemented in redundant and independent system architectures that 
comply with the single failure criterion. Representative Rad I CS Platform system architectures are 
described in Chapter 2. The specific means for complying with IEEE Std 379-2000 must be assessed on a 
project-specific basis. 

5.7.7 IEEE Std 384-1992 

IEEE Std 384-1992, Standard Criteria for Independence of Class 1E Equipment and Circuits, is endorsed by 
RG 1.75 with qualifications. The standard RadlCS Platform hardware components and associated EDs 
described in Chapter 6 are designed for establishing and maintaining the independence of safety-related 
equipment and circuits, and auxiliary supporting features by physical separation and electrical isolation. 
In a project-specific application, this is accomplished by physically separating the redundant channels, 
divisions, and trains of the safety system. 

Example RadlCS Platform system architectures are described in Chapter 2. These typical architectures 
include the interdivisional communication interfaces that are needed to support voting logics. 
Communications between redundant divisions and trains are isolated and designed to retain the 
required independence. lnterdivisional communication is accomplished using fiber optic data links that 
maintain the electrical isolation between divisions. 
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The typical RadlCS Platform system architectures described in Chapter 2 also include Class 1E to non­

Class 1E communications interfaces. Electrical isolation between the Class 1E system and the non-Class 

1E system is accomplished using fiber optic data links and one-way (broadcast only) communications 

from the Class 1E system to the non-Class 1E system. 

The alignment of the Rad I CS Platform to. IEEE 384-1992 is described in Chapter 12. 

The specific means for complying with the system level independence requirements in IEEE 384-1992 

must be assessed on a project-specific basiS: 

5.7.8 IEEE Std 603-1991 

IEEE Std 603-1991, Criteria for Safety Systems for Nuclear Power Generating Stations, with the January 

30, 1995 correction sheet, is incorporated by reference in 10 CFR 50.55a(h) and endorsed by RG 1.153. 

Project-specific RadlCS Platform-based systems can be configured from the generic RadlCS Modules to 

comply with IEEE Std 603-1991. The RadlCS Platform features that would support compliance with IEEE 

Std 603-1991 for a specific project are described in Chapter 12. 

5.7.9 IEEE Std 730-1998 

The RPC Radiy QMS and Radics LLC QAPD complies with the intent of IEEE Std 730-1998, IEEE Standard 
for Software Quality Assurance Plans, as described in Chapters 7 and 8. · 

5.7.10 IEEE Std 828-2005 

IEEE Std 828-2005, IEEE Standard for Software Configuration Management Plans, is endorsed by RG 

1.169. IEEE Std 828-2005 describes a structured approach to software configuration management. The 

RPC Radiy and Radics LLC approaches to electronic design configuration management are described in 

Section 7.5. The alignment ofthe RPC Radiy and Radics LLC configuration management programs to 

IEEE Std 828-2005 is described in Chapter 12. 

5.7.11 IEEE Std 829-2008 

IEEE Std 829-2008, IEEE Standard for Software Test Documentation, is endorsed by RG 1.170. IEEE Std 

829-2008 describes a structured approach to software test documentation. Section 7.4.5.2 describes 

the RPC Radiy and Radics LLC approaches to Platform and Application ED V&V test documentation. The 

alignment of RPC Radiy and Radics LLC electronic design test documentation to IEEE Std 829-2008 is 

described in Chapter 12. 

5.7.12 IEEE Std 830-1998 

IEEE Std 830-1998, IEEE Recommended Practice for Software Requirements Specifications, is endorsed by 

RG 1.172. IEEE Std 830-1998 is a recommended practice for writing software requirements 

specifications; however, as a recommend practice, it does not identify any specific requirements. The 

Rad I CS Platform and Application requirements documents are described in Chapter 7. The alignment of 
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the RPC Radiy and Radics LLC electronic design requirements specifications to IEEE Std 830-1998 is 
described in Chapter 12. 

5.7.13 IEEE Std 1008-1987 

IEEE Std 1008-1987, IEEE Standard for Software Unit Testing, is endorsed by RG 1.171. IEEE Std 1008-
1987 describes a structured approach for performing software unit testing. RadlCS Platform electronic 
design testing is described in Chapters 7 and 8. The alignment of RadlCS Platform electronic design 
testi.ng to IEEE Std 1008-1987 is described in Chapter 12. 

5.7.14 IEEE Std 1012-2004 

IEEE Std 1012-2004, IEEE Standard for Software Verification and Validation Plans, is endorsed by RG 
1.168 with qualifications. The RPC Radiy and RadlCS Platform ED V&V plan documentation complies 
with the intent of IEEE Std 1012-2004, as described in Chapters 7 and 8. 

5.7.15 IEEE Std 1028-2008 

IEEE Std 1028-2008, IEEE Standard for Software Reviews and Audits, is endorsed by RG 1.168 with 
qualifications. The RPC Radiy and Radics LLC approaches to reviews and audits comply with the intent of 
IEEE Std 1028-2008, as described in Chapters 7 and 8. 

5.7.16 IEEE Std 1050-1996 

IEEE Std 1050-1996, Guide for Instrumentation and Control Equipment Grounding in Generating Stations, 
is endorsed by RG 1.180 with qualifications. The use of IEEE Std 1050-1996 for the RadlCS Platform 
qualification test specimen grounding and shielding is described in Chapter 9 and the Rad I CS Platform 
Equipment Qualification Plan (Reference 5-3). The system level aspects of complying with IEEE Std 338-
1987 must be assessed on a project-specific basis. 

5.7.17 IEEE Std 1074-2006 

IEEE Std 1074-2006, IEEE Standard for Developing Software Life Cycle Processes, is endorsed by RG 
1.173, Revision 1, and provides a structured approach for developing a software life cycle program. The 
life cycle processes for the RadlCS Platform and Application EDs are described in Chapters 7 and 8. The 
alignment ofthe RadlCS Platform and Application ED lifecycles to IEEE Std 1074-2006 is described in 
Chapter 12. 

5.8 Instrument Society of America Standards 
The following ISA standard was assessed for applicability to the Rad I CS Platform design. 
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5.8.1 ISA-S67 .04-1994 

ISA-S67 .04-1994, Setpoints for Nuclear Safety-Related Instrumentation Used in Nuclear Power Points, is 
endorsed by RG 1.105 with qualifications. As described in Section 5.2.3, EPRI TR-107330, Section 4.2.4 
requires the qualifier to provide information about the qualified hardware to support an application _ 
specific setpoint analysis per ISA-S67.04-1994. Chapter 9 describes the approach Radics LLC, as both 
vendor and qualifier, used to prepare the setpoint analysis support documentation for the RadlCS 
Platform. This documentation will provide sufficient design specification data for a setpoint analysis to 
be performed on a project-specific RadlCS Platform-based system. The specific means for complying 
with ISA-S67.04-1994 must be assessed on a project-specific basis. 

5.9 International Electrotechnical Commission Standards 

The following IEC standards were assessed for applicability to the RadlCS Platform design. 

5.9.1 IEC 60880:2006 

I EC 60880:2006, Nuclear Power Plants - Instrumentation and Control Systems Important to Safety­
Software Aspects for Computer-Based Systems Performing Category A Functions, introduces the concept 
of software lifecycle and details the concept of system safety lifecycle of digital systems given in IEC 
61513 to the software portion of the l&C system and details the l&C validation stage in IEC 61513:2001 
to the software portion of the system and introduces software-specific issues to the validation process. 
The life cycle processes for the Rad I CS Platform ED were established according to the guidance provided 
in IEC 60880:2006 and were documented in dedicated development plans, which are described in 
Chapter 7. 

5.9.2 IEC 60987:2007 

IEC 60987:2007, Nuclear Power Plants- Instrumentation and Control Important to Safety- Hardware 
Design Requirements for Computer-Based Systems, sets out the general requirements for the hardware 
development life-cycle of computer-based systems. The life cycle processes for the Rad I CS Platform ED 
were established according to the guidance provided in IEC 60987:2007 and were documented in 
dedicated development plans, which are described in Chapter 7. 

5.9.3 IEC 61000 

Chapter 9 describes the use of IEC 61000, Electromagnetic Compatibility, series standards endorsed by 
RG 1.180, Revision 1, for the electromagnetic interference (EMl}/radio frequency interference (RFI} 
qualification testing of the RadlCS Platform. 

5.9.4 IEC 61508:2010 

IEC 61508:2010, Functional Safety of Electrical I Electronic I Programmable Electronic Safety-Related 
Systems, provides a means of certifying systems based on predefined SI Ls. The use of IEC 61508:2010 is 
described in Section 3.2.2.3. 
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5.9.5 IEC 61513:2001 

IEC 61513:2001, Nuclear Power Plants - Instrumentation and Control Systems Important to Safety­
General Requirements for Systems, establishes the relationship between NPP safety objectives, 
requirements for the overall architecture of l&C systems, and requirements of the individual systems 
important to safety. The life cycle processes for the RadlCS Platform ED were established according to 
the guidance provided in IEC 61513:2001 and were documented in dedicated development plans, which 
are described in Chapter 7. 

5.9.6 IEC 62566:2011 

IEC 62566:2011, Nuclear Power Plants - Instruments and Control Important to Safety- Development of 
HDL-Programmed Integrated Circuits for Systems Performing Category A Functions, establishes 
requirements for each stage ofthe hardware description language (HDL}-Programmed Devices (HPD} 
lifecycle (requirements specification, design, implementation, verification, integration and validation} to 
develop highly reliable HPDs for use in l&C systems of NPPs performing safety category A functions. The 
life cycle processes for the RadlCS Platform ED were established according to the guidance provided in 
IEC 62566:2011 and were documented in dedicated development plans, which are described in 
Chapter 7. 

5.10 U.S. Military Standards 

The following U.S. MIL-STD was assessed for applicability to the RadlCS Platform design. 

5.10.1 MIL-STD-461E 

Chapter 9 describes the use of MIL-STD-461E, DOD Interface Standard Requirements for the Control of 
Electromagnetic Interference Characteristics of Subsystems and Equipment, as endorsed by RG 1.180, 
Revision 1, for the EMI/RFI qualification testing of the RadlCS Platform. 

5.11 Electric Power Research Institute Technical Reports and 
Handbooks 

The following EPRI documents were assessed for applicability to the RadlCS Platform design. 

5.11.1 EPRI TR-107330 

In RG 1.209, NRC noted that it has accepted EPRI TR-107330, Generic Requirements Specification for 
Qualifying a Commercially Available PLC for Safety-Related Applications in Nuclear Power Plants (dated 
December 1996), as an acceptable method for addressing mild-environment qualification of PLCs that is 
considered equivalent to, and consistent with, the RG. 

The use of EPRI TR-107330 for the RadlCS Platform qualification program is described in Chapter 9. The 
RadlCS Platform ED was treated as the 'legacy software' described in Section 7.6 of EPRI TR-107330. 
Compensatory measures for legacy software are identified in EPRI TR-106439. The use of EPRI TR-
107330 for the RadlCS Platform CGD program is described in Chapter 4. 
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5.11.2 EPRI TR-106439 

In RG 1.152 Annex C, NRC identifies that EPRI TR-106439, Guideline on Evaluation and Acceptance of 
Commercial Grade Digital Equipment for Nuclear Safety Applications (dated October 1996), contains 
adequate guidance for the evaluation and acceptance of commercial grade digital equipment for nuclear 
safety applications. The use of EPRI TR-106439 for the Rad I CS Platform CGD program is described in 
Chapter 4. 

5.11.3 EPRI Handbook 1011710 

The purpose of EPRI TR-1011710, Handbook for Evaluating Critical Digital Equipment and Systems, is to 
provide practical guidance to nuclear utility engineers on how to conduct generic and project-specific 
CDR. The CDR can be used to gain assurance that a given critical digital system or platform has the 
necessary properties and will function as expected. It is a structured way to investigate and document 
the potential for unacceptable behavior to occur in service, due to deficiencies in the digital system 
specification, design, configuration, operation, maintenance, or documentation, or due to 
misapplication. 

The use of EPRI Handbook 1011710 for the Rad I CS Platform CGD program is described in Chapter 4. 

5.12 American Society of Mechanical Engineers Standards 
The following ASME Standard was assessed for applicability to the RadlCS Platform design. 

5.12.1 ASME NQA-1-2008 

The use of NQA-1-2008, Quality Assurance Program Requirements for Nuclear Facilities, and the NQA­
la-2009 Addenda to meet 10 CFR Part 50 Appendix B is described in Chapter 3. The alignment of the 
Radics LLC QAPD to ASME NQA-1-2008 is described in Chapter 12. 

5.13 Chapter 5 References 
1 NUREG-0800, NRC Standard Review Plan, Table 7-1, "Regulatory Requirements, Acceptance 

Criteria, and Guidelines for Instrumentation and Control Systems Important to Safety," 
Revision 5, March 2007 

2 exida Report No. RAD 14-06-037 R002, "Results of the IEC 61508 Functional Safety 
Assessment for FPGA-Based Safety Controller RadlCS," September 15, 2015 

3 RadlCS Equipment Qualification Test Plan, Document 2016-RTS002-EQTP-004 
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6 RadlCS Platform 

6.1 Rad/CS Platform Overview 

Rad I CS Platform is a new generation product that was designed in 2010-2011. It is based on more than 
10 years of RPC Radiy experience with digital l&C platform design, production, operation, and 
maintenance. The RadlCS Platform is composed of multiple types of Modules, based on the use of FPGA 
chips as computational, processing, and system-internal control engines for each of the Modules. In 
terms of its high-level functionality and flexibility, the Rad I CS Platform is essentially a safety PLC, except 
that the internal logic is performed by FPGAs instead of microprocessors. 

The typical safety-related l&C systems channel configuration, based on the RadlCS Platform consists of 
one seismic-resistant Chassis, which contains one Logic Module (LM) and up to 14 other Rad I CS Modules 
(i.e., 1/0 and optical communication) in any combination of their types. The basic set of 1/0 Modules 
types comprises Analog Inputs Module (AIM), Discrete Inputs Module (DIM), Discrete Outputs Module 
(DOM), and Analog Outputs Module (AOM). The Optical Communication Module (OCM) can be used to 
extend the system to multiple Chassis configuration. It is also possible to provide interchannel links 
between 2, 3, or 4 channels via fiber-optic communications directly between their LMs for coincidence 
voting. The RadlCS Platform offers a fast response time (~ 10 milliseconds). 

The LM performs input Modules data acquisition, execution of user configured logic, drives the output 
Modules, and processes diagnostic data from all 1/0 Modules installed in the RadlCS Platform Chassis. 
The 1/0 Modules provide interfaces with other devices (e.g., detectors, sensors, actuators, signalization 
devices). The functionality of each Module is driven by the logic implemented in the ED on board the 
FPGA(s). 

The seismically-resistant Chassis for RadlCS Platform provides protected external interfaces to process 
I/Os, two independent power supply units (links), communications links, local inputs/outputs (from/to 
the built-in-Chassis/cabinet detectors/sensors/keys or indicators). Internal Chassis interfaces facilitate 
connections to the various Modules that are installed within the Chassis by means of dedicated, 
isolated, point-to-point high-speed LVDS communication lines. 

The RadlCS Platform is configured using the RPCT and the RadlCS AFBL. 

A typical RadlCS Platform configuration is shown in Figure 6-1. 
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Figure 6-1: Typical RadlCS Platform Configuration 

The RadlCS Platform is itself a single rack-mount Chassis containing all required inputs, outputs and logic 
processing so that it operates as a single-channel device in de-energize to trip applications. like a safety 
PLC, the RadlCS Platform functionality is organized on two levels : the generic platform level logic and 
the customizable application level logic. The RadlCS Platform can be configured in two to four channels 
configurations. In these configurations, a RadlCS Platform system can meet U.S. Class lE requirements . 

In normal operation, the RadlCS Platform operates in "on-line" mode and performs the safety function 
defined at the application level. Self-diagnostics are performed by both the application and platform 
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~([adICS 
levels, although they are aimed at different types of faults . Failures detected by either level that are 
potent ially unsafe are converted to safe failures . 

In the on-line mode, no reconfiguration, no tun ing, and no potentially unsafe connections to other 
devices are permitted . Monitoring of the RadlCS Platform is possible through non-interfering one-way 
broadcast of application state and hardware status data. In off-line mode, in which the outputs are in 
the safe state, diagnostic equipment may be connected, and tun ing and reconfiguration are possible. 

The scope of the Rad I CS Platform addressed in the Topical Report is shown in Figure 6-2. 
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Figure 6-2: Context Diagram of the RadlCS Platform 

6.1.1 RadlCS Platform General Attributes 

The RadlCS Platform has been designed to comply w ith international nuclear safety l&C requ irements. 
The applicable regulations, regulatory guidance, industry standards, and other gu idance applicable to 
digital safety l&C systems are documented in Chapter 5. The resulting RadlCS Platform has the following 
general attributes : 

Document ID : 2016-RPC003-TR-001 Revision : 1 Page 87 of 388 



NON-PROPRIETARY 

• Fail-safe: The RadlCS Platform assures that, in case of detected failure meeting certain criteria, 
the outputs associated with a Logic Module achieve a pre-defined safe position. 

• Fault-tolerance: The RadlCS Platform supports system architectures that can meet the 
redundancy requirements of the single failure criterion. In addition, RadlCS LMs can 
automatically correct its voting logic in case faults are detected, so that system availability is 
optimized without compromising safety. The criteria establish that no single failure will result in 
loss of any of the safety functions. The Rad I CS Platform system architecture is dictated by 
reliability requirements imposed on the application by the end user's requirements. 

• Diversity: The RadlCS Platform supports system architectures that employ signal diversity to 
defend against CCF. The Rad I CS Platform also can be deployed as a diverse system as part of an 
application-level D3 strategy. The RadlCS Platform architectural and technological features 
provide the RadlCS Platform-based integrated l&C systems with robust level of internal 
diversity, as described in Chapter 10. 

• Functional isolation: RadlCS Platform equipment and communications design prevents 
propagation of failures between redundant equipment in separate divisions. In addition, 
communication paths to non-safety l&C systems are electrically isolated with one-way 
communications from the RadlCS Platform to the non- safety l&C system. This prevents faults in 
a non-safety l&C system from affecting the RadlCS Platform. 

• Determinism: For all processing, the same inputs produce the same outputs within a 
guaranteed response time 

• Self-diagnostic testing: Self-diagnostic testing is used to check correct operation of the RadlCS 
Modules and associated ED during startup and normal operation. The startup self-diagnostic 
tests check for correct operation before the RadlCS Platform is released for normal operation. 
Other self-diagnostic tests are performed during normal operation to check for correct 
operation of the RadlCS Modules. Self-diagnostic testing features check the integrity of the 
Application Logic each work cycle. Error checking is performed on all digital communications. 

• Ease of use: Operation and maintenance are simplified by hardware, interfaces, and data 
transmission, and FPGA electronic designs self-diagnostics. 

• Flexibility: Architecture flexibility and scalability to tailor general system design to customer 
needs in terms of number inputs received and actuators to be controlled. 

• Modularity: The RadlCS Platform can be delivered either in standard Chassis to be integrated 
into existing cabinets (for refurbishment purposes) or in new cabinets. 

• Scalability: The RadlCS Platform has been deployed internationally in a wide variety of safety 
l&C applications, including RTS, RPCLS, and ESFAS. 

• High quality development process for electronic design: The electronic design life cycle 
processes used to develop the generic RadlCS Platform baseline and developing the project­
specific Application ED are based on recognized standards and include independent V&V. 

• Secure development and operational environment: The electronic design life cycle processes 
used for the RadlCS Platform establishes. a secure development and operational environment for 
managing the generic RadlCS Platform baseline and developing the project-specific Application 
Logic through the factory test phase. These processes protect against unauthorized, 
unintended, and unsafe modifications to the system, and support implementation of design 
requirements that promote integrity and reliability during operation and maintenance in the 
event of inadvertent operator actions or undesirable behavior of connected equipment. 
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6.1.2 RadlCS Platform Fundamental Safety Approach 

The RadlCS Platform was designed to meet several high-level principles of safety. 

• De-energize to trip 

The RadlCS Platform uses the de-energized state as the safe state for each RadlCS Module: 

o The fault status of the RadlCS Platform input Modules is reported to the Rad I CS LM. For the 
Faulted mode, the RadlCS LM processes such inputs as either opened contact for DI Ms or 
zero voltage/current for Al Ms, as specified in the Application Logic. 

o All outputs are set to the open contact or zero voltage and zero current state as the 
safe state. 

o All complete failures of RadlCS Platform power supplies lead to the safe state. If they 
result in no effect on the RadlCS Platform (e.g., first failure of a redundant power 
supply), then these failures are annunciated and flagged to the Application Logic, 
which can then handle the failure condition in accordance with the end user's 
fu nctiona I specifications. 

• Automatic Transitions to the Safe State 

The Rad I CS Platform will drive all safety output Module outputs to the safe state for the first­
occurrence of the following: 

o Power is off or a Type I or II fault has occurred 
o Power is initially turned on 
o Startup self-diagnostic tests have not finished successfully 
o Platform diagnostic results require it 
o Application Logic requires it (which may include the use of RadlCS Platform 

diagnostics reported to the Application Logic through function blocks) 
o Set Safety Override (SOR) keyswitch has been used 

• Human Action Required to Leave the Safe State 

The RadlCS Platform requires human intervention to release outputs from the safe state and 
pass them to the control of the Application Logic: 

o At completion of startup (also requires that there be no detected failures) 
o After the SOR has been activated for any reason 
o After any failure that causes a safe-state transition 

• Correct Modules Only 

The RadlCS Platform detects the presence of incorrect Modules during the self-diagnostics at 
startup and will maintain the safe state if any is detected. 
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7 

• IEC 61508 Safety Integrity Level 3 Capability by Design 6
•
7 

The RadlCS Modules are implemented using common Units to the extent possible: 

o The RadlCS Modules are designed with redundant components where needed to 
permit self-diagnostic tests and data redundancies are used to permit detection of 
data corruption with very high probability 

o Watchdogs are incorporated on every Module 
o CRCs are used on all communications and safety-critical data 
o External communications links are all treated as 'black-channel' 
o Communications ports are monitored and blocked except when specifically required 

(e.g., tuning) 
o RadlCS Modules perform the self-diagnostics and take safe-state action. This involves 

Application Logic where feasible (i.e., it is competent to take such action) to 
incorporate end user's functional requirements. 

o Application ED is created using the RadlCS AFBL 
o Failure Modes, Effects, and Diagnostics Analysis (FM EDA) is used to confirm the failure 

rates and safe failure fractions 

• Application Logic Functionality 

o The Application Logic is implemented in the Application ED using the assembler 
provided that verifies logic for fundamental errors such as referencing non-existent 
1/0 channels, loop-backs, etc. 

o The Application ED is validated after every reconfiguration of the RadlCS Platform 
Application ED. 

o Tuning is a controlled activity: a TUNING keyswitch is required to activate the tuning 
port and the provided Tuning Personal Computer (PC) requires a password. 

o The Rad I CS Platform is isolated from the field during tuning, and the end user 
performs a functional test of the tuning changes before returning the RadlCS Platform 
to online status. 

• Controlled Scope 

The operational interfaces ofthe product are clearly defined and designed to minimize the 
potential for unsafe events: 

IEC standard IEC 61508 defines SIL using requirements grouped into two broad categories: hardware safety 
integrity and systematic safety integrity. A device or system must meet the requirements for both categories 
to achieve a given SIL. The SIL requirements for hardware safety integrity are based on a probabilistic analysis 
of the device. In order to achieve a given SIL, the device must meet targets for the maximum allowed 
probability of dangerous failure and a minimum acceptable safe failure fraction. The concept of 'dangerous 
failure' is rigorously defined for the system in question, normally in the form of requirement constraints 
whose integrity is verified throughout system development. 

The IEC concept for SIL (Safety Integrity Level) is different from and not to be confused with the IEEE SIL 
(Software Integrity Level) concept used in IEEE Std 1012 (Reference 6-1). 
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o Configuration and calibration changes are performed outside the in-service RadlCS 

Platform Chassis. 
o After every configuration change to the Application ED or to the hardware 

configuration, the RadlCS Platform must be revalidated. Configuration self-diagnostic 
checks are performed during system sta_rtup, as described in Section 6.2.6. 

o Tuning changes are made only when the RadlCS Platform trip outputs are isolated 
from the field (i.e., the field 'sees' a safe state). After every change to tuning 
parameters, the effects of the changes must be tested by the end user before 
reconnecting the field outputs. This means the MATS Tuning PC is not an online tool. 

o The monitoring interface to the MATS is one-way broadcast (i.e., non-interfering). 
Thus, the MATS is also non-interfering. The MATS is supplied by the end user, to meet 
the end user's Human Factors requirements. 

o The RadlCS Platform blocks all inward communications with the only exception being 
tuning inputs when put into TUNING mode by the keyswitch. 

6.1.3 Maintainability and Operability 

The_ RadlCS Platform has several features that support maintenance and operation of Rad I CS Platform­
based systems. 

• On-line Monitoring 

On-line monitoring provides continuous indication of the results of platform diagnostics, RadlCS 
Platform operating mode, presence and state of keyswitches, selected field input and/or 
Application Logic signals, the current operational Application ED tuning values, and proposed 
tuning values as they are set by the MATS Tuning PC. RadlCS Platform monitoring data sent 
over to the MATS via a one-way data link. Thus, the plant operators in the control room can be 
informed of failures detected by the Rad I CS Platform system and can initiate system 
maintenance. They can also monitor all access to the system and check entered tuning values 
for human errors. The MATS also permits the plant operators to confirm the post-tuning 
testing. All these features lead to maintainers approaching the system with good diagnostic 
information and verification by control room staff to detect errors before they can adversely 
affect the plant. 

• Operational Parameter Tuning Capability 

Operational parameters may need to be adjusted during a reactor operating cycle or between 
cycles. The RadlCS Platform provides the ability to tune these parameters via the Fiber Optic 
Tuning Interface using the MATS. Tuning is normally locked out and is enabled only by a 
keyswitch. In the TUNING mode, parameters that are specified in the Application ED can be 
adjusted by connecting a MATS Tuning PC with special software to the RadlCS Platform. The 
RadlCS Platform outputs are isolated from the field (i.e., safe state) for tuning. The end user 
performs functional tests to confirm the tuning values before restoring the system to normal 
operation. The RadlCS Platform also checks tuning values for 'reasonableness' and basic 
validity. The Application Logic can also be engineered to perform other specified checks. Tuning 
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parameters are stored in electrically erasable programmable read-only memory (EEPROM) on 
the RadlCS LM, so they are retained even after power is lost and restored. 

• Minimized Maintenance Error 

The RadlCS Platform design incorporates features to minimize the potential for maintain or 
operator error that could lead to unsafe operation of the product. This includes: 

o A non-interfering local status display on every RadlCS Module 
o Comprehensive diagnostics relayed to the MATS 
o Detection of some maintenance errors (e.g., wrong module in a slot) 
o Hot-swap capability 
o Validated maintenance documentation 
o User SOR 

• Hardware Protection 

Protective devices are used at all RadlCS Module interfaces: 

o Diodes and/or voltage limiters are used as appropriate to protect devices that 
interface to the field 

o Fiber optic interfaces are used where practical 
o All interfaces between a Module and the Chassis backplane are galvanically isolated, 

including power connections 

• Checking of User Configuration and Tuning Values 

Configuration of the Application ED is an offline activity using offline tools. The offline 
configuration tool checks for detectable errors in coding such as loopbacks, references to 
Modules in the wrong slot, or the wrong kind of Module. Actual installation errors such as using 
the wrong slot are detected online at startup. Tuning is normally locked out and is enabled only 
by a keyswitch. The RadlCS Platform outputs are isolated from the field (i.e., safe state) for 
tuning, and the end user performs functional tests to confirm the tuning values before restoring 
the system to normal operation. The RadlCS Platform also checks tuning values for 
'reasonableness' and basic validity. 

• User Safety Override 

The LM and output Modules have SOR Units that allow the user to force the RadlCS Platform 
into the safe state. The SOR Unit overrides all outputs of the Application and Platform ED to 
drive the outputs to the safe state. 

• Hot Swappable Modules 

The RadlCS Platform design permits removing and replacing a Module while the Chassis is 
powered up (hot swap) or powered down. It is expected that the maintainer follows the 
appropriate procedures to ensure that maintenance activity does not affect the RadlCS Platform 
operation in a way not foreseen by the Application ED. 
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All RadlCS Modules have been designed to be hot-swappable to prevent damage due to 
maintenance error. The normal procedure is to power down the RadlCS Platform Chassis before 
performing maintenance; however, all Modules are hot-swappable, so no damage will occur to a 
Module even if it is extracted or inserted at power. Plant safety is assured when a hot swap 
action is performed, since any Module that has bee'n removed will be identified as faile_d. The 
LM will make the identification for a hot swap of an 1/0 Module in its Chassis. The output 
Modules in the Chassis and other LMs in the system (e.g., other divisions) will make the 
identification if a LM is removed from a Chassis. The LMs will use the diagnostic information to 
take the appropriate actions, as specified in the end user's functional requirements for the 
Application Logic. 

Removal of the LM will force all output Modules to the safe state. When a replacement LM is 
inserted and completes its startup sequence, the LM will return to normal operation. The LM 
may be held in RUN (SAFE) mode until the SOR is reset unless it is hard-wired to be automatic. 
Removal of any 1/0 Module will also force all output Modules to the safe state. 

• Authentication of the RadlCS Module Version 

Nuclear standards specifically require authentication of the version of installed software. The 
hardware version of every RadlCS Module is inscribed on the back side of the Module printed 
circuit board. The ED version installed in the RadlCS Module FPGA can be displayed on the 4-
character display of the Module. 

The RadlCS Platform features that support maintenance and operation facilitate timely recognition, 
location, replacement, repair, and adjustment of malfunctioning equipment, which satisfy the repair 
requirements of IEEE Std 603-1991 Section 5.10 (Reference 6-2). The RadlCS Module version 
authentication features satisfy the identification requirements of IEEE Std 7-4.3.2-2003 Section 5.11 
(Reference 6-3). 

6.1.4 FPGA Based Digital Technology 

The RadlCS Platform is composed of various standardized Modules, each based on the use of FPGA chips 
as computational engines. 

FPGA-based l&C systems have been developed and applied to applications in the aerospace and process 
industries since the early 1990s. Although the use of FPGAs in nuclear power plants has lagged in the 
past, compared to other industries, due to quite conservative approaches, there are an increasing 
number of FPGA installations in operating nuclear power plants worldwide, most of them provided by 
RPC Radiy. 

FPGA technology is an alternative to microprocessor-based technologies and other types of 
programmable devices. FPGAs are semiconductor-based programmable devices that can be configured 
to perform custom-designed functions. It includes two entities: an FPGA chip that is a hardware 
component that can be tested against hardware qualification requirements, and the electronic design, 
represented by a set of instructions in HDL to be configured into the FPGA hardware and that can be 
verified against functional requirements. 
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There are two main FPGA chip architectures: fine-grained and coarse-grained. The coarse-grained 
FPGAs have very large logic blocks (macrocells) with sometimes two or more sequential logic elements, 
and the fine-grained ones have very simple logic blocks. 

Another architectural difference is the technology used to manufacture the FPGA chips. The most 
common technologies are: 

• EPROM/EEPROM/Flash based chips are re-writable types (they allow reprogramming of the 
FPGA) and non-volatile (no data or logic is lost in case of power losses) 

• SRAM based chips are re-writable, but volatile 
• Anti-fuse based chips are non-rewritable and non-volatile (one-time programmable) 

The RadlCS Platform uses SRAM-based FPGAs for the Modules and complex programmable logic devices 
(CPLDs) for the watchdogs. 

The development process of FPGA applications typically consists of requirement specification, design, 
implementation, and integration along with the associated V&V activities. 

The objective of the requirements specification phase is to define precisely all the requirements that 
apply to the FPGA platform and associated application. These requirements are usually derived by 
following a top-down approach whereby each system component is allocated functional and safety 
requirements and interfaces among them are defined. 

The most critical phase of the FPGA overall development process is the design phase. Errors made in 
this phase will dramatically affect all subsequent stages. The development process includes 
architectural and detailed design activities. The development process for the Rad I CS Module EDs is 
described in Chapters 7 and 8. 

6.1.5 Benefits of FPGA Technology 

The application of FPGA technology has significant advantages that can be utilized both in l&C 
modernization projects of existing nuclear power plants and in l&C designs for new nuclear power 
plants. These advantages are the following: 

• Design, development, implementation, and operation simplicity and transparency 
• Easy portability of algorithms and possibility of re-programming, if algorithms or technology may 

change in the future, but the hardware stays the same 
• Reduction of vulnerability of the digital l&C system to cyber-attacks or malicious acts due to the 

absence of any system software or operating systems 
• Faster and more deterministic performance due to capability of executing logic functions and 

control algorithms in a parallel mode; due to advantage of hardware parallelism inherent to 
FPGA technology, which can process more data, provide faster input and output response times 
and execute more instructions per clock cycle than digital signal processors 

• Possibility to segregate safety functions and ancillary functions on the same integrated circuit 
(e.g., such as communication diagnostics and Application ED) 

• Diversity with the potential to comply with strict requirements that include, but are not limited 
to, design, equipment, functional, and electronic design diversity 
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• More reliable, testable and error-free end-product due to reduction in the complexity of the 
V&V and implementation processes 

• More direct qualification process for FPGA-based safety systems due to the simplicity and 
transparency of system architecture and its design process 

• ResiUence to obsolescence due to the portability of the HDL code between different versions of 
FPGA chips produced by the same or different manufacturers: even if the FPGA migrates to the 
next generation, the HDL code remains unchanged 

6.2 Rad/CS Chassis-Level Features 

6.2.1 Theory of Operation 

Figure 6-3 illustrates the operation of RadlCS Platform and shows the operation ofthe LM and 1/0 
Modules. Adding more 1/0 Modules does not change the fundamental operation. This figure shows 
that there are two levels of logic in the LM (i.e., Application and Platform) and only the Platform level in 
the 1/0 Modules. 

AIM, DIM, OCM 

RadlCS 
Platform 

Logic 

User Application Logic 

lj __ --- ---- --~ 
- - t Application/Platform Interface ~ - -

~-----------. 

LM 

RadlCS Platform Logic 

. AOM, DOM, OCM 

Polling Command 
Field Input Data 
Diagnostic Results 

RadlCS 

Polling Command---+ Platform 
Field Output Data Logic 
Diagnostic Results 

Figure 6-3: Theory of Operation of RadlCS Platform 

After initialization, the RadlCS Platform operates with a standard Work Cycle that is performed cyclically. 
The basic RadlCS Platform Work Cycle includes four Phases: 

• Input Data Receive - Request and receive input data for the current Work Cycle from 1/0 
Modules and perform Application Logic test code 
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• Application Logic Processing and Configuration - Process Application Logic and preparation (i.e., 
configuration) of communication messages 

• Output Data Transmission - Transmit Application Logic processing results to the output Modules 
• Switch Time -Allows time for output Modules to complete switching 

The standard RadlCS Platform Work Cycle is illustrated in Figure 6-4. 

Work Cycle 

FPGA 

Input data 
Output 

Control Logic Processing & Configuration Data 
receiving 

Transmition 

-----, 
Switch: 
Time: 
-----' 

Figure 6-4: RadlCS Platform Work Cycle 

The Work Cycle is controlled by the LM, as described in Section 6.2.6.1.2. The other RadlCS Modules 
operate in response to commands from the LM, as described in Sections 6.2.6.2 through 6.2.6.5. 

All RadlCS Modules include several common elements plus the specialized hardware for their specific 
purpose. The common hardware elements include: 

FPGA executes all platform control logic (plus Application Logic in the LM) plus 
extensive diagnostics 

CPLD acts as watchdog, monitors power supplies and FPGA; can force the Module 
into FAULTED mode, which drives the safe state 

Power supply Each Module taps the two +24 Volts Direct Current (VDC) supply lines on the 
backplane and develops all needed voltages. 

Clocks Each Module has several independent clocks to provide for self-checking 

LVDS communications on the private backplane lines between Modules 
(LM f-"7 1/0) 

Display status display on the front of each Module, for maintainer 

SOR Safety Override (on output Modules only): allows a temporary override to 
force safe state outputs at a system level 

These standard features are described further iri Section 6.2.5. 
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6.2.1.1 Chassis 

The RadlCS Chassis distributes two +24 voe supplies to every slot. Each Module taps both these 
supplies for redundancy and develops its own voltages needed to operate all the Units within the 
Module. This includes the various voltages needed by t~e FPGA. Any voltages needed by the 1/0 
channels are galvanically isolated on a channel basis. 

All Rad I CS Modules communicate via the backplane, using direct individual lines from each 1/0 slot to 
the LM slot. 1/0 Modules have no direct communication with each other; rather they each have one 
direct individual line to the LM slot. 

6.2.1.2 Input/Output Modules 

Each 1/0 Module operates autonomously. Each 1/0 Module constantly performs self-diagnostic tests on 
its own common hardware, individual 1/0 channel hardware, and on its ability to communicate with the 
LM. The self-testing is interrupted 8 on the individual channel hardware for those modules where 
diagnostic cycle is longer than the Work Cycle (i.e., DOM and DIM) when the 1/0 Module receives a 
command from the LM. The LM polls the 1/0 Modules to provide it with field data and self-diagnostic 
results (in the case of an AIM or DIM) or to set outputs and return diagnostic results (in the case of a 
DOM and AOM). The 1/0 Module diagnostics resume once the LM command is executed. 

To permit exhaustive self-diagnostics as required by IEC 61508 (Reference 6-4), the individual input or 
output channels on the 1/0 Modules have sufficient hardware redundancy so that random hardware 
failures can be detected by the self-diagnostics. Similarly, data handling in the FPGA involves high-order 
CRC checks so that the vast majority of functional and memory faults and communications errors are 
also detected. A separate CPLD acts as a watchdog to detect FPGA failures or failures affecting the FPGA 
that it cannot detect and puts the Module into FAULTED mode (safe state) if that occurs or the FPGA 
reports a Type I fault to the watchdog. 

For input Module channel faults, the 1/0 Module will continue to operate, but the 1/0 Module will signal 
to the LM that the failed channel's data is bad. The 4-character display on the front of the Module will 
display a fault code instead of RUN and the diagnostic result is reported to the Application Logic. For 
total Module failure, such as a failure affecting the FPGA, the Module will shut down; this will also be 
detected by the LM and reported to the Application Logic. 

6.2.1.3 Optical Communication Module 

The OCM is used to extend the capacity and capabilities of the Rad I CS Platform (i.e., to allow Application 
Logic running in one chassis LM to use data derived from 1/0 in other chassis). Each chassis LM can 
execute logic related to 1/0 within its own chassis as well share selected data with logic in another 
chassis. The OCM provides five optically-coupled SIL 3 black-channel links to these expansion chassis by 
linking an OCM in each pair of chassis. 

8 Interrupted in this context does not mean an interrupt of software execution, because there is no software; 
instead it means the test logic is momentarily disabled and the command response logic is enabled. 
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Failures within one chassis are detectable in another chassis in the following ways: 

• A Type I fault in an OCM will cause it to stop updating OCMs in other chassis; consequently, an 
unfaulted chassis will see a communications timeout on the OCM communicating with the 
faulted chassis. 

• · A Type I fault in any 1/0 module except OCM results in setting all modules within that chassis to 
the safe state, in which case an OCM will continue updating OCMs in other chassis and 
additional actions from the Application Logic are needed. 

• Communications errors between the OCMs will result in error codes set by both OCMs 
• User level values can be communicated (e.g., each signal needed in other chassis can be 

accompanied by 'health' signals, so if an analog input in one chassis fails, the health signal can 
inform logic in the LM of another chassis that the analog input value is untrustworthy). 

The OCM also includes five RS-232/485 channels for communications to external devices, but these are 
reserved for future use. 

6.2.1.4 Logic Module 

The LM includes two separately designed logic configurations: the RadlCS Platform Logic and the end 
user Application Logic. Both levels of logic are protected by the same CRC checks and timing checks by 
the watchdog, as described for the 1/0 Modules. 

6.2.1.5 Operation Modes Overview 

The following text provides an overview of the operation modes for all Modules. 

POWERED-OFF 

STARTUP 

Document ID: 

This mode represents removal of power from the Module or the Rad I CS 
Platform, whether by human action or by loss of the power sources. 
The RadlCS Platform is powered off when both 24 VDC supplies are 
removed. In the powered-off state, all the RadlCS Platform outputs are 
in their safe state. 

In this mode, the FPGA acquires its configuration from EEPROM and this 
is verified by a CRC check. The FPGA then starts normal operation, 
including executing the Application Logic, and performs all the self­
diagnostic tests applied in RUN ~ode plus some extra tests. 
Any Type I fault results in exit to FAULTED mode. If no failures are 
detected, the Modules exit to RUN (SAFE) or RUN mode (depending on 
the Module), but it is possible for the operator to trigger exit to 
CONFIGURATION mode. 
When the RadlCS Platform is powered up, there is a [[ w,c,e second 
period of operation in STARTUP mode during which all outputs are held 
in the safe state and the RadlCS Platform executes all standard self­
diagnostic tests plus some extra startup tests. At the end of STARTUP 
mode, all Application Logic is initialized, and ready to run. 
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RUN (SAFE) 

RUN 

TUNING 

FAULTED 

Document ID: 

In this mode, all the Application Logic is up and running, but the outputs 
are overridden by the SOR and maintained in the safe state. Operator 
intervention is required to advance to RUN or TUNING mode. There are 
no conditions of automatic transition to the RUN or TUNING mode. This 
mode does not exist for input Modules since they do not have field 
outputs or SOR Units. RUN mode self-diagnostic tests are executed. 
At the end of a successful STARTUP mode period (i.e., no Type I faults 
detected), the RadlCS Platform will allow the SOR to be reset and until 
the SOR is reset, the RadlCS Platform operates in RUN (SAFE) mode. In 
RUN {SAFE) mode, the Application Logic executes normally, setting the 
internal values of the outputs, but all outputs are subjected to the SOR, 
which sets the final outputs to the safe state. 
Transition out of RUN (SAFE) mode into RUN mode occurs when the 
Reset-SOR input is closed and all conditions that set the SOR have 
cleared. There are two options to implement this: 1) manual reset by 
the operator using a momentary contact keyswitch or 2) installed wiring 
that holds the reset circuit closed, thus providing an automatic transition 
from STARTUP mode (i.e., momentarily to RUN (SAFE) mode, and then to 
RUN mode). 

In this mode, all the Application Logic is up and running and controls the 
outputs. RUN mode self-diagnostic tests are executed. 

In this mode, parameters that the Application Logic design provided for 
can be adjusted by connecting a MATS Tuning PC with special software to 
the RadlCS Platform. 
TUNING mode requires the use of a TUNING key and an end user 
supplied contact that when closed, indicates that the safety load of the 
Rad I CS Platform (i.e., the final actuator) is held in the safe state 
(controlled by what is called the ARMING key). This permits the end user 
to fully test the tuning changes under safe conditions, since the output · 
contacts can be opened or closed without affecting plant safety. 

In this mode, all outputs are forced to the safe state. This mode results 
from discovery of a Type I fault. The only exit from this mode is via 
powering off the Rad I CS Platform. 
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CONFIGURATION This mode has two functions: configuration and calibration. 
• Configuration: Changes to the Application Logic or configuration of 

the RadlCS Platform must be made in a Chassis equipped for this 
purpose, called the Download Station (DLS). All Modules also store 
authentication data in EE PROM that includes version information. 
This information is sent to the MATS when on line. To change or 
download this data, one uses this mode and the DLS. 

• Calibration: Analog Modules (AIM and AOM) use this mode to 
perform hardware calibration. Calibration can be done in the in­
service Chassis; however, the application designer must design logic to 
ensure safety during calibration. Calibration can also be performed 
when the Modules are removed from the Chassis by using the DLS. 

The Application Logic can be designed to detect whether a module is in 
CONFIGURATION mode and ensure safety. Input signal ports are 
provided to detect this state and to engage the SOR. 

6.2.1.6 Human-Machine Interface 

The RadlCS Platform consists of functionally dedicated Modules (i.e., each Module performs one kind of 
1/0) inserted into the slots of the Rad I CS Chassis. All empty slots are populated with fixed blanks to 
protect the Chassis interior from dirt and accidental insertion of tools. IEC 61508 requires that the 
designer "consider'' human factors issues. Chassis-related human factor features include: 

• Labeling to identify slot allocation 
• Visually verifiable tie-down clamps 

• Blanks covering all unused slots 
• Front mounted fiber optic connectors for LM and OCM 

• Rear-connected 1/0 

The labeling of each slot minimizes the likelihood of a maintenance technician inadvertently inserting a 
wrong type of Module into any active slot. The Rad I CS Platform will detect such error via its startup self­
diagnostics even if such a mistake is made, as described in Section 6.2.6.1.2. These self-diagnostics 
would detect an incorrect replacement made during a hot swap when the module goes through the 
STARTUP Mode. 

The tie-down clamps exert a positive pressure on the Modules to ensure they stay inserted during a 
seismic event. The full insertion of a Module and complete clamp-down are visually verifiable because 
the clamp rotates to a position in contact with the Module faceplate when correctly closed, and rests at 
a noticeable angle. 

To ensure that Modules can be inserted into active slots only, a permanent dummy plate covers unused 
Module slots. Even if this feature did not exist, an 1/0 Module that was inserted would have no effect 
on the system, since the slot was not enabled in the specific RadlCS Platform configuration. 

There are fiber-optic connectors on the LM and OCM, which can be used to communicate with LMs in 
other Chassis. All 1/0 cables are rear-connected. There is normally no need for access during system 
operation, so the rear connections eliminate many potential maintenance errors. 
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~~ adICS 
The RadlCS Platform human-machine interface features satisfy the identification requirements of IEEE 
Std 603-1991 Section 5.11. 

6.2.2 RadlCS Chassis Configuration 

The RadlCS Chassis has 2 slots for LMs 9 and 14 slots for other 1/0 Modules. The mechanical design of 
the RadlCS Chassis (hereinafter referred to as Chassis) is a metal box consists of 16 physical slots 
accessible from the front for Modules, backplane for providing connections between Modules and 

power supply for the Modules, and two fans (with associated control board). Each of the slots for 
Modules is equipped with rails for proper and safe installation. There are 14 physical slots for special 
Interface Protection Modules (10PM) associated with the 1/0 Modules and OCMs that are accessible 
from the rear (see Figure 6-5). Each Module and 10PM locks into place with a lever at top and bottom . 

Electrical connection of each Module and 10PM is accomplished by insertion of the board into the 
Chassis socket. There are no slots for a separate LM Interface Protection Module because the LMs have 
few 1/0 channels in their design and the associated protection circuitry is placed on the LM board . 

1 - Slots for fans 
2 - Backplane 
3 - Rails for modules 
4 - Protection modules 

Figure 6-5: RadlCS Chassis Design 

The Chassis is configured by installat ion of the distinct types of Modules in accordance with the 
following configuration constraints: 

• Two LM Slots are reserved for LMs in the Chassis (i. e., slots Fl and F2) . The qualified 
configuration will use only one LM, in slot Fl 

The mechan ical design allows for two LM, but only one LM is used at present. 

Document ID : 2016-RPC003-TR-001 Revision : 1 Page 101 of 388 



NON-PROPRIETARY 

• Modules for Input Signals (i.e., DIM and AIM) may be installed in any slot from #1 to #14 
• Modules for Output Signals (i.e., DOM and AOM) may be installed in any slot from #1 to #14 
• Modules for Optical Communication (i.e., OCM) may be installed in any slot from #1 to #14 
• Any slot (except Fl for the LM) may be left empty 

Special coding pegs are provided for 1/0 Modules to prevent a RadlCS Module from being inserted into 
the wrong slot. 

The Chassis configuration is shown in Figure 6-6. 
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Figure 6-6: RadlCS Chassis Configuration 

The RadlCS Platform Chassis connectors are located on the rear ofthe Chassis, as shown in Figure 6-7. 
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[[ 

w,c,e 

Figure 6-7: Rear of RadlCS Chassis Showing Connectors 

The [[ ]]",c,e are XG2 at the upper left and XG1 at the upper right. The [[ 
]]",t,e are XR1 and XR2 at the top of the Chassis. The [[ ]]a,c,e 

is XN1 at the far right. 

This figure also shows the connectors for individual Modules. Connector XM1 is for the [[ 
]]a,c,e and appears on the right in the rear view. Two connectors {XA1 

and XA2) are used for the AIM, AOM, and DIM. The Interface Protection Module for the DOM has 
higher ratings consistent with the duty requirements of the digital output circuits. [[ 

)]",c,e OCM port connectors XA1 - XA are used for RS-232/485 
interfaces. The Interface Protection Module for OCM does not contain any additional protection feature 
for the OCM and only extends the OCM connections to the back of the chassis and provides connectors 
for external links. Connector XM2 is not used. 
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Table 6-1 summarizes the qualified hardware components and the programmable logic configuration 
items that are included in the RadlCS Platform to be qualified. 

A007.COO.VOO.ROO 

A001.COO.V01.ROO 

A001.FVOO.FR01.CV01.CROO 

A003.COO.VOO.ROO 

A008.COO.VOO.ROO 

A008.C01. VOO. ROO 

A003.FVOO.FR02.CV01.CROO 

A004.COO.VOO.ROO 

A004.FVOO.FR01.CV01.CROO 

A002.COO.V02.ROO 

A002.FVOO.FR02.CV01.CROO 

A006.COO.VOO.ROO 

A006.FVOO.FR01.CV01.CROO 

A008.C02.VOO.ROO 

A008.C03.VOO.ROO 

A005.COO.VOO.ROO 

A008.C06. VOO. ROO 

A005.FVOO.FR02.CV01.CROO 

A014.COO.VOO.ROO 

A011.FVOO.FROO.CVOO.CROO 

685624.881-06 

685624.882-06 

685624.882-07 

Document ID: 

Table 6-1: Qualified Components 

Chassis and Backplane Hardware (469116.103-01) 

Logic Module Hardware (468243.100) 

LM Platform Electronic Design 

Analog Inputs Module Hardware (467482.068) 

1/0 Interface Protection Module for AIM, ADM and DIM - Top 
(468243.102) 

1/0 Interface Protection Module for AIM, ADM and DIM - Bottom 
(468243.102-01) 

AIM Platform Electronic Design 

Discrete Inputs Module Hardware (467482.069) 

DIM Platform Electronic Design 

Analog Outputs Module Hardware (467482.067) 

ADM Platform Electronic Design 

Discrete Outputs Module Hardware (468172.057) 

DOM Platform Electronic Design 

DOM Interface Protection Module - Top (468243.102-02) 

DOM Interface Protection Module - Bottom (468243.102-03) 

Optical Communication Module Hardware (468383.044) 

OCM Interface Protection Module (468243.103) 

OCM Platform Electronic Design 

Ventilation Module Hardware (067319.013-01) 

Ventilation Module Electronic Design 

Cable Assembly for LM 

Cable Assembly for AIM 

Cable Assembly for AIM 
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685624.883-06 Cable Assembly for AOM 

685624.883-07 Cable Assembly for AOM 

685624.884-06 Cable Assembly for DIM 

685624.884-07 Cable Assembly for DIM 

685624.885-06 Cable Assembly for DOM 

685624.885-07 Cable Assembly for DOM 

685624.886-06 Bypass Cable Assembly 

685624.886-07 Bypass Cable Assembly 

685624.895-20 Fiber Optic Cable Assembly 

685624.927-03 Power Supply Cable Assembly 

685628.011-02 RS232/485 Serial Cable Assembly 

The allocation of Modules to the slots is verified at startup to match the configuration defined in the 
Application ED. The LM compares information received from the 1/0 Modules with the expected 
configuration. The LM will prevent continued operation of the system by transitioning to the FAULTED 
mode. 

All RadlCS Modules can be removed or inserted while power is off. The Modules are also designed to be 
hot-swappable to prevent damage due to maintenance error. 

6.2.3 Multiple Channels of RadlCS 

The basic set of Modules that can be used to create application with a choice of higher-level redundant · 
architectures that include l-out-of-2, 2-out-of-3, and 2-out-of-4 configurations. The single channel 
Chassis is a common high-level building block that is used for these configurations. Multiple Chassis can 
be used to extend a single channel configuration for scalability by connections between the OCMs for 
scalability expansion within a division and between LMs for coincidence voting in multi-division systems. 

6.2.4 Overview of RadlCS Chassis Interfaces 

Four standard interfaces are used in the RadlCS Platform: 

• External Interfaces are used to communicate with another Chassis or specific device 
• Internal Interfaces are used for on-board communications within a Module or for Module to 

Module communications within a Chassis 
• Online Inter-faces are interfaces that can directly influence a safety-critical system during normal 

operation 
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• Offline Interfaces are interfaces used for a safety-critical system configuration when it is out of 
operation 

Table 6-2 shows a list of all existing interfaces of the Chassis and Modules including their classification. 

Table 6-2: Classification of RadlCS Chassis and Modules Interfaces 

',,---<, .• '•' . '.: .'' ,.. .·,···· '\• ... ,_..,. ··r· ,,,, ' '~ ' .. :, • ..... ' t\•' 
,,,., . ·" . ;,, .. Interfaces/Type · "',' External Internal Online Offline .. 

' . ' . .. .. 
24 VDC Power Supply Interface + - + 

1/0 Interface + - + 

Fiber Optic (RUP) Interface + - + 

Fiber Optic (RPP) Interface + - + 

Fiber Optic (RUP) Interface* + - -

Safety Override Interface + - + 

RS-232/485 Interface + - + 

Address Interface (on-board jumpers) - + + 

Tuning Access Interface + - + 

LVDS Interface - + + 

Active Serial Programming Interface (ASPI) Interface + - -

Joint Test Action Group (JTAG) Interface + - -

Serial Peripheral Interface (SPI) Interface + - + 

Universal Asynchronous Receiver/Transmitter (UART) 
+ 

Interface 
- -

Watchdog Interface (voltage diagnostic data only) - + + 

Synchronous Static Random-Access Memory (SSRAM) 
- + + 

Interface 

Real Time Interface + - + 

* - for tuning purpose 

Figure 6-8 shows a high-level block diagram of the Chassis and its associated external and internal 
interfaces. 
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[[ 

]]a,c,e 

Figure 6-8: RadlCS Chassis Diagram with Internal and External Interfaces 

6.2.4.1 Rad/CS Chassis External Interfaces 

All external interfaces of the single channel Chassis are galvanically-isolated interfaces to components 
outside this Chassis .. The Chassis external interfaces are: 

• 24 VDC Power Supply Interface is used to provide [[ w,c,e to the 
Chassis. This power interface is safety related. 

• 1/0 Interfaces are provided via connectors on the backplane for the field 1/0 connections to the 
1/0 Modules and LM. [[ 

w,c,e 
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• LM-to-MATS interface uses a one-way link using the Radiy User Datagram Protocol (UDP)-based 
interface protocol (RUP) for communications via fiber optical medium. This communication 
interface is safety related. 

• Tuning interface with MATS Tuning PC uses one bidirectional link using the proprietary Radiy 
Tuning Interface (RUP) viaflber optical medium. This communication interface is not safl;!ty 
critical. 

• Tuning Access Interface provides a safety related [[ 
]]",c,e to de-energize RUP Fiber 

Optic Interface. This communication interface is safety related. 
• Safety Override Interface uses a safety related [[ w,c,e. The 

LM, AOM, and DOM are equipped with the SOR. When set the SOR will override the normal 
Application Logic outputs and put the affected Module outputs into the safe state. This 
communication interface is safety related. 

• UART, ASPI, and JTAG Interfaces are special interfaces for [[ 
]]a,c,e. These communication interfaces are safety related. 

• Inter-Chassis link uses the Radiy Proprietary Protocol (RPP) Fiber Optic Interface for safety 
critical communications that can be used to expand a RadlCS Chassis up to a total of [[ 

]]",c,e using OCM OPTO Units within a single division and with up to [[ ]]a,c,e (e.g., 
four 2-out-of-4 voting channels) using the LM OPTO Units for connections between LMs in 
different divisions. 

6.2.4.2 Rad/CS Chassis Internal Interfaces 

The single channel Chassis also has internal interfaces that facilitate connections to the various Modules 
that are installed within the Chassis. These interfaces are at two levels: [[ 

w,c,e 

. [[ 

]]a,c,e and is safety critical. . [[ 

]]",c,e This 

interface is not safety critical, because the [[ 
]]",c,e. The [[ ]]",c,e is a non-safety interface to [[ 

]]",c,e. The slot reserved for 
the LM has [[ 
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~ adICS 
w,c,e. The [( na,c,e 

function does not impact safety critical operation . [[ 
w ,c,e on a local display unit located on the front 

panel of the Module. The [[ na,c,e does not impact safety critical operation . 

6.2.5 RadlCS Hardware Modules 

The RadlCS Modules are implemented using common sub-modules or "Units" to the extent possible. 

Module Highest level Module within the RadlCS Platform (e.g., LM, DIM, etc.) 

Unit Low to intermediate level module mounted on one or more Modules (e.g., 
LVDS transceiver, clock unit, etc.) 

6.2.5.1 Rad/CS Module-Related Features 

The aspects of each Module that relate to maintainability are all mounted on the faceplate of the 

Module as shown in Figure 6-9, with the deliberate exception of the JTAG connector, which is mounted 
to be inaccessible while the Module is installed in the Chassis . This figure shows the hold-down latches 
in the closed/locked posit ion . 

Hold-down latches ---)~ 

M od ule type 

JTAG connector 

Figure 6-9: Maintenance Features of the RadlCS Modules 

There are RUN and FAULT status lights on every Module. The RUN light is on when the Module is 
running normally. The FAULT light illuminates if there is a failure within the RadlCS Module detected by 
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the self-diagnostics (i.e., this does not illuminate if the Platform or Application ED detect a field failure, 

such as a failed transmitter). The FAULT indication persists until power is removed, so a maintainer can 

respond to a maintenance order and expect to immediately identify the failed Module. 

The digital readout provides two functions: more detailed display of a fault indication, mode status, and 

status indication used during configuration (downloading of a new electronic design) or during 
calibration (applicable only to certain Modules). The FAULT readout indication persists until power is 

removed or until a more serious failure is detected, in which case the more serious failure is displayed. 

The pushbuttons allow a maintenance technician to navigate through the menu and to scroll all 

available fault codes. The pushbuttons also allow entry into CALIBRATION or CONFIGURATION mode 

(these modes are indistinguishable for safety purposes since the Module is treated as offline in either 

mode) only if the correct sequence of buttons is pushed in the first 20 seconds following application of 

power. After this time window, the pushbuttons are only read in CALIBRATION or CONFIGURATION 

mode. 

Each Module carries a Module-type label that the maintenance technician must match against the slot 

label. This labelling reduces the likelihood of a maintenance error such as mixing up two Modules of 

different type when re-inserting them. Special coding pegs are provided for 1/0 Modules to prevent a 

Rad I CS Module from being inserted into the wrong slot. In any case the RadlCS Platform will detect 

incorrectly located Modules during the STARTUP Mode self-diagnostic period. 

The JTAG and ASPI connectors are not on the faceplate, but rather on the Module PCB, where they 

cannot be accessed except by removing the Module from the Chassis. Removal of the Module from the 

Chassis will cause the Rad I CS Platform to drive all safety outputs to the safe state. Since the ASPI 

connector (for FPGAs) and the JTAG connector (for CPLDs) are the only means to change the ED 

configuration of the Module, the system is protected from such errors whether accidental or intentional. 

The normal procedure is to power down the RadlCS Chassis before performing maintenance; however, 

all Modules are hot-swappable, so no damage will occur if a Module is extracted or inserted at power. 

Plant process safety is assured if this sort of action is performed, since any Module that has been 

removed will be identified as failed. Removal of the LM will force all output Modules to the safe state. 

When a replacement LM is inserted and completes its startup sequence, the LM will return to normal 

operation. The LM may be held in RUN (SAFE) mode until the SOR is reset unless it is hard-wired to be 

automatic. Removal of any 1/0 Module will also force all output Modules to the safe state. 

6.2.5.2 Rad/CS Module Design Features 

The RadlCS Modules are designed with redundant components where needed to permit self-diagnostic 

tests. Data redundancies are used to permit detection of data corruption with very high probability. 

Watchdogs are incorporated on every Module. CRCs are used on all communications and safety-critical 

data. External communications links are all treated as 'black-channel'. Communications ports are 
monitored and blocked except when specifically required (e.g., tuning). The Modules perform self­

diagnostics and either take safe-state action or provide information to the Application Logic for further 

action. 
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The general high-level safety concept for the RadlCS Modules employed to meet the target SIL (from IEC 
61508} is that, no matter what configuration of Modules is used, an individual Module is designed such 
that failures that are both dangerous and undetected are limited to less than 10 percent. The RadlCS 
Platform design target is to attempt to meet the same target for each Unit. 

The interfaces to Units that are used on more than one Module are standardized. This design strategy 
maximizes the reuse of proven components and simplifies inter-operation of Modules. The ED of each 
Module performs self-diagnostics of the Units on the Module. The Units used to compose each Module 
are identified in Table 6-3. 

Table 6-3: Units Included in RadlCS Modules 

w,c,e 

t~p111n,~119~ti99~0;~,it~,, :. ,~~1;}ff(: , 'A::r:;:);.r1:\;,,¥iii,J , . ·'t;~S!<i \ :;:?;:<,.: .. /:,;,i,:f':.t: {J~ie}/,1/ :,>2;1:;:~ 

[[ 

]]a,c,e 
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Figure 6-10 illustrates the typical Module architecture. The key differences between the various 
Modules are highlighted in the notes below the figure. 

[[ 

Figure 6-10: Typical RadlCS Module Architecture 

na,c,e 
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) 

The purpose of each Unit is described below. 

6.2.5.2.1 FPGA Unit 

The FPGA Unit is used to provide input data acquisition, perform the main functions of Module {e.g., 
data processing, Application Logic execution, etc.), diagnostics, output data conditioning, and data 
exchange with other Modules (within and beyond the Chassis). The ED of the FPGA is customized to 
perform the functionality ofthe specific Module type to meet both functional and integrity 
requirements specified for the Module. 

A CRC check is applied to data transferred from the ASPI during STARTUP mode and a failure of this test 
prevents the LM from entering RUN mode. 

6.2.5.2.2 Clock Unit 

Clock Units are used to generate three separate clocks. Each clock has its own reference quartz 
oscillator: [[ 

na,c,e, as shown in Figure 6-11. [[ 

]]a,c,e 

[[ 

]]a,c,e 

Figure 6-11: Data and Signals Exchange Between Different Clock Domains 
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Operation of the clock diagnostics is explained in Section 6.8. 

6.2.5.2.3 EEPROM Unit 

The EEPROM Unit is used for storing different information that is needed for Module operation. The 
EEPROM Unit performs write/read by frames, data integrity checks, frames numeration checks, and data 
identification. EEPROM Units are divided into four categories according to the type of data stored: 

. [[ 

. [[ 

. [[ 

. [[ 

w,c,e 

na,c,e 

na,c,e 

w,c,e 

All four types of EEPROM are used in the LM. Only the Service EE PROM is used on the DIM, DOM, AIM, 
AOM, and OCM. 

[[ 

w,c,e 

6.2.5.2.4 Input Units 

The Input Units are used to provide input data acquisition and directly interact with the 1/0 Interfaces. 
The Analog-to-Digital Conversion (ADC) Unit is galvanically isolated, includes active diagnostics and 
provides receiving one analog input signal that can be multiplied by installing a jumper. The DIU Unit is 
galvanically isolated, includes active diagnostics, and provides for receiving discrete input signals and 
monitoring of the transmission path. 

[[ 

DIU Unit self-diagnostics are performed continuously to check the state of input switch for stuck on/off 
conditions. Diagnostic test results are reported to the LM and Application ED. 

6.2.5.2.5 Output Units 

The Output Units are used to provide output data conditioning and directly interact with 1/0 Interfaces. 
The Discrete Output (DOU) Unit is galvanically isolated, includes active diagnostics, and provides for 
transmitting discrete output signals and monitoring of the transmission path. The Digital-to-Analog 
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Conversion (DAC) Unit is galvanically isolated, includes active diagnostics, and provides analog output 
signal conditioning. Safe state of the output Unit is open output discrete signal for DOU and O V and 0 
mA for DAC. 

DOU Unit self-diagnostics are performed continuously to check the state of output switch for stuck 
on/off conditions. Diagnostic test results are reported to the LM and Application ED. 

[[ 

6.2.5.2.6 Safety Override Unit 

The SOR Unit is used to provide a trip into the safe state of Modules by de-energizing the field-effect 
transistors or DAC circuit (current and voltage) in the Output Units, irrespective of Output Unit control 
signals from the FPGA Unit. The SOR Unit directly interacts with the Safety Override Interface. SOR 
performs the function to put the Output Units in the safe state independent of FPGA status or 
commands from it. The SET-SOR switch is used set the SOR. When the SOR is set, all application safety 
outputs are overridden and placed in the safe state by the RadlCS Platform. The RESET-SOR switch is 
used to reset the SOR provided that no Type I faults have been detected. The SOR allows the 
maintenance technician to quickly set all safety outputs to the safe state for any reason, and to restore 
the system when the work is complete. An SOR state signal is provided to the FPGA'to check if SOR is 
set or not when SOR keys are set. The use of the SOR Unit must be integrated with the user-specific 
actuation logic for energize-to-trip applications. 

6.2.5.2.7 Power Supply and Watchdog Unit 

The PSWD Unit is used to provide all Hardware Units with power supply voltages, control the power 
supply voltages, and perform hardware self-diagnostics of the FPGA Unit. The PSWD Unit is galvanically 
isolated with the active diagnostics and used for power supply, watchdog heartbeat monitoring, and 
voltage control with the active diagnostics. The PSWD Unit controls each output voltage, after its 
conversion, on operating range deviations, as well as executes the FPGA operability control functions. 
The PSWD Unit receives a heartbeat signal from the FPGA Unit and [[ 

Operation ofthe PSWD Unit is described in Section 6.8. 

6.2.5.2.8 Address Unit 

The Address Unit is only used on the LM for providing power to the jumpers placed on the backplane to 
determine the unique LM identifier within the chassis during Module startup. The LM identifier 
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uniquely identifies LMs in the system while loading information from the Configuration, Tuning, and 
Application Netlist EEPROMs and for use with the MATS Tuning PC and for reporting various kinds of 
information to the MATS. [[ 

w,c,e 

6.2.5.2.9 Active Serial Programming Interface Unit 

The ASPI Unit is one of the standardized interfaces on a Module used for FPGA configuration. The FPGA 

configuration is read from the ASPI Unit and the FPGA is configured to perform its function as part of the 

power-up sequence. The ASPI, which includes FLASH memory, is used for writing, storing and reading of 

FPGA configuration. Access to the FLASH memory is provided only during project-specific 

manufacturing. 

[[ 

6.2.5.2.10 Indication Board Unit 

The Indication Board Unit is used to indicate the mode and self-diagnostic status of the Module on a 

local display unit located on the front panel of the Module. The Indication Board Unit can also indicate 

various kinds of service information for each Module type (e.g., unique LM identifier, identifier, on board 

temperature, slot number, etc.). The Indication Board Unit can also be used to transition a Module to 

CONFIGURATION mode. 

6.2.5.2.11 Synchronous Static Random-Access Memory Unit 

The SSRAM Unit is used for storing different temporary information needed for the Application Logic in 

the LM. The SSRAM Unit stores Application Logic netlist data, which is read from the AppNetlist 

EEPROM data in STARTUP and uploaded to SSRAM. Then it will be read each Work Cycle from SSRAM 

and processed. 

[[ 

w,c,e 

6.2.5.2.12 Communication Units . 

The Communication Units are used to provide the data and data exchange within and between Chassis. 

The Communication Units use different protocols: RPP, RUP, and RS-232 based Protocol (RS-232). The 
LAN Unit is used for communication with peripheral devices (e.g., MATS). The OPTO Unit is used for 

optical transceiving with the same Unit in another Module of the same type. The LVDS Unit is used for 

point-to-point communication between two Modules within one Chassis. The RS-232/485 Unit is used 
for one-way communication with peripheral devices. 
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The use of the communication units is described in Section 6.3.2. 

6.2.5.2.13 Real Time Unit 

The Real Time Unit is used for receiving real-time data from an externally supplied time input not a part 
of the RadlCS Platform. The Real Time Unit has the capability to duplicate and store the externally 
supplied time. In case the externally supplied time input is lost, the Real Time Unit can continue to 
supply a time input to the FPGA Unit. 

The Real Time Unit does not affect any safety function performed by the LM. The time signal is not used 
by any safety function. The Real Time Unit uses a dedicated data format that is distinct from formats 
used by safety critical logic and data so that safety logic would detect corruption of safety data by the 
time signal. The time signal is only used for the purpose of placing time stamps on the one-way data 
communications to the MATS. The Real Time Unit is galvanically isolated. 

6.2.5.3 Ventilation Module 

The RadlCS Platform has a Ventilation Module (VM} that is used for driving chassis fans. The VM 
performs only one function (i.e., driving fans} and does not exchange data with other RadlCS Modules. 
The VM is controlled by a CPLD that processes data received from the fans (e.g., indication of voltage 
and speed} and external devices (e.g., control switches and alarm indications}. The VM can detect fan 
failures; however, this capability is not critical, since unexpected stoppage of fans will cause chassis 
internal temperatures to increase, which are detected by other monitoring features, as described in 
Sections 6.2.5.2.7 and 6.8. 

6.2.6 Hardware Module Specifications 

The RadlCS Hardware Modules are described in the following sections, which describe the technical 
specifications, operation, and failure detection and prevention for each Module. 

6.2.6.l Logic Module 

The LM is used for data exchange with Modules in Chassis and Units within Module and execution of 
Application Logic specified by the end user's functional requirements. 
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• I - , 

~~ adICS 
LM Product Highlights 

~ Dedicated FPGA ch ip for user configurab le control 
logic 

~ Robust self-diagnostics ensure higher reliability 
and early fault detection with safety-focused fault 
management 

~ Segregation of application logic, se lf-diagnostics, 
and watchdog functions assures safety-critical 
functiona li ty 

~ Diverse watchdog heartbeat mon itoring and 
extensive functiona lly diverse self-diagnostics 

~ 14 LVDS full duplex lines for commun ication with 
OCM and 1/0 Modules 

~ 3 galvan ic-isolated discrete inputs (2 ava ilable, 1 
reserved) 

~ 6 fast discrete outputs w ith embedded diagnostics 
of the outputs state 

~ 3 fibe r optical lines for internal system 
communications 

~ 1 input for MATS Tuning PC programm ing access 
key signal 

~ 3 Fast Ethernet (100 BASE-FX) optical 
communication lines 

)"" Hot swappable 

6.2.6.1.1 LM Technical Specifications 

The technical specifications for the LM are : 

FPGA capacity 

Memory 

Discrete inputs 

Discrete inputs 
overvoltage protection 

Access key signal input 

Document ID : 

capacity to handle> 500 application blocks 

8 megabit {FPGA internal) 
4*2 megabit (four external EEPROMs) 
2 megabit (external SSRAM) 

24 voe, 10 milliamps maximum, Form A "dry" contact with 
galvanic isolation between inputs 

up to 150 voe continuous 

discrete signal (24 voe, Oto 10 milliamp) receiver with optic­
isolation 
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Discrete outputs 
"dry" contact: up to 48 V, 0.2 amp (AC/DC), galvanic-isolated by 
optic-relays 

Discrete outputs 
up to +60 VDC/VAC continuous 

overvoltage protection 

three fiber optic communication ports for MATS support with 

Communication ports 
LANl port assigned to the Tuning function and LAN2 and LAN3 
ports are assigned to the Monitoring function 
three for fiber optic RPP cross division interfaces 

Application logic up to 2.5 milliseconds for control logic 
processing cycle up to 2.5 milliseconds for 1/0 Modules signals/data processing 

Diagnostic data exchange 
up to 5 milliseconds 

cycle 

Ethernet/ protocol 100 BASE-FX IP/UDP 

LVDS line speed 100 Megabit/second 

LVDS line protocol 
proprietary protocol with integrity checking (CRC), galvanic-
isolated Tx / Rx 

Fiber optical lines speed 100 Megabit/second 

diverse watchdog unit, hardware error detection, checksum 

Self-diagnostic functions 
analysis, active diagnostics with internal fault detection, 
functionally diverse continuous self-diagnostic tests, power 
supply fault detection 

Power supply/ 
2 independent inputs - 24 (18 - 36) voe/ 0.8 amp(± 0.15 amp) 

consumption 
2 status LED indicators (RUN/FAULT) 

Indications 4-character dot matrix symbol-indicator for current operational 
mode, service info, and providing errors codes 

Operating temperature 4.4 to 60 °C (40 to 140 °F) 

Operating humidity 10 to 90% relative humidity, non-condensing 

The functional diagram of the LM is shown in Figure 6-12. 
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[[ 

J]a,c,e 

Figure 6-12: Functional Diagram of the LM 
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6.2.6.1.2 LM Operation 

The LM operation requirements are to: 

1. Exchange data with other Modules within the Chassis and with LMs in other Chassis (e.g., channel 
voting), 

2. Process and execute Application Logic specified by the end user, 
3. Transmit RadlCS Platform diagnostic and Application ED processing data to the MATS, and 
4. Provide means to change tuning values. 

The LM operating modes and possible modes transitions are shown in Figure 6-13. 

[[ 

w,c,e 

Figure 6-13: LM Mode Transition Diagram 

In the POWERED-OFF mode the LM does not perform any functions. All Hardware Units are de­
energized; all outputs are in the safe state; no data transmitted or received; and configuration and 
tuning changes are not allowed. The LM can transition to the STARTUP mode if the Module is energized. 
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In STARTUP Mode, the LM performs the following functions: 

1. [[ 

All functions of RUN mode are then performed, but a [[ 
]]",c,e. In the [[ 

]J",c,e. After [[ 

[[ 
]]a,c,e, the LM will transition into 

]J",c,e The LM can 

transition to the [[ ua,c,e if the Module is de-energized. 

In RUN (SAFE) mode the LM performs the following functions: 

1. [[ 

w,c,e 

The LM can transition to the POWERED-OFF mode if the Module is de-energized. The LM can transition 
to the [[ w,c,e. 

The LM will transition to the TUNING Mode if the SOR is set, Application Logic is setting SOR, and 
TUNING key and ARMING key are present. The LM will transition into [[ 

a,c,e. The LM will also transition into [[ 
na,c,e 
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In RUN Mode, the LM performs the following functions: 

1. All Hardware Units are energized [[ 

]]a,c,e 

3. Module performs the following sequence of actions: 
a. Input Data Receiving Phase: 

- [[ 

]]a,c,e 

b. Application Logic Processing and Configuration Phase: 
- [[ 

c. utput Data Transmission Phase: 
- [[ 

]]a,c,e 

d. witch Time Phase: 
- [[ 

w,c,e 

4. Performed periodically or constantly during all processes described above: 
a. [[ 

w,c,e 

w,c,e 

The LM can transition to the POWERED-OFF mode if the Module is de-energized. The LM will transition 
to the [[ 
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]]",c,e. The LM will transition to the [[ 
]]a,c,e are present. The LM will transition into [[ 

na,c,e 

In TUNING Mode, the LM performs the following functions: 

1. [[ 

. w,c,e 

4. The following actions are performed periodically or constantly during all processes described above: 
a. [[ 

w,c,e 

5. MATS Tuning PC tests the password. 

The LM can transition to the POWERED-OFF mode if the Module is de-energized. The LM will transition 
to the [[ 

]]a,c,e. The LM will transition into [[ 
w,c,e 

In FAULTED Mode, the LM performs the following functions: 

1. [[ 
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w,c,e 

The LM in the [[ 

In CONFIGURATION Mode, the LM performs the following functions: 

1. [[ 

w,c,e 

In CONFIGURATION Mode, the LM can transition to the POWERED-OFF mode if the Module is de­
energized. The LM will transition into [[ 

w,c,e 

6.2.6.1.3 LM Failure Detection and Prevention 

The LM is designed to detect the following failures that are potentially dangerous unless revealed by 
self-diagnostics and reported to the Application Logic: 

. [[ 

w,c,e 

The safety concept for the LM includes the following features: 

. [[ 
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. [[ 

. [[ 

. [[ 

]]",c,e, as described in Section 6.4.2. 

described in Section 6.4.4.1. 
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]]",c,e, as described in Section 6.4. 

])",c,e, as described in Section 6.4.3. 
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. [[ 
]]a,c,e 

When in the STARTUP and RUN modes, the LM sets its state and the state of the RadlCS Platform as a 
whole, according to the LM self-diagnostics and the diagnostics results reported by the other modules in 
the chassis, as noted below. The LM also reports these conditions via the IBU and the MATS. 

Module type Fault type I Fault type II Fault type Ill 

Input Modules {AIM, DIM, OCM) [[ w,c,e [[ w,c,e [[ J]a,c,e 

Output Modules {DOM, AOM) [[ w,c,e [[ w,c,e [[ ]]a,c,e 

LM [[ w,c,e [[ J]a,c,e [[ w,c,e 

t DBAL = Decided by Application Logic (i.e., Application Logic specifies how to handle 
faults of 1/0 Modules). 

Once an error condition has been detected, the error state continues to be reported on the Indication 
Board Unit and via the MATS until either power is removed or a higher-level error is detected. 

The following actions are taken in response failures locally on LM and on other Modules: 

1. Removal of Module: 
a. LM outputs are disconnected from the field 
b. 1/0 Modules detect loss of communication from the LM 

2. PSWD detects power supply or FPGA CRAM failure 
a. PSWD cuts power to all units except itself and IBU 
b. IBU shows failure code 
c. LM goes to FAULTED Mode and trips all outputs to safe state 
d. 1/0 Modules detect loss of communication from the LM 

3. Communication fails -1/0 Modules do not receive commands from LM 
a. 1/0 Modules detect loss of communication from LM and output Modules go to RUN(SAFE) Mode 

and sets all outputs to safe state redundantly (i.e., the SOR is set and all individual channels are 
commanded to the safe output value) 

b. IBU shows failure code 
4. Communication fails - LM does not receive response from-an 1/0 Module 

a. LM detects loss of communication from the Module 
b. LM sends flag to trip all output Modules to safe state 
c. All output Modules detect this flag and redundantly set all output channels to safe state {i.e., 

the SOR is set and all individual channels are commanded to the safe output value) 
d. Application Logic may redundantly detect this via Module state signals and substitute a safe 

state value for all output channels 
e. LM sets all data from the Module to zero value 

5. Communication fails - loss of LAN connection 
a. LM detects loss of connection 
b. IBU shows failure code 

6. LM reports high-level failure (e.g., CRC check error) of FPGA 
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~~adICS 
a. FPGA detects the failure and stops updating the heartbeat signal to the PSWD 

b. PSWD cuts power to all Units except itself and IBU 
c. IBU shows failure code 

d. 1/0 Modules detect loss of communication from the LM 
7. LM reports Type I faults during Application Logic execution 

a. FPGA detects the failure and stops updating the heartbeat signal to the PSWD 

b. PSWD cuts power to all Units except itself and IBU 

c. IBU shows failure code 

d. 1/0 Modules detect loss of communication from the module 

6.2.6.2 Analog Inputs Module 

The AIM is used for the acquisition of analog signals (O V to +5.1 V) and the conversion to engineering 

units. The AIM has 32 independent input channels. 
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AIM Product Highlights 

>" High density 32 channel analog inputs with built-in 
hardware redundancy and self-diagnostics for 
highly reliable operation, filtering, calibration, and 
random hardware failure detection 

>" Robust self-diagnostics ensure higher rel iabil ity 
and early fault detection with safety-focused fault 
management 

>" Segregation of input processing, self-d iagnostics, 
and watchdog functions assure safety-critical 
functionality 

>" 18-bit analog/digital (A/0) conversion in each 
analog input channel 

>" 2 LVDS full duplex lines (redundant diagnostic and 
control data exchange) 

>" Diverse watchdog heartbeat monitoring and 
extensive functionally diverse self-diagnostics 

>" Built-in calibration 
>" Hot swappable 
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6.2.6.2.1 AIM Technical Specifications 

The technical specifications for the AIM are: 

Input analog signal range 

A/D conversion resolution 

Common mode rejection 
ratio 

Overall accuracy 

Input channel isolation 

Overvoltage protection 

Information package 
exchange cycle 

Diagnostic package 
exchange cycle 

LVDS line speed 

LVDS line protocol 

Self-diagnostic functions 

Power supply/ 
consumption 

Indications 

Operating temperature 

Operating humidity 

0 to +5.1 V (Oto 20 milliamp using external resistor installed in 
connection/junction box) 
Differential input impedance: not less than 1 MO. 

18 bits/ 400 kilo samples per second (kSPS) 

> 86 dB 

0.04% offull scale for Oto +5.1 V (at 25 °q 
0.04% of full scale for 4 to 20 milliamps using external resistor 
with 0.05% tolerance (at 25 °q 
all input channels are galvanic-isolated up to 250 VRMs AC or 250 
VDC field-to-Chassis and channel-to-channel 

±60 VAC/VDC continuous (using external protection elements 
installed in Chassis) 

5 milliseconds 

5 milliseconds 

100 Megabit/second 

proprietary protocol with integrity checking (CRC), galvanic­
isolated Tx / Rx 

diverse watchdog unit, hardware error detection, checksum 
analysis, active diagnostics with internal fault detection, 
functionally diverse continuous self-diagnostic tests, power 
supply fault detection 

2 independent inputs·- 24 (18 - 36) VDC /0.85 amps (± 0.15 amp) 

2 status LED indicators (RUN/FAULT); 
4-character dot matrix symbol-indicator for providing current 
operational mode, service information, and errors codes 

4.4 to 60 °C (40 to 140 °F) 

! 10 to 90% relative humidity, non-condensing 

The functional diagram of the AIM is shown in Figure 6-14. 
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[[ 

J]a,c,e 

Figure 6-14: Functional Diagram of the AIM 

6.2.6.2.2 AIM Operation 

The AIM operation requirements are to: 

1. Acquire analog signals from field sensors: 
2. Filter and scale the analog signals; and 
3. Perform data exchange with the LM. 

The AIM operating modes and possible modes transitions are shown in Figure 6-15. 
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[[ 

Figure 6-15: AIM Mode Transition Diagram 

In the POWERED-OFF mode the AIM does not perform any functions. All Hardware Units are de­
energized, no data transmitted or received, configuration changes are not allowed. The AIM can 
transition to the STARTUP mode if the Module is energized. 

In STARTUP Mode, the AIM performs the following-functions: 

1. [[ 

w,c,e 

All functions of RUN mode are then performed, but a [[ 
]]a,c,e. In the [[ 

]]",c,e After [[ ]]",c,e, the AIM will transition into RUN mode or into [[ 
na,c,e 

w,c,e 
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In RUN Mode, the AIM performs the following functions: 

1. All Hardware Units are energized 
2. [[ ]]a,c,e 

3. Module performs two [[ w,c,e of actions: 

a. Data Processing: 
Input data acquisition from ADC Units 

- Scaling and filtering of input data 
Comparison of processed input data 

b. Data Transmission/Receiving: 
Data transmission . [[ 

Data receiving . [[ 

w,c,e 

4. Performed periodically or constantly during all processes described above: 
a. [[ 

The AIM can transition to the POWERED-OFF mode if the Module is de-energized. The AIM will 
transition into U 11a,c,e 

In FAULTED Mode, the AIM performs the following functions: 

1. [[ 

w,c,e 

The AIM in the [[ 

In CONFIGURATION Mode, the AIM performs the following functions: 

1. [[ 
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w,c,e 

In CONFIGURATION Mode, the AIM can transition to the [[ 
]]a,c,e. The AIM will transition into [[ 

w,c,e 

6.2.6.2.3 AIM Failure Detection and Prevention 

The AIM is designed to detect deviations from the specified accuracy, execution of analog-to-digital 
conversion, or response time for the signals transmitted to LM. The data with detected errors are 
flagged as invalid. The safety concept for the AIM includes the following features: 

. [[ 

]a,c,e, as described in Section 6.4.2. . [[ 
]p,c,e, as described in Section 6.4. . [[ . 

]J",c,e, as described in Section 6.4.3. . [[ 

w,c,e 

Once an error condition has been detected, the error state continues to be reported on the Indication 
Board Unit and via the MATS until either power is removed or a higher-level error is detected. 

The following actions are taken in response failures locally on AIM and on other Modules: 
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1. Removal of Module: 
a. AIM inputs are disconnected from the field 
b. LM detect loss of communication from the AIM 

2. PSWD detects power supply or FPGA CRAM failure 
a. PSWD cuts power to al.I units except itself and IBU 
b. IBU shows failure code 
c. LM detects loss of communication from the AIM 

3. Communication fails -AIM does not receive commands from LM 
a. AIM detect loss of communication from LM 
b. IBU shows failure code 
c. LM detects loss of communication from the AIM 

4. Communication fails - LM does not receive response from AIM 
a. LM detects loss of communication from the AIM 
b. LM sends flag to trip all output Modules to safe state 
c. All output Modules detect this flag and redundantly set all output channels to safe state (i.e., 

the SOR is set and all individual channels are commanded to the safe output value) 
d. Application Logic may redundantly detect this via Module state signals and substitute a safe 

state value for all output channels 
5. AIM reports high-level failure (e.g., CRC check error) of FPGA 

a. FPGA detects the failure and stops updating the heartbeat signal to the PSWD 
b. PSWD cuts power to all Units except itself and IBU 
c. IBU shows failure code 
d. LM detects loss of communication from the AIM 

6. AIM reports channel-level failure 
a. AIM sets status flag for the Application Logic to detect 
b. IBU shows failure code 
c. Application Logic detects failure via input signal bus and provide appropriate for the Application 

Logic design actions 

6.2.6.3 Discrete Inputs Module 

The DIM is used for the acquisition of discrete dry contact signals via DIU Units and transmission to LM 
via LVDS Transceiver Unit. The DIM has 32 independent input channels. 
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~(tadICS 
DIM Product Highlights 

~ High density 32 channel discrete dry-contact 
inputs with built-in hardware redundancy and line 
integrity checks for hardware failure detection 
Robust self-diagnostics ensure higher reliability 
and early fault detection with safety-focused fault 
management. 

~ Segregation of input processing, self-diagnostics, 
and watchdog funct ions assures safety-critical 
functiona li ty. 

~ Independent FPGA for discrete input processing, 
self-d iagnostics, and fail -safe functional behavior 

~ 2 LVDS (redundant diagnostic and control dat a 
exchange) 

~ Diverse watchdog heartbeat mon itori ng and 
extensive functionally diverse self-diagnostics 

~ Hot swappable 

6.2.6.3.1 DIM Technical Specifications 

The technical specifications for the DIM are: 

Internal power supply for 24 VDC / 10 milliamps maxi mum (Form A "dry" contact) 
each independent discrete 

input 

Input channel isolation 

Input channel isolation 
method 

Overvoltage protection 

Information package 
exchange cycle 

all input channels are galvanic-isolated up to 250 VRMS AC or 250 
VDC field-to-Chassis and channel-to-channel 

optic relay 

150 VDC continuous (using external protection elements installed 
in Chassis) 

5 milliseconds 
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Diagnostic package 5 milliseconds 
exchange cycle 

LVDS line speed 100 Megabit/second 

LVDS line protocol proprietary protocol with integrity checking (CRC), galvanic-
isolated Tx / Rx 

Self-diagnostic functions diverse watchdog unit, hardware error detection, checksum 
analysis, active diagnostics with internal fault detection, 
functionally diverse continuous self-diagnostic tests, power 
supply fault detection 

Power supply/ 2 independent inputs - 24 (18 - 36) VDC / 0.6 amps(± 0.15 amp) 
consumption 

Indications 2 status LED indicators (RUN/FAULT); 
4-character dot matrix symbol-indicator for providing current 
operational mode, service information, and errors codes 

Operating temperature 4.4 to 60 ·c (40 to 140 "F) 

Operating humidity 10 to 90% relative humidity, non-condensing 

Thefunctional diagram of the DIM is shown in Figure 6-16. 
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%(tad 
[[ 

w,c,e 

Figure 6-16: Functional Diagram of the DIM 

6.2.6.3.2 DIM Operation 

The DIM operation requirements are to: 

1. Acquire discrete dry contact signals and 
2. Perform data exchange with the LM. 

The DIM operating modes and possible modes transitions are shown in Figure 6-17. 
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[[ 

Figure 6-17: DIM Mode Transition Diagram 

In the POWERED-OFF mode the DIM does not perform any functions. All Hardware Units are de­
energized, no data transmitted or received, configuration changes are not allowed. The DIM can 
transition to the STARTUP mode if the Module is energized. 

In STARTUP Mode, the DIM performs the following functions: 

1. [[ 

w,c,e 

All functions of RUN mode are then performed, but a [[ 
]]a,c,e. In the [[ 

]] a,c,e. After [[ ]]a,c,e, the DIM will transition into RUN mode [[ 
w,c,e 

In RUN Mode, the DIM performs the following functions: 

na,c,e 
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1. All Hardware Units are energized. 
2. [[ w,c,e 

3. Module performs the following sequence of actions: 
a. Data Processing 

Input data acquisition [[ ])",c,e 

b. Data Transmission/Receiving: 
- Data transmission . [[ 

- Data receiving . [[ 

]]a,c,e 

w,c,e 

4. Performed periodically or constantly during all processes described above: 
a. [[ 

w,c,e 

The DIM can transition to the POWERED-OFF mode if the Module is de-energized. The DIM will 
transition into [[ ]]a,c,e 

In FAULTED Mode, the DIM performs the following functions: 

1. [[ 

J]",c,e 

The DIM in the [[ 

In CONFIGURATION Mode, the DIM performs the following functions: 

1. [[ 

]]a,c,e 
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In CONFIGURATION Mode, the DIM can transition to the POWERED-OFF mode ifthe Module is de­
energized. The DIM will transition into [[ 

6.2.6.3.3 DIM Failure Detection and Prevention 

The DIM is designed to detect input data updates that are slower than the specified time or data 
corruption for the signals transmitted to LM. The safety concept for the DIM includes the following 
features: 

. [[ 

. [[ . [[ 

. [[ 

. [[ 

]]",c,e, as described in Section 6.4.2. 

a,c,e, as described in Section 6.4.3. 

]]",c,e, as described in Section 6.2.5.2.4. 

)]",c,e, as described in Section 6.4. 

na,c,e 

Once an error condition has been detected, the error state continues to be reported on the Indication 
Board Unit and via the MATS until either power is removed or a higher-level error is detected. 

The following actions are taken in response failures locally on DIM and on other Modules: 

1. Removal of Module: 
a. DIM inputs are disconnected from the field 
b. LM detect loss of communication from the DIM 

2. PSWD detects power supply or FPGA CRAM failure 
a. PSWD cuts power to all units except itself and IBU 
b. IBU shows failure code 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 140 of 388 



NON-PROPRIETARY 

c. LM detects loss of communication from the DIM 
3. Communication fails - DIM does not receive commands from LM 

a. DIM detect loss of communication from LM 
b. IBU shows failure code 
c. LM detects loss of communication from the DIM 

4. Communication fails - LM does not receive response from DIM 
a. LM detects loss of communication from the DIM 
b. LM sends flag to trip all output Modules to safe state 
c. All output Modules detect this flag and redundantly set all output channels to safe state (i.e., 

the SOR is set and all individual channels are commanded to the safe output value) 
d. Application Logic may redundantly detect this via Module state signals and substitute a safe 

state value for all output channels 
5. DIM reports high-level failure (e.g., CRC check error) of FPGA 

a. FPGA detects the failure and stops updating the heartbeat signal to the PSWD 
b. PSWD cuts power to all Units except itself and IBU 
c. IBU shows failure code 
d. LM detects loss of communication from the DIM 

6. DIM reports channel-level failure 
a. DIM sets status flag for the Application Logic to detect 
b. IBU shows failure code 
c. Application Logic detects failure via input signal bus and provide appropriate for the Application 

Logic design actions 

6.2.6.4 Analog Outputs Module 

The AOM is used for the conditioning of analog output signals and data exchange with LMs. The AOM 
has 32 independent output channels. 
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~([adICS 
AOM Product Highlights 

~ High density 32 channel analog outputs designed 
to detect conditioned output signals that exceed 
accuracy and response time diagnostic tolerances. 

~ Independent FPGA for analog output processing, 
self-diagnostics, and fail -safe funct ional behavior 

~ Robust self-diagnostics ensure higher reliability 
and early fault detection with safety-focused fault 
management. 

~ Segregation of output processing, self-diagnostics, 
and watchdog functions assures safety-critical 
functionality 

~ 16-bit analog/digital (A/D) conversion in each 
channel 

~ 2 LVDS full duplex lines (redundant diagnostic and 
control data exchange) 

~ Diverse watchdog heartbeat monitoring and 
extensive functionally diverse self-diagnostics 

~ Built-in calibration 
~ Hot swappable 

6.2.6.4.1 AOM Technical Specifications 

The technical specifications for the AOM are: 

Output range 

D/A conversion resolution 

Output signal value 
accuracy 

Maximum output load 

I nterna I powersu pplyon 
each output channel 

Document ID : 

0 to +5 V / 4 to 20 milliamp/± 10 V / 0 to 5 milliamps 

16 bits 

0.04% of full scale (at 25 °() 

up to 1.2 kilo ohm (kO) for current output 
minimum of 1 kO for voltage output 

±15 V / ±35 milliamp 
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Output analog channel all output channels are galvanic-isolated up to 250 VRMs AC or 250 
isolation VDC field-to-Chassis and channel-to-channel 
Overvoltage protection ±60 VAC/VDC continuous (using external protection elements 

installed in Chassis) 
Output signal update cycle 5 milliseconds 

Diagnostic package up to 250 milliseconds 
exchange cycle 

LVDS line speed 100 Megabit/second 

LVDS li.ne protocol proprietary protocol with integrity checking (CRC), galvanic-
isolated Tx / Rx 

Self-diagnostic functions diverse watchdog unit, hardware error detection, checksum 
analysis, active diagnostics with internal fault detection, 
functionally diverse continuous self-diagnostic tests, power 
supply fault detection 

Power supply/ 2 independent inputs - 24 (18 - 36) VDC / 1.42 amps(± 0.15 amp) 
consumption 

Indications 2 status LED indicators (RUN/FAULT); 
4-character dot matrix symbol-indicator for providing current 
operational mode, service information, and errors codes 

Operating temperature 4.4 to 60 °C (40 to 140 °F) 

Operating humidity I 10 to 90% relative humidity, non-condensing 

The functional diagram of the AOM is shown in Figure 6-18. 
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[[ 

w,c,e 

Figure 6-18: Functional -Diagram of the AOM 

6.2.6.4.2 AOM Operation 

The AOM operation requirements are to: 

1. Perform data exchange with the LM, 
2. Process data received from LM, and 
3. Condition control signals for DAC Units. 

The AOM operating modes and possible modes transitions are shown in Figure 6-19. 
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[[ 

Figure 6-19: AOM Mode Transition Diagram 

In the POWERED-OFF mode the AOM does not perform any functions. All Hardware Units are de­
energized, no data transmitted or received, configuration changes are not allowed. The AOM can 
transition to the STARTUP mode if the Module is energized. 

In STARTUP Mode, the AOM performs the following functions: 

1. [[ 

w,c,e 

All functions of RUN mode are then performed, but a [[ 
]]•,c,e. The AOM can transition to the [[ 

w,c,e 
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]]a,c,e. In the [[ 
]]a,c,e. After [[ ]]a,c,e, the AOM will transition into [[ 

]]a,c,e 

In RUN (SAFE) mode the AOM performs the following functions: 

1. All HW Units are energized [[ 

w,c,e 

The AOM can transition to the POWERED-OFF mode if the Module is de-energized. The AOM can 

transition to the RUN mode [[ 
]]a,c,e. The AOM will transition into [[ 

w,c,e 

In RUN Mode, the AOM performs the following functions: 

1. All Hardware Units are energized. 
2. [[ w,c,e 

3. Module performs the following sequence of actions: 

a. Data Processing: 
[[ 

na,c,e 

b. ata Transmission/Receiving: 
Data transmission . [[ 

Data receiving . [[ 

w,c,e 

4. Performed periodically or constantly during all processes described above: 

a. [[ 

]]a,c,e 
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The AOM can transition to the POWERED-OFF mode if the Module is de-energized. The AOM can 
transition to the [[ 

]]a,c,e. The AOM will transition into [[ 
w,c,e 

In FAULTED Mode, the AOM performs the following functions: 

1. [[ 

The AOM in the [[ 

In CONFIGURATION Mode, the AOM performs the following functions: 

1. [[ 

]]a,c,e 

In CONFIGURATION Mode, the AOM can transition to the POWERED-OFF mode if the Module is de­
energized. The AOM will transition into [[ 

w,c,e 

6.2.6.4.3 AOM Failure Detection and Prevention 

The AOM is designed to detect deviations between the signals received from LM and conditioned output 
signals that exceed the specified accuracy or an output data conditioning process that exceeds the 
specified response time. The safety concept for the AOM includes the following features: . [[ 

. [[ 

. [[ 

. [[ 
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• 

]]a,c,e, as described in Section 6.4.3. . [[ 

w,c,e 

Once an error condition has been detected, the error state continues to be reported on the Indication 

Board Unit and via the MATS until either power is removed or a higher-level error is detected. 

The following actions are taken in response failures locally on AOM and on other Modules: 

1. Removal of Module: 
a. AOM inputs are disconnected from the field 

b. LM detect loss of communication from the AOM 
2. PSWD detects power supply or FPGA CRAM failure 

a. PSWD cuts power to all units except itself and IBU 
b. IBU shows failure code 
c. AOM goes to FAULTED Mode and trip all outputs to safe state 
d. LM detects loss of communication from the AOM 

3. Communication fails -AOM does not receive commands from LM 
a. AOM detect loss of communication from LM and goes to RUN(SAFE) Mode and sets all outputs 

to safe state redundantly (i.e., the SOR is set and all individual channels a~e commanded to the 

safe output value) 
b. IBU shows failure code 
c. LM detects loss of communication from the AOM 

4. Communication fails - LM does not receive response from AOM 
a. LM detects loss of communication from the AOM 
b. LM sends flag to trip all output Modules to safe state 
c. All output Modules detect this flag and redundantly set all output channels to safe state (i.e., 

the SOR is set and all individual channels are commanded to the safe output value) 
d. Application Logic may redundantly detect this via Module state signals and substitute a safe 

state value for all output channels 
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5. AOM reports high-level failure (e.g., CRC check error) of FPGA 
a. FPGA detects the failure and stops updating the heartbeat signal to the PSWD 
b. PSWD cuts power to all Units except itself and IBU 
c. IBU shows failure code 
d. LM detects loss of communication from the AOM 

6. DOM reports channel-level failure 
a. AOM reports the channel-failed status to the LM 
b. IBU shows failure code 
c. Application Logic detects failure via input signal bus and sends a command to drive this output 

and/or any other outputs to safe state 

6.2.6.5 Discrete Outputs Module 

The DOM is used for driving the galvanically isolated dry contact signals. Its safe state is open contact. 
The DOM has 32 independent output channels. 
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~(tadICS 
DOM Product Highlights 

:.> High density 32 channel Form-A optically isolated, 
fuse and overvoltage protected discrete outputs 

:.> Independent FPGA for discrete input processing, 
self-diagnostics, and fail -safe functional behavior 

:.> Robust self-diagnostics ensure higher reliability 
and early fault detection with safety-focused fault 
management 

:.> Segregation of input processing, self-diagnostics, 
and watchdog functions assures safety-critical 
functionality 

:.> 2 LVDS (redundant diagnostic and control data 
exchange) 

:.> Diverse watchdog heartbeat mon itoring and 
extensive functionally diverse self-diagnostics 

:.> Fuse and Overvoltage protected outputs 
:.> Hot swappable 

6.2.6.5.1 DOM Technical Specifications 

The technical specifications for the DOM are : 

Output channel load 

voltage/ current 

(maximum switching 

voltage/ current) 

Output channel isolation 

Output channel isolation 

method 

Output overvoltage 

protection 

Document JD : 

up to 48 VDC, 0.2 A, Form A contact 

all output channels are galvanic-isolated up to 250 VRMs AC or 250 

VDC field- to-Chassis and channel-to-channel 

optical relay 

up to ±60 VDC/VAC continuous (using external protection 

elements installed in Chassis) 
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Information package 5 milliseconds 
exchange cycle 

Diagnostic package up to 5 milliseconds 
exchange cycle 

LVDS line speed 100 Megabit/second 

LVDS line protocol proprietary protocol with integrity checking (CRC), galvanic-
isolated Tx / Rx 

Self-diagnostic functions diverse watchdog unit, hardware error detection, checksum 
analysis, active diagnostics with internal fault detection, 
functionally diverse continuous self-diagnostic tests, power 
supply fault detection 

Power supply/ 2 independent inputs - 24 (18 - 36) voe/ 0.4 amps(± 0.15 amp) 
consumption 

Indications 2 status LED indicators (RUN/FAULT); 
4-character dot matrix symbol-indicator for providing current 
operational mode, service information, and errors codes 

Operating temperature 4.4 to 60 ·c (40 to 140 °F) 

Operating humidity 10 to 90% relative humidity, non-condensing 

The functional diagram of the DOM is shown in Figure 6-20. 
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[[ 

w,c,e 

Figure 6-20: Functional Diagram of the DOM 

6.2.6.5.2 DOM Operation 

The DOM operation requirements are to: 

1. Driving of discrete dry contact signals and 
2. Perform data exchange with the LM. 
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The DOM operating modes and possible modes transitions are shown in Figure 6-21. 

[[ 

Figure 6-21: DOM Mode Transition Diagram 

In the POWERED-OFF mode the DOM does not perform any functions. All Hardware Units are de­
energized, no data transmitted or received, configuration changes are not allowed. The DOM can 
transition to the STARTUP mode if the Module is energized. 

In STARTUP Mode, the DOM performs the following functions: 

1. All Hardware Units are energized [[ 

]]",c,e 
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]]a,c,e 

All functions of RUN mode are then performed, but a [[ 
]]",c,e. In the [[ 

J]",c,e. After [[ ]]",c,e, the DOM will transition into [[ 

In RUN (SAFE) mode the DOM performs the following functions: 

1. [[ 

]]a,c,e 

w,c,e 

The DOM can transition to the POWERED-OFF mode if the Module is de-energized. The DOM can 
transition to the [[ 

]]",c,e. The DOM will transition into [[ 
]]",c,e. The LM will also transition into [[ 

)]a,c,e 

In RUN Mode, the DOM performs the following functions: 

1. All Hardware Units are energized. 
2. [[ . w,c,e 

3. Module performs the following sequence of actions: 
a. Data Processing: 

[[ 

w,c,e 

b. ata Transmission/Receiving: 
Data transmission . [[ 

Data receiving . [[ 
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4. Performed periodically or constantly during all processes described above: 
a. [[ 

na,c,e 

The DOM can transition to the POWERED-OFF mode if the Module is de-energized. The DOM will 
transition into [[ 

[[ 

In FAULTED Mode, the DOM performs the following functions: 

1. [[ 

w,c,e 

The DOM in the [[ 

]]",c,e. The DOM will transition into 
w,c,e 

w,c,e 

In CONFIGURATION Mode, the DOM performs the following functions: 

1. [[ 

w,c,e 

In CONFIGURATION Mode, the DOM can transition to the POWERED-OFF mode if the Module is de­
energized. The DOM will transition into [[ 

w,c,e 

6.2.6.5.3 DOM Failure Detection and Prevention 

The DOM is designed to detect deviations between the signals received from LM and conditioned 
output signals that exceed the specified accuracy or an output data conditioning process that exceeds 
the specified response time. The safety concept for the DOM includes the following features: 

. [[ 

]]",c,e, as described in Section 6.4.2 . . ' [[ 
]]",c,e, as described in Section 6.4. 
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. [[ 

Jr,c,e, as described in Section 6.4.3. . [[ 

na,c,e 

Once an error condition has been detected, the error state continues to be reported on the Indication 
Board Unit and via the MATS until either power is removed or a higher-level error is detected. 

The following actions are taken in response failures locally on DOM and on other Modules: 

1. Removal of Module: 
a. DOM inputs are disconnected from the field 
b. LM detect loss of communication from the DOM 

2. PSWD detects power supply or FPGA CRAM failure 
a. PSWD cuts power to all units except itself and IBU 
b. IBU shows failure code 
c. DOM goes to FAULTED Mode and trip all outputs to safe state 

. d. LM detects loss of communication from the DOM 
3. Communication fails - DOM does not receive commands from LM 

a. DOM detect loss of communication from LM and goes to RUN(SAFE) Mode and sets all outputs 
to safe state redundantly (i.e., the SOR is set and all individual channels are commanded to the 
safe output value) 

b. IBU shows failure code 
c. LM detects loss of communication from the DOM 

4. Communication fails - LM does not receive response from DOM 
a. LM detects loss of communication from the DOM 
b. LM sends flag to trip all output Modules to safe state 
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c. All output Modules detect this flag and redundantly set all output channels to safe state (i.e., 
the SOR is set and all individual channels are commanded to the safe output value) 

d. Application Logic may redundantly detect this via Module state signals and substitute a safe 
state value for all output channels 

5. DOM reports high-level failure (e.g., CRC check error) of FPGA 
a. FPGA detects the failure and stops updating the heartbeat signal to the PSWD 
b. PSWD cuts power to all Units except itself and IBU 
c. IBU shows failure code 
d. LM detects loss of communication from the DOM 

6. DOM reports channel-level failure 
a. DOM reports the channel-failed status to the LM 
b. IBU shows failure code 
c. Application Logic detects failure via input signal bus and sends a command to drive this output 

and/or any other outputs to safe state 

6.2.6.6 Optical Communication Module 

The OCM is intended for receiving and transmitting data via Fiber Optic (RPP) Interface that is used to 
extend the RadlCS Platform to additional chassis, and for transmitting data via RS-232/485 Interfaces in 
a way that can be customized to be compatible with old systems. A pair of OCMs, which include OPTO 
Units, act as the isolating data transceivers between different Chassis (point-to-point communication). 
The OCM has five independent Optical Transceiver Units. Each of them performs transceiving data 
from/to other Chassis with OCMs. The OCM also has five independent RS-232/485 Transmitter Units to 
transmit data to older style monitoring systems. 
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~~adICS 
OCM Product Highlights 

~ 5 independent fiber optic communication ports 
for full duplex communications between channels 
or expansion racks 

~ 5 RS-232/RS-485 interfaces for one-way 
communication with peripheral devices 

~ Independent FPGA for data commun ication, self­
diagnostics, and fail-safe functional behavior 

~ Robust self-diagnostics give early fault detection 
for safety-focused fault management 

~ Segregation of communications processing, self­
diagnostics, and watchdog functions assures 
safety-critical functional ity 

~ Galvanic isolation for external communication 
lines with robust and ded icated communication 
links to Logic Module for secure data transfer 

~ 2 LVDS lines (redundant diagnostic and control 
data exchange) 

~ Diverse watchdog heartbeat monitoring and 
extensive functionally diverse self-diagnostics 

~ Hot swappable 

6.2.6.6.1 OCM Technical Specifications 

The technical specifications for the OCM are : 

Fiber optical lines type optical full duplex 

LVDS lines type hardwired full duplex 

Fiber optical lines speed 100 Megabit/second 

LVDS lines speed 100 Megabit/second 

RS-232 interfaces speed up to 115,200 Bauds 

RS-485 interfaces speed up to 10 Megabit/second 

RS-232/RS-485 interfaces up to 250 VRMs (line to line) 

protection up to 250 VRMs (line to ground) power cross condition 

Information package 5 milliseconds 

exchange cycle 
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Diagnostic package 5 milliseconds 
exchange cycle 
Fiber optical line protocol proprietary protocol with integrity checking (CRC), galvanic-

isolated Tx / Rx 
LVDS line protocol proprietary protocol with integrity checking (CRC), galvanic-

isolated Tx / Rx 

Isolation all lines are galvanic-isolated 

Self-diagnostic functions diverse watchdog unit, hardware error detection, c.hecksum 
analysis, active diagnostics with internal fault detection, 
functionally diverse continuous self-diagnostic tests, power 
supply fault detection 

Power supply/ 2 independent inputs - 24 (18 - 36) VDC / 0.5 amps(± 0.15 amp) 
consumption 

Indications 2 status LED indicators (RUN/FAULT); 
4-character dot matrix symbol-indicatorfor providing current 
operational mode, service information, and errors codes 

Operating temperature 4.4 to 60 °C (40 to 140 °F) 

Operating humidity 10 to 90% relative humidity, non-condensing 

The functional diagram of the OCM is shown in Figure 6-22. 
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[[ 

na,c,e 

Figure 6-22: Functional Diagram of the OCM 

6.2.6.6.2 OCM Operation 

The OCM operation requirements are to: 

1. Perform data exchange via optical communications with other OCM Modules. 
2. Perform data exchange with LM. 
3. Perform information integrity check for each received data packet. 
4. Provide data for external sinks via RS-232/485 Interface. 

The OCM operating modes and possible modes transitions are shown in Figure 6-23. 
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[[ 

Figure 6-23: OCM Mode Transition Diagram 

In the POWERED-OFF mode the OCM does not perform any functions. All Hardware Units are de­
energized, no data transmitted or received, configuration changes are not allowed. The OCM can 
transition to the STARTUP mode if the Module is energized. 

In STARTUP Mode, the OCM performs the following functions: 

1. [[ 

All functions of RUN mode are then performed, but a [[ 
]]",c,e. In the [[ 

]]a,c,e. After [[ 

[[ 
]]a,c,e, the OCM will transition into RUN mode or into 

]]a,c,e 

In RUN Mode, the OCM performs the following functions: 
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1. All Hardware Units are energized. 
2. [[ w,c,e 

3. Module performs the following sequence of actions: 
a. Data receiving from LM and transmission to field: 

Data receiving: . [[ 

w,c,e 

Data transmission (identically for each of five OPTO Units): . [[ 

]]a,c:e 

b. Data receiving from field and transmission to LM: 
Data receiving (identically for each of five OPTO Units): . [[ 

Data transmission . [[ 

w,c,e 

w,c,e 

4. [[ w,c,e 

5. Performed periodically or constantly during all processes described above: 

a. [[ 

]]a,c,e 

The OCM can transition to the POWERED-OFF mode if the Module is de-energized. The OCM will 
transition into [[ w,c,e 

In FAULTED Mode, the OCM performs the following functions: 

1. [[ 

w,c,e 

The OCM in the [[ 
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In CONFIGURATION Mode, the OCM performs the following functions: 

1. [[ 

]]a,c,e 

In CONFIGURATION Mode, the OCM can transition to the POWERED-OFF mode if the Module is de­
energized. The OCM will transition into [[ 

na,c,e 

6.2.6.6.3 OCM Failure Detection and Prevention 

The OCM is designed to detect incorrect data received (based on CRC) from LM or other OCMs. The 
data with detected errors are flagged as invalid. The safety concept for the OCM includes the following 
features: 

. [[ 

. [[ 

. [[ 

. [[ 

]]a,c,e as described in Section 6.4.2. 

]]a,c,e, as described in Section 6.4.3. 
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]]a,c,e 

Once an error condition has been detected, the error state continues to be reported on the Indication 
Board Unit and via the MATS until either power is removed or a higher-level error is detected. 

The following actions are taken in response failures locally on OCM and on other Modules: 

1. Removal of Module: 
a. OCM optical and RS transceivers are disconnected from the field 
b. LM detect loss of communication from the OCM 

2. PSWD detects power supply or FPGA CRAM failure 
a. PSWD cuts power to all units except itself and IBU 
b. IBU shows failure code 
c. LM detects loss of communication from the OCM 

3. Communication fails - OCM does not receive commands from LM 
a. OCM detect loss of communication from LM 
b. OCM stops output data via fiber-optic and RS-232/485 interfaces 
c. Other chassis detects time out 
d. IBU shows failure code 
e. LM detects loss of communication from the OCM 

4. Communication fails - LM does not receive response from OCM 
a. IBU shows failure code 
b. LM detects loss of communication from the OCM 
c. LM sends flag to trip all output Modules to safe state 
d. All output Modules detect this flag and redundantly set all output channels to safe state (i.e., 

the SOR is set and all individual channels are commanded to the safe output value) 
e. Application Logic may redundantly detect this via Module state signals and substitute a safe 

state value for all output channels 
5. Communication fails - OCM lost connection with other chassis 

a. OCM detects loss of communication with other chassis 
b. IBU shows failure code 
c. OCM marks received optical data as invalid 
d. OCM output to LM zero value data 

6. OCM reports high-level failure (e.g., CRC check error) of FPGA 
a. FPGA detects the failure and stops updating the heartbeat signal to the PSWD 
b .. PSWD cuts power to all Units except itself and IBU 
c. IBU shows failure code 
d. LM detects loss of communication from the OCM 

7. OCM gets wrong transceiving parameters 
a. OCM detects this failure 
b. OCM stops data transceiving via fiber-optic and RS-232/485 interfaces 

· c. IBU shows failure code 
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6.3 Communications 

The Rad I CS Platform includes various interfaces and protocols, including fiber optic interfaces .and LVDS 
protocol for inter-Module and inter-Chassis connectivity purposes. The RadlCS Platform communication 
features contribute to the predictability and repeatability of the design and satisfy the system integrity 
requirements of iEEE Std 603-1991 Section 5.5 and IEEE Std 7-4.3.2-2003 Sections 5.5.1 and 5.6. 
Additional aspects ofthe RadlCS Platform communication independence features comply with Dl&C­
ISG-04, Revision 1 guidance regarding inter-divisional communication. 

6.3.1 Basic Concepts 

Physical and functional Independence of communication channels is achieved by selecting appropriate 
system architectures and data communication protocols. The implementation of radial (point-to-point) 
architecture in RadlCS Platform interchannel communication links provides the RadlCS Platform with the 
capability to maintain failure-free data exchange between l&C components even when one of the 
channels has failed. Additional measures designed to achieve the desired physical and functional 
independence are the application of fiber-optic communication lines for data exchange between l&C 
components and the separation of safety and control functions from information and diagnostic 
functions. 

Three types of communication categories are defined for the RadlCS Platform. 10 They are as follows: 

• · White Channel - Communication channel in which all hardware and software components 
(including electronic design) are designed implemented and validated according to IEC 61508. 
Implication: trusted safety channel 

• Grey Channel - Communication channel with some evidence of design or validation according to 
IEC 61508. Implication: an untrusted channel that has some known design features which 
reduce the diagnostics needed to be able to trust the channel (e.g., point-to-point wiring rules 
out aliasing as a source of error) 

• Black.Channel - Communication channel without available evidence of design or validation 
according to IEC 61508. Implication: totally untrusted channel; all safety measures must be 
taken by functions connected to the two ends of the channel 

In the RadlCS Platform architecture, all communications with other Modules within the same Chassis are 
based on dedicated slot-to-slot (point-to-point) connections between predefined specific slot locations. 
1/0 Modules can communicate only with the LM within the same Chassis. Physically the Chassis and 
LVDS channel will support a LM Module in slot Fl. This eliminates the need for any slot specific 
addressing for 1/0 Modules. The LM also has a dedicated slot so that it does not require any additional 
address information to communicate with any other Modules within the same Chassis. 

Each set of point-to-point communication paths between an 1/0 Module and the Chassis LM uses four 
physical lines to provide fully independent full duplex differential communications in both directions for 
each link. This link is the LVDS interface. The backplane communication is safety-related and designed 
as a SIL 3 black-channel. 

10 IEC 61784-3:2010 has a description of white, grey and black channels (Reference 6-5) 
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The Rad I CS Platform architecture design eliminates the need for slot addresses since all communications 
within the Chassis take place using dedicated point-to-point connections between slot positions so that 
only two Modules have access to those signal paths. The participants in these communications are 
therefore uniquely identified without the possibility of cross interference, except by multiple physical 
short circuits between physicalHnes, which are nearly impossible to occur and would be detected if it 
occurred. Additional within-Chassis communications communication checking measures are 
implemented in the Platform ED. For example, inserted messages are detected by invalid sequence 
numbers and potentially protocol or media access violations. Corruptions and collisions would be 
detected by the packet level CRC. The communication error checking techniques are described in 
Section 6.4.3. 

The FPGA Unit acquires input data, executes Module logic functions (e.g., data processing, Application 
Logic, etc.}, performs diagnostics, and conditions output data. [[ 

]]a,c,e 

In general, all communications interfaces are treated as safety critical using the measures summarized 
below (the broadcast link to the MATS is not safety critical but uses all the measures below except 
acknowledgement}. Table 6-4 summarizes all the links, the protocol used, and the safety criticality 
according to IEC 61508. The RadlCS Platform uses several types of communication links that are utilized 
as an external interface from the board, as well as, several communication links that utilized internally 
on the board. External communication links can be used for inter-divisional and intra-divisional 
communications depending on the system configuration and architecture, as indicated in the table 
below. 
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Table 6-4: Summary of Communications Links 

LM ~7 1/0 Modules and OCMs RPP Communication [[ 
via backplane LVDS between LM and other w,c,e 

Modules within the 
same Chassis 

OCM ~7 OCM via fiber optic RPP Communication [[ 
cable between LMs in w,c,e 

different racks via the 
OCM. Extends the 
RadlCS Platform 
capabilities by adding 
1/0 or processing 
expansion in another 
chassis and can be 
used for inter- and 
intra-divisional 
communication. 

LM ~7 LM via fiber optic cable RPP Extends the RadlCS [[ 
Platform capabilities by na,c,e 

adding 1/0 or 
processing expansion 
in another chassis and 
can be used for inter-
and intra-divisional 
communication. 

PSWD ~7 FPGA RSWP Inter-unit interface [[ 
within a module w,c,e 

between the PSWD 
CPLD and FPGA for self-
diagnostics and 
watchdog functions. 
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LM "7 MATS via fiber optic cable RUP One-way data [[ 
(broadcast) broadcast to the MATS 

for monitoring w,c,e 

purposes. 

MATS Tuning PC f-7 LM via RUP Temporary [[ 
fiber optic cable (temporary bidirectional 
connection) connection for the 

purpose of modifying 
the Application ED w,c,e 

operational (tuning) 
parameters 

UART interface RPU Temporary connection [[ 
used to download and 
upload configuration ]]a,c,e 

data to and from 
EEPROM via FPGA 
internal RAM while in 
CONFIGURATION mode 
(only accessible with 
Module inserted into 
DLS chassis) 

SPI interface RSPE 11 Inter-unit interface for [[ 
data exchange w,c,e 

between FPGA and 
EEPROMs 
(Configuration and 
Tuning) 

Several additional measures are utilized for communications to support the RadlCS Platform 
fundamental safety approach. 

';:'.} 

• CRCs are used on all communications and safety-critical data. External communications links are 
all treated as 'black-channel'. 

11 

• Communications ports are monitored and blocked except when specifically required (e.g., 
tuning). 

• The interface to the MATS is one-way broadcast (i.e., non-interfering), rated at SIL 2. Thus, the 
MATS is also non-interfering. (Note: The MATS is supplied to the end user, to meet project­
specific Human Factors requirements.) 

• The Rad I CS Platform blocks all inward communications with the only exception being tuning 
inputs when put into TUNING mode by the keyswitch. 

RSPE - Radiy SPl-based Protocol for EEPROM 
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• Implementation of the lower levels of the transmission path between two OCMs is not relevant 
to analysis of safety communications based upon the black channel concept, since all necessary 
integrity measures are included as a part of the safety application level of the protocol. 

• All communication links between OCMs are configured as point-to-point data exchanges with 
only one data source and one dc1ta sink. 

6.3.2 RadlCS Communication Hardware Components 

The basic RadlCS Platform communications interfaces and dedicated hardware Modules are described in 
Sections 6.2.4.2, and 6.2.6.6, and 6.3. This section describes how the board level communication 
components work. There are four board level communication components: 

• OPTO Unit 

• LVDS Unit 

• LAN Unit 
• RS-232/485 Unit 

The primary purpose of these components is to enable data exchange within and between the RadlCS 
Chassis as well as external devices. Several different communication protocols are utilized, as described 
in Section 6.3.3. 

• Radiy Proprietary Protocol - RPP 

• Radiy UDP based Protocol - RUP 

• RS-232 based Protocol - RS-232 
• Radiy Protocol for UART Interface (RPU) 

• Radiy SP I-based Protocol for EEPROM (RSPE) 

• Radiy Watchdog Interface Channel Level Protocol (RSWP) 

Diagnostics of the components are performed through RadlCS Platform ED by analyzing the data and the 
transmission protocols that are transmitted through each component. The fiber optic RUP Interface is 
de-energized, if the TUNING key is not in Tuning position and RadlCS Platform is not in TUNING mode. 
All external communications links are optically isolated and the output to the monitoring station is non­
interfering (one-way broadcast). 

6.3.2.1 Optical Transceiver Unit 

The OPTO Unit is used for optical transceiving with another OPTO Unit in another OPTO Unit in another 
Module for fiber optic inter-Chassis communication (i.e., not within the same Chassis). The OPTO Unit 
uses a standard optical transceiving interface (i.e., AFCT-5971ALZ or equivalent optical transceiver and 
LC connectors) and the RPP protocol. The OPTO Unit converts electric signals to optical signals and vice 
versa, provides galvanic isolation for resistance to external influences on optical signals, and for signal 
transmission outside the Chassis. OPTO Units consists of two parts (i.e., optical transceiver and 
converters for receiving and transmitting) that provide full duplex communication mode. All 
communication links of the OPTO Unit are executed according point-to-point principle between two 
different Modules. Every communication link has its own identification (i.e., OPTO port unique address 
and OPTO port data unique identification) to allow for detection of an incorrect connection between 
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:~adI 
two devices. Each communication link identifier is unique within the complete system (i.e., not just one 

chassis). The OPTO Unit is safety related. The OPTO Units are hardware devices that can be seen in the 

lower left of the pictures ofthe Logic Module and Optical Communication Modules in RadlCS Topical 

Report Sections 6.2.6.1 and 6.2.6.6, respectively. 

The OPTO Unit is considered a black-channel device so all data sent via this Unit is subject to the 
communications protocol for the link in question, which includes complete data validation by ED. The 

error detection methods are described in Section 6.4. 

6.3.2.2 L VDS Transceiver Unit 

The LVDS Unit is used for point-to-point communication between the LM (in slot 1) and any 1/0 or 

communication Module (in slots 2 through 15) in the same Chassis. LVDS provides galvanic isolation and 

converts the unidirectional discrete electric signal in the form of a differential signal using two 

symmetrical links. LVDS consists of a receiver and transmitter, providing full-duplex operation 

supported by an LVDS Transceiver Unit located on other Modules in the same Chassis. All 

communication links of LVDS are implemented on point-to-point principle between two different 

Modules (e.g., LM to AIM). The RPP communication protocol is used for data exchange between LM 

with 1/0 Modules and OCMs within the Chassis, as described in Table 6-4. The LVDS Unit is safety 

related. 

The LVDS Unit is considered a black-channel device so all data sent via this Unit is subject to the 

communications protocol for the link in question, which includes complete data validation by the Rad I CS 

Platform ED. The error detection methods are described in Section 6.4. 

6.3.2.3 LAN Transceiver Unit 

The LAN Unit is used for communication with a peripheral device (e.g., MATS or MATS Tuning PC). It 

uses RUP to transmit data to the MATS. When the LAN Unit is designated for use with a MATS Tuning 

PC, the Unit is in de-energized state except in the TUNING Mode. Dedicated protocols are used for 

specific purposes: RUP for the Tuning interface and RUP for the one-way broadcast to the MATS. A 

fiber-optic cable is used to galvanically isolate the LM from the external Unit. The LAN Unit is safety 

related. 

For a RadlCS Platform-based system in a Class lE application, by design and architecture connections to 

a non-Class lE communication link is not allowed. These connections are verified during the design and 

V&V processes. This design approach provides a non-interfering communication interference. The 

Interfaces and Data Transmission Self-Diagnostics described in RadlCS Topical Report Section 6.4.3 

provide additional defense-in-depth for unwanted connection that was made inadvertently. [[ 

w,c,e 

The cases are allowed for the connection of non-.lE c)ass equipment to a safety division. Connections to 

the LM are as follows: 

• Tuning Interface (described in Section 6.9) 

• MATS (described in Sections 6.3 and 6.6) 
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• OCM RS-232/485 Transmitter Unit (described in Section 6.2.5.2.12) 

u 

]]",c,e as shown in RadlCS Topical Report Figure 6-12. [[ 

For the TUNING interface, the LAN Transceiver Unit receiving port is connected for the TUNING 
interface; however, the [[ ua,c,e 
The LAN Transceiver Unit is [[ w,c,e unless the keyswitch is turned on. When the TUNING 
keyswitch is turned on, the RadlCS Platform outputs, associated with the LM being tuned, are isolated 
from the field (i.e., placed in safe state) for tuning. A fiber-optic cable is used to galvanically isolate the 
LM from the MATS Tuning PC. 

[[ 

]]a,c,e As a result, a hardwired one-way communication interface is implemented. 

The LAN Unit is considered a black-channel device so all data sent via this Unit is subject to the 
communications protocol for the link in question, including rejection of incoming transmissions where 
not allowed. The error detection methods are described in Section 6.4. 

6.3.2.4 RS-232/485 Transmitter Unit 

The RS-232/485 Unit is used for one-way communication with a peripheral device (e.g., data acquisition 
system). The RS-232/485 Unit uses the RS-232/485 Interface to transmit data. Dedicated protocols are 
used for specific purposes: RS-232/485 Interface (RPP). The OCM one-way interface is implemented 
using the RS-232/485 Transmitter Unit. The RS-232/485 Transmitter Unit Controller is implemented in 
the OCM FPGA, as shown on Figure 6-22. [[ 

w,c,eThe 

RS-232/485 Unit.is safety related. Digital isolators are used to galvanically isolate the RS-232/485 
connections. 

The RS-232/485 Unit is considered a black-channel device so all data sent via this Unit is subject to the 
communications protocol for the link in question, including rejection of incoming transmissions where 
not allowed. The error detection methods are described in Section 6.4. 

6.3.3 Communication Protocols 

The RadlCS Platform uses several types of data communication: 

• Client-server (safety-related point-to-point as in the 1/0 Module response to interrogation by 
the LM) 

• Broadcast (non-safety related as in the on-line reporting of plant data and RadlCS Platform 
status to MATS) 
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• Transformational (as in a transceiver used for communication between LMs in the same division 
(safety-related) or between LM and MATS Tuning PC (non-safety related)) 

In all cases, two things are specified for the communications link to meet IEC 61508 requirements: 

• Sequence of operations 
• Data packet construction, including validation data and demonstration that it is of adequate 

capability to detect errors for the SIL target 

Safety features of all communication interfaces used in the RadlCS Platform are listed in Table 6-5. 
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Table 6-5: Safety Features of RadlCS Communication Interfaces 

Document ID: 2016-RPC003-TR-001 Revision: 1 

v:a d1··c· s· i'1f8 .. ····· ... · .... ·. 

Page 173 of 388 



NON-PROPRIETARY 

t<a:adICS 

J]'·'·· 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 174 of 388 



L__ 

NON-PROPRIETARY 

The RadlCS Platform data transmission protocols are divided into two levels: 

• Transport Level Protocols - intended to transmit (transport) fixed amounts of any data and 
to provide Channel Level Protocol organization; data integrity checks are part of protocol 
service data. 

• Channel Level Protocols - intended to organize a data exchange channel with defined data 
structure; consist of multiple frames of Transport Level Protocols; data integrity check 
means can be present as part of data. 

6.3.3.1 Transport Level Protocols 

Transport Level Protocols are: 

• RPP (Radiy Proprietary Protocol) - is basic for all in-Chassis and inter-Chassis 
communications 

• RUP (Radiy UDP-based Protocol) - is used for communication with MATS and MATS Tuning 
PC 

• RS-232 (Radiy RS-232-based Protocol) - is basic for communications with other equipment 
via RS-232 interface 

• RPU (Radiy Protocol for UART Interface) - is basic for data exchange via UART interface with 
the DLS 

• RSPE (Radiy SPl-based Protocol for EEPROM) - is basic for data exchange between FPGA and 
EEPROM 

6.3.3.1.1 Radiy Proprietary Protocol 

RPP is basic protocol for data exchange within Chassis and forinter-Chassis data exchange. 

RPP has the following message structure: 

]]a,c,e 
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RPP has error detection methods based on the requirements in IEC 61508 Part 2, clause 7.4.11. 

Corruption [[ ]]a,c,e 

Unintended [[ 
repetition 

w,c,e 

Incorrect Backplane: Lack of [[ 
sequence any storage 

mechanism in the w,c,e 

black channel. 

Loss [[ 
]]a,c,e 

Unacceptable [[ na,c,e 

delay 

Insertion Point-to-point: [[ 
there is no other 
signal source in any 
channel 

w,c,e 

Masquerade Point-to-point: [[ 
there is no other 
signal source in any 
channel 

na,c,e 

Addressing [[ 
w,c,e 

6.3.3.1.2 Radiy UDP-based Protocol 

RUP is basic protocol for data exchange with external devices (e.g., MATS, MATS Tuning PC, etc.). 

RUP has the following message structure: 
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RUP has error detection methods based on the requirements in IEC 61508 Part 2, clause 7.4.11. 

[jr,ror.tvP;~~ 
. . . . ---·-··--.---------- ----. ---~ . -~ .. --. :l 

.. . _ . I,in~er,~,r:i~ P~!,1:!"se.~t>, ,';.:, · ,.... .,\ °"'.,,,,. _,, .Ad,~~·~c-e~fe.!1~~~\ , .... ·. ,,,.:;, /.,.,., ... ;;, 

Corruption - [[ 
J]•,c,e 

Unintended - [[ 
repetition w,c,e 

Incorrect Incorrect sequence of frames or [[ 
sequence transmission sessions is not crucial. w,c,e 

Numerator affects only CRC to add 
dynamically changing parameter in 
case of static data. 

Loss - [[ 

w,c,e 

Unacceptable - [[ w,c,e 

delay 

Insertion - [[ 

w,c,e 

Masquerade - [[ 

w,c,e 

6.3.3.1.3 Radiy RS-232-based Protocol 

RS-232 is a one..:way protocol and used for communications with old equipment via RS-232 interface. 
RS-232 uses standard UART protocol as a base without parity bit and bitrate of data transceiving is 
constant. The data bits are sent within each byte least significant bit (LSB) first. This standard is also 
referred to as "little endian". The data bytes are also sent within each word LSB first. 
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RS-232 has the following message structure: 

* Data size depends on configuration na,c,e 

6.3.3.1.4 RPU Radiy Protocol for UART Interface 

RPU is basic for data exchange via UART interface with the DLS to download/upload data to/from FPGA 
internal RAM for further downloading/uploading to/from EEPROM. 

RPU has the following message structure: 
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RPU has error detection methods based on the requirements in IEC 61508 Part 2, clause 7.4.11. 

,~ hr~~iyp~~ '.- - • ':i:'1n'he~~t D~~e~~~~< ·T- - --~ . ~''J ·. . . . - ': · ;_<; "idded-[)~~tise~ . · . --~ ·t;; • -: -. l 
Corruption 

Unintended 
repetition 

Incorrect 
sequence 

Repetition is not dangerous. 
Same data will be re-stored in 
same addresses two or more 
times. 

[[ 

Order in which data will be [[ 
stored is not crucial. It is only 
crucial to store whole data J]",c,e 

Loss 

Unacceptable 
delay 

Insertion 

Masquerade 

package. 

Point-to-point: there is only 
one source. 

Point-to-point 

[[ 

[[ 

[[ 

[[ 

6.3.3.1.5 Radiy SPl-based Protocol for EEPROM 

RSPE is basic for data exchange between FPGA and EEPROM. 
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RSPE has the following message structure: 
[[ r----
i 
I: 

The read process is very simple. The Rad I CS Module FPGA specifies the frame number it wants to read. 
The frame number is transformed into an absolute EE PROM address offset. The EEPROM data frame 
includes the data and a CRC-64 checksum calculated that includes the frame address. Data integrity 
checks are performed during frame downloading, which include checks of the embedded frame address. 
RSPE has error detection methods based on the requirements in IEC 61508 Part 2, clause 7.4.11. 

~~·;7\:z;lf,7:,~--:-: v·" E,rrli'i'.Type<·:-·• 

Corruption 

Unintended 
repetition 

Incorrect 
sequence 

loss 

Unacceptable 
delay 

Insertion 

Masquerade 

Repetition is not dangerous. Same data 
will be re-stored in same addresses two or 
more times. 

Order in which data will be stored is not 
crucial. It is only crucial to store whole 
data package. 

CRC-64 calculated and uploaded to 
EEPROM with data will be used during the 
downloading process for integrity 
checking. 

[[ 

[[ 

See discussion for RPU Transport and SPIP [[ 
Channel protocols. 

Point-to-point: EEPROM and FPGA are 
hard-wired. No connector is present. 

Point-to-point: EEPROM and FPGA are 
hard-wired. No connector is present. 

6.3.3.2 Channel Level Protocols 

w,c,e 

w,c,e 

Channel level Protocols are protocols for each interface specified in Table 6-5. They all are based on 
Transport level Protocols. The Channel Level Protocol is a sequence of Transport Level Protocol frames. 
The general approach to a channel level protocol is shown in Figure 6-24. 
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Data 

.. Data Frame 1 

Transport 
Level Packet 

Header Header 

qata Frame O ·Data Frame f:. 

CRC CRC 

\.----~-~) 
I 

Transport Level 

Protocol 

Channel Level 

Protocol 

Transport 
Level Packet 

Header 

. D~ta Frafn{N 

CRC 

Figure 6-24: General Channel Level Protocol 

The Channel Level Protocols are described below, except for the proprietary Altera protocols used to 
configure the RadlCS Modules. 

6.3.3.2.1 LVDS Interface Channel Level Protocol 

LVDS Interface Protocol is based on RPP and is a sequence of RPP frames. It has all the functionality of 
RPP with the following additional error detection methods: 

r- .. ~ . ·.--, . - ·. ,, ,,.. . ~.. . . ·- .. .- . , . " . . . . .... I 
i ' Error;Type ;:.;c ' ,'Inherent D~fenseL . . ' '•; . (, ' \ AddectDefenses.· ' • "- .' : j 
}{t ,.·,1;c",'i,,;;; s .:·i_,,~,;.{",t ;,1,.•/' )\'i{S',;. , ',.-'/ "/ ,/ ,- ,<,~-' f\)i Al•,,~":':;:'.," ·,,1('':',-J,.~ ·· • '.:,·;,.,i };:,~,, ~;', ,;'-'.~,;,:~;;.\ . , ,_•· t}: .-., · · ; ., ;;:;>,' _.· ·, f :;:ht/(,4 

Unacceptable 
delay 

[[ 

6.3.3.2.2 Fiber Optic Inter-Chassis Interface Channel Level Protocol 

w,c,e 

FOIP is based on RPP and is a sequence of RPP frames. It has all the functionality of RPP with the 
following additional error detection methods: 
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Unacceptable 
delay 

Insertion 

Masquerade 

Point-to-p_oint: there is no other 
signal source in any channel 

Point-to-point: there is no other 
signal source in any channel 

[[ 

[[ 

[[ 

J]•,c,e 

6.3.3.2.3 Fiber Optic Monitoring Interface Channel Level Protocol 

FOMP is based on RUP and is a sequence of RUP frames. It has all the functionality of RUP with the 
following additional error detection methods: 

I-.-:·<''·."'.·,~!'~..:..-· . ~.:< . ···.·':·>.\. r ,<, '·. ~,~, ,:~· .·· ·-_:· ,:: '~:\>:1~.,, .:..:i:,·7..., 
,. Error Type , •· · . Inherent Defenses:.: . < · · 

;:. ' 1-.,J ,\,·_;'~:; ·" '',:' ~~--:~_::··-~;', . . ,_,:,'.' .···:. '',·:*.~'.··. _;'../,.:?'. 

Unintended 
repetition 

Repetition is not dangerous. Same 
data will be re-stored in same 
addresses two or more times. 

[[ 

Unacceptable 
delay 

No acknowledgement mechanism to [[ 
prevent any control from MATS 

Insertion [[ 

Masquerade [[ 

6.3.3.2.4 Fiber Optic Tuning Interface Channel Level Protocol 

]]",c,e 

FOTP is based on RUP and is a sequence of RUP frames. It has all the functionality of RUP with the 
following additional error detection methods: 

]]",c,e 

r-"":;"'".'I"'.""','."""::_. ............. \.· ,: .. ·,,,,>-- "':\,:.-~ ,,~'";~ .·::e,..,. "!\-..·:. ·_«""· , .)\,·-: . ·.'."':" . ... :~~~, ·. G"°'.c. 7··. ·,·., .·, ·.~·-.···· .<":-_~ , ~:,::. ·.·· .._...~ - .... "I r . 'Efror Type.;. . ." : Jnt\erent.Defl?!lSes: ,· . . . . .'. . . • . A9d~d Qefen~es' . . f ' i . ·1 
f,·· c-.-.. ., .. · .<,. · .. , ··.. , ·c,r.>.,. : ... , .... .:cc.:.,.·,. · • ·. -'·' · ,,.:·,.:, .,:,•, .. , ·.,, ... ,.· . . ..... ,. 

Unintended 
repetition 

Unacceptable 
delay 

Repetition is not dangerous. Same 
data will be re-stored in same 
addresses two or more times. 
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Insertion [[ 

Masquerade [[ w,c,e 

6.3.3.2.5 RS-232 Interface Channel Level Protocol 

RSCP is based on RS-232 and is a sequence of RS-232 frames. It has all the functionality of RUP with any 
additional error detection methods defined during the ED AD development stage. 

6.3.3.2.6 Radiy Watchdog Interface Channel Level Protocol 

RSWP is channel level protocol that does not have a dedicated transport level protocol. It is intended 
for communications between FPGA and the CPLD in the PSWD Unit. 

RSWP has the following message structure: 
[[ 

r --. f-~-i - ·- T j ·. I 
, I - - / - -1_ - ---

-, -- t" 
,_ -_ 

',; ,, -- ,- 1 

w,c,e 

RSWP has error detection methods based on the requirements in IEC 61508 Part 2, clause 7.4.11. 
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:~adl 
Corruption [[ 

]]",c,e 

Insertion [[ 
])",c,e 

6.3.3.2.7 SPI Interface Channel Level Protocol 

SPIP is based on RSPE and is a sequence of RSPE frames. It has all the functionality of RSPE with the 
following additional error detection methods: 

p·~r~oI~·.· .. ·? 1
' .\ ,~~u~ensJs.¥ .: i·. ' ,_ .. :~~d.~.~t~n~~~i'.zY7

::~ 

Incorrect 
sequence 

Unacceptable 
delay 

Protocol delay is not dangerous because there are 
other mechanisms for delay checking. It is critical 
to read all the data stored in EEPROM without 
delays in STARTUP Mode. There are special 
mechanisms to control such delays outside the 
communication protocol (i.e., DiagData Controller -
Fault Processing Block) and to trip the Module to 
FAULTED Mode (Level I fault). 

6.3.3.2.8 UART Interface Channel Level Protocol 

[[ 

]]",c,e 

UICP is based on RPU and is a sequence of RPU frames. It has all the functionality of RSPE with the 
following additional error detection methods: 

Unintended 
repetition 

Incorrect 
sequence 

Document ID: 

Repetition is not dangerous. Same data will be re- [[ 
stored in same addresses two or more times 

Is not dangerous. Order in which data will be [[ 
stored is not crucial. It is only crucial to store 
whole data package. 

During STARTUP Mode, data is read and checked 
for integrity using CRC-64 calculated (including 
frame number). Important to write data to proper 
address with correct CRC-64. 

2016-RPC003-TR-001 Revision: 

])",c,e 

1 Page 185 of 388 



NON-PROPRIETARY 

6.4 Platform Diagnostics 
Each RadlCS Module of RadlCS Platform has built-in self-diagnostics capabilities. Automated tests are 
executed continuously during system operation. These tests include data integrity checking that is 
performed on each of the following general processes: data transmission, data reading/writing, and 
data processing. 

Each RadlCS 1/0 Module has its own diagnostic controller that gathers the internal diagnostic data and 
sends it to the LM. The LM diagnostic controller gathers the internal LM diagnostic data and sends it 
and the 1/0 Module diagnostic information to the MATS through a one-directional transmission line. 

When a failure is detected, a generalized fault signal is sent to the MATS interface and other user 
specified alarm systems. These alarms allow maintenance personnel to quickly determine the place, 
time, character, and hazard degree of the failure. 

The RadlCS Platform self-diagnostic testing features are designed to be independent from the executing 
control functions. Performance of the self-diagnostic testing, as well as failures of self-diagnostic testing 
features, do not affect the performance of the rest of the Rad I CS Platform system, and do not 
deteriorate its performance. The self-diagnostic test results can influence the RadlCS Platform 
operation (e.g., Type I fault detection will transition a RadlCS Module to ~AULTED Mode}. 

Self-diagnostics are performed by both the Application and Platform ED levels and are aimed at different 
types of faults. Failures detected by either level that are potentially unsafe are converted to safe 
failures. The RadlCS Modules perform the self-diagnostics and take safe-state action. This involves 
Application Logic where feasible (i.e., it is competent to take such action} to allow the end user to 
specify the actions taken in the event of certain failures. The Modules are designed with redundant 
components where needed to permit self-diagnostic tests and data redundancies are used to permit 
detection of data corruption with very high probability. The RadlCS Platform detects the presence of 
non-safety Modules during the self-diagnostics at startup and will maintain the safe state if any such 
Modules are detected. 

Continuous automatic monitoring, as well as failures of the Rad I CS Platform diagnostic features do not 
affect the operation of the rest of the RadlCS Platform system, and do not deteriorate its performance. 
This is attained due to the diagnostic features independent of the features executing control functions. 

The Rad I CS Platform built-in self-diagnostics support the predictability and repeatability of the design, 
that satisfy the system integrity requirements of IEEE Std 603-1991 Section 5.5 and IEEE Std 7-4.3.2-2003 
Sections 5.5.1, 5.5.3, and 5.6. The RadlCS Platform built-in self-diagnostics capabilities facilitate timely 
recognition, location, replacement, repair, and adjustment of malfunctioning equipment, which satisfy 
the repair requirements of IEEE Std 603-1991 Section 5.10. 

6.4.1 General Diagnostics Concept 

Techniques for safety integrity and functional safety assurance that are used in Rad I CS Platform can be 
divided into three main groups: 
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• Hardware Self-Diagnostics 
• Interfaces and Data Transmission Self-Diagnostics 
• Platform EDs Self-Diagnostics 

All self-diagnostic parts are integrated with each other. Figure 6-25 illustrates the self-diagnostics 
technique classification. · 

Hardware SD 
HWSD 

HW Units SD 
(HWU SD) 

HW Modules SD 
(HWM SD) 

Self-Diagnostics 
(SD) 

Interfaces SD 
IFSD 

SD by Data 
Transmission 

Protocols 
DTP SD 

FPGA Electronic 
Design SD 

(ED SD) 

Random Access 
Data SD 

(RAD SD) 

Packet Data SD 
(PD SD) 

Modules 
Electronic 
Design SD 
MED SD 

Application Logic 
Functional Block 

Library SD 
(AFBL SD) 

Figure 6-25: Self-Diagnostics Techniques Classification 

HW SD includes the following: 

. [[ 

IF SD includes the following: 

. [[ 

w,c,e 
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Electronic Design Self-Diagnostics (ED SD) includes the following: 

. [[ 

w,c,e 

Faults detected by self-diagnostics can be divided into three types at a Module level and at a system 
level. 

At the Module level: 

• Type I Faults - Platform control logic could not guarantee trip to safe state (e.g., a self-diagnostic 
test detects an FPGA fault). [[ ]Ja,c,e 

• Type II Faults - Hardware or part of ED cannot properly perform its functions [[ 

na,c,e 

• Type Ill Faults - User defines criticality of detected errors and their processing algorithm 
(performed by Application Logic). Platform and Application ED can guarantee trip to safe state 
(e.g., an out-of-range input, a failed input channel, or a failed input Module (whatever the 
cause) in which case the Application Logic decides how serious the failure is). 

At the system level: 

• Input Module Faults - If an input Module suffers a Type Ill Fault, the Application Logic in the LM 
can decide (by Application Logic) how to manage it, as specified by the end user's functional 
requirements). 

• Logic Module Faults - If the LM suffers a Type I or Type II fault, all outputs are driven to the safe 
state. 

• Output Module Faults - If an output Module detects a Type I fault, it is de-energized and the LM 
will trip to the safe state when it detects the loss of communication with the de-energized 
output Module. If an output Module detects a Type II fault, it will drive its outputs to the safe 
state and report this to the LM. If an output Module detects a Type Ill fault, the Application 
Logic in the LM can decide (by Application Logic) how to manage it, as specified by the end 
user's functional requirements). 

So, there are three ways to trip a RadlCS Platform-based system into a safe state. Each of them can 
perform trip of outputs. Figure 6-26 illustrates this safety feature. 
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Output 
Control ,, 

Type I Trip Signal_ 
-

Type II Trip Signal_ 
Output Trip 

Output Stat~ OR Siqnal - Output - - -
Type Ill Trip Signa~ 

-

Figure 6-26: Ways Outputs Can Trip to Safe State 

Table 6-6 lists faults detected by the Rad I CS LM. 

Table 6-6: Faults Detected by RadlCS LM 

Type I . [[ 
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.'.' E>et~cte&FaLilt 
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w,c,e 

Type II . [[ 
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]]a,c,e 

Type Ill . [[ 
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na,c,e 

The self-diagnostic performance requirements are: 

. [[ 

na,c,e 

6.4.2 Hardware Self-Diagnostics 

HWU SDs are described in Section 6.2.5.2. HWM SDs are described in Section 6.2.6. 

6.4.3 Interfaces and Data Transmission Self-Diagnostics 

IF SD of communications is crucial for providing safety integrity and functional safety. IF SD is performed 
by Platform ED SD, since interfaces cannot perform any actions except data transmission. 

Generalized measures intended to provide IFS.Dare: 

. [[ 
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DTP SD, due to the specific structure of each protocol, allow implementation of reliable IF SD. Each 

transmitted data packet includes the following data: 

. [[ 

w,c,e 

The identification information in the transmitted data packets, which carries source and sink of 

information (i.e., Module type, protocol, protocol version, optical communication descriptor, etc.) 

allows for verification that the information was generated by a proper source, has an appropriate 

format, and sent to the correct Module will be accepted. 

The numerator information in the packet allows for verification that all the received data packets refer 

to the same data transmission cycle. Adding the numerator (i.e., 16 bit counter that increments every 5 

millisecond work cycle) to the data for CRC calculation increase static error detection capability. Even if 

the data are static and there is a static error in memory or a in data transmission path that cannot be 

detected in this work cycle, the CRC will be changed in next work cycle and error will be detected. Data 

are encoded (inverted or not) by numerator's LSB, so even if data are static during at least two work 

cycles memory cells and data paths will be diagnosed if they are stuck in one state. Adding the address 

to the data for CRC calculation gives the assurance that data was stored in right memory cell and that 

data were read from right memory cell. The Numerator's LSB is stored with data and CRC in memory, so 

it can be unambiguously defined whether data are new or old (from previous work cycle) by comparing 

stored LSB with current LSB. Numerator monotony control allows for detection of missed data 

transmissions. 

[[ w,c,e 

DTP SDs are implemented by ED SD facilities, as interfaces themselves are not able to implement 

necessary activities. DTP SD is assured by using the following techniques: 

. [[ 

w,c,e 

In such a way, each interface is covered by diagnostics to provide safety integrity and functional safety. 
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6.4.4 FPGA ED Components Self-Diagnostics 

The RadlCS Platform ED SD directly receives, processes, and conditions data for RadlCS Platform 
operation. ED SD includes: 

• Random-access data self-diagnostics (RAD SD) 
• Packet data self-diagnostics (PD SD) 
• Modules electronic design self-diagnostics (MED SD) 
• AFBL self-diagnostics (AFBL SD) 
• Data Transmission Protocols (DTP SD) 

• EEPROM data compatibility check 

6.4.4.l Random-Access Data and Packet Data Self-Diagnostics 

RAD SD is intended for random-access data integrity diagnostics while transmission, storing, reading, 
and writing. The following characteristics are included in RAD SD: 

. [[ 

na,c,e 

PD SD is intended for the packet data integrity self-diagnostics while transmission, storing, reading, and 
recording. The following characteristics are included in PD SD: 

. [[ 
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6.4.4.2 Module Electronic Design Self-Diagnostics 

MED SD includes several self-diagnostics techniques: 

. [[ 

Application of RAD SD or PD SD to all the data within the ED provides self-diagnostics coverage for all 
PFBL elements that were used for the creation of the ED and through which data are transmitted {e.g., 
memory, multiplexer, controllers, etc.). The following characteristics are included in RAD SD or PD SD: 

. [[ 

na,c,e 

Figure 6-27 shows how RAD SD is used for data path diagnostic coverage. 

Document ID: 2016-RPC003-TR-001 Revision: 1· Page 196 of 388 



NON-PROPRIETARY 

[[ 

w,c,e 

Figure 6-27: RAD SD Usage for Providing MED SD 

[[ 
na,c,e. By this method, diagnostics on "stuck at" state 

of components and data paths are provided even with static input data. 

DP2 diagnostics component implements the following functions: 

. [[ 
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DPS diagnostics component implements the following functions: 

. [[ 

w,c,e 

DP6 diagnostic component implements the following functions: 

. [[ 

w,c,e 

Figure 6-28 shows how PD SD is used for data path diagnostic coverage. 

[[ 

w,c,e 

Figure 6-28: PD SD usage for providing MED SD 

[[ 
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w,c,e 

6.4.4.3 Application Logic Functional Block Library Self-Diagnostics 

[[ 

w,c,e 

Figure 6-29: Approach for Assuring AFBL Integrity 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 199 of 388 



NON-PROPRIETARY 

6.4.4.4 Data Transmission Protocols 

DTP SD is implemented by ED SD facilities, as interfaces themselves are not able to implement the 
necessary SD activities. DTP ·so is assured by using the following techniques: 

. [[ 

w,c,e 

By using these methods each interface is covered by diagnostics to provide safety integrity and 
functional safety. 

6.4.4.5 EEPROM Data Compatibility Check 

A unique ID (i.e., 64-bit hash code} is stored in the Tuning, Application Netlist, and Configuration 
EEPROMs. These unique IDs are read during STARTUP mode and compared to ensure match for the 
chassis, as a safety critical function. They continue to be compared during other modes but these 
comparisons are not treated as safety critical. 

6.5 Redundancy 

The RadlCS Platform modular architecture is convenient for building redundant systems. RadlCS 
Platform provides for three kinds of redundancy management: 

• Architecture-based active redundancy management: Safety l&C systems typically are comprised 
of several separate, independent divisions (typically three or four}. Output signals from each 
division are issued through output boards into the hardware voting logic or via communications 
links to inter-divisional voting divisions (e.g., ESFAS voters} depending on system architecture. 
The degree and architecture of redundancy is dictated by reliability requirements imposed on 
the application. The RadlCS Modules can be configured as single channels, voting logic 
configurations, such as 2-out-of-3, 2-out-of-4, or variations of these configurations. The general 
design principle of the redundant architecture is to comply with the single failure criterion 
provided in IEEE Std 379-2000 (Reference 6-6}. 

• Hardware-based active redundancy management: Redundancy is built into the hardware for 
inputs, outputs, and power supplies. 

o For inputs, the ADC Unit provides redundancy of input analog signal results after 
analog-to-digital conversion and Analog signal is also transmitted to the redundant 
Unit for scaling and filtration and analog-to-digital conversion. 

o For outputs, the safety concept is based on 1-out-of-2 taken twice redundancy for de­
energize to trip, plus testing of individual switches. To open the discrete output, all 
four switches are opened; however, at least one in each pair must open. Once a 
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safety condition is detected by the application or the platform, all four outputs are de­
energized. 

o For power supplies, the PSWD Unit receives redundant 24 VDC power supply and is 
used for its converting into the voltage levels (for example into +1.2 V, +3.3 V, etc.), 
necessary for all RadlCS Module operation. 

The criteria establish that no single failure will result in loss of any of the safety functions. RadlCS 
Platform-based systems can be configured to meet these requirements using the standard Rad I CS 
Modules, which will satisfy U.S. requirements for single failure tolerance defined in IEEE Std 603-1991 
Section 5.1, RG 1.53 (Reference 6-7), and IEEE Std 379-2000. 

6.6 Independence 

The RadlCS Platform and applications meet independence requirements by incorporating features to 
ensure, physical and functional separation between redundant devices performing safety functions. By 
implementing these design features, the RadlCS Platform systems maintain their required safety 
functions in the presence of a single fault in any of their components. 

The RadlCS Platform design incorporates the following features: galvanic isolation and shielding of 
input, output and power supply circuits in each channel using electrical or optical isolation devices; 
physical separation (using distance, barriers, or both) between redundant channels, independent 
redundant power supplies, physical and functional separation of devices performing safety and non­
safety functions. 

Physical and functional independence of communication channels is achieved by selecting appropriate 
system architectures and data communication protocols. The implementation of radial (point-to-point) 
architecture in our interchannel communication links provides us with the capability to maintain failure­
free data exchange between l&C components even when one of the channels has failed. Additional 
measures designed to achieve the desired physical and functional independence are the application of 
fiber-optic communication lines for data exchange between l&C components and the separation of 
safety and control functions from information and diagnostic functions. The interface to the MATS is 
one-way broadcast via a fiber optic link controlled by the RadlCS Platform. 

These independence features also satisfy U.S. requirements for independence defined in IEEE Std 603-
1991 Section 5.6, RG 1. 75 (Reference 6-8), and IEEE Std 384-1992 (Reference 6-9). 

Physical and functional independence offunctional elements on the Module FPGA is established for 
each channel and each monitoring element during the development of the ED AD for each Rad I CS 
Module. The functional elements include bond wires and pin-out and their own separated inputs and 
outputs that are not routed through another channel or functional element. The Project ED Design 
Procedure specifies that for each FPGA design element that requires physical and functional 
independence, create a logical design partition for that design element and assign the design partition to 
a Logiclock location constraint. These constraints are implemented using the Quartus II development 
tool. 
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The RadlCS Platform independence features satisfy the independence requirements of IEEE Std 603-
1991 Section 5.6 for the RadlCS Platform equipment. The Rad I CS Platform isolation features also satisfy 
IEEE Std 384-1992, as endorsed by RG 1.75, Revision 3. The RadlCS Platform communication 
independence features satisfy the system independence requirements of IEEE Std 7-4.3.2-2003 
Section 5.6. 

6. 7 Safety Override Operation 

The SOR is a supplementary safety function of the RadlCS Platform that permits a temporary override to 
safe-state values of the safety-critical outputs of the system when the SOR is set and allows a return to 
normal operation when the SOR is reset. The SOR may be used under administrative control to 
manually set Rad I CS Modules to a safe state while a maintainer is working in the rack. It can also be 
activated by the Application Logic, as specified by the end user's functional requirements. 

The SOR can be set (i.e., outputs are set to the safe state) under any of several conditions, and can be 
reset only by operator (or hardwired) action when all setting conditions are clear. 

The SOR is quite different from the FAULTED mode. In FAULTED mode, the RadlCS Platform is 
irrevocably driven to the safe state, and this can be recovered only by powering down and powering-up 
the RadlCS Chassis or LM. In contrast, the SOR can be reset by the operator if the setting conditions 
have been cleared. Every Module that contains output channels (e.g., LM, AOM, and DOM) includes the 
SOR capability. 

The Set-SOR function always takes precedence over the reset SOR function. 

The SOR is set globally (i.e., it affects all output Modules) under any of the following conditions: 

• By RadlCS Platform Logic during STARTUP mode 
• By Application Logic, as specified by the end user's functional requirements 

• By external hardware setting 2-out-of-3 of the Set-SOR input contacts to the LM and every 
DOM/AOM 

• By external hardware setting 2-out-of-3 of the Set-SOR input contacts to the LM only. The LM 
communicates this to all output Modules. 

The SOR is set locally (i.e., to affect only the specific output Module) under any of the following 
conditions: 

• By Application Logic, as specified by the end user's functional requirements 

• By external hardware setting 2-out-of-3 of the Set-SOR input contacts to 1 or more DOM/ AOM 

The SOR is reset globally under either of the following cond.itions: 

• By closing the Reset-SOR input contacts to LM and all 1/0 output Modules one-time (momentary 
contact) and closing Set-SOR input contacts to LM and alll/0 output Modules on continuing 
basis (continuous contact) or Set-SOR contacts stay closed (if setting SOR was performed by 
RadlCS Platform ED). 

• By closing the Reset-SOR input contact to the LM and closing Set-SOR input contacts if none of 
the SOR-setting conditions is currently set. 
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The SOR is reset locally under all the following conditions: 

• By closing the Reset-SOR input contacts and closing Set-SOR input contacts to the specific 
DOM/ AOM or DO Ms/ AO Ms if none of the global SOR-setting conditions is currently set, none of 
the local SOR-setting conditions is currently set, and the LM SOR is not set. 

Figure 6-30 shows the functional diagram of the SOR Unit. 

[[ 

]]a,c,e 

Figure 6-30: Functional Diagram of SOR Unit 

The set safety override inputs are normally "high" because the Set-SOR keyswitch is closed. When the 
operator opens the Set-SOR keyswitch, the safety override inputs drop and the flip-flop resets to open 
the power switch and de-energize the output Units connected to it. Similarly, a Set-SOR from the FPGA 
will also open the power switch and de-energize the output Units connected to it. 

The 2-out-of-3 Set-SOR switch logic is used to provide immunity from spurious operation. 

The FPGA Unit detects disagreements when SOR keys are set but SOR state signal shows not set and 
generates a Type I fault. 

The use of the SOR feature can be remotely monitored from the control room and therefore there is an 
independent check that authorized access to the system is following safe practices. 
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The RadlCS Platform SOR facilitates testing and timely replacement and repair of malfunctioning 
equipment, which satisfies the test, calibration, and repair requirements of IEEE Std 603-1991 Sections 
5.7 and 5.10. 

6.8 PSWD Operation 

The PSWD Unit receives redundant 24 VDC power supplies and converts them into the voltage levels 

necessary for Module operation. PSWD Unit can detect a failure of either 24 VDC source and use the 

operating one. PSWD Unit applies overvoltage protection for the voltages converted from the 24 VDC 

supplies. PSWD Unit provides diagnostics for power supply failures to the FPGA. 

[[ 

a,c,e 

Figure 6-31 provides the functional diagram of the PSWD. 
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[[ 

Figure 6-31: Functional Diagram of PSWD Unit 

[[ PSWD Unit provides a diagnostic signal (i.e., temperature value) to the FPGA Unit for alarm signal 
transmission to MATS when the temperature goes out of operating range only, as specified by the end 
user's functional requirements. 

The PSWD Unit performs the FPGA diagnostic based on the data exchange of Voltage supervisor and 
Watchdog CPLD and FPGA via Watchdog Interface. This feature checks the heartbeat of the FPGA using 
sequence monitoring as a diagnostic test. The PSWD Unit also checks the configuration error line from 
the FPGA, which indicates that the FPGA hardware detected a CRAM error. FPGA power supply voltages 
are cut-off when these Type I faults are detected. In the FAULTED mode, the PSWD Unit shuts off power 
to all Module Units except the PSWD Unit and Indication Board Unit, which puts the RadlCS Platform 
outputs in the safe state. w,c,e 

The Voltage Supervisor and Watchdog CPLD performs the following critical functions: 

. [[ 
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w,c,e 

PSWD design feature ensures that the critical PSWD Unit functions can be performed independently of 

FPGA failures. Every RadlCS Module has a PSWD Unit. 

The RadlCS Platform PSWD Unit supports the predictability and repeatability of the design, which 

satisfies the system integrity requirements of IEEE Std 603-1991 Section 5.5 and IEEE Std 7-4.3.2-2003 

Section 5.5.1. 

6.9 Access Control Features 

The Rad I CS Platform has the following features to fulfill the access control requirements: 

• RadlCS Platform Chassis and cabinets with access control keys and alarm features 

• Using unique identifiers for Rad I CS Modules to prevent substitution by malicious intention or by 

mistake 

The keyswitches associated with a Rad I CS Chassis are shown in Figure 6-32. These contribute to 

preventing and detecting failures and maintenance e·rrors. 

The TUNING keyswitch is typically mounted on the RadlCS Chassis and is connected directly to a 

dedicated contact input on the LM. The ARMED Keyswitch operates a dry contact supplied by end user 

is used by the Rad I CS Platform. It may be driven by any secure means (e.g., keyswitch). The dry contact 

is used to indicate that the end user downstream safety logic is secured in safe state. The ARMED key 

contact is connected to a designated input on LM. The keyswitches can be mounted anywhere that is 

convenient to the end user and consistent with their functions. 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 206 of 388 



NON-PROPRIETARY 

?{tadl 
Test signal process signal 

· Test 
Block 

Power 
Switch 

Tuning I 
KSW -> 

I 

f 

I (+> 

Boundary of RadlCS Scope 

Safety-critical output 

-·-·-·-·-·~·-·-·-· Boundary of Radics Scope ·-·-·-·-·- ·-· ... 

(Armed) ___ -:-__ 

KSW I 

I 
I 
I 
~-

Arming contact 

Safety Load 
(e.g. 2oo3 voter) 

Contact closes to confirm 
safety load In safe state, so 
tuning is permitted 

Test load 
(e.g. LED) 

Figure 6-32: RadlCS Keyswitch Access Control Features 

The TUNING keyswitch is typically controlled by the control room staff. This keyswitch must be present 
and turned to the "tune" position for the RadlCS Module to provide power internally to the designated 
tuning port used to connect the MATS Tuning PC. The RadlCS Platform logic reads this port only when 
the keyswitch is in the "tune" position. The tuning activity is signaled to the MATS in the control room. 

The ARMED keyswitch is used to permit complete testing of single or multiple safety functions within 
the Rad I CS Platform system. The keyswitch is used to force all safety field outputs of the RadlCS 
Platform to the safe state regardless of the state of the Rad I CS Platform outputs. A contact from this 
logic is provided to the RadlCS Platform to indicate the safety load is in the safe state. The end user uses 
the ARMED keyswitch to place the Rad I CS Platform field outputs in the safe state whenever tuning the 
RadlCS Platform Application ED and to test the effects of the tuning changes before putting the RadlCS 
Platform channel back online. The ARMED keyswitch circuit allows for complete testing by varying the 
input parameters through their complete range from non-trip conditions into trip conditions while the 
plant equipment is in the safe state. 

To enable the vendor to configure the RadlCS Platform (i.e., to define the Application Logic to be 
implemented in the Module ED), there is an additional JTAG connector interface at the LM PCB. This 
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interface is inaccessible when the Module is installed in a Chassis and it only allows configuration of the 
Application ED in an off-line mode. Removal of the Module from the Chassis will cause the RadlCS 
Platform to drive all safety outputs to the safe state. Since the JTAG connector is the only means to 
change the Application ED configuration of the Module, the system is protected from such errors 
whether accidental or intentional. 

The software used in configuring process of the RadlCS Platform contains password protection features, 
as well as functions to check the successful completion of the configuration process. 

The Rad I CS Platform control of access features satisfy the control of access requirements of IEEE Std 
603-1991 Section 5.9. 

6.10 Timing Diagrams and Working Cycles 

The RadlCS Platform performs initialization when the Chassis transitions from POWERED-OFF mode to 
STARTUP mode. Initialization time should take not more than [[ na,c,e. After initialization, 
Work Cycles are performed cyclically. During a Work Cycle, all functions of the RadlCS Platform are 
performed. A Work Cycle duration is [[ ]]a,c,e. 

A RadlCS Platform Work Cycle consists of the following Phases: 

Input Data Receive (IDR) Receive input data from the 1/0 Modules for the 
current Work Cycle and perform application test 
logic code. 

Application Logic Processing and Application Logic processing and generation of 1/0 
Configuration (AppLPrc and CFG) Module data packets 

Output Data Transmission (DDT) Transmission of Application Logic processing 
results to the output Modules. 

Switch Time (ST) Switching time for the output Modules. 

The timing allocations provided for each Phase are: 

• [[ ]]a,c,e is allocated to receive and transmit the data from the input Modules (i.e., 
AIM and DIM) to the LM. This time is allocated to implement a full cycle of input data 
processing (i.e., hardware operation, data processing, and transmission to LM). Application test 
logic code is performed during this time. 

• [[ na,c,e are allocated for Application Logic processing in the LM. This time is 
allocated to execute Application ED (i.e., process input data and form output data). 

• [[ ]]a,c,e is allocated to transmit the results of Application Logic processing from LM 
to the output Modules (i.e., ADM, DOM, and OCM). This time is allocated to read the results of 
Application Logic processing from the LM output memory and transmit the data to the output 
Modules. 

• [[ na,c,e is allocated for output Module switching. This time is allocated for 
switching of the output elements of the output Modules (e.g., field-effect transistors, relay, 
etc.). 
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The AFBL SD testing described in Section 6.4.4.3 is performed in all Phases except the Application Logic 
Processing and Configuration Phase. 

The Work Cycle time parameters are different for each 1/0 Module because of differences in Module 
hardware and functionality, as shown in Table 6-7. 

Table 6-7: Timing Requirements for RadlCS 1/0 Modules 

AIM [[ 

na,c,e 

DIM [[ 

w,c,e 

AOM [[ 

na,c,e 

DOM [[ 

na,c,e 

OCM [[ 

na,c,e 

The operation timing diagram of a single RadlCS Platform Chassis is shown in Figure 6-33. 
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[[ 

Figure 6-33: Operation Timing Diagram of a Single RadlCS Chassis 

The operation timing diagram for communication between two RadlCS Platform Chassis is shown in 

Figure 6-34. 

[[ 

Figure 6-34: Operation Timing Diagram for Two RadlCS Chassis 

w,c,e 

]p,c,e 

Figure 6-34 demonstrates that one OCM-OCM communication between Chassis adds to response time 

up to 5 milliseconds. If a signal passes through more than two Chassis, then the timing can be calculated 

individually by keeping in mind that an OCM receives data from the LM in the ODT Phase and transmits 

data to the LM during the IDR phase. 

The RadlCS Chassis operate asynchronously with each other. Because of small variations in the platform 

clocks, it is possible that data from the sending Chassis may not be updated for the next Work Cycle of 

the receiving Chassis. This case can occur if the receiving Chassis is running slightly faster than the 
sending Chassis. In this case, the receiving Chassis may still have the old input data, which is outdated. 

It will take a second Work Cycle until updated (valid} data are processed. Consequently, the [[ 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 210 of 388 



NON-PROPRIETARY 

w,c,e 

The RadlCS Platform Work Cycle features support the predictability and repeatability of the design and 
satisfy the system integrity requirements of IEEE Std 603-1991 Section 5.5 and iEEE Std 7-4.3.2-2003 
Section 5.5.1. The Work Cycle features also address the BTP 7-21 review guidance regarding allocation 
of system timing requirements to the digital computer portion of the system. 

6.11 Periodic Testing 
The RadlCS Platform has extensive self-diagnostic testing features. These tests can be supplemented 
with application specific engineered test features and engineered end-point equipment actuation tests 
that are performed as a series of overlapping tests to satisfy the requirements of IEEE 603-1991 Section 
5.7. The self-diagnostic testing is performed continuously during operation of the RadlCS Platform. 
Most other surveillance tests can be engineered to be semi-automated (i.e., features design to assist 
maintenance or operators in the task) for completion during power operation. [[ 

w,c,e 

The testing features for the RadlCS Platform are described in the context of the typical surveillance tests 
required by plant Technical Specifications (Reference 6-10): 

• Channel Check 

• Channel Calibration 

• Channel Operational Test 

• Actuation Logic Test 

• Response Time Test 

The Rad I CS Platform performs a large portion of these tests automatically during operation without the 
need for human interaction either through inherent platform self-diagnostics or engineered solutions. 
For testing that must be performed manually or during refueling outages, the RadlCS Platform offers 
solutions that can automate aspects of the testing process to reduce human error and reduce the time 
required to perform the tests. Figure 6-35 shows the series of overlapping surveillance tests that are 
used to verify the performance and operability of a Rad I CS Platform.· 
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[[ 

• na,c,e 

Figure 6-35: RadlCS System Periodic Surveillance Test Coverage 

6.11.1 Channel Check 

A Channel Check, required by plant Technical Specifications, is a qualitative assessment of channel 

behavior during plant operation. The determination includes the comparison of indication and status of 

independent instrument channels measuring the same parameter. On existing systems, the parameter 

comparisons are typically performed manually channel by channel once per shift by plant operators. 

The RadlCS Platform can provide engineered solutions to perform the Channel Checks automatically on 

a continuous basis and provide notification to the operators when ranges or deviations between 

channels exceed the established acceptance criteria. 

[[ 
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Automation of the Channel Checks using the Rad I CS Platform features can be used to replace the 
manual Channel Checks performed once per shift by plant operators. Automation of the Channel 
Checks can improve detection of sensor problems and better focus operator response to instrument 
channel failures or sensor calibration drift that may impact system and plant performance. 

6.11.2 Channel Calibration 

A Channel Calibration required by plant Technical Specifications is the adjustment, as necessary, of a 
channel output such that it responds within the necessary range and accuracy to known values of the 
parameter that the channel monitors. [[ 

J]a,c,e As required, channels being calibrated may be placed in bypass during testing to prevent 
influence of the safety function or actuation of system outputs. 

6.11.3 Channel Operational Test 

The Channel Operational (or Functional) Test required by plant Technical Specifications is a test of all 
required logic components to verify channel operability, including required alarm, interlock, display, and 
trip functions, and channel failure trips. This test includes verifications, as necessary, such that the 
setpoints are within the necessary range and accuracy. The Channel Operational Test may be 
performed by means of any series of sequential, overlapping, or total channel steps so that the entire 
channel is tested. 

For a RadlCS Platform based system, the Channel Operational Test is accomplished by a series of 
overlapping tests that ensure the operability of the entire system. [[ 

The Module self-diagnostic and communication interface testing is performed continuously during 
operation of the RadlCS Platform. Automation of the Channel Operational Tests using the Rad I CS 
Platform features can be used to replace the manual Channel Operational Tests performed by plant 
maintenance technicians. These features simplify the required maintenance support necessary and 
increase the amount of diagnostic testing performed during operation while minimizing the potential for 
plant transients caused by maintenance or testing errors during plant operation. [[ 
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6.11.3.1 Input Operability Test 

The Input Operability Tests verify the operability of discrete/binary input channels of each input channel 

to an installed RadlCS Platform-based system (complementary to Channel Calibration). This test is an 

engineered solution that considers the required surveillance period and whether testing during power 

operation is required or if testing can instead be completed during refueling outages. The general 

concept is as follows: 

• Input channels are tested by injection oftest signals in the input circuits. This testing may be 

performed via existing plant signal injection methods or by a test cart designed to automate the 

task. 

• Correct operation of the input circuits may be verified automatically using a test cart interface 

or by signals monitored by the MATS. 

• As required, input signals/channels may be placed in bypass during testing to prevent influence 

of the safety function or actuation of system outputs. 

6.11.3.2 Continuous Self-Diagnostic Tests 

The Rad I CS Platform self-diagnostic and test features continuously perform the surveillance activities 

that are required during power operation to verify setpoints and the protection system trip actuation 

capability. The RadlCS Platform self-testing features are an integral part of each Module design, as 

described in Section 6.4. [[ 
w,c,e 

The correctness of self-diagnostic and test features has been verified during the V&V activities described 

in Section 7.4. 

6.11.3.3 Communication Monitoring and Diagnostics 

Communication Monitoring and Diagnostics are a subset of the overall module self-diagnostic and test 

features. Much like the continuous self-testing of the ED trip functions, communications within 

channels and between channels are continuously monitored during operation to detect incorrect 

behavior and unsafe conditions, as described in Section 6.4. [[ 
w,c,e 

The correctness of Communication Monitoring and Diagnostics features has been verified during the 

V&V activities described in Section 7.4. 
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6.11.4 Actuation Logic Test 

00 ·· .... d .. ·.1:, ..... r~a .... ···.· 
v~ 

Actuation Logic Test required by plant Technical Specifications is the application of various simulated or 
actual input combinations in conjunction with each possible interlock logic state required for operability 
of a logic circuit and the verification of the required logic output. The Actuation Logic Test, includes a 
check of output devices. 

The automated tests can be engineered to be overlapping to the extent required by plant surveillance 
requirements, required surveillance times, and impact on plant status while the plant is operational. The 
Actuation Logic Test can be completed in two overlapping segments: 

• Output Circuit Test - The application of various simulated or actual input combinations to 
determine the operability of an output logic circuit pathway (the output module, interposing 
relays, and check-back circuits as applicable) without actuating the end component. 

• End Component Test - Verification of the operability by actuation of the end devices. 

6.11.4.1 Output Circuit Testing 

Tests of the RadlCS Platform-based system output logic pathways may be determined to be necessary 
during plant operations to support surveillance timeframes. In some cases, the end devices must not be 
actuated during power operation of the plant. Either through simulated inputs or designed output test 
logic, the RadlCS Platform-based safety system can support or even automate a test of these output 
circuit pathways, while ensuring the end component is not actuated. Typically, this involves test up to 
the interposing relay between the RadlCS Platform equipment and the end component actuation 
circuits. These output circuits can include checkback logic to help to automate the Output Circuit 
Testing. 

The very fast cycling capability of the of DOs in the DOM Module support partial valve stroke testing. 
Valves are tested to move off their full open or full closed parked position and this action is timed. The 
operation is terminated fast enough to not disturb the process. 

6.11.4.2 End Component Testing 

To complete the testing of any system, it is necessary to actuate and verify the operability of the end 
components. This test may be completed on line if plant conditions allow for the test to be completed 
without causing an unsafe condition in the plant. These tests are performed in accordance with plant 
Technical Specifications. 

6.11.5 Response Time Tests 

The Response Time Test verifies the time interval from when a monitored parameter exceeds its trip 
setpoint until the required safety action is completed. Technical Specifications allow for verification of 
response times in lieu of measurement for selected components provided that the components and 
methodology for verification have been previously reviewed and approved by the NRC. 
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The RadlCS Platform has a deterministic behavior. The Work Cycle for each Module is fixed and the 
maximum response time for system architecture is established using the maximum response time of 

each LM and communication links. This deterministic behavior guarantees that safety outputs will 
always be delivered within the computed maximum response time limit. See Section 6.10 for further 

details on Work Cycles and response times .. The execution of each Module Work Cycle is continuously 
monitored by the PSWD Unit located on each Module, as described in Sections 6.2.5.2.2, 6.2.5.2.7, and 

6.8. 

6.12 Download Station 

The DLS is physically a RadlCS Platform Chassis that is identical to the in-service RadlCS Platform Chassis 

that is installed as part of the safety-related l&C system. The DLS is used for: 

[[ 

• CPLD and FPGA (Platform ED) configuration 

• Downloading FPGA Application Logic ED, Hardware Configuration, Service Data, and Tunable 

values to the LM 

• Calibrating an AIM and AOM 

The DLS would then be used to configure the Configuration, Tuning, and Application Netlist EEPROMs. 

This configuration is performed using a proprietary Radiy configuration device and may be performed by 

either Radiy or the end user. 

The DLS also contains an LM to interface with other Modules inserted into the DLS. This arrangement 

supports the calibration functions of the AIM and AOM modules, as needed, for the in-service system. 

The calibration of the AIM and AOM modules may also be performed by the in-service system rather 

than using the DLS. See Appendix A for more information on the calibration checking functions of the 

RadlCS Platform. 

The RadlCS Platform DLS satisfies the test and calibration requirements of IEEE Std 603-1991 Section 5.7. 

6.13 Chapter 6 References 
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· 7 RadlCS Platform Development Process 

7.1 Overview of Safety Standards Used for Rad/CS Platform 
Development Process 

RPC Radiy used development standards from three main international organizations for the 
development ofthe equipment dedicated as the RadlCS Platform: IAEA, IEC, and IEEE. 

The IAEA Safety Standards reflect international consensus on what constitutes a robust level of safety 
and form the basis for the IAEA safety review services and assistance. They are intended for use by all 
organizations involved in the nuclear industry, including operating organizations, regulatory bodies, 
designers, and suppliers. Safety Guide IAEA NS-G-1.3, Instrumentation and Control systems important to 
safety in nuclear power plants, provides guidance on the design of l&C systems important to safety in 
NPPs, including all l&C components, from sensors to actuators and final elements, operator interfaces, 
and auxiliary equipment (Reference 7-1). This guide supplements Safety Standards Series No. NS-R-1, 
Safety of Nuclear Power Plants: Design, which establishes the design requirements for ensuring the 
safety of NPPs (Reference 7-2). 

Safety Guide IAEA NS-G-1.1, Software for Computer Based Systems Important to Safety in Nuclear Power 
Plants, provides guidance on the collection of evidence and preparation of documentation to be used in 
the safety demonstration for the software for computer-based systems important to safety in NPPs, for 
all phases of the system life cycle (Reference 7-3). 

The IEC uses IAEA safety guides (mainly NS-R-1, NS-G-1.3, and NS-G-1.1) as guidelines for development 
of l&C systems important to safety. IEC standards provide guidance for the implementation in the 
design of basic safety principles. 

IEC 61508, Functional safety of electrical/electronic/programmable electronic safety-related systems, 
(Reference 7-4) outlines industry best practices to be followed during the entire lifecycle of 
programmable electronic systems to reduce the risk of systematic failures to an acceptable level. IEC 
61508:2010 addresses all aspects of the lifecycle of electrical/electronic/programmable devices in 
safety-related applications, regardless of the technology (FPGA or other). 

IEC 61513:2001, Nuclear power plants- Instrumentation and control systems important to safety­
General requirements for systems, (Reference 7-5) establishes the relationship between NPP safety 
objectives, requirements for the overall architecture of l&C systems, and requirements of the individual 
systems important to safety. This standard uses the main principles of IEC 61508:2010 to introduce 
requirements applicable to computer-based l&C systems and equipment that are used to perform 
functions important to NPP safety. 

I EC 60880, Nuclear power plants - Instrumentation and control systems important to safety- Software 
aspects for computer-based systems performing category A functions, (Reference 7-6) addresses 
computer-based l&C software. IEC 60880:2006 addresses the following topics: 

• Introduces the concept of software lifecycle and details the concept of system safety lifecycle of 
digital systems given in IEC 61513 to the software portion of the l&C system 
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• Recommends good practices related to activities, such as: development of safety applications 
software, software verification processes, software modification, qualification and configuration 
control procedures, and tools application requirements 

• Prescribes the adoption of l&C software development principles, such as: top-down design 
methods; the "V" model for software development; modularity; verification of each phase and 
clear and unambiguous documentation contents 

• Details the l&C validation stage in IEC 61513:2001 to the software portion of the system and 
introduces software-specific issues to the validation process 

IEC 60987:2007, Nuclear power plants- Instrumentation and control important to safety- Hardware 
design requirements for computer-based systems, (Reference 7-7) sets out the general requirements for 
the hardware development life-cycle of computer-based systems. IEC 60987:2007 addresses the 
following topics: 

• establishes requirements for the l&C systems hardware and aims at ensuring consistency 
between system and hardware requirements 

• establishes requirements for hardware development, including V&V 

Taken together, IEC 61508, IEC 61513, IEC 60880, and IEC 60987 include requirements for the whole 
lifecycle of digital l&C systems and products. These standards are not l&C technology specific and are 
suitable for identification of requirements as applicable to FPGA based l&C systems at a general level. 

Considering the growing trend of programmable devices in the nuclear industry, in 2006, IEC 
subcommittee 45A dealing with l&C for nuclear facilities, decided to create a new standard to establish 
requirements for the development processes to be applied to FPGA-based l&C systems performing 
Category A functions (equivalent to the U.S. safety-related functions). The first edition of IEC 62566, 
Nuclear power plants - Instruments and control important to safety- Development of HDL-programmed 
integrated circuits for systems performing category A functions, (Reference 7-8) was issued in 2011. I EC 
62566:2011 addresses the following topics: 

• Establishes requirements for each stage of the HPD lifecycle (requirements specification, design, 
implementation, verification, integration and validation) to develop highly reliable HPDs for use 
in l&C systems of NPPs performing safety category A functions 

• Describes activities and guidelines to be followed in addition to requirements in IEC 61513:2001, 
for the system integration and validation of HPDs 

• Adapts the basic safety principles from IEC 61508:2010 for the development of HDL­
Programmed Devices 

• Clarifies IEC 60880:2006 requirements considering FPGA specific features 

Before IEC 62566 was published, RPC Radiy was already using many of the requirements in the 
development of the equipment dedicated as the RadlCS Platform. RPC Radiy designers have analyzed 
and used many good practices that have been successfully applied in other safety critical domains (e.g., 
aerospace). These goods practices are described in RTCA/DO 254, Design Assurance Guidance for 
Airborne Electronic Hardware, (Reference 7-9) an aerospace standard that highlights the processes and 
other non-technical aspects specific to FPGA-based systems. 
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Adherence to the above standards and the adoption of the best practices in the industry enables RPC 
Radiy to develop modern, safe, and reliable digital l&C systems. 

The Radics LLC QAPD and procedures are in line with the requirements and recommendations found in 
international and domestic regulatory documents and the Radics LLC staff is fully trained to follow them 
throughout the product life cycles, as described in Chapter 3. · 

7.2 Standard Requirements in the Rad/CS Life Cycle 

All regulatory documents requirements and recommendations can be divided into two categories: 

• Process oriented requirements: These describe processes, organizations, documentation, and 
concepts to be followed to achieve the desired safety levels and provide recommendations on 
how to avoid common mistakes and meet all established requirements. 

• Mandatory safety and functional requirements: These are the main l&C safety and functional 
requirements that define the way the l&C system will operate and describe the NPP l&C 
mandatory features. 

Between 1995 and 2011, RPC Radiy modernized their existing digital safety l&C technology, as described 
in Chapter 2. The equipment dedicated as the RadlCS Platform is the third generation of nuclear l&C 
equipment developed by RPC Radiy. The RadlCS Platform development life cycle defined in this chapter 
was designed to comply with international engineering practice for software for nuclear safety 
applications. 

The following equipment, electronic designs, and software were developed for the RadlCS Platform: 

• Standardized Class lE hardware Modules based on FPGA technology. The LM performs input 
module data acquisition, executes Application ED, and drives the output modules and process 
diagnostic data from all 1/0 Modules installed in the chassis. The 1/0 Modules provide interfaces 
with other devices (e.g., detectors, sensors, actuators, signalization devices). The functionality 
of each Module is driven by the ED implemented in the on board FPGA(s). 

• Standardized Class lE EDs (i.e., programmable logic) for the .FPGAs that perform the 
standardized functionally of the RadlCS Modules 

• A Class lE FBL is used to standardize design activities, minimize the potential for human errors, 
and reduce the design time and cost of a RadlCS Platform system while maintaining high quality. 
The FBL consists of pre-developed functional blocks used in the implementation offunctions of a 
wide complexity range. Functional Blocks are written in VHDL. The FBL consists of two parts: 
o The RadlCS PFBL that includes functional blocks used for the ED of the RadlCS 

Modules (e.g., transceivers, diagnostic elements, etc.) 
o The RadlCS AFBL that includes functional blocks used in the Application ED (e.g., 

logical, mathematical functions, time functions, etc.) 
• A non-Class lE set of tools integrated in a software development environment called RPCT. This 

tool can be used to configure EDs for various applications using the AFBL. 

All ED associated with the RadlCS Platform was developed or procured according to the RPC Radiy QMS. 
The RadlCS Platform Class lE ED originally was developed under the life cycle process that was 
established based on the guidance of the IEC 61508:2010. As described in Chapter 4, the generic RadlCS 
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Platform is being commercially dedicated demonstrating how the RadlCS Platform ED life cycle 
processes comply with U.S. nuclear safety requirements. As described in Chapter 3, the dedications of 
the generic Rad I CS Platform are now maintained under a QA program that complies with 10 CFR Part 50 
Appendix B. 

The RPCT tools were developed by RPC Radiy. Radics LLC also uses commercial off-the-shelf tools, as 
discussed in Section 8.3. 

7.3 Rad/CS Platform Development Process 

The Rad I CS Platform development process consists of three stages : high-level system/platform design, 
Module ED development and implementation, and system integration and validation (including EQ for 
the RadlCS Platform development). 

The RadlCS Platform safety life cycle model is described in Section 7.3 .l. The RadlCS Platform high-level 
design stage is described in Section 7.3.2. The Module ED and implementation stage is described in 
Section 7.3.3 . The system integration and validation stage is described in Section 7.3.4. The RadlCS 
Platform project-specific system high-level design stage is described in Section 7 .3.5. 

The RadlCS Platform EQ process is described in Chapter 9. 

7.3.1 RadlCS Safety Life Cycle 

The RadlCS Platform safety life cycle is based on the development model used in the IEC standards. The 
IEC model covers the complete cradle-to-grave life of a safety product or a safety system, as shown in 
Figure 7-1. The shaded parts apply to the design of a product, such as the RadlCS Platform, that will be 
used in NPP safety-related systems. 

CONCEIVE/Identify Safety Need 

REAUSATION {-~~~ 

COMM ISSION 

OPERATE/MAINTAIN 

RETIRE 

Figure 7-1: IEC Safety Life Cycle Concept 
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The RadlCS Platform safety life cycle expands the design and verify phases to better define the pa iring of 
design activities with the V&V activities for all the levels of design . It should be recognized that the V­
model representation does not show well parallelism in the design process and looping required by V&V 
results . The overall RadlCS Platform development lifecycle is shown in Figure 7-2. The figure also 
provides an overall context for the RadlCS Platform development tasks . The product/system portion of 
the life cycle highlights the tasks that are largely independent of the use of FPGA technology. Similarly, 
the hardware portion of the life cycle recognizes that the RadlCS Platform is built from hardware that 
has many design aspects that are unrelated to the use of FPGA technology. The Electronic Design 
portion of the lifecycle captures the development activities that are directly related to the use of FPGA 
technology. Support activities are activities and support services that must be available for the 
complete life cycle and are not associated with any individual life cycle phase. 

The activities in the RadlCS Platform safety life cycle may not necessarily be continuous . For example, 
A4 starts early with planning of the all V&V activities, as documented in the Overall V&V Plan. After the 
Safety Requirements Specification (SRS) is written, the Validation Test Plan and Specification are 
prepared. The Test Specification may have to be modified after the Product Architecture Document 
(PAD) is issued. The Validation Test Report must wait until almost the end of the project. 
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Figure 7-2 : RadlCS Safety Life Cycle 

Document ID : 2016-RPC003-TR-001 Revision : 

Support 

B A2 

User 
All 

Documentation 

G A12 

Ftmctional 
Safety A13 

Assessment 

Configuration 
Management 

Requirements 
Management 

B 

1 Page 222 of 388 



NON-PROPRIETARY 

The RadlCS Platform development activities tagged with the A label in the figure are described in Table 
7-1. The RadlCS Platform V&V process is described in Section 7.4. The RadlCS Platform configuration 
management process is described in Section 7.5. The RadlCS Platform requirements management 
process is described in Section 7.6. The use of quality metrics for RadlCS proJects is described in Section 
7.7. The Radics LLC training activities are described in Section 7.8. 

The process controls for the RadlCS FBL development are described in Chapter 8. 

Table 7-1: Summary of RadlCS Life Cycle Development Activities 

Al 

A2 

A3 

Perceived Safety 
Needs 

Planning 

System Safety 
Requirements 
Specification 

A4 Validation Planning 
and Validation 

Document ID: 

This Activity identifies the safety needs of the target or market 
industries and clients and describes the RadlCS Platform product 
that will meet those needs and which RPC Radiy is willing to provide. 
The [[ 

w,c,e 

This Activity plans the work activities, the documentation required, 
configuration management, training, resourcing, and all the other 
support activities that must be present from [[ 

na,c,e 

This Activity starts the formal engineering work of designing the 
product. [[ 

na,c,e 

Validation is based on these requirements. 

This Activity is executed in two parts: planning and testing. The 
planning part generates the Validation Test Plan and the Test 
Specification from the SRS. The testing part produces the Test 
Specification and the Validation Test Report near the end of the 
project realization phase. 

[[ 
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AS System Safety 
Architecture Design 

A6 Hardware Design 

A7 Electronic Design 
Architecture 

Document ID: 

]]",c,e The Overall V&V 

Plan serves as the umbrella "Test Plan" for all other Test Plans and 
numerous Test Specifications. The Overall V&V Plan [[ 

w,c,e 

This Activity implements the requirements from A3. [[ 

w,c,e 

High-level integration (and testing) is based on the details of the 
architecture. [[ 

na,c,e 

Note: Software is used here in the sense ofVHDL. 

In this Activity, the architecture requirements for hardware, from 
AS, are applied to design and build the chassis and to design and 
populate PCBs [[ 

na,c,e 

In Activity AS, the FPGA ED Safety Requirements Specifications and 
FPGA ED Safety Design are developed. [[ 
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A8 Detailed Design and 
Coding 

A9 Electronic Design 
Functional Tests 

A10 Integration Testing 

All User Documentation 

Al2 Audits 

Document ID: 

w,c,e 

This information is included in the ED Detailed Description (DD) 
document. Activity A7 is performed following the FPGA Electronic 
Design Development Procedure. 

A8 involves VHDL Detailed Design and VHDL module design and 
coding. [[ 

]]a,c,e 

Activity A8 is performed following the FPGA Electronic Design 
Development Procedure. 

Note: For VHDL design and test purposes, a "component" is a 
module or low-level integration of related modules 

A9 is the lowest level of ED testing and includes [[ 

w,c,e 

Activity A9 is performed following the FPGA Electronic Design 
Development Procedure. 

During AlO, integration tests [[ 

w,c,e 

The prime output of All is the Product Safety Manual. 

[[ 

This "phase" is an on-going support activity that is intended to verify 
at suitable intervals in the process, as defined in the [[ ]]a,c,e 
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A13 Functional Safety 
Assessment 

This phase is conducted by [[ 

w,c,e 

7 .3.2 High-Level Platform Design 

A set of high-level design documents are produced during the Rad I CS Platform design process. 

The Product Concept Document (PCD) is prepared by a multi-disciplinary team. It defines what product 
looks like, how it is to be used, and how it is positioned in the market. 

The SRS is prepared by the safety and design teams. It applies integrity requirements from IEC 61508 
and high-level functional requirements. It is developed as a black-box requirements document. The SRS 
is reviewed by personnel with the appropriate qualifications using safety requirements checklist to 
ensure the consistency and completeness of the document review. The checklist is used as a verification 
step for completeness and is maintained as a project record. The SRS is reviewed by a multi-discipline 
team. The results ofthe team review are documented in meeting minutes and all action items are 
tracked to closure. 

The PAD defines the modularization of the design. It defines all interfaces and how possible failures are 
detected and mitigated. It documents how the SRS requirements are met. This RadlCS Platform PAD 
describes architecture of RadlCS Platform. As specified in RadlCS Platform FSMP, PAD implements high­
level requirements presented in RadlCS Platform PCD and RadlCS Platform SRS. While PCD and SRS are 
the black-box documents, PAD is white-box and defines the internal structure of the product, providing 
design solutions for the requirements, and allocating the parts of the solution to the hardware, 
software, and FPGA/VHDL subsystems of the product. 

The architectural design defines all functional blocks and their interfaces, as well as other information 
required for the detailed design development process. Reliability, traceability, and design verifiability 
requirements are defined at this stage. 

The RadlCS Platform PAD identifies the overall system architecture in sufficient detail to illuminate 
potential failure modes and their impact on the safety of the system, and to document the requirements 
for counter-measures such as high-effectiveness diagnostics, and preventative design measures. It also 
identifies known safety integrity measures that can help to mitigate the impact of any dangerous failure 
modes and their effectiveness. It provides a top-level view of the architecture on a qualitative basis. 

The PAD is verified by conducting a System FMEA and the FM EDA once the detailed designs of the 
RadlCS Modules have been developed. An FMEDA is one of the analyses that are performed to achieve 
functional safety certification of a device per IEC 61508. The FM EDA generates failure rates and the safe 
failure fraction. The FM EDA is maintained throughout the RadlCS Platform lifecycle to reflect changes 
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that come from downstream review or design changes. The FM EDA is used in the development of 
validation test cases, as described in Section 7.4.3. 

The output of the architectural design requirements definition process is the textual or graphical 
description of the design partitioning of the above requirements among the system components. Upon 
completion of this design activity, a design review is performed, which may result in creating a modified 
design partitioning or correction of the initial requirements. 

The PAD also provides electronic design safety functional and electronic design safety integrity 
requirements required to implement the safety concept. The identification of separate hardware and 
software requirements is required by IEC 61508. The separation of requirements allows for separation 
of the hardware and ED white box testing. 

The interrelation between these system documents is shown in Figure 7-3. 

Product Concept 
Document 

(PCD) 

Safety 
Requirements 

Specification (SRS) 

Product 
Architecture 

Document (PAD) 

· Figure 7-3: High-Level RadlCS Platform Requirements Documents 

7 .3.3 RadlCS Module Electronic Design and Implementation 

Radics LLC develops l&C systems based on the pre-qualified RadlCS Modules. The development cycle 
complies with requirements of IEC 62566:2011. IEC 62566 uses the term "HDL-Programmed Device 
(HPD)" for integrated circuit configured via HDLs. 

The ED for the FPGAs on the standard Rad I CS Modules are developed using the "V cycle" model 
described in the IEC standards, as shown in Figure 7-2. 
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The electronic design development and V&V processes are two important processes in the lifecycle of 
FPGA-based l&C systems. The development process can be further divided into the design phase and 
the implementation phase. The result of these two phases is FPGA electronic design integration. V&V 

supports the whole development process and is applied to the output of each development step with 
appropriate checks, comparisons, and analysis. ThE:! high-level documents are reviewed and approved 

before considering the subsystem or component levels. 

The initial and the most critical step of the overall development process is the design process, which 

includes a preliminary (or architectural) design and detailed design. The preliminary design defines all 

functional blocks (performing functions such as voting or simple mathematical operations), their 

interfaces and connections, and other information required in the next phase. At this step, such criteria 

as reliability, design traceability, and design verifiability are defined. The output of the preliminary 

design process is the textual or graphical description (diagrams) of design partitioning and other design 

requirements. Upon completion of this design activity, a design review is performed, which may result 

in creating a modified design partitioning or correction of the initial requirements. 

[[ 

w,c,e 

These rules may support and assure different safety aspects of the design. 

For the verification of detailed design outputs, [[ 
w,c,e 

The next major step is implementation, [[ 
]]a,c,e. The appropriate procedures of V&V relate to each activity of the 

implementation phase. 

[[ 
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Integration testing is intended to demonstrate that the electronic design implemented in the FPGA chip 
performs according to its specification and system architecture. This testing complements the 
integration testing accomplished by the ED Functional Testing (i.e., simulation). For the integration 
testing, the FPGA chip, which now has the integrated electronic design, is installed on the board for 
which it was developed. The inputs ofthe board are connected to a special test bench, which feeds 
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them with input signals in accordance with testing stimuli. The outputs of the board are connected to a 
data acquisition system that collects the response of the board on input stimuli. 

Output signals (response) are analyzed in accordance with pass/fail criteria. 

The development tasks and output documents for the Platform EDs for the Rad I CS Modules are 
summarized in Table 7-2. 
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Table 7-2: Generic RadlCS ED Task Descriptions 

... ,· - ' . . ' .. : . ~ - '~ . . . -, . 
i, . l::lfD Lifecycle~tage taskDescr.iption 

Life cycle and other general 
requirements for HPD 
projects 

[[ 

HPD Requirements 
Specification 

HPD Requirements 
Specification Review 

Document ID: 

To develop planning document including: 

FSMP 
- Configuration Management Plan 
- Overall V&V Plan 

Document Plan 

Personnel Management Plan 

Based on system requirements a set of requirements for 
HPD Electronic Design is defined, including: 

- functions to be provided by the HPD, modes (such as 
POWERED-OFF, STARTUP, RUN (SAFE) mode, etc.) 
and transitions between these modes 
I/Os, external interfaces requirements 
parameters that can be modified during operation 
performance requirements and restrictions 

- assumptions regarding the HPD environment 
- fault detection and diagnostics requirements 

Completeness and compliance of HPD requirements with 
system requirements are verified after HPD 
requirements specification phase. 

2016-RPC003-TR-001 Revision: 

--.·- -~-• .y- - - --- - --~· -- -- -. -- • ,·- ~-.~ •- - --- -··- I 

Task Results , s'tandards Requirements. i 
FSMP and a set of IEC 62566 (2) 
supporting plans IEC 61513 (5, 6.3) 

IEC 60880 (5) 

Safety Requirements 
Specification 
Product Architecture 
Document 

SRS Review Report 

PAD Review Report 

1 

IEC 60987 (4) 

])'·'·· 

IEC 62566 (6.1- 6.4) 
IEC 61513 (6.2.2, 6.2.3, 6.4.2, 
6.4.3) 
IEC 60880 {6) 
IEC 60987 (5) 

IEC 62566 {6.6) 

IEC 61513 (6.4.2.3, 6.4.3.3) 

IEC 60880 (software aspects) 
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HPD Lifecycle Stage 

HPD ED Design 

HPD ED Design Review 

HPD Implementation 

Document ID: 

vf.·adIC :·C~· ..... . 
·---- .. - -

Task Results Standards Requirements .' Tj!sk Description 

Based on HPD Requirements Specification Document, 

required system functions (specific system behavior) are 

defined using pre-developed blocks (application related 

functional blocks) that are provided as an FBL 

Integration of application related functional blocks is 
done in accordance with HPD Requirements 

Specification 

To examine ED DD implementation 

Logic synthesize the gate-level description (netlist) of the 

HPD, then place and route (floor plan) is performed and 

results in the physical description needed to produce the 

HPD, such as HPD programming file or bitstream file. 

Implementation of bitstream file in HPD, 

2016-RPC003-TR-001 Revision: 

FPGA/ CPLD 
Electronic Design 

Detailed Description 

ED DD Review Report 

ED DD build 
(bitstream * .pof) files 
with associated 

documentation 

HPD with 
implemented 
bitstream file 

1 

))'·'·' 

I EC 62566 (8.3, 8,6) 

IEC 61513 (6,2.4, 6.4.3) 

IEC 60880 (7) 

IEC 60987 (6,1-6.7, 6.9) 

IEC 62566 (8.7) 

IEC 61513 (6.4.4.4) 

I EC 60880 (8,2.2) 

IEC 62566 (8.4) 

IEC 61513 (6.2.4) 

IEC 60880 (7) 
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HPD Lifecyde·Stage 

HPD Verification 

HPD System Integration 

HPD Integration Testing 

Document ID: 

~adICS 
"" • •• '• ·--··•-•·-~----,·,•-·~ -·····-·-·----•-••·-·-·-- .. ,. .. -•~---••••· -··••--•·,~~--c-•- • •• "•";--~-;,·-. 

Task Description , Task Results Standard.s Requirements 

To implement systematic V&V process for each of the 
stage of HPD life cycle 

System integration involves all the activities necessary to 
ensure that the programmable and non-programmable 
components work together as a system. 

Integration testing is performed to check internal and 
external system interfaces, as well as system functions. 

2016-RPC003-TR-001 Revision: 

Overall v&v Plan 

VHDL Static Code 
Analysis/ Code 
Review Reports 

VHDL Functional Test 
Plans and 
Specifications 

VHDL Functional Test 
Reports 

ED Logic Level 
Simulation and 
Timing Test Reports 

ED Static Timing 
Analysis Test Reports 

Integration Test Plan 

Fault Insertion Test 
Plan, Specification 
and Report 

Integration Test Plan, 
Specification, and 
Report 

1 

IEC 62566 (9) 

IEC 61513 (6.3.2.2) 

IEC 60880 (8.1, 8.2.1, 8.2.3) 

IEC 60987 (7.1-7.7) 

IEC 62566 (10.1-10.3) 

IEC 61513 (6.2.5, 6.4.5) 

IEC 60880 (9.1, 9.2, 9.4) 

IEC 60987 (7.8) 

IEC 62566 (10.4 -10.6) 

IEC 61513 (6.4.5.3) 

IEC 60880 (9.3, 9.5) 
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HPD Lifecycl!! Stage 

System Validation 

Document ID: 

Task Description 

Validation is performed to check compliance of 

complete system with initial system requirements 

specification. This is mainly a black box type of test. 
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Task Results . Standards Requirements 

Validation Test Plan, 

Specification, and 
·Report 

1 

IEC 62566 (11) 

IEC 61513 (6.2.6, 6.4.6) 

IEC 60880 (10) 

IEC 60987 (7.9) 
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7.3.4 RadlCS System Integration and Validation 

System integration involves all the activities necessary to ensure that the programmable and non­
programmable components work together as a system. Integration testing is performed to check 
internal and external system interfaces, as well as system functions. Validation is performed to check 
compliance of the complete system with initial system requirements specification. Validation is mainly a 
black box type of test. 

7 .3.5 Project-Specific Application Process 

Project-specific applications are developed using the RadlCS Platform components and consists of 
configuring the RadlCS Modules, Chassis, and Cabinets to perform the required system functions. The 
hardware design is reduced to choosing the required amount and type of cabinets, chassis, and modules 
in accordance with the system requirements specification. 

A set of high-level design documents are produced to develop a project-specific l&C system using the 
standard RadlCS Modules. Before starting FPGA electronic design development, the following 
documents are prepared and reviewed: 

• Technical Requirement Specification describes the overall objectives of the system development 
as determined by the technical, functional, customer, and commercial goals and requirements. 

• Safety Requirements Specification identifies all safety related requirements imposed of the final 
system, including requirements from appropriate nuclear standards and basic safety standards, 
such as IEC 61508, and from the specific safety requirements of the given application. 

• System Architecture Description provides an overview of the intended system architecture and 
allocates specific requirements to the various subsystems, such as hardware, application logic, 
and diagnostic logic. 

These can also be combined into a single document based on end user documentation requirements. 

At this point, the same.process described in Sections 7.3.3 and 7.3.4 is used to complete the project­
specific system development. The RPCT can be used to configure EDs for various applications using the 
AFBL. The project-specific testing focuses on the functional requirements for the system design (i.e., 
system architecture connections and LM Application ED). The generic RadlCS Platform testing of the 
RadlCS Modules and associated Platform EDs is not repeated for a specific project. 

The development process for project-specific applications developed using the RadlCS Platform 
technology described in this topical report are intended to be implemented by Radics LLC or authorized 
partners using the same development process. 

The following constraints are applied to the development of Application ED: 

. [[ 
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e use in the Application Logic because these 
modules are polled at the beginning of the Work Cycle. J]a,c,e 

The RadlCS Platform Application Guide presented in Appendix A provides requirements for applying the 
Rad I CS Platform in NPP l&C systems classified as safety-related and is used in conjunction with other 
user documentation provided by Radics LLC for application of the RadlCS Platform. 

7.4 Rad/CS Platform Verification and Validation 
Given the criticality of nuclear safety system applications using RadlCS Platform technology, 
implementation of a rigorous approach to V&V in compliance with widely recognized standards is 
necessary to ensure that RadlCS Platform systems developed for NPPs are high quality products that 
meet customer and regulatory requirements. The following V&V methods are used: 

• Document review and comments 
• Distinct types of analysis, including Static Code Analysis, FM EDA etc.; 
• Modeling with the use of simulators 
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• Diverse types of testing, including functional testing, fault insertion testing, load and validation 
testing, with the use of automated facilities 

Proven V&V tools are used whenever possible over manual methods to eliminate human error. The 
above tools are purchased only from well-established vendors with a good track record of configuration 
management, V&V, problem notification and resolution, and sup.port and training materials. 

The RPC Radiy QMS prescribes that all commercial software-based tools used for V&V should be tested 
and evaluatedwith the issuance of relevant evaluation reports. In addition to commercial software­
based tools, RPC Radiy uses custom software-based and hardware-based tools for V&V activities that 
have been developed for use with the Rad I CS Platform. Examples of such tools are VHDL-based Test 
Benches for code verification. 

RPC Radiy V&V capabilities are provided by a department that is technically, administratively, and 
financially independent from the Design departments. Personnel performing V&V activities have strong 
theoretical background and practical experience on design and testing of software and FPGA ED. The 
RPC Radiy practices are in line with those followed by other organizations involved in the design of 
FPGA-based safety and non-safety l&C solutions for NPPs, as described in EPRI document 1022983 
(Reference 7-10). RPC Radiy methods are consistent with U.S. and international standards. Radics LLC 
V&V personnel also participate in the RadlCS Platform V&V activities. 

7.4.1 Roles and Responsibilities 

The Project Verification Manager coordinates the Verification Team that provides independent internal 
verification of the design team outputs. The Project Verification Manager is also responsible for 
preparation of the Overall V&V Plan and its subsidiary plans to ensure compliance of the safety planning 
measures, including all design and V&V activities, with the applicable national and international nuclear 
standards. 

The Verification Team is independent from design teams because of compliance with the following 
principles: 

. [[ 

na,c,e 
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An independent organization (exida LLC) reviewed the Overall V&V Plan, the Radics LLC V&V process, 
RadlCS Platform results, and corresponding documents. They also performed the FMEA and FM EDA for 
the RadlCS Platform. 

The V&V process is closely connected with project management, quality assurance, configuration 
management, and the change control processes. The overall project management process is supervised 
by the Project Manager. Safety management activities are supervised by Project and Functional Safety 
Coordinator. The Quality Assurance Team is responsible for quality of all Rad I CS Platform life cycle 
processes, including V&V. 

All changes of RadlCS Platform components arisen by defects discovered during V&V activities are 
performed under change control procedure in accordance with established procedures. The Change 
Control Board is responsible for approving changes to the RadlCS Platform and managing the 
implementation of the approved changes, including V&V results and feedback implementation. 

The responsibilities for V&V activities are defined in the Overall V&V Plan. The qualifications ofthe V&V 
Team and Qualification Testing Team members' competence are defined in the Project Personnel Plan, 
which includes competencies for knowledge of product domain, functional safety, analysis techniques, 
and safety concepts. Training records are kept up to date and maintained by the RPC Radiy Human 
Resource department. 

7 .4.2 Methods and Tools 

At each stage of the RadlCS Platform safety life cycle, the design outputs (e.g., a specification, 
description, or code) is verified. This verification may be done by review, inspection, analysis and/or 
testing (listed in increasing order of preference). These methods and the resulting output are described 
below: 

• Review and comment (R&C) is a recorded check of a document's content and correctness that 
does not follow an analytic process or use a tool, except that it includes the use of a checklists. 
The resulting output is a completed checklist that becomes a necessary part of each of the 
documents or a main part of a Code Review Report. 

• Document Inspection (DI) is a detailed formal process of verifying a document, according to a 
defined procedure. The resulting output is a Review Report (RR). 

• Analysis involves a discipline analysis or use of a special tool. Examples of these analyses are 
FM EDA and Static Code Analysis. The resulting output document is a report (e.g., FM EDA 
report). 

• Testing involves preparation of a test procedure and a test report, as defined by the 
corresponding plan and specification. The resulting output document is a test report. Distinct 
types of testing are performed for integrated RadlCS Platform and for parts of the RadlCS 
Platform, including ED/FBL Functional Testing (FT), ED Netlist File Logic Level Simulation and 
Timing Simulation, ED Floor Plan File Static Timing Analyses, Module Fault Insertion Testing (FIT) 
(as described in Section 7.4.2.1), Software Tool FIT (as described in Section 7.4.2.2), RadlCS 
Platform Integration Testing, RadlCS Platform Validation Testing, RadlCS Platform EQ Testing. 
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At the final stages of RadlCS Platform design, all outputs that resulted in Rad I CS Platform hardware (i.e., 
several types of RadlCS Modules with the associated ED and a completed chassis) are validated during 
Integration Testing and Validation Testing using corresponding testing procedures. The test results are 
thoroughly analyzed to ensure that all requirements have been met. 

V&V activities are performed at every life cycie phase and for every activity. As shown in Section 7.3.1, 
the RadlCS Platform safety life cycle is broken down into activities (Al through Al-1). For each activity, 
the inputs, design outputs, and V&V outputs, as well as, the method of V&V for each document are 
defined in the Overall V&V Plan. The V&V tasks are shown graphically in Section 7.3.1. The major V&V 
documents (i.e., analysis reports and test reports) are each identified as specific document types, and as 
individual documents in the Project Document Plan. 

Tools used for V&V are discussed in Section 8.3. 

7.4.2.l Module Fault Insertion Testing 

RadlCS Module FIT demonstrates that the RadlCS Modules detect, report, and perform appropriate 
actions in accordance with three fault types, as required by RadlCS Platform FSMP. This testing 
demonstrates that all Module Hardware Units are covered by the Module diagnostic subsystem. This 
testing is part of the validation activities performed as part of the RadlCS Platform Overall V&V Plan and 
Safety Validation Test Plan, as required for product certification to IEC 61508 requirements. The RadlCS 
Module FIT cases were developed using the FM EDA for each Module. See Section 9.2.1 for more 
information on the FM EDA. 

7.4.2.2 Software Tool Fault Insertion Testing 

The FIT was extended to address the use of T3 tools related to the development of Application Logic, to 
meet the requirements of IEC 61508. The Software Tool FIT demonstrates that the tool performs its 
required functions modes and the proper handling of any identified failure modes (intentional or 
through failure) and to validate the mitigation measures used to counter the identified vulnerabilities. 
The Software Tool FIT cases were developed using the FM EDA analysis for each tool. 

Two T3 tools were identified and included in the Software Tool FIT. 

• RPCT 
• Application Tuning Station 

See Section 8.3 for more information on tool classification. 

RPCT is the integrated development environment used to design the Application Logic for Rad I CS 
Platform-based system. RPCT is used to specify the hardware configuration in RadlCS Chassis, assign 1/0 
signals, define tunable parameters, and develop Application Logic using the AFBL. See Section 8.4 for 
more information on RPCT. 

The following critical components of the RPCT were included in the Software FIT: 

• UAL Configuration Input Modules 
• Build Module 
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• Uploader Module 

The RPCT FIT ensures that the LM detects errors in configuration data uploaded into the RadlCS Modules 

using diagnostics subsystem and appropriate actions are performed in accordance with error types. The 

RPCT FIT validated that the RPCT Output Verification Tool detects and reports errors in configuration 

data during Application Logic build verification before uploading configuration data into the LM. The 
RPCT Output Verification Tool tests were completed by a static analysis of the tool to ensure that it 

detected injected faults. 

The Application Tuning Station is used to modify the values of the tunable parameters. FIT was 

conducted on the Application Tuning Station software to ensure that in the event of a failure that the 

LM properly handles the tuning modification functions properly and that the mitigation actions are 

appropriate to detect unintended tuning values. 

7 .4.3 Implementation Activities 

The RadlCS Platform has several identifiable components, each requiring its own testing, integration 

testing, followed by overall RadlCS Platform integration and validation testing. In addition to integrated 

overall V&V activities, V&V is performed for three types of Rad I CS Platform components: 

• Hardware modules 
• Module FPGA Electronic Designs (including PFBL and AFBL) 

• RPCT (as a part of custom tools) 

The V&V tasks discussed below correlate to the V&V tasks shown in Figure 7-4. 

Integrated RadlCS Platform V&V activities include: 
[[ 
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Hardware Module verification includes: 
[[ 

EDs (including FBL} verification includes: 
[[ 

RPCT and Application Logic/AFBL includes: 
[[ 
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The RadlCS Platform development lifecycle activities (including V&V) is shown in Figure 7-4. 
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[[ 

JJ',c,e 

Figure 7-4: Rad I CS Platform Development Activities (including V&V) 
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7.4.4 V&V Administrative Requirements 

V&V processes are performed under control of Project FSMP and Overall V&V Plan requirements. 

7.4.4.1 Anomaly Resolution and Reporting 

All anomalies found are identified, reported, and analyzed by the responsible V&V Team in appropriate 

V&V reports. 

A decision on resolution of anomalies is ultimately a responsibility of the Change Control Board in the 

cases when impact analysis, which is performed by the responsible V&V Team member, identifies that 

anomaly resolution could have an impact on the previous stage/stages of the design life cycle. Anomaly 

resolutions and decisions for changes for a product are completed by the responsible Development 

Team. 

The responsible V&V Team members repeat the applicable part of V&V activity(s) to prove the anomaly 

resolution was effective. The appropriate records about anomaly findings, analysis, and resolution are 

included in the appropriate V&V reports. 

7.4.4.2 Task Iteration Policy 

The Validation Test Report for activity V17, Qualification Test Report for activity V18, as well as FM EDA 

Reports for activity VS, is approved by the Project Manager. All other V&V documents are approved by 

Project and Functional Safety Coordinator. The Project Manager and Project and Functional Safety 

Coordinator are decision makers for formal completion of appropriate V&V activities and for transition 

to the next product development stage. Such transition is allowed only after resolution of all identified 

anomalies. 

7.4.4.3 Deviation policy 

Any deviation from the Overall V&V Plan is documented as the next revision of the Overall V&V Plan. 

The information required for deviations includes task identification, rationale, and impact analysis. 

Project Manager is responsible for approving deviations from the Overall V&V Plan. 

7 .4.5 V&V Documentation Requirements 

The Project Document Plan specifies the requirements for documents to be produced under the Project 

FSMP and the Overall V&V Plan. The standardized document requirements are intended to facilitate 

traceability, modification, and translation of documentation. 

7.4.5.1 V& V Reporting 

The following types of reports are produced as the result of V&V activities: 

• Review Reports for activities V1-V4, VS (Hardware design review), V6, V7, and V10 

• FM EDA Reports for activity VS 
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• Test Reports for activities V9, V12-Vl8, and V21 
• Static Code Analysis/ Code Review Reports for activities V8, Vll, and V22 

Detailed requirements for the reports for each of the V&V activities are specified in the Overall V&V 
Plan. All V&V activities findings are documented .in the corresponding reports. 

All V&V outputs are Configuration Items and all Configuration Management and Change Control 
activities are applied for V&V outputs in accordance with the Project Configuration Management Plan, 
as described in Section 7.5. 

7.4.5.2 V&VTest Documentation 

V&V activities V9, V12-V18, and V21 are based on testing methods including: 
[[ 

The Overall V&V Plan specifies the content of the specific Test Plan for which Test Specification/Test 
Procedure and Test Report are required. [[ 

w,c,e 

]]a,c,e The specific plans that the Overall V&V Plan covers 
are: 

• FIT Plan and Specifications: 
0 [[ 

na,c,e 

• Integration Test Plan: 

o The primary aim of the Integration Test Plan is to identify and plan integration tests or other 
verification methods (if testing is inappropriate} for the requirements from PAD to prove that 
Rad I CS Platform meets these requirements: 

[[ 
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• Validation Test Plan: 

o The primary aim of the Validation Test Plan is to identify and plan validation tests or other 

verification methods (if testing is inappropriate) for the requirements from SRS and Overall 

V&V Plan to prove that Rad I CS Platform meets these requirements: 
[[ 

w,c,e 

• Qualification Test Plans (Qualification Testing Team responsibility): 
o Testing of the entire product: 

[[ 

w,c,e 

• Functional Test Plan and Specification (that combines both component (i.e., unit) testing and 

integrated ED testing): 
0 [[ 

]]a,c,e 

7 .4.5.2.1 Test Plans 

Test Plans are prepared based on the Overall V&V Plan and the part of the Rad I CS Platform architecture 
they cover. They address the same subjects as the Overall V&V Plan, but they focus on their specific 

scope of the RadlCS Platform product. Test Plans can serve as the first revision of the corresponding 
Test Specification and Test Procedure. Test Plans will document: 

• What RadlCS Platform equipment or components and what functions are to be tested 
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• The method of verification or validation (test (wherever possible) or analysis) for each 
requirement in the scope of the plan 

• Detailed acceptance (pass/fail) criteria for each type of tests/analysis or for each of the 
verified/validated initial requirements 

• The testing equipment needed and degree of automation of the tests 
• Other resources needed for the tests (e.g., who should be present) 
• The general approach to performing the tests 

7.4.5.2.2 Test Specifications 

Test Specifications are prepared from each Test Plan. A Test Specification is usually the first draft of a 
Test Procedure and includes test case descriptions. The developed test procedure may remain part of 
the Test Specification document, as specified in the Test Specification. It is produced before the 
procedure to provide a high-level perspective for the tests. The Test Specification usually provides the 
basis for tracing the testing of requirements for V&V. It shall: 

• Define the test objectives: 
o Information to Record Before and After the Tests 
o Identification ofTest Cases 
o Specifically identify what equipment/components and what functions are to be 

tested 
• Define how the components and functions will be tested, expanding this to the level where the 

tests cover the requirements completely and are in sufficient step by step detail that they are 
repeatable or automatable 

• Define acceptance criteria for each component, requirement, orfunction test 
• State any assumptions 
• Define which test environment is to be used for what tests 
• Ensure coverage of all operating modes and a full range of operating conditions in each mode 

for IT/VT only 

If the Test Specification is in sufficient detail that it ensures repeatability, then it essentially includes the 
Procedure and a separate procedure document is not needed. 

7.4.5.2.3 Test Procedures 

A Test Procedure document can expand the Test Specification down to repeatable detailed procedural 
steps, including the detailed pass/fail acceptance criteria where needed to ensure that tests are 
repeatable, and where it is not practical to include that level of detail in the Test Specification. A 
separate Test Procedure document is not required if the Test Specification is sufficiently detailed. 

Test Procedures are usually formatted to facilitate recording of step-by-step test results. They include: 

• Expansion to detailed, repeatable steps of every test specified in the Test Specification 
• Provision for recording the test results step by step and review check-off at key milestones 

A separate Test Procedure document is used for complicated tests. Test Procedures are generally used 
only for EQ testing. 
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7.4.5.2.4 Test Reports 

The Test Report consists of a summary portion and a detailed portion. The summary portion 
summarizes: 

• Precisely what was tested (hardware/firmware/software versions, etc.) 
• The versions of the design documentation that correspond to the Rad I CS Platform Hardware, 

ED, and software under test 
• What equipment was used for the test (the test environment and configuration, calibration 

sheets of test equipment) 

• Who performed the test (signatures of testers) 

• A summary and analysis of all test anomalies 
• A summary of all changes to the Configuration Items under test 
• A summary of any re-testing performed and the impact analysis to support the degree of 

regression testing (if any were required - else statement that none were required) 

• A summary of the results and open items (if any) 

The detailed portion consists of the marked up detailed test procedure. 

7.4.5.2.5 Test Coverage and Pass/Fail Criteria 

Test Plans are traceable to design documents and traceability to Test Specifications and Test Reports. 
Each Test Specification includes the basis for the selection and detailing of Test Cases to ensure full test 
coverage. Typical test case approaches are: 

• Functional and black box testing to demonstrate requirements coverage 
• White box testing to ensure full code structure coverage, using modified condition/decision 

coverage 

• Interface testing using test cases deduced from boundary value analysis or equivalence classes 
• Performance/stress testing (such as combinations of variables at extreme values, tests with a 

fully-loaded system) 

• Error guessing 
• Full coverage of all functions defined in the corresponding user manuals 

Appropriate test cases developed from these principles are applied during: 

• Unit testing of VHDL on test-benches 

• Integration testing 
• Validation testing 

The planning of test coverage is dynamic and continues as the design proceeds. A chart of tests is 
generated and the assignment oftests to various test specification documents is maintained (i.e., 
allocation of various kinds of tests to Fault Insertion Tests, Integration Tests and Validation Tests) to 
ensure complete test coverage. It is not possible to test for all hardware or functional configurations in 
certain cases (e.g., all permutations of RadlCS Modules in rack locations). In these cases, a basic set of 
configurations are tested that collectively provide test coverage of the full set of configurations. 
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Each test step of the test specifications/procedure is written so that they form step-by-steps instructions 
and provide the tolerance criterion for pass or failure of the test step. The tolerance criterion may be 
stated for each step, sequence of steps or larger part of a test specification/procedure, and there may 
be difference tolerances for various kinds of readings. Tolerance criteria are established in the Overall 
V&V Plan,.but if different criteria are required, then the specific Plan document for the tests in question 
(e.g., the Integration Test Plan for integration tests) specifies them. In general, qualitative criteria are to 
be avoided if possible, but are unavoidable for the following examples: 

Display color: colors that clearly distinguishable are to be used, and the acceptance criterion is that 
the specified color is recognized by a tester whose color vision is accepted by the V&V 
Manager as accurate. 

Timing: time of response is normally treated as a quantitative measure (e.g., when testing how 
long the RadlCS Platform component takes to change an output state in response to a 
stimulus). 

For the Static Code Analysis Test, the VHDL-code Static Code Analysis/Code Review is successfully 
completed if all identified violations and/or defects have been resolved or adequate reasons for all 
unresolved violations have been documented with corresponding justifications. The decision on the 
admissibility of such justifications is taken jointly and agreed to by the Project Verification Manager and 
Electronic Design Development Team Leader. 

The Static Timing Analysis is successful!Y completed if the ED Netlist files are free of timing violations 
against the predefined timing constraints defined by the ED Development Team in the Project Design 
Constraints Document. Logic Level Simulation and Timing Simulation testing is successfully completed if 
the test results consider the maximum and minimum possible delays ofthe signal propagation in the 
selected FPGA chip model and they confirm the positive results obtained during the ED Functional 
Testing. 

To simplify the Logic Level Simulation and Timing Simulation test efforts, the same ED Test Benches used 
in Functional Testing are utilized. 

7.5 Rad/CS Configuration Management Process 

The RadlCS Platform configuration management process applies throughout the lifecycle of the Rad I CS 
Platform and project-specific applications. According to IEC 61513, a configuration management 
process must be established to document and control the functional and physical attributes of all 
components, to record and report all changes and to verify their compliance with requirements. 
Configuration management of the RadlCS Platform and its applications is performed according to 
requirements as outlined in IEC 60880:2006 and IEC 62566. 

According to Radics LLC practices and requirements under IEC 61508-2 and IEC 61508-3 (6.2.10, 7.16), all 
project activities shall be subject to a configuration management plan, which defines the tools, 
procedures to be used, activities to be performed, their sequence and timing within the product lifecycle 
and responsibilities for their execution. 
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7.5.1 Roles and Responsibilities 

Configuration management process utilizes the following participants: 

• Configuration Management Board {CMB) 

• Change Control Board {CCB) 

The CMB and CCB are formed at the planning stage for a RadlCS Platform-based project {either Platform 

or project-specific application). CMB and CCB memberships are determined by the Radics LLC Personnel 

Plan for the project. 

The CMB implements the following activities: 

. [[ 

w,c,e 

The CCB implements the following activities in compliance with established procedures: 

. [[ 

]]a,c,e 

The primary structure of each change implementation board or development team involved in the 

configuration management process, as well as the personnel assignments to such boards {or teams), is 

given in Radics LLC Personnel Plan for the project. 

7 .5.2 Process Controls 

The Configuration Management Plan implementing procedure identifies the generic Configuration Items 

for a RadlCS Platform-based project. It identifies the Configuration Items generated by RPC Radiy {e.g., 

hardware, documents, electronic designs, and software elements), as well as, the externally supplied 

Configuration Items such as development and V&V tools. 

The list of the controlled RadlCS Platform Configuration Items is a multilevel hierarchical structure. The 
top level specifies the following Configuration Items: 

• Hardware 

• PFBL 
• AFBL 
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• FPGA ED 
• Tools 
• Documents 
• Work Instructions and Guides 

The hierarchy of the controlled RadlCS Platform Configuration Items is given in Figure 7-5. 

[[ 

ua,c,e 

Figure 7-5: Hierarchy of the Controlled RadlCS Configuration Items 

7.5.2.1 Configuration Items 

Naming Configuration Items includes system of: 

• Identifiers for RadlCS Platform items and item versions, providing unique identifier for each of 
the items 

• Marking of the items and their versions 

Identifiers for all specific RadlCS Platform Configuration Items are developed based on the Radics LLC 
Document Plan for the project. 

The acquisition of Configuration Items is performed after the identification and naming of Configuration 
Items is completed. The acquisition process is implemented in this order to effectively control the 
RadlCS Platform Configuration Items. After each Configuration Item is created and named, it is 
transferred under the control of the configuration management tool to implement version control. 
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Only a single version of tools for a Rad I CS Platform-based project is installed on the development 
computers used for the specific Radics LLC project. The version and status of each Configuration Item is 
checked using the configuration management tool, before a development activity is executed. 

Configuration documents and work instructions (in the form of electronic copies) are stored in two 
separate locations under control of the configuration management tool. The stored copies can be on 

the same or different media. 

Each optical disc is assigned a unique identifier along with a date and time stamp for the disc creation, 

as specified in the Radics LLC project Document Plan for the project. Data storage identifiers are 

recorded in the configuration management tool. 

7.5.2.2 Configuration Baselines 

A Baseline is a RadlCS Platform configuration version, related to a specific life cycle stage, which is 

verified and approved. The Baseline is the basis for implementation offurther life cycle stages. 

Once a Baseline for a set of Configuration Items is established, implementation of changes into those 

Configuration Items is controlled by a formal change control process. The change implementation 

process for the items of any of established baseline is regulated by the change control procedures for 

RadlCS Platform components and RadlCS Platform-based applications. 

Baselines in RadlCS Platform life cycle include specific RadlCS Platform Configuration Items relevant to 

the appropriate RadlCS Platform life cycle process. 

The Rad I CS Platform life cycle has the following baselines: 

. [[ 

]]a,c,e 

The complete actual list of Configuration Items for each of the baselines is presented in the Document 

Plan for the specific project. 
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In addition to the Configuration Items specified within each of the baselines, there are the following 
baseline-independent Configuration Items, which are under control of the configuration management 
tool: 

• Documents 
• Tools 
• Work Instructions and Guides 

7 .5.3 Implementation Activities 

The main configuration management implementation activities are: change control, configuration 
status accounting, and configuration auditing. Each of these implementation activities is described 
below. 

7.5.3.l Change Control 

For each of the identified Configuration Items, change control is performed in accordance with 
established procedures for RadlCS Platform components and Rad I CS Platform-based applications. 

The change control activities consist of implementation of the approved changes, including preparation 
of change requests, performing an impact analysis, and obtaining approval/rejection. Approved changes 
are implemented with appropriate documentation, verification, validation, as well as required 
notifications. Reasons for the necessity to implement changes are regulated by the change control 
procedure for RadlCS Platform components and RadlCS Platform-based applications. 

Configuration changes are managed to ensure that all needed changes are made and unnecessary (and 
possibly damaging) changes are not made. Needed changes may arise from field feedback from 
customers, from internal testing, or from approved product upgrades. An impact analysis is performed 
to support the approval decision and to help determine the extent of retesting that will be needed. 
Finally, every time a RadlCS Module is modified, it is entered into the configuration management 
system. These aspects of managing change are illustrated in Figure 7-6. 
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[[ 

Figure 7-6: Change Control Work Flow 

The Product Safety Manual provides end users and system integrators with instructions on how to 
report problems with the RadlCS Platform. 

]]a,c,e 

When a report concerning a possible problem with the RadlCS Platform or a delivered system is received 
from an end user or system integrator that is or could possibly be associated with a possible hazardous 
event, a Change Request is always initiated. This Change Request is processed to completion with a high 
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priority. The Functional Safety Coordinator is responsible for ensuring that the change request is 
promptly processed to completion. 

7.5.3.2 Configuration Status Accounting 
. . 

Configuration status accounting is realized after the establishment of the Requirements Baseline and 
proceeds during the entire RadlCS Platform life cycle. Configuration Item status accounting consists of 
monitoring, documenting, and notification regarding any changes in RadlCS Platform configuration. 
Configuration Items status accounting is performed using configuration management tool(s). 

The following information is used for configuration status accounting: 

• List of items, which are traced and included into RadlCS Platform configuration versions and/or 
baselines and into change control, represented in configuration audit reports 

• Reports on RadlCS Platform configuration status accounting (including versions of items, status 
of change requests, and data concerning approved changes) are generated after each lifecycle 
stage using a configuration management tool 

The configuration audit reports are available to the project personnel. The configuration management 
tool can generate the following reports at any time: 

• RadlCS Configuration Items allocation report: reflects allocation of all items in the Rad I CS 
Platform (i.e., list of items, their description, and location) 

• Report on established Rad I CS Platform baseline: a list of all Configuration Items of the given 
RadlCS Platform-based project baseline with identification of appropriate attributes for each of 
the items 

The Release Baseline configuration is verified with the actual configuration, approved in the 
corresponding documents prior to release to the customer. V&V results are presented in the 
acceptance testing reports. 

7.5.3.3 Configuration Auditing 

After release of each of the established baselines, a baseline configuration audit is performed. 
Interrelationship of these audits with the RadlCS Platform life cycle is shown in Figure 7-7. Each 
Configuration Audit is directed towards check of correctness of the Rad I CS Platform Configuration Items 
functional and physical features implementation for the specific project. 
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[[ 

~,

1adl ·6'l .. " 

Figure 7-7: RadlCS Baseline Configuration Audits 

w,c,e 

A Configuration audit is performed to confirm compliance of RadlCS Platform configuration hardware, 

electronic designs, and software items implementation with their technical documents. Compliance 
identification process consists in review of design documents, electronic design VHDL files, as well as 

user documents, and is directed towards check of the fact that: 

• Each established Rad I CS Platform baseline includes correct versions of items 

• All documents are issued, approved and correspond to RadlCS Platform configuration 

The configuration audit results are documented in the configuration audit reports for each stage. A 

Configuration Audit shall be performed after establishing of each baseline within the RadlCS platform-

based project. There are [[ w,c,e configuration audits corresponding to appropriate baselines in 

RadlCS Platform-based project to be performed: 

. [[ 
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na,c,e 

~ ·d·1-c· .... .,. 0'4:a. :.••···. 

The output from each of the Configuration Audits is documented as each audit is performed. The audit 
reports include the appropriate checklists to ensure consistent reviews. After performance of the 
configuration audit, there may be findings. Such findings are resolved and re-audited following the 
same process to verify that the findings were completely resolved. 

7. 6 Requirements for the Rad/CS Platform and Applications 
Platform Functional requirements are divided into the following groups: 

• Safety requirements 
• Performance requirements 
• Qualification requirements 

The high-level safety, performance, and qualification requirements are illustrated in Figure 7-8. 

RadlCS Platform and 
RadlCS-Based Application 
Functional Requirements 

I 

i i " 
Safety Performance 

Qualification 
~ 

~ Requirements 
Requirements Requirements 

Single Failure Accuracy 
Mechanical and 

14-~ Redundancy - Seismic Impacts 14--
Criterion Requirements 

Resistance 

Diagnostics Timing Resistance to 
Independence 14-~ -Requirements Characteristics Power Feed 14--

Variation 

I ~ H 
Man-Machine 

Diversity 
Access Control Interface -Requirements Electromagnetic 

14--Requirements Compatibility 
Defense against 

4 Common Cause Electric 

Failures Insulation ~ 

Requirements 

Figure 7-8: RadlCS Platform and Applications Requirements 
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~ad 
7.6.1 Allocation of Requirements 

The allocation of RadlCS Platform requirements has up to three dimensions: 

• .Modules to which they apply (MA= module allocation) 

• Means of meeting the requirement (IA= implementation allocation) 

• Means of V&V (by testing) (TA= test allocation) 

Module Allocation is used for requirements that apply to or are implemented by one or more Module(s). 

The module allocations used for the RadlCS Platform are: 

·-· -~-, : ·Me-;~-i·~~,----·":~r,· ·.--·:· ··~,----~~-0~~7~~~~ :-;:,? ~·~·-.-. -.~:-,-:-] 
-------,· ----"'-·--~----.. --- ., ~---·-·' ~- -··--'·'·-- --~·-··--·-··- . --·-----~---~ . -·-----~. '·. - --

ALL 

1/0 

AIM, etc. 

All Modules The requirement applies to all Modules. 

All 1/0 Modules 

Named Modules only 

The requirement applies to all 1/0 Modules 

(AIM, DIM, DOM, AOM, and OCM). 

The requirement applies to all named Modules 

(LM, AIM, DIM, DOM, AOM, and OCM), and no 

others. 

Implementation Allocation is used for requirements that are implemented via conventional electronic 

hardware, via ED (i.e., VHDL), or a combination of both. The implementation allocations used for RadlCS 

Platform are: 

Lz:s:ymb9!;~-. :x·> ~-.')\llee1~~'W,: ;: <h .. · - · · . >;;t:_ De~si:ip~io~. :};. . j_{>. -
ED Electronic Design The design child documents are the 

architecture design of the functionality of the 

VHDL design, followed by detailed design and 

coding. 

HW Hardware 

PSM Product Safety Manual 

Conventional components (e.g., timers, FETs, 

varistors, etc.) are required to meet some 

requirements. Because the design tools 

produce only graphic objects, the next level of 

design document verifiable from examination 

of anything textual is the hardware design 
review report. 

The requirement is for statements in the User 

Safety Manual, not for something to be 
implemented in the product. 

Testing Allocation starts with understanding the environment needed to execute and test a 

requirement. For this reason, the SRS and PAD provide preliminary allocations of what level of test will 
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be used for verifying requirement implementation. The allocation is designed to both identify every 
requirement to be tested and to identify tests to completely cover the requirement. These allocations 
need not be final, since the requirements tracing tool is updated throughout the development process 
and will record which test plan or specification covers the requirement. The test allocations used for 
RadlCS Platform are: 

c~ymb~':> '.' ---- ·.. _·:)v1~an,11g :,, .. '· T .. --~ ;~1:::., ,• . '::,:,G 'Oe~iQn . : .L '' ' ' i.' ' ', I 
FIT Fault Insertion Test FIT tests are 'negative' tests, designed to test 

the integrity requirements. If separately 
determined based on the FM EDA that credits 
the claimed fault detection functions described 
in the PAD, these do not have to be repeated 

FT Functional Test 

NT No test needed 

VT Validation Test 

These are the 'positive' tests of the intended 
functionality ofthe RadlCS Platform, and may 
be conducted at any reasonable test level (e.g., 
module, integration, validation) 

Justifiable when a requirement is just a 
collector and simply points to (requires) other 
requirements that are tested. 

Test that should be conducted as part of 
Validation testing. 

7 .6.2 Documentation of Design Requirements 

The RadlCS Platform SRS specifies the functionality and properties of the RadlCS Platform as a black box 
(i.e., no content describing the internal modularization of the RadlCS Platform). 

The RadlCS Platform PAD describes the hardware components and the principles of operation, including 
required diagnostics. 

The PAD also includes separate requirements for hardware and electronic design, as required by IEC 
61508. The PAD allocates the functional specification from the SRS to the specific Modules, operational 
modes of modules, and the use and operation of hardware units (from which modules are built). It 
describes their operation and specifies the design for inter-module communications. 

7 .6.3 Maintainability and User Friendliness Requirements 

Design features that enhance maintainability and user friendliness of the RadlCS Platform are described 
in Table 7-3. The checklist items below are taken from Part 7 of IEC 61508. 
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Table 7-3: Maintainability and User Friendliness Requirements 

,,, 

'.}\·i Cliilu,se · ·>}]: 
.:Che~~list lt~!l'l,s from, IEC. , .,. : .. li,,'(li •. ~~.if ~~cpm,rn~.~~~,t:io, ~}~}~et, )ii\ p,; • ,A,6iS08f7'B' 4'> ;, >;' ' " .' ' ':t.-' ' ' ', ;:'·' ':' ,. ' - . , ," ; ' '" ,, 

',, 

B.4.2 Items to consider where human operation is needed for some functions 

the need for human [[ 
intervention is restricted 
to an absolute minimum 

w,c,e 

the necessary [[ 
intervention is as simple 
as possible w,c,e 

The potential for harm [[ 
from operator error is 
minimized 

w,c,e 

the intervention facilities [[ 
and indication facilities 
are designed according 
to ergonomic 
requirements 

w,c,e 

the operator facilities are [[ 
simple, well label)ed and 
intuitive to use w,c,e 
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B.4.3 

the operator is not [[ 
overstrained, even in 
extreme situations 

training on intervention [[ 
procedures and facilities 
is adapted to the level of 
knowledge and 
motivation of the trainee 
user 

\/iii di- : t41> ... ··· 

w,c,e 

Considerations for preventative maintenance and repair 

safety-related 
maintenance measures 
are necessary as seldom 
as possible or even, 
ideally, not necessary at 
all 

See the item under B.4.2. 

sufficient, sensible and [[ 
easy-to-handle diagnosis 
tools are included for 
those repairs that are na,c,e 

unavoidable - tools 
should include all 
necessary interfaces 

if separate diagnosis 
tools need to be 
developed or obtained, 
then these should be 
available on time 

[[ 
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B.4.4 Considerations for limiting operational possibilities 

limiting the operation 
within special operating 
modes, for example by 
key switches 

The use of keyswitches is explained in Section 6.9 

B.4.5 

B.4.6 

limiting the number of 
operating elements 

limiting the number of 
generally possible 

operating modes 

[[ 

[[ 

Operation only by skilled operators 

Training is 
commensurate with the 
SIL level and complexity 
of the maintenance 
activities 

Training includes 

understanding .of the 
process hazards 

[[ 

[[ 

Protection against operator mistakes 

Wrong inputs (value, [[ 
time, etc.) are detected 
via plausibility checks or 
monitoring of the EUC 

7 .6.4 Requirements Tracing Tool 

]]a,c,e 

w,c,e 

w,c,e 

w,c,e 

The implementation status of the Rad I CS Platform safety requirements is documented in a 
Requirements Traceability Matrix. The requirements tracing tool has the following capabilities: 
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• Capable of capturing requirements, design and implementation statements (solutions), as well 
as analysis and test procedures and reports, and identify them by a unique ID 

• Capable of linking the requirements, design solutions, analyses, and tests 

As a minimum, the tracing information is given by means of a_ cross-reference list between requirement 
and allocation to component(s) and related design and verification documents and paragraph. The 
cross-reference allows for forward and backward tracing. Any additional safety requirements identified 
during the Architectural Design and Verification (derived requirement) are also entered into the 
Requirements Traceability Matrix. 

All design and test specifications are reviewed to verify that they implement the requirements allotted 
to them. 

The requirements tracing tool may be adapted or modified for a Rad I CS Platform-based project based 
on customer requirements. 

7. 7 Development Process Metrics 

Quality metrics are used throughout the RadlCS Platform life cycle to assess the effectiveness of the QA 
program for electronic design. The metric approach discussed below is used to conform to the 
requirements in IEEE Std 7-4.3.2-2003 clause 5.3.1.1 (Reference 7-11), as endorsed by RG 1.152 
(Reference 7-12). 

7.7.1 Electronic Design Quality Metrics Based on Anomaly Reports 

The FSMP and the Overall V&V Plan define the anomaly reporting and resolution process used during 
the RadlCS Platform development process. All electronic design review and test reports include a 
discussion of the anomalies found and their resolution. These electronic design and other design 
anomalies are recorded as open issues in the Radics LLC action tracking system during each phase of 
development. 

7.7.2 Electronic Design Quality Metrics Based on V&V Open Issues 

The FSMP and the Overall V&V Plan require the use of an action tracking process for all stages of 
electronic design development and V&V. The open issues are assessed using the following indicators: 

• Total number of V&V open issues in the open issues backlog as a function of calendar time 
• Number of project open issues discovered by V&V team compared to the total number of open 

issues 
• Severity statistics associated with anomalies and open issues discovered during V&V activities 
• Number of anomalies discovered by V&V team during review and testing 
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7.7.3 Electronic Design Quality Metrics Based on Test Coverage 

The V&V plans defines quality metrics based on test coverage calculation. Requirements coverage is a 
required metric that is defined as the fraction of requirements specified in the top-down design 
documents that are traceable into test plan and specifications. A comprehensive 100% functional 
coverage is required. It is recognized that some requirements may not be testable; therefore, alternate 
analytical verification means are defined. The coverage is recalculated by crediting approved means of 
alternative verification. Code structure coverage metrics are defined as the fractions of code 
components that are covered during testing. Radics LLC use the following coverage metrics to approve 
VHDL 100% code coverage with tests: 

• 100% statement coverage 

• 100% branch coverage 

• 100% modified condition/decision coverage 

The V&V reports provide evidence that 100% requirements test coverage as well as 100% code 
structure test coverage is achieved. 

7.8 Development Process Training 

All persons assigned responsibilities for a RadlCS Platform-based project are be informed of their 
responsibilities, as specified in the Project FSMP. All persons assigned to the project are technically 
qualified in terms of formal education, specific product training, specific training on quality procedures 
(including the Project FSMP), and relevant professional experience. 

The Project Personnel Plan lists the current incumbents for each role, the competence requirements for 
the roles, and the compliance of the incumbent for each role. Where each design team (software, 
electronic design, hardware, mechanical) consists of more than just the development manager (i.e., the 
team leader), the rest of the team should collectively have the same competency as the team 
development manager. Each member of the team is required to have the technical education and 
specific training required to execute the assigned responsibilities. Each team is assessed for its 
combined competencies and shown to cover all required competencies for the work performed by the 
team. 

The Technical Director performs a training needs analysis based on the matrix of competencies for the 
various job functions and develops an annual training plan in accordance with the Project Training 
procedure. Training is conducted in accordance with the training plan by both in-house and external 
training resources. Training records include the training material, participant lists, feedback forms, and 
training results. Training records for each employee are maintained by the Human Resources 
organization. The training instructor is responsible for determining if the training objectives were met 
for each student. 

All personnel playing a significant role on a Radics LLC project will received IEC 61508 training and will 
indicate that they understand their responsibilities. 

If performance weaknesses are disclosed, they are addressed by documenting planned corrective action, 
such as training. 
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8 Electronic Design Development 

The RPC Radiy Electronic Design Development Team was responsible for the development of the ED for 

RadlCS Modules and the RadlCS FBL. ED is a set of FPGA configuration files that are installed (loaded) 

into the RadlCS Modules. RPC Radiy used a defined and controlled process to develop the RadlCS 

Platform ED that complies with the requirements of IEC 61508:2010 (Reference 8-1). 

When developing RadlCS Platform safety applications, RPC Radiy and Radics LLC use tools and 

components (i.e., FPGA chips) manufactured by Altera using the FPGA design flow defined in the Altera 

user manuals. The chipsets and related tools are part of the Altera Functional Safety Data Package, that 

was certified to IEC SIL 3 (reference TOV Rhein land Certificate No. 968/EL 693.00/10). Tools are used for 

development and/or V&V efforts. These tools are described in Section 8.3. 

8.1 Rad/CS Electronic Design Process 

Development of the Rad I CS Module ED is a step-by-step process translating the RadlCS Platform 

requirements into ready-to-use electronic modules as bitstream files. 

The RadlCS Module ED development process is defined in procedures and is accomplished in eight 

phases: 

• Development of Electronic Design Architecture Description (ED AD) 

• Development of FBL Detailed Description 

• Development of FBL Code 

• Development of ED DD 

• Development of ED Code 

• Synthesis 

• Place and Route 

• Bitstream generation 

A set of documents and files is generated during each ED phase, which is used as input to the 

subsequent phases of development ED or is part of the outcome of ED development. 

Figure 8-1 shows the relationship of the phases bf the RadlCS Platform ED development life-cycle and 

the documents produced. 
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w,c,e 

Figure 8-1: RadlCS ED Development Lifecycle and Documents 

Chapter 8 only describes the ED stages of development for the Rad I CS Modules and FBL with a summary 
of the V&V methods for each ED phase. The complete Rad I CS Platform V&V methods are described in 
Section 7.4. 

The following sections contain a description of each of the ED development stages, including: 

• Input data 
• Implementation details 

• Outputs 
• Methods of Verification 

The ED phases are implemented independently for each RadlCS Module. 

Inputs and outputs are the documents (RPC Radiy or vendor) and/or files and artifacts created for the 
project. 
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8.1.1 Development of Electronic Design Architecture Description 

The inputs for the ED Architecture Description phase are: 

• RadlCS Platform PAD 
• [[ w,c,e 

At this stage, an ED AD is developed for each RadlCS Module and documented in an ED DD. 

[[ 

]]a,c,e, the ED AD development may begin. The ED AD is developed for 

each of the Rad I CS Modules and all on-board components (e.g., ED AD for the PSWD CPLD). Any 

common components are developed once and used in all Modules across the platform. 

The ED AD contains the following information: 

[[ 

• Top-level architecture requirements, including: 
0 [[ 

w,c,e 

• ED diagnostic architecture 

Synthesis and Place and Route stages. 

The outputs of the ED Architecture Description phase are: 

• ED DD for each Rad I CS Module and an [[ 

]J",c,e This information is utilized in the 

w,c,e 

All output documents from this stage are reviewed and verified for completeness and implementation 

of all input requirements. [[ 

w,c,e 

8.1.2 Development of Function Block Library Detailed Description 

The FBL development steps described here apply to both the PFBL and the AFBL development and V&V 

activities. The PFBL and AFBL are two separate entities. Some additional steps are taken and separate 

AFBL documents are produced both for design and V&V_to ensure the AFBL is properly documented and 

structured for use in safety-related applications. The inputs, outputs, and additional development steps 

for the AFBL are described in Section 8.2. 
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The inputs for the FBL Detailed Description phase are: 

• ED DD for each RadlCS Module and an [[ 
w,c,e 

Atthis stage, the RadlCS FBL Detailed Description document is developed, which contains the detailed 
requirements for PFBL). During the PFBL development, the following elements are detailed: 

• Scope and Purpose . [[ 

• Platform requirements for each of the Units, including: 
0 [[ 

The output of the FBL Detail Description phase is: 

• FBL Detailed Description 

The outputs of this phase are verified by two methods: 

. [[ 

ua,c,e 

The Rad I CS FBL is uniquely developed by RPC Radiy for the RadlCS Platform. [[ 

8.1.3 Development of Function Block Library Code 

ua,c,e 

The steps described here apply to both the PFBL and AFBL development and V&V activities. The PFBL 
and AFBL are designed together as one library; however, additional steps are taken and separate 
documents are produced both for design and V&V to ensure the AFBL is properly documented and 
structured for use in safety-related applications. The outputs and additional development steps for the 
AFBL are described in Section 8.2. 
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The inputs for the FBL Code phase are: 

• FBL Detailed Description . [[ w,c,e 

At this stage, the FBL VHDL Code document is developed by implementing the functions that are defined 

in the FBL Detail Description document. [[ 

The outputs of the FBL Code phase are: 

• FBL VH DL Code 

• FBTB Test Report 

The outputs of this phase are verified by [[ 

. [[ 

8.1.4 Development of Electronic Design Detailed Description 

The inputs for the Electronic Design Detailed Description phase are: 

• ED AD for each Rad I CS Module 

• FBL Detailed Description 

w,c,e 

At this stage, the ED DD document is developed for each RadlCS Module. These documents contain the 

detailed requirements for all FPGA components on each RadlCS Module. The ED DD development 

includes the following elements: 

• Scope and Purpose of the Document . [[ 

The output of the Electronic Design Detailed Description phase is: 

• ED DD for each Rad I CS Module 
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The outputs of this phase are verified by two methods: 

. [[ 

8.1.5 Development of Electronic Design Code 

The inputs for the Electronic Design Code phase are: 

• FBL VHDL Code 

• ED DD for each RadlCS Module 

'~adl 6~·· .......... ···.;~111,, 

w,c,e 

At this stage, the functions defined for each ED are implemented using the VHDL language. This coding 
represents the formal representation of the hardware description language (VHDL Design Files). It uses 
a structural decomposition and top-down design. 

[[ 

na,c,e 

When performing the VHDL language coding, developers are guided by the [[ 

The outputs of the Electronic Design Code phase are: 

• ED VHDL Code for each Rad I CS Module . [[ na,c,e 

The outputs of this phase are verified by two methods: 

. [[ 
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8.1.6 Synthesis 

The inputs for the Synthesis phase are: 

• ED VHDL Code for each RadlCS Module 
• ([ w,c,e 

At this stage, the ED VHDL Code is automatically synthesized into logical view cells fitting the 

corresponding FPGA chip. [[ 

The outputs of the Synthesis phase are: 

• Generated synthesis reports consisting of builds for each RadlCS Module . [[ 

• RadlCS Module ED Synthesis Results Review Reports 

[[ 

8.1.7 Place and Route 

The inputs for the Place and Route phase are: 

• Synthesis Database [[ 

w,c,e 

]]"•c,e 

At this stage, a Netlist is automatically created and is presented in the Place and Route format with the 

specific location of each logical cell, the links between them, and other resources of the FPGA. [[ 
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The outputs of the Place and Route phase are: 

• Generated performance Place and Route reports consisting of builds 
• [[ ]]a,c,e 

• ED Place and Route Results Review Reports for each Rad I CS Module 

[[ 

]]a,c,e 

8.1.8 Bitstream Generation 

The inputs for the Bitstream phase are as follows: 

• Place and Route Database [[ 
w,c,e 

The purpose of this step is to create a programming file for implementation into the RadlCS Module, 
(i.e., used for configuring logical cells on the FPGA chip by using the on board programmer). [[ 

na,c,e 

The outputs of the Bitstream phase are: 

[[ 

• Programming files for each Rad I CS Module and generated reports on the implementation of the 
bitstream generation consisting of builds 

• Modules ED Bitstream Generation Results Review Reports. 

w,c,e 
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After completion of the ED, the Bitstream files are implemented in the RadlCS Modules. Module tests 

are carried out in phases (i.e., Fault Insertion Testing, Integration Testing, and Validation Testing). 

8.2 Application Function Block Library Electronic Design 

Development 

The AFBL is designed to provide a fully validated and qualified function block language that is sufficiently 

rich in the capabilities of the blocks that RadlCS Application ED can be designed entirely using only the 

AFBL blocks. Several activities, in addition to the steps described in Sections 8.1.2 and 8.1.3, are taken 

to further document and verify the AFBL. 

8.2.1 AFBL Design Activities 

The inputs for the RadlCS AFBL and associated user documents are the RadlCS Platform PAD and Rad I CS 

AFBL/Application Logic Detailed Requirements Specification. 

The outputs for the RadlCS AFBL user documents are: 

• RadlCS AFBL Function Block Reference Manual 

• RadlCS Application Logic User Manual 

The AFBL Function Block Reference_Manual defines the Application Function Blocks that are avail;;i_ble in 

the AFBL for the design engineer to create Application Logic for safety-related RadlCS Platform-based 

projects. 

The Application Logic User Manual is provided to inform the application designer about the AFBL 

structure and constraints; Function Block list; and a Function Block description (e.g., purpose, 

parameters, functional requirements, and usage examples). This document also describes the process 

of Application ED creation (using the Quartus-based approach). 

All RadlCS AFBL blocks are designed for safety applications and the following rules are applied: 

• All blocks test Application Logic inputs and tuning parameters, as well as intermediate results to 

ensure that no error condition can result in computational exceptions (e.g., due to divide-by­

zero, underflow, overflow or any other error condition). The blocks also ensure that that there 

is no violation of the fundamental assumptions behind the calculation algorithm used within the 

block. 

• Where overflows are possible, internal calculations are performed to higher precision than 

SINT16 (signed 16-bit integer format) and then truncated to SINT16. 

• All blocks that could be subject to either ofthe foregoing conditions provide appropriate 

diagnostic output signals that are used in the Application ED for error management. 

In addition to checking that input data do not cause problems, the Rad I CS AFBL blocks protect their 

operational integrity by ensuring that the tuning parameters, singly and in concert, are consistent with 

the requirements of the computational algorithm used inside the block. Integrity defenses include: 
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• All AFBL blocks perform validation of the tuning values and their inputs to ensure that the values 
are consistent with the concept of the block. Each tunable block outputs a tunable parameter 
status signal set to TRUE if tuning parameter validation succeeds, and FALSE if it fails. 

• If a tuning parameter of a block, alone or in concert with any other tuning parameters, fails the 
validation tests, the SOR will be set by the Application Logic . .This action will drive all safety­
function outputs on RadlCS Modules to the safe state. Some RadlCS Module outputs may be 
designed during configuration to be used for non-safety-critical functions (e.g., alarms} and will 
remain functional. The SOR will not be reset until the tuning validation succeeds and an 
operator then activates the SOR reset button. 

The AFBL Function Block Reference Manual and the RadlCS Platform Application Logic User Manual are 
used together to produce Application ED for a RadlCS Platform-based project. This Reference Manual 
defines the AFBL blocks. The User Manual is used to familiarize the user with the AFBL structure and 
constraints, the functional blocks list, and their description (i.e., purpose, parameters, functional 
requirements, and usage examples}. This document also describes the process of Application ED 
creation using Quartus-based approach. 

8.2.2 AFBL Methods of Verification and Validation 

The V&V activities for the AFBL are conducted in an equivalent manner as for the PFBL described in 
Section 8.1.2 and 8.1.3; however, a separate set of phase activities and documents are produced. The 
V&V engineers perform reviews of the AFBL design documents and produce review reports in addition 
to performing functional testing. 

The outputs of AFBL development are verified by three methods: 

• Verification of AFBL design documents and issuance of the Application Logic User Manual 
Review Report to verify the completeness of each document and ensure that they are aligned 
with the phase inputs 

• Static analysis review of the VHDL code and issuance of the AFBL Static Code Analysis/ Code 
Review Report 

• · Functional testing of the VHDL code based on the AFBL Functional Test Plan and Specification 
and issuance of the AFBL Functional Test Report 

The AFBL development is not considered complete if the verification and validation effort reveals 
deficiencies. If deficiencies are detected, the AFBL is refined and verified until all deficiencies are 
resolved. 

8.3 FBL and Module Electronic Design and V& V Tools 

The RadlCS Platform development process uses several commercial tools to produce the FBL and the ED 
for the RadlCS Modules. The tool types used for ED development are: 

• VHDL Tool Suite for VHDL code development 
• Static analysis tool 
• VHDL simulation tool 
• Test coverage analysis tool 
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• Test automation tool 
• Compiling tool 
• Integrated development environment 

Proven tools are preferred over manual methods. Software-based tools are purchased only from long­

established vendors with a good track record of configuration management, V&V, problem notification 

and resolution, product support, and training material. A Project Tool Selection and Evaluation Report 
are prepared for all commercially available tools to be used that specifies each tool by function, name, 

manufacturer, and version number. RPC Radiy has a policy in place for tool upgrades, in which the 

revised tool is used to regenerate an existing application, which is theri tested for errors. 

Each tool used for Rad I CS Platform ED and FBL development is classified according to its application. 

The tools are classified as defined in IEC 61508:2010. Software-based tools are divided into the 

following classes: 

• Tl - generates no outputs that can directly or indirectly contribute to the executable code 

(including data) of the safety related system (e.g., a text editor or a requirements or design 

support tool with no automatic code generation capabilities; configuration control tools). These 

tools are not discussed in this Topical Report. 

• T2 - supports the test or verification of the design or executable code, where errors in the tool 

can fail to reveal defects but cannot directly create errors in the executable software (e.g., a test 

harness generator; a test coverage measurement tool; a static analysis tool). 

• T3 - generates outputs that can directly or indirectly contribute to the executable code of the 

safety related system (e.g., a tool to change set-points during system operation; an optimizing 

compiler where the relationship between the source code program and the generated object 

code is not obvious; a compiler that incorporates an executable run-time package into the 

executable code). 

Note: executable code is used here in the sense of electronic designs. 

The tools are evaluated based on a standard set of criteria, as shown in Table 8-1. 

Table 8-1: RadlCS Tool Evaluation Criteria 

·E.v.aluation. Criterion. 

[[ 
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w,c,e 

All tools used for a RadlCS Platform-based project are controlled within the scope of Configuration 
Management repository, as required by the Project Configuration Management Plan 

Table 8-2 outlines the commercial tool profile used for ED development in RadlCS Platform-based 
projects. 
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Table 8-2: RadlCS Commercial Development Tools 

Quartus II [[ Altera [[ 
na,c,e 

na,c,e 

HDL Designer [[ Mentor [[ 
w,c,e Graphics 

w,c,e 

Understand [[ Scientific [[ w,c,e 

Toolworks, Inc. 
na,c,e 

ModelSim [[ Mentor [[ na,c,e 

Graphics 

w,c,e 

LabView [[ National [[ 
w,c,e Instruments 

Corp. 
na,c,e 

TestComplete [[ SmartBear [[ 
w,c,e na,c,e 

TopJTAG Probe [[ TopJTAG [[ 
w,c,e 

w,c,e 

Visual Studio [[ Microsoft [[ 

na,c,e 

w,c,e 

PostgreSQL [[ na,c,e PostgreSQL [[ na,c,e 

Global 
Development 

Group 
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Qt Creator 

GNU Compiler 
Collection 

[[ 

[[ na,c,e 

Qt Company 

The GNU 
Project 

[[ 

[[ 

There are custom software-based and hardware-based tools for some V&V activities like Test Benches 
that are used as tools for RadlCS Platform V&V (including ED and FBL verification and integration and 
validation testing). The details for the use of such Test Benches in V&V activities are defined in the 
RadlCS FBL Functional Testing Plan and Specification, the RadlCS Module FPGA ED Functional Testing 
Plans and Specifications, the RadlCS Platform Integration Testing Plan, and the RadlCS Platform 
Validation Testing Plan. 

The work flow for RadlCS Platform ED development is shown in Figure 8-2. 
[[ 

na,c,e 

Figure 8-2: Work Flow of Tools for FBL and ED Development 

8.3.1 Quartus II 

Quartus II is an integrated system-level design tool that is used to support RadlCS Module ED and FBL 
VHDL design. It integrates design, synthesis, place and route, and verification into a single development 
environment. Quartus II has features that facilitate the design process: 

• incremental compilation to reduce the design cycle time 
• system-on-a-programmable-chip Builder for system-level design 
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• power analysis tools to meet stringent power requirements 

• memory compiler function to easily use embedded memory 

Altera has a closed loop quality and reliability system that conforms to the requirements of ISO 
9001:2008 (Reference 8-2), MIL-1-45208 (Reference 8-3), and various Joint Electron Device Engineering 

Council standards. [[ 

]]a,c,e 

8.3.2 HDL Designer 

HDL Designer is used for [[ 
]]a,c,e. HDL Designer is an advanced design rule checking 

tool designed to detect problems early in the development cycle without behavioral simulation, 

including poor coding styles, improper clock and reset management, simulation and synthesis problems, 

poor testability, and electronic design VHDL issues. HDL Designer includes the DesignChecker feature, 

which enables Radics LLC development and V&V teams to view and manage the results of the linting 

session. Violation reports can be exported into a file for analysis. 

[[ 

w,c,e 

HDL Designer is widely used in many industries with a wide global presence. 

8.3.3 Understand 

Understand is used for [[ 
]]",c,e. The Understand tool includes several 

useful features: 

• Information Browser, which can display various kinds of information about entities (e.g., source 

files, classes, members, functions, types, methods, packages, interfaces, etc.). Information that 

is hierarchical in nature (such as a call relationship) can be expanded multiple levels. 

• Architecture Browser, which shows a list of all the defined architectures in the database and 
provides a way to navigate individual architectures. 

• Graphical Views, which presents information from internal database containing information 
about the entities and the relationships between entities in a convenient form. Two kinds of 

graphical views are available: hierarchy (shows relations between entities, from the starting 
entity through its children and successors) and structure (shows the structure of any entity that 
added to the structure of the code). 

Understand is used in many industries in several countries. [[ 
]]a,c,e 
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\~adr.·.~.·i~ :C;q 
8.3.4 Mode1Sim 

The ModelSim tool is used at the [[ 

ua,c,e 

ModelSim supports Altera gate-level libraries and includes behavioral simulation, HDL test benches, and 
tool command language scripting. ModelSim implementation and quality assurance practices are 
guided by IEEE standards. 

ModelSim is widely used in many industries and is favored by many military and aerospace sector 
companies. [[ w,c,e 

8.3.5 LabView 

The LabView tool is used at the [[ ua,c,e. 

LabView is a system design software package that provides engineers with the tools they need to create 
any testing or measurement systems. It has the highest bandwidth vector signal analyzers and 
digitizers. A key benefit of LabView over other development environments is the extensive capability for 
accessing instrumentation hardware. It had drivers and abstraction layers for distinct types of 
instruments and buses that are represented as graphical nodes. The graphical nature makes it effective 
for test and measurement, automation, instrument control, data acquisition, and data analysis 
applications. 

LabView is widely used in many industries. 

8.3.6 TestComplete 

TestComplete is used for [[ 

w,c,e 

Over 4 million software professionals and 25,000 organizations across 194 countries use SmartBear 
tools. Among them more than 5000 companies use TestComplete: Cisco, J.P. Morgan, McAfee, Intuit 
and Boeing are in this list. 
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8.3.7 TopJTAG Probe 

The TopJTAG Probe is [[ 

8.3.8 Visual Studio 

Visual Studio is an integrated development environment that includes code editor, debugger, compiler 

that supports the following programming languages: C, C++, C#. The Visual Studio Integrated 

development environment is used to perform compilation of the RPCT source code into Windows 

executable binary file. The RPCT is the multicomponent software-based platform that allows user to 

configure a complete RadlCS Platform-based system and associated MATS. Visual Studio is used to 

support design process of the RPCT Output Verification Tool. RPCT Output Verification Tool is a 

software-based application that allows user to verify compliance between RPCT outputs and RadlCS 

Chassis application layer design specification. RPCT Output Verification Tool does _not generate outputs 

that can directly or indirectly contribute to the executable code of the safety related system. 

Visual Studio is one of the leading integrated development environments used worldwide for software 

development in C/C++/C# and is used by many different companies for development of desktop 

software in different fields by different companies. Visual Studio compiler was successfully assessed by 

exida for SIL 3 capable applications. [[ 
w,c,e 

8.3.9 PostgreSQL 

PostgreSQL is an object-relational database management system used to implement the RPCT 

Application Project Database. RPCT Application Project Database is intended to store RPCT design data 

(i.e., RadlCS Platform hardware configuration, Application Logic design, and MATS configuration) and to 

allow for retrieval at the request of the various RPCT software components. 
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~adI,~·.·~ 
PostgreSQL is cross-platform, free and open-source software and is used in different fields by different 
companies. 

8.3.10 Qt Creator 

Qt Creator is a cross-platform C++, JavaScript, and Qt Modeling Language integrated development 
environment. Qt Creator integrated development environment is used to support design process of the 
RPCT. RPCT is the multicomponent software-based platform that allows the user to configure a 
complete RadlCS Platform-based system and associated MATS. 

Qt Creator has been used in various systems requiring certification. 

8.3.11 GNU Compiler Collection 

The GNU Compiler Collection is used for compiling RPCT source code into Linux executable file. GCC 
performs full compilation sequence: 

• preprocessing 

• compilation 

• assembly 

• linking 

The GNU Compiler Collection parses source code and creates an abstract syntax tree. It then transforms 
it to RTL, optimizes it, and translates it into assembler language. 

The GNU Compiler Collection is the most popular C/C++ compilation tool for UNIX-based OS for the last 
30 years. It has open-source status and a very wide community of users. Most of safety-critical UNIX­
based projects are using the GNU Compiler Collection as the C/C++ compiler. 

8.4 Application Electronic Design Tool 

The AFBL described in Section 8._2 is utilized to create the Application ED that implements the required . 
safety system logic. RPCT is the tool used for this design process and was developed for the Rad I CS 
Platform. 

The RPCT is an integrated development environment, which enables a system designer to completely 
configure the: 

• Overall architecture ofthe RadlCS Platform-based l&C system that includes one or more RadlCS 
Chassis 

• Detailed hardware configuration of each RadlCS Chassis, 
• Application ED to operate in each RadlCS LM 
• Tuning parameters in the Application ED for each LM 
• Application Signals that will be monitored via MATS 
• Architecture of the monitoring system that allows plant technicians and operators to perform 

their tasks 
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The Application ED is designed on logic schemas using the RPCT. The designer selects function blocks for 
each schema and links the blocks together to define the required signal flow. The blocks are selected 

from the AFBL via a simple dialog menu and inter-connected using icons and simple mouse operations. 

The inter-block signal values on a schema are internal to the schema and thus inaccessible outside the 

sch~ma, except where connections are made via INPUT or OUTPU"J: blocks. The INPUT and OUTPUT 

blocks expand the signal connectivity to any number of logic schemas, to the hardware signal ports, and 

to external monitoring via the MATS. The RPCT User Manual explains the use of RPCT and is a resource 

manual for RadlCS Platform-based system designers. 

The RPCT is used for the design process to configure the entire system. The RPCT is used to download 

the completed set of configuration files to the RadlCS LMs. The LM to be configured are be removed 

from the Rad I CS Chassis and installed in the DLS for this operation. The RPCT is not used for any online 

activities. 

8.5 Chapter 8 References 
1 IEC 61508:2010, "Functional Safety of Electrical/Electronic/Programmable Electronic Safety-

related Systems" 
2 ISO 9001:2008, "Quality management systems - Requirements" 

3 MIL-1-45208, "Inspection System" 
4 TOV Rhein land Certificate No. 968/EL 850.00/12 
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9 Equipment Qualification and Analysis 

9.1 Equipment Qualification 
Environmental qualification testing of the RadlCS Platform Qualification Test Specimen (QTS) has been 
performed in accordance with the requirements of NRC RG 1.209 (Reference 9-1) and requirements of 
IEEE Std 323-2003 (Reference 9-2). The environmental qualification testing of the RadlCS Platform QTS 
is also performed in accordance with the requirements for qualifying digital computers IEEE Std 7-4.3.2-
2003 (Reference 9-3) and RG 1.152 (Reference 9-4). 

Seismic qualification testing has been performed in accordance with RG 1.100 (Reference 9-5), IEEE Std 
344-2004 (Reference 9-6), and the generic seismic spectra provided in EPRI TR-107330 (Reference 9-7). 

Electromagnetic compatibility (EMC) qualification testing has been performed in accordance with the 
guidance provided in RG 1.180 (Reference 9-8). 

EPRI TR-107330 also describes an approach for generically qualifying commercial Programmable Logic 
Controllers for safety-related applications. This approach was found acceptable by the NRC (Reference 
9-9). The generic qualification approach for the RadlCS Platform uses guidance from EPRI TR-107330, as 
applicable, to meet the requirements of IEEE Std 323-2003 and other NRC guidance. 

9.1.1 Equipment to be Tested 

The equipment to be tested is the RadlCS Platform QTS. In accordance with EPRI TR-107330, a 
representative sampling of the Rad I CS Platform components is identified for evaluation and qualification 
testing. The assembled components of the RadlCS Platform QTS include the following types of hardware 
modules and components: 

• Chassis and Backplane 

• Logic Modules 
• Analog Inputs Modules 

• Discrete Inputs Modules 
• Analog Outputs Modules 
• Discrete Outputs Modules 
• Optical Communication Modules 
• Interface Protection Modules for External Interfaces 
• Fan Cooling Hardware 
• Cable Assemblies for Chassis and Module Connections 

The RadlCS Platform QTS was exercised during qualification testing by a test system comprised of an 
industrial-grade data acquisition system (DAS) and a test specimen application program (TSAP). This test 
system is a non-qualified system whose purposes are to: (1) generate a series of known inputs to the 
RadlCS Platform QTS, and (2) monitor the corresponding outputs of the QTS. Correct correspondence 
between input and output before, during, and after qualification tests and lack of spurious behavior are 
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the key results that will demonstrate the predictable behavior of Rad I CS Platform hardware during 
normal and abnormal plant operating conditions. 

A detailed description of the RadlCS Platform QTS and the test system is provided in the QTS 

Specification (Reference 9-10}. QTS and DAS system arrangement and wiring drawings were prepared 

to· provide additional hardware configuration information. A master configuration list was prepared to 

provide detailed RadlCS Platform QTS configuration information such as component serial numbers and 

electronic design version numbers (Reference 9-11). 

9.1.2 Equipment Qualification Testing 

The Rad I CS Platform Equipment Qualification Plan (Reference 9-12) defines the scope of testing to be 

performed and provides a test plan for each of the individual qualification tests. The basic qualification 

test sequence is shown in Figure 9-1 and the individual tests are described briefly below. 

9.1.2.1 Factory Acceptance Testing 

Factory Acceptance Testing was performed at the end of the manufacturing and assembly phase to 

demonstrate compliance of the RadlCS Platform QTS and Test System with the QTS Specification. 

During Factory Acceptance Testing, the RadlCS Platform QTS was powered with the input/output 1/0 
modules operating under control of the TSAP and the connected test system simulation devices. The 
1/0 field circuits was configured with loads representative of the types intended for connection to the 

corresponding 1/0 module points, and other devices required for monitoring of the circuit operations. 

Burn-In Testing was performed by RPC Radiy as part of the manufacturing process. 

9.1.2.2 Pre-Qualification Acceptance Testing 

The objective of Pre-Qualification Acceptance Testing was performed to demonstrate that the RadlCS 

Platform QTS operate as intended prior to start of qualification testing, and to provide baseline 

acceptance data for qualification testing implementation of the Operability and Prudency Tests. Section 

5.2 of EPRI TR 107330 provides guidance for implementation of pre-qualification acceptance testing. 

The RadlCS Pre-Qualification Acceptance Testing includes System Setup and Checkout Testing, 

Operability Testing, and Prudency Testing. The RadlCS Pre-Qualification Acceptance Testing can be 
performed with the Rad I CS Platform QTS in the environmental test chamber. 
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MANUFACTURING 

Test Specimen and Test System 
Manufacture and Assembly 

FACTORY ACCEPTANCE TESTING 

Test Specimen and Test System Factory Acceptance Testing 

PRE-QUALIFICATION ACCEPTANCE TESTING 

Pre-Qualification Testing 
System Setup and Checkout Testing 

Pre-Qualification Testing 
Operability Testing 

Pre-Qualification Testing 
Prudency Testing 

QUALIFICATIONr-TE_S_T_IN_G _________ ~-------------~------~~---' 

Environmental Testing 

Seismic Testing 
System Setup and CheckoutTesting 

Post-Seismic 
Operability Testing 

EMI/RFI Testing 
System Setup and CheckoutTesting 

Electrostatic Discharge Testing 

PERFORMANCE PROOF TESTING 

Performance Proof Testing 
System Setup and CheckoutTesting 

With Operability Testing at High Temp/RH, Low Temp/RH and ambient Temp/RH 

With Prudency Testing at High Temp/RH 

Seismic Testing 

Post-Seismic 
Prudency Testing 

, EMI/RFI Emission Testing 

Surge Withstand Testing 

Performance Proof Testing 
Operability Testing 

EMI/RFI Susceptibility 
Testing 

Electrical Fast Transient 
Testing 

Class lE to Non-lE Isolation Testing -~~~~ 

Performance Proof Testing 
Prudency Testing 

Figure 9-1: RadlCS QTS Qualification Testing Sequence 

9.1.2.3 Environmental Testing 

The environmental testing demonstrated that the Rad I CS Platform QTS did not experience failures due 
to abnormal service conditions of temperature and humidity as required by RG 1.209 and IEEE Std 323-
2003. Section 4.3.6 of EPRI TR 107330 defines the recommended normal and abnormal temperature 
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and humidity exposure levels the test specimen must withstand (i.e., the test specimen must continue 

to meet the manufacturer specified performance levels). The environmental testing sequence was: 

• Assemble the RadlCS Platform QTS in the environmental test chamber 

• Perform the Pre-Qualification Acceptance Testing 

• Expose the RadlCS Platform QTS to varying temperature and humidity conditions according to 

the Environmental Testing procedures 

• Perform Environmental Testing Operability and Prudency Testing at the times identified in the 

Environmental Testing procedures 

• Remove the RadlCS Platform QTS from the Environmental Test chamber 

The Environmental Test acceptance criteria are based on Section 4.3.6 of EPRI TR-107330. 

9.1.2.4 Seismic Testing 

Seismic testing demonstrated the suitability of the RadlCS Platform for qualification as a Category 1 

seismic.device based on seismic withstand testing performed on the RadlCS Platform QTS in accordance 

with RG 1.100 and IEEE Std 344-2004. Section 4.3.9 of EPRI TR 107330 (EPRI website version) defines 

the seismic test levels to which the test specimen was exposed, while the test specimen continues to 

meet the manufacturer specified performance levels. The seismic test acceptance criteria are based on 

Section 4.3.9 of EPRI TR-107330 (EPRI website version). The seismic testing can be performed in any 

order after completion of the environmental testing. The seismic testing sequence is: 

• Setup the Rad I CS Platform QTS on the Seismic Test table 

• Perform the Pre-Seismic Testing System Setup and Checkout Test 

• Perform Resonance Search testing on the RadlCS Platform QTS components 

• Perform five seismic tests to the specified Operating Basis Earthquake (QBE) test levels 

• Perform one seismic test to the specified Safe Shutdown Earthquake (SSE) test level 

• Perform Post-Seismic Testing Operability and Prudency Testing 

• Remove the Rad I CS Platform QTS from the Seismic Test table 

9.1.2.5 Electromagnetic Interference/Radio Frequency Interference Testing 

The objective of EMI/RFI testing was to demonstrate the suitability of the Rad I CS Platform for 

qualification as a safety-related device with respect to EMI/RFI emissions and susceptibility levels. 

EMI/RFI testing of the Rad I CS Platform QTS was performed in accordance with RG 1.180, Revision 1, 

using additional guidance from EPRI TR-107330, as applicable. Grounding and shielding of the RadlCS 

Platform is in accordance with IEEE Std 1050-1996 (Reference 9-13). Since the RadlCS QTS does not 

include the 120 V level power supplies, certain AC power-related tests are not applicable. The specific 

EMI/RFI tests performed include: 
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• EMI/RFI Emissions Tests 

MIL-STD-461E, CElOl Conducted Emissions, Low Frequency, AC and DC Power 

(Reference 9-14) Leads 

MIL-STD-461E, CE102 Conducted Emissions, High Frequency, AC and DC Power 

(Reference 9-14) Leads 

MIL-STD-461E, RE101 Radiated Emissions, Magnetic Field, QTS Surfaces and Leads 

(Reference 9-14) 

MIL-STD-461E, RE102 Radiated Emissions, Electric Field, Antenna Measurement 

(Reference 9-14) 

• EMI/RFI Susceptibility Tests 

IEC 61000-4-6 Conducted Susceptibility, Induced RF Fields, Power/Signal 

(Reference 9-15) Leads 

IEC 61000-4-16 Conducted Susceptibility, Common Mode Disturbance, 

(Reference 9-16) Power/Signal Leads 

IEC 61000-4-8 Radiated Susceptibility, Magnetic Field, Helmholtz Coil 

(Reference 9-17) Exposure 

IEC 61000-4-9 Radiated Susceptibility, Magnetic Field, Pulsed 

(Reference 9-18) 

IEC 61000-4-10 Radiated Susceptibility, Magnetic Field, Damped Oscillatory 

(Reference 9-19) 

IEC 61000-4-3 Radiated Susceptibility, High Frequency, Antenna Exposure 

(Reference 9-20) 

MIL-STD-461 E, RS103 Radiated Susceptibility, High Frequency, Antenna Exposure 

(Reference 9-14) [[ na,c,f 

The testing specified in IEC 61000-4-13 (Reference 9-21) is not applicable to the Rad I CS QTS scope. 

The EMI/RFI test acceptance criteria are based on Section 4.3.7 of EPRI TR-107330 and RG 1.180. The 
EMI/RFI testing can be performed in any order after completion of the environmental testing. The 
EMI/RFI testing sequence was: 

• Setup the RadlCS Platform QTS in the EMI/RFI test chamber 
• Perform the Pre-EMI/RFI Testing System Setup and Checkout Test 
• Perform EMI/RFI Emissions Testing 
• Perform EMI/RFI Susceptibility Testing 
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• Perform EMI/RFI Testing Operability and Prudency Testing 

The electrical-related tests in described in Sections 9.1.2.5 through 9.1.2.9 are typically performed as a 
set. The EM 1/RFI Testing Operability and Prudency Tests can be performed once at the end of the 
electrical-related tests as the Performance Proof Testing described in Section 9.1.2.10. 

9.1.2.6 Electrical Fast Transient Testing 

The objective of electrical fast transient (EFT) testing was to demonstrate the suitability of the Rad I CS -
Platform for qualification as a safety-related device with respect to EFT susceptibility levels. EFT testing 
ofthe RadlCS Platform QTS was performed in accordance with RG 1.180 using additional guidance from 
EPRI TR-107330, as applicable. The specific EFT test to be performed is IEC 61000-4-4, (Reference 9-22). 
The EFT testing can be performed in any order after completion of the environmental testing. The EFT 
acceptance criteria are based on Sections 4.6.2 and 4.3.7 of EPRI TR-107330 and RG 1.180. The EFT 
addresses the review guidance in BTP 7-11 (Reference 9-23). 

9.1.2.7 Surge Withstand Testing 

The objective of surge withstand testing was to demonstrate the suitability of the RadlCS Platform for 
qualification as a safety-related device with respect to surge withstand levels. Surge withstand testing 
ofthe Rad I CS Platform QTS was performed in accordance with RG 1.180, using additional guidance from 
EPRI TR-107330 as applicable. The specific surge withstand tests performed included: 

IEC 61000-4-5 Surge Immunity Test 

(Reference 9-24) 

IEC 61000-4-12 Oscillatory Waves Immunity Test 

(Reference 9-25) 

The surge withstand testing can be performed in any order after completion of the environmental 
testing. The surge withstand test acceptance criteria are based on Section 4.6.2 of EPRI TR-107330 and 
RG 1.180. The surge withstand testing addresses the review guidance in BTP 7-11. 

9.1.2.8 Electrostatic Discharge Testing 

The objective of electrostatic discharge (ESD) testing was to demonstrate the suitability of the RadlCS 
Platform for qualification as a safety-related device with respect to ESD withstand levels. EPRI TR-
107330, Section 4.3.8, requires that the test specimen under qualification be tested for ESD withstand 
capability in accordance with the requirements of EPRI TR-102323 (Reference 9-26). In accordance with 
EPRI TR-102323, the specific ESD Test to be performed is the Electrostatic Discharge Immunity Test in 
Part 4-2 of IEC 61000-4-2 (Reference 9-27). RG 1.180 provides no guidance for ESD Testing. The ESD 
Testing can be performed in any order after completion of the environmental testing. The ESD 
acceptance criteria are based on Sections 4.3.8 of EPRI TR-107330. 
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9.1.2.9 Class 1E to Non-Class 1E Isolation Testing 

The objective of Class lE to non-Class lE isolation testing was to demonstrate the suitability of the 
RadlCS Platform for qualification as a safety-related device with respect to providing electrical isolation 
at non-Class lE field connections, as required by IEEE Std 384-1992 (Reference 9-28). EPRI TR-107330, 
Section 6.3.6, requires that the test specimen under qualification be tested for Class lE to non-Class lE 
isolation capability in accordance with the requirements of EPRI TR-107330, Section 4.6.4. 

The non-lE isolation testing can be performed in any order after completion of the environmental 
testing. The Class lE to non-Class lE isolation testing acceptance criteria are based on Sections 4.6.4 of 
EPRI TR-107330. The Class lE to non-Class lE isolation testing addresses the review guidance in BTP 7-
11. 

9.1.2.10 Performance Proof Testing 

The objective of Performance Proof Testing was to demonstrate the continuing acceptable operation 
and performance of the RadlCS Platform QTS following completion of all hardware qualification testing. 
EPRI TR-107330, Section 5.5 requires a final performance of the Operability Test procedure on 
completion of qualification testing. As an alternative to this requirement, Performance Proof Testing 
will include a final performance of the System Setup and Checkout, Operability, and Prudency test 
procedures following completion of all hardware qualification testing, and comparison of the test results 
to the results for all previous performances of the Operability and Prudency test procedures. 
Acceptance criteria for performance monitoring of the Rad I CS Platform QTS during Performance Proof 
Testing was specified separately in the System Setup and Checkout, Operability, and Prudency Test 
procedures. In addition, comparison of the Performance Proof Operability and Prudency Test data to all 
other Operability and Prudency test data shall not indicate an unacceptable change in performance of 
the RadlCS Platform QTS hardware. 

9.1.2.11 Operability Testing 

The objective of Operability Testing was to demonstrate.the continuing correct function and 
performance of the Rad I CS Platform QTS throughout qualification testing. Section 5.3 of EPRI TR-
107330 describes the specific functional and performance tests to be performed as part of Operability 
Testing. These tests were implemented in the RadlCS Platform QTS Operability Test procedure as they 
are applicable to the RadlCS Platform QTS design. Section 5.5 of EPRI TR-107330 identifies the points at 
which the Operability Tests should be performed during hardware qualification testing. 

Operability testing was performed at the following times during hardware qualification testing: 

• With Pre-Qualification Acceptance Testing 
• At the completion of the high temperature, high humidity phase of Environmental Testing 
• At the completion of the low temperature and low humidity phases of Environmental Testing 

(Note: If the specified relative humidity cannot be achieved for the specified temperature, then 
separate tests can be performed after the lowest relative humidity has been achieved at the 
specified temperature followed by running the test at the lowest temperature that can be 
achieved the specified relative humidity.) 
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• At the completion of Environmental Testing 

• At the completion of the Seismic Testing 

x~r'ad [~ , .. 

• At the completion of the EMI/RFI, EFT, Surge Withstand, and ESD Testing 

• With Performance Proof Testing 

The operability tests satisfy the computer system testing requirements in IEEE Std 7-4.3.2-2003 Section 

5.4.1. 

9.1.2.12 Prudency Testing 

The objective of Prudency Testing is to demonstrate the continuing correct function and performance of 

the RadlCS Platform QTS throughout qualification testing. Section 5.4 of EPRI TR-107330 describes the 

specific functional and performance tests to be performed as part of Prudency Testing. These tests 

were implemented in the RadlCS Platform QTS Prudency Test procedure as they are applicable to the 

RadlCS Platform QTS design. Section 5.5 of EPRI TR-107330 identifies the points at which the Prudency 

Tests should be performed during hardware qualification testing. 

Prudency Testing was performed at the following times during hardware qualification testing. 

• With Pre-Qualification Acceptance Testing 

• At the completion of the high temperature, high humidity phase of Environmental Testing 

• At the completion of the Seismic Testing 

• At the completion of the EMI/RFI, EFT, Surge Withstand, and ESD Testing 

• With Performance Proof Testing 

The prudency tests satisfy the computer system testing requirements in IEEE Std 7-4.3.2-2003 Section 

5.4.1. 

9.1.3 Generic Qualification Envelope 

The results of the Rad I CS Platform EQ testing were described in the Equipment Qualification Test 

Summary Report (Reference 9-29). Successful execution of the Rad I CS Platform EQ Plan qualified the 

generic Rad I CS Platform for the qualification envelope summarized in Table 9-1. 
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Table 9-1: Generic Qualification Envelope for the RadlCS Digital Safety l&C Platform 

Radiation 
Exposure 

RG 1.209 and Section 4.3.6 of EPRI TR-107330 

Environmental 
(Temperature 
and Humidity) 

Seismic 

IEEE Std 323-
2003 

RG 1.209 and 
IEEE Std 323-
2003 

RG 1.100 and 
IEEE Std 344-
2004 

Document ID: 

Section 4.3.6 of EPRI TR-107330 

Section 4.3.9 of EPRI TR-107330 
(EPRI website version}. The QBE 
and SSE tests shall follow the 
Required Response Spectrum 
(RRS} curve given as Figure 4-5 in 
EPRI TR-107330 within the limits 

2016-RPC003-TR-001 

Qual. envelope: 1000 Rad Section 4.3.6 of EPRI Qualified by analysis. 
Test level: 1000 Rad (by analysis) TR-107330 

Qualification envelope: 40 'F 
(4.4 'C) to 140 'F (60 'C) and 10 
percent to 90 percent Relative 
Humidity (non-condensing) 
Test levels: 34.9 'F (1.6 'C) to 
148.5 'F (64.7 'C) and 5 percent 
to 95 percent Relative Humidity 
(non-condensing) 

Resonance search as described in 
Section 7.1.4 of IEEE Std 344-
2004 

Revision: 

Section 4.3.6 of EPRI 
TR-107330 
Qualification 
envelope: 40 'F 
(4.4 'C) to 120 'F 
(48.9 'C) and 10 
percent to 95 
percent Relative 
Humidity (non­
condensing) 
Figure 4.4 of EPRI 
TR-107330 Test 
Envelope: 40 'F 
(4.4 'C) to 140 'F 
(60 'C} and 5 
percent to 90 
percent Relative 
Humidity (non­
condensing} 

Section 4.3.9 of EPRI 
TR-107330 

1 

Qualification 
sequence successfully 
completed. 

Some resonances in 
frame between 33 Hz 
and 100 Hz. Non­
consequential 
because frame still 
considered rigid. 
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Equfpnient •;'' Regula~~ry '.'. 
·· 'Q.ualific~tion : , , Requirements,, 

Category , · · , 

EMI/RFI RG 1.180 

Document ID: 

,, ' •;· . ,,, ' .::· ' '"JJ '·•,.:· 
Source of Qualification Test 
· .. :,,, ~pecification,b'.: ,' '' 

of the seismic test table, with the 
proviso that the peak 
acceleration and minimum Zero 
Period Acceleration (ZPA) 
requirements are met. 
Note: The EPRI TR-107330 
version in NRC Legacy ADAMS 
(not publicly available) has a 
Figure 4-5 that shows the QBE 
and SSE peak accelerations 
between 3 and 16 Hz. 

: EMI/RFI EniissionfTests • ' ' ·' 
MIL-STD-461E, CE101 Conducted 
Emissions, Low Frequency, AC 
and DC Power Leads 

MIL-STD-461E, CE102: 
Conducted Emissions, High 
Frequency, AC and DC Power 
Leads 

MIL-STD-461E, RE101: Radiated 
Emissions, Magnetic Field, QTS 
Surfaces and Leads 

2016-RPC003-TR-001 

' ' ,, 't ,,,,' )':' 

Qualificatio·h Envelope and 
, , .,: TestJev!!_l.s : ·: · 

Five triaxial OBEs tests with an 
RRS curve given as Figure 4-5 in 
EPRI TR-107330 with a peak 
acceleration of 9.8 g between 4.5 
and 16 Hz and minimum ZPA of 
4.9 g 
One triaxial SSE test with an RRS 
curve given as Figure 4-5 in EPRI 
TR-107330 with a peak 
acceleration of 14 g between 4.5 
and 16 Hz and minimum ZPA of 
7g 

:,· 

30 Hz to 10 kHz 
Applicable for 24 VDC leads 
Not applicable for 120 VAC leads 

10 kHz to 2 MHz 
Applicable for 24 VDC leads 
Not applicable for 120 VAC leads 

30 Hz to 100 kHz 

Revision: 

~adl 
A~cept~r:ice· • 
'Criteria . 

. Q~~lificatigr:i ~tatu\ 

Five QBE tests 
successfully 
completed. 

' 

SSE tests successfully 
completed. 

Section 4.3.7 of EPRI Conducted emissions 
TR-107330 and RG test sequence 
1.180 successfully 
Emission limit: RG completed. 
1.180, Figure 3-1 DC 
Power Curve 

Section 4.3.7 of EPRI 
TR-107330 and RG 
1.180 
Emission limit: RG 
1.180 Figure 3-2 
28V Power Curve 

Section 4.3.7 of EPRI 
TR-107330 and RG 
1.180 
Emission limit: RG 
1.180 Figure 3-3 

1 

Conducted emissions 
test sequence 
successfully 
completed. 

Radiated emissions 
test sequence 
successfully 
completed. 
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Document ID: 

MIL-STD-461E, RE102: Radiated 

Emissions, Electric Field, Antenna 
Measurement 

'EMI/RFI Susceptibility Tests · . 

IEC 61000-4-6: Conducted 
Susceptibility, Induced RF Fields, 
Power/Signal Leads 

IEC 61000-4-16: Conducted 
Susceptibility, Common Mode 
Disturbance, Power/Signal Leads 

2016-RPC003-TR-001 

2 MHz to 1 GHz 

150 kHz to 80 MHz 
Section 4.3.7 of EPRI TR-107330 
and RG 1.180 Susceptibility test 
level for power leads 
Not applicable for 120 VAC leads 

15 Hz to 150 kHz and DC portion 
on Digital Inputs 

Revision: 

00:adlCS 
RE101 Operating 
Envelope 

Section 4.3.7 of EPRI 
TR-107330 and RG 
1.180 
Emission limit: RG 
1.180 Figure 3-4 
RE102 Operating 
Envelope 

Section 4.3.7 of EPRI 
TR-107330, RG 
1.180, and IEC 
61000-4-6 
Susceptibility test 
level - signal and 24 
VDC power leads: 

126 dBµV 

Section 4.3.7 of EPRI 
TR-107330 and RG 
1.180 
Susceptibility test 
level - power leads: 

RG 1.180 Table 11 
(Level 3) 

Section 4.3.7 of EPRI 
TR-107330 and RG 
1.180 
Susceptibility test 
level - signal leads: 

1 

Radiated emissions 

test sequence 
successfully 

completed. 

Conducted 
susceptibility test 
sequence successfully 
completed at 140 
dBµV at 10 V. 

Conducted 
susceptibility test 
sequence successfully 

completed at: 
0.1 V,ms (15-150 Hz) 

1 V,ms (150-1.5 kHz) 
1-10 V,ms {1.5-15 kHz) 
10 V,ms (15-150 kHz). 

Conducted 
susceptibility test 

sequence successfully 
completed at: 
0.03 V,ms (15-150 Hz) 
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IEC 61000-4-8: Radiated 60 Hz 
Susceptibility, Magnetic Field, 
Helmholtz Coil Exposure 

IEC 61000-4-9: Radiated 60 Hz 
Susceptibility, Magnetic Field, 
Pulsed 

IEC 61000-4-10: Radiated 100 kHz and 1 MHz 

Susceptibility, Magnetic Field, 
Damped Oscillatory 

IEC 61000-4-3: Radiated 26 MHz to 1 GHz 
Susceptibility, High Frequency, 

Antenna Exposure 

Document ID: 2016-RPC003-TR-001 Revision: 

~adl 
RG 1.180 Table 15 
(Level 2) 

Section 4.3.7 of EPRI 
TR-107330 and RG 
1.180 
Susceptibility test 
level - continuous: 

30A/m 

Section 4.3.7 of EPRI 
TR-107330 and RG 
1.180 
Susceptibility test 

level - short 
duration: 300 A/m 

Section 4.3.7 of EPRI 
TR-107330 and RG 
1.180 
Susceptibility test 

level: 300 A/m 

Section 4.3.7 of EPRI 
TR-107330 and RG 

1.180 
Susceptibility test 

level: 30 A/m 

Section 4.3.7 of EPRI 
TR-107330 and RG 

1.180 
Susceptibility test 

level: 10V/m 

1 

0.3 V,m, (150-1.5 kHz) 
0.3-3 V,m, (1.5-15 

kHz) 
3 V,m, (15-150 kHz). 

Radiated susceptibility 
test sequence 
successfully 

completed with 
continuous pulses at: 
30 A/m (152 dBpT). 

Radiated susceptibility 

test sequence 
successfully 
completed with short 
duration pulses at: 
300 A/m (172 dBpT). 

Radiated susceptibility 
test sequence 
successfully 

completed at 300 A/m 
(172 dBpT). 

Radiated susceptibility 
test sequence 

successfully 
completed at 30 A/m 
(152 dBpT). 

Radiated susceptibility 
test sequence 
successfully 

completed at 10 V /m. 
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Electrical Fast 
Transient 

Surge Withstand 

RG 1.180 

RG 1.180 

Document ID: 

MIL-STD-461E, RS103: Radiated 1 GHz to 10 GHz Section 4.3.7 of EPRI 
Susceptibility, High Frequency, TR-107330 and RG 
Antenna Exposure 1.180 

IEC 61000-4-4 Power Leads (24 VDC), Test 
Voltage Level: 2 kV 
Signal Leads, Test Voltage Level: 
1 kV 

Table 22 of RG 1.180 defines the For 24 VDC power leads, the 
IEC 61000-4-12 Ring Wave and corresponding Ring Wave surge 
IEC 61000 4-5 Combination Wave withstand level is 1 kV and the 
surge withstand levels for power corresponding Combination 
supplies installed in Category B Wave surge withstand level is 1 
locations with surge waveform kV open circuit and 0.5 kA short 

f-Lo_w_E_xp'-o_s_u_re'---'le_v_el_s ____ ----1 circuit. The RadlCS Platform will 
Table 15 of RG 1·.180 defines the typically be connected to an 
IEC 61000-4-12 Ring Wave and external 120 VAC power supply 
IEC 61000 4-5 Combination Wave provided by the end user. 
surge withstand levels for signal 
leads in Low Exposure locations 
with Level 2 surge waveforms 
IEC 61000-4-5 

2016-RPC003-TR-001 

For signal leads in Low Exposure 
locations with Level 2 surge 
waveforms, the corresponding 
Ring Wave surge withstand level 
is 1 kV and the corresponding 
Combination Wave surge 

Revision: 

Susceptibility test 
level: 10 V/m 

-sections 4.6.2 and 
4.3.7 of EPRI 
TR-107330 and RG 
1.180 

Section 4.6.2 of EPRI 
TR-107330 and RG 
1.180 
The RadlCS QTS 
configuration 
corresponds to the 
Level 2 Switching 
configuration 
described in Table 
4.7 from 
NUREG/CR-5609 
(Reference 9-30}. 

1 

Radiated susceptibility 
test sequence 
successfully 
completed at 10 V/m. 

Surge withstand_ test 
sequence successfully 
completed at 2 kV for 
power leads and 1 kV 
for signal leads. 
Surge withstand test 
sequence for power 
supplies successfully 
completed at 2 kV for 
line to ground and 1 
kV line to line. 

Surge withstand test 
sequence successfully 
completed for signal 
leads at 2 kV for 
line to ground and 1 
kV line to line. 
Surge withstand test 
sequence successfully 
completed for signal 
leads at 1 kV open 
circuit test voltage 
and 0.5 kA short 
circuit. 
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Regulatory 

'Etjtiipment'.'./: · · 
Qualification -~ 

Category .:' . 
Requirements 

Document ID: 

·vfar·, adlC c~ 
,, ''. '., :',\~' ': " ' :_ · • j)s< :,., ; S·'. . · ';<&: '.'o.ualific~ti6nTest · ....... 

Source of Qualification T_est · Quahficat1on Envelope and c , · A. : '"· ; ',,-?: ·· ·· . ·' . · · · 
:> 

.. · · · · · ' cceptance Q_ualification Status 
Specification Test Levels · 

IEC 61000-4-12 

2016-RPC003-TR-001 

withstand level is 1 kV open 
circuit and 0.5 kA short circuit. 

Revision: 

. Critl:!ria 

1 

Surge withstand test 
sequence successfully 
completed for ring 
wave at 1 kV test 
voltage. 
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Electrostatic 
Discharge 

EPRl TR 107330, 
Section 4.3.8, 
requires that the 
test specimen 
under 
qualification be 
tested for ESD 
withstand 
capability in 
accordance with 
the 
requirements of 
EPRl TR-102323. 
RG 1.180 
provides no 
guidance or 
requirements for 
ESD Testing. 

Document ID: 

I EC 61000-4-2 

2016-RPC003-TR-001 

Maximum test levels of 15 kV for 
air discharges and 8 kV for 
contact discharges, 
corresponding to IEC 61000-4-2 
Level 4. Testing to contact 
discharges will include the lower 
levels of 6 kV, 4 kV, and 2 kV. 
Testing to air discharges will 
include the lower levels of 8 kV, 4 
kV, and 2 kV. 

Revision: 

\"1adIC 6~ . 

Sections 4.3.8 of 
EPRI TR-107330 

1 

Contact discharge test 
successfully 
completed at 2 kV, 
4 kV, 6 kV, and 8 kV. 
Air Discharge test 
successfully 
completed at 2 kV, 
4 kV, 8 kV, and 15 kV. 
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equi~ni:eiii" t 
· Qualification ,c. 
. . ·· cate'i:o!1i · .. 

· R~gulatory Source of Qualification Test 
. R~,q~ire~ent;(. ·.· .·,.£,, Spi!cification<.' .. 

. Qualification Envelope ani:t 
. 'rest1eve1s: . · .. 

Class 1E to Non- IEEE Std 384-
Class 1E 1992. EPRI TR 
Isolation 107330, Section 

6.3.6, requires 
that the test 

specimen under 
qualification be 
tested for Class 
1E to non-Class 
1E isolation 
capability in 
accordance with 
the 
requirements of 
EPRI TR-107330, 
Section 4.6.4. 

Document ID: 

Sections 4.6.4 of EPRI TR-107330 Class 1E to Non-1E isolation 
points are tested for a maximum 

isolation capability of 250 VAC 
and 250 VDC applied for 30 
seconds. 

2016-RPC003-TR-001 Revision: 

~adI 
,; Qu~lifi~aiion Tes~· 

Acceptance 
" cri\:eri'a . 

Sections 4.6.4 of 
EPRI TR-107330 

Class 1E to Non-1E 

isolation test 
successfully 
completed at 250 VAC 
(± 10 VAC) at 60 Hz or 
250 VDC (± 10 VDC) 

applied for~ 30 
seconds. 
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9.1.4 Maintenance of Generic Qualification 

Hardware type tests were performed on a specific version of the Rad I CS Platform. However, the specific 
version of the Rad I CS Platform supplied for nuclear plant applications may be a later version. If later 
versions are supplied for nuclear safety-related applications, the qualification basis described in the 
RadlCS Platform Equipment Qualification Report will be augmented with technical evaluations or 
additional testing, based on the requirements established in Section 6.4 of IEEE Std 323-2003. 

9.2 Equipment Analysis 

This section describes the following generic analyses that have been performed to establish the 
foundations for future system-level analyses for project-specific Rad I CS Platform-based systems: 

• Board/device-level predictive reliability and safety analyses, which includes an FM EDA 
• Setpoint analysis support 

• Limited life parts analysis 
• Radiation susceptibility 

9.2.1 Failure Modes, Effects, and Diagnostic Analysis 

9.2.1.1 Objective 

The objectives of the board/device-level predictive reliability and safety analyses are to provide generic 
FM EDA and reliability data for the RadlCS Platform hardware boards/devices identified in Section 6.2. 
These generic results are intended to be used as input data to support a system-level FMEA and 
reliability analysis for an NPP-specific RadlCS Platform-based system. 

9.2.1.2 Approach for the FM EDA 

An FM EA is a systematic way to identify and evaluate the effects of different component failure modes, 
to determine what could eliminate or reduce the chance of failure, and to document the system in 
consideration. A FM EDA (Failure Mode Effect and Diagnostic Analysis) is an FMEA extension. It 
combines standard FMEA techniques with the extension to identify automatic diagnostic techniques and 
the failure modes relevant to safety instrumented system design. It is a technique recommended to 
generate failure rates for each important category (safe detected, safe undetected, dangerous detected, 
dangerous undetected, fail high, fail low, etc.) in the safety models. The format for the FM EDA is an 
extension of the standard FMEA format from MIL-STD-1629A (Reference 9-31. The FMEDAs are 
consistent with the FMEA guidance of IEEE Std 352-1987, Sections 4.1, 4.4, and 4.5 (Reference 9-32). 

The failure rate data used for the FMEDAs are from the Electrical and Mechanical Component Reliability 
Handbook (Reference 9-33), which was derived using over ten billion unit operational hours of field 
failure data from multiple sources and failure data from various databases. The rates were chosen in a 
way that is appropriate for safety integrity level verification calculations. It is expected that the actual 
number of field failures due to random events will be less than the number predicted by these failure 
rates. For hardware assessment according to IEC 61508, only random equipment failures are of interest. 
It is assumed that the equipment has been properly selected for the application and is adequately 
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commissioned such that early life failures (infant mortality} may be excluded from the analysis. The 
methods used to estimate the reliability of RadlCS Modules that are installed in a rack are based on the 
Electrical and Mechanical Component Reliability Handbook instead of MIL-HDBK-217F, which is 
recommended in IEEE Std 352-1987. The Electrical and Mechanical Component Reliability Handbook 
provides more current data for modern electronic hardware than MIL-HDBK-217F. 

The FM EDA for each RadlCS Module considered the distinct groups of components that affected module 
functionality. The following groupings were evaluated: 

Common 

Input 

Output 

LVDS 

The portion of the Rad I CS Module that is always used. 

The portion of the RadlCS Module used by one on-board input channel 
(designated DI and Al, respectively, for discrete and analog channels}. 

The portion ofthe RadlCS Module used by one on-board output channel 
(designated DO and AO, respectively, for discrete and analog channels}. 

The portion ofthe LM providing communication to one 1/0 Module. 

The following definitions for the failure of the device were considered to judge the failure behavior of 
the RadlCS Modules. 

Fail-Safe State 

Fail Safe 

Fail Safe Detected 

Fail Safe 
Undetected 

Fail Dangerous 

Analog Input 

Fail Dangerous 
Detected 

Fail Dangerous 
Undetected 

Document ID: 

State where all discrete outputs are de-energized. 

Failure that causes the device to go to the defined fail-safe state without a 
demand from the process. (abbreviation: S} 

Failure that is detected by automatic self-diagnostics, which causes the 
output signal to go to the predefined fail-safe state (i.e., AO Ms and/or DO Ms 
deenergized}. (abbreviation: SD} 

Failure that is safe and that is not diagnosed by automatic self-diagnostics. 
(abbreviation: SU) 

Failure that does not respond to a demand from the process (i.e., being 
unable to go to the defined fail-safe state}. 

Failure that deviates the measured input value by more than 2% of span and 
leaves the value within active scale. 

Failure·that is dangerous but is detected by automatic diagnostics. 
(abbreviation: DD) 

Failure that is dangerous and that is not being diagnosed by automatic 
diagnostics. (abbreviation: DU) 
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Annunciation 
Detected 

Annunciation 
Undetected 

Fail Dangerous 
Undetected after 
Surveillance Test 

Failure that does not directly impact safety but does impact the ability to 
detect a future fault (e.g., a fault in a diagnostic circuit) and that is detected 
by internal diagnostics. A Fail Annunciation Detected failure leads to a false 
diagnostic alarm. This condition leads to maintenance, and if the safety 
channel is not shut down (put into the safe state) during this maintenance, 
the time must be accounted for in any system level reliability calculation. 
(abbreviation: AD) 

Failure that does not directly impact safety but does impact the ability to 
detect a future fault (e.g., a fault in a diagnostic circuit) and that is not 
detected by internal diagnostics. AU failures are not counted for Safe 
Failure Fraction calculation. (abbreviation: AU) 

Failure that is dangerous and that is not being diagnosed by either automatic 
diagnostics or the periodic surveillance test. (abbreviation: DUPT) 

The failure categories listed above expand on the categories listed in IEC 61508:2010, which are only 
safe and dangerous, both detected and undetected. Under IEC 61508, Edition 2010, the No Effect 
failures cannot contribute to the failure rate of the safety function. 

The Annunciation failures are provided for those who wish to do reliability modeling more detailed than 
required by IEC 61508. It is assumed that the probability model will correctly account for the 
Annunciation failures; otherwise the Annunciation Undetected failures have to be classified as 
Dangerous Undetected failures according to IEC 61508 (worst-case assumption). 

9.2.1.3 Results of the Board/Device-Level Reliability Analyses 

A summary of the predicted reliability for each board/device is presented in Table 9-2. All results are 
reported in Failure in Time (1 x 10-9 failures per hour) at sea level. 

Table 9-2: Summary of the Predicted Reliability of RadlCS Modules 
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The RadlCS Platform FM EDA satisfies the reliability requirements of IEEE Std 603-1991 Section 5.15 and 

IEEE Std 7-4.3.2-2003 Section 5.15. 

9.2.2 Setpoint Analysis Support 

9.2.2.l Objective 

EPRI TR-107330, Section 4.2.4 (recommends that the qualifier provide information about the qualified 

hardware to support a project-specific setpoint analysis. RG 1.105 (Reference 9-34) endorses ISA­

S67.04-1994 (Reference 9-35), with qualifications, as the basis for performing a project-specific setpoint 

analysis. 

The recommended setpoint analysis support information includes the following: 

A. Calibrated accuracy, including hysteresis and non-linearity, of the analog inputs and outputs 

B. Repeatability of the analog inputs and outputs 

C. Temperature sensitivity of the analog inputs and outputs 
D. Drift with time of the analog inputs and outputs 
E. Power supply variation effects on the analog inputs and outputs 

F. Error contribution of any arithmetic operations needed to implement a setpoint. The accuracy is 

based on using two additions and one multiplication on an input value plus a comparison. The error 
contributions are provided for both integer and floating point calculations. 

G. In addition, EPRI recommends that the qualification process identify those components, if any, on 

analog 1/0 modules that are sensitive to the following: 
o Components where vibration could affect accuracy (e.g., potentiometers) 
o Components where radiation exposure could affect accuracy 
o Components where relative humidity could affect accuracy 
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The objective of the RadlCS Setpoint Analysis Support Document (Reference 9-36) is to provide a single, 
concise listing of the accuracy, drift, and other relevant specifications of the RadlCS Platform. These 
specifications are intended to enable a licensee to calculate instrument measurement uncertainties and 
establish critical control setpoints for a project-specific RadlCS Platform-based system based on ISA­
S67 .04-1994. 

9.2.2.2 Approach 

The Setpoint Analysis Support document provides the data recommended in EPRI TR-107330 for the 
following RadlCS Platform components: 

• Analog Inputs Modules 
• Discrete Inputs Modules 
• Analog Outputs Modules 
• Discrete Outputs Modules 

The accuracy specifications have been compiled from manufacturer's documentation and the results of 
qualification testing of the Rad I CS Platform QTS. 

9.2.3 Limited Life Parts Analysis 

EPRI TR-107330, Section 4.7.8.2 requires the qualifier to perform a component aging analysis on the 
qualified hardware based on the normal and abnormal environmental conditions to which it is exposed. 
The purpose of this analysis is to provide a "qualified life" for components associated with the digital 
l&C platform under qualification. The component aging analysis described in EPRI TR-107330, Section 
4.7.8.2 is not required for the standard RadlCS Platform hardware, which will be installed in a mild 
environment, where repair is possible after an accident. Aging analysis is required only where 
equipment is installed in a harsh environment, where repair is not possible after an accident. Radiy will 
not use the alternate guidance for aging of digital equipment in EPRI TR-107330, Section 4.7.8.2, for 
equipment located in mild environments. 

Qualified life is a term not typically applied to digital l&C equipment intended for installation in a mild 
environment, because accelerated aging is not part of the EQ program. In addition, IEEE Std 323-2003, 
Section 4.1 states that, "A qualified life is not required for equipment located in a mild environment and 
which has no significant aging mechanisms." RG 1.209, Paragraph C.(1), states that, "The NRC does not 
consider the age conditioning (of IEEE Std 3_23-2003) to be applicable because of the absence of 
significant aging mechanisms on microprocessor-based modules." 

The types of electronic components that typically have life limits are batteries and electrolytic 
capacitors. The RadlCS Platform equipment described in Section 6.2 does not use any batteries or 
electrolytic capacitors that require regular replacement. · 

Project-specific RadlCS Platform-based systems will be examined during the design phase to confirm if 
any life limited components are introduced in the hardware for a specific application. If any such 
components are identified, appropriate measures will be identified in the Product Safety Manual to 
manage the life-limited component. 
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9.2.4 Radiation Susceptibility Analysis 

The radiation exposure susceptibility analysis demonstrates that the Rad I CS Platform Modules will not 

experience failures or unacceptable degradation due to expected radiation exposure from normal and 
abnormal service conditions as required by RG 1.209 and.EPRI TR-107330. Section 4.3.6 of EPRI TR 

107330 defines the normal and abnormal radiation exposure levels the equipment must withstand and 

continue to meet the specified performance levels. 
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10 Diversity and Defense-In-Depth 

10.1 Overview 

Digital l&C systems can be vulnerable to CCFs caused by software, firmware, or programmed logic 
errors, which could defeat the redundancy achieved by hardware architecture. CCFs are of particular 
interest for a digital l&C system designed to perform in nuclear safety-related projects like a Protection 
System (PS). 

10.2 Digital Common Cause Failures 

NRC considers CCFs in digital systems to be a beyond dE:!sign basis event and specifies the special 
methods for providing the necessary protection for digital PS projects. These methods use a D3 
assessment as the primary design tool. Defense-in-depth is a principle that ensures multiple layers of 
l&C systems exist to provide protection against a wide spectrum of anticipated operational occurrences 
and postulated accidents, both design basis and beyond design basis. Diversity is a principle that 
ensures digital l&C systems are protected against postulated CCFs, specifically in portions of a digital l&C 
system that are not fully testable (e.g., the software, firmware, or programmable logic). 

Protection against CCF is primarily provided at the overall l&C architecture level by implementing 
different lines of defense and diversity. Regulatory guidance on performing D3 analyses is provided in 
two main documents: BTP 7-19 (Reference 10-1) and NUREG/CR-6303 (Reference 10-2). These 
guidance documents are tailored to a D3 assessment performed for a project-specific safety-related l&C 
system, so much of the guidance is not applicable to a generic platform qualification process. 

10.3 Defense Against Common Cause Failures 

Individual safety l&C systems are generally designed with identical equipment (same hardware and 
software) in redundant divisions, therefore raising a CCF issue at the system level. 

To ensure defense against CCF at the system level, the Rad I CS Platform employs several defensive 
measures that together provide protection against and elimination of CCFs. These defensive measures 
are as follows: 

• Electronic Design Development Process Quality 

• Hardware Independence Principles 

• Platform Diversity 
• Defense-in-Depth 

In combination, these measures work together to reduce the risks of CCF to acceptable levels within 
applications that utilize the RadlCS Platform. 

10.3.1 Electronic Design Development Process Quality 

As stated in IEC 60880-2006 (Reference 10-3), Section 13.2, "Design of software against Common Cause 
Failure": 
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"The basic and most important defense against common cause failure due to software is 
to produce software of the highest quality (i.e., as error-free as possible}." 

The following are measures taken by Radiy and Rad I CS LLC during the electronic design development 
process as a line of defense against electronic design CCFs (as described in Chapter 6}: 

. . 

• Program code volume reduction due to application of FPGA as programmable components 
• Application of distributed electronic design and separation of safety-related functions (IEC 

61266 category A functions} from those of lesser categories (i.e., IEC 61266 (Reference 10-4) 
Categories Band C functions) and non-safety functions 

• Application of development methods and tools aimed to prevent introduction of faults into the 
electronic designs 

• Self-diagnostic testing and fault tolerant design features (validated by FIT as described in Section 
7.4.2.1) 

• Defensive programming 

• Fail-safe design features 

The RadlCS Module Electronic Designs are based on life cycle processes that guarantee achievement of a 
robust level of quality (see Chapters 7 and 8}. It aims at avoiding errors by means of: 

• Adherence to a strict and phased development process 

• Re-use of proven components 
• Use of simple and proven design principles based on clearly defined rules 
• Avoidance of unnecessary complexity 
• Use of proven tools for automated code generation as much as possible to reduce risk of human 

errors 
• Eliminating errors as soon as possible 
• Documents produced during a phase are formally verified and reviewed before starting the next 

phase 

• V&V tasks are performed by an independent team 

•· Static verification is performed on all electronic design VHDL and parameters 
• Unit tests, integration tests, validation tests, factory acceptance tests, and site tests are planned 

and performed 

10.3.2 Hardware Independence Principles 

The steps of defense against hardware CCFs realized for both the RadlCS Platform and RadlCS Platform­
based projects include adherence to independence principle. Generally, adherence to independence 
principle means that the l&C system should preserve its capacity to execute prescribed functions 
necessary to ensure nuclear power plant safety under failure or deliberate inactivation of one redundant 
channel. Radiy best practices to implement this principle are the following: 

• Screening and galvanic separation of input, output circuits and power circuits in each channel 
using electro-optical components 

• Radial ("point-to-point"} structure of connections between channels to preserve the possibility 
and accuracy of data exchange among the rest of channels in case one of them fails 
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• Physical separation of redundant l&C system channels that are housed in separate cabinets and 
powered from different sources 

• Application of technical solutions and components proven in nuclear power plant operation 
experience 

The independence features of the RadlCS Platform are described in Section 6.6. 

10.3.3 RadlCS Platform Diversity Assessment 

As stated in NUREG/CR-6303, Section 2.6, "Diversity": 

"Diversity is a principle in instrumentation systems of sensing different parameters, 

using different technologies, using different logic or algorithms, or using different 

actuation means to provide several ways of detecting and responding to a significant 

event." 

The RadlCS Platform employs several internal diversity features to provide sufficient protection to 

address CCFs that may be introduced using digital FPGA technology within the RadlCS Platform. To 
accomplish this, the RadlCS Platform addresses the following CCF vulnerabilities that are inherent in 

FPGA design technology used in the RadlCS Modules: 

[[ 
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Table 10-1: Technology Differences between FPGAs and CPLD 

Logic Volatility -

--
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The validation of the independent and diverse self-tests and diagnostics, Netlist self-tests, as well as, the 

.CPLD watchdog functions are accomplished by the RadlCS Module FITs. The Module FITs demonstrate 

that each RadlCS Module detects, reports, and performs the appropriate actions in accordance with the 

three defined fault types. Module FIT demonstrates that all Module Hardware Unit failures are covered 

by the Module self-test and diagnostic logics and the CPLD watchdog functions accordingly to place the 

Rad I CS Platform in a safe state when required and allows for these functions to mitigate any CCF 

vulnerabilities. The Module FIT cases were developed using ~he summary of the self-tests credited in 

the FM EDA for each Module. The validation is performed by the V&V organization as described in 

Section 7.4.2.1 and 7.4.5.2. 

Figure 10-1 shows the diverse measures inherent to the RadlCS Platform that are used to mitigate CCF 

vulnerabilities. The combination of these diverse measures ensure protection against the postulated 
CCFs. 
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[[ 

Figure 10-1: Diverse Measures to Mitigate CCF Vulnerabilities 

Human diversity is not specifically credited in the RadlCS Platform for mitigating the potential for digital 
CCFs. The Rad I CS Platform meets requirements for having a design team and an independent 
verification and validation team; however, the RadlCS Platform does not require an additional 
independent design or verification and validation team since it would provide minimal benefits in 
eliminating digital CCFs. The basis for not incorporating additional human diversity into the Electronic 
Design development process is consistent with the view that independently developed software is very 
likely to contain CCF modes, as discussed in a Massachusetts Institute of Technology research report on 
hazards analysis. It should be noted that there are additional diversity attributes (e.g., human, 
technological, and functional) that are implicit attributes of the FPGA and CPLD manufacturing 
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equipment, FPGA and CPLD chip designs, and configuration tools (e.g., Quartus II and RadlCS Platform 
Configuration Tool); however, they are not explicitly defined nor verified for the RadlCS Platform 

diversity strategy. 

The RadlCS Platform diversity strategy is based on insights drawn from recent Massachusetts Institute of 

Technology research report sponsored by NRC that independently developed software is very likely to · 

still contain CCF modes (Reference 10-5). The research report noted that "almost all serious accidents 

caused by software have involved errors in the requirements, not in the implementation of those 

requirements in software code." The report noted that the software requirements have had missing 

cases or incorrect assumptions about the behavior of how the system operated. These problems were 

attributed to misunderstandings by the engineers of the requirements for safe behavior, such as an 

omission of what to do and circumstances that are not anticipated or considered. Software may be 

considered "correct" if it successfully implements its requirements, but the requirements may be unsafe 

in terms of the specified behavior in the surrounding system, the requirements may be incomplete, or 

the software may exhibit unintended (and unsafe) behavior beyond what is specified in the 

requirements. The report noted that redundancy or even multiple versions of the implementations of 
the requirements does not help in these cases. 

The National Research Council was asked by the NRC to conduct a study on application of digital l&C 

technology to commercial nuclear power plant operations (Reference 10-6). The study has several 

conclusions and recommendations that are relevant to the application of diversity in the Rad I CS 

Platform design. With respect to common-mode software failure potential, the report concluded that 

use of different programming languages, different design approaches meeting the same functional 

requirements, different design teams, or different vendors' equipment used to perform the same 

function is not likely to be effective in achieving diversity (i.e., none of these methods is a proof of 

independence of failures). The report noted that there is no generally applicable, effective way to 

evaluate diversity between two pieces of software performing the same function. Superficial or surface 

(syntactic) differences do not imply failure independence, nor does the use of different algorithms to 

achieve the same functions. 

A more effective means of addressing these types of errors is to use the appropriate system design 

development techniques that ensure the correctness and completeness of the system requirements 

(e.g., plant safety analyses, system FMEA, platform FM EDA, diversity and defense-in-depth analyses, and 

multidiscipline design reviews). 

N-version software diversity has been proposed by some as a means of dealing with the uncertainties of 

design faults in a computer system implementation. One researcher looked at the question "does 

software diversity buy you more reliability?" (Reference 10-7) The research was motivated by the 

additional question from a system engineering viewpoint that there may be alternative design options at 

the systems engineering level that are more cost-effective. The paper noted that the Knight and 

Leveson experiment did a service to the computing community by showing that failure independence of 

design faults cannot be assumed. It further noted that from a theoretical standpoin~, it has been shown 

that al!y variation in the degree of difficulty for particular inputs will result in failure dependency. The 

paper suggested that excessive reliance on software diversity may be a case of diminishing returns (i.e., 

high conformity to the wrong specification). As such, it might make more sense to utilize diversity at a 

higher level so that there is some defense-in-depth against faults in the requirements. 
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The Rad I CS Platform defensive measures work to limit the effects of these failures and ensures 
placement into safe states. These added features address the additional CCF vulnerabilities associated 
with digital technology and add to the defense-in-depth approach provided by the NRC hardware 
qualification requirements, plant design features for other licensing basis CCF vulnerabilities (e.g., fire 
flood, e~treme weather mitigation), and the existing signal and functional diversity incorporated in the 
plant PS design/licensing basis. 

The diversity of a typical application using the RadlCS Platform technology was evaluated using the 
methodology outlined in NUREG/CR-7007 (Reference 10-8) is presented in Appendix D. 

10.3.4 Defense-in-Depth 

The design principle of defense-in-depth is applied to safety-related l&C systems through the concept of 
echelons of defense. NUREG/CR-6303 defines four l&C echelons of defense: control system, RTS, 
ESFAS, and monitoring and indicator system. These four echelons are typically thought of as providing 
concentric barriers of protection. 

The four echelons of defense described above are only conceptual and, except for the monitoring and 
indication echelon of defense (see Section B.1.4 in BTP 7-19), NRC regulations do not require nor does 
this guidance imply that RTS and ESFAS echelons of defense must be independent or diverse from each 
other with respect to a CCF. NRC accepts that the RTS and ESFAS echelons may be combined into a 
single digital l&C PS platform. However, plant responses to postulated CCF that could impair a safety 
function must be shown to meet the acceptance criteria defined in BTP 7-19 regardless of the echelons 
of defense that may be affected. The RadlCS Platform diversity strategy is implemented at the Module 
level and is not dependent on the echelons of defense in the plant l&C architecture. 

The RadlCS Platform diversity solution is an acceptable regulatory solution for the digital CCF 
vulnerabilities present in the RadlCS Platform. NRC BTP 7-19, Revision 6, states that there are two 
design attributes, either of which is sufficient to eliminate consideration of software based or software 
logic based CCF: diversity or testability. With respect to the diversity option, BTP 7-19 specifies that 
when sufficient diversity exists in the PS, then the potential for CCF with.in the channels can be 
considered to be appropriately addressed without further action. 

The RadlCS Platform can be used employ additional signal and functional diversity strategies. Signal 
diversity is defined as the use of different sensed parameters to initiate a protective action. Signal 
diversity is a plant-specific design decision that can be effectively implemented with the range of input 
module capabilities in the RadlCS Platform. Two signal channels are functionally diverse if they perform 
different physical functions or employ different algorithms. Functional diversity is a plant-specific design 
decision that can be readily implemented by allocating functionally diverse channels to separate LMs in 
a Rad I CS Platform system. These strategies can be used together with the existing signal and functional 
diversity incorporated in the plant PS design/licensing basis to further increase the overall diversity in 
the PS. These options do not affect the generic Rad I CS Platform features (i.e., the hardware, Electronic 
Design, or communications features described in Chapter 6). Instead, these options only affect certain 
plant-specific system analysis. 
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10.4 Rad/CS Diversity Summary 

[[ 

w,c,e 

The RadlCS Platform diversity solution is an acceptable regulatory solution for the digital CCF 

vulnerabilities present in the RadlCS Platform. NRC BTP 7-19, Revision 6, states that there are two 

design attributes, either of which is sufficient to eliminate consideration of software based or software 

logic based CCF: diversity or testability. With respect to the diversity option, BTP 7-19 specifies that 

when sufficient diversity exists in the PS, then the potential for CCF within the channels can be 

considered to be appropriately addressed without further action. 

The RadlCS Platform diversity strategy represents a stronger diversity case (i.e., more diversity 

attributes) than others accepted by NRC for systems based on FPGA technology. The FPGA-based 

Electronic Design and CPLD-based PSWD provide CCF protection for every RadlCS Module in a system. 

The functional diversity strategy employed for RadlCS Module Electronic Designs has a greater degree of 

diversity than strategies that introduce functional diversity into FPGA electronic designs through the use 

of various degrees of development team diversity. 

The RadlCS Platform diversity approach provides other benefits by simplifying the overall I&( systems 

designs, since a separate diverse actuation system is not required to mitigate digital CCFs. The RadlCS 

Platform diversity strategy leads to a simpler overall I&( architecture than other platform-based diverse 

technology solutions (e.g., addition of a separate diverse actuation system or different equipment 

configurations in redundant divisions in a system). The RadlCS Platform diversity strategy eliminates the 

complex intersystem design coordination analysis of two actuation systems controlling safety 

components. 
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11 Secure Development and Operational Environment 

This chapter discusses the RadlCS Platform secure development environment, the RadlCS Platform 
vulnerability assessment, and implementation of the secure development and operational environment 
controls. 

RPC Radiy and Radics LLC have implemented a secure development and operational procedure that 
specifies the security controls for the Rad I CS Platform development and operational environment. The 
procedures provide guidance for designing digital systems (both hardware and electronic design) to 
ensure that they are free from vulnerabilities that could affect the reliability of the system. 

The Rad I CS Platform secure development and operational environment is designed to meet the 
guidance in RG 1.152 (Reference 11-1) by providing (1) measures and controls taken to establish a 
secure environment for development of the digital safety system against undocumented, unneeded, 
and unwanted modifications and (2) protective actions taken against a predictable set of undesirable 
acts (e.g., inadvertent operator actions or the undesirable behavior of connected systems) that could 
challenge the integrity, reliability, or functionality of a digital safety system during operations. 

11.1 Development Environment Vulnerability Assessment 

RPC Radiy and Radics LLC conducted vulnerability assessments for the Rad I CS Platform development 
environment to identify security vulnerabilities and identify potential security measures to mitigate 
identified vulnerabilities. Radics LLC used RG 1.152 as basis for this assessment. Radics LLC also used RG 
5.71 (Reference 11-2) to understand potential U.S. customer requirements. 

The RadlCS Platform development environment vulnerability assessment included: 

• Analysis of potential hardware vulnerabilities for the development environment 
• Analysis of potential electronic design and software-based tool vulnerabilities for the 

development environment 

• Analysis of potential configuration vulnerabilities for the development environment 
• Analysis of potential network vulnerabilities for the development environment 

The hardware vulnerability analysis of the development environment assessed the following potential 
vulnerabilities: 

. [[ 

The electronic design and software-based tool vulnerability analysis of the development environment 
assessed the following potential vulnerabilities: 
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The configuration vulnerability analysis of the development environment assessed the following 
potential vulnerabilities: 

. [[ 

The network vulnerability analysis of the development environment assessed the following potential 
vulnerabilities: 

. [[ 

A list of possible threats to the development environment was developed. Each potential development 
environment vulnerability was assessed against the possible threats. Appropriate security measures for 
each vulnerability and effective means to implement them were identified. 

The results of the RadlCS Platform development environment vulnerability assessment were 
documented in a vulnerability assessment report (Reference 11-3). 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 319 of 388 



NON-PROPRIETARY 

~r1a:·: .. • · d··· · 1· ·&~·,,.·· .. ,.',·"·"'.···.l!'dll>. 

11.2 Rad/CS Secure Development Environment 

RPC Radiy and Radics LLC have implemented a comprehensive set of security measures that are 

designed to eliminate credible vulnerabilities associated with company security management and the 

digital equipment development process. These security measures include: 

. [[ 

11.3 Operating Environment Vulnerability Assessment 

RPC Radiy and Radics LLC conducted vulnerability assessments for the Rad I CS Platform operating 

environment to identify potential security vulnerabilities and identify security measures to mitigate 

identified vulnerabilities. Radics LLC used RG 1.152 as basis for this assessment. Radics LLC also used RG 

5.71 to understand potential U.S. customer requirements. 

The RadlCS Platform vulnerability analysis assessed the following potential vulnerabilities: 

. [[ 
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Each potential operating environment vulnerability for the RadlCS Platform was assessed and 
appropriate security measures for each vulnerability were identified. 

The results of the RadlCS Platform operating environment vulnerability assessment were document in a 
vulnerability assessment report. 

11.4 Rad/CS Platform Secure Operational Environment 

RadlCS Platform has a comprehensive set of security measures implemented that are designed to 
eliminate credible vulnerabilities associated with the integrity, reliability, or functionality of a digital 
safety system during operations. These security measures include: 

. [[ 
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11.5 Technology Advantages for FPGAs and CPLDs 

FPGA and CPLD technologies provide additional inherent technology enhancements to a secure 

development and operational environment. These inherent security measures include: 

• There are no known viruses or malware designed to attack HDL coded configurations; FPGA­

based platforms have a simple and structured design, therefore the corresponding V&V 

processes performed at each stage of design are more likely detect the presence of potential 
threats and malicious design; 

• FPGAs do not use operating systems which could be the target of potential cyber attacks 

• FPGA programming and reprogramming can be done only through a special interface requiring 

physical access to the hardware. Additionally, it is impossible to connect common storage media 
or communication devices that could infect the control logic code. 

FPGA-based systems that directly implement the required l&C functions (like the Rad I CS Platform) do 

not contain high-level, general-purpose components that can be easily diverted or hijacked for malicious 

purposes. Malicious functions must be introduced as complete designs, using technology-specific 

engineering tools. This aspect of FPGA designs raises the level of difficulty a would-be attacker would 

face in attempting to make· malicious modifications. 

11. 6 Project-Specific Vulnerability Assessments 

The Radics LLC Secure Development and Operational Environment Procedure specifies that a project­

specific vulnerability assessment be prepared that contain results of vulnerabilities assessment and 

appropriate phase-specific protective actions and controls. This document is intended for 

implementation at development environment to cover all the revealed vulnerabilities for the 

development stages, including: 

. [[ 
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The security of electronic records is assured by two main methods: 

. [[ 

The RadlCS Platform-based project-specific lifecycle security activities and documentation are shown in 
Figure 11-1. 
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[[ 

Figure 11-1: RadlCS Project-Specific Lifecycle Security Activities 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 324 of 388 



NON-PROPRIETARY 

X(i~ ... ; di'. '. · ... J .. ··'' ,, ,, '. 
'~ ..... ,.·.,:. -~r .. v~ 

11.7 Chapter 11 References 
1 RG 1.152, Revision 3, "Criteria for Digital Computers in Safety Systems of Nuclear Power 

Plants," July 2011 
2 RG 5.71, "Cyber Security Programs for Nuclear Facilities," January 2010 
3 RPC Radiy Document D2.8, "RadlCS Security Analysis Report" 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 325 of 388 



NON-PROPRIETARY 

12 Compliance Summary for Key Regulations, Codes, and 
Standards 

A summary of the key NRC regulatory requirements and acceptance criteria for l&C systems important 
to safety identified in Chapter 5 is provided for the RadlCS Platform and associated development 
processes. The discussion is organized into four sections: Quality Assurance, Technical Requirements, 
Electronic Design Development Processes, and Secure Development and Operating Environment. 

12.1 Quality Assurance 
The quality assurance requirements applicable to the Rad I CS Platform Topical Report review are found 
in NRC RG 1.28 (Reference 12-1) and RG 1.152 (Reference 12-2). 

12.1.1 Regulatory Guide 1.28 

RG 1.28, Revision 4, endorses Part I and Part II requirements included in NQA-1-2008 and the NQA-la-
2009 Addenda (Reference 12-3) as providing an adequate basis for complying with the requirements of 
10 CFR Part 50 Appendix B (Reference 12-4). Compliance with 10 CFR Part 50 Appendix B is an accepted 
method of satisfying 10 CFR Part 50 Appendix A (Reference 12-5) GDC 1. 

Chapter 3 describes the Radics LLC QAP. The Radics LLC organization was described and the key 
organizational responsibilities for quality were identified. 

The Radics LLC QAPD is the top-level QA document. It was developed to meet the requirements of NQA-
1-2008/ NQA-la-2009 Addenda. The Radics LLC QAPD is based on NEI 11-04A (Reference 12-6). The 
Radics LLC QAPD establishes the quality system document structure, which includes the following: 

• Radics LLC QAPD is the upper tier quality requirements document 
• Radics LLC Quality Procedures implement the QAPD requirements for programs and processes 
• Radics LLC Quality Work Instructions provide standardized methods to accomplish quality­

related work 

• Radics LLC Forms and Records are used to create the implementation evident for quality-related 

work 

All Radics LLC activities for the processes described in the RadlCS Topical Report are performed in 
accordance with the Radics LLC QAP. 

A complete set of procedures was developed to implement quality controls for all 18 criteria from 10 
CFR Part 50 Appendix B. A comprehensive training program was prepared for Radics LLC personnel on 
the key elements of the QAPD-001 and implementing procedures. A qualification and training program 
was implemented for QA lead auditors and inspectors. The Radics LLC staff has been certified on the 
following topics: 

• Internal/External Auditing topics and techniques 
• Organization safety culture, root cause determination and problem-solving techniques 
• Means to identify and deal with Counterfeit, Fraudulent, and Suspect Items 
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• Commercial Grade Item Dedication 

GQA completed a third-party evaluation in August 2016 (Reference 12-7). Evaluation QAP _EVAL-2016 
was performed to assess the adequacy of the Radics LLC Quality Assurance Program documents for 
meeting 10 CFR Part 50 Appendix B, 10 CFR Part 21, ASME NQA-1-1994, NQA-1-2008, and NQA-la-2009. 
The evaluation was performed as a document audit of current policies and qua.lity procedures to assess 
the Radics LLC QAPD for addressing applicable requirements for control over quality activities for 
supplying nuclear safety-related digital instrumentation and control equipment. The scope of the 
evaluation included the latest approved revisions of the Radics LLC QAPD, 42 Quality Procedures, and 3 
significant Work Instructions. 

The evaluation found that the Radics LLC QAPD was a comprehensive network of policies, procedures, 
instructions, and forms that address the nuclear quality assurance requirements in detail. The Radics 
LLC QAPD also reflect recent regulatory developments, provisions and guidance of impact to nuclear 
licensees and their suppliers. GQA concluded that the Radics LLC QAPD is comprehensively documented 
and compliant with stated requirements. Three evaluation comments were submitted for corrective 
action in accordance with the Radics LLC QAPD. 

The Radics LLC QAPD satisfies the quality assurance requirements of IEEE Std 603-1991 (Reference 12-8) 
Section 5.3. 

12.1.2 Regulatory Guide 1.152 

NRC RG 1.152, Revision 3, endorses IEEE Std 7-4.3.2-2003 (Reference 12-9) as an acceptable method for 
satisfying NRC regulations with respect to high functional reliability and design requirements for 
computers used in the safety systems of nuclear power plants. 

IEEE Std 7-4.3.2-2003 Section 5.3 identifies additional requirements that are necessary to satisfy the 
requirements of IEEE Std 603 for digital systems for the following topics: 

• Software development (Section 5.3.1) 
• Use of software tools (Section 5.3.2} 

• Verification and validation (Sections 5.3.3 and 5.3.4} 

• Configuration management (Section 5.3.5) 
• Risk Management (Section 5.3.6} 

• Qualification of existing commercial computers (Section 5.4.2} 

The electronic design development process described in Chapters 7 and 8 satisfy the requirements of 
IEEE Std 7-4.3.2-2003 Section 5.3.1. 

The use of software-based tools described in Chapter 8 satisfies the requirements of IEEE Std 7-4.3.2-
2003 Section 5.3.2. 

The V&V activities described in Chapters 7 and 8 satisfy the requirements of IEEE Std 7-4.3.2-2003 
Section 5.3.3. Compliance with IEEE Std 1012-2004 (Reference 12-10) is discussed in Section 12.3. 
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The organizational independence of the organizations performing V&V activities for the Rad I CS Platform 
described in Chapter 3 satisfy the requirements of IEEE Std 7-4.3.2-2003 Section 5.3.4. 

The electronic design configuration management process described in Chapter 7 satisfies the 
requirements of IEEE Std 7-4.3.2-2003 Section 5.3.5. Compliance with IEEE Std 828-2005 is discussed in 
Section 12.3. 

The use ofthe FSMP described in Section 3.2.2.3 satisfies the risk management requirements of IEEE Std 
7-4.3.2-2003 Section 5.3.6. 

The commercial grade dedication process described in Chapter 4 satisfies the commercial grade 
dedication process requirements of IEEE Std 7-4.3.2-2003 Section 5.4.2. The RadlCS Platform 
commercial grade dedication process described in Chapter 4 also addresses the review guidance in BTP 
7-18 (Reference 12-11). 

12.2 Technical Requirements 

The technical requirements applicable to the Rad I CS Platform Topical Report review are found in RG 
1.153 (Reference 12-12), RG 1.152, Revision 3, Dl&C-ISG-04 (Reference 12-13), and NUREG/CR 6082 
(Reference 12-14). 

12.2.1 Regulatory Guide 1.153 

RG 1.153, Revision 1, endorses IEEE Std 603-1991 as an acceptable method for satisfying NRC 
regulations with respect to the design, reliability, qualification, and testability of the power, 
instrumentation, and control portions of the safety systems of nuclear power plants. 10 CFR 
50.55a(h)(2) incorporates IEEE Std 603-1991 in the regulation by reference. 

IEEE Std 603-1991 has several technical requirements that are addressed by the RadlCS Platform design: 

• Equipment Qualification (Section 5.4) 
• System Integrity (Section 5.5) 

• Independence (Section 5.6) 

• Capability for Test and Calibration (Section 5.7) 

• Control of Access (Section 5.9) 

• Repair (Section 5.10) 
• Identification (Section 5.11) 

• Reliability (Section 5.15) 

The RadlCS Platform EQ program described in Chapter 9 satisfies the EQ requirements of IEEE Std 603-
1991 Section 5.4. The RadlCS Platform Equipment Qualification Plan conforms to IEEE Std 323-2003 
(Reference 12-15), as endorsed by RG 1.209 (Reference 12-16). The seismic qualification testing is 
performed in accordance with the IEEE Std 344-2004 (Reference 12-17), as endorsed by RG 1.100 
(Reference 12-18), using the generic seismic spectra documented in EPRI TR-107330 (EPRI website 
version) (Reference 12-19). The electromagnetic compatibility testing is performed in accordance with 
testing standards endorsed by RG 1.180 (Reference 12-20). The licensee for a project-specific 
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application of the Rad I CS Platform will address the correspondence of the generic qualification envelope 
for the RadlCS Platform with the site-specific qualification bounding envelopes. 

The RadlCS Platform predictability and repeatability design features described in Sections 6.3, 6.4, 6.8, 
and 6.10 satisfy the system integrity requirements of IEEE Std 603-1991 Section 5.5. 

The RadlCS Platform independence features described in Section 6.6 satisfy the independence 
requirements of IEEE Std 603-1991 Section 5.6 for the Rad I CS Platform equipment. The RadlCS Platform 
isolation features also satisfy IEEE Std 384-1992 (Reference 12-21), as endorsed by RG 1. 75 (Reference 
12-22). The electrical fast transient testing, surge withstand testing, and Class lE to non-Class lE 
isolation testing in the RadlCS EQ program described in Chapter 9 address the review guidance in BTP 7-
11 (Reference 12-23). 

The RadlCS Platform design features described in Sections 6.7, 6.11, and 6.12 provide the capability for 
test and calibration, which satisfy the test and calibration requirements of IEEE Std 603-1991 Section 
5.7. The specific means for complying with the system level test and calibration requirements must be 
assessed on a project-specific basis. 

The Rad I CS Platform control of access features described in Section 6.9 satisfy the control of access 
requirements of IEEE Std 603-1991 Section 5.9. Additional means for complying with the system level 
control of access requirements must be assessed on a project-specific basis. 

The RadlCS Platform design features described in Sections 6.1.3, 6.4 and 6.7 along with the design 
considerations summarized in Section 7.6.3 facilitate timely recognition, location, replacement, repair, 
and adjustment of malfunctioning equipment, which satisfy the repair requirements of IEEE Std 603-
1991 Section 5.10. 

The RadlCS Platform Human-Machine Interface features described in Section 6.2.1.6 satisfy the 
identification requirements of IEEE Std 603-1991 Section 5.11. Additional means for complying with the 
system level identification requirements must be assessed on a project-specific basis. 

The RadlCS Platform FM EDA described in Section 9.2.1 satisfy the reliability requirements of IEEE Std 
603-1991 Section 5.15. 

12.2.2 Regulatory Guide 1.152 

NRC RG 1.152, Revision 3, endorses IEEE Std 7-4.3.2-2003 as an acceptable method for satisfying NRC 
regulations with respect to high functional reliability and design requirements for computers used in the 
safety systems of nuclear power plants. 

IEEE Std 7-4.3.2-2003 has several technical requirements that are addressed by the Rad I CS Platform 
design: 

• Computer system testing (Section 5.4.1) 

• System integrity (Sections 5.5.1, 5.5.2, and 5.5.3) 
• Independence (Section 5.6) 
• Identification (Section 5.11) 
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• Reliability (Section 5.15) 

The RadlCS Platform EQ program described in Chapter 9 specifies the performance of operability and 

prudency tests, as defined in EPRI TR-107330. In RG 1.209, NRC noted that it has accepted EPRI TR-

107330 as an acceptable method for addressing mild-environment qualification of digital platforms. The 

RadlCS Platform EQ program satisfies the computer system testing requirements in IEEE Std 7-4.3.2-

2003 Section 5.4.1. 

The RadlCS Platform predictability and repeatability design features described in Sections 6.3, 6.4, 6.8, 

and 6.10 satisfy the design for computer integrity requirements in IEEE Std 7-4.3.2-2003 Section 5.5.1. 

The Rad I CS Platform diagnostic features described in Section 6.4 were developed in accordance with the 

ED development process described in Chapters 7 and 8. The RadlCS Module EDs were subject to the 

V&V process described in Section 7.4 and the configuration management process described in Section 

7.5. The controls for the development of the RadlCS Platform diagnostic features satisfy the design for 

test and calibration requirements in IEEE Std 7-4.3.2-2003 Section 5.5.2. The RadlCS Platform diagnostic 

features described in Section 6.4 satisfy the fault detection and self-diagnostics requirements in IEEE Std 

7-4.3.2-2003 Section 5.5.3. The Rad I CS Platform diagnostic features described in Chapter 6.4 address 

the review guidance in BTP 7-17. The use of these automatic test features as credit for performing 

Technical Specification surveillance test functions must be assessed on a project-specific basis. The 

RadlCS Platform timing diagrams and Working Cycles described in Section 6.10 addresses the BTP 7-21 

{Reference 12-24) review guidance regarding allocation of system timing requirements to the digital 

computer portion of the system. The system level aspects of system timing must be assessed on a 

project-specific basis. 

The RadlCS Platform communication features described in Sections 6.3, 6.4, and 6.6 satisfy the system 

independence requirements of IEEE Std 7-4.3.2-2003 Section 5.6. 

The Rad I CS Module version authentication features of the RadlCS Platform described in Section 6.1.3 

satisfy the identification requirements of IEEE Std 7-4.3.2-2003 Section 5.11. 

The RadlCS Platform FM EDA described in Section 9.2.1 satisfies the reliability requirements of IEEE Std 

7-4.3.2-2003 Section 5.15. 

12.2.3 Dl&C-ISG-04 

The generic RadlCS Platform communication independence features comply with the Dl&C-ISG-04 

guidance regarding inter-divisional communication. The generic RadlCS Platform does not include 

priority logic for command prioritization. The generic RadlCS Platform design supports multi-divisional 

communication only in divisional voting logic and divisional display processors as described in Chapter 6. 

The details of the alignment of the Rad I CS Platform capabilities with the criteria in Dl&C-ISG-04 are 

presented in Appendix B. 

12.2.4 NUREG/CR 6082 

Section 2 of NUREG/CR-6082, Data Communications, has 15 questions intended to help focus reviews of 

data communication systems. Table 12-1 provides an evaluation the RadlCS Platform for those 

questions. 
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Table 12-1: Responses to NUREG/CR-6082 Communications System Questions 
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2.1.1. Is it an event-based or state based The RadlCS Platform is a state-based system that 
system? operates in a deterministic way, as described in Sections 

6.3, 6.4, and 6.10. The communication between the 
RadlCS Platform Chassis is asynchronous. 

2.1.2. Is there an accurate picture of the The detailed architectures of the Rad I CS Modules and 
layout? the connection of each Unit are known, as described in 

Section 6.2.4. 

2.1.3. Are the data rates known between The data rates between all nodes of the architecture are 
all nodes of the architecture? Are they based on the Work Cycle time. This Work Cycle time is 
known for upset and error conditions? constant, as described in Section 6.10. The Work Cycle · 

time is fixed and based on the definition of the data sent 
on the network during the design phase. The 
consistency of data transmission is verified, as described 
in Sections 6.4 and 6.8. 

2.1.4. Is the message mix known? Is it The messages mix is well-characterized and the data are 
known for upset and error conditions? carried in defined protocols, as described in Section 

6.3.3. 

2.1.5. Are the timing and delay Timing and delay requirements are expressed in detailed 
requirements known? system requirements. The response time of the RadlCS 

Platform system is defined by a theoretical model (as 
described in Section 6.10) and verified on the equipment 
during factory tests. 

2.1.6. Is the system "deterministic" and The protocol is deterministic. Even in case of errors, the . 
the effects of error recovery accounted Work Cycle time is constant, as described in Section 
for? 6.10. If there is any error, they are detected by the 

communication error detection features described in 
Section 6.4. Section 6.3 describes the response of the 
RadlCS Platform to communication errors. 

2.1.7. Is the actual link capacity including The Work Cycle time includes the timing of reception 
interface, operating system, and protocol and transmission processing (described in Section 6.10) 
performance effects being quoted, or is and is used to determine the actual link capacity. 
the vendor basing calculations on raw 
media bandwidth? 

2.1.8. What are the media requirements? The media (cable and fiber optic) are defined in 
Section 6.3.1. The use of these media is tested for 
electromagnetic compatibility, as described in Section 
9.1.2.5. 
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2.1.9. Does the design meet The RadlCS Platform independence features are 
independence requirements? described in Section 6.6. 

2.1.10. What are the communications The RadlCS Platform communication error detection 
error performance requirements? features are described in Section 6.4. 

2.1.11. What are the protocol The media are off-the-shelf product. The RadlCS 
requirements? What services should the Platform communication protocols are proprietary and 
protocol provide? developed by RPC Radiy, as described in Section 6.3.3. 

2.1.12. Is there theoretical support for For performance, the cycle time of each Chassis is fixed 
performance and reliability? and monitored, as described in Section 6.10. For 

reliability, the FM EDA described in Section 9.2.1 included 
an evaluation of the communication protocols. 

2.1.13. Is there experimental support for Detection of failed components is supported by system 
performance and reliability? self-tests. Then repair is limited to replacement of 

RadlCS Modules and the cabling is facilitated by use of 
connectors. Restoration of RadlCS Platform operation 
after identification of any failure of an electronic 
component is simple and not time consuming. 

2.1.14. Is there an installed base? If The RadlCS Platform is already installed in many NPPs, as 
proprietary, how many suppliers support discussed in Chapter 2. The communication protocols 
the medium and the protocol software? are provided by RadlCS Platform proprietary EDs. 

2.1.15. Is there a good match between The RadlCS Platform is already installed in safety systems 
nodes processors, networks controllers, of NPPs. This long-term installation and operation 
and operating system and protocol stack? allows us to claim that there is a good match between all 

elements of the Rad I CS Platform. 

12.2.5 

[[ 

Branch Technical Position 7-19 
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The RadlCS Platform diversity solution is an acceptable regulatory solution for the digital CCF 
vulnerabilities present in the RadlCS Platform. NRC BTP 7-19, Revision 6, states that there are two 
design attributes, either of which is sufficient to eliminate consideration of software based or software 
logic based CCF: diversity or testability. With respect to the diversity option, BTP 7-19 specifies that 
when sufficient diversity exists in the PS, then the potential for CCF within the channels can be 
considered to be appropriately addressed without further action. The evaluation of diversity in 
Appendix D demonstrates that sufficient diversity is incorporated into the RadlCS Platform design. 

12.3 Electronic Design Development Processes 

The software development requirements applicable to the electronic design development for the RadlCS 
Platform Topical Report review are found in RGs 1.173 (Reference 12-25), 1.172 (Reference 12-26), 
1.171 (Reference 12-27), 1.170 (Reference 12-28), 1.169 (Reference 12-29), and 1.168 (Reference 12-
30). Additional review guidance is found in BTP 7-14 (Reference 12-31). 

12.3.1 Regulatory Guide 1.173 

RG 1.173, Revision 1, endorses IEEE Std 1074-2006 (Reference 12-32). IEEE Std 1074-2006 provides a 
structured approach for developing a software life cycle program consistent with this regulatory 
guidance. The life cycle processes for the RadlCS Platform and Application ED were established 
according to the guidance provided in IEC 60880:2006 (Reference 12-33) and IEC 60508:2010 (Reference 
12-34) and was documented in dedicated development plans, which are described in Chapters 7 and 8. 
The RadlCS Module ED life cycle process described in Chapter 8 was established according to the 
guidance provided in IEC 62566:2011 (Reference 12-35). The RadlCS Platform and Application ED 
lifecycles conform to IEEE Std 1074-2006, as endorsed by RG 1.173, Revision 1. 

12.3.2 Regulatory Guide 1.172 

RG 1.172, Revision 1, endorses IEEE Std 830-1998 (Reference 12-36). IEEE Std 830-1998 is a 
recommended practice for writing software requirements specifications; however, as a recommend 
practice, it does not identify any specific requirements. The RadlCS Platform requirements documents 
described in Section 7.3.2 follow the recommendations in IEEE Std 830-1998, as endorsed by RG 1.172, 
Revision 1, with two exceptions. The RadlCS Platform and Application ED requirements documents 
follow the format requirements of the respective quality assurance programs rather than the 
recommendation provided in IEEE Std 830-1998 Section 5. The RadlCS Platform requirements are not 
ranked for importance, as recommended by IEEE Std 830-1998 Section 4.3.5. RG 1.172, Revision 1, does 
not support the ranking approach recommended by IEEE Std 830-1998. 
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12.3.3 Regulatory Guide 1.171 

00
.·.·· • . . d I.a· '4: ... • ... • .. 

This RG endorses IEEE Std 1008-1987 (Reference 12-37). IEEE Std 1008-1987 describes a structured 

approach for performing software unit testing. The Function Block Library testing described in Chapters 

7 and 8 represent unit level testing for the RadlCS Platform. The Function Block Library testing conforms 

to IEEE Std 1008-1987, as endorsed by RG 1.171, Revision 1. 

12.3.4 Regulatory Guide 1.170 

This RG endorses IEEE Std 829-2008 {Reference 12-38). IEEE Std 829-2008 provides a structured 

approach to software test documentation. Section 7.4.5.2 describes the RPC Radiy and Radics LLC 

approach to Platform and Application ED V&V test documentation. The test documents have been 

structured to reflect the use of RadlCS Platform and Application ED development lifecycle, the use of 

FPGA technology, and conformance to respective quality assurance programs for document format. 

These adaptations are consistent with the provision identified in IEEE Std 829-2008 Section 6 and RG 

1.170 Regulatory Position C.1. Radics LLC believes that the RadlCS Platform test documentation 

conforms to the technical requirements of IEEE Std 829-2008 but not necessarily all the administrative 

requirements. 

12.3.5 Regulatory Guide 1.169 

This RG endorses IEEE Std 828-2005 {Reference 12-39). IEEE Std 828-2005 describes a structured 

approach to software configuration management. The RPC Radiy and Radics LLC approach to electronic 

design and software-based tool configuration management is described in Section 7.5. The RadlCS 

Platform and Application ED configuration management programs conform to the requirements in IEEE 

Std 828-2005, as endorsed by RG 1.169, Revision 1, with one exception. The RadlCS Platform and 

Application ED lifecycles do not include interfaces with external organizations that design software or 

electronic design for a project. As such, the interface controls specified in IEEE Std 828-2005 Section 

3.3.5 are not implemented. The design interfaces internal to Radics LLC are controlled within the design 

control process. 

12.3.6 Regulatory Guide 1.168 

This RG endorses IEEE Std 1012-2004. IEEE Std 1012-2004 describes a structured approach to software 

V&V. The RPC Radiy and Radics LLC approach to electronic design V&V is described in Chapters 7 and 8. 

The RadlCS Platform and Application ED V&V programs activities and tasks have been adapted to reflect 

the use of RadlCS Platform development lifecycle and the use of FPGA technology, as allowed by IEEE 

Std 1012-2004 Section 1.7. The RadlCS Platform and Application V&V programs conform to the 

requirements in IEEE Std 1012-2004, as endorsed by RG 1.168, Revision 2, with five exceptions. The 

specific administrative requirements for administrative and formatting requirements specified in IEEE 

Std 1012-2004 Sections 7 and 8 are not followed. Instead, the V&V documents conform to established 

design practices and quality assurance program requirements. The criticality analysis is not performed, 

since all RadlCS Module EDs are classified at the highest level for use in safety-related systems. The 

FM EDA described in Section 9.2.1 and the IEC Safety Integrity Level certification described in Section 

4.1.2.3 replace the hazards analyses specified in IEEE Std 1012-2004 Section 5 and Tables 1 and 2. The 
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security assessments described in Chapter 11 replace the security analyses specified in IEEE Std 1012-
2004 Section 5 and Tables 1 and 2. The RPC Radiy and Radics LLC approach to V&V test documentation 
described in Section 12.3.4 is used as an alternative to the test documentation requirements specified in 
IEEE Std 1012-2004 Section 6.3.1. 

RG 1.168 also endorses IEEE Std 1028-2008 (Reference 12-40). · IEEE Std 1028-2008 describes methods 
to perform to software reviews and audits. The RPC Radiy and Radics LLC approach to electronic design 
reviews is described in Section 7.4.3. The RPC Radiy and Radics LLC approach to electronic design audits 
is described in Sections 7.3.1, 7.5.3.3, and 11.4. RPC Radiy and Radics LLC perform the audits and 
documents the results in accordance with established practices and quality assurance program 
requirements instead of the methods specified in IEEE Std 1028-2008. 

12.3.7 Branch Technical Position 7-14 

BTP 7-14, Revision 5, provide a structured approach for developing software using a series of planning 
documents. The RadlCS Platform EDs were developed according to the guidance provided in IEC 
60880:2006 and IEC 61508:2010. The IEC SIL certification process requires that products developed 
under a FSMP. The FSMP is the main planning document and takes all lEC 61508:2010 requirements 
into consideration and mandates how they are applied throughout the product life cycle. The FSMP 
covers the same scope as five BTP 7-14 plans: Software Management Plan, Software Development Plan, 
Software Quality Assurance Plan, Software Integration Plan, and Software Safety Plan. The comparable 
RadlCS Platform documents are mapped to the BTP 7-14 planning scheme in Figure 12-1. The RadlCS 
Platform Document D11.1, Product Safety Manual, is closely related to the Application Guide 
Documentation discussed in EPRI TR-107330. 

The figure also shows the mapping of the RadlCS Application ED development documents to the BTP 
7-14 topics. The RadlCS Software Quality Assurance Plan is the main planning document and covers the 
same scope as seven BTP 7-14 plans: Software Management Plan, Software Development Plan, 
Software Quality Assurance Plan, Software Integration Plan, Software V&V Plan, Software Configuration 
Management Plan, and Software Safety Plan. The RadlCS Product Safety Manual covers the same scope 
as three BTP 7-14 plans: Software Installation Plan, Software Maintenance Plan, and Software 
Operations Plan. 

12.4 Secure Development and Operating Environment 
The secure development and operating environment guidance applicable to the RadlCS Platform Topical 
Report review are found in RG 1.152, Revision 3. 

12.4.1 Regulatory Guide 1.152 

The RadlCS Platform secure development and operating environment assessment provided in Chapter 
11 satisfies the requirements of RG 1.152, Revision 3, Regulatory Position C.2. 
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Figure 12-1: Mapping RadlCS Documents to BTP 7-14 
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Appendix A: RadlCS Platform Application Guide 

The RadlCS Platform Application Guide provides a summary of the guidance for applying the RadlCS 
Platform in NPP l&C systems classified as safety-related. The application guidance is documented in the 
RadlCS Platform Product Safety Manual (Reference A-1), which meets the intent ofthe application guide 
documentation described in EPRI TR-107330 (Reference A-2). The qualified RadlCS Platform equipment 
is documented in the Master Configuration List (Reference A-3). 

A.1 Rad/CS Platform Capabilities 

A.1.1 RadlCS Platform Modes of Operation 

The RadlCS Platform has seven modes of operation. Five modes are associated with routine operation 
of the RadlCS Platform. Two other modes are infrequent activities associated with changing parameters 
used by the Application Logic, calibrating the analog 1/0 channels, or changing a Rad I CS Module 
Electronic Design configuration. 

A.1.1.1 Routine Modes of Operation 

Figure A-1 provides an illustration of the evolution over time of the RadlCS Platform, from initial startup 
through infrequent failures and maintenance and return to full operation. It is representative of the 
modes of operation that will be seen during routine system operation. 

[[ 

w,c,e 

Figure A-1: Illustrative Timeline of RadlCS Platform Operating Modes 
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• POWERED-OFF mode 

The Rad I CS Platform is in the POWERED OFF mode when both 24 VDC supplies are removed. In 

the POWERED-OFF mode, all RadlCS Platform outputs are in their safe state. The RadlCS 

Platform will restart only if all power is removed and then the Rad I CS Platform is powered up by 

either one or both 24 VDC power sources. [[ · 
]Ja,c,e 

• Power-up "7 STARTUP mode 

When the RadlCS Platform is powered up, there is a [[ ]]a,c,e second period of operation in 

STARTUP mode during which all outputs are held in the safe state 12 and the RadlCS Platform 

performs all standard self-diagnostic tests plus some extra tests. At the end of STARTUP mode, 

all Application Logic is initialized, and ready to implement the Application ED. 

• STARTUP mode "7 RUN (SAFE) mode with SOR Set 

At the end of a successful STARTUP mode period (i.e., no safety-critical failures were detected), 

the RadlCS Platform will allow the SOR to be reset. Until the SOR is reset, the Rad I CS Platform 

operates in RUN (SAFE) mode. 

In RUN (SAFE) mode, the Application ED executes normally, setting the internal values of the 

outputs; however, all outputs are subjected to the SOR, which sets the final outputs to the safe 

state. (Note: Input Modules skip the RUN (SAFE) mode because they are not equipped with the 

SOR. They transition directly from STARTUP to RUN mode.) 

• RUN (SAFE) "7 RUN mode with SOR Reset 

12 [( 

Transition out of RUN (SAFE) mode into RUN mode occurs when the Reset-SOR input is closed 

and all conditions that set the SOR have cleared. There are two options to implement this 

feature: 

1) Manual reset by the operator [[ 
]]a,c,e 

2) Installed wiring that holds the reset circuit closed, thus providing an automatic transition 

from STARTUP mode, momentarily to RUN (SAFE) mode, and then within [[ w,c,e 

milliseconds to RUN mode. 

Once the SOR is reset by the operator [[ 
w,c,e, the RadlCS Platform transitions to RUN mode and all outputs are under control of 

the Application Logic. 

w,c,e 
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• FAULTED mode 

Each RadlCS Module transitions to FAULTED mode from any other mode if the RadlCS Platform 
detects any failure that could possibly render FPGA logic unable to correctly implement the 
intended safety function (e.g., [[ 
na,c,e In FAULTED mode, all outputs ofthe Module are set to the safe state. [[ 

]]a,c,e display and the FAULTED mode LED will be switched on. Operator intervention is 
required to restore normal operation by replacing the failed Module and resetting SOR. 

The LM may also be forced into FAULTED mode by the Application Logic. In this case the LM will 
command all output Modules to go to the safe state. If the Application Logic forced the LM into 
FAULTED mode, [[ 

]] a,c,e 

A.1.1.2 Infrequent Modes of Operation 

The TUNING mode is used to change parameters used by the Application Logic. The CONFIGURATION 
Mode is used for calibrating the analog 1/0 channels or changing a Rad I CS Module ED configuration. 

• TUNING Mode 

In this mode, parameters defined during the development of the Application Logic design can be 
adjusted by connecting a MATS Tuning PC with special software to the RadlCS Platform. [[ 

w,c,e 

• CONFIGURATION mode 

CONFIGURATION mode is used in a DLS, which is a separate RadlCS Chassis that is not connected 
to the field, for the following maintenance operations: 

1) [[ 

w,c,e 
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A.1.2 Response to Platform Failures 

At some random point in time, a failure of a RadlCS Module may occur. 

• 1/0 Failures 

A failure of a complete 1/0 input Module (AIM or DIM) or an 1/0 channel on an input Module 

may occur. If this happens, it is reported to the Application Logic, which makes the decision on 

managing this failure. 

A failure of an 1/0 channel on an output Module (i.e., DOM or AOM) may occur. When such a 

failure is detected by the DOM or AOM, it is reported to the Application ED. The Application 

Logic should be designed to command the opening of the specific digital or analog output. 

When the digital or analog output channel failure is reported to the Application ED, the 

Application Logic may then force the complete DOM or AOM (or all DO Ms and AOMs) into RUN 
(SAFE) mode (which opens all digital or analog output channels by two mechanisms) or FAULTED 

mode. 

• LM Failures 

A failure of a LM may occur. The LM is driven to FAULTED mode and drives all other output 

Modules to the Safe State via two mechanisms (every digital output channel is driven open, 

every analog output channel is driven to the safe conditions, and the SOR is set). 

When the failed LM Module is replaced, and the LM starts up and when it can enter RUN mode, 
it re-activates the output Modules allowing them to return to RUN mode, and normal RadlCS 

Platform operation resumes. 

• FAULTED mode 

Each RadlCS Module transitions to FAULTED mode from any other mode ifthe Platform ED 

detects any failure which could possibly render FPGA logic unable to correctly implement the 

intended safety function (e.g., power supply out of tolerance, clock failure, CRC check error). 

In FAULTED mode, all outputs of the module are set to the safe state. A failed module will indicate an 

error code on the 4-character display and the FAULTED mode LED will be switched on (except for a total 

power failure). Operator intervention is required to restore normal operation by replacing the failed 

module and resetting SOR. 

The LM may also be forced into. FAULTED mode by the Application Logic. In this case, the LM will display 

the corresponding code on the LM digital display and command all output modules to go to the safe 
state (which they do by commanding all individual outputs to the safe state and by setting the SOR). If 

the Application ED forced the LM into FAULTED mode, then it is possible that the LM itself has not failed 

and will not need to be replaced. The RadlCS Platform-based system can be restored to normal 
operation by extracting and re-inserting the LM. This action causes the LM to go through its complete 

startup process. 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 342 of 388 



NON-PROPRIETARY 

A.1.3 User Designed Response to Platform Failures 

The RadlCS Platform will not go into a fail-safe mode automatically upon detection of the following 
failures and, therefore, the Application Logic must implement the desired action for these events: 

1) Any failure of a field input signal, 
2) Any failure of an individual 1/0 channel on a module, 
3) Any complete failure of a module, 
4) Any failure in a remote RadlCS Chassis which has switched to the RUN (SAFE) mode and that 

communicates with the local chassis under consideration (the resulting stale data from such a 
remote chassis must be detected by Application Logic in the local chassis), and 

5) EEPROM failure after STARTUP (Note: These EEPROMs are used only at power-up, so a detected 
failure occurring during operation is an early warning that the next power-up will not succeed). 

The Application Logic can be designed to detect these failures by: 

1) Setting the safe state by setting the SOR via the SETSOR function block, 
2) Driving appropriate DOs or AOs to the safe state, or 
3) Simply setting a DO or AO to signal an alarm. 

A.1.4 Local Indications of RadlCS Platform Modes and Status 

Each RadlCS Module of has two LEDs on the front (RUN and FAULT) as well as a 4-character digital 
display. The LEDs are the major status indicators, as shown below: 

Off No failure (or power failure) 

(Occurs normally during startup) 
FAULT LED Flashing Non-critical failure when the RadlCS Platform is not in startup 

sequence 

On Type I fault 

On Normal Operation 

RUN LED 
Flashing While Module is in CONFIGURATION mode 

Off 
(Occurs normally during startup) 

Type I fault (or power failure) 

In the absence of failures, the 4-character display indicates the operating mode as follows: 

STARTUP RUN (SAFE) RUN CONFIGURATION 

STUP RUNS RUN CFG 
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If a failure occurs the 4-character display shows an error code, and maintenance will generally be 
required. If the Application Logic has put the RadlCS Platform into the safe state, then the 4-character 

display on the LM will display #1DB (if SOR set from Application Logic) or #lDC (if Application Logic puts 

system in Faulted Mode). The RadlCS Product Safety Manual contains a listing of all the faults codes. 

A.2 System Design Guidance 

A.2.1 RadlCS Chassis Configuration 

The qualified RadlCS Chassis configuration consists of one LM, located in slot Fl (left end from front 

side). Slot F2 (right end from front side) is not used. The 14 central module slots may be empty or used 

for any combination of 1/0 Modules. The backplane provides separate and dedicated communications 

lines between slot Fl and every optional module slot (i.e., 14 separate dedicated communications lines). 

The qualified RadlCS Chassis supports the use of IOPMs for EMI/RFI protection. The IOPMs are mounted 

within the chassis at the rear directly behind their respective 1/0 Modules. The IOPMs are specific to the 

type of 1/0 Module they protect. This means that changing the use of a slot from one type of Module to 

another requires relocating the IOPMs. 

A.2.2 Power Supplies 

The entire RadlCS Chassis is supplied with one or two +24 VDC power supplies which are mounted 

externally to the RadlCS Chassis. The two power sources are independently supplied to every module 

slot, and every module has its own galvanically isolated power supply sub-module which uses both 
supply lines. · 

The power supply requirements are two separate feeds, each meeting the following requirements: 

Nominal: 24VDC 
Operating Limits: [[ w,c,e VDC to [[ w,c,e VDC 

Capacity: Calculated based on rack configuration 

The nominal maximum load for the RadlCS Chassis depends on the numbers of modules of each type, 

and should be calculated by the end user. The end user should then allow a suitable margin in power 

supply capacity. The nominal maximum loads for each Module type are: 
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LM [[ w,c,e 

AIM [[ w,c,e 

DOM [[ w,c,e 

DIM [[ w,c,e 

AOM [[ w,c,e 

OCM [[ w,c,e 

A.2.3 Environmental Conditions 

The RadlCS Platform should be stored and shipped, and operated within the environmental conditions 
indicated below: 

Operating Temperature 0 - 50 °C (cabinet temperature) 

Operating Temperature 

LM o- 10 ·c [[ ]]",c,e 

AIM o-85 ·c [[ ]]",c,e 

DIM o-85 ·c [[ ]]",c,e 

DOM o-85 ·c [[ ]]",c,e 

AOM o-85 ·c [[ ]]",c,e 

OCM o- 10 ·c [[ ]]"•c,e 

Storage Temperature -40-+65 ·c 
Operating Humidity Up to 95% (50 °C), Relative Humidity (non-condensing) 

Storage Humidity Up to 95% (50 °C), Relative Humidity (non-condensing) 
-
[[ ]]a,c,e 

Operating temperature of the RadlCS Modules must be monitored because the failure rates do vary as a 
function of temperature. Temperature monitoring is used to ensure the Rad I CS Platform is operating 
within the qualified envelope. The Application Logic must be configured for monitoring of the surface 
temperature of the Rad I CS Modules to alarm or go to the safe state, as specified by the end user 
requirements. 

A.2.4 Inputs and Outputs 

The Rad I CS Modules have the following 1/0 capacities: 
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LM Discrete inputs: 3 Channels (Channel 1 is reserved} 

Discrete outputs: 6 Channels 

AIM 32 channels 

DIM 32 channels 

DOM 32 channels 

AOM 32 channels 

OCM 5 fiber optic channels and 5 RS-232/485 channels 

Single chassis 1/0 capacity can be extended using OCMs to connect three chassis in series. The limit of 
three is Radics LLC recommendation, not a hard functional limitation. The end user can build a 
configuration with four or five chassis in series, provided that the time response and reliability are 
adequate for the application. 

A.2.4.1 Discrete Inputs 

The discrete inputs are dry contacts (24 VDC supplied by each discrete input channel). The contact 
properties are: 

• sensed open: Impedance> 20 kO (provides< 2 mA (milliamp}} 
• sensed closed (low level}: Impedance < 10.8 kO (provides~ 2 mA} 

• sensed closed (high level): Impedance< 2.7 kO (provides~ 5 mA}; 

Maximum current: 10 mA per channel 

[[ 

[[ 

A.2.4.2 Discrete Outputs 

The discrete outputs are field effect transistor driven (Form A} with a voltage and current rating of 48 
VAC/VDC and 500 mA. 
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A.2.4.3 Analog Inputs 

The analog inputs have the following characteristics: 

• Hardware range: 0- 5.1 VDC 
• Signal range: 0 - 5.0 VDC (O - 20 mA using a precision 250 0 resistor) 
• Common mode rejection: 86 dB 
• Input impedance (when powered on or off): 1 MO 
• Diagnostic Discrepancy Threshold: 2% offull scale. [[ 

na,c,e 

A.2.4.4 Analog Outputs 

Each of the analog output channels can operate in one of ranges listed below: 

Option 1 Hardware range: 0 - 5.0 VDC 

Signal range: 0- 5.0 VDC (using> 1 kO load) 

Diagnostic Discrepancy Threshold: 2% offull scale 

Option 2 Hardware range: 4- 20.0 mA 

Signal range: 4 - 20.0 mA (using a 50 -1000 0 load) 

Diagnostic Discrepancy Threshold: 2% offull scale 

Option 3 Hardware range: -10.0 - +10.0 VDC 

Signal range: -10.0-+10.0 VDC (using> 1 kO load) 

Diagnostic Discrepancy Threshold: 2% of full scale 

Option 4 Hardware range: 0- 20.0 mA 

Signal range: 0- 5.0 mA (using a 50 -1000 0 load) 

Diagnostic Discrepancy Threshold: 2% of full scale 

An analog output channel will be declared failed if the discrepancy between the DAC and ADC Units 
exceeMthe diagnostic discrepancy threshold. 

A.2.5 Operational Features 

Specific operational features that apply to the use of the RadlCS Platform include the SOR and access 
controls for periodic maintenance. 
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A.2.5.1 Safety Override Operation 

The SOR is a supplementary safety function of the RadlCS Platform that permits a temporary override to 
safe-state values of the safety-critical outputs of the system when the SOR is set and allows a return to 
normal operation wh~n the SOR is reset. The SOR may be used under administrativ~ control to 
manually set Rad I CS Modules to a safe state while a maintenance work is performed in the rack. 

The SOR can be set under any of several conditions (i.e., manual switch actuation or automatically by 
the Application Logic, if configured to do so). The SOR can only be reset by operator (or hardwired) 
action when all setting conditions are clear. 

The SOR is always configured to be set globally by configuring the Set-SOR and Reset-SOR switches as 
inputs to the LM. The SOR can also be configured to be set locally (i.e., to affect only a specific output 
module) by configuring additional Set-SOR and Reset-SOR switches as inputs to one or more DOM or 
AOM. 

A Keyswitch is recommended for the Set-SOR contacts for better assurance that the maintenance work 
has been authorized. A ganged continuous-contact pushbutton or switch can be used if there is a 
requirement to be able to quickly force the system into the safe state. A momentary-contact keyswitch 
is recommended for the Reset-SOR contact for better assurance that releasing the safe state has been 
authorized. 

The SOR can also be configured to automatically transition through RUN (SAFE) mode to RUN mode by 
jumpering the Set-SOR and Reset-SOR pin outs (analogous to continuously closed switches) at the SOR 
connectors on the RadlCS Chassis. 

A.2.5.2 Access Control Features 

The RadlCS Platform has access control features to support TUNING mode operation. 

The TUNING Keyswitch is typically mounted on the RadlCS Chassis and is connected directly to a 
dedicated contact input on the LM'. The ARMED Keyswitch operates a dry contact supplied by end user 
is used by RadlCS Platform. It may be driven by any secure means (e.g., keyswitch). The dry contact is 
used to indicate that the end user downstream safety logic is secured in safe state. The ARMED key 
contact is connected to a designated input on LM. The keyswitches can be mounted anywhere that is 
convenient to the end user and consistent with their functions. 

The TUNING keyswitch is typically controlled by the control room staff. This keyswitch must be present 
and turned to the "tune" position for the Rad I CS Module to provide power internally to the designated 
tuning port used to connect the MATS Tuning PC. The tuning activity is signaled to the MATS and the 
control room, as specified by the end user requirements. 

The ARMED keyswitch is used to permit complete testing of single or multiple safety functions within 
the RadlCS Platform system. The keyswitch is used to force all safety field outputs of the Rad I CS 
Platform to the safe state regardless of the state of the RadlCS Platform outputs. A contact from this 
logic is provided to the RadlCS Platform to indicate the safety load is in the safe state. The end user uses 
the ARMED keyswitch to place the RadlCS Platform field outputs in the safe state whenever tuning the 
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Rad I CS Platform Application ED and to test the effects of the tuning changes before putting the RadlCS 
channel back on line. The ARMED keyswitch circuit allows for complete testing by varying the input 
parameters through their complete range from non-trip conditions into trip conditions while the plant 
equipment is in the safe state. 

A.2.6 Setpoint Accuracy Calculations 

The Setpoint Analysis Support document (Reference A-4) provides the data recommended in EPRI TR-
107330 for the following Rad I CS Platform components: 

• Analog Inputs Modules 
• Discrete Inputs Modules 

• Analog Outputs Modules 

• Discrete Outputs Modules 

The accuracy specifications have been compiled from manufacturer's documentation and were updated 
based on the results of qualification testing of the RadlCS Platform QTS. 

A.2.7 Reliability Calculations 

The RadlCS Platform FM EA/FM EDA information can be used to develop reliability assessments, as 
specified by the end user requirements. 

A.2.8 Equipment Qualification Envelope 

The RadlCS Platform was qualified to the boundary conditions listed below. The parameters of the 
qualification envelope were updated once the qualification testing was completed. 

A.2.8.1 Radiation Exposure Withstand Analysis 

The radiation exposure withstand analysis demonstrated that the Rad I CS Platform QTS will not 
experience failures or unacceptable degradation due to expected radiation exposure from normal and 
abnormal service conditions as required by RG 1.209 and EPRI TR-107330. Section 4.3.6 of EPRI TR 
107330 defines the normal and abnormal radiation exposure levels the equipment must withstand and 
continue to meet the specified performance levels. 

A.2.8.2 Environmental Testing 

The environmental testing demonstrated that the RadlCS Platform QTS did not experience failures due 
to abnormal service conditions of temperature and humidity as required by RG 1.209 and IEEE Std 323-
2003. Section 4.3.6 of EPRI TR 107330 defines the recommended normal and abnormal temperature 
and humidity exposure levels the test specimen must withstand (i.e., the test specimen must continue 
to meet the manufacturer specified performance levels). 
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A.2.8.3 Seismic Testing 

Seismic testing demonstrated the suitability of the Rad I CS Platform for qualification as a Category 1 
seismic device based on seismic withstand testing performed on the RadlCS Platform QTS in accordance 
wi.th RG 1.100 and IEEE Std 344-2004. Section 4.3.9 of EPRI TR 107330 defines the seismic test levels to 
which the test specimen was exposed, while the test specimen continues to meet the manufacturer 
specified performance levels. 

A.2.8.4 Electromagnetic Interference /Radio Frequency Interference Testing 

The objective of EMI/RFI testing was to demonstrate the suitability of the RadlCS Platform for 
qualification as a safety-related device with respect to EMI/RFI emissions and susceptibility levels. 
EMI/RFI testing of the Rad I CS Platform QTS has been performed in accordance with RG 1.180, Revision 
1, using additional guidance from EPRI TR-107330 as applicable. The specific EMI/RFI tests to be 
performed include: 

A.2.8.5 Electrical Fast Transient Testing 

The objective of EFT testing was to demonstrate the suitability of the Rad I CS Platform for qualification 
as a safety-related device with respect to EFT susceptibility levels. EFT testing of the RadlCS Platform 
QTS has been performed in accordance with RG 1.180 using additional guidance from EPRI TR-107330, 
as applicable. 

A.2.8.6 Surge Withstand Testing 

The objective of surge withstand testing was to demonstrate the suitability of the Rad I CS Platform for 
qualification as a safety-related device with respect to surge withstand levels. Surge withstand testing 
of the RadlCS Platform QTS has been performed in accordance with RG 1.180, using additional guidance 
from EPRI TR-107330 as applicable. 

A.2.8.7 Electrostatic Discharge Testing 

The objective of ESD testing was to demonstrate the suitability of the RadlCS Platform for qualification 
as a safety-related device with respect to ESD withstand levels. EPRI TR-107330, Section 4.3.8, requires 
that the test specimen under qualification be tested for ESD withstand capability in accordance with the 
requirements of EPRI TR-102323. 

A.2.8.8 Class 1E to Non-Class 1E Isolation Testing 

The objective of Class lE to non-Class lE isolation testing was to demonstrate the suitability of the 
.RadlCS Platform for qualification as a safety-related device with respect to providing electrical isolation 
at non-Class lE field connections, as required by IEEE Std 384-1992. EPRI TR-107330, Section 6.3.6, 
requires that the test specimen under qualification be tested for Class lE to non-Class lE isolation 
capability in accordance with the requirements of EPRI TR-107330, Section 4.6.4. 
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A.2.9 Application Logic Development 

The Application Logic designer is responsible for designing into the logic the appropriate response to the 
Type Ill diagnostic signals specified in the system functional requirements specification. For example, 
the three diagnostic signals for a safety critical input (failure of the input signal, failure of the input 
channel hardware, and failure of the input module} should be carefully considered as possible reasons 
to drive the outputs to the safe state. 

The RadlCS Platform will not go into a fail-safe mode automatically upon detection of the following 
failures unless the Application Logic imP,lements the desired action for these events: 

• Any failure of a field input signal 

• Any failure of an individual 1/0 channel on a Module 
• Any complete failure of a Module 

• Loss of communications between the LM and a DOM or AOM, which will only cause the affected 
DOM or AOM to go immediately to the safe state 

• EEPROM failure after STARTUP, since these EEPROMs are used only at power-up. A failure 
detected during operation is an early warning that the next power-up will not succeed. 

The end user should consult the Rad I CS Platform Product Safety Manual for information on the 
Application Logic decisions that need to be made. 

A.2.9.l Verification of Chassis Configuration 

The Application Logic design should include logic to verify the following: 

• The correct type of module is present in the appropriate slots 
• The modules present in these slots are certified for use with the RadlCS Platform 

• The modules are not in CONFIGURATION mode 

A.2.9.2 Verification of 1/0 Module Status 

The Application Logic design should include logic to verify the following: 

• No module critical to the system operation for safety has been removed from the chassis 

• No module critical to the SIS operation for safety has suffered a complete failure (i.e., FAULTED 
mode} 

A.2.9.3 Detection of Safety-Critical 1/0 Failures 

The Application Logic design should include logic to respond to 1/0 channel failures as specified in the 
system functional requirements specification. 
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A.2.9.4 Analog Input Signal Tolerance 

The Application Logic design should consider the tolerance involved in the self-diagnostic tests for an 
analog input channel hardware failure and the conversion accuracy in determining trip setpoints or any 

similar logic threshold. The Application Logic_should incorporate specific considerations including: 

• An Al channel is considered failed if the difference in reading of its two independent ADCs is> 
2% of full-scale 

• The discretization error due to 16-bit analog/digital conversion 

• Reasonableness checks on analog inputs and calculated values. 

A.2.9.5 Setting the Safety Override or Tripping to Reach a Safe State 

The Application Logic can be designed to request the LM to set the SOR. In this state, all safety critical 

outputs are set to the safe state by the SOR, although in other respects the Application Logic runs 

normally. The SOR safe state is recoverable. 

The Application Logic can be designed to request a SOR-RESET (by no longer requesting a SOR-Set, but 

the actual reset must be performed by an operator or technician unless the RadlCS Platform has been 

wired for automatic transition into RUN mode. 

The Application Logic can be designed to request the LM to go to RUN (SAFE) mode, which drives all 

safety critical outputs to the safe state. Human intervention is required to release outputs from the safe 

state and pass them to the control of the Application Logic 

The Application Logic can be designed to set the SOR on individual output modules only so they are put 

in the safe state. It is usually advisable to set all safety critical outputs to the safe state when any one 

single output channel goes to the safe state, whether due to individual failure or the result of 

Application Logic action. This action is advisable because to do otherwise would put some parts of a 

plant into a safe state but not others, thus possibly putting the plant into an unanalyzed state, which 

could pose unpredictable hazards. However, the decision to set all safety critical outputs to the safe 

state must be carefully evaluated based on system design requirements and potential operational 

impacts. 

A.2.9.6 Latching Trip Decisions 

The Application Logic should include logic to latch trip decisions, as specified in the system functional 
requirements specification. 

It is strongly recommended that trip decisions be latched, where the Application Logic designer intends 

that the trip action be retained until maintenance activity is complete. This is particularly important for 

safety functions that trip on a process variable going high and the shutdown of the plant process could 

cause this parameter value to drop below the setpoint. 
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A.2.9.7 Monitoring Module Temperature 

The Application Logic ~hould monitor the operating temperature of the RadlCS Modules and specify 
whether the condition is alarmed or the Module is put into the safe state, as specified in the system 
functional r!;!quirements specification. 

A.3 Installation 

A.3.1 Physical Security 

Radics LLC recommends that the RadlCS Platform and other associated safety-related l&C equipment be 
installed in a secure location to which access is controlled. 

A.3.2 Mounting 

The minimum space required around the chassis is as follows: 

• Vertical space above the fan assembly portion of the chassis: ~ 3 cm 
• Vertical space below the chassis: ~ 3 cm 
• Horizontal depth behind the chassis (to accommodate the 1/0 cables): ~ 15 cm 

The RadlCS Chassis is supported by its front panel and should be installed with required number of bolts 
and the supplied locking brackets. The bolts should be torqued to the specified values. 

RadlCS Modules must be fully inserted and the hold-down latches secured by screws. The screws should 
be torqued to the specified values. 

The Rad I CS I OP Ms must be fully inserted and the hold-down latches secured by screws. The screws 
should be torqued to the specified values. 

Cables connected to the Rad I CS Chassis must be fully inserted and the locking bars is in the locked 
position. Unused connectors should be covered with a dust cap. 

A.4 Routine Maintenance Activities 

This section provides the recommended periodic inspection and testing procedures for the RadlCS 
Platform. These requirements are intended to identify important considerations for maintaining the 
environmental qualification of the RadlCS Platform. 

A.4.1 Periodic Inspection 

A visual inspection and then a physical inspection should be conducted periodically to confirm that the 
equipment is physically in the environment and condition that are expected. It is recommended to 
inspect the RadlCS Platform whenever scheduled preventative maintenance is performed on equipment 
in the same cabinet. 
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Visually inspect the terminal blocks of all Modules and confirm: 

• There is no evidence of corrosion (e.g., discoloration on conductors or terminals} 

• There is no evidence of frayed wires 

Physically inspect the Rad I CS Platform and its connections to confirm: 

• The RadlCS Chassis itself is firmly mounted 
• All RadlCS Modules are firmly in place and the latches are in the locked position 

• All connector locking brackets are in place. 

Inspect the Rad I CS Chassis vents for dust and confirm there is air flow at the vents at the front of the 
Rad I CS Chassis fan assembly. 

A.4.2 Periodic Testing 

The Rad I CS Platform has extensive self-testing features. These tests are supplemented by the following 
periodic tests that are typically performed during a refueling outage: 

. [[ 

w,c,e 

• Test injection signals should be used to drive the input variables to the end of the 
instrumentation range at the safe end of the instrumentation range (i.e., apply conditions that 
do not trip the safety setpoint}. The injection signal should be gradually increased (or 
decreased} until the setpoint trips to verify it meets requirements. The injection signal should 
be reduced (or increased} to below (or above} the trip setpoint to verify that the [[ 

]]",c,e. The injection signal should be 
driven to the high (or low} end of the instrumentation range to check the calibration of the 
signal. 

A.4.3 Periodic Calibration 

Periodic calibration of the analog inputs and outputs for the Rad I CS Platform is typically performed 
during a refueling outage. AIM or AOM calibration can be performed by removing the Module from the 
in-service chassis and installing it in the DLS or it may be performed in the in-service chassis. 
CONFIGURATION mode is used to calibrate Modules and places the Chassis in a safe state. The Radiy 
supplied calibration support equipment utilizes the Tuning interface to verify calibrated inputs and 
generate the desired outputs for calibration. Calibration is performed in accordance with plant 
procedures. 
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A.4.4 Adjustable Parameter Tuning 

Operational parameters may need to be adjusted during a reactor operating cycle or between cycles. 
The Rad I CS Platform provides the ability to tune these parameters via the Fiber Optic Tuning Interface. 
Tuning is normally locked out and is enabled only by a keyswitch. In this mode, tuning parameters that 
are specified in the Application ED can be adjusted by connecting a MATS Tuning PC with special 
software to the RadlCS Platform system. The MATS Tuning PC requires a password. 

The end user performs functional tests to confirm the tuning values before restoring the system to 
normal operation. The RadlCS Platform system also checks tuning values for 'reasonableness' and basic 
validity. The Application Logic can also be engineered to perform other specified checks. 

The LM will transition to the RUN (SAFE) mode if the TUNING keyswitch is present while ARMING 
keyswitch is not. The LM will transition to the TUNING mode if the TUNING and ARMING keyswitches 
are present. The LM will transition to the RUN mode ifTUNING key or ARMING key is removed. The 
Tuning Parameters will be set to the previously stored values from the Tuning EE PROM if the keys are 
removed before a Tuning update is completed. The LM will transition into FAULTED mode if Type I 
faults are detected during self-diagnostics tests. 

A.4.5 Product Life 

The product lifetime of the RadlCS Platform is 30 years from date of manufacture. There are no 
consumables related to RadlCS Platform operation and periodic maintenance (e.g., batteries or 
electrolytic capacitors) that require periodic replacement. 

A.5 Appendix A References 

1 RadlCS Document Dll.l, "Product Safety Manual" 
2 EPRI TR-107330, "Generic Requirements Specification for Qualifying a Commercially 

Available PLC for Safety-Related Applications in Nuclear Power Plants," December 1996 
3 RadlCS Platform Master Configuration List, Radics LLC Document No. 2016-RTS002-MCL-

018) 
4 RadlCS Setpoint Analysis Support, Radics LLC Document No. 2016-RTS002-SAS-003 
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Appendix B: Dl&C-ISG-04 Compliance Matrix 

•. 
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1 A safety channel should not be • Physical and functional Independence of 
dependent upon any information or communication divisions is achieved by configuring 

resource originating or residing the LM ports used for the safety to non-safety 

outside its own safety division to interfaces for MATS and the LM and OCM ports used 

accomplish its safety function. This for intra- and inter-division communication for the 

is a fundamental consequence of project-specific system architecture. The RadlCS 

the independence requirements of Platform features described in Sections 6.3 and 6.6 
IEEE Std 603.i It is recognized that do not depend upon information coming from 
division voting logic must receive outside its safety division, except for trip requests 

inputs from multiple safety coming from the other divisions and input to the 
divisions. voting logic. 

• The RadICS LM in a safety division provides functions 

of input data acquisition, data processing, 

application logic execution, diagnostics, and output 

data conditioning that do not depend on the other 

safety divisions. 

2 The safety function of each safety • RadICS Platform equipment and communications 
channel should be protected from design prevents propagation of failures between 
adverse influence from outside the redundant equipment in separate divisions. In 
division of which that channel is a addition, communication paths to non-safety I&C 
member. Information and signals systems are electrically isolated with one-way 

originating outside the division communications from the RadlCS Platform to the 
must not be able to inhibit or delay non-safety l&C system. These features prevent 
the safety function. This protection faults in a non-safety l&C system from adversely 

must be implemented within the affecting the RadlCS Platform. 
affected division (rather than in the • The implementation of radial (point-to-point) 
sources outside the division), and architecture in RadICS Platform inter-division 
must not itself be affected by any communication links provide the RadICS Platform 
condition or information from with the capability to maintain failure-free data 
outside the affected division. This exchange between I&C components even when one 
protection must be sustained of the divisions has failed. Additional measures 
despite any operation, malfunction, designed to achieve the desired physical and 
design error, communication error, functional independence are the application of fiber-
or software error or corruption optic communication lines for data exchange 
existing or originating outside the between I&C components and the separation of 
division. safety and control functions from information and 

diagnostic functions. 

• The RadlCS LMs exchange voting logic data with 

other safety divisions by fiber optic interface that 
meets the SIL 3 safety requirement. 
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3 A safety channel should not receive 
any communication from outside its 
own safety division unless that 
communication supports or 

enhances the performance of the 
safety function. Receipt of 

information that does not support 
or enhance the safety function 
would involve the performance of 
functions that are not directly 

related to the safety function. 
Safety systems should be as simple 
as possible. Functions that are not 
necessary for safety, even if they 
enhance reliability, should be 

· executed outside the safety system. 
A safety system designed to 
perform functions not directly 
related to the safety function would 

• Communication among safety divisions is point-to­
point and asynchronous. The transmitting safety 
division sends only once during a Work Cycle. 

• The Communication Units (i.e., OPTO, LVDS, LAN, 
and RS-232/485) [[ 

w,c,e, The receiving safety divisions do not 

need to wait or synchronize with these messages to 
issue their own safety actuations. 

• IF SD of communications is crucial for providing 
safety integrity and functional safety. IF SD is 

performed by each safety division's RadlCS Module 
ED SD, since communication interfaces cannot 
perform any actions except data transmission. 

• Generalized measures intended to provide IF SD are: 
- [[ 

w,c,e 

• The only input coming from outside a safety division 
is the input needed for the system coincidence 

voting logic (i.e., request for actuation coming from 
the other independent divisions). Up to 4 divisions 
(i.e., LMs) can be used in system coincidence voting 
(e.g., l-out-of-2, 2-out-of-3, 2-out-of-4 are possible). 

The LM will detect that it is connected with the 
correct LM in other chassis for system coincidence 
voting). 

• The safety system is kept as simple as possible and 
does not include functions not related to the safety 
functions. 
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be more complex than a system 
that performs the same safety 
function, but is not designed to 
perform other functions. The more 
complex system would increase the 
likelihood of failures and software 
errors. Such a complex design, 
therefore, should be avoided within 
the safety system. 

The communication process itself 
should be carried out by a 
communications processorii 
separate from the processor that 
executes the safety function, so 
that communications errors and 
malfunctions will not interfere with 
the execution of the safety 
function. 

The communication and function 
processors should operate 
asynchronously, sharing 
information only by means of dual­
ported memory or some other 
shared memory resource that is 
dedicated exclusively to this 
exchange of information. 

The function processor, the 
communications processor, and the 
shared memory, along with all 
supporting circuits and software, 
are all considered to be safety­
related, and must be designed, 
qualified, fabricated, etc., in 
accordance with 10 CFR Part 50, 
Appendix A and B. 

,. ,. 

?!j:adI 
Corripli'~nce of th~ Ffadics Geiieri'c Platfor!TI 

.·, :, ' . ' : >, : ., 

• The safety function is executed on the LM FPGA 
board and the actual data exchange communications 
between safety divisions is [[ 

11a,c,e and 

transmitted to other safety division through the 
corresponding Optical Transceiver Unit (OPTO) using 
the Radiy Proprietary Protocol (RPP). 

• Faster and more deterministic performance due to 
capability of executing logic functions and control 
algorithms in a parallel mode due to the hardware 
parallelism inherent to FPGA technology. This 
parallelism also provides the ability to [[ 

• FPGA technology [[ 

w,c,e 

• All communication links of the OPTO Unit are 
executed according point-to-point principle between 
two different Modules of the same type (e.g., LM to 
LM). [[ 

w,c,e. 

Each communication link uses a separate OPTO Unit. 
The OPTO Unit is safety related. 

• RadJCS Platform Hardware, as well as, the FBL 
electronic designs are safety related items, and have 
been designed, qualified and fabricated, as described 
in Section 6 and Section 8. 
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Access to the shared memory 
should be controlled in such a 

· manner that the function processor 
has priority access to the shared 
memory to complete the safety 
function in a deterministic manner. 

For example, if the communication 

processor is accessing the shared 
memory at a time when the 

function processor needs to access 
it, the function processor should 

gain access within a timeframe that 
does not impact the loop cycle time 

assumed in the plant safety 
analyses. If the shared memory 
cannot support unrestricted 

simultaneous access by both 
processors, then the access controls 
should be configured such that the 

function processor always has 
precedence. The safety function 
circuits and program logic should 
ensure that the safety function will 
be performed within the timeframe 
established in the safety analysis, 
and will be completed successfully 
without data from the shared 

memory in the event that the 
function processor is unable to gain 
access to the shared memory. 

The cycle time for the safety 

function processor should be 
determined in consideration of the 

longest possible completion time 
for each access to the shared 

· memory. This longest-possible 

completion time should include the 
response time of the memory itself 
and of the circuits associated with 
it, and should also include the 
longest possible delay in access to 
the memory by the function 
processor assuming worst-case 
conditions for the transfer of access 
from the communications 
processor to the function 

,, '' < ' ·\ "' ,,,, 'i 

. _C::onii:>lianceo,fth,e_RadlC::~·Ge:neric;Pl~t_fr:>rm 
·., ,, : '• <'c' ' ' ,, 

• The RadlCS Modules utilize [[ 
w,c,e is 

' . 
' 

entirely controlled by the FPGA with no chance of 
interference from external interfaces. This feature 
ensures that the safety function LM can always have 
access without delay to the communication data for 
transmission or reception of data. 

• Communication internal to a Module FPGA and for 
communication between Modules via the backplane 
is controlled (prioritized) by the Logic Module via the 

Work Cycle phases. Processing inputs and outputs 
are separated in time. 

• Asynchronous communication between chassis (LM 
to LM and OCM to OCM) over fiber optics utilize a 
special memory structure (i.e., two independent and 

equal memory blocks) that is controlled to prevent 
simultaneous read and write operations from the 
same memory block. 

• Separate input and output memory blocks are 
allocated as part of the Module design and are 
configured for the individual signal assignments in a 
point-to-point manner during the Application Logic 

design using RPCT. 

• The FPGA design of the RadlCS Platform does [[ 

na,c,e for different processes. 
Each FPGA has [[ )]",c,e 

and, as described above, the transfer of data is 
handled by the Rad JCS LMs that operate in a 

deterministic timeframe. 

• The Work Cycle duration of each RadlCS LM 
functioning in all modes (except POWERED-OFF and 
FAULTED modes) is [[ ]]",c,e milliseconds (see 

Section 6.10). 
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processor. Failure of the system to 
meet the limiting cycle time should 
be detected and alarmed. 

The safety function processor 
should perform no communication 
handshaking and should not accept 
interrupts from outside its own 
safety division. 

Only predefined data sets should be 
used by the receiving system. 
Unrecognized messages and data 
should be identified and 
dispositioned by the receiving 
system in accordance with the pre­
specified design requirements. 
Data from unrecognized messages 
must not be used within the safety 
logic executed by the safety 
function processor. 

Message format and protocol 
should be pre-determined. Every 
message should have the same 
message field structure and 
sequence, including message 
identification, status information, 
data bits, etc. in the same locations 
in every message. 

, I'-" . ' ~oinpllance ofthe,RadlCS G~neik Pi~tfil'r'm 
,. . .· ' '?,' ' ,,. ., ' .'. \'' ,, 

• Safety function logics with the RadlCS Modules [[ 
J]•,c,e. 

• Communications with LMs between safety divisions 
(system coincidence voting) is handled in 
communication processing Units that are 
[[ 

w,c,e which does not affect the 

Application ED and other RadlCS Module Units 
[[ 
w,c,e 

• All communication links are pre-defined and 
established during implementation. All 
communications are implemented on a point-to­
point basis that [[ 

]]"•c,e 

• All communications are transmitted in a [[ 

w,c,e to ensure 

correctness and integrity of each data message. 

• DTP SD, due to specific structure, allow 
implementation of reliable IF SD. Each transmitted 
data packet includes the following data: 
- [[ 
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Every datum should be included in 
every transmit cycle, whether it has 
changed since the previous 
transmission or not, to ensure 
deterministic system behavior. 

Data exchanged between 
redundant safety divisions or 
between safety and nonsafety 
divisions should be processed in a 
manner that does not adversely 
affect the safety function of the 
sending divisions, the receiving 
divisions, or any other independent 
divisions. 

• All data is transmitted during each Work Cycle. Each 
message is ([ 

• FPGA technology allows for ([ 

]]",c,e 

• Communication between a safety division and non­
Class lE equipment is not allowed, except the 
following: 
- Tuning Interface (see Section 6.9) 
- MATS (see Sections 6.3 and 6.6) 
- OCM RS-232/485 interface (See Section 

6.2.5.2.12) 

• Communications ports are monitored and blocked 
except when specifically required (e.g., tuning 
interface). The safety division is placed in a safe 
state while the tuning interface is active. 

• The interface to the MATS is one-way broadcast (i.e., 
non-interfering), rated at SIL 2. ([ 

]]",c,e Thus, the MATS is 
also non-interfering. 
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# 

9 

10 

br&c:,s'G'~o4{RetjUiie~"~rits'; -~ 
. ••.·· ..... · .. •. 

Incoming message data should be 

stored in fixed predetermined 

locations in the shared memory and 

in the memory associated with the 

function processor. These memory 

locations should not be used for 

any other purpose. The memory 

locations should be allocated such 

that input data and output data are 

segregated from each other in 
separate memory devices or in 
separate pre-specified physical 

areas within a memory device. 

Safety division software should be 

protected from alteration while the 

safety division is in operation. On­

line changes to safety system 
software should be prevented by 

hardwired interlocks or by physical 

disconnection of maintenance and 

monitoring equipment. A 

workstation (e.g., engineer or 

programmer station) may alter 

addressable constants, setpoints, 

parameters, and other settings 

associated with a safety function 

only by way of the dual-processor/ 

shared-memory scheme described 

in this guidance, or when the 
associated channel is inoperable. 

Such a workstation should be 

physically restricted from making 
changes in more than one division 

at a time. The restriction should be 

by means of physical cable 
disconnect, or by means of keylock 

switch that either physically opens 
the data transmission circuit or 

,,/, ,,::, '\ '' { l ;, ',, ,,. ,.·. '" ;::,._; ...... ._,, ,, ,.,:?, '. ''.;<' 

Compliance ofthe·RadlCS Generic Platform 
.. :... ·', ' . 

• The interface to the OCM RS-232/485 is one-way 

broadcast (i.e., non-interfering). [[ 

)]"•c,e Thus, the OCM RS-232/485 is also non­

interfering. 

• In the sending safety division, failure to send to the 

non-Class lE equipment due to communication does 

not impair the safety function of the division 

• The Rad I CS Module FPGA utilizes [[ 
]]"·c,e is 

entirely controlled by the RadlCS Module FPGA with 

no chance of interference from external interfaces. 

This feature ensures that the LM can always have 

access without delay to the communication data for 

transmission or reception of data. 

• The areas of [[ 

w,c,e 

. [[ 

w,c,e 

• In TUNING mode, parameters which are provided for 

in the Application Electronic Design can be adjusted 
by connecting a laptop computer with special 

software to the RadlCS LM. TUNING mode requires 

the use of a TUNING key and a contact that comes 

from the end user's downstream safety logic that 
indicates that this downstream logic is locked into 
the safe state (controlled by what is called the 

ARMING key). This permits the end user to fully test 
his tuning changes under safe conditions. Placing 
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interrupts the connection by means 
of hardwired logic. "Hardwired 
logic" as used here refers.to 
circuitry that physically interrupts 
the flow of information, such as an 
electronic AND gate circuit (that 
does not use software or firmware) 
with one input controlled by the 
hardware switch and the other 
connected to the information 
source: the information appears at 
the output of the gate only when 
the switch is in a position that 
applies a "TRUE" or "1" at the input 
to which it is connected. Provisions 
that rely on software to effect the 
disconnection are not acceptable. 
It is noted that software may be 
used in the safety system or in the 
workstation to accommodate the 
effects of the open circuit or for 
status logging or other purposes. 

11 Provisions for interdivisional 
communication should explicitly 
preclude the ability to send 
software instructions to a safety 
function processor unless all safety 
functions associated with that 
processor are either bypassed or 
otherwise not in service. The 
progress of a safety function 
processor through its instruction 
sequence should not be affected by 
any message from outside its 
division. 

12 

For example, a received message 
should not be able to direct the 
processor to execute a subroutine 
or branch to a new instruction 
sequence. 

Communication faults should not 
adversely affect the performance of 
required safety functions in any 
way. Faults, including 
communication faults, originating in 
nonsafety equipment, do not 

the Module in a safe state during tuning ensures 
only one safety division can undergo tuning at a 
time. 

. [[ 

]]",c,e 

See above. 

• Communication transmission between safety 
divisions is implemented [[ 

]]",c,e. Communications faults are detected 
using diagnostics performed by the receiving division 
LM. 
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constitute "single failures" as 
described in the single failure 
criterion of 10 CFR Part 50, 
Appendix A. 

Examples of credible 
communication faults include, but 
are not limited to, the following: 

1. Messages may be corrupted due 
to errors in communications 
processors, errors introduced in 
buffer interfaces, errors 
introduced in the transmission 
media, or from interference or· -
electrical noise. 

2. Messages may be repeated at 
an incorrect point in time. 

3. Messages may be sent in the 
incorrect sequence. 

4. Messages may be lost, which 
includes both failures to receive 
an uncorrupted message or to 
acknowledge receipt of a 
message. 

5. Messages may be delayed 
beyond their permitted arrival 
time window for several 
reasons, including errors in the 
transmission medium, 
congested transmission lines, 

• Communication between a safety division and non­
Class lE equipment is not allowed, except the 
following: 
- Tuning Interface (see Section 6.9) 
- MATS (see Sections 6.3 and 6.6) 
- OCM RS-232/485 interface (See Section 

6.2.5.2.12) 

• Communications ports are monitored and blocked 
except when specifically required (e.g., tuning 
interface). The safety division is placed in a safe 
state while the tuning interface is active. 

• The interface to the MATS is one-way broadcast (i.e., 
non-interfering), rated at SIL 2. Receiving ports not 
used on the ED level. Thus, the MATS is also non­
interfering. 

• The interface to the OCM RS-232/485 is one-way 
broadcast (i.e., non-interfering). [[ 

]]",c,e Thus, the OCM RS-232/485 is also non­

interfering. 

Communication failures are detected, and appropriate 
safety actions are taken (see Section 6.4). 

1. [[ 

)]",c,e only point-to-point communication 

links are used, with no chance for other stations to 
. transmit on a communication link. 

4. Loss of messages is detected. [[ 

)]",c,e Failure 

to transmit or receive a message cannot interfere 
with the safety function. 

5: Only point-to-point communication links are utilized. 
If the is not received [[ 

]]"·c,e, this situation is 

detected. 
6. [[ 

)]",c,e Only point-to-point communication 
links are utilized. [[ 
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interference, or by delay in 
sending buffered messages. 

6. Messages may be inserted into 
the communication medium 
from unexpected or unknown 
sources. 

7. Messages may be sent to the 
wrong destination, which could 
treat the message as a valid 
message. 

8. Messages may be longer than 
the receiving buffer, resulting in 
buffer overflow and memory 
corruption. 

9. Messages may contain data that 
is outside the expected range. 

10. Messages may appear valid, but 
data may be placed in incorrect 
locations within the message. 

11. Messages may occur at a high 
rate that degrades or causes the 
system to fail (i.e., broadcast 
storm). 

12. Message headers or addresses 
may be corrupted. 

w,c,e 

11. Broadcast storm will not influence the receiving 
Module. [[ 

]]•·c·•. The Communication 
Units (i.e., OPTO, LVDS, LAN, and RS-232/485) are [[ 

)]",c,e. The receiving 

safety divisions do not need to wait or synchronize 
with these messages to issue their own safety 
actuations. 

12. The receiving processing LM tests the [[ 

w,c,e corruption is detected. 

13 Vital;;; communications, such as the • Communication failures are detected and 

sharing of channel trip decisions for appropriate safety actions are taken. 
the purpose of voting, should • No error correction methods are used. 
include provisions for ensuring that 
received messages are correct and 
are correctly understood. Such 
communications should employ 
error-detecting or error-correcting 
coding along with means for dealing 
with corrupt, invalid, untimely or 
otherwise questionable data. The 
effectiveness of error 
detection/correction should be 
demonstrated in the design and 
proof testing of the associated 
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codes, but once demonstrated is 
not subject to periodic testing. 
Error-correcting methods, if used, 
should be shown to always 
reconstruct the original message 
exactly or to designate the message 
as unrecoverable. None of this 
activity should affect the operation 
of the safety-function processor. 

14 Vital;;; communications should be 
point-to-point by means of a 
dedicated medium (copper or 
optical cable). In this context, 
"point-to-point" means that the 
message is passed directly from the 
sending node to the receiving node 
without the involvement of 
equipment outside the division of 
the sending or receiving node. 
Implementation of other 
communication strategies should 
provide the same reliability and 
should be justified. 

• Communications between safety divisions is 
accomplished by dedicated point-to-point links via 
fiber optics. Communications are always passed 
directly from sending node to receiving node with no 
chance for outside interference. 

15 Communication for safety functions • [[ 
should communicate a fixed set of 

16 

data (called the "state") at regular 
intervals, whether data in the set 
has changed or not. 

Network connectivity, liveness, and 
real-time properties essential to the 
safety application should be verified 
in the protocol. Liveness, in 
particular, is taken to mean that no 
connection to any network outside 
the division can cause an RPS/ESFAS 
communication protocol to stall, 
either deadlock or livelock. (Note: 
This is also required by the 
independence criteria of: (1) 10 
CFR Part 50, Appendix A, General 
Design Criteria ("GDC") 24, which 
states, "interconnection of the 
protection and control systems 
shall be limited so as to assure that 
safety is not significantly 
impaired."; and (2) IEEE 603-1991 

w,c,e, regardless of 

whether the data has changed or not. 

. [[ 

w,c,e 
• Communication between a safety division and non­

Class lE equipment is not allowed, except the 
following: 
- Tuning Interface (see Section 6.9) 
- MATS (see Sections 6.3 and 6.6) 
- OCM RS-232/485 interface (See Section 

6.2.5.2.12) 
• Communications ports are monitored and blocked 

except when specifically required (e.g., tuning 
interface). The safety division is placed in a safe 
state while the tuning interface is active. 
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IEEE Standard Criteria for Safety 
Systems for Nuclear Power 
Generating Stations.) (Source: 
NUREG/CR-6082, 3.4.3) 

17 Pursuant to 10 CFR 50.49, the 
medium used in a vitalm 
communications channel should be 
qualified for the anticipated normal 
and post-accident environments. 

For example, some optical fibers 
and components may be subject to 
gradual degradation as a result of 
prolonged exposure to radiation or 
to heat. In addition, new digital 
systems may need susceptibility 
testing for EMI/RFI and power 
surges, if the environments are 
significant to the equipment being 
qualified. 

18 Provisions for communications 
should be analyzed for hazards and 
performance deficits posed by 
unneeded functionality and 
complication. 

• The interface to the MATS is one-way broadcast (i.e., 
non-interfering), rated at SIL 2. [[ 

])",c,e Thus, the MATS is 

also non-interfering. 
• The interface to the OCM RS-232/485 is one-way 

broadcast (i.e., non-interfering). [[ 

]]",c,e Thus, the OCM RS-232/485 is also non­

interfering. 
• In the sending safety division, failure to send to the 

non-Class lE equipment due to communication does 
not impair the safety function of the division. 

• The RadlCS Platform includes selected medium and 
equipment used for communications (including 
optical fibers, twisted-shielded pair cables, etc.) that 
are qualified for mild environment usage (see 
Chapter 9). 

See above. 

• Each transmitted message contains the data 
necessary to accomplish the needed safety functions 
and elements needed for diagnostic to allow the 
Modules to detect communication failure. . [[ 

]]",c,e 

19 If data rates exceed the capacity of • [[ 
a communications link or the ability 
of nodes to handle traffic, the 
system will suffer congestion. All ])",c,e 

links and nodes should have All communications are point-to-point and [[ 
sufficient capacity to support all 
functions. The applicant should 
identify the true data rate, including 
overhead, to ensure that 
communication bandwidth is 
sufficient to ensure proper 
performance of all safety functions. 
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2 

Communications throughput 
thresholds and safety system 
sensitivity to communications 
throughput issues should be 
confirmed by testing. 

20 The safety system response time 
calculations should assume a data 
error rate that is greater than or 
equal to the design basis error rate 
and is supported by the error rate 
observed in design and qualification 
testing. 

COMMAND PRIORITIZATION 

• The RadlCS Platform has a deterministic behavior. 
The Work Cycle for each Module is fixed and the 
maximum response time for system architecture is 
established using the maximum response time of 
each LM and communication links. This 
deterministic behavior guarantees that safety 
outputs will always be delivered within the 
computed maximum response time limit. Errors in 
communications do not-impact or increase the 
system maximum response time. See Section 6.10 
for further details on Work Cycles and response 
times. 

• The generic RadlCS Platform does not include a 
priority logic Module. Therefore, this section of 
Dl&C-ISG-04 does not apply. 

3 MULTIDIVISIONAL CONTROL AND DISPLAY STATIONS 

3.1 

1 

Independence and Isolation 

The following provisions are 
applicable to multidivisional control 
and display stations. These 
guidance provisions do not apply to 
conventional hardwired control and 
indicating devices (hand switches, 
indicating lamps, analog indicators, 
etc.). 

Nonsafety stations receiving 
information from one or more 
safety divisions: 

All communications with safety­
related equipment should conform 
to the guidelines for interdivisional 
communications. 

• The generic RadlCS Platform does not include 
multidivisional control and display stations. 
Therefore, the requirements for multi-division 
controls in this section of Dl&C-ISG-04 do not apply. 

• Communication between a safety division and non­
Class lE equipment is not allowed, except the 
following: 
- Tuning Interface (see Section 6.9) 
- MATS (see Sections 6.3 and 6.6) 
- OCM RS-232/485 interface (See Section 

6.2.5.2.12) 
• Communications ports are monitored and blocked 

except when specifically required (e.g., tuning 
interface). The safety division is placed in a safe 
state while the tuning interface is active. 

• The interface to the MATS is one-way broadcast (i.e., 
non-interfering), rated at SIL 2. [[ 
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2 

3 

4 

5 

3.2 

Safety-related stations receiving 
information from other divisions 
(safety or nonsafety): 

All communications with equipment 
outside the station's own safety 
division, whether that equipment is 
safety-related or not, should 
conform to the guidelines for 
interdivisional communications. 
Note that the guidelines for 
interdivisional communications 
refer to provisions relating to the 
nature and limitations concerning 
such communications, as well as 
guidelines relating to the 
communications process itself. 

Nonsafety stations controlling the 
operation of safety-related 
equipment 

Safety-related stations controlling 
the operation of equipment in 
other safety-related divisions 

Malfunctions and Spurious 
Actuations. 

The result of malfunctions of 
control system resources (e.g., 
workstations, application servers, 
protection/control processors) 
shared between systems must be 
consistent with the assumptions 
made in the safety analysis of the 
plant. 

Human Factors Considerations 

J]",c,e Thus, the MATS is 

also non-interfering. 
• The interface to the OCM RS-232/485 is one-way 

broadcast (i.e., non-interfering). [[ 

]]",c,e Thus, the OCM RS-232/485 is also non­
interfering. 

• In the sending safety division, failure to send to the 
non-Class lE equipment due to communication does 
not impair the safety function of the division 

Rad JCS systems require interdivisional communications 
to support voting logics. In addition, one-way 
(broadcast only) communications from safety divisions 
to non-safety display systems that can aggregate data 
and perform functions/display of data/interdivisional 
comparisons. The interface to the MATS is one-way 
broadcast (i.e., non-interfering), rated at SIL 2. [[ 

]J•,c,e Thus, the 

MATS is also non-interfering. 

The interface to the OCM RS-232/485 is one-way 
broadcast (i.e., non-interfering). [[ 

]J•,c,e Thus, the OCM RS-232/485 is also non-interfering. 

The generic Rad JCS Platform does not provide this 
control capability. 

The generic Rad JCS Platform does not provide this 
control capability. 

The generic Rad JCS Platform does not provide this 
control capability; therefore, these requirements do not 
apply. 

This will be determined on a project-specific basis. 
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3.3 Diversity and Defense-in-Depth (D3) This will be determined on a project-specific basis. 
Considerations 

Dl&C-ISG-04 Notes 

IEEE Std 603-1991 (cited in 10 CFR 50.SSa(h)) provides the following definitions: 

channel: "An arrangement of components and modules as required to generate a single protective action 
signal when required by a generating station condition. A channel loses its identity where single 
protective action signals are combined." 

division: "The designation applied to a given system or set of components that enables the establishment 
and maintenance of physical, electrical, and functional independence from other redundant sets of 
components." 

For the purposes of this guidance document, the terms channel and division are further described below. 
Note that the following is for illustrative purposes, and is not intended to impose requirements or new 
interpretations: 

A safety channel as used herein is a set of safety-related instruments and equipment, along with the 
associated software, that together generate a protective actuation or trip signal to initiate a single 
protective function. While an analog/hardwired system would have each functional circuit clearly 
assigned to only one channel, the processor and other components in a digital system may be assigned to 
multiple channels within a single division. 

A safety division is the collection of all safety channels that are powered by a single power division. 
Different channels perform different functions. Different divisions perform the same set of functions, and 
are redundant to one another. Licensing typically credits redundancy among divisions. The voting logic 
that generates the final actuation signal to an item of plant equipment typically resides in one division and 
receives input from redundant channels in all divisions. For the purposes of this guidance, it is to be 
assumed that each of the actuation signals entering the voting logic that establishes the final actuation 
signal to an item of plant equipment is in a different division, regardless of the particular usage of the 
term "division" for a particular nuclear power plant. 

ii "Processor" may be a CPU or other processing technology such as simple discrete logic, logic within an FPGA, 
an ASIC, etc. 

iii "Vital" communications as used herein are communications that are needed to support a safety function. 
Failure of vital communications could inhibit the performance of the safety function. The most common 
implementation of vital communications is the distribution of channel trip information to other divisions for 
the purpose of voting. 
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Appendix C: RadlCS Electronic Design Documents 

Dl&C-ISG-06 (Reference. C-1) contains a list of documents in Enclosure B that are identified for submittal 
with a license amendment request. The same list has been applied to digital l&C platform topical report 
reviews with mixed success. NRC has also been conducting a pilot license amendment request review 
using Dl&C-ISG-06. In public meetings NRC has communicated lessons learned regarding the use of 
Dl&C-ISG-06 for license amendment requests and topical report reviews. 

An important lesson learned was with the usefulness of the documents submitted based on the Dl&C­
ISG-06 guidance. In particular, the list is not well suited for digital platform topical report reviews. NRC 
has indicated that it has found it more useful to get a smaller set of documents with the application and 
have access to other documents) via an electronic reading room) to conduct audits of the detailed 
design information that supports the information in the topical report. 

The following document item numbers in Enclosure B of Dl&C-ISG-06 are addressed directly in the 
RadlCS Topical Report: 

• 1.1, Hardware Architecture Descriptions 
• 1.2, Quality Assurance Plan for Digital Hardware 
• 1.16, Design Analysis Reports 

• 1.20, Theory of Operation Description 
• 2.1, Safety Analysis 

The RadlCS Platform design documents are cross referenced to the relevant document item numbers in 
Enclosure B of Dl&C-ISG-06 in Table C-1. 

The following document item numbers from Enclosure B of Dl&C-ISG-06 are not applicable to the 
generic platform RadlCS Topical Report: 

• 1.15, D3 Analysis 
• 1.17, System Description 

• 1.19, System Response Time Analysis Report 
• 1.21, Setpoint Methodology 

• 1.22, Vendor Software Plan 

• 2.3, As-Manufactured, System Configuration Documentation 

• 2.6, Summary ofTest Results (Including FAT) 

• 2.8, FMEA 

• 2.9, System Build Documents 
• 2.13, As-Manufactured Logic Diagrams 
• 2.14, System Response Time Confirmation Report 
• 2.16, Setpoint Calculations 
• 3.1, Software Integration Report 
• 3.2, Individual V&V Problem Reports up to FAT 
• 3.4, Test Procedure Specification 
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• 3.5, Completed Test Procedures and Reports 

• 3.6, Test Incident Reports 

• 3.8, Software Project Risk Management Report 

• 3.9, Circuit Schematics 

• 3.10, Detailed System and Hardware Drawings 

• 4.3, Software Training Plan 

• 4.5, Site Test Documentation 

• 4.7, Software Maintenance Manuals 

• 4.8, Software Training Manuals 

• 4.9, Installation Configuration Tables 

C.1 Rad/CS Electronic Design Related Documents 

Table C-1 contains a listing of the RadlCS Platform design documents associated with the Electronic 

Designs for the RadlCS Modules. An initial set of documents planned for submittal with the Rad I CS 

Topical Report (i.e., Phase 1 Submittals) is identified. Another set of documents to be submitted after 

completion of the Rad I CS EQ test program (i.e., Phase 2 Submittals) are identified. The remaining 

documents are available for audit, as requested by NRC. Additional documents (or extracts of key 

information) have been submitted, as requested by NRC during the topical report review. 

D2.2.0 

D2.2.1 

D2.2.2 

D2.2.3 

Document ID: 

Table C-1: RadlCS Electronic Design Related Documents 

Baseline Independent Items Configuration Audit Report 

Requirements Baseline Configuration Audit Report 

Architecture Design Baseline Configuration Audit Report 

Detailed Design and Coding Baseline Configuration Audit 
Report 

2016-RPC003-TR-001 Revision: 1 

Available for. Audit 

Item 3.3 

Available for Audit 

Item 3.3 

Available for Audit 

Item 3.3 

Available for Audit 

Item 3.3 
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D2 .. 2.4 

D2.2.5 

D2.4.l 

D2.6 

D2.6.1 

D2.6.2 

D2.7 

D2.7.1 

D3.2 

D3.7 

D3.8 

D3.9 

Document ID: 

Integration Baseline Configuration Al,ldit Report 

Release Baseline Configuration Audit Report 

RadlCS Verification and Validation Testing Checklists 

RadlCS Document Plan 

Project Implementation Plan 

Project Repository Structure 

RadlCS Personnel Plan 

Training Records 

RadlCS SRS Review Report 

RadlCS Equipment Qualification Safety Requirements 
Specification 

RadlCS Equipment Qualification Safety Requirements 
Specification Review Report 

RadlCS Requirements Traceability Matrix 

2016-RPC003-TR-001 Revision: 1 

Available for Audit 

Item 3.3 

Available for Audit 

Item 3.3 

Available for Audit 

Available for Audit 

Available for Audit 

Available for Audit 

Available for Audit 

Available for Audit 

Available for Audit 

Item 2.2 

Available for Audit 

Available for Audi 

Item 2.2 

Available for Audit 

Item 2.7 
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Available for Audit 
D3.9.1 RadlCS Requirements Tracing Matrix book 

Item 2.7 

RadlCS Module Static Code Analysis/ Code Review Report Available for Audit 
D3.9.2 

Tracing Report Item 2.2 

' ' •' . Pbase 1 Submittal 
D4.0 RadlCS Safety Validation Test Plan 

' 
•, ; ' 

Item 1.11, 
•. 

Available for Audit 
D4.1 RadlCS Safety Validation Test Specification 

Item 2.4 

Available for Audit 
D4.2 RadlCS Safety Validation Test Report 

Item 2.5 

RadlCS Product-Architecture Document 
Phase 1 Submittal 

DS.l .' 

Items 1.3 and 1.12 

Available for Audit 
DS.2 RadlCS PAD Review Report 

Item 2.2 

RadlCS AFBL/Application Logic Detailed Requirements Available for Audit 
DS.4 

Specification 

RadlCS AFBL/Application Logic Detailed Requirements Available for Audit 
DS.5 

Specification Review Report 

D7.23 RadlCS Guideline on Design and Coding with VHDL Available for Audit 

Available for Audit 

D7.24 RadlCS FMEDA Report Items 1.18 and 

2.15 

Available for Audit 
D7.26.1- D7.26-6 RadlCS Modules Fault Insertion Test Specifications 

Item 2.4 

Available for Audit 
D8.11 RadlCS FBL Detailed Description 

Item 1.13 

Available for Audit 
D8.12 RadlCS FBL VHDL Code 

Item 3.7 

RadlCS FBL VHDL Static Code Analysis/ Code Review Available for Audit 
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Report Item 2.2 
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C.2 Appendix C References 

1 Dl&C-ISG-06, Revision 1, "Licensing Process" 
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Appendix D: Evaluation of Diversity in an Application Using 
the RadlCS Platform 

The diversity of a typical application using the Rad I CS Platform technology was evaluated using the 

methodology outlined in NUREG/CR-7007 Reference D-1. 

D.1 Evaluation Process 

The NUREG/CR-7007 evaluation process consists of the following steps: 

1. Classify the diversity strategy - This step involves recognition of the technology employed in 

the diverse systems based on the design descriptions or, if explicitly referenced, identification of 

the specific diversity strategy selected. 
2. Confirm inherent diversity credit - This step relates to the determination of technology usage 

and the impact of technology difference. 
3. Identify intentional diversity usage - This step consists of identification of the diversity criteria 

that are intentionally applied. The documentation of the proposed diversity strategy should 
explicitly describe the intentional diversities on which it is based. 

4. Categorize diversity usage in relation to the corresponding strategy classification - This step 

involves capturing the combination of diversity criteria in either tabular form or a spreadsheet 
followed by classification in terms of a corresponding strategy and subsequent determination of 

the degree of adherence to one of the strategies identified in NUREG/CR-7007 

5. Assess the adequacy of the diversity strategy - The activity associated with this step depends 

on the categorization of the proposed diversity strategy determined in Step 4. 

A baseline strategy is one where the diversity usage is consistent with one of the baseline combinations 

of diversity criteria defined for any of the three strategy classifications in NUREG/CR-7007. The 

associated actions are to confirm that the diverse systems provide the specified technology difference 

(Step 1), the system designs do not compromise the related credit for inherent diversity (Step 2), and 

the explicit diversity usage employs the full set of intentional diversities (Step 3). 

A variant of baseline strategy is one where the diversity is consistent with one of the alternate 

combinations of diversity criteria described for any of the three strategy classifications. The associated 

actions are to perform an assessment comparable to that described for the baseline strategy category 

(Step 5) with the supplemental determination of whether the conditions associated with suitability of 

the variant are present. 

The order of steps 2 and 3 were reversed for the Rad I CS Platform diversity strategy to better align the 
steps with the RadlCS Platform diversity strategy decisions. Specifically, the key decisions affecting the 

diversity strategy were chips selection and IEC 61508 Safety Integrity Level (SIL) 3 certification (i.e., 
functionally diverse self-tests and diagnostics). From these key decisions other inherent diversity 

attributes flowed from the detailed design implementation. 
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D.2 Diversity Strategy Classification 

The RadlCS Platform employs several internal diversity features to provide sufficient protection to 
address CCFs that may be introduced using digital FPGA technology within the RadlCS Platform. The 
Rad I CS Platform defensive measures work together to limit the effects of these failures and place the 
system into defined safe states. This RadlCS Platform diversity strategy flows directly from the design 
strategy to achieve IEC 61508:2010 SIL 3 certification. 

The RadlCS Platform diversity strategy is a variant of the Strategy C, "Architectural Variants within a 
Technology." 

D.3 Identification of Intentional Diversity Usage for Rad/CS Platform 

The CPLD-based watchdog in the PSWD Unit is separate and inherently diverse from the Module FPGAs. 
Table 10-1 identifies the key technology differences between the FPGAs and CPLD. These inherent 
technology differences mitigate the consequences of common cause failure vulnerabilities associated 
with the FPGA and CPLD chip technologies. Other aspects of the Rad I CS Platform diversity strategy are 
discussed in Section 10.3.3 

Appendix A of NU REG 7007 /CR defines seven diversity attributes and related diversity criteria. The 
intentional diversity attributes specified for the Rad I CS Platform are: 

• Design: Different architectures based on the intentional use the FPGA for the Electronic Design 
safety functions (i.e., signal acquisition, signal conversion, protection algorithms, and 
communications} and associated self-test and diagnostics and the CPLD for the PSWD function. 

• Equipment Manufacturer: Same manufacturer of different versions of the same technology 
class (i.e., programmable logic device} based on the selection of FPGAs and CPLDs manufactured 
by Altera. 

• Logic Processing Equipment: Different component integration architectures based on the 
allocation of Electronic Design safety function and self-test and diagnostic functions to 
segregated portions of the FPGA and the allocation of the PSWD functions to the CPLD. 

• Function: Different purpose, function, control logic, or actuation means of same underlying 
mechanism based on the explicit design of the FPGA Electronic Design safety functions and 
functionally diverse self-test and diagnostic functions along with the separate and functionally 
diverse PSWD functions on the CPLD through the FM EDA process. 

• Life-cycle: Different management teams within the same company based on the independence 
between the design team and the V&V team for the validation of the self-test and diagnostic 
and PSWD functions through FIT. 

• Life-cycle: Different lifecycle documents for development of the FPGA self-test and diagnostics 
and PSWD functions on the CPLD. 

• Logic: Different algorithms, logic, and program architecture based on the hardware parallelism 
inherent to FPGA technology for executing logic functions and control algorithms in a parallel 
mode and the segregation of Electronic Design safety functions and self-test and diagnostic 
functions on the same integrated circuit. 
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• Logic: Different algorithms, logic, and program architecture between the FPGA self-test and 
diagnostics and PSWD functions on the CPLD. No common design element or libraries used for 
the development of these separate functions. 

D.4 Confirmation of Inherent Diversity Credit 

The key decisions to use FPGA and CPLD chips along with the decision to achieve SIL 3 certification 
resulted in several inherent diversity attributes for the Rad I CS Platform diversity strategy. The FPGA 

technology allows for more deterministic performance than a microprocessor due to capability of 

executing logic functions and control algorithms in a parallel mode due to the hardware parallelism 

inherent to FPGA technology. This parallelism also provides the ability to segregate functions on the 

same integrated circuit (e.g., such as Electronic Design safety functions and self-test and diagnostics). 

The resulting circuits are pure hardware without additional layers of platform software (operating 

system, drivers, etc.). Dedicated separate hardware for all functions provides the advantages of 

computational efficiency, but from the reliability point of view, a more important aspect is the 

separation of functions. There is no need for resource allocation such as memory, processor time, or 

data transfer on a bus. This eliminates the risk of functions interfering with each other or with the 

operating system or other platform functions. 

The inherent diversity attributes credited for the RadlCS Platform are: 

• Logic Processing Equipment: Different data flow architectures based on the parallel processing 
of the Electronic Design safety function signals and the segregation of parallel processing of the 

self-test and diagnostic signals. 

• Function: Different response time scale based on the parallel processing ofthe individual 

Electronic Design safety function signals and the use of three separate clock domains for the 

Electronic Design safety functions, self-test and diagnostic functions, and the PSWD functions. 

• Life-cycle: Different designers, engineers, and/or programmers by crediting the third-party IEC 

61508 certification organization for its role with the validation of the self-test and diagnostics, 

PSWD functions, and Netlist self-tests through the FMEDA. 

• Life-cycle: Different implementation/validation teams by crediting the independent Radiy 

validation for its role with the validation of the self-test and diagnostics, PSWD functions, and 

Netlist self-tests through the fault insertion testing based on test cases established by the third­

party IEC 61508 certification organization. 

• Logic: Different timing or order of execution based on the parallel processing of the individual 

Electronic Design safety function signals and the use of three separate clock domains for the 

Electronic Design safety functions, self-test and diagnostic functions, and the PSWD functions. 

• Logic: Different runtime environments based on the parallel processing of the individual 

Electronic Design safety function signals and the use of three separate clock domains for the 
Electronic Design safety functions, self-test and diagnostic functions, and the PSWD functions. 

• Logic: Different functional representations based on the fundamental differences in the 

functionality of Electronic Design safety functions, self-test and diagnostic features, and the 
PSWD Unit. 
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D.S Identification of Intentional Diversity Typical of Applications 
Using a Rad/CS Platform 

The intentional and inherent diversity attributes identified for the Rad I CS Platform augment th_e existing 
diversity features of the l&C system designs for the operating fleet. The functional and signal diversity 
incorporated into the protection system functional requirements is maintained. This diversity is 
expressed in the signal selection and protection system algorithms established and accepted for the 
plant design. The additional functional diversity that has been added to reactor trip systems based on 
operating experience (e.g., requiring both undervoltage and shunt trip features for reactor trip breakers} 
is maintained. 13 Additional diversity has been added to the plant l&C designs through compliance with 
10 CFR 50.62 is maintained. 14 

The intentional system diversity attributes that exist in operating plants and maintained for systems 
modernized with the RadlCS Platform are: 

• Function: Different underlying mechanisms to accomplish safety function based on the existing 
system echelons (i.e., control reactor trip, engineered safety features actuation, and 
monitoring}, reactor trip breaker action mechanisms, and anticipated transients without scram 
(ATWS} risk reduction systems. 

• Signal: Different parameters sensed by different physical effects based on the existing signal 
diversity in the reactor trip, engineered safety features actuation, and ATWS risk reduction 
systems. 

D.6 Comparison of Rad/CS Diversity to Strategy C 

The RadlCS Platform diversity attributes are compared to the diversity attributes for Strategy C in Table 
D-1. The differences are identified below: 

• Equipment Manufacturer- The RadlCS Platform is conservatively credited with less diversity 
than Strategy C by treating the FPGA and CPLD as different versions of the same product rather 
than different products. 

• Logic Processing Equipment - The RadlCS Platform is conservatively credited with less diversity 
than Strategy C by treating the FPGA and CPLD logic process as different logic processing 
versions in same architecture rather than different logic processing architectures since the FPGA 
and the CPLD originate from different families of devices from the same company. They have 
different microarchitectures and structural characteristics. 

• Function -The Rad I CS Platform is credited with more diversity than Strategy C by recognizing 
the inherent diversity associated with the three separate clock domains. Additionally, the 
intentional diversity typical of applications using a Rad I CS Platform with the different underlying 
mechanisms to accomplish safety function present in the existing plant l&C system designs 
(ATWS operating experience and 10 CFR 50.62} is also recognized. 

13 NRC Generic Letter 83-28, "Required Actions Based on Generic Implications of Salem ATWS Events" 
14 10 CFR 50.62, "Requirements for reduction of risk from anticipated transients without scram (ATWS) events for 

light-water-cooled nuclear power plants." 
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• Life-cycle - The Rad I CS Platform is conservatively credited with less diversity than Strategy C by 
treating the third-party IEC 61508 certification organization as a different management team 
within the same company rather than as a different design company due to its focused role with 
the validation of the self-test and diagnostics through the FM EDA. 

• Logic - The RadlCS Platform is credited with more diversity than Strategy C by recognizing the 
inherent diversity for different timing or order of execution based on the parallel processing of 
the individual Electronic Design safety function signals and the use of three separate clock 
domains for the Electronic Design safety functions, self-test and diagnostic functions, and the 

PSWD functions. 

• Signal - The RadlCS Platform is c;onservatively credited with less diversity than Strategy C by only 

recognizing that different are parameters sensed by different physical effects based on the 
existing signal diversity in the protection system utilizing the RadlCS Platform. Additional 
diversity may be present in the existing overall plant architecture and the combination of the 

control, reactor trip, engineered safety features actuation, monitoring, and ATWS risk reduction 
systems. This additional diversity is credited in the evaluation of the RadlCS Platform diversity 
strategy. 

Table D-1: Comparison of RadlCS Diversity to Strategy C 

,; :;;ii ·-:·r 'i.1ff,,'.''.< . ·r1'': '."'r'·'_'rf,''JI.'. ?':'. If'(', \tfZ;. :~·::":\t::(}/:'.·/~\·''"'' '\ '?£'?•;;i'i11~\; ·'." <'·':~ac1lcs, ·: 
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\" , -, " I ·v;,_ : i , • , ' ,, ~":, ', : ' , ," " 

Desi~n ; . ';· 
.. 

, .. 

Different technologies - -
Different approaches within a technology - -

Different architectures X X 
. 

Equipment Manufa~turer. 
; ... 

Different manufacturers of fundamentally different equipment designs - -

Same manufacturer of fundamentally different equipment designs - -
Different manufacturers of same equipment design X -

Same manufacturer-different version - X 

Logic Processing Equipment ,,, .. 
. . 

Different logic processing architectures X -
Different logic processing versions in same architecture - X 
Different component integration architectures X -
Different data flow architectures - i 

.. .. .. 

Function . 
Different underlying mechanisms to accomplish safety function - X 
Different purpose, function, control logic, or actuation means of same X X 
underlying mechanism 
Different response time scale - i 

Life:cycle .. ·, . 
Different design organizations/companies X -
Different management teams within the same company - X 

Document ID: I 2016-RPC003-TR-001 I Revision: I 1 I Page 384 of 388 

.. 

I 



I 

i 

L 

NON-PROPRIETARY 

,:";',' ;Y, ""'C , ,, , , ::: ,; ' F , J), ,}: i O":, ,,,, :., ,,::;. ', 

~< ~;.)::. •. '/\, ·'.:?~: : : .~:\ :.:,·\~} : •--,i:x::·°'1ilrsl~;~\~~t~Jl-W,},~,t\:;~::~: ':;,1;t,;,., ,,i} 
Different designers, engineers, and/or programmers 

Different implementation/validation teams 'i 

.Logic 

Different algorithms, logic, and program architecture X X 
Different timing or order of execution 

Different runtime environments X 
Different functional representations X 

Signal 
' ,, ·' : : . 

Different parameters sensed by different physical effects X X 
Different parameters sensed by the same physical effects X 

Same parameter sensed by a different redundant set of similar sensors X 

D. 7 Adequacy of the Rad/CS Diversity Strategy 

The intentional and inherent diversity attributes for the RadlCS Platform were entered into the 
NUREG/CR-7007 worksheet. The results are shown in Table D-2. The results for the RadlCS Platform 
(i.e., 0.97 normalized score) compare favorably with the results for Strategy C (i.e., 0.98 normalized 
score). 

D.8 Appendix D References 

1 NUREG/CR-7007, "Diversity Strategies for Nuclear Power Plant Instrumentation and Control 
Systems" 
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Table 12-2: NUREG/CR-7007 Worksheet Results for RadlCS Platform 

ATIRIBUTE CRITERIA 

Dlff1!r1nt technologies 

I Different approaches within a technology 

Dlff•rent architectures 

Different manufacturers of fundamentally 
dlffMtnt t ul ent desl ns 

o.400 0.000 

Same manufacturer of fundamentally different 2 
• ul entdMi ns 

0.300 0.000 

3 0.200 0.000 

4 0.100 X 0.100 

T 0. 

0.400 

2 0.300 

3 0.200 

4 0.100 

I• '' 

Different undtrtytng mechanisms to 
accom flsh s:afe function z 
Different purpose, function , control loglc, or Q 

I- actuation means of samo underlying 2 u me<:hanlsm z 

0.500 X o.600 

0.333 X 0.333 

::, 
IL Different r.sponse time sea.le 3 0.167 0.167 

0.6 0.600 1.000 

0.400 0.000 

0.300 0.300 

0.200 0.200 

0.100 0.100 

RadlCS Score (x100) 263 

Normalized Score 0.97 

Basis for Normallzlng 271 

Document ID: 2016-RPC003-TR-001 Revision: 1 Page 386 of 388 



NON-PROPRIETARY 

Appendix E: Request for Additional Information Cross 
Reference 

E.1 Rad/CS Request/or Additional Information Cross Reference 

NRC Office Instruction LIC-500 (Reference E-1) specifies that the request for additional (RAI) questions 
and responses should be included as an appendix to the Topical Report. Alternately, the NRC notes that 
if the Topical Report has been revised to incorporate the RAI responses directly into the report, a table 
listing each RAI and where the changes were made in the TR can be used. 

Table E-1 contains a cross reference showing the RadlCS Topical Report sections revised based on the 
submittal of supplemental information and the responses to RAI questions. 

Table E-1: RadlCS Request for Additional Information Cross Reference 

.--,, ,. ·. . ... '· .... , . 
, : '",,'\~~t~r ~~f~f~ri~~c: . ':::t ·,: /.·{ii·• '• ,;J, /Jopic~l}tepqr:t S_ecti9n :~\~·:f~.:\~- : ' ',,,;s· ;,/ . ',. ·,.' . -.: -' ',"' '•' ,, , ... ~ 

Section 1.6 revised Reference E-3 (RAI-Pl-05) 

Section 5.4.7 revised Reference E-4 

Section 6.2.2 revised Reference E-3 (RAI-Pl-01 and RAI-Pl-05) 

Section 6.2.4.1 Reference E-3 (RAI-Pl-01 and RAI-Pl-05) 

Section 6.2.5.2.13 revised Reference E-3 (RAI-Pl-03) 

Section 6.3.2.1 revised Reference E-3 (RAI-Pl-06) 

Section 6.3.2.2 revised Reference E-3 (RAI-Pl-04) 

Section 6.3.2.3 revised Reference E-3 (RAI-Pl-09) 

Section 6.3.2.4 revised Reference E-3 (RAI-Pl-09) 

Section 6.4.4.3 revised Reference E-2 

Section 6.5 revised Reference E-3 (RAI-Pl-07) 

Section 6.11 revised Reference E-2 

Section 6.11.1 added Reference E-2 

Section 6.11.2 added Reference E-2 

Section 6.11.3 added Reference E-2 

Section 6.11.3.1 added Reference E-2 

Section 6.11.3.2 added Reference E-2 

Section 6.11.3.3 added Reference E-2 
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.·Topic~I Rep~rt S~ction 
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','":'.' · .. r· ,.·,.-.. ''; Letter· Reference '" 
.. 

Section 6.11.4 added Reference E-2 

Section 6.11.4.1 added Reference E-2 

Section 6.11.4.2 added Refe.rence E-2 

Section 6.11.3.2 added Reference E-2 

Section 6.11.5 added Reference E-2 

Table 6-4 revised Reference E-3 (RAI-Pl-02) 

Section 10.3 revised Reference E-4 

Section 10.3.1 added Reference E-4 

Section 10.3.2 added Reference E-4 

Section 10.3.3 added Reference E-4 

Section 10.3.4 added Reference E-4 

Section 10.4 added Reference E-4 

Section 10.5 revised Reference E-4 

Section 12.2.5 added Reference E-4 

Section A.2.1 revised Reference E-3 (RAI-Pl-05) 

Section A.3.2 revised Reference E-3 (RAI-Pl-05) 

Appendix B revised Reference E-3 (RAI-Pl-08 and RAI-Pl-09) 

Appendix D added Reference E-4 

E.2 Appendix E References 

1 NRC Office Instruction LIC-500, Revision 7, "Topical Report Process," (ADAMS Accession No. 
ML18227A063) 

2 Radics LLC letter to NRC dated: September 15, 2017, "Submittal of RadlCS Digital l&C Platform 
Topical Report Supplemental Information," (ADAMS Accession No. ML17275Al91) 

3 Radics LLC letter to NRC dated April 13, 2018, "Response to Request for Additional Information 
for RadlCS Topical Report (CAC NO.: MF8411; EPID: L-2016-TOP-0010)," (ADAMS Accession No. 
ML18107A238) 

4 Radics LLC letter to NRC dated August 2, 2018, "Submittal of RadlCS Digital l&C Platform Topical 
Report Supplemental Information Update (Docket Number 99902032)," (ADAMS Accession No. 
ML18219A747) 
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