UNITED S'i'ATES
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001 '

March 11, 2002

YJENTS

Ms. Laura L. S. Kimberly

Acting Director

Information Security Oversight Office
National Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, DC 20408

Dear Ms. Kimberly:

In response to your February 11, 2002, request, enclosed is the NRC input for the Report on
Cost Estimates for Security Classification Activities in the format specified.

If you have any questions, please contact Thomas Martm on (301) 415-8080.

Sincerely,
gcna G. Norry
Deputy Executive Direct
for Management Serwces
Enclosure: )
As stated
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2003 Security Costs Estimates Display

- U.S. Nuclear Regulatory Commission
All figures are in thousands of dollars. : - :

Reporting Categories FY 2001* FY 2002* FY 2003

1. Personnel Security 1,137 1,323 1,248
2. Physical Security _ 1,606 1,660 1,766
3. Information Security (Sum of a, b & ¢ below) 609 770 1,124

a. Classification Management 202 ~ 256 309

b. Declassification _ 87 , 110 133

c. Information Technology (Electronic Security) 320 . 404 682
4, Professional Education, Training and Awareness e 8 8
5. Sécurity Mahagement, Oversight and Planning 428 452 468
6. Unique ltems .. =0- -0- -0-
Totals: Fiscal Year Estimates 3,680~ 3,686 . 4,213 - 4,614
Totals: Full-Time Equivalents (FTE) o 18 - 19 18

* Updated to reflect actual budget.

Point of contact: Wayne G. Burnside, Division of Facilities and Security (301) 415-2211
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Narrative:

1) Personnel Security - Personnel Security costs for FY-01 and FY-02 are based on FTE** and actual budgets. Cost estimates for
FY-03 are based on FTE and budget projections. It is estimated that 87% of personnel security costs (i.e., FTE plus personnel security
investigations) are dedicated to classified activities. The personnel security cost projections for FY-03 are shghtly lower that FY-02
costs because more security reinvestigations are planned for FY-02

2) Physical Security - Physical Security costs for FY-01 and FY-02 are based on FTE and actual budgets. Cost estimates for FY-03
are based on FTE and budget projections. It is estimated that 60% of physical security costs (i.e., FTE plus physical security
components such as guards, intrusion detection systems, and access control systems) are dedicated to classified activities. The
physical security costs for FY-03 are projected to be slightly higher due to increased costs for security guard services and the cost of -
FTE. ‘

3) Information Security - Informatlon Security costs for FY-01 and FY-02 are based on FTE and actual budgets. Costs for FY-03 are
based on FTE and budget projections. The FY-03 cost increase is pnmanly due to additional resources and planned initiatives for
Homeland Secunty and an increase in the cost of FTE.

4) Protessional Education Training and Awareness NHC has a very small training and awareness program, with less than one FTE
assigned to it. Educational activities are expected to increase slightly.

5) Security Management, Oversight, and Planning - Costs associated with Security Management, Oversight, and Planning are related
solely to FTE.

6) Unique Items - NRC has not allocated funds for unique items for 2001-2003.

** FY-01 unit FTE cost = $107,000
FY-02 unit FTE cost = $113,000
FY-03 unn FTE cost = $117,000
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UNITED STATES C/ / 7 / Q‘g
NUCLEAR REGULATORY COMMISSION

WASHINGTON, D.C. 20555-0001

March 11, 2003

Ms. Laura L. S. Kimberly -

Associate Director for Policy

Information Security Oversight Office
National Archives and Records Admmlstratlon
700 Pennsylvania Avenue, NW

Washington, DC 20408

Dear Ms. Kimberly:

In response to your February 7, 2003, request, enclosed is the U. S. Nuclear Regulatory
Commission’s input for the Report on Gost Estimates for Secunty Classification Activities in the
format specified.

If you have any questions, blease contact A. Lynn Silvious on (301) 41 5-2214,

Sincerely,

/)’ 77%6@

Willidm F. Kane
Deputy Executive Direciér
for Reactor Programs

Enclosure:
As stated
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Ms. Laura L. S. Kimberly
Associate Director for Policy

Information Security Oversight Office

National Archives and Records Administration
700 Pennsylvania Avenue, NW
Washington, DC 20408

Dear Ms. Kimberly:

In response to your February 7, 2003, réquest, enclosed is the NRC input for the Report

on Cost Estimates for Security Classification Actlvities in the format specified.

If you have any questions, please contact A. Lynn Silvious on (301) 415-2214.

Enclosure:
As stated
Distribution:

EDO Control: G20030070
NSIR Ticket No. 03-0113

NSIR R/F

DNS RIF

INFOSEC RI/F

W. D. Travers, EDO

C. J. Paperiello, DED

-W. F. Kane, DEDR
P. G. Norry, DEDM

W. Craig, OEDO
D. Cyr, GC

G. Burns, OGC

L. Funches, CFO
L. Springer, ADM
Reiter, CIO

C. C. Schum, OEDO

J.
K.
S.
J.
M.
S.

Sincerely,

William F. Kane

Deputy Executive Director
for Reactor Programs

To feceive a copy of this document, indicate In the box: "C" = Copy without
attachment/enclosure "E" = Copy with attachment/enclosure "N" = No copy

OFFICE |INFOSEC INFOSEC OCFO ADM/DFS
NAME WGBurnside ALSilvious TMPulliam TOMartin
DATE _@/ 103 03/ /03 (031 103 03/ /03
OFFICE |OCIO DNS D/IDNS NSIR DEDPR
NAME DGalik CHaney GMTracy RPZimmerman | WFKane
DATE 03/ 103 03/ 03 03/ /03 03/ /03 03/ 103
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2003 Security Costs Estimates Display

U.S. Nuclear Regulatory Commission
All figures are in thousands of dollars.

Reporting Categories -FY 2002* FY 2003* : FY 2004
(Est. in 000s) (Est.in 000s) (Est. in 000s)

1. Personnel Security _ 1,323 - : 1,604 1,394
2. Physical Security ' 1,660 1,766 2,360
3. Information Security (Sum of a, b & ¢ below) 770 | ‘ 1,239 1,538

a. Classification Management 256 371 ' 476

b. Declassification 110 . 159 204

c. Iriformation Technology (Electronic Security) 404 709 _ 858
4. Professional Education, Training and Awareness _ 8 v 6 ' 6
5, Security Management, Oversight and Pianning »l 452 468 484
6. Unique items ‘ -0- -0- -0-
Totals: Fiscal Year Estimates 4,213 ‘ 5,083 5,672
Totals: Full-Time Equivalents (FTE) _ 19 - 18 . . 20.5

* Updated to reflect actual budget.

Point of contact: Wayne G. Burnside, Division of Nuclear Security (301) 415-2211




Narrative:

1) Personnel Securily - Personnel Security costs for FY-02 and FY-03 are based on FTE** and actual budgets. Cost estimates for
FY-04 are based on FTE and budget projections. It is estimated that 87% ot personnel security costs (i.e., FTE plus personnel security
investigations) are dedicated to classified activities. The personnel security cost projections for FY-04 are lower than FY-03 costs
because more security reinvestigations are planned for FY-03. ‘

2) Physical Security - Physical Security costs for FY-02 and FY-03 are based on FTE and actual budgets. Cost estimates for FY-04
are based on FTE and budget projections. It is estimated that 60% of physical security costs (i.e., FTE plus physical security
components such as guards, intrusion detection systems, and access control systems) are dedicated to classified activities. The
physical security costs for FY-04 are projected to be higher due to increased costs for security guard services and the cost of FTE.

3) Information Security - Information Security costs for FY-02 and FY-03 are based on FTE and actual budgets. Costs for FY-04 are
based on FTE and budget projections. The FY-04 cost increase is primarily due to additional resources and planned initiatives for
Homeland Security and an increase in the cost of FTE. '

4) Professional Education Training and Awareness - NRC has a very small training and awareness program, with less than one FTE
assigned to it. Educational activities are expected to increase slightly.

5) Security Management, Oversight, and Planning - Costs associated with Security Management, Oversight, and Planning are related
solely to FTE. ’

6) Uniqué Items - NRC has not allocated funds for unique items for 2002-2004.

** FY-02 unit FTE cost = $113,000
FY-03 unit FTE cost = $117,000
FY-04 unit FTE cost = $121,000



UNITED STATES
NUCLEAR REGULATORY COMMISSION
WASHINGYON, D.C. 20555-0001

March 25, 2004

Laura L.S. Kimberly -

Associate Director for Policy

Information Security Oversight Office

National Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, DC' 20408

Dear Ms. Kimberly:

in response to your February 2, 2004, request, enclosed is the U.S. Nuclear Regulatory
Commission input for the Report on Cost Estimates for Security Classification Acfivities.

If you have any questions, please contact A. Lynn Silvious at 301-415-2211.
| Sincerely,
‘Wiliam F. Kane
Deputy Executive Director for

Homeland Protection and Preparedness

Enclosure:
As stated
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2005 Security Classification Cost Estimates Display

U.S. Nuclear Regulatory Commission
All figures are in thousands of dollars.

Reporting Categories FY 2003"' FY 2004* FY 2005
(Est. in 000s) (Est. in 000s) {Est. in 000s)

1. Personnel Security 1,604 1,578 1,711
2. Physical Security . 1,766 2,275 2,353
3. Information Security (Sum of a, b, c and d) 1,128 '2,233 2,514
a. Classification Management 371 384 400

b. Declassification 159 164 172
¢. Information Systems Security 584 1,670 1,925

d. Miscellaneous (OPSEC and TSCM) ** 14 15 17
4. Professional Education, Training and Awareness 125 40 60
5. Security Management, Oversight and Planning 468 484 504
6. Unique ltems -0- -0- -0-
Totals: Fisca! Year Estimates 5,091 6,610 7,142
Totals: Full-Time Equivalents (FTE) 18 20.5 21

* Updated to reflect actual budget.

** NAC has no OPSEC program. The costs associated with TSCM are budgeted under physical security. In accordance with
these instructions, however, TSCM is being reported under the heading of Information Security.

Point of contact: Wayne G. Burnside, Division of Nuclear Security (301) 415-2211

Enclosure




Narrative.

1) Personnel Security - Personnel Security costs for FY-03 and FY-04 are based on FTE*** and actual budgets. Cost estimates for
FY-05 are based on FTE and budget projections. It is estimated that 87% of personnel security costs (i.e., FTE plus personnel security
investigations) are dedicated to classified activities. The personnel security cost projections for FY-05 are higher due to the

reinvestigation cycle, the inclusion of a clearance program for reactor licensees, and OPM's projected price increase for all
investigations. )

2) Physical Security - Physical Security costs for FY-03 and FY-04 are based on FTE and actual budgets. Cost estimates for FY-05
are based on FTE and budget projections. It is estimated that 60% of physical security costs (i.e., FTE plus physical security
components such as guards, intrusion detection systems, and access contro! systems) are dedicated to classified activities. The

physical security costs for FY-05 are projected to be slightly higher due to increased costs for security guard services and the cost of
FTE. . '

3) Information Security - Information Security costs for FY—03 and FY-04 are based on FTE and actual budgets. Costs for FY-05 are
based on FTE and budget projections. The FY-05 cost increase is primarily due to an increase in secure communications equipment,
systems, and networks (e.g., secure cellular service and secure video teleconferencing).

4) Professional Education Training and Awareness - NRC has a small training and awareness program with no-FTE assigned to it.
However, contract dollars are being expended on the development of web-based training initiatives. As the web-based training initiative
. nears completion, fewer dollars will be required to maintain the program.

5) Security Management, Oversight, and Planning - Costs associated with Security Management, Oversight, and Planning are related
solely to FTE. - ‘ :

6) Unique ltems - NRC has not allocated funds for unique items for 2003-2005.

*** FY-03 unit FTE cost = $117,000
FY-04 unit FTE cost = $121,000
FY-05 unit FTE cost = $126,000
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UNITED STATES
" NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001

March 24, 2005

J. William Leonard

Director

Information Security Oversight Office
National Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, DC 20408

Dear Mr. Leonard:

In response to your February 11, 2005, request, enclosed is the U.S. Nuclear Regulatory
Commission input for the Report on Cost Estimates for Security Classification Activities.

If you have any questions, please contact A. Lynn Silvious on 301-415-2211.
Sincerely,
William F. Kane
Deputy Executive Director
for Homeland Protection and Preparedness

Office of the Executive Director for Operations

Enclosure: As stated




FY-2006 Classification Costs Estimates Display

U.S. Nuclear Regulatory Commission

Reporting Categories FY 2004* FY 2005* FY 2006
1. Personnel Security < 1,578,000 1,809,000 1,975,000
2. Physical Security 2,275,000 2,502,000 2,538,000
3. Information Security
a. Classification Management 384,000 495,000 ' 541,000
b. Declassification 164,000 212,000 232,000
c. Information Systems Security for Classified Information - 1,670,000 2,243,000 2,513,000
d. Miscellaneous (OPSEC and TSCM) ** 15,000 17,000 20,000'
e. Information Security Subtotal - 2,233,000 2,967,000 3,306,000
(Sumofa.,b,c.,andd.)
4. Professional Education, Training and Awareness 40,000 60,000 6,000
5. Security Management, Oversight, and Planning 484,000 504;000 520,000
6. ‘Unique ltems -0- =0- -0-
Totals: Fisca! Year Estimates 6,610,000 7,942,000 8,345,000

* Updated to reflect actual budget.

** NRC has no OPSEC program. The costs associated with TSCM are budgeted under physical security. In accordance with these :
instructions, however, TSCM is being reported under the heading of Information Security.

Point of contact: ‘Wayne G. Burnside, Division of Nuclear Security (301) 415-2211
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Narrative:

1) Personnel Security - Personnel Security costs for FY-04 and FY-05 are based on FTE*** and actual budgets. Cost estimates for FY-
06 are based on FTE and budget projections. It is estimated that 87% of personnel security costs (i.e., FTE plus personnel security
investigations) are dedicated to classified activities. The personnel security cost projections for FY-06 are slightly higher due to the
reinvestigation cycle and OPM's projected price increase for all investigations.

2) Physical Security - Physical Security costs for FY-04 and FY-05 are based on FTE and actual budgets. Cost estimates for FY- 06
are based on FTE and budget projections. Itis estimated that 60% of physical security costs (i.e., FTE plus physical security
components such as guards, intrusion detection systems, and access control systems) are ded:cated to classified activities. The
physical security costs for FY-06 are projected to be slightly higher due to increased costs for security guard services.

3) Information Security - Information Security costs for FY-04 and FY-05 are based on FTE and actual budgets. Costs for FY-06 are

based on FTE and budget projections. The FY-06 cost increase is primarily due to additional resources and planned initiatives for
Homeland Security. :

4) Professional Educatlon Training and Awareness - NRC has a very small training and awareness program, with less than one FTE
assigned to it. Whereas contract dollars were expended on the development of a web based training initiative in FY-04 and 05, that FY-
06 expenditures are expected to decrease significantly due to the complstion of the web based training initiative.

5) Security Management, Oversight, and Planning - Costs associated with Security Management, Oversight, and Planning are related
solely to FTE.

6) Unique Items - NRC has not allocated funds for unique items for 2004-2006.

*** FY-04 unit FTE cost = $121,000
FY-05 unit FTE cost = $126,000
FY-06 unit FTE cost = $130,000



UNITED STATES
NUCLEAR REGULATORY COMMISSION

WASHINGTON, D.C. 20555-0001

April 13, 2006

J. William Leonard

Director

Information Security Oversight Office
National Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, DC 20408

Dear Mr. Leonard:

In response to your February 17, 2006, request, enclosed is the U.S. Nuclear Regulatory

Commission submission for the Report on Cost Estimates for Security Classification Activities.

If you have any questions, please contact A. Lynn Silvious on 301-415-2211.

Deputy Executive Director
for Reactor and Preparedness Programs
Office of the Executive Director for Operations

Enclosure:
As stated
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FY-2007 Security Costs Estimates Diéplay

U.S. Nuclear Regulatory Commission

3. Information Security

Reporting Categories FY 2005~ FY 2006* FY 2007
1. Personnel Security 1,579,920 1,783,500 2,225,460
2. Physical Security 2,502,000 2,496,000

. ﬁ'ﬁ?l RS
B «:5

485,000

a. Classification Management 628,000 680,000
b. Declassification 212,000 269,000 292,000
¢. Information Systems Security for Class Info. 2,243,000 -3,361,000 3,980,000
d. Miscellaneous (OPSEC and TSCM) ** 17,000 ' 20,000 20,000
e. Information Security Subtotal 2,967,000 4,278,000 4,972,000
(Sumof a., b., c., and d.)
4. Professional Education, Training and Awareness 60,000 17,000 17,000
| 5. Security Management, Oversight and Planning . 504,000 520,000 552,000
6. Unique ltems ~ =0 -0- -0-
Totals: Fiscal Year Estimates 7,612,920 9,094,500 11,119,260

* Updated to reflect actual budget.

** NRC has no OPSEC program. The cost associated with TSCM are budgeted under physical security. In accordance with these
instructions, however, TSCM is being reported under the heading of Information Security.

Point of contact: Wayne G. Burnside, Division of Facilities and Security (301) 415-2211

Enclosure
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Narrative:

1) Personnel Security - Personnel Security costs for FY-05 and FY-06 are based on FTE*** and actual budgets. Cost estimates for
FY-07 are based on FTE and budget projections. It is estimated that 87% of personnel security costs (i.e., FTE plus personnel security
investigations including the cost of contractors) are dedicated to classified activities.

2) Physical Security - Physical Security costs for FY-05 and FY-06 are based on FTE and actual budgets. Cost estimates for FY-O7
are based on FTE and budget projections. It is estimated that 60% of physical security costs (i.e., FTE plus physical security
components such as guards, intrusion detection systems, and access control systems) are dedicated to classified activities. The
physical security costs for FY-07 are projected to be higher due to increased costs for security guard services , the cost of FTE, and the
expansion of secure facilities.

3) Information Security - Information Security costs for FY-05 and FY-06 are based on FTE and actual budgets. Costs for FY-07 are
based on FTE and budget projections. The FY-07 cost increase is primarily due to additional resources and planned initiatives for
Homeland Security, an increase in the cost of FTE, and increased declassification activities. Information Security costs aiso reflect for
the first time budget estimates for NRC's secure local area network.

4) Professnonal Education Trammg and Awareness - NRC has a very small training and awareness program, with less than one FTE
assngned to it. Educational activities vary from year to year depending on planned initiatives.

5) Security Management, Oversight, and Planning - Costs associated with Security Management, Oversight, and Planning are related
solely to FTE.

6) Unique ltems - NRC has not allocated funds for unique items for 2005-2007. -

@

*** FY-05 unit FTE cost = $126,000
FY-06 unit FTE cost = $130,000
FY-07 unit FTE cost = $138,000
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UNITED STATES )

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001 ‘

April 10, 2007

- J. William Leonard, Director

Information Security Oversight Office.
National Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, DC 20408

Dear Mr. Leonard: _

In‘response to your January 25, 2007, request, enclosed is the U.S. Nuclear Regulatory
Commission submission for the Report on Cost Estir'nates for Security Classification Activities.

If you have any questions, please contaci A. Lynn Silvious at (301) 415-2211.
Sincerely, _ .'

William F. Kane

Deputy Executive Director

for Reactor and Preparedness Programs
Office of the Executive Director for Operations

Enclosure: As stated
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Security Cost Estimates Display

U.S. Nuclear Regulatory Commission

Reporting Categories FY 2006

1. Personnel Security 1,779,150

2. Physical Security-

3. Information Security

- &. Classification Management 609,336
b. Declassification 261,144
¢. Information Systems Security for-

Class Info. 3,345,614
d. Miscellaneous (OPSEC and TSCM) ** 20,000
e. Information Secusity Subtotal '
(Sumofa., b, c,andd.) 4’23_6’094

4. Professional Education, Training and
Awareness : 17,000
5. Security Management, Oversight and
Planning . . 650,000
6. Unique ltems -0-
Totals; Fiscal Year Estimates ‘ 9,306,764

* Updated lo reflect actual expendilures for FY-08.

** NRC has no OPSEC program. The cost associated with TSCM is budgeted under physical secunty. In
accordance with these instructions, howsver, TSCM Is being reporied under the heading of Information
Security.

Point of Contact: Wayne G. Bumnside, Information Security Branch 301-415-2211,

- Enclosure’
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Narrative:

1) Personnel Security - Personnel Security costs for FY-06 are based on FTE*** and actual

expenditures. It is estimated that 87% of personnel security costs (i.e., FTE plus personnel

security investigations including the cost of contractors) are dedicated to classified activities.

* 2) Physical Security - Physical Security costs for FY-06 are based on FTE and actual
expenditures. [t is estimated that 60% of physical security costs (i.e., FTE plus physical -

. security components such as guards, intrusion detection systems, and access control systems)
are dedicated to classified activities. :

3) Information Security costs for FY-06 are based on FTE and actual expenditures.

4) Professional Education Training and Awareness - NRC has a small training and awareness
program, with .5 FTE assigned to it. Educational activities vary from year to year depending on
planned initiatives.

5) Security Management Oversight, and Plannmg Costs assocnated with Security
Management, Oversight, and Planning are related to FTE.

~6) Unigue items - NRC has not allocated funds for unique items for FY-06.

*** FY-06 unit FTE cost = $130,000



UNITED STATES

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001

March 26, 2008

William J. Bosanko, Acting Direclor
Information Security Oversight Office .
National Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, D.C. 20408-0001 " -

Dear Mr. Bosanko:
In response to your January 23, 2008, request, enclosed is the U.S. Nuclear Regulatory
Commission submission for the Report on Cdst Estifnates for Security Qlassiﬁcation Activities.
-If you have any questions, please contact A. Lynn Siivious at 301-415-2214.

Sincerefy,

Bruce S. Mallett
Deputy Executive Director for Reactor
and Preparedness Programs
Office of the Executive Director for Operations

Enclosure:
As staled




Security Cost Estimates Display

U.S. Nuclear Regulatory Commission

Reporting Categories

FY 2007*

1. Personnel Security

2,041,000

2, Physical Security

3,480,700

3. Information Security

(a.) Classification Management

{b.) Declassification 279,450
{c.) Information Systems Security for Classified Information 3,370,000
(d.) Miscellaneous (OPSEC and TSCM)** 5,000 -
(e.) Information Security Subtotal (Sum of 3.a,, 3.b., 3.c., 4 3.d.) 4,321,500
4. Professional Educatlon, Training,and Awareness 17,000
5. Security Management, Oversight, and Pjanning 690,000
6. Uniqua ftems ]
Totals: Fiscal Year Estimates “S558;208-

* Updated to reflact actual expenditures for FYQ7.

10,535,200

- NRC has no OPSEC program. The cost associated with TSCM is budgeted under physical security. In
accordance with these Instructions, however, TSCM is being reporied under the heading of Information Security.

Point of Contact: Wayne G. Burnside, Information Security Branch, 301-415-2211.

Enclosure
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Narrative:

1) Personne) Security costs for FY07 are based on FTE*** and actual expendiiures. Itis
estimated thal 87% of personnel security costs (i.e., FTE plus personnel security
invesligations including cost of contractors) are dedicated to classified activities.

2) Physical Security costs for FY07 are based on FTE and actual expenditures, Itis
estimated that 60% of physical security costs {i.e., FTE plus physical security
components such as guards, intrusion detection systems, and access control systems)
are dedicated to classified activities. -

3) Information Security costs for FY07 are based on FTE and actual expenditures.

4)  NRChasa small professional education training and awareness program, with .5 FTE
assigned to it. Educational aclivities vary from year {o year depending on planned
initiatives. :

5) Costs associated with Security Management, Oversight, and Planning are related to -
FTE. : o

6) Unique items — NRC has no funds allocated for unique items for FY07. .

*** FYQT unit FTE cost = $138,000
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Security Cost Estimates Display

U.S. Nuclear Regulatory Commission

Reporting Categories FY 2008
1. Personnel Security 3,190,300 J
2. Physical Security 5,813,000 )
3. Information Security
-a. Classification Management 661,500 v
b. Declassification - 283,500 v

¢. Information Systems Security for
Classified Information

3313000

d. Miscellaneous (OPSEC and TSCM)* 40,000

4. Professional Education, Training, 17,000 J
And Awareness :

5. Security Management, Oversight, and 700,000 /
Planning - : : v

6. Unique ltems 0 /

Totals: Fiscal Year Estimates

, v /
- 114,018,300 VvV /

* NRC has no OPSEC program. The cost associated with TSCM is budgeted under physical security. In accordance with these

. instructions, however, TSCM is being reparted under the heading of Information Security.

- Point of Contact: Gary R. Langlie, Information Security Branch, 301-415-7121.

Enclosure
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UNITED STATES

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 205550001

February 25, 2010

Mr. William J. Bosanko, Director

Information Security Oversight Office

National Archives and Records Administration
700 Pennsylvania Avenue, N.W.,

Washington, DC 20408-0001

Dear Mr. Bosanko:

In response to your Decembef 11, 2009, request, enclosed is the U.S. Nuclear Regulatory
Commission submission for the Report on Cost Estimates for Security Classlf cation Activities,
for fiscal year 2009.

If you have any quesuons please contact Bernard. Stapleton, Chlef ‘Information Security
Branch, at (301) 415-2214.

Sincerely,

N
Bruce/S. Mallett ,
Deputy Executive Director for Reactor

and Preparedness Programs
Office of the Executive Director for Operations

Enclosure:
As stated




Security Cost Estimates Display

U.S. Nuclear Regulatory Commission

Reporting Categories Fiscal Year 2009

1. Personnel Security 3,733,200
2. Physical Security 6,147,200
3. Information Security p<

a. Classification Management 699,300

b. Declassification 289,700

c. Information Systems Security for 2,926,100

Classified Information

d. Miscellaneous (OPSEC and TSCM)" 40,000
4. Professional Education, Training, 17,000

And Awareness
5. Security Management, Oversight, and 740,000

Planning
6. Unique ltems 0

14,602,500

Totals: Fiscal Year Estimates

* NRC has no OPSEC program. The cost associated with TSCM is budgeled under physical secunity. In accordance with these

instructions, however, TSCM is being reported under the heading of Infonnation Security.

Point of Contact: -Gary R. Langlie, Information Security Branch, (301) 415-7121.

Enclosure
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Narrative:

1) Personnel Security costs for fiscal year (FY) 09 are based on FTE** and actual expenditures.
It is estimated that 87% of personnel security costs (i.e., FTE plus personnel security
investigations including cost of contractors) are dedicated to classified activities. FY09
expenditures have increased over FY08 due to NRC hiring and thus clearing more personnel.

2) Physical Security costs for FY09 are based on FTE and actual expenditures. It is estimated
that 60% of physical security costs (i.e., FTE plus physical security components such as guards,
intrusion detection systems, and access control systems) are dedicated to classified activities.
FYQ9 expenditures have increased over FY08 due to NRC occupying several additional
buildings along with their associated security costs. '

3) Information Security costs for FY09 are based on FTE and actual expenditures.

4) NRC has a small professional education training and awareness program, with .5 FTE
assigned to it. Educational activities vary from year to year depending on planned initiatives.

5) Costs associated with Security Management, Oversight, and Planning are related to FTE.

6) Unique ltems — NRC has no funds allocated for unique items for FYQ9.

** FY09 unit FTE cost = $148,000




UNITED STATES

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001

February 15, 2011

William J. Bosanko, Director

Information Security Oversight Office
Nationa! Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, DC 20408-0001

Dear Mr. Bosanko:

In response to your December 21, 2010 request, enclosed is the U.S. Nuclear Regulatory
Commission (NRC) submission for the Report on Cost Estimates. for Security Classification
- Activities for Fiscal Year 2010.

Should you have any questions regarding this NRC cost estimate, please contact Bernard W.
Stapleton, Chief, Information Security Branch, Division of Security Operatlons Office of Nuclear
_Security and Incident Response at (301) 415-2214.

Sincerely,

S XV
Miih J. Virgilio

Deputy Executive Director for Reactor
and Preparedness Programs
Office of the Executive Director for Operations

Enclosure:
As stated




Security Costs Estimates

Department/Agency: [Nuclear Regulatory Commission } Fiscal Year:

Point of Contact: Bernard W, Stapleton, Chief, Information Security Branch, Division of
(Name and phone  ISecurity Operations, Office of Nuclear Security and Incident Response at
number) (3011415-2214

Regorting Categories {Please use actual dollar figures instead of thousands)
1. Personnel Security | $3.008,65000 |

{include clearance progrom, Initiol investigations, national agency checks when used for basls for granting o clearance, adjudication, relnvestigation,
polygraph assocloted with classification reloted activities) . .
2. Physical Security [$6.27302500 |

finclude physical security equlpment, protective forces, intrusion detection and assessment, barrier/controls, tamper-safe monitoring, occess controifbadging,
visitor control associated with classification related activities)

3. Information Security
{only report costs ossociated with classification related activities)

{a) Classification Management |$684,936.00 j
finclude resources used to identify, control, tronsfer, transmit, retnevc, inventory, archive, dedassify, or destroy classified informatlon) )

(b) Declassification : | $293,544.00 |
{inctude resources used to identify and process Information subject to the automatic, systematic, or mondalory review programs authorized by Executive
orderor statute)

(c) Information Systems Security for Classified Information , [$3,026,320.00 1

{include resources used to protect information systems from unouthorized access or modification of information, and ogainst the denial of service to
authorized users, including measures necessary té detect, document, and counter such threats)

(d) Miscellaneous (OPSEC and TSCHM) |s2397500 |
(include personnel ond operating expenses associated with these programs} ’
4. Professional Education, Training, and Awareness |?1 7,000.00 l
finclude resources used to establish, mointain, direct, support, and assess on information security training and owgareness program centificotion ond approval
of the training prog devel 19 and mail e of training records; training of personnel to perform tasks; and quolification endfor
certification of personnel ossoaa ted wl th clossification related activities)
5. Security Management, Oversight, and Planning ' l$755,000.00 T

tinclude resources associoted with research, test, and evaluation; surveys, reviews, occreditation, and ossessments; special access programs; security ond
Investigative matters; industrial security; ond forelgn ownershlp, control, or influence (FOCIH)) . |

6. Unique Items [S0.00 l
{include department/agency-specilic activities not reported in ony of the categories listed above but are nonetheless significant and need to be included)
Total (sum of 1, 2, 3(2), 3(b), 3(c), 3(d), 4, 5, and 6) 14,982,450 |

e e e P e it e P P e A i 2 . b et . e e g e e gt 4

Narrative: providea brief explanation of any significance difference between last year's and this year's cost estimates. Explainitems entered
into Block 6. Unlgue Items.

1) Personnel Security costs are based on FTE** and actual expenditures. It is estimated that 87%
of costs (FTE, security investigations, contractors) are related to classified activities.

2) Physical Security costs are based on FTE and actual expenditures. It is estimated that 60% of
costs (FTE, guards, intrusion detection/access control systems) are related to classified activities.
3) Information Security costs for FY10 are based on FTE and actual expenditures.

4) NRC has a small professional education training and awareness program, with .5 FTE assigned.
5) Costs associated with Security Management, Oversight, and Planning are related to FTE.

6) Unique Items - NRC has no funds allocated for unlque items for FY10.

** FY10 unit FTE cost = $151,000 .
Page 10of4 ‘
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S o, NUCLEAR REGULATORY COMMISSION
5’ \iglf/}’ a WASHINGTON, D.C. 20555-0001
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Mr. John P. Fitzpatrick, Director

Information Security Oversight Office

National Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, DC 20408-0001

Dear Mr. Fitzpatrick:

In response to your ahnual request, enclosed is the U.S. Nuclear Regulatory Commission
(NRC) submission for the Report on Cost Estimates for Security Classification Aclivities for
Fiscal Year 2011.. : : '

If you have any questions regarding this NRC cost estimate, please contact Bernard W.
Stapleton, Chief, Information Security Branch, Division of Security Operations, Office of Nuclear
Security and Incident Response at (301) 415-2214.

Sincerely,

n;%gilio

Deputy Executive Director for Reactor
and Preparedness Programs
Office of the Executive Director for Operations

Enclosure:
As stated

..,.,»A._,..__...«.,,.._ﬁ,.,ﬂ«._'%.q__m..,, ;.._..,.-....\__._...-..



- AGENCY SECURITY CLASSIFICATION COSTS ESTIMATES

[ DepartmentlAgency Nuclear Regulatory Commission | Fiscal Year: 2011 |
Point of Contact:
(Name and phone number)! Bernard W. Slaplelon Chielf, Inlormahon Security Branch, (301) 415-2214
Reporting Categories . : ' 'A Please use actual dollar igures.
1. Personnel Securily ' { . $3,318,354.00].

include clearance program, initial investigalions, national agency checks when used as basis lor
granling a clearance, adjudication, reinvestigation, polygraph associaled with classification-relaled aclivilies)

2. Physical Security - ' | $6,105,637.00]
{include physical security equipment, proteclive lorces, inlrusion delection and assessment, :

barrier/controls, lamper-sale monitoring, access conlrolbadging, visitor control essociated with

classification- relaled aglivilies)

3. Classification Management [ $627,026.00]
{include resources used Io identily, conlrol, ransfer, transmit, relrieve, invenlory. alch:ve .
declassily, or destroy classihed information)

4. Declassification _ » [ $268,726.00]
(include resources used 10 idenlily and process information Subject to the automatic. systematic, :
discretionary, or mandalory review programs suthorized by Execulive. Order or Stalule}

5. Protection and Maintenance for Classified Information Systems | $2,968,168.00]
{include resources used (o protec! and mainlgin classified information systéms from unauthorized .
access or modification of information, and egainst the denial of service o aulhorized users,
ncluding measures necessary 10 delec!, document, and counler such threals)

6. Operations Security and Technical Surveillance Countermeasures | . $13,895.00)
{include personnel and operaling expenses associaled with OPSEC and TSCM)

7. Professional Education, Training, and Awareness . [ . $17,000.00|
(include resources used to eslablish, maintain, direcl, suppon, and assess an information secunty )
training and awareness program; certificetion and approval of the lraining program; development,

manag {, and mainl of lraining records; training of personne! lo perform lasks; and

qua!:hcal:on andfor certification of personnel associaled with classification-related acl:vmes)

8. Security Management, Oversight, and Planning [ $754,000.00]
finclude resources associaled wilh research, lest, and evalualion; surveys, reviews, accredilation,

and assessments; special access programs. securily and investigative mallers; induslrial security;

and foreign ownership, contral, or influence (FOCY))

9. Unique ltems { - §0.00]
{include department/agency-specific activities nol reported in any of the calegories Iisled above: - .
bul are nonetheless significan! end need 10 be included)

TOTAL ' : ' ‘ [ $14,072,706.00]

{sum ol items 1.9)

Narrative: Provide a brief explanation of any significant difference belween last year's and this year's cost
estimales. Explain items entered inlo block 9, Unique Hiems.,

1 - 6 costs are based on FTE and aclua! expendilures. 7. NRC has a small professional education
training and awareness program. 8. Costs are based on FTE.

'

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 716 (07-11)
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AGENCY SECURITY CLASSIFICATION COSTS ESTIMATES

| Department/Agency: Nuclear Regulatory Commission ' | Fiscal Year:2012 |

Point of Contact:
(Name and phone number

) Bernard W. Stapleton, Chief, Information Security Branch, (301) 415-2214

Reporting Catégories ' Please use actual dollar figures.

1. Personnel Security L $3,859,039.00|

(include clearance program, initial investigations, national agency checks when used as basis for
granting a clearance, adjudicalion, reinvestigation, polygraph associated with classification-related activities)

2. Physical Security [ $9,270,273.00}
(include physical security equipment, protective forces, intrusion detection and assessment,

barrier/controls, tamper-safe monitoring, access control/badging, visitor control associated with

classification-related activities)

3. Classification Management : ] $686,342.00]
{include resources used to identify, conirol, lransfer, transm:t retrieve, inventory, archive,
declassify, or destroy classified information)

4. Declassification | $294,146.00]
(include resources used to identify and process information subject to the automatic, systematic,
discretionary, or mandatory review programs authorized by Executive Order or Statute)

5. Protection and Maintenance for Classified Information Systems | $3,253,659.00]
(include resources used to protect and maintain classified information systems from unauthorized

access or modification of information, and against the denial of service to authorized users,

including measures necessary to detect, document, and counter such threats)

6. Operations Security and Technical Surveillance Countermeasures | $48,000.00|
(include personnel and operating expenses associaled with OPSEC and TSCM) :

7. Professional Education, Training, and Awareness . [ $44,000.00]
finclude resources used to establish, maintain, direct, suppon, and assess an information security
training and awareness program; certification and approval of the training program; development,
management, and mainfenance of training records; training of personnel to perform tasks; and
qualification and/or certification of personnel associated with classification-related activities)

8. Security Management, Oversight, and Planning | $756,550.00}
{include resources associated with research, lest, and evaluation; surveys, reviews, accreditation,

and assessments; special access programs; securily and invesligative mafters; industrial security;

and foreign ownership, control, or influence (FOCI))

9. Unique ltems : | $0.00|

finclude department/agency-specific activities not reporied in any of the categonies listed above, -
but are nonetheless significant and need to be included)

TOTAL ' l $18,212,009.00}

{sum of items 1-9)

Narrative: Provide a brief explanation of any significant difference between last year's and this year's cost
estimates. Explain items entered into block 9, Unique items.

1 - 6 costs are based on FTE and actual expenditures. 7. NRC has a small professional education
training and awareness program. 8. Costs are based on F.TE-

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 716 (07-11)
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Instructions for Completing Form
, .
l. General: The data reported will be Government cost estimates only. The estimates of resource costs should be
reported, in the aggregate, for the following categories: (1) Personnel Security; (2) Physical Security; {3) Classification
Management, (4) Declassification; (5) Protection and Maintenance for Classified information Systems; (6) Operations
Security and Technical Surveillance Countermeasures; (7) Professional Education, Training, and Awareness; (8)
Security Managément, Oversight, and Planning; and (9) Unique ltems. In reporting cost estimates associated with the
security and management of classified information, please exclude all costs related to broad areas of assets protection
(i.e., protection of property and personnel not specifically related to classified information). Countermtelllgence
resources should also not be included in this data collection, If 51% or more of a resource is devoted to a classification-
related activity, it should be included in this estimate. For those resources used for classification-related activities on a
part-time basis, the total time devoted to these aclivities over a year must be at least 51% in order to be included in this
estimate. Even though we no longer ask for the number of FTEs, the cost of personnel associated with the security of
classified information should be included in the overall cost estimate for each category.

* I1. Definitions of data to be reported: The primary categories are defined below along with related functional areas to
be considered for inclusion. Report only those cost estimates associated with classification-related activities
(programs that affect the security of classified information).

1. Personnel Security: A series ofinterlocking and mutually supporting program elements that initially establish a
Government or contractor employee's eligibility, and ensure suitability for the continued access to classified -
information.

Clearance Program Personnel and activities to determine eligibility and smtablhty for initial or continuing
access to classmed information or activities. .

Initial Investigations. Completing and reviewing Personnel Securiiy Questionnaire, initial screening, filing data
in Central Personne! Database, forwarding to appropriate investigative authority, and the investigation itself.

National Agency Check: lnclude only when used for basis for granting a clearance.

Adjudication: Screening and analysis of personnel secunty cases for determmmg eligibility for classmed
access authorizations and appeals process.

Reinvestigations: Periodic recurring investigations of Government and contractor personnel
" Polygraph: Substantive examinations in security screening process.

2. Physical Security: That portion of secunty concemned with physical measures designed to safeguard and protect
classuﬁed facilities and information, domestic or forexgn

Physical Security Equipment: Any item, device, or system that is used pnmanly for the protection of classified
information and installations. )

Protective Forces: All personne! and operating costs associated with protective forces used to safeguard
classified information or installations, to include but not limited to salaries, overtime, benefits, materials and
supplies, equipment and facilities, vehicles, aircraft, training, communications equipment, and management.

Intrusion Detection and Assessment: Alarms, sensors, protective lighting, and their control systems; and the
assessment of the reliability, accuracy, timeliness, and effectiveness of those systems used to safeguard
classified-information or installations. .

Barrler/Controls: Wails, fences, barricades, or other fabricated or natural impediments ta restrict, limit, delay,
or deny entry into a classified installation.

* Countenntelhgence means information gathered and activities conducted to protect against espionage, other
intelligence activities, sabotage, or assassinations conducted for or on behalf of foreign powers, organizations or persons
or international terrorist activities, but not including personnel, physical, document, or communications secunty programs.
(48 CFR 970.0404-1)

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION -AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 716 (07-11) |
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Instructions for completing form, continued

Vital Components and Tamper-Safe Monitoring: Personnel and operating activities associated with the
monitoring of tamper indicating devices for containers, doors, fences, efc., which reveal violations of
containment integrity and posting and monitoring of anti-tamper warnings or signs.

Access Control/Badging: Personnel and hardware such as badging systems, card readers, turnstiles, metal
detectors, cipher locks, CCTV, and other access control mechanisms to ensure that only authorized persons are
allowed to enter or leave a classified facility.

Visitor Control: Personnel and activities associated with processing visitors for access to facilities holding
classified information.

3. Classification Management: The system of administrative policies and procedures for identifying, controlling,
and protecting from unauthorized disclosure, classified information, the protection of which is authorized by
Executive Order or Statute. Classification management encompasses those resources used to identify, contral,
transfer, transmit, retrieve, inventory, archive, declassify, or destroy classified information.

4. Declassification: The authorized change in the status of information from classified information to unclassified
information. It encompasses those resources used to identify and process information subject to the automatic,
systematic, or mandatory review programs authorized by Executive Order or Statute.

5. Protection and Maintenance for Classified Information Systems: A classified information system is a set of
information resources organized for the collection, storage, processing, maintenance, use, sharing, dissemination,
disposition, display, or transmission of classified information. Security of these systems involves the protection of
information systems against unauthorized access to or modification of information, whether in storage, processing,
or transit, and against the denial of service to authorized users, including those measures necessary to detect,
document and counter such threats. This includes TEMPEST (short name referring to investigation, study, and
control of compromising emanations from information systems equipment) and Communications Security
(COMSEC) (measures and controls taken to deny unauthorized individuals information derived from
telecommunications and to ensure the authenticity of such telecommunications. Communications security includes
cryptosecurity, transmission security, emission security, and physical security of COMSEC material).

6. Operations Security (OPSEC) and Technical Surveillance Countermeasures (TSCM):

Operations Security (OPSEC): Systematic and proven process by which potential adversaries can be denied
information about capabilities and intentions by identifying, controlling, and protecting generally unclassified
evidence of the planning and execution of sensitive activities. The process invalves five steps: identification of
critical information, analysis of threats, analysis of vulnerabilities, assessment of risks, and application of
appropriate countermeasures. )

Technical Surveillance Countermeasures (TSCM): Personnel and operating expenses associated with the
development, training, and application of technical security countermeasures such as non-destructive and
destructive searches, electromagnetic energy searches, and telephone system searches.

7. Professional Education, Training, and Awareness: The establishment, maintenance, direction, support, and
assessment of an information security training and awareness program; the certification and approval of the training
program; the development, management, and maintenance of training records; the training of personnel to perform
tasks associated with their duties; and qualification and/or certification of personnel before assignment of security
responsibilities related to classified information.

8. Security Management, Oversight, and Planning: Development and implementation of plans, procedures, and
actions to accomplish policy requirements, develop budget and resource requirements, oversee organizational
activities, and respond to management requests related to classified information.

Research, Test, and Evaluation: The development, management, and oversight of an acceptance and
validation testing and evaluation program, corrective action reports and related documentation that addresses
safeguards and security elements. The examination and testing of physical security systems {construction,
facilities, and equipment) to ensure their effectiveness and operability and compliance with applicable directives,

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 716 (07-11)
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Instructions for completing form, continued

Surveys, Reviews, Accreditation, and Assessments: Personnel and activities associated with surveys,
reviews, accreditations, and assessments to determine the status of the security program and to evaluate its
effectiveness; development and management of a facility survey and approval program:; facility pre-survey; and
information technology system accreditation.

Special Access Programs (SAP): Programs established for a specific class of classified information that
impose safeguarding and access requirements that exceed those nommally required for information at the same
classification level. Unless specifically authorized by the President, only the Secretaries of State, Defense,
Energy, and the Director of National Intelligence may create an SAP. Sensitive Compartmented Information
(SCI) programs are not included as SAPs for the purpose of these estimates; rather SCI security costs are
integrated and estimated throughout all categories as appropnate Do not include costs here that have been
reported under the other primary categories.

Security and Investigative Matters: The investigation of security incidents, infractions, and vioiations.

Industrial Security (Non-Contractor Costs): Those measures and resources directly identifiable as
Government activities performed for the protection of classified information to which contractors, subcontractors,
vendors, or suppliers have access or possession. Examples of such activities are industrial security reviews,
surveys, and the granting of facility clearances, and National Industrial Security Program management and
admlnlstratuon

Foreign Ownership, Control, or Influence (FOCI): The development and management of a foreign ownership,
control, or influence program; evaluation of FOCI submissions; the administration and monitoring of FOCI
information and development of FOCI notifications. .

9. Unique ltems: Those department/agency-specific aclivities that are nat reported in any of the primary categories
but are nonetheless significant, and need to be included, should be noted in this category. Any unigue item must
include a narrative on why it should be included and how the figures were developed.

Ill. How to complete the security costs estimates form The form (page 1) should include estimates of resource costs
in the aggregate for each of the nine categories. The cost estimates reported should not include costs assocuated with
the broader area of assets protection.

1. Name of, Department/Agency: Self-explanatory.

2. Reporting Categories: List cost estimates in dollar amounts. The cost of personnel associated with the security
of classified information should be included in the overall cost estimate for each category. If there are no cost
estimates to be reported for a particular category, indicate with a "0" in the appropriate block.

3. Totals: The totals for-blocks 1-9 will automatically be placed in the appropriate plock.

4. Narrative: In the narrative portion of the form, or in a separate attachment, provide a brief explanation of how cost
estimates were determined. If there is a significant difference between the total figures for each fiscal year, explain
the differences. Any figure reported within the Unique items category should be clearly explained in the narrative
portion.

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 716 (07-11)
. Page 4 of 4 Prescribed by NARANSOO
32 CFRPart 2001.90 E.O. 13526




—OFFCHALHSE ONEY—SECURIF-RELATED- HFORMATON-

G\;ﬁ“ REGy,, UNITED STATES
R A

NUCLEAR REGULATORY COMMISSION
WASHINGTON, D.C. 20555-0001

Mr. John P. Fitzpatrick, Director

Information Security Oversight Office
National Archives and Records Administration
700 Pennsylvania Avenue, NW

Washington, DC 20408-0001

Dear Mr. Fitzpalrick:

In response to your annual request, enclosed is the U.S. Nuclear Regulatory Commission
(NRC) submission for the Report on Cost Estimales for Securily Classification Activities for
Fiscal Year 2013,

If you have any questions regarding. this NRC cost estimate, please contact Mrs. Krista Ziebell,
Information Security Branch, Division of Secunly Operatlons Office of Nuclear Security and
Incident Response at (301) 415-7121.

Smcerely,

//Z///fr

Mlchae . Johnson
Deputy Executive Director for Reactor -

and Preparedness Programs _
Office of the Executive Director for Operations’

Enclosure:
Cost Estimates for Security Classification
Activities for Fiscal Year 2013

sure(s) transmitted hergusi
J
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AGENCY SECURITY CLASSIFICATION COSTS ESTIMATES

| Department/Agency: United States Nuclear Regulatory Commission ‘| Fiscal Year:2013 |

Point of Contact:

(Name and phone number) Krista M. Ziebell, Information Security Specialist, (301) 415-7121
Reporting Categorles . Please use actual dollar figures,
1. Personnel Security | $4,545,666.00|

{includa clearance program, initial investigations, national agency checks when used as basis for
granling a clearance, adjudication, relnvestigation, polygraph associated with classification-related attivities)

2. Physical Security : | $9,978,504.00}
(include physical security equipment, protective forces, intrusion detection and assessment,

barrlar/cantrals, tamper-safe monitoring, access contralibadging, vistor control associated with

classificalionelated aclivities) | )

3. Classification Management | $724,375.00|
{includs resources used to identify, contral, transfer, transmit, retrieve, Inventary, erchive,
declassify, or destroy classified information)

4. Declassification ‘ | $0.00|
(include resources used to identify and process Infarmation subject to the automatic, systematic, -
discretionary, or mandatory review programs authorized by Executive Order or Stalule) ;

5. Protection and Maintenance for Classified Information Systems | $3,622,500.00}
(include resources used to protect and maintain classified information systems from unauthorized

access or modification of informabion, and against the danial of service to authorized users,

Intluding measures necessary fo delect, document, and counler such threals) ¢

6. Operations Security and Technical Surveillance Countermeasures | $56,750.00|
(includs personnel and operating expenses associated with OPSEC and TSCM) .
7. Professional Education, Training, and Awareness : | $38,125.00{

" {include resources used to establish, mzintain, direct, suppont, end assess an informalion security
tralning and awareness program; centification and approval of the training program; develcpment,
managemenl, and maintenance of training records; treining of personnel lo perform tasks; and
qualification and/or cestificalion of perscnnel assodiated with classification-related acthvities)

8. Security Management, Oversight, and Planning | $762,500.00]
(include resources associaled with research, tast, and evaluation; surveys, reviews, accreditation,

end essessments; specia! access programs; secwily and Investigative matters; industrial security;

8nd foreign cvnership, contral, or influence (FOCH)) '

9. Unique ltems ’ | _ $0.00)
(include depertment/agency-specific activities nol reported in any of the calegories listed above,
but are nonatheless significant and need o be Included)

TOTAL ' | $19,728,420.00(

(sum of items 1-8)

Narrative: Provide a brief explanalion of any significant difference between last year's and this year's cost
estimates. Explain items entered Inlo block 9, Uniqus ltems. .

In FY2012, the NRC reported that $294,146.00 was spent on declassification (Item #4). Due to resource
constraints, no deciassification reviews were conducted in FY2013 and as a result, no FTE and associated
‘expenditures were reported on declassification (item #4). Declassification reviews will resume in FY2014.
There are no other significant differences (>20% difference) between the FY2012 and FY2013 cost
estimates. :
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February 24, 2015

Mr. John P. Fitzpatrick, Director

Information Security Oversight Office
National Archives and Records Administration
700 Pennsyivania Avenue, NW

Washington, D.C. 20408-0001

Dear Mr. Fitzpatrick;

In response to your annual request, enclosed is the U.S. Nuclear Regulatory Commission
(NRC) submission for the Report on Cost Estimates for Securily Classification Activities for
Fiscal Year 2014. :

If you have any questions regarding this NRC cost estimate, please contact Mrs. Krista Ziebell,
Information Security Branch, Division of Security Operations, Office of Nuclear Security and
Incident Response at (301) 415-7121.

Sincerely,

/RA/

Michael R. Johnson
Deputy Executive Director for Reactor
and Preparedness Programs ,
Office of the Executive Director for Operations

Enclosure:
Cost Estimates for Security Classification
Activities for Fiscal Year 2014

e enclosure,
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AGENCY SECURITY CLASSIFICATION COSTS ESTIMATES

| Department/Agency: U.S. Nuclear Regulatory Commission | Fiscal Year:2014 |
Pointo
(Name a:d(;:)gs:s zﬁmber) Krists M. Ziebell, Information Security Specialist, (301) 415-7121
Reporting Categories " Pleass uss aclual dolfar figures.
1. Persannel Security | $4,550,691.00] -

(include clearance program, initial investigations, national agency checks when used as basis for
granting 8 clearance, adjudication, reinvestigalion, polygroph assoclaled with classificallon-related ectivilies)

2. Physical Security | $15,260,044.00}
{include physical securily equipmentl, protective forces, inlrusion deltection and assessment, : )

barrier/controls, temper-safe moniloning, access controlfbadging, visitor control assoclated with

classification-refaled adlivilics)

3. Classification Management ; [ $760,000.00]
(include resotirces used to Hentify, conlrol, transfer, iransmi, relrieve, inventary, archive, . '
declassily, or destroy classilied informalion)

4. Declassification | $20,000.00)
{include resources used lo identlfy and process information subfecl o the sutometic, systemalic.
tiscreficnary, or mandatory review programs authonzed by Executive Order or Statute)

5. Protection and Maintenance for Classified Information Systems | $3,946,000.00}
(include resources used lo prolect and maintain classified information systems fromy unauthorized

. access or modifreation of information, and against the denfal of service to authorized users,
inzluding measures necessary 1o detect, document, and counter such threals)

6. Operations Security and Technical Surveillance Countermeasures | $100,000.00}
(include personrel and operating expenses assceisted with OPSEC and TSCV) .

7. Professional Education, Training, and Awareness | $40,000.00|
(include resources used to eslablish, maintain, direct, Supperl, and assess an infermation secunly ’
training and swareniess pregram; certificalion end gpproval of the lrelning program; development,
maneagemen!, and maintenance of training records; Iraining of personnel to perform tasks; and
" qualification andfor certification of personnel assoclated with classlificalion-related activities)

8. Security Management, Oversight, and Pianning ! $800,000.00|
finclude reseurces associated with research, tes!, and evalualion; surveys, reviews, accreditation,

and assessments; speclel access programs; securily and investigstive matlers; lnduslnal security;

and forefgn ewnership, control, or influence (FOCI)}

9. Unique ltems | $0.00]

(include depariment/agency-speclfic activities not reported in any of the categones listed above,
but are nonctheless significant and need lo be included)

TOTAL | $25,476,735.00)

{sum of itoms 1-9)

Narrative: Frovide a brief explanation of any significant difference between fast year's and ihis years cost
sstimates. Explain items entered into block 9, Unique lfems.

While minimal declassification reviews occurred in FY2014, declassificaticn reviews will increase in
FY2015. The increase in physical security costs from $8,990,604 in FY2013 to $15,250,044 in FY2014
can be primarily attributed to an increase in full-time employees (FTE) to meet slaffing requirements, an
increase in guard support to provide coverage at regional facilities, an expanded scope of Technical
Surveillance Countermeasures (TSCM), and the deployment of a new Visitor Access Request System.
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.AGENCY SECURITY CLASSIFICATION COSTS ESTIMATES

| Department/Agency: U.S. Nuclear Regulatory Commission | Fiscal Year:2015 |

Point of Contact:
(Name and phone number

)Krista M. Ziebell, Information Security Specialist, (301) 415-7121

Reporting Categories ' Please use actual dollar figures.

1. Personnel Security l $4.425,237.87]

(include clearance program, initial investigations, national agency checks when used as basis for
granting a clearance, adjudication, reinvestigation, polygraph associated with classification-related activities)

2. Physical Security | $13,647,500.00]
{include physical security equipment, protective forces, intrusion detection and assessment,

barrier/controls, tamper-safe monitoring, access control/badging, visitor conlro! associated v/ith

classification-related activities)

3. Classification Management | $815,000.00]

(include resources used to identify, control, transfer, transmit, retrieve, inventory, archive,
declassify, or destroy classified information)

4, Declassification | [ $122,250.00|

(include resources used to identify and process information subject to the automatic, systematic,
discretionary, or mandalory review programs authorized by Executive Order or Stalute) ]

5. Protection and Maintenance for Classified Information Systems [ $4,438,600.00|
(include resources used to protect and maintain classified information systems from unauthorized

access or modification of information, and against the denial of sesvice to authonized users,

including measures necessary to detect, document, and counter such threats)

6. Operations Security and Technical Surveillance Countermeasures | $100,000.00|
{include personnel and operating expenses associated with OPSEC and TSCM)

7. Professional Education, Training, and Awareness - [ $40,750.00|
(include resources used to establish, maintain, direct, support, and assess an information security

tralning and awareness program; certification and approval of the training program; development,

management, and maintenance of training records; training of personnel to perform tasks; and

qualification and/or certification of personnel associated with classification-related activities)

8. Security Management, Oversight, and Planning [ $815,000.00|
finciude resources associated with research, test, and evaluation; surveys, reviews, accreditation, '

and assessments; special access programs; security and investigative matters; industrial security;

and forelgn ownership, control, or influence (FOCI)) -

9. Unique Items : ( $0.00]

(include department/agency-specific activities not reported in any of the categories listed above,
but are nonetheless significant and need lo be included)

TOTAL | $24,404,337.87 |

(sum of items 1-9)

Narrative: Provide a brief explanation of any significant difference between last year's and this year’s cost
estimates. Explain iterns entered into block 9, Unique ltems.

The full time employee (FTE) conversion rate increased from $160,000 in FY2014 to $163,000 in FY2015,
which impacted the FTE attributed to all reporting categories. The decrease in physical security costs from
$15,260,044 in FY2014 to $13,647,500 in FY2015 is primarily attributed to a reduction in guard coverage
because of co-occupancy with another federal agency and removal of guards from satellite buildings, once
vacated. Narrative continued on attached page.
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Instructions for Comipleting Form

I. General: The data reported will be Government cost estimates only. The estimates of resource costs should be
reported, in the aggregate, for the following categories: (1) Personnel Security; (2) Physical Security; (3) Classification
Management; (4) Declassification; (5) Protection and Maintenance for Classified information Systems; (6) Operations
Security and Technical Surveillance Countermeasures; (7) Professional Education, Training, and Awareness; (8)
Security Management, Oversight, and Planning; and () Unique ltems. In reporting cost estimates associated with the
security and management of classified information, please exclude all costs related to broad areas of assets protection
(i.e., protection of property and personnel not specifically related to classified information). Counterintelligence®
resources should also not be included in this data collection. If 51% or more of a resource is devoted to a classification- -
related activity, it should be included in this estimate. For those resources used for classification-related activitieson a
part-time basis, the total time devoted to these activities over a yeat must be at least 51% in order to be included in this
estimate. Even though we no longer ask for the number of FTEs, the cost of personnel associated with the secunty of
classified lnformanon should be included in the overall cost estimate for each category.

Il. Definitions of data to be reported: The primary categories are defined below along with related functional areas to
be considered for inclusion. Report only those cost estimates assoclated with classification-related activities
(programs that affect the security of classified information). .

1. Personnel Security: A series of interlocking and mutually supporting program elements that initially establish a
Government or contractor employee's eligibility, and ensure suitability for the continued access to classified
information. . ~

Clearance Program: Personnel and activities to determine ehglblllty and suitability for initial or conllnumg
access to classified information or activities.

J .
Initial Investigations: Completing and reviewing Personnel Security Questionnaire, initial screening, filing data
in Central Personne! Database, forwarding to appropriate investigative authority, and the investigation itself.

National Agency Check: Include only when used for basis for granting a clearance.

Adjudication: Screening and analysis of personnel security cases for determining eligibility for classified
access authorizations and appeals process.

Reinvestigations: Periodic recurring investigations of Government and contractor personnel.
Polygraph: Substantive examinations in security screening prdacess.

2. Physical Security: That portion of security concerned with physucal measures desngned to safeguard and protect
classified facilities and information, domestic or foreign.

Physical Secunty Equipment: Any item, device, or system that'is used primérily for the protection of classified
information and installations.

Protective Forces: All personnel and operating costs associated with protective forces used to safeguard
classified information or installations, to include but not limited to salaries, overtime, benefits, materials and
supplies, equipment and facilities, vehicles, aircraft, training, communications equipment, and management.

Intrusion Detection and Assessment: Alarms, sensors, protective lighting, and their control systems; and the
assessment of the reliability, accuracy, timeliness, and effectiveness of those systems used to safeguard
classified information or installations.

Barrier/Controls: Walls, fences, barricades, or other fabricated or natural impediments to restrict, limit, delay,
or deny entry into a classified installation.

* Counterintelligence means information gathered and activities conducted to protect against espionage, other
intelligence activities, sabotage, or assassinations conducted for or on behalf of foreign powers, organizations or persons
or international terrorist activities, but not including personnel, physical, document, or communications security programs.
{48 CFR 970.0404-1)
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Instructions for completing form, continued

Vital Components and Tamper-Safe Monitoring: Personnel and operating activities associated with the
monitoring of tamper indicating devices for containers, doors, fences, etc., which reveal violations of
containment integrity and posting and monitoring of anti-tamper warnings or signs,

Access Control/Badging: Personnel and hardware such as badging systems, card readers, turnstiles, metal
detectors, cipher locks, CCTV, and other access control mechanisms to ensure that only authorized persons are
allowed to enter or leave a classified facility.

Visitor Control: Personnel and activities associated with processing visitors for access to facilities helding
classified information. -

3. Classification Management: The system of administrative policies and procedures for identifying, controlling,
and protecting from unauthorized disclosure, classified information, the protection of which is authorized by
Executive Order or Statute. Classification management encompasses those resources used to identify, control,
transfer, ransmit, retrieve, inventory, archive, declassify, or destroy classified information.

4. Declassification: The authorized change in the status of information from classified information to undlassified
information. It encompasses those resources used to identify and process information subject to the automatic,
systematic, or mandatory review programs authorized by Executive Order or Statute.

5. Protection and Maintenance for Classified Information Systems: A classified information system is a set of
information resources organized for the collection, storage, processing, maintenance, use, sharing, dissemination,
disposition, display, or transmission of classified information. Security of these systems involves the protection of
information systems against unauthorized access to or modification of information, whether in storage, processing,
or transit, and against the denial of service to autharized users, including those measures necessary to detect,
document and counter such threats. This includes TEMPEST (short name referring to investigation, study, and
control of compromising emanations from information systems equipment) and Communications Security
{COMSEC) (measures and controls taken to deny unauthorized individuals information derived from
telecommunications and to ensure the authenticity of such telecornmunications. Communications security includes
cryptosecurity, transmission security, emission security, and physical security of COMSEC material).

6. Operations Security (OPSEC) and Technical Surveillance Countermeasures (TSCM):

Operations Security (OPSEC): Systematic and proven process by which potential adversaries can be denied
information about capabilities and intentions by identifying, controlling, and protecting generally unclassified
evidence of the planning and execution of sensitive activities. The process involves five steps: identification of
critical information, analysis of threats, analysis of vulnerabilities, assessment of risks, and application of
appropriate countermeasures. .

Technical Surveillance Countermeasures (TSCM): Personnel and operating expenses associated with the
development, training, and application of technical security countermeasures such as non-destruclive and
destructive searches, electromagnetic energy searches, and telephone system searches.

7. Professional Education, Training, and Awareness: The establishment, maintenance, direction, support, and
assessment of an information security training and awareness program; the certification and approval of the training
program; the development, management, and mainienance of training records; the training of personnel to perform
tasks associated with their duties; and qualification and/or certification of personnel before assignment of security
responsibilities related to classified information.

8. Security Management, Oversight, and Planning: Development and implementation of plans, procedures, and
actions to accomplish policy requirements, develop budget and resource requirements, oversee organizational
activities, and respond to0 management requests related to classified information.

Research, Test, and Evaluation: The development, management, and oversight of an acceptance and
validation testing and evaluation program, corrective action reports and related documentation that addresses
safeguards and security elements. The examination and testing of physical security systems (construction,
facilities, and equipment) to ensure their effectiveness and operability and compliance with applicable directives.
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Instructions for completing form, continued

Surveys, Reviews, Accreditation, and Assessments: Personnel and activities associated with surveys,
reviews, accreditations, and assessments to determine the status of the security program and to evaluate its
effectiveness; development and management of a facility survey and approval program:; facility pre-survey; and
information technology system accreditation.

Special Access Programs (SAP): Programs established for a specific class of classified information that
impose safeguarding and access requirements that exceed those normally required for information at the same

- classification level. Unless specifically authorized by the President, only the Secretaries of State, Defense,
Energy, and the Director of National Intelligence may create an SAP. Sensitive Compartmented Information
(SCI) programs are not included as SAPs for the purpose of these estimates; rather SCI security costs are
integrated and estimated throughout all categories as appropriate. Do not include costs here that have been
reported under the other primary categories.

Security and Investigative Matters: The investigation of security incidents, infractions, and violations.

industrial Security (Non-Contractor Costs): Those measures and resources directly identifiable as
Government activities performed for the protection of classified information to which contractors, subcontractors,
vendors, or suppliers have access or possession. Examples of such activities are industrial security reviews,
surveys, and the granting of facility clearances, and National Industrial Security Program management and
administration. -

Foreign Ownership, Control, or Influence (FOCI): The development and management of a foreign ownership,
control, or influence program; evaluation of FOCI submissions; the administration and momtonng of FOCI
information and development of FOC! notifications.

9. Unique ltems: Those department/agency-specific activities that are not reporied in any of the primary categories
but are nonetheless significant, and need to be included, should be noted in this category. Any unigue item must
include a narrative on why it should be included and how the figures were developed.

lil. How to complete the security costs estimates form. The form (page 1) should include estimates of resource costs
in the aggregate for each of the nine categories. The cost estimates reported should not include costs assoclated wnth
the broader area of assets protection. .

1. Name of DepartmentJAgéncy: Self-explanatory.

2. Reporting Categories: List cost estimates in dollar amounts. The cost of personnel associated with thé security
of classified information should be included in the overall cost estimate for each category. If there are no cost
estimates to be reported for a particular category, indicate with a "0" in the appropriate block.

3. Totals: The totals for blocks 1-8 will automatically be placed in the appropriate black.

4. Narrative: In the narrative portion of the form, or in a separate attachment, provide a brief explanation of how cost
estimates were determined. If there is a significant difference between the total figures for each fiscal year, explain
the differences. Any figure reported within the Unique ltems category should be clearly explained in the narrative
portion.
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AGENCY SECURITY CLASSIFICATION COSTS ESTIMATES

| Department/Agency: U.S. Nuclear Regulatory Commission

[ Fiscal Year:2016 |

Point of Contact:
(Name and phone number

)Krista M. Ziebell, Information Security Specialist, {(301) 415-7121

Reporting Categories '

1. Personnel Security
finclude clearance program, initial invesligalions, national agency checks when used as basis for

granting a clearance, adjudication, reinvestigation, polygraph associated with classification-related aclivities)

2. Physical Security

(include physical security equipment, protective forces, intrusion tetection and assessment,
barmier/controls, tamper-safe monitoring, access control/badging, visitor conlro! assoclated with
classilication-related activities)

3. Classification Management '
" (include resources used o identify, control, transfer, transmit, retrieve, inventory, archive,
declassify, or destroy classified information)

4. Declassification
{include resources used to identify and process information subject to the automalic, systemalic,
discrefionary, or mandalory review programs authonized by Executive Order or Statule)

5. Protection and Maintenance for Classified Information Systems
{incluce resources used to protect and maintain classified information systems from unauthorized
access or modification of information, and against the denial of service lo authorized users,
including measures necessary to detect, document, and counter such threats)

6. Operations Security and Technical Surveillance Countermeasures
(include personnel and operating expenses associsled with OPSEC and TSCM)

7. Professional Education, Training, and Awareness

{include résources used to establish, maintain, direct, support, and assess an informalion security
training and awareness program; certificalion and approval of the Iraining program; development,
management, and maintenance of training records; tralning of personnel lo perfonm tasks; and
qualification andfor certification of personnel associated with classification-related activities)

8. Security Management, Oversight, and Planning
finclude resources associaled with research, lest, and evaluation: surveys, reviews, accreditation,

and assessments; special access programs; security and investigative metters; industrial security;

and foreign awnership, control, or influence (FOCI)

9. Unique ltems.
(include department/agency-specific aclivities not reported in any of lhe calegories lisled above,
but are nonetheless significant and need to be included)

TOTAL

{sum of items 1-9)

Please use actual dotlar figures.

l

$4.717,930.00|

$12,790,220.00 |

$702,938.00|

$161,119.00}

$4,751,890.00}

$300,000.00]

$42,965.00]

$800,740.00}

$0.00|

$24,267,802.00)

eslimales. Explain items entered info block 9, Unique ltems.

Narrative: Provide a brief explanation of any significant difference between last year’s and this year's cost

The full time employee (FTE) conversion rate changed from $163,000 for all FTE in FY15 to $152,340 for

| corporate support FTE and $171,860 for program FTE in FY16, which impacted the costs in all categories.
The increase in Item 5 from FY15 to FY16 is attributed in part to a 10% increase in information system

expenditures as result of the annual inflation associated with contractor and interagency agreement costs.

The increase in Item 6 from FY15 to FY 16 resulted from the purchase of additional equipment and training.
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15 be 51,011.524 milllion {rounded to 31,012 billion). Ciearly, this figute dees not reflect costs aasoonted with compan'es
in Categofy E.(ainima! security adlivitias) for which we have ro data. :
The $1.012 billion figure doos nol reflect variability duc to sompling emar, It we fadar In gompling error : .
ueihg 3 erandard deviation of $U3,13/ millien {rounded 10 94 milion), we obtalni 2 B5% uppar contidon2o limit
Ol $1,166.265 miitlon (S1 166 billon). This means that wi have 55% confidenze That the Fue (but unknown) )
pupulation tolzl cost-does not exreed §3.186A billinn

Assumphiens: .
Companlas wate stratiftad property, using sound critena thet retiact ectual securlry
costs (or aach calegory
.Compzniss wero selected at random from each cal.ger/.
The coeunty cont protite for mn—rozpcrdmg romparics i€ Crtilar 70 that of reZpoRding companies. -

Frepancd by, Dan Lutle, Ph.D,, L.S. Nuctea® Aaguisitey Conrmiss;cse, OGrODPBA : Prnled: Mach 9, 2003

1aTAL P.02

o





