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ABSTRACT

This technical report (TeR) provides the software engineering process for digital computer-based
instrumentation and control (I&C) systems of the APR1400.

This report describes the processes which ensure the reliability and design quality of the software
throughout its entire life cycle.

By implementing the processes in this report, the digital I&C system software achieves the following:

® Desired level of quality and reliability required for nuclear power plants (NPPs)
® Safety-related 1&C functions for protecting and securing the safe operation of the NPPs
® Satisfactory conformance to nuclear codes and standards
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1. INTRODUCTION
11 Purpose

The purpose of this technical report (TeR) is to specify a systematic approach to be used for the software
engineering process of digital computer-based instrumentation and control (1&C) systems. This report
provides generic guidance for the software program plans based on the Branch Technical Position (BTP)
7-14, “Guidance on Software Reviews for Digital Computer-Based Instrumentation and Control Systems”
(Reference 1).

1.2 Scope

This report is intended to be applied to the application software of digital computer-based I&C systems.
This report defines the software engineering process to be followed in creating and revising software of
the 1&C systems. The software engineering process and outputs are described in each section separately.

This report is applied to the design, production, and maintenance of software for the 1&C systems. The
software life cycle is implemented, operated, and maintained based on this report.

This report does not describe the following:

® Platform software engineering
® Human factors verification and validation (V&V)
® Hardware engineering

This report contains the following basic elements:

® Software management plan (SMP): The SMP is the basic governing document for the entire
development effort. Project oversight, control, reporting, review, and assessment are all carried
out within the scope of the SMP.

® Software quality assurance plan (SQAP): The SQAP describes the process and practice of
developing and using software. The SQAP addresses software classification, software
categories, software development process, software management, documentation, standards,
practices and conventions, review requirements, problem reporting, and other software quality
issues.

® Software verification and validation plan (SVVP): The SVVP describes requirements for the V&V
process to be applied to software of the I&C systems. The SVVP addresses overview of V&V,
V&YV principles, V&V process, V&V testing strategy, and V&V activities.

® Software configuration management plan (SCMP): The SCMP describes the methodology used
in managing the configuration control of software of the I&C systems.

® Software development plan (SDP): The SDP provides the necessary information on the technical
aspects of software development that are required to be performed by the design team in order
to carry out the project.

® Software integration plan (SIntP): The SIntP describes integration of software elements, the
hardware/software integration process, and testing the result of the integrated product.

® Software installation plan (SInstP): The SinstP describes the process for installing the software
product to the target hardware.

® Software training plan (STrngP): The STrngP describes the process for training the operators of
the software.

® Software operation and maintenance plan (SOMP): The SOMP specifies the requirements for
the operation and maintenance of computer software utilized for the systems after delivery to the
user or customer.
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® Software safety plan (SSP): The SSP describes the process and measures to maintain and
improve the safety of the software.

® Software test plan (STP): The STP describes the process and measures to test intermediate,
integrated, and/or final software products.

® Secure development and operational environment (SDOE): The SDOE describes the process
and measures to ensure that the software and its development environments are protected from
inadvertent operation and undesirable behavior of connected systems.

Separate documents do not need to be produced for each of these plans, for each system. Also,
information to be produced may appear in documents with different titles, or may appear in an electronic
database.

The generation and implementation of the SinstP, the STrngP, and the SOMP is under the responsibility
of utility.

1.3 Overview

The software developers shall first become familiar with this report which is the guideline for all activities
related to software.

The design team shall determine the class and category of all software to be used for the 1&C systems as
described in this report. The design team shall identify the applicable standards which must be followed
for those classes and categories of software. The software tasks and responsibilities are outlined in this
report based upon software classification and categorization.

The software tasks required to be performed in each software life cycle phase are described in this report.
The narrative description, along with the corresponding tables, figures, and sheets, assists in making the
required decisions concerning the appropriate tasks to be performed and the responsibility of the tasks.

In addition, the documents which must be produced for each software life cycle phase are discussed in
this report. Some content of a document may appear in other document(s) and a common document for
the project may cover several systems. However, the required content must be provided.
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2. GENERAL PROCESS

The management and control of software applies to computer software and associated documentation
developed or used for applications. Software shall be developed, acquired, procured, controlled, and
maintained in accordance with this report.

21 Software Classification and Categorization

The software classification is based on the functionality and importance related to safety. The software
that is developed and/or used within the I&C systems is assigned to one of the following classes:

® Safety-critical (SC; Protection): Software whose function is necessary to directly perform reactor
protection system initiation actions, engineered safety features actuation system (ESFAS)
control actions, and safe shutdown control actions.

® Important-to-safety (ITS): Software whose function is necessary to directly perform diverse
protection system (DPS) control actions, software that is relied on to monitor or test SC functions,
or software that monitors plant critical safety functions.

® Important-to-availability (ITA): Software that is relied on to maintain operation of plant systems
and equipment that are critical to operate the plant.

® General purpose (GP): Software that is not assigned to SC, ITS, or ITA class.

This report makes distinctions regarding the methods applied to each class. Specific parts of the software
in a single system may be assigned to different classes. Each part of the software has an assigned class.
The tasks required for each class of software are described in Table 4-3.

This report also makes distinctions regarding methods applied to each of the following categories of
software:

® Original, developed for the APR1400
® Existing, to be modified
® Existing, not to be modified

Every software item is assigned to one of the above categories. Software in several categories may be
included in each I&C system. The tasks required for each category of software are described in Table 4-2.

2.2 Software Life Cycle

This report uses a software life cycle model consistent with RG 1.152 (Reference 4) and RG 1.173
(Reference 11). The software life cycle includes the following phases:

Concept

Requirements

Design

Implementation

Test

Installation and checkout

Operation and maintenance (including retirement)

Figure 2-1 shows the relationship between each phase of the software life cycle and the software life
cycle plans for the SC class software. The numbers in Figure 2-1 represent the section numbers in this
report. For the other software classes, some of the plans in Figure 2-1 are not prepared. Refer to Table
4-3 for the software life cycle plans for each software class.
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2.3 Indoctrination and Training

Personnel involved in software engineering of the 1&C systems shall be trained as described in this report.
Such training records shall be prepared and maintained in accordance with the requirements of the QAM
(Reference 32).

3.0
SMP System
requirements
4.0 of Concept w _| Software Planning (e.g., SysRS,
SQAP —m "l Documents etc.)
\
T — Software Software
(II:’hase » Requirements > Requirements
Specification | _ Review
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5.0
Y
swwp | STP

Software » Software
—p Design Phase > Design . Design — % | Hardware
Description B Review | Engineering

7.0 +

SDP _ Code > Code
Implementation | Review
Implementation +
6.0 > Phase Procedures
SCMP > | Component |« |
- Testing
8.0 T Reports
SIntP | |
y P d
rocedures
| Integration ||
Testing
12.0 Test Phase *
SSP ”
_| System Testing || Procedures
" (FAT)
¢
9.0 S
»( Installation & ;
SInstP Checkout > Installation <
> Phase (SAT)
+ 10.0
11.0 S~ STrngP
14.0 —p{ Operation & .
SDOE SompP Maintenance p| Operation&
> Phase Maintenance
3.0 Software Management Plan (SMP) 9.0 Software Installation Plan (SInstP)
4.0 Software Quality Assurance Plan (SQAP) 10.0 Software Training Plan (STrngP)
5.0 Software Verification and Validation Plan (SVVP) 11.0 Software Operation and Maintenance Plan (SOMP)
6.0 Software Configuration Management Plan (SCMP) 12.0 Software Safety Plan (SSP)
7.0 Software Development Plan (SDP) 13.0 Software Test Plan (STP)
8.0 Software Integration Plan (SIntP) 14.0 Secure Development and Operational Environment (SDOE)

Figure 2-1 Overview of Software Life Cycle Plans and Engineering Process
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24 Organization
The technical activities of the software engineering process are organized into the following two teams:

® Design team: The design team develops or obtains software of the I&C systems based on the
system requirements. The design team develops the requirements, design, and code of original
software.

® V&V team: The V&V team performs V&V activities on the software product. The V&V team is
composed of competent individuals who have not performed the software design for the project.
The individual responsible for the V&V is independent of the person responsible for the design.

Each V&V team for SC and ITS class software shall be independently organized of those responsible for
the design. Each V&V task for SC class software shall be performed by the independent V&V team. Each
V&V task for ITS class software shall be performed by the independent V&V team, or by the member of
the design team who is not directly involved in the software design.

Each V&V team for ITA and GP class software is not required to be independently organized of those
responsible for the design. Each V&V task for ITA and GP class software is performed by the member of
the design team who preferably is not directly involved in the software design.

The organizational structure of KEPCO E&C NSSS division to control software life cycle process for the
safety I&C systems is described in Appendix B.
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3. SOFTWARE MANAGEMENT PLAN
31 Overview

A concise summary of the objective for software development, the product to be delivered, major work
activities, major work products, major milestones, required resources, and master schedule and budget is
provided in this section.

311 Project Summary
3111 Purpose, Scope, and Objectives

The SMP is the basic governing plan for the entire development efforts. Project oversight, control,
reporting, review, and assessment for systems are described in the SMP.

The SMP shall be prepared in accordance with BTP 7-14 (Reference 1) and meets IEEE Std. 1058
(Reference 24).

The contents of the SMP can be roughly divided into several categories: overview, project organization,
managerial process plans, technical process plans, supporting process plans, and additional plans.

This SMP, which may be developed when deemed necessary by the management, provides the guidance
and detailed information to manage software development of the digital I&C system.

3.1.1.2 Assumptions and Constraints
The SMP describes the following:

® The assumptions upon which the project is based.
® The external events upon which the project is dependent.
® The imposed constraints on project factors such as schedule, resources, technology, etc.

3113 Project Deliverables

The SMP shall list the work products that will be delivered to the customer, the delivery dates, delivery
locations, and quantities required to satisfy the terms of the project agreement.

3114 Schedule and budget summary

The SMP shall provide the schedule for the software development process including system functions,
activities, and tasks which take into account the precedence relations and the required milestone dates,
schedules expressed in absolute calendar time or in increments relative to a key software development
process milestone and the allocation of budget and resources to the various project functions, activities,
and tasks.

3.1.2 Evolution of the Plan

The SMP shall specify the plans for producing both scheduled and unscheduled updates to the SMP, and
also the mechanisms used to place the initial version of the SMP under configuration management and to
control subsequent changes.
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3.2 Project Organization

The SMP shall address organizational issues; internal organizational structure, boundaries and interfaces,
and project responsibilities. Software project organization is described in Section 2.4.

3.21 External Interfaces
The SMP shall describe the organizational boundaries between the project and external entities.
3.22 Internal Structure

The SMP shall describe the internal structure of the project organization to include the interfaces among
units of the software development team. In addition, the organizational interfaces between the project and
organizational entities that provide supporting processes shall be specified.

3.23 Roles and Responsibilities

The SMP shall identify and state the nature of each major work activity and supporting process and
identify the organizational units that are responsible for those processes and activities.

3.3 Managerial Process Plans

The SMP shall specify the project management processes for the project, and also include project start-
up plan, risk management plan, project work plan, project control, and project closeout plan.

3.31 Start-up Plan

The SMP shall specify the estimation, staffing, resource acquisition, and training plan. These plans may
be incorporated directly or by reference to other plans, depending on the size and scope of the project.

3.3.1.1 Estimation Plan

The SMP shall specify cost and schedule as well as methods, tools, and techniques used to estimate
project cost, schedule, resources requirements, and associated confidence levels.

3.3.1.2 Staffing Plan

The SMP shall specify the number of staff by skill level, the project phases in which the numbers of
personnel and the types of skills that are needed, and the duration of need.

3.313 Resource Acquisition Plan

The SMP shall specify the plan for acquiring the resources in addition to personnel and shall include a
description of acquisition process, including assignment of responsibility for all aspects of resource
acquisition, and shall also include acquisition plans for equipment, computer hardware and software,
training, service contracts, transportation, facilities, and administrative services.

3.31.4 Project Staff Training Plan

The SMP shall describe the training needed to ensure necessary skill levels, and include types of training,
numbers of personnel, entry and exit criteria for training, and the training method.
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3.3.2 Work Plan
The SMP shall specify the work activities, schedule, resources, and budget details for the software project.
3.3.21 Work Activities

The SMP shall specify the various work activities to be performed in the software project. A work
breakdown structure shall be used to depict the work activities and the relationship among work activities.
Work activities shall be decomposed to a level that exposes all risk factors and allows accurate estimate
of resource requirements and schedule duration for each activity.

3.3.2.2 Schedule Allocation

The SMP shall provide scheduling relationships among work activities in a manner that depicts time-
sequencing constraints and illustrates opportunities for concurrent work activities.

3.3.2.3 Resource Allocation

The SMP shall describe a detailed itemization of resources allocated to each major work activity.
Resources shall include numbers and required skill levels of personnel for each work activity.

3.3.24 Budget allocation

The SMP shall describe details of necessary resource budgets for each major work activity. The activity
budget shall include estimated cost for personnel, travel, meetings, computing resources, software tools,
special test and simulation facilities, and administrative support.

3.3.3 Control Plan

The SMP shall specify control procedures for requirements, schedule, budget, and quality. The SMP shall
also specify procedures for reporting and metrics collection.

3.3.31 Requirements Control Plan

The SMP shall describe the control mechanisms for measuring, reporting, and controlling changes to the
product requirements.

3.3.3.2 Schedule Control Plan

The SMP shall describe control mechanisms to measure the progress of work at the major and minor
milestones, and also specifies the methods and tools to measure and control schedule progress.

3.3.33 Budget Control Plan

The SMP shall describe control mechanism to measure the work cost, and also describe methods and
tools to manage the budget.

3.3.34 Quality Control Plan

The SMP shall specify the mechanism to be used to measure and control the quality of the work
processes and resulting work products.
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3.3.3.5 Reporting Plan

The SMP shall describe reporting mechanisms, report formats, and information flows to be used in
communicating the status of requirements, schedule, etc., within the project and to entities external to the
project.

® Internal reporting: within the design team
® External reporting: to auditors and regulators

3.3.3.6 Metrics Collection Plan

The SMP shall describe methods, tools, and techniques in collecting and retaining project metrics. Refer
to Section 4.4.3.

3.34 Risk Management Plan

The SMP shall specify the risk management plan for identifying, analyzing, and prioritizing project risk
factors. Risk factors that shall be considered include contractual risks, technological risks, risks caused by
the size and complexity of the product, risks in the development and target environments, etc. throughout
the life cycle of the project.

3.3.5 Project Closeout Plan

The SMP shall contain the plan to ensure orderly closeout of software project, and also include
preparation of final report and analysis of project objectives achieved.

34 Technical Process Plans

The SMP shall specify the development process model, the technical methods, tools, and techniques to
be used develop the various work products; plans for establishing and maintaining the project
infrastructure; and the product acceptance plan.

3.41 Process Model

The SMP shall define the relationships among major project work activities. The following specifications
shall be provided:

Timing of major milestones

Software project baselines

Timing of project reviews and audits
Work products of the software project
Project deliverables

3.4.2 Methods, Tools, and Techniques

The SMP shall specify all of the methods, tools, and techniques that will be used to develop the software.
For the methods, tools, and techniques, refer to Section 7.
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343 Infrastructure Plan

The SMP shall specify the plan for establishing and maintaining the development environment (hardware,
operating system, network, and software), policies, procedures, standards, and facilities required to
conduct the software project.

344 Product Acceptance Plan

The SMP shall specify the plan for acceptance of the deliverable products generated by the software
project, for objective criteria for acceptability of deliverable product, and for any technical processes,
methods, or tools required for product acceptance.

3.5 Supporting Process Plans

The SMP shall contain plans or references for the supporting processes that span the duration of the
software project.

3.5.1 Configuration Management Plan

The SCMP shall include the methods that will be used to provide configuration identification, control,
status accounting, evaluation, and release management. Refer to Section 6.

3.5.2 Verification and Validation Plan

The SVVP shall include scope, tools, techniques, and responsibilities for the V&V work activities. Refer to
Section 5.

3.5.3 Documentation Plan

The SQAP shall include plans for generating non-deliverable and deliverable work products, and also a
list of documents to be prepared, the controlling template or standard for each document. Refer to Section
4.3.

3.54 Quality Assurance Plan

The SQAP shall assure that the software project fulfills its commitments to the software process and the
software product as specified in the requirements specification. It shall also indicate the relationships
among the QA, V&V, review, audit, configuration management, system engineering and assessment
processes, Refer to Section 4.

3.55 Reviews and Audits Plan

The SQAP shall specify schedule, resources, and methods and procedures to be used in conducting
project reviews and audits. Refer to Section 4.5.

3.5.6 Problem Resolution Plan

The SQAP shall specify the resources, methods, tools, techniques, and procedures to be used in
reporting, analyzing, and processing software problem reports generated during the project. Refer to
Section 4.7.
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3.5.7 Subcontractor Management Plan

The SQAP shall include plans for selecting and managing any subcontractors that may contribute work
products to the software project. Refer to Section 4.10.

3.5.8 Process Improvement Plan

The SMP shall include plans for periodically assessing the project, determining areas for improvement,

and implementing improvement plans.

3.6 Additional Plans

The SMP shall contain additional plans required to satisfy product requirements and contractual terms.
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4. SOFTWARE QUALITY ASSURANCE PLAN

41 Introduction

411 Purpose

The SQAP describes the requirements and methodology to be followed by the responsible team in
developing, acquiring, using, and maintaining software of digital computer-based I&C systems.

The design team shall document the appropriate software classification in its software requirements
specification (SRS) and software design description (SDD).

The SQAP shall describe in more detail the requirements for software configuration management (SCM),
V&V and coding standards to be used for the APR1400.

The SQAP shall be prepared in accordance with BTP 7-14 (Reference 1) and meets IEEE Std. 730
(Reference 16).

4.1.2 Scope

The SQARP is required for all software classifications defined for digital computer-based 1&C systems: SC,
ITS, ITA, and GP.

All software developed or used within a system shall be documented by class and category. This shall be
performed by the design team and included in the SRS.

Software that is initially assigned to one software class can be reassigned to any other class provided that
all tasks appropriate for the new class, up to the current phase of the software life cycle, are completed
and satisfactorily reviewed.

Existing software is software that has been created, but not under this report.

To qualify existing software for use under this report, the software must be evaluated by the design team
to meet the following criteria:

® Existing commercial software may be used as SC or ITS class if it is qualified in accordance with
EPRI TR-106439 (Reference 30). To qualify existing commercial software as ITA or GP class,
the design team shall select applicable portions of EPRI TR-106439 to qualify the software.

® Existing NPP non-commercial software that has been actively used in a NPP may be used as
the same class of software under this report provided it has been maintained under an
acceptable quality plan with an active program for problem reporting and corrective action during
the software life cycle. This software shall also have adequate design documentation, user
documentation and well commented source code. This software shall be analyzed with the
criteria for previously developed or sub-vendor software described in Section 5.3.3.2 of this
report. This software shall have been verified and validated under another program that is
judged by the V&V team to be acceptable.

® Other existing non-commercial software may be used if the review by the design team and the
V&V team conclude that it is well organized and has adequate design documentation, user
documentation, and source code commentary.

KEPCO & KHNP 12



Non-Proprietary

Software Program Manual APR1400-Z-J-NR-14003-NP, Rev.2

For existing software that is qualified as above, design documentation and code may be used without
revision to meet format or content requirements of this report. Modifications to this software may be made
in accordance with prior documentation and code format.

Under the SQAP, a software product that is contracted for development by a subcontractor is treated as
original software unless the software already exists and is in use.

The SQAP describes the methodology by which all software and associated documentation is managed
throughout the life cycle.

41.3 Software Development Process

The software development process for the 1&C systems is shown in Figure 2-1, which shows the
relationship between software and hardware, the process of software integration and testing, the design
documentation produced, and the QA documentation required throughout the software life cycle.

Software quality is assured through the process of software reviews and testing at the different stages of
development, and SCM during all phases of software development.

Software V&V activities are governed by SVVPs. Test procedures and test reports required are based on
the level of the test and the class of the software.

4.2 Management
421 Organization

The implementation of an effective SQAP is the responsibility of all persons involved during the software
development process. Each person responsible for the software development shall perform his work in
accordance with established standards, methods, and procedures identified in this SQAP.

Software life cycle activities for the I&C systems shall be performed by the organization described in
Section 2.4. The design team, V&V team, and QA team are involved in the execution of software QA
tasks.

Management of the SQAP is overseen by the managers of design team and V&V team. Organizationally,
verification of the implementation of QA requirements is performed by the QA team in accordance with the
QAM.

The design team and V&V team shall ensure that software and associated documentation are developed
in accordance with the standards specified in the SQAP. This includes ensuring that the coding standards
(Section 4.4.1), testing standards established in the STP, and documentation standards (Section 4.3) are
followed.

4.2.2 Tasks and Responsibilities in the Software Life Cycle

This section describes the specific tasks and responsibilities. Tasks are listed in the life cycle phase for
which they will be performed. Typical tasks are: software design and development, software QA planning,
verification reviews, audits, test planning, test execution, and test reporting. Tasks required are based on
software category. Table 4-2 shows the software tasks for each category in each phase. Table 4-3 shows
the division of responsibilities for document preparation and verification review activities between the
design team and the V&V team. If required, the procedure for the activities shown in the Table 4-3 will be
written as an internal document.
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The following are some typical procedural actions that are performed to ensure traceability throughout the
development and verification stages:

® The software design documents are dated and signed by the designer and the corresponding
manager.

® Each original or revision of a software component written by a programmer is dated and signed
by the programmer of the software component.

® The corresponding project software V&V report and software test documents are dated and
signed by the author and the manager of the responsible team.

® Each software component is reviewed and documented.

4221 Concept Phase

During this phase, SMPs, SQAPs, SVVPs, SCMPs, SDPs, and SSPs shall be prepared. SIntPs, SinstPs,
STrngPs, SOMPs, STPs, and coding standards shall be prepared before they are to be used. For
example, coding standards shall be prepared no later than the end of the design phase, and SinstP shall
be prepared no later than the end of test phase.

42.2.2 Requirements Phase

During this phase, the SRS is developed. The SRS involves analyzing and documenting the requirements
for the software. An SRS shall be developed in accordance with the system requirements which are
pertinent to the software.

The design team shall be responsible for developing, maintaining, and updating its SRS. An SRS shall
provide the detailed information sufficient to design the software. For software which has functions
spanning more than one software class, the SRS shall be divided to describe software requirements for
the software in each class. The SRS shall be developed in accordance with Section 4.3.1 of this report.

Each SRS shall be reviewed by the team indicated in Table 4-3. The review shall ensure that the system
requirements are properly reflected in the SRS. The review of each SRS shall be performed in
accordance with Section 4.5.1.

A prototype may be devised and coded in this phase following the management decision. All the activities
related to the prototype development must end at a time before the start of or during the design phase.
Further details regarding the prototype activities are provided in Section 4.2.2.3.

4.2.2.3 Design Phase

The design team shall be responsible for developing, maintaining and updating the SDD for each
software unit. Each SDD shall be traceable to the requirements set forth in the SRS, and shall include
details sufficient to begin coding in the implementation phase. All SDDs shall be developed in accordance
with the requirements of Section 4.3.2.

Each SDD shall be reviewed by the team indicated in Table 4-3. The review shall ensure that the software
requirements identified in the SRS are properly reflected in the SDD. The review of SDD shall be
performed in accordance with Section 4.5.2.

During this phase, prototype software may be developed to prove a new principle or to help further define
the functional design. As such, prototype software has a different (and usually shorter) software life cycle
than the other categories of software. Specifically, prototype QA tasks shall include:
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® Adherence to coding standards
® Documentation of prototype design (format at the discretion of the design team)
® Informal verification reviews within design team
® Limited SCM
4224 Implementation Phase

Original software development and modifications to existing software shall begin with the coding by the
design team in accordance with the appropriate coding standards listed in Section 4.4.1. Existing software,
which has been qualified as described in Section 4.1.2, may be integrated and tested during this phase.

The code review shall be performed by the team identified in Table 4-3. Details of the code review are
described in Section 4.5.3.

Component testing shall be performed in accordance with the STP.
Component testing consists of module testing and unit testing.

The responsibility for component (module/unit) testing is assigned to the design team and V&V team as
shown in Table 4-3. Module test cases, procedures, and reports are only required for SC class software.
Unit test procedures and reports are only required for SC and ITS class software.

4.2.2.5 Test Phase

During this phase, the components of a software product are evaluated and integrated into the hardware,
and the software product is evaluated to determine whether or not requirements have been satisfied.

During this phase, integration testing and system testing shall be performed.

Testing during this phase can be accomplished by several methods. Some possible methods are
identified below:

® One method is to hierarchically assemble the software components and perform integration and
system tests.

® Or, the test sequence can be performed in a series of expansions. This could be accomplished
by continually adding successfully tested software components and testing after each addition
until the complete software system is assembled and tested.

The test procedures and reports shall be documented in accordance with the STP, by the teams identified
in Table 4-3.

The final software V&V report for the deliverable software shall be prepared during this phase. (Refer to
Section 4.3.4.)

4.2.2.6 Installation and Checkout Phase

During this phase, the software becomes part of the installed equipment incorporating applicable software
components, hardware, and data. The process of integrating the software with applicable components
may consist of installing hardware, installing the program, and verifying that all components have been
included.
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An installation log shall be maintained during the installation and checkout process. After installation, the
equipment and software shall be checked out in accordance with the site acceptance test (SAT)
procedure.

The utility has the responsibility for this phase and associated requirement.
4227 Operations and Maintenance Phase
Activity in this phase consists of maintenance of the software to:

® Remove identified errors,
® Respond to new requirements, or
® Adapt the software to changes in the operating environment.

Software modifications shall be approved, documented, verified and validated, and controlled in the same
manner as described previously in the design, implementation and test phases. The SVVP, in conjunction
with the SCMP, shall also be used to assist in the management of these activities and procedures.

The utility shall have the responsibility for this phase and associated V&V requirements.
4.3 Documentation

Documents required by the SQAP are listed in Table 4-2. This section provides guidance for the
development of documents. All documents listed shall be made lifetime quality records in accordance with
the QAM.

Software documentation shall be provided for all computer software to be used or delivered. The author of
each software document shall provide trace information for each requirement or item of the document to
each requirement or item of the upstream document. With this information, the V&V team performs a
traceability analysis for the document in accordance with the SVVP.

4.3.1 Requirements Documentation

For the software engineering, documentation of system requirements and software requirements is
required. The system requirements may be included in the system design documentation such as the
design specification (DS) for the system, or be documented separately in the SysRS. The software
requirements are documented in the SRS, based upon the documented system requirements.

The SRS is developed in accordance with RG 1.172 (Reference 10) which endorses IEEE Std. 830
(Reference 19). The SRS is used as the source document for design of the software, including:

® Description of major software components which reflect the software requirements

® Technical description of the software (i.e. control flow, data flow, control logic, data structures)

® Description of all interfaces and allowable ranges of inputs and outputs

® Any other design items which must be translated into code

® Adescription of the intended platform and programming language(s) expected to be utilized

® Data necessary for final implementation such as setpoints

® Abnormal conditions to be accommodated by the software shall be described, including resulting
functional operations.

® Plant input signal transient conditions to be accommodated by this software shall be described.

Each software requirement documented in the SRS shall be traceable to the system requirement.
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Each requirement in the SRS shall be defined such that its achievement is capable of being verified by
the SVVP.

4.3.2 Software Design Documentation

The software design is documented in the SDD. The SDD is prepared in accordance with the IEEE Std.
1016 (Reference 22).

The purpose of the SDD is to depict how the software will be structured to satisfy the requirements of the
SRS. The design shall be described such that it can be translated into software code.

The SDD is a detailed description of the software to be coded. It describes the decomposition of the
software into entities. Each entity is described by its type, purpose or function, subordinate entities,
dependencies, interfaces, resources, processing and data.

Each design feature shall be described and defined such that its achievement is capable of being verified
and validated per the SVVP. The adequacy of the SDD shall be verified against how the requirements of

the software as documented in the SRS are to be implemented in code, and how the design is traceable

to the requirements in the SRS.

4.3.3 Source Code Documentation

Source code documentation shall include source code listings which reflect the translated design
representation into a programming language. Also, any associated documentation generated during the
coding shall be included with the source code documentation.

Source code shall be traceable to the software design documented in the SDD and the requirements in
the SRS. It shall include sufficient comments to provide the user of the source code with an
understanding of the functioning and programming of each component. All source code, whether
developed or modified from existing software, shall be documented in accordance with the coding
standards listed in Section 4.4.1.

434 Software Verification and Validation Documentation

Software V&V documentation shall include the SVVP and the software V&V reports, prepared in
accordance with RG 1.168 (Reference 6) which endorses IEEE Std. 1012 (Reference 21).

4.3.41 Software Verification and Validation Plan

The SVVP shall identify the software items to be evaluated. The SVVP describes the V&V evaluation and
reporting activities. Software review requirements and guidelines are described in Section 4.5 and Section
5.3. Software tests to be performed are described in a separate STP.

For original software to be developed, the SVVP shall be developed as early as during the concept phase.

For existing software to be modified, the SVVP shall include methods for verifying and validating
modifications to this existing software.

The SVVP shall provide adequate planning for the following:

® Software V&V process for the various software classes;
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® Software V&V process for existing software to be modified and to be used "as-is";
® Software V&V process for prototype software.

The SVVP shall also facilitate the tracking and recording of the hardware configuration pertinent to the
software V&V process during all phases of the software life cycle.

4.3.4.2 Software Verification and Validation Report

The software V&V phase summary report shall be produced for each phase, describing the results of V&V
tasks performed. It shall include the following:

® Description of V&V tasks performed,

® Summary of task results,

® Summary of anomalies and resolution, and
® Recommendations.

A V&YV file shall be maintained by the V&V team throughout the software life cycle to document all V&V
activities. It shall be an ongoing compilation of all test results, problem reports and corrective actions
(Section 4.7), and review results (Section 4.5). This file shall form the basis for the development of the
final software V&V report upon the installation and checkout phase.

Each final software V&V report shall be developed by the V&V team in accordance with the SVVP.
4.3.5 User Documentation

User documentation is prepared in accordance with IEEE Std. 26514 (Reference 28). The purpose of
user documentation is to provide sufficient information about the software to permit users to employ the
code as it was intended. It shall be written by the design team. User documentation shall be developed to
the extent practical during the test phase and delivered to the user during the installation and checkout
phase.

User documentation shall consist of vendor documents and documents prepared as part of the project.
Project prepared user documents shall be as follows:

® User Manual
@ |Installation and Operations Manual
® Maintenance Manual

User documentation shall include all error messages and identify the necessary corrective action
procedures. Also, it shall provide the means for the user to report problems to the design team.

4.3.6 Software Configuration Management Documentation

The design team shall be responsible for developing the SCMP in accordance with RG 1.169 (Reference
7) which endorses IEEE Std. 828 (Reference 17) to satisfy the unique requirements of their software
development process.

An SCMP is described in Section 6. The SCMP shall provide the necessary means to enable traceability
of software and documentation products following their origination.
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4.3.7 Computer Code Certificate

The completion of preparing the final software V&V report is the basis for the issuance of a computer
code certificate, Sheet 14.

A computer code certificate is only issued for SC class software.

The issuance of a computer code certificate allows the release of a configuration item for use in its
intended application.

4.4 Standards, Practices, Conventions, and Metrics

441 Coding Standards

The design team shall provide guidance to ensure standardization, compatibility and maintainability of
resulting software products. The guidance shall include a coding standard for each language, database,
or software tool that allows author's discretion in establishment or use of convention. This requirement
applies to the following typical programming languages:

High Level Languages (e.g., C/C++, FORTRAN, etc.)
Assembly Languages

Database Query Languages

Display Building Languages

Functional Graphical Languages

Each coding standard shall contain, but is not limited to, the following information:

® General
- This area outlines general ideas and concepts used to guide the creation of software written
under a specific language.
® Naming conventions
- Filename extensions as far as how they are used to organize files.
- Information pertaining to file organization within a system.
- Variable naming.
® Internal documentation guidelines
- Program identification header content, placement, type, quality, and quantity.
- Reuvision history recording within each source file.
® Stylistic conventions
- Issues that affect readability, such as indentation and use of white space.
® Use of specific language features
® Software tool usage guidelines
- Information and use of automatic make facilities (e.g., automated code generator,
disassembler, automatic data generator, etc.)
- Appropriate compiler flag usage.
® Functions
- Modularity
- Naming
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44.2 Software Testing Standards

Software testing methodologies, policies and practices shall be described in the STP. Specific format and
content for test procedures, test cases, and test reports shall also be provided in the STP. Refer to
Section 13.

443 Metrics
The following metrics are maintained:

® The errors discovered during component, and integration testing shall be identified through the
use of test exception report (TER) forms so that all errors discovered can be resolved during the
testing and that the number of errors discovered can be tracked. The overall goal is to identify a
decreasing number and severity of errors as the testing progresses from component testing to
SAT.

® The system testing errors shall be reported through the use of TERs and the number and
severity shall be identified.

® Software errors discovered after system testing and before SAT shall be tracked through the use
of TERs and the number and severity shall be identified.

4.5 Software Reviews
This section addresses the review requirements throughout the software life cycle.

Software reviews are technical in nature and are designed to verify the technical adequacy and
completeness of the design and development of the software.

The methodology of performing reviews shall be included in each SVVP. The reviews shall be performed
by peers who have an equivalent knowledge of the topic and who satisfies the independence requirement
as described in Section 2.4.

451 Software Requirements Review

The software requirements review shall examine the SRS to verify that it is clear, verifiable, consistent,
modifiable, traceable, and usable during the operation and maintenance phase. The software
requirements review shall include evaluation of the software requirements against the user's software
application which is described in a higher level requirements document such as a system design
specification or a SysRS.

Specific software requirements review items are described in Section 5.3.3 and shall be described in
detail as necessary in the SVVP.

As a minimum, the following items shall be included:

Traceability and completeness of the requirements

Adequacy of rationale for derived requirements

Testability of functional requirements

Adequacy and completeness of verification and acceptance requirements
Conformance to documentation standards

Adequacy and feasibility of performance requirements

Adequacy and completeness of interface requirements

KEPCO & KHNP 20



Non-Proprietary

Software Program Manual APR1400-Z-J-NR-14003-NP, Rev.2

45.2 Software Design Review

The software design review is to determine the acceptability of the detailed design as depicted in the SDD
in satisfying the requirements of the SRS. Software design review items are described in Section 5.3.4
and shall be described in detail as necessary in the SVVP. The software design review shall be performed
at the completion of the SDD and generally address the following items:

Technical adequacy

Completeness of design requirements

Consistency

Correctness of software design

Traceability of software design to software requirements

Responsibilities, methodologies, and reporting of results shall be described in detail in the SVVP.
Frequently encountered categories or types of errors normally found in the SDD may also be included in
the SVVP in order to aid the independent reviewer.

453 Code Review
The objective of code review process is to verify:

® That the code implementation decisions are consistent with good software engineering practice
based on expert opinion;

® That the code meets the coding guidelines and other requirements;

® The executable code listing against SDD to ensure that no errors were introduced during the
code generation process.

4.5.4 Software Verification and Validation Plan Review

The SVVP shall be reviewed to evaluate the adequacy and completeness of the V&V methods defined in
the SVVP.

455 Functional Audit

The functional audit is conducted prior to the software delivery to verify that all requirements specified in
the SRS have been met.

4.5.6 Physical Audit

The physical audit is conducted to verify internal consistency of the software and its documentation, and
their readiness for release.

4.5.7 In-Process Audits

The in-process audits of samples of the design are conducted to verify the consistency of the design,
including:

Code versus design documentation

Interface descriptions in design documentation (hardware and software)
Design implementations versus functional requirements

Functional requirements versus test descriptions
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45.8 Managerial Reviews

The managerial reviews are conducted to assess the execution of all of the actions and the items
identified in the SQAP. The managerial reviews are performed by, or on behalf of, the management
personnel having direct responsibility for the system.

459 Software Configuration Management Plan Review

The SCMP review is conducted to evaluate the adequacy and completeness of the configuration
management methods defined in the SCMP.

4510 Post-Implementation Review

The post-implementation review is conducted at the conclusion of the project to assess the development
activities on that project and to provide recommendations for appropriate actions.

4.6 Test
Refer to Section 13.
4.7 Problem Reporting and Corrective Action

The purpose of a formal procedure of software problem reporting and corrective action is to ensure that
all software errors and failures are acted upon promptly and in a uniform manner encompassing all
project software. This procedure ties together with the requirements of the SVVP and the SCMP. V&V
activities are the primary vehicle to uncover software problems, while the SCMP shall ensure that actions
taken to correct problems by changing configured software are consistent and traceable.

Problem reporting and corrective action procedures shall span the entire software life cycle and all
software classes identified in this report.

471 Problem Reporting

Discrepancies, deficiencies, or comments identified as a result of testing, review, or other means shall be
documented in a formal manner. This includes any general discrepancy found outside of the normal V&V
test process. Table 4-1 illustrates the type of report required by each method:

Table 4-1 Problem Reporting Methods

Method Report
Reviews Comment Record (Sheet 1)
Tests Test Exception Report (Sheet 15)
General Findings Comment Record (Sheet 1)

The appropriate configuration identification data (refer to Section 6.3.1) for each deficient software item or
document shall be included on the appropriate form (or report). The form (or report) shall also include a
description of the observed deficiency, the name of the individual reporting the deficiency, and the date of
the report finding.
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In the case of a TER, each form shall include the description of the resolution and any retest or review
required after the resolution. If retest is performed, a copy of the test procedure or test case used shall be
attached to the completed TER. Copies of all completed TER forms shall be distributed by the
independent reviewer to the design team and managed by the V&V team. All TER forms shall also be
placed in a lifetime records per the QAM. The steps which cause the discrepancy shall also be included
on the TER form in order to reproduce the problem. These steps shall be noted as best as possible if the
problem is not repeatable.

The extent of the retest shall be determined by the design team and V&V team based on the relative
impact of the software change on the overall system operation. For SC and ITS class software, all
changes require complete retest for the system or function, unless otherwise justified in writing including
steps to ensure that new errors were not introduced.

4.7.2 Corrective Action

The design team and the V&V team shall establish, as a clear objective, the goal of resolving all test
problems (via TERs) and review comments (via CRs) expeditiously to minimize the potential for
unidentified effects during later life cycle phases.

The corrective action procedures used shall be based on the level of problem reported.
In addition, the design team shall adhere to the following corrective action methodology that:

® Problems are identified, evaluated, documented and, if required, corrected by the appropriate
reporting mechanism (Section 4.7.1).

® Corrections or changes shall be controlled in accordance with the SCMP.

® Preventive actions and corrective actions are documented on the appropriate form and
distributed to the design team.

Corrective actions shall be documented on TERs and CRs by the design team and shall be completed by
the due date specified on the form.

4.8 Tools, Techniques, and Methodologies

During software development, a number of techniques will be used to help assure all software is designed,
implemented, and documented in accordance with the objectives of building software which meets the
requirements and which is maintainable over time in the most cost effective manner. The tools,

techniques and methodologies employed in this process shall ensure that the software is verifiable from
each phase of the project to the next.

Use of structured analysis and design techniques and methodologies helps to define and design systems
from the "top-down", i.e., based upon the broad requirements of the end user. The data flow diagram
describes only the functions themselves, without any mention of how or by what components they will be
implemented. Structured methods also provide techniques and guidelines to aid in the software design. A
structure chart breaks down functions into a sequence of tasks (corresponding to procedures or
subroutines), with the input and output parameters shown. While the decomposition is left to the designer,
the design methods recommend high cohesion with each software module (i.e., each software module
performs only a single function) and simple coupling among the software modules.

The software development organization may use its own life cycle model provided that, within its work
scope, the required activities and tasks described in this report are performed and the required outputs
specified in this report are provided.
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The use of automated tools for SCM shall be employed to the maximum extent possible.
4.9 Media Control

This section describes the methods and facilities used to protect computer program physical media from
unauthorized access or inadvertent damage or degradation.

491 Media Identification

The portable media shall contain a serial number and description which lists the file(s) backed up on the
medium. The media shall not be switched, renamed, or initialized without prior approval of the design
team manager.

A log shall be maintained which cross references serial numbers to file(s) backed up. A log is not required
if alternate methods are in place to identify software release version accurately.

4.9.2 Archival Requirements

A locked fire/water proof facility shall be installed and maintained at a separate premise from the
computer facility to store all project software. This facility shall be able to accommodate the storage of all
utilized types of media.

After important software development milestones or baseline configurations are archived, a known
software configuration shall be completely backed up and stored in the facility.

410 Supplier Control

This section describes the level of software QA measures to be applied to software supplied from parties
other than the design team.

4101 Existing Software

This report defines existing software as software which was previously developed to satisfy a general
market need and may be considered for use on this project. The software may be subsequently modified
prior to delivery, or it may be used "as-is".

Existing software includes commercial software which is integral to the delivered system and software
which is determined to be in support of the delivered system.

Examples of integral software would be:

Operating systems

Compilers, linkers, loaders
Database software
Communication drivers
Man-machine interface software
Display building software

All commercial software which will be used in the safety 1&C systems must meet the requirements
established in EPRI TR-106439 and are based on the software's classification as follows:
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® SC - All requirements
® ITS - All requirements, except as modified or reduced by the design team in the following areas:
- Software service experience data
- Software inspection and testing techniques
- Software problem reporting
- Software change control

For existing software which is modified prior to delivery, all requirements specified in the SQAP for original
software shall be in effect for at least the modifications, except that modifications may conform to coding
standards already in use.

The minimum V&V activities applicable for modifications to existing software are software modifications
requirements review, software modifications design review, program modification documentation review,
and testing.

Regression testing using test cases shall be conducted to ensure that the modifications do not produce
unintended adverse effects, and to ensure that the modified software still meets the original software
requirements.

Existing software that is not modified shall be qualified for use in accordance with Section 4.1.2.

Once qualified for use, the software shall fall under the SCMP. Once installed, the software shall meet the
following requirements:

V&YV during installation and operation per the SVVP,

Configuration management during installation and operation per the SCMP,
Documentation including: STPs, test procedures, software V&V reports, and user manuals,
Problem reporting and corrective action procedures, and

Records of delivered documents and software

4.10.2 Sub-Contracted Software/Services

Original software, which is developed by a contractor and purchased, shall adhere to the QA
requirements for original software specified in the SQAP. This applies regardless of whether the software
will be modified or not.

Where available, third party contractors who supply software are required to provide feedback of
problems encountered by the supplier of other users of similar software. Where available, this feedback
information shall be supplied automatically without request from the project. Also, the design team has the
responsibility for informing the supplier of any problems encountered by the user in the use or
maintenance of the software.

Additional requirements for subcontracted software and services are as follows:

® Software and services must be procured from approved suppliers in accordance with the QAM.

® Suppliers must have written QA policies which meet the principles and intent of the SQAP.

® Purchase orders shall require the supplier to make available documents which are evidence of
compliance with the principles and intent of the SQAP.

® Purchase orders shall require the supplier to deliver adequate user documentation, test
procedures and test reports.
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4.1 Records Collection, Maintenance, and Retention

Records collection, retention, and maintenance shall be in accordance with the QAM. If required,
documents listed in the SQAP shall be collected, maintained, revised and retained as lifetime records in
accordance with the QAM.

412 Training

The managers of design and V&V teams shall ensure that there are sufficient, independent, technically
qualified and trained resources to implement the requirements of the SQAP.

413 Risk Management
Risk management is included as part of the internal project review process.

The categories of risks that are reviewed include organization and interfaces, resources, technical work
scope, schedule, and commercial/financial issues.

Risk that may occur in project execution shall be assessed during all phases of the software life cycle,
and actions identified to mitigate identified risks. The mitigating actions shall be presented to project
management.
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Table 4-2 Tasks required for Software Categories
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Table 4-3 Software Tasks and Responsibilities

KEPCO & KHNP

28




Non-Proprietary

Software Program Manual APR1400-Z-J-NR-14003-NP, Rev.2
5. SOFTWARE VERIFICATION AND VALIDATION PLAN
51 Purpose

The purpose of this section is to establish requirements for the software V&V process to be applied to the
I1&C systems. This section includes various V&V methodologies aimed to increase the software reliability
and availability. Some of these methodologies employ systematic checks for detecting errors in the
software, during the software development process. This section explains requirements for the V&V
processes starting with the system design document stage and all necessary V&V activities to verify
and/or validate software for the I&C systems. This SVVP complies with RG 1.168 (Reference 6) which
endorses IEEE Std. 1012 (Reference 21).

The goals of the SVVP are to:

Improve the software reliability and availability,

Reduce costs by exposing errors as early as possible,

Provide a systematic process of objectively evaluating the performance, and
Demonstrate compliance with customer requirements, industry standards and licensing
requirements.

V&YV activities are integrated into the concept, requirements, design, implementation, test and installation
and checkout phases described in Section 2.2. Experience has shown that the earlier a deficiency is
discovered the easier and more economical it is to resolve. The initial activity is the review of system
functional requirements prior to any detailed software design. V&V activities are performed at the end of
this phase, and each subsequent phase. These activities determine that all requirements have been
properly transferred from the input products to the output products of the phase, with amplifications or
modifications appropriate to the phase. Upon completion of the software implementation, test activities
are performed. These activities determine that the operation of the software is consistent with the system
requirements. Thus V&V activities are integrated with project activities from the beginning to the end.

5.2 Verification and Validation Overview
5.21 Organization
The organization is described in Section 2.4.

For SC and ITS class software, the V&V team is organized independently of the design team. The V&V
team members shall have not been directly involved in the software design of the project.

For ITA and GP class software, the V&V team is not required to be organized independently of the design
team. The V&V team members may have been involved in the software design of the project.

5.2.2 Master Schedule

The SVVP shall include the V&V schedule and required milestone delivery dates. This shall be developed
in coordination with the V&V team leader.
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5.2.3 Software Integrity Level Scheme

The V&V tasks, including tests, for specific software to be performed are determined by the classification
of the software described in Section 2.1. The minimum V&V tasks for each software class are identified in
Table 5-1.

5.2.4 Resources Summary

The V&V team shall have all the same working resources (i.e.: facilities, tools, securities, access and
documents) as the members of the design team.

The V&V plan shall summarize the resources to perform the V&V tasks, including staffing, facilities, tools,
man-hours, and special procedures such as security, access rights, and documentation control.

5.25 Responsibilities

The V&V team shall evaluate the software design and test documentation, and perform the software
review and testing as deemed necessary.

The emphasis shall be placed on assuring that the software documentation detailing the software
functional requirements and performance specifications are clear, accurate and complete.

The documentation shall be reviewed looking for omissions, inconsistencies, inaccuracies and errors of
omission/irrelevant requirements. Some significant functional requirements may be identified and
monitored as development progresses.

The emphasis shall be placed on full independent analysis of the software requirements and design
documentation, independent testing and evaluation for SC class software.

The actual assignment of responsible team for software tasks is shown in Table 4-3.

The requirements and the implementation of design shall be evaluated to ensure that the resulting
software operation is functionally correct and meets the performance objectives.
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5.2.6 Tools, Techniques, and Methods

5.2.6.1 Tools

Part of the V&V planning process includes the selection of appropriate tools. Commercial automated tools
for software V&V may be selected to complete the required V&YV tasks.

5.2.6.2 V&V Core Activities

The following V&V core activities are applicable to all software:

5.2.6.3 Requirements Traceability Analysis

Throughout the software life cycle, a requirements traceability matrix (RTM, Sheet 10) is maintained and
requirements traceability analyses are performed for each software system. The author of each software
document to be used for the requirements traceability analyses is responsible for providing trace
information from each item in the document to the items in the upstream document. The V&V team is
responsible for analyzing the trace information provided. The V&V team shall review the trace information
for the adequacy and accuracy.

The use of automated tools for the requirements traceability analyses is recommended to the maximum
extent possible.

5.264 Risk Analysis

At the concept phase, a risk analysis is performed to identify risks and to provide recommendations to
eliminate, reduce, or mitigate the risks.

At each of the succeeding phases, a risk analysis is performed to review and update previous analysis
results and to provide recommendations to eliminate, reduce, or mitigate the risks.

Sheet 2 is a typical form for risk analyses based on the NUREG/CR-6430 (Reference 13).
5.3 Life Cycle Verification and Validation
This section describes the V&V tasks during the software life cycle.

Table 5-1 describes the V&V tasks required for each software class during software development process.
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5.3.1 Management of V&V

The management of V&V spans all life cycle phases. Software development is a cyclic and iterative
process. The V&V effort shall re-perform previous V&V tasks or initiate new V&V tasks to address
software changes. V&V tasks are re-performed if errors are discovered in the V&V inputs or outputs.

Management of V&V includes:

® SVVP: Generate the SVVP outlining resources and schedule of the V&V activities.

® Baseline Change Assessment: Evaluate proposed software changes for effects on previously
completed V&V tasks. When changes are made, plan iteration of affected tasks which includes
re-performing previous V&V tasks or initiating new V&V tasks to address the software changes.

® Management Review: Conduct periodic reviews of the V&V process in the area of technical
accomplishments, resource utilization, future planning and risk assessment. Support daily
management of V&V phase activities. Review final and interim V&V reports. Evaluate V&V
results and anomaly resolution to determine when to proceed to the next life cycle phase and to
define changes to V&V tasks to improve the process.

® Review Support: Support management and technical reviews (e.g., software requirements
review, software design review, code review, etc.). Identify key review support milestones in the
SVVP and schedule V&V tasks to meet milestones. Establish methods to exchange V&V data
and results with the design team.

5.3.2 Concept Phase V&V

Concept phase V&V is the period prior to formal definition of the system requirements, which may include
a feasibility phase.

The SVVP, including schedule and personnel requirements shall be developed at this time. The SVVP
must reflect the V&V activities to be performed during each phase. Any specific tools to be used must be
stated in the SVVP.

The concept phase checklist must be completed (Sheet 3).

The actual reporting of the concept phase V&V activities may be combined with the requirements phase.
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5.3.3 Requirements Phase V&V

The intent of verifying the system requirements and software requirements is to ascertain that the
requirements are correct, complete, accurate, testable and consistent.

Requirements phase V&V includes software requirements review.
The principal purpose of a requirements document is:

® To clearly define the objectives and needs of the software design and development process.
Both the designer and the user must be able to understand and perform a meaningful
assessment of the software.

® To serve as a means against which an implementation can be validated and the intermediate
steps can be verified.

The goal of V&V activities during this phase is to ensure that the requirements documents do indeed
serve the above purpose.

Extraneous issues which are not requirements shall not be in the SRS or it shall be explicitly stated that
they are for information only.
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5.3.4 Design Phase V&V

The purpose of the design phase V&V is to ascertain that the SDD represents a faithful translation of the
SRS before the design is committed for implementation. Documentation of this V&V shall consist of
completing the appropriate section of Sheet 5.

5.3.5 Implementation Phase V&V

The purpose of the implementation phase V&V is to ascertain the implementation documents are clear,
understandable, logically correct and a faithful translation of the SDD. The objectives of the
implementation documents are to facilitate the effective production, testing, use, transfer, conversion to a
different environment, future modifications, and traceability to the design. In general the V&V activities
during this phase are oriented towards evaluating the following:

Does the implementation satisfy the SDD?

Does the implementation follow established design standards?

Does the implementation follow established documentation standards?

Does the implementation serve production, test, use, transfer and other needs that motivated its
creation?

® \What is involved in testing the actual resulting product?

The implementation phase V&V activities also include the inspection of the source code program to
assess the performance of either derived or resulting assembly. Also, the V&V team prepares or reviews
detailed test procedures in preparation for the next stage of component testing. Component testing in this
phase is to test that the executable code of each program behaves as specified. Test procedures and
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reports for component testing shall be documented by the teams identified in Table 4-3. Component tests
shall be conducted by the teams identified in Table 4-3.
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5.3.6 Test Phase V&V

The overall objective of testing is to find faults in the software. The test phase covers integration testing
and system testing. The V&V engineer ensures that the software requirements and system requirements
allocated to software are satisfied by execution of the software.

Integration testing is to test that the software components, integrated together with the target hardware
and pre-developed software, meet the requirements specified in the SRS. The testing is also to find errors
in the software, hardware, and pre-developed software interfaces, errors in handling stress conditions,
timing, fail-safe features, error conditions, and error recovery. Test procedures and reports for integration
testing shall be documented by the teams identified in Table 4-3.

System testing is to test that the entire executable code meets the system requirements. System testing
shall be conducted, per the STP, during this phase in the development environment when all of the
software components have been integrated by design team. Test procedures and reports for system
testing shall be documented by the teams identified in Table 4-3. Integration and system tests shall be
conducted by the teams identified in Table 4-3.

All user documentation shall be developed during this phase in accordance with Section 4.3.5. The user
documentation shall be reviewed by the V&V team.
TS
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5.3.7 Installation and Checkout Phase V&V

The system installation package shall be reviewed to ensure that all elements necessary to install and

operate the system have been correctly and completely specified.

Typical V&V tasks for the installation and checkout phase are:

® Review installation procedures and user manuals to ensure they are complete and correct.
® Complete the installation and checkout phase V&V checklist (Sheet 9).
® Records of all V&V activities shall be documented.

The installation and checkout phase V&V is the responsibility of the utility.

5.3.8 Operation and Maintenance Phase V&V

The operation and maintenance phase V&YV is the responsibility of the utility.

Software may have to change in this phase for the following reasons:

® Modifications are made in the hardware which may cause the software to be changed.

® Modifications are made to the program for enhancements.

® Errors may be discovered which require software modifications.

Typical V&V tasks for the operation and maintenance phase are:

SVVP revision
Anomaly evaluation
Migration assessment
Retirement assessment

5.4 Software Verification and Validation Reporting

Evaluation of new constraints, proposed change assessment, and operating procedures

V&YV reporting shall occur throughout the entire software life cycle and include the following (which have
been identified in the software life cycle activities).

5.4.1 V&V Phase Summary Report

This report is separately produced for each software life cycle phase until the test phase. Each report
shall summarize the results of V&V tasks performed during each phase.

This report shall contain the following:
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Description of V&V tasks performed
Summary of task results

Summary of discrepancies and resolution
Assessment of software quality
Recommendations

5.4.2 Final V&V Report

This report shall be issued at the end of the project to summarize and document the V&V activities
performed throughout all software development processes.

The report shall include:

Summary of life cycle V&V tasks
Summary of task results

Summary of discrepancies and resolutions
Assessment of overall software quality
Recommendations for enhancements
Code certificate

5.5 Verification and Validation Administrative Procedures
5.5.1 Anomaly Reporting and Resolution

Any discrepancies detected during any phase of the V&V process shall be immediately brought to the
attention of the design team. Resolution shall be made in writing by the design team. The V&V team must
document the resolution in the V&V phase summary reports as well as the final V&V report.

5.5.2 Task Iteration Policy

If there are any changes (e.g., design changes, revision of approved document, etc.), the V&V tasks must
be identified for the effects of the changes, and re-performed. The tasks must be identified in the reports
identifying the rationale and the results of the tasks. This information shall be documented in the V&V
reports to be produced.

5.5.3 Deviation Policy

If any deviation from the reviewed and approved V&V task plan is required, the change must be identified,
rationale for the change provided, and a determination of effect on software quality provided. Any
deviation must be approved by the V&V team leader and management.

5.5.4 Control Procedures

Procedures for V&V and software development in this report provide the controls for the activities
associated with these efforts.

5.5.5 Standards, Practices, and Conventions

Specific standards, practices, and conventions for the V&V effort which differ from those stated in this
procedure and its references shall be specifically stated in the SVVP.
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5.6 Verification and Validation Test Documentation

Refer to Section 13.
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Table 5-1 V&V tasks required for Software Classes during Software Development Process
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6. SOFTWARE CONFIGURATION MANAGEMENT PLAN
6.1 Introduction

The SCMP shall be prepared in accordance with RG 1.169 (Reference 7) which endorses IEEE Std. 828
(Reference 17).

6.1.1 Purpose

The purpose of this section is to describe the methodology used in managing the control of software for
the systems.

This control will be accomplished by:

® Maintaining historical records of software as it is developed and maintaining the relationship
between that software and the corresponding functional documents.

® Controlling changes to software

® Recording and reporting change processing and implementation status.

The SCM forms described in this section are typical. Details will be provided in the SCMP. Systems may
employ automatic configuration management software to support the requirements of this section. Such
packages may produce documentation that is different in format but meets the intent of the forms in this
section.

The SCMP shall establish the objectives that it intends to satisfy in order to support the realistic needs of
the software life cycle. The following objectives shall be considered in developing SCMPs:

® To record and document the work in progress on each software item to facilitate understanding
of current project status.

® To identify all software codes and data associated with a system, including revision level,
completion status, test status and history.

® To maintain the association among software documents, code and data.

® To identify sets of software items that compose the system (baselines), test status and history,
and readiness for release.

® To maintain the status of each released baseline, customer lists, and associated software
problem reports.

® To support the evaluations of impact of a software problem on other baselines and customers.

® To maintain the association among software problem reports, change reports and the affected
documents sections, lines of code and data items.

® To implement the appropriate controls and approvals for any changes to the software
configuration.

® For safety critical software, identify all personnel with a given software item, problem report, or
software change.

® To document the criteria for the generation of releasable baselines.

® To assure that designated prior revisions of individual software items and baselines can be
reconstituted in the future.

® To backup software (completed and in progress) to protect against disaster.

® To plan for controlling access to computer software and protecting against software viruses.
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6.1.2 Scope

All software items and associated documentation shall be controlled in such a manner as to maintain the
items in a known and consistent state at all times. Original software and modifications to existing software
shall follow the configuration requirements for all life cycle phases. Existing software which is not modified
shall only fall under configuration control procedures upon its introduction into the software systems.

6.2 Management
6.2.1 Organization

All SCM activities are performed by the design team. The design team leader is responsible for the
implementation of adequate measures to manage and control the software configuration in accordance
with the SCMP. A configuration control board (CCB) sets out the ground rules and policies of configuration
control. The CCB members include the managers and leaders of the design team and the V&V team.

The system administrators are responsible for performing ongoing backup of work in progress for the
system periodically in addition to the private backup by each engineer. The system administrators are
responsible for developing procedures appropriate to their development facilities to meet the
requirements of this plan.

6.2.2 Software Configuration Management Responsibilities

The design team leader is responsible for the implementation of adequate measures to manage and
control the software configuration in accordance with the SCMP.

The librarian maintains all controlled software items as well as all control records. The librarian also
maintains multiple backups of these items at alternate locations to assure sufficient disaster recovery
capability. The librarian may be a member of the design team, but reports to the design team manager.

A single librarian may be used for more than one system under the cognizance of more than one manager.

A system administrator, who may also be the librarian, is responsible for performing ongoing backup of
work in progress for the system.

6.2.3 Applicable Policies, Directives, and Procedures

The SCMP shall identify any external constraints placed on the SCMP by other policies, directives, and
procedures, and state the impact and effect on the SCMP for each.

6.2.4 Management of the Software Configuration Management Process
The organization for the SCM process is described in Section 6.2.1.

The anticipated cost of the SCM process is included in the anticipated cost of the software development
process.

The V&V team performs reviews for independent surveillance of SCM activities to ensure compliance with
the SCMP.
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6.3 Software Configuration Management Activities
6.3.1 Configuration Identification

Throughout the software life cycle, all versions of all software items shall be tracked along with their
associations. For example, the association of a particular version of a code item and related design and
requirements documents, test reports, etc. will be maintained in lifetime software records in accordance
with the QAM. The association of software items with each particular software baseline shall also be
maintained in lifetime software records.

6.3.1.1 Identifying Configuration Items

All software and documentation shall be uniquely identified by a system name, number, and
corresponding revision date, appropriate category and appropriate software classification. Reviews,
audits, problem reports, and test reports shall specifically identify the system name, number, revision
number, and revision date to minimize confusion. This identification structure shall also have the ability to
track resolution of test results and subsequent retesting of software components and integrated systems.

This configuration identification data shall be defined as part of the baseline at the completion of each
major phase of the software project. In order for the baseline to change, it must incorporate all approved
changes and represent the most recent approved software configuration.

Appropriate baselines shall be defined at control points within the project life cycle in terms of the
following:

The event that creates the baseline

The items that are to be controlled in the baseline

The procedures used to establish and change the baseline
The authority required to approve baselined documents

6.3.1.2 Naming Configuration ltems

Each software item shall have a numbering method that shall uniquely identify the item and its versions.
The configuration identification scheme will be consistent with the numbering method for all software
items. Software documents are identified by character string appearing on the cover sheet of each
document. The software identifier shall be described in the SCMP.

6.3.1.3 Acquiring Configuration Items

The SCMP shall identify the controlled software libraries and describe how the baselined software
products are to be controlled.

6.3.2 Configuration Control

Following the original baseline after the Implementation Phase, software and documentation shall be
placed under configuration control by the design team. Configuration change control by the design team
shall continue up to the point when the software is no longer expected to be changed. Software
configuration control shall include limited access to master copies of documentation and software in either
hard copy or digital form. Access to software and documentation shall be controlled by the librarian.

After the software is "system level certified" by the design team, it shall be delivered for integration testing.
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The SCMP shall address how software changes will be managed. Software configuration control shall be
performed in a single software environment or in multiple software environments such as the following:

® The development environment is where all software is written, changed, and tested, and
controlled by the librarian.

® The control library is where all master copies of software components reside for integration test
purposes, and are controlled by the librarian.

® The platform or FAT environment is where all software will be tested and integrated in
preparation for final FAT on the deliverable equipment.

Changes to software shall be formally documented. This documentation shall contain a description of the
change, the rationale for the change, and the identification of affected software element(s). Software V&V
shall be performed on the change, in accordance with the SVVP, to ensure the necessary traceability,
consistency, and correctness of the change.

Details of this control procedure shall be given in the SCMP. (The methods of configuration control may
vary from those described above if an automated configuration management package is used. In this
case the SCMP will describe the procedure from the programmer and librarian perspective.)

6.3.2.1 Requesting Changes

The SCR is the mechanism by which change requests are approved by the design team manager and
presented to the librarian. This action allows a developer to check out software/documentation from the
SCM controlled libraries. An SCR may be generated from an action documented in a TER. Refer to
Section 4.7 for a description of problem reporting. The mechanism for requesting authorization is to
present the SCR to the design team manager and request approval for work to begin. The SCR form
shown in Sheet 11 is to be used.

The design team manager is responsible for assigning personnel to perform and develop requirements
and procedures for configuration control.

6.3.2.2 Evaluating Changes
The design team leader evaluates proposed software changes to determine the impacts of the changes.
6.3.2.3 Approving or Disapproving Changes

The CCB determines whether the proposed software changes are feasible and appropriate or not. The
CCB decides approval of each proposed change.

6.3.24 Implementing Changes

The design team implements approved software changes. The information for the implementation is
recorded in the SCR and the software release history.

The V&V team performs V&V for the change implementation of SC and ITS class software, and the
results are documented in the V&V reports.
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6.3.3 Configuration Status Accounting

A software configuration status control log shall be maintained by the design team for a record of the
revision history and current status of each controlled software element. This log shall include:

® Identification of the approved baseline configuration
® Status of proposed changes
® Status of approved changes

An automated configuration management system may be incorporated. If this is the case, the features of
the configuration log described above shall be included in such a tool.

6.3.4 Configuration Audits and Reviews

Generally, there are a physical configuration audit and a functional configuration audit of configuration
items prior to the release of a product baseline or an updated version of a product baseline. The physical
configuration audit portion of the audit consists of determining that all items identified as being part of the
configuration are present in the product baseline. The functional configuration audit portion is similar, in
that someone acknowledges having inspected or tested each item to determine that it satisfies the
functions defined in the specifications or contract for which it was developed.

The audits and reviews shall define ways to ensure that established configuration management
procedures are followed.

6.3.5 Interface Control

Interface control is handled in the same manner as other types of software or documentation. Any
difference between the SQAP and the SCMP must be resolved prior to the establishment of any baselines.

The SCMP shall identify the external items to which the project software interfaces.
6.3.6 Subcontractor/Vendor Control

Subcontractor/vendor control activities incorporate items developed outside the project environment into
the project configuration items. Included are software developed by contract and software acquired in its
finished form. Special attention shall be directed to these SCM activities due to the added organizational
and legal relationships.

The SCMP shall define the activities to incorporate the externally developed items (subcontracted and
acquired software) into the project configuration items and to coordinate changes to these items with their
development organizations.

6.3.7 Release Management and Delivery

The software release history shall be documented. This will enable the configuration management
program to maintain an accurate status of the software at all times and enable the reconstruction of a
given release at any time in the future. The document will include the software version and indicate which
components are affected in the revision.
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6.4 Software Configuration Management Schedules
The project schedule shall include the SCM schedules.
The following are the major milestones or baselines:

Configuration baseline based on available baseline software
Intermediate baseline with requirements for major components
Requirements implemented (ready for test and error correction)
Test and error correction completed

Final software release

6.5 Software Configuration Management Resources

The SCMP shall address the environment, infrastructure, software tools, techniques, equipment,
personnel, and training necessary for the implementation of the specified SCM activities.

6.6 Software Configuration Management Plan Maintenance
The responsibilities for monitoring SCMP are defined in Section 6.2.
The SCMP shall be updated as deemed necessary by the design team.

Changes to SCMP shall be documented and approved to the same level as the original issue of the
document and transmitted to each engineer for software configuration control effectiveness.
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7. SOFTWARE DEVELOPMENT PLAN
71 Introduction

The SDP provides necessary information on the technical aspects for the software development that are
required by the design team in order to carry out the project.

The design team shall follow the software life cycle model described in Section 2.2, which is in
accordance with RG 1.173 (Reference 11) that endorses IEEE Std. 1074 (Reference 25) for information
on life cycle processes.

This section provides the guidance and the detailed information to develop software of the digital I&C
systems.

7.2 Life Cycle Processes

The SDP shall describe the software life cycle processes that will be used on the project. The SDP shall
discuss the various processes that make up this life cycle. For each process, the SDP shall give the input
information required in order to carry out the process, a description of the actions that must take place
during the process, and the output information produced by the process. Since the output of one process
is likely to be used as input to another, a data flow diagram will be appropriate.

-

-
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7.3 Methods, Tools, and Techniques

The SDP shall describe the methods and techniques that will be used to develop the software, and the
tools that will be used in connection with those methods and techniques. For the methods, tools, and
techniques, refer to Section 4.8.

7.4 Standards

The list of all international, national, and company standards that must be followed in the project shall be
founded in the section of the SDP.

7.5 Schedule and Milestones

The SDP shall provide the list of the technical milestones that must be met and describe what is expected
at each milestone.

7.6 Technical Documentation

The SDP shall provide the list of the technical documents that must be produced during the software
development and define milestones, baselines, reviews, authors and sign-offs for each document.
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8. SOFTWARE INTEGRATION PLAN
8.1 Introduction

Software integration consists of three major phases: integrating the various software components
together to form single programs, integrating this with the hardware, and testing the resulting integrated
product. During the first phase, the various object components are combined to produce executable
programs. These programs are then loaded in the second phase into test systems. The final phase
consists of testing the integrated system, and these test results are created in the test phase of software
life cycle.

This section provides the guidance and the detailed information to integrate the digital I&C system.

The SIntP shall include the system build document that describes precisely how the system hardware and
software components are combined into the specific operational system. And it shall describe how the
system is assembled, including hardware and software component names and versions, the particular
hardware components, the method by which the hardware components are connected together and to the
sensors, actuators, and terminals, and the assignment of logical paths connecting software components
to hardware communication paths.

The SIntP shall be prepared in accordance with BTP 7-14 (Reference 1).

8.2 Identification of the Integration Process

8.21 Integration Level

Multiple levels of integration may be necessary, depending on the complexity of the software system that
is being developed. Several integration steps may be required at some levels.

The SIntP shall provide the different levels of integration and the scope of each integration step at each
level. And the SIntP shall provide a general description of the various objects that will be included in each
step at each level.

8.2.2 Integration Objects and Strategies

The SIntP shall provide a complete list of all objects, computer hardware, instrumentation, software, and
data that will be included in each integration step.

The SIntP shall describe the strategy that will be used for each integration step.

8.3 Integration Conditions

8.3.1 Integration and Testing Environment

The SIntP shall describe the environment that will be used to perform and test each integration step.

The SIntP shall provide the lists of the tools that will be used in each integration step.
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8.3.2 Priorities

The SIntP shall provide the priority allocation for each integration step, based on schedule, dependence
along the integration products, risk, and the allocation of any other factors deemed important.

8.3.3 Risks

The SIntP shall provide the risks that refer primarily to budget and schedule and other forms of risk that
can be considered, at the option of the design team.

If any integration step involves significant risk, the SintP shall describe the potential problems and the
preventive measures that will be taken to avoid them.

8.3.4 Other Conditions

If an additional condition will be required, the SintP shall describe it.
8.4 Organization of Integration

8.4.1 Integration Network Plan

The SIntP shall provide the integration steps listed by a time sequence. This will be determined primarily
by the dependencies among the integration steps. And the SIntP shall provide the detailed level steps that
will generally be required to complete successfully before a general level steps can be performed. Other
factors can be considered.

8.4.2 Personnel and Responsibilities

® List of the personnel who will be involved in the integration steps
® Means to keep this list up to date

8.5 Integration Procedures

8.5.1 Required Products
The SIntP shall provide the lists of the products of each integration step.
8.5.2 Integration Instructions

A procedure shall be prepared which defines the integration process that is to be followed. The
organization that is responsible for integration shall prepare the integration procedure. The procedure
shall address any unique requirements imposed by the computer environment on the integration process.
The procedure shall also address the recording and analysis of metrics related to integration errors (as
may be required by the SQAP).

The integration may occur gradually, in a number of discrete steps throughout the implementation phase,
or it may occur as a single activity. The responsible organization shall determine the most appropriate
approach and timing for integration, and shall prepare the integration procedure accordingly.

The procedure shall be issued prior to commencing the integration activities and the plan shall consider
the following items:
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8.5.3 Special Handling

If any special handling item will be required, the SIntP shall be revised for the special handling item.
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9. SOFTWARE INSTALLATION PLAN
9.1 Introduction

Software installation is the process of installing the finished software products in the production
environment. The SInstP will describe the general procedures for installing the software product. For any
particular installation, modifications or additions may be required to account for local conditions.

The SiInstP shall provide all of the installation requirements included as an actual plan. Installation testing
shall be included in the SinstP and/or in the SVVP.

The SiInstP shall consist of the transportation and installation of software from the development
environment to the installation environment. The SinstP shall include the formal customer acceptance
requirements.

The SinstP provides the guidance and the detail information to install software of the digital I&C system.
The SInstP shall be prepared in accordance with BTP 7-14 (Reference 1).

9.2 Identification of the Installation Environment

9.2.1 Application Environment

The SInstP shall describe the environment within which the software product is expected to perform.
9.2.2 Computer Hardware and Instrumentation

The installation environment description in the SInstP can include the reactor itself, the reactor protection
system, and the protection system instrumentation and computer hardware. This description shall be
limited to those items required for successful installation and operation.

9.3 Installation Package

9.3.1 Installation Software

The SinstP shall describe all of the materials that must be included in the installation package.
9.3.2 Installation Documents

The SInstP shall describe the software products, the media that contain them, and associated documents
and, if alternatives are available, describe each of the software products, the media that contain them,
and associated documents.

9.4 Installation Procedures

The SlInstP shall describe completely the procedure for installing the software in the operational
environment. This shall be a step-by-step procedure, written for the customer (contractor). Anticipated
error conditions shall be described, with the appropriate recovery procedures. The following installation
activities shall be categorically described in the specific SinstP;
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10. SOFTWARE TRAINING PLAN
10.1 Introduction

The STrngP shall describe the procedures that will be used to train the operators of the software. The
operators, maintenance personnel, and management personnel will need to be trained in use of software
of the 1&C systems.

Because the actual training requirements depend to a great extent on the actual software product,
development team, maintenance team and customer (utility), they are provided in the specific STrngP.
This section describes only the contents of the generic STrngP.

The STrngP shall be prepared in accordance with BTP 7-14 (Reference 1).
10.2 Required Activity

The STrngP shall describe the following activities:

Training program

Training material (includes the operation manual)

Training program validation and results report

Training program implementation
Training records

Training is essential for operators, technical support staff, and maintenance staff. Therefore, an operator
training program shall be required so that the operators may learn the correct ways to use the system.
The training manual is an important part of the training program. It will be provided by the system
developer and/or the customer.

The operations manual provides all of the information necessary for the correct operation of the system.
This includes normal operation, off-normal operation, and emergency operation. Start-up and shut-down
of the system shall be discussed. All communications between the system and the operator shall be
described, including the time sequencing of any extended conversations. All error messages shall be
listed, together with their meaning and corrective action by the operator. The operations manual structure
is dependent on the system characteristics.

10.3 Customer Training Need

The training need for the customer operation and maintenance personnel are described in this section.
When an agreement is reached between the system designer and the utility, the content of this section
shall be used as the guideline in preparing the customer training material.

® Training shall consider the following types of customer training needs:
- Operators training needs
- Maintenance personnel training needs
- Management personnel training needs
® Training shall allow the operating personnel to witness installation activities and the site
installation testing activities for practical familiarization with the software/system and its
characteristics in the site environment.
® |[f practical, user classroom training shall be completed prior to installation. This will allow the
operating personnel to support and operate the software/system immediately after it is installed.
® Training shall be in accordance with the training policy and procedures.
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® Training materials shall be produced and delivered to the training location sufficiently in advance
of the scheduled training activities to assure they will be available at the start of training.

® The V&V team shall review training materials to assure they properly reflect the safety aspects of
the software/system.

® Instructors shall be certified for training in accordance with the applicable policy.

® Any training aid (such as videos or CDs) shall be prepared, controlled and distributed in
accordance with the training policy and procedures.

® Training records shall be collected and retained for each operating personnel. Electronic copies
of the training records shall be maintained as part of the software safety records.

® Consideration shall be given to dividing the training into two (2) sessions. Pre-installation class
room training, and post-installation training in which the installed system will be utilized to
provide additional hands-on practical training, using the actual delivered system.
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11. SOFTWARE OPERATION AND MAINTENANCE PLAN
1.1 Introduction

The SOMP is to specify the requirements for the operation and maintenance computer software utilized
for nuclear related functions.

The requirements described in this section shall be met by the utility.

The SOMP shall be prepared in accordance with BTP 7-14 (Reference 1).

11.2 Operation Phase

The SOMP shall contain the elements listed below. The SOMP will most likely contain little detail at the

beginning of the project. As the system develops, details will be added until, at project completion, it is
fully detailed.

\TS

11.3 Maintenance Phase

The activities necessary to maintain the software, to remove uncovered errors, respond to new or revised
requirements or to adapt the software to changes in the operating environments shall be coordinated.

Software maintenance work shall be coordinated in accordance with IEEE Std. 14764 (Reference 27).

Software modifications shall include the activities of the development cycle phases as appropriate,
including V&V. These activities and their documentation shall be limited to those portions of the program
that are actually modified except that the test phase shall include testing as necessary to verify that the
modifications have not caused unintended adverse effects.

It shall be ensured that errors reported by users or the software developer are evaluated, documented
and reported to other users, and to the software developer for correction if required.

The TER (Sheet 15) is prepared to document a problem with the system. If the problem is determined by
the V&V team to be a defect in the software, the design team shall notify all users that are affected by the
defect.

TS
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11.4 Retirement Phase

When a software product is no longer needed or has been superseded by a later revision, the users shall
be formally notified of the termination of the computer code certificate (Sheet 14) and necessary steps to
prevent access to the program shall be taken.
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12. SOFTWARE SAFETY PLAN

121 Introduction

1211 Purpose

The goal of the SSP is to enable development of SC class software for the digital 1&C systems. The SSP
provides reasonable assurance that any software defects do not present severe consequences to public
health and safety.

12.1.2 Scope

The safety objective of the SSP is to provide procedures and methodologies for the development,
procurement, maintenance, and retirement processes of SC class software that the engineers will follow
to mitigate the potential of a software defect jeopardizing the health and safety of the public.

Any acceptable risks shall be defined in the relevant plan for a given system implementation.

The SSP shall be prepared in accordance with BTP 7-14 (Reference 1) and IEEE Std. 1228 (Reference
26).

The SSP applies to all SC class software whose failure could result in severe consequences to public
health and safety.

12.2 Definitions, Acronyms and Abbreviations, and References

Refer to the acronyms and abbreviations, definitions, and Section 17 of this report.
12.3 Software Safety Management

12.3.1 Organization and Responsibilities

The organization of software activities is described in Section 2.4.

The software safety organization is composed of the following three teams:

® The design team is responsible to ensure that the requirements of the SSP are met throughout
the software life cycle.

® The V&V team independently performs the software safety activities as the following:

- To ensure there are sufficient, independent, technically qualified and trained resources to
implement the requirements of the SSP.

- To coordinate software safety task planning and implementation with the design team.

- To ensure that records are kept in accordance with the SVVP and the QAM.

- To participate with the QA team on any audits within the purview of its responsibilities.

® The QA team, which is independent and outside of the design and V&V team, generates QA
procedures and directives that are followed by all involved members. The QA team provides
oversight by way of periodic audits to verify that the design team and the V&V team is correctly
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abiding by both the procedures and directives it generates, and those generated by the design
team and the V&V team.

12.3.2 Resources

An early understanding of the resources required to develop SC class software shall be developed, so
that these resources are put in place when they are required. The design team manager and the V&V
team manager shall determine and assign the resources required to implement the SC class software.
The following resources shall be considered:

Personnel

Equipment support

Test materials and data
Computers and other equipment
Tools

Financing and schedule

The managers shall maintain an up-to-date resource plan and assure that the resources are made
available when required.

A project schedule, which includes the software safety activities, shall be established and maintained to
monitor progress throughout the project.

12.3.3 Staff Qualification and Training

One of the most important factors in developing reliable software is the development and use of a
qualified staff. SC class software needs to be prepared by carefully selected personnel who can produce
a reliable product. Although staff selection is one means of establishing a capable staff, training is also a
key factor in establishing and maintaining a qualified staff. In assessing the training requirements, the
manager shall consider that:

® Training needs vary by individual;
® Training and retraining may be needed at various project phases;
® Staff qualification and training need to be periodically reassessed.

The V&V team members shall be trained in the tools, techniques and methodologies described in Section
5.2.6.

All personnel participating in the following tasks for SC class software shall be qualified to perform their
assigned tasks:

Safety requirements definition

Design and implementation of SC class software
Software safety analyses

Testing SC class software

SSP implementation audit

Process certification

The manager assesses the capabilities of candidates and appropriately selects qualified personnel based
on their experience.
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In determining whether any candidate is qualified, the design team manager considers whether the
candidate:

® Understands the system and its potentially hazardous effects;

® Understands the job to be performed;

® Has, oris capable of obtaining working knowledge of system software and tools required to do
the job;

® Possesses the combination of skills and knowledge to perform the job through a proper level of
formal education, supplemental training, and experience;

® Understands the related SQAP, SCMP, and SVVP;

® |Is able to produce reliable software, good documentation, and can implement required QA
practices.

Throughout a project, requirements and tasks may change. These changes, which are sometimes subtle,
may result in previously qualified personnel being unqualified for the changed work. Therefore, the
manager periodically reassesses the qualifications of all personnel working on SC class software,
particularly when specific changes to the project become known. The manager may direct additional
training before the changes are effective, in order to maintain a fully qualified project team.

12.3.4 Software Life Cycle

The phases of the software life cycle are described in Section 2.2. Specific software safety tasks and
activities in the each life cycle phases are described in Section 12.4.

12.3.5 Documentation

The documentation for SC class software shall be prepared in accordance with the requirements in
Section 4.3, and incorporates the software safety documentation requirements. The change and approval
process for SC class software portions of the project documentation is the same as for other
documentation as specified in Section 4.7.

12.3.5.1 Software Project Management

Section 3 identifies project organization and management activities that will be used to coordinate both
the system development activities and the QA activities to ensure that both are done according to
prescribed procedures and that adequate resources are allocated for their proper execution.

12.3.5.2 Software Configuration Management
Section 6 describes the configuration management of SC class software.

The design team manager will be responsible for developing its own SCMP to satisfy the unique
requirements of software development process. It will address the following areas as a minimum:

Description of software covered
Change control procedures
Documentation required

Baseline identification and configuration

The SCMP for each design team covers the following phases of life cycle:

® Concept
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® Requirements
® Design
® [mplementation
® Test

The formal SCM activities during the installation and checkout life cycle phase is the responsibility of the
utility.

12.3.5.3 Software Quality Assurance

Section 4 describes the requirements and methodology to be followed by the design team and the V&V
team in developing, acquiring, using and maintaining software to be used for the design and operation of
software systems.

12.3.5.4 Software Safety Requirements
The SRS includes the safety requirements to be met by the software to avoid or control system hazards.
12.3.5.5 Software Safety Design

The SDD includes descriptions of the software design elements that satisfy the software safety
requirements.

12.3.5.6 Software Development Methodology, Standards, Practices, Metrics and Conventions

The standards, practices, metrics and conventions to be applied to the 1&C system software are defined
in Section 4.4.

12.3.5.7 Test Documentation

Section 13 describes the test documentation.

12.3.5.8 Software Verification and Validation

Section 5 describes how the software safety will be verified and validated.

12.3.5.9 Reporting Safety Verification and Validation

Section 5.4 describes how the results of software safety-related V&V activities are documented.
12.3.5.10 Software User Documentation

Section 4.3.5 describes the software user documentation which may include information probably
significant to the safe installation, use, maintenance, and/or retirement of the system.

12.3.5.11 Results of Software Safety Requirements Analysis

The results of the software safety requirements analysis as described in Section 12.4.2 shall be included
in the SRS, STP, and hazard analysis.
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12.3.5.12 Results of Software Safety Design Analysis

The results of the software safety design analysis as described in Section 12.4.3 shall be included in the
following documents:

Methods - Sections 6 and 4.7, and correction of this document

Hazards - SRS and SDD

Classification - design documentation such as SRS

Architecture evaluation - V&V report (requirements traceability analysis)
Requirements compliance - requirements traceability analysis

Required tests - STP

Modifications to coding and testing techniques - final V&V report

12.3.5.13 Results of Software Safety Code Analysis

The results of the software safety code analysis as defined in Section 12.4.4 shall be in the V&V report for
the implementation phase of the software life cycle.

12.3.5.14 Results of Software Safety Test Analysis

The results of the software safety test analysis as defined in Section 12.4.5 shall be included in the V&V
report for the test phase of software life cycle.

12.3.5.15 Results of Software Safety Change Analysis

The results of the software safety change analysis as defined in Section 12.4.6 shall be found in the V&V
report. For each software life cycle that is revisited by the design team, the V&V team will analyze the
impact on the previous life cycle phase as well as the phase it is analyzing. The results of each phase's
analysis will be found in the V&V report for that software life cycle.

12.3.6 Software Safety Program Records

Results of V&V analyses performed on requirements, design, code, test and other technical
documentation are documented in the V&V phase summary reports and the final V&V report. Information
on suspected or confirmed safety problems in the prelease or installed system is recorded in the final
V&V report. Results of audits performed on software safety program tasks are documented in the V&V
phase summary reports and in the final V&V report. Results of safety tests conducted on all or any part of
the entire system are documented in the test reports. A record of training provided to software safety
program personnel is generated and maintained by the responsible team in accordance with the QAM.
Computer code certificate is included in the final V&V report.

Retention of software safety program records is in accordance with the QAM.

The tracking system used to ensure that hazards and their status are tracked throughout the software life
cycle through retirement is the RTM and requirements traceability analysis as described in Section 5.2.6.3.

12.3.7 Software Configuration Management Activities

A key factor in developing reliable software is strict and detailed configuration management. SCM
activities for SC class software are described in Section 6.
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12.3.8 Software Quality Assurance Activities

Software QA activities for SC class software are described in Section 4.
12.3.9 Software Verification and Validation Activities

Software V&V activities for SC class software are described in Section 5.
12.3.10 Tool Support and Approval

The use of software tools for SC class software development follows the requirements specified in IEEE
Std. 7-4.3.2 (Reference 14). Tools may produce better program structure and more reliable software
through the automation of repetitive or time consuming tasks. The manager approves the use of any tool.
This approval is based on an evaluation of the tool's readiness for use on a project involving SC class
software. This evaluation considers:

The tool's past performance;

The extent of tool validation already performed;

The consistency of tool design with planned use;

The use of tool upgrades;

The retirement of tools;

The restriction on the use of the tool due to limitations.

12.3.11 Previously Developed or Purchased Software

Section 4.10.1 describes the requirements for using existing software, including previously developed or
purchased software, as SC class software. In addition, EPRI TR-106439 (Reference 30) provides
dedication requirements that must be met when a commercial off-the-shelf software package is to be
used as SC class software. Procurement of software is done in accordance with EPRI TR-106439.

12.3.12 Subcontract Management

Section 4.10.2 specifies the provisions for ensuring that subcontractor software meets established
software safety program requirements.

12.3.13 Process Certification

The computer code certificate is included in the final V&V report and is used to document that delivered
software produced for the safety I&C system is approved for design use (see Section 4.3.7).

12.4 Software Safety Analyses

1241 Software Safety Analysis Preparation
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12.4.2 Software Safety Requirements Analysis

In preparing the software requirements, the software developer considers techniques that can avoid a
hazardous condition. The result of the requirements phase may be a set of required or forbidden design,
coding or testing techniques. The requirements phase may also identify tests to be performed or the
implementation of certain hazard recovery techniques. When there are more than one software system
environment incorporated in the whole system under development, IEEE Std. 1228 requires that a
different software system analysis may be performed.

Refer to Section 4.5.1 and Section 5.3.3 for a description of the software safety requirements analyses
performed. These activities provide reasonable assurance that each system safety requirement is
satisfied by the software safety requirements.

12.4.3 Software Safety Design Analysis

Refer to Section 4.5.2 and Section 5.3.4 for a description of the software safety design analyses
performed. These activities provide reasonable assurance that each software safety requirement is
satisfied by the software safety design.
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12.4.4 Software Safety Code Analysis

Refer to Section 4.5.3 and Section 5.3.5 for a description of the software safety code analyses performed.
These activities provide reasonable assurance that each software safety design element is satisfied by
the software safety code.

12.4.5 Software Safety Test Analysis

Refer to Section 5.3.6 and Section 13 for a description of the software safety test analyses performed.
These activities provide reasonable assurance that each system and software safety requirement is
tested.

12.4.6 Software Safety Change Analysis

Refer to Sections 4.7 and 6 for a description of the software safety change analyses performed. These
activities provide reasonable assurance that changes to safety critical software do not create, impact a
previously resolved, or exacerbate a currently existing hazard, and does not adversely affect any safety
critical software design elements.

12.5 Post Development
All post development activities are the responsibility of the utility.

In accordance with contractual requirements, the following post development activities may be provided to
assist in training, deployment, monitoring and maintenance, and retirement of SC class software that are
necessary to ensure the continued safety of the system after its deployment and until its orderly
retirement

12.51 Training

The design team and the V&V team may provide or assist on the job training of utility personnel during
software development and/or acceptance testing.

A plan will be developed by the utility to provide formal classroom training for plant operators and
maintenance personnel.

12.5.2 Deployment

Manpower and other required resources shall be deployed by the utility for the installation of the software.
Guidelines for the start-up and transition operations will be provided by the system and software
development organization.

® Installation: Generation of software installation guidelines.

® Startup and transition: Generation of guidelines to start-up and operate the systems in their
various modes.

® Operations support: Software documentation, software technical manuals and/or software user
manuals shall be provided.
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12.5.3 Monitoring

Section 11 contains requirements for monitoring the use of delivered software and associated problem
reporting.

In addition, SC class software is designed so that the integrity of the software can be verified periodically
to detect unauthorized modification of code or data. Procedures necessary to perform this verification are
documented. Methods are considered that provide automatic verification of the system during operation.

12.5.4 Maintenance

Software changes are maintained in accordance with the SCMP.

12.5.5 Retirement and Notification

Section 11 describes the retirement of software and associated notification to current recipients.
12.6 Plan Approval

The SSP shall be reviewed by the design team and the V&V team. The SSP shall be approved by the
manager of responsible team. It shall be reviewed against requirements specified in NUREG/CR-6430
and IEEE Std. 1228.
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13. SOFTWARE TEST PLAN
13.1 Introduction

The purpose of the STP is to describe the scope, approach, resources, and schedule for the software
testing activities of the project. It identifies the test items, the requirements to be tested, the testing tasks,
and the required resources to perform these tasks.

It also complements the SVVP and provides additional details and minimum information requirements for
the test activities.

The STP shall be developed in accordance with RG 1.170 (Reference 8) which endorses IEEE Std. 829
(Reference 18).

The overall objective of testing is to find faults introduced in the software.
Each testing process includes:

® Preparing test procedures to specify the manner and environment in which the code is tested
detailing the steps to be followed by the tester, and specifying the set of inputs, execution
conditions, and expected results.

® \Verifying the test procedure with the objective to ensure that:

- The required test coverage is provided, and

- The procedures are specified so tests can be repeated.

Verifying the software referenced in the test procedures is qualified for usage.

Implementing the test procedure, recording the resultant outputs, and assessing the test results.

Producing the test result report.

Verifying the test result report with the objective to ensure that:

- Tests were executed as specified in the test procedures,

- Test results were recorded and properly analyzed, and

- Test results reporting checklist (Sheet 8) were completed.

13.2 Overview

13.2.1 Organization

The organization for software test is described in Section 2.4.

13.2.2 Schedule

The STP shall describe the test activities within the project life cycle and milestones.

The STP shall summarize the overall schedule of the testing tasks, and describe the task iteration policy
for the re-execution of test tasks and any dependencies.

The responsible team leader shall prepare and update test schedule.
13.2.3 Integrity Level Scheme

Refer to Section 5.2.3.
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13.2.4 Resources Summary

The STP shall summarize the test resources, including staffing, facilities, tools, and special procedural
requirements (e.g., security, access rights, and documentation control).

The testers shall not have been involved in the software design. The independence requirements
described in Section 2.4 apply to the testers.

The development facilities are utilized for the testing. The design team leader and the V&V team leader
shall coordinate the schedule for use of the development facilities.

13.2.5 Responsibilities

Each testing task is prepared and performed by the responsible entity. (Refer to Table 4-3.) The
responsible entity establishes the test methods and procedures. The responsible entity selects the test
input conditions and defines the test output acceptance criteria in the form of documentation and test
practices. The responsible entity is responsible for defining and implementing practical tests.

The V&V team reviews all software testing activities including test documentation performed by the
design team. It ensures adequate test coverage for the requirements, including operation under failure
conditions.

13.2.6 Tools, Techniques, Methods, and Metrics

The STP shall describe the documents, hardware and software, test tools, techniques, methods, and test
environment to be used in the test process.

The STP shall document the metrics to be used by the test effort, and describe how these metrics support
the test objectives.

13.3 Test Processes
13.3.1 Component Testing
The objective of component testing is:

® To evaluate that executable code of each program behaves as specified in the SDD, and
® To ensure that the executable code of each program does not perform unintended functions.

13.3.2 Integration Testing
The objective of integration testing is:

® To evaluate that the software components integrated together meet the requirements specified
in the SRS with target hardware and pre-developed software, and

® Tofind errors in handling stress conditions, timing, fail-safe features, error conditions, and error
recovery.

Integration tests are designed to check all software interfaces and all interfaces between software and
hardware.
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13.3.3 System Testing

The objective of system testing (factory acceptance testing; FAT) is to verify that the entire executable
code, including newly developed code, modified code, and any commercial or existing code, that have
been integrated with the target hardware, successfully functions and fulfills all the system requirements

related to the software.

A comprehensive system test is conducted for any safety I&C system. The system test evaluates the
system performance in an environment that is real, or as close to real as can reasonably be created.
Typically this environment is at the factory. A fully integrated system with the hardware and software, that
is similar to the site environment, is required. The system test process demonstrates and proves correct
and successful implementation of safety requirements and correct functioning of hardware-software

combined system.

System testing includes the following tasks:

System test procedures are prepared based upon the requirements of the design documents. The test
specifications (if any) and procedures include test cases including the full range of data expected of the

system.

13.34 Site Acceptance Testing

The objective of site acceptance testing is to confirm that the system was not damaged during shipment

or installation.

The utility has the responsibility of site acceptance testing.

13.4 Test Documentation

All of formally issued test documentation shall be signed-off by all designated stakeholders.

All of formally issued test documentation shall be maintained as quality records and under the control of

the SCM system.

13.41 Test Plan

The purpose of a test plan is to specify scope, approach, resources, and schedule of the testing activities
for the software system. The test plan shall identify the items being tested, the features to be tested, the
testing tasks to be performed, the personnel responsible for each task, and the associated risks.

The test plan shall describe the scope of the system/software to be tested.
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A test plan shall contain the following information:

® Testitems: The object of testing, e.g., specific attributes of the software, including their
version/revision level.

® Features to be tested, features not to be tested, approach: All software product or software-
based system features and combinations of software of system features to be test, all features
and known significant combinations of features that will not be tested and the rationale for
exclusion, and the overall approach for each level of testing. These three types of information
are commonly combined in a table. This table contains a unique identifier for each requirement
for the test (e.g., system and/or software requirements, design, or code), an indication of the
source of the requirement (e.g., a paragraph number in the source document), and a summary
of the requirement and an identification of one or more generic methods of test. Some examples
of possible methods are as follows:

- Black box: test inputs can be generated and the outputs captured and completely evaluated
from the outside of a test item; i.e., test cases are developed from the test item specification,
only without looking at the code or design.

- White box: Considers the internal structure of the software (e.g., attempts to reach all of the
code). Commonly requires some kind of test support software.

- Analysis: Just viewing the outputs cannot confirm that the test executed successfully; some
kind of additional computations, simulations, studies, and so on will be required.

- Inspection: This is a static test; the code or documentation is read and examined without
being executed.

® |tem pass/fail criteria: The criteria to be used to determine whether each test item has passed or
failed testing.

® Suspension criteria and resumption requirements: The criteria used to suspend all or a portion of
the testing activity on the test items associated with this plan, with the testing activities that must
be repeated when testing is resumed.

® Test deliverables: All documents to be delivered by the test activity such as test procedures and
test reports.

® Test management: Planned activities and tasks, test progression, environment/infrastructure,
responsibilities and authority, interfaces among the parties involved, resources and their
allocation, training, schedules, estimates, costs, risk, and contingency

® Test coverage requirements: The requirements for indications of the degree to which the test
item has been reached or covered by the test cases. The test coverage is often expressed in
terms of percentage of requirements or code tested.

13.4.2 Test Cases

The purpose of a test case is to define the information needed as it pertains to inputs to and outputs from
the software or software-based system being tested.

Atest case is a set of test inputs, execution conditions, and expected results developed for a particular
objective, such as to exercise a particular program path or to verify compliance with a specific
requirement. Test case documentation specifies inputs, expected results, and a set of execution
conditions for a test item.

Test cases for a test item may be included in a separate document, or incorporated into test procedure for
the test item.

Atest case shall contain the following information:
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® Test case identifier: The unique identifier needed by each test case so that it can be
distinguished from all other test cases. An automated tool may control the generation of the
identifiers.

® Objective: Brief description of the special focus or objective for the test case or a series of test
cases. This is much more detailed than the test items in the STP.

® Inputs: Specific values (with tolerances where appropriate) or names (e.g., constant tables,
transaction files).

® Outcomes: All outputs and the expected behavior (e.g., response time) required of the test items.
The exact value(s) (with tolerances where appropriate) for each required output and expected
behavior shall be provided.

® Environmental needs: Description for the test environment needed for test setup, execution, and
results recording. These are commonly documented per scenario or group of scenarios. This
information includes the characteristics and configurations of the hardware required to execute
the test case, all software configurations required to execute the test case, and any other
requirements (e.g., unique facility needs, specially trained personnel, and third-party provided
environments) if there are any. This information is not documented in the test case documents if
the STP or the test procedure contains the same information.

® Special procedural requirements: Any special constraints on the test procedures that execute the
test case such as pre- and post-conditions and/or processing. This may reference the use of
automated test tools. This provides exceptions and/or additions to the test procedure, not a
repeat of any of the information contained in the procedure.

® Interface dependencies: The identifiers of test cases that must be executed prior to the test case.
This includes the summary of the nature of the dependencies. This may not be needed if test
cases are documented in the order in which they need to be executed.

13.4.3 Test Procedures

The purpose of a test procedure is to specify the steps for executing a set of test cases or the steps used
to exercise a software product or software-based system item in order to evaluate a set of features. Also,
the purpose of the test procedure is to specify any refinements of the test approach which is described in
the STP and to identify the features to be tested by the test.

A test procedure provides detailed instructions for the setup, execution, and evaluation of results for a
given test case, or specifies a sequence of actions for the execution of a test. Also, the test procedure
specifies the details of the test approach for a software feature or combination of software features and
identifies the associated tests.

A test procedure for a test item may include test cases for the test item.
A test procedure shall contain the following information:

® Features to be tested: This information is more detailed than that of the STP.

® Approach refinements: The refinements to the approach described in the corresponding STP.
This information includes specific test techniques to be used. The method of analyzing test
results shall be identified (e.g., comparator tools, visual inspection, etc.).

® Test identification: The list of the identifiers and brief description of test cases.

® Feature pass/fail criteria: The criteria to be used to determine whether the feature or feature
combination has passed or failed. This information is not needed if it is covered by the STP and
there have been no subsequent changes to the criteria.

® Inputs, outputs, and special requirements: All that is needed to execute the tests, including test
cases, databases, automated tools, and external and/or third-party systems. Any special
requirements that are necessary for the execution of the procedure such as prerequisite
procedures, special skill requirements, or special environmental requirements.
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® Ordered description of the steps to be taken to execute the test cases.
13.4.4 Test Reports

The purpose of a test report is to summarize the results of the designated testing activities and to provide
evaluations and recommendations based on these results.

Atest report (or a regression test report) is issued for each testing performance. Typically, a regression
test report does not cover all test cases or procedures in the corresponding test documentation.

A test report shall contain the following information:

® Overview of test results: The summary of the evaluation of the test items. This information
includes the items tested with their version/revision level, the environment in which the testing
activities took place, and its impact (if any).
® Detailed test results: The summary of the results of testing. This information includes the
following:
- All resolved anomalies and the summary of their resolutions (or available references)
- Allunresolved anomalies
- The summary of major testing activities and events
- The summary of relevant metrics collected
- Any variances of the test items from their specifications, any variances from the test
documentation (e.g., test changes or tests not executed), and the reason for each variance
(or recorded references)
- The evaluation of the comprehensiveness of the testing process (e.g., coverage metrics, if
specified) against the comprehensiveness criteria specified in the STP of the test procedure
® Rationale for decisions: The issues that were considered for any decisions and the reasons for
the selection of the conclusions
® Conclusions and recommendations: Overall evaluations of test items including their limitation,
based on the test results and the item level pass/fail criteria, and the recommendations the
status relative to availability for production use and under what circumstances (e.g., immediately,
with a specified subset of anomalies resolved, or never).
® TERs: The TER logs and copies of the TERs shall be attached. Any outstanding TERs shall be
brought to the attention of the management. Refer to Section 4.7.1 for description of TERs.

13.5 Test Administration

13.5.1 Anomaly Resolution and Reporting

The STP shall describe the method of reporting and resolving anomalies. Refer to Section 4.7.
13.5.2 Task Iteration Policy

When the test item or the test documentation is changed (e.g., re-performing tests after the anomaly
resolutions), the test cases and/or procedures must be identified for the effects of the changes, and re-
performed. The test cases and/or procedures must be identified in the test reports identifying the rationale
and the results of the testing. This testing is referred as regression testing.
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13.5.3 Deviation Policy

If any deviation from the reviewed and approved test documentation is required, the change must be
identified, rationale for the change provided, and a determination of effect on software quality provided.
Any deviation must be approved by the responsible manager.

13.5.4 Control Procedures
All test documents described in the STP or other plans shall be prepared and retained as QA records.
13.5.5 Standards, Practices, and Conventions

The STP shall describe the standards, practices, and conventions that govern the performance of testing
tasks including internal organizational standards, practices, and policies.

13.6 Test Reporting
The STP shall specify the purpose, content, format, recipients, and timing of test reports.

Refer to Section 13.4.4.
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14. SECURE DEVELOPMENT AND OPERATIONAL ENVIRONMENT
14.1 Introduction

This section describes the establishment of the SDOE for the digital safety I&C systems during the
software life cycle phases in accordance with RG 1.152 (Reference 4). The phases include concept,
requirements, design, implementation, and test, as defined in Section 2.2. The digital safety 1&C systems
will be developed in accordance with this section.

14.2 System Design Features for Security

The safety 1&C system is designed with features that minimize the potential for security vulnerabilities.
The system uses a combination of personnel access controls, and hardware and software design features
to protect the safety-related software from unauthorized alteration and to ensure the deterministic
performance of the safety 1&C system. This is achieved through a combination of features within the
common digital platform and features within the system applications. These features prevent the system
from adverse operating caused by either intentional or unintentional sources. RG 1.152 (Reference 4)
security guidance is implemented during the software development process.

This section describes the design features that prevent unintended changes to hardware or software code,
and to detect those unintended changes if they occur. These design features are based on the
assumption that potential intruders have a detailed knowledge of the safety I&C system, and that
unintended functions can be included during initial development or through unintended modifications.

14.2.1 Physical Access Controls

The hardware or software of the safety I&C system can only be altered by physically accessing the safety
I1&C system. Security controls that prevent changes through electronic access are described in Sections
14.2.2 and 14.2.3.

14.2.2 Electronic Access Controls

14.2.3 Software Alteration Controls
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14.2.4 Deterministic Performance Controls

Deterministic behavior is a key attribute of the safety 1&C system that ensures predictable performance
for all abnormal plant conditions. This section describes the key features of the safety 1&C system that
achieve deterministic performance, the security design features that protect that performance against
external threats, and the security features that ensure any disruption to deterministic performance is
detected and alarmed.
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14.3 Software Development Processes for Security

This section describes the processes implemented during each software life cycle phase for the safety
I&C system, which prevent inclusion of unintended functions in documents and software code.
Unintended functions can be included during initial development or through unintended modifications.
This section assesses the effectiveness of those processes.

These processes are based on the assumption that potential intruders have a detailed knowledge of the
safety I&C system, including development tools and development processes. All types of unwanted
designs and software code are considered in the assessment of the effectiveness of these processes.

14.3.1 Concept Phase
/
-
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14.3.2 Requirements Phase

The SRS fully documents the security design requirements established during the concept phase.
Requirements applicable to the common digital platform or to the safety I&C system applications are
clearly distinguished. These documents are generated by the design team based on peer review, such as
design review meetings. The system requirements documents undergo formal independent technical
review and formal technical management review.

TS
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14.3.3 Design Phase

During this phase the SDD is created. The SDD provides the necessary software design detail to
implement all software functions, including all security features described in Section 14.2. The SDD
reflects the requirements documented in the SRS, which is provided from the requirements phase.
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14.3.4 Implementation Phase

Software code is created during the implementation phase for the common digital platform and for the
software that is implemented on each target processor for each safety 1&C system. The software is
documented in source code listings and in graphical diagrams that show the interconnection of various
common platform software function blocks.

The software code reflects the detailed designs documented in the SDD, which is provided from the

design phase. Software is configured in units that represent logical groupings of platform or application
functions.

TS
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14.3.5 Test Phase

During this phase, common digital platform operating system and application software is integrated with
the common digital platform hardware for each system. The test phase covers two types of testing:

® Integration testing: This testing confirms that the software components, which are integrated
together with the actual common platform hardware, meet the requirements specified in the SRS.
The testing looks for errors in the software, errors in the hardware and software interfaces, errors
in timing and fail-safe features, errors in handling self-test detected failure conditions, and errors
in failure recovery. Integration tests are conducted on multiple units that form a logical test entity
or subsystem.

® System testing (FAT): This is a test of the fully integrated system to validate that the system
meets the system requirements related to the software. The system test is conducted with all
connected system interfaces, including those that pose security threats. The system testing
demonstrates that all system requirements related to the software function correctly in the final
integrated system. The FAT is the final test performed by the equipment supplier, prior to delivery
of the equipment.

TS
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14.3.6 Security Measures for Document and Software Storage

144 Security Processes for Commercial-off-the-Shelf Software

There are two kinds of COTS software:
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® System software: This software runs within the operating system of the safety I&C system
processors.

® Engineering tools: This software is used to create original software in accordance with this report,
which runs within the safety I&C system processors.

This section describes the processes employed to (1) achieve high assurance that COTS software
products are free of unwanted code that could degrade the security of the safety I&C system, and (2) to
ensure that any unwanted code that may be introduced into the safety 1&C system by the COTS software
products is detected and eliminated.

14.5 Vulnerability Assessment

Sections 14.2, 14.3 and 14.4 describe the security features and processes planned during the concept
phase. As described above, the adequacy of these design features and processes are reassessed during
each subsequent life cycle phase to ensure they remain adequate to mitigate any new threats that may
be identified.

The safety I&C system exhibits susceptibility to unwanted changes and introduction of unwanted
functions throughout the software development life cycle. Without SDOE, the safety I&C system software
may be adversely affected by personnel engaged in the development process. Potential threats arise
from:
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The assessment shall address each of these threats, and mitigation activities appropriate for the each life
cycle phase. The assessment assumes that potential undesirable changes originate from personnel with
significant knowledge of the safety 1&C system and the life cycle processes. There is no type of undesired
change that is excluded from the assessment, whether intentional or unintentional.

Recurring vulnerability assessments confirm the adequacy of the safety I&C system design features and
development processes in mitigating the potential threats and any new threats that may be identified.
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15. SHEETS

This section provides typical forms referred in this report for software tasks.
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Approved by:

Name
Signature
Date

Sheet 1. Comment Record (Typical)
Doc. No. Rev. No. Date of Issue
Doc. Title
No. | Sec./Page Comment Comment Resolution
Reviewed by: Resolved by:
Name Name
Signature Signature
Date Date

Approved by:
Name
Signature
Date
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Sheet 2. Risk Analysis Worksheet (Typical)

System: Subsystem:

® Software class:

Safety-critical () Important-to-safety ()

® Hazard severity category (based on Figure 3 of NUREG/CR-6430):
Catastrophic () Critical ()

Marginal () Negligible ( )

® Hazard probability level (based on Figure 4 of NUREG/CR-6430):
Frequent ( ) Probable ()
Occasional () Remote ()

Improbable ()

® Risk level (based on Figure 5 of NUREG/CR-6430):

High ( ) Medium () Low ( )

® Recommendations for eliminating, reducing, or mitigation the risks:

Prepared by:
Name: Signature: Date:

KEPCO & KHNP 87



Non-Proprietary

Software Program Manual APR1400-Z-J-NR-14003-NP, Rev.2

Sheet 3. Software V&V Checklist - Concept Phase (Typical)

System:

Documents/items reviewed:

Check results:

No. Check Point Yes/No

1 Are the concept documents complete?

2 | Are the concepts correct?

3 | Are the concept documents consistent and complete?

4 | Are the concepts clear and unambiguous?

5 | Are the concepts feasible?

6 | Are the concepts testable?

7 | Are the concept documents properly entered into the requirements traceability tool?

8 | Are the concept document requirements marked per traceability requirements?

Comments (optional):

Prepared by:
Name: Signature: Date:
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System:

Sheet 4. Software V&V Checklist - Requirements Phase (Typical)

Documents/items reviewed:

Check results:

No. Check Point Yes/No
1 | Are the requirements documents complete?
2 | Are the requirements correct?
3 | Are the requirements documents consistent and complete?
4 | Are the requirements clear and unambiguous?
5 | Are the requirements feasible?
6 | Are the requirements testable and related to performance goals?
7 Arelghe requirements documents properly entered into the requirements traceability
tool
8 | Are the requirements documents marked per traceability requirements?
9 | Are the requirements for interfacing with other equipment consistent and complete?
10 | Are process or digital data input requirements identified properly?
11 | Are initialization requirements identified?
12 | Are in-service tests or diagnostic capabilities defined?
13 | Do the requirements specify handling of abnormal events?
14 | Has a requirement analysis been performed to address potential hazards?
Comments (optional):
Prepared by:
Name: Signature: Date:
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System:

Sheet 5. Software V&V Checklist - Design Phase (Typical)

Documents/items reviewed:

Check results:

No. Check Point Yes/No
1 | Are the design documents complete?
2 | Are the design documents properly entered into the requirements traceability tool?
3 | Are the design documents marked per traceability requirements?
4 | Is the design traceable to the requirements?
5 | Is the design complete?
6 | Is the design correct?
7 | Is the design internally consistent?
8 | Is the design clear and unambiguous?
9 | Is the design feasible?
10 | Is the design testable?
11 | Is software architecture adequately addressed?
12 | Are input/output interfaces adequately addressed?
13 | Is the testability of the system adequately addressed (e.g., response time)?
14 | Is algorithm design adequately addressed (e.g., base functions addressed)?
15 | Is information flow adequately addressed (communication between subsystems, data
management and signal conversion to engineering units)?
16 | Are operating modes/sequences adequately addressed (e.g., initialization, startup, test
system mode of operation)?
17 | Does the design adequately address potential hazards?
Comments (optional):
Prepared by:
Name: Signature: Date:
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Sheet 6. Software V&V Checklist - Implementation Phase (Typical)

System:

Documents/items reviewed:

Check results:

No. Check Point Yes/No

1 Does the source code conform to specified standards and procedures?

Is the source code traceable to the functional design requirements?

w

Are the comment statements provided sufficiently to give ad adequate description of
each routine and data structure?

Is the source code understandable?

Is the source code consistent with the design?

Are all the variables properly specified and used?

Is there satisfactory error checking?

O N[o|o| b

Have potential software hazards been adequately addressed, including
implementation of prevention and/or control techniques (e.g., logic, data, interfaces,
constraint, non-critical code, timing/sizing)?

Do all subroutine calls transfer data variables correctly?

10 | Is the data correctly passed between components, and/or integrated subsystems or
systems?

11 | Do the database components adequately and correctly reflect the program and
general content?

12 | Do component test reports indicate correct execution of critical software elements?

13 | Do procedures exist (as necessary) to:

a. Configure the application programming tool(s)?

b. Generate and upload the application code?

c. Maintain application source code configuration control?

Comments (optional):

Prepared by:
Name: Signature: Date:
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Sheet 7. Software V&V Checklist — Test Phase (Typical)

System:

Documents/items reviewed:

Check results:

No. Check Point Yes/No

1 Is the test plan description complete?

2 | Are the test case definitions adequate and complete?

3 | Is each testable requirement adequately covered?

4 | Is the plan for evaluating and reporting test results adequate?

5 | Does the test plan specify the required test environment (hardware or software)?

6 | Have all the elements of an integrated program been identified?

7 | Does the plan require a test case log?

8 | For program maintenance changes, have adequate regression tests been specified to
verify that the modifications have not caused adverse effects on unmodified code?

Comments (optional):

Prepared by:
Name: Signature: Date:
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Sheet 8. Software V&V Checklist — Test Results Reporting (Typical)

System:

Documents/items reviewed:

Check results:

No. Check Point Yes/No

1 Do the test results comply with the format specified in the test plan?

2 | Do the test results provide and accurate statement of the testing performed?

3 | Has each section of the test procedure been completed accurately?

4 | Have all test cases been executed correctly?

5 | Have test results been evaluated as acceptable?

6 | Does the test report provide a summary of test results and recommendations?

7 | Have any deviations from the test plan or expected test result (criteria) been properly
documented in test exception reports?

8 | For program maintenance changes, have adequate regression tests been specified to
verify that the modifications have not caused adverse effects on unmodified code?

Comments (optional):

Prepared by:
Name: Signature: Date:
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System:

Sheet 9. Software V&V Checklist - Final (Typical)

Documents/items reviewed:

Check results:

No. Check Point Yes/No
1 Is the information in the user documentation consistent with that in the requirements?
2 | Is the information in the user documentation consistent with that in the design?
3 | Is the information in the user documentation an accurate reflection of the coded
program?
4 | Is the information in the user documentation internally consistent?
5 | Is the information in the user documentation clear and unambiguous?
6 | Is the user documentation installation package sufficient to install the software on the
delivered hardware?
7 | Have all discrepancies and V&V findings been resolved to the satisfaction of the V&V
team?
8 | Is the corrective action process in place for the user to report errors?
9 | If required, have installation/integration tests been successfully performed and
documented?
10 | Have access controls on the program source been implemented?
11 | Is the software identified by a unique code name and version number which appears
on its hardcopy output?
12 | Are all applicable elements of the V&V report present?
13 | a. Cover sheet
b. Design description, or reference
c. Requirements document, or reference
d. Test plan, or reference
e. Testresults evaluation
f.  Test results hardcopy computer output where available/appropriate
g. User documentation, or reference
h. Source code listing
i. Computer code certificate
j- V&V checklist
Comments (optional):
Prepared by:
Name: Signature: Date:
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Sheet 10. Requirements Traceability Matrix (Typical)

RTM

System Requirements

Software
Requirements

Design

Implementation

Test
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Sheet 11. Software Change Request (Typical)

SCR NUMBER: ISSUE DATE:

Page 1of 1

Plant

System Name

Software
Component

Version

REFERENCES

DESCRIPTION

REASON FOR
CHANGE

DOCUMENT
AFFECTED

DOCUMENT
ATTACHMENT

Prepared by:
Name: Signature:

Date:

XXX system engineering group

Reviewed by:
Name: Signature:

Date:

XXX system engineering group

Approved by:
Name: Signature:

Date:

XXX system engineering group
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Sheet 12. Computer Program Error Notification (Typical)

Program Name: Version(s):
Error Number for This Program:
Program Executable File Identification
No. Computer System Permanent File Name Owner ID Cycle

1

Error Description:

Possible Impact of Error:

Recommendation to User (Error Avoidance and/or Remedial Action):

Prepared by:

Name: Signature:

XXX system engineering group

Reviewed by:

Name: Signature:

XXX system engineering group

Approved by:

Name: Signature:

XXX system engineering group

Date:

Date:

Date:
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Sheet 13. Computer Program Error Notification Response Receipt (Typical)

Program Name: Version(s):

Error Number for This Program:

Receiving EGS: Date:
XXX Department

| acknowledge receipt of the attached error notice, and have assessed the impact on design analyses
as indicated. When the error impact is yes, appropriate actions will be taken, documented and made a
quality record.

Error Impact

User Name Signature Date
No Yes

Receiving EGS is to return this signed form within sixty (60) days to:

EGS: Date:
XXX Department
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Sheet 14. Computer Code Certificate (Typical)

The following code, as noted by its name, version number and executable file identification, is approved

for design use.

Code Name:

Version Number:

Executable File Identification:

Computer(s):

List any limitations on use, special hardware considerations, etc.:

Software V&V Report Number:

EGS:

Date:

XXX Department
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Sheet 15. Test Exception Report (Typical)

TER NUMBER:
System Name Plant
Procedure Name
Procedure Number Rev.
Tested By Date
Reviewed By Date
Approved By Date
Summary of
Exception
S/W Class
Resolution

Implementation

Software Change

Number
Implemented By Date
Reviewed By Date
Approved By Date

Re-test Result

Re-tested By Date
Reviewed By Date
Approved By Date
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16.

10.

11.

12.

13.
14.

15.

16.
17.
18.
19.

20.
21.
22.

23.
24.
25.
26.
27.
28.

29.
30.

31.

32.
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17. DEFINITIONS

The following definitions are used in this report. The definitions of all other terms not described here can
be found in Reference 29.

Accident

An unplanned event or series of events that result in death, injury, illness,
environmental damage to or loss of equipment or property

2. Application software  Software designed to fulfill specific needs of user

3. Baseline Software and related documents which have been formally reviewed and
that can be changed only through formal change control procedures

4, Component One of the parts that make up a system

5. Component testing Testing of individual components

6. Configuration control  The process of identifying and defining the configuration items in a system,
and controlling the release and change of these items

7. Configuration item A collection of hardware or software elements treated as a component for
the purpose of configuration control

8. Control point A project agreed on point in time or times when specified agreements or
controls are applied to the software configuration items being developed,
e.g., an approved baseline or release of a specified document/code

9. Factory acceptance Final testing performed to demonstrate that deliverable system satisfies

testing acceptance criteria as a condition of its transfer to a receiving authority

10. Hazard A condition that is a prerequisite to an accident

11. Integration testing Testing in which software components, hardware components, or both are
combined and tested to evaluate the interaction between them

12. Milestone A scheduled event used to measure progress. Examples of major
milestones for software development process may include an acquirer or
managerial sign-off, baselining of a specification, completion of system
integration, and product delivery. Minor milestones might include baselining
of a software component or completion of a chapter of the user's manual.

13. Module testing Testing of a single subroutine, or a main routine with stubs

14. Product Any output of the software development activities; e.g., document, code,
model

15. Project agreement A document or set of documents baselined by the acquirer and the supplier

that specifies the conditions under which the project will be conducted. A
project agreement may include items such as the scope, objectives,
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16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Project deliverable

Regression testing

Risk

Software life cycle

Software module
(or module)

Software project

Software safety
program

Software unit
(or unit)

Software validation

Software verification

assumptions, management interfaces, risks, staffing plan, resource
requirements, price, schedule, resource and budget allocations, approved
products, and acceptance criteria for the approved products. Documents in
a project agreement may include some or all of the following: a contract, a
statement of work, user requirements, system engineering specifications,
software requirements specifications, a software development process
management plan, supporting process plans, a business plan, a project
charter, or a memo of understanding.

A work product to be delivered to the customer. Quantities, delivery dates,
and delivery locations are specified in contract. Approved products may
include the following: operational requirements, functional specifications,
design documentation, source code, object code, test results, installation
instructions, training aids, user's manuals, product development tools, and
maintenance documentation. Approved products may be self-contained or
may be part of a larger system's deliverables.

Testing replication performed as a result of changes to the previously tested
design specified regression analysis

A measure that combines both the likelihood that a hazard will cause an
accident and the severity of that accident

The period of time that starts after a software product is conceived and
ends when the software product is no longer available for use. The software
life cycle typically includes a concept phase, requirements phase, a design
phase, an implementation phase, a test phase, an installation and checkout
phase, and an operation and maintenance phase.

The smallest software entity that is subjected to testing

The set of work activities, both technical and managerial, required for
satisfying the terms and conditions of a project agreement. A software
project has specific starting and ending dates, well-defined objectives and
constraints, established responsibilities, and a budget and schedule. A
software project will span all the software life cycle to develop the software
of a specific digital 1&C system.

A systematic approach to reduce software risks

A separately testable software element that is the integration of several
modules

The test and evaluation of the completed software/configuration item to
ensure compliance with software requirements

The process of determining whether the product of a given phase of the
software development cycle fulfills the requirements imposed by the
previous phase
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26. Supplier An organization that develops some or all of the approved products for an
acquirer. Suppliers may include organizations that have primary
responsibility for project deliverables and subcontractors that deliver some
part of the project deliverables to a primary supplier. In the latter case, the
primary supplier is also an acquirer.

27. System testing Testing of a system during or at the end of the development processes to
determine whether it satisfies specified requirements

28. Unit testing Testing of individual hardware or software units or groups of related units to
witness a function

29. Utility Combined license applicant

30. Vulnerability Weakness in a system, system security procedures, internal controls, or
implementation that could be exploited or triggered by a threat source
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APPENDIX A. THE I&C SYSTEM SOFTWARE CLASSES

A1 Assignment of Software for the I&C Systems to Classes

The following table describes the assignment of software for the I&C systems to specific classes defined
in Section 2.1.

Table A-1 Assignment of Software for the I&C Systems to Classes

- /
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A.2

Software Classification for the Safety I1&C Systems

The software for the safety I&C systems is classified as one of the two software classes: SC class and
ITS class. Both classes of the software for the safety I&C systems are implemented on Class 1E

-

hardware.

IEEE Std. 603 (Reference 15), Clause 5.3 requires that components and modules be of a quality that is
consistent with minimum maintenance requirements and low failure rates. RG 1.152 (Reference 4)
endorses |IEEE Std. 7-4.3.2 (Reference 14) which supplements IEEE Std. 603 for computer-based safety
I&C systems. IEEE Std. 7-4.3.2, Clause 5.3.3, “Verification and validation” states that software V&V effort
shall be performed in accordance with IEEE Std. 1012 (Reference 21) and the IEEE Std. 1012 V&V
requirements for the highest integrity level (level 4) apply to systems developed using IEEE Std. 7-4.3.2.
Performing adequate V&YV is a critical part of ensuring a high quality development process for safety I&C

systems.

In the safety I&C system design, for ITS class software, V&V activities are not performed in accordance
with the V&V requirements for the highest integrity level as stated in IEEE Std. 7-4.3.2. However, the
assurance is given to demonstrate that ITS class software is of sufficient quality and reliability to maintain
the safety function of the software and does not present a hazard on SC class software.

TS
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APPENDIX B. SOFTWARE PROJECT ORGANIZATION FOR THE SAFETY I&C SYSTEMS
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APPENDIX C. CONFORMANCE TO IEEE STD. 1012-2004
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ABSTRACT

This technical report (TeR) provides the software engineering process for digital computer-based instrumentation and control (I&C) systems of the APR1400.

This report describes the processes which ensure the reliability and design quality of the software throughout its entire life cycle.

By implementing the processes in this report, the digital I&C system software achieves the following:

· Desired level of quality and reliability required for nuclear power plants (NPPs)

· Safety-related I&C functions for protecting and securing the safe operation of the NPPs

· Satisfactory conformance to nuclear codes and standards
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[bookmark: _Toc404699008]Introduction

[bookmark: _Toc404699009]Purpose

The purpose of this technical report (TeR) is to specify a systematic approach to be used for the software engineering process of digital computer-based instrumentation and control (I&C) systems. This report provides generic guidance for the software program plans based on the Branch Technical Position (BTP) 7-14, “Guidance on Software Reviews for Digital Computer-Based Instrumentation and Control Systems” (Reference 1).

[bookmark: _Ref398299830][bookmark: _Toc404699010]Scope

This report is intended to be applied to the application software of digital computer-based I&C systems. This report defines the software engineering process to be followed in creating and revising software of the I&C systems. The software engineering process and outputs are described in each section separately.

This report is applied to the design, production, and maintenance of software for the I&C systems. The software life cycle is implemented, operated, and maintained based on this report.

This report does not describe the following:

· Platform software engineering

· Human factors verification and validation (V&V)

· Hardware engineering

This report contains the following basic elements:

· Software management plan (SMP): The SMP is the basic governing document for the entire development effort. Project oversight, control, reporting, review, and assessment are all carried out within the scope of the SMP.

· Software quality assurance plan (SQAP): The SQAP describes the process and practice of developing and using software. The SQAP addresses software classification, software categories, software development process, software management, documentation, standards, practices and conventions, review requirements, problem reporting, and other software quality issues.

· Software verification and validation plan (SVVP): The SVVP describes requirements for the V&V process to be applied to software of the I&C systems. The SVVP addresses overview of V&V, V&V principles, V&V process, V&V testing strategy, and V&V activities.

· Software configuration management plan (SCMP): The SCMP describes the methodology used in managing the configuration control of software of the I&C systems.

· Software development plan (SDP): The SDP provides the necessary information on the technical aspects of software development that are required to be performed by the design team in order to carry out the project.

· Software integration plan (SIntP): The SIntP describes integration of software elements, the hardware/software integration process, and testing the result of the integrated product.

· Software installation plan (SInstP): The SInstP describes the process for installing the software product to the target hardware.

· Software training plan (STrngP): The STrngP describes the process for training the operators of the software.

· Software operation and maintenance plan (SOMP): The SOMP specifies the requirements for the operation and maintenance of computer software utilized for the systems after delivery to the user or customer.

· Software safety plan (SSP): The SSP describes the process and measures to maintain and improve the safety of the software.

· Software test plan (STP): The STP describes the process and measures to test intermediate, integrated, and/or final software products.

· Secure development and operational environment (SDOE): The SDOE describes the process and measures to ensure that the software and its development environments are protected from inadvertent operation and undesirable behavior of connected systems.

Separate documents do not need to be produced for each of these plans, for each system. Also, information to be produced may appear in documents with different titles, or may appear in an electronic database.

The generation and implementation of the SInstP, the STrngP, and the SOMP is under the responsibility of utility.

[bookmark: _Toc404699011]Overview

The software developers shall first become familiar with this report which is the guideline for all activities related to software.

The design team shall determine the class and category of all software to be used for the I&C systems as described in this report. The design team shall identify the applicable standards which must be followed for those classes and categories of software. The software tasks and responsibilities are outlined in this report based upon software classification and categorization.

The software tasks required to be performed in each software life cycle phase are described in this report. The narrative description, along with the corresponding tables, figures, and sheets, assists in making the required decisions concerning the appropriate tasks to be performed and the responsibility of the tasks.

In addition, the documents which must be produced for each software life cycle phase are discussed in this report. Some content of a document may appear in other document(s) and a common document for the project may cover several systems. However, the required content must be provided.



[bookmark: _Toc404699012]General Process

The management and control of software applies to computer software and associated documentation developed or used for applications. Software shall be developed, acquired, procured, controlled, and maintained in accordance with this report.

[bookmark: _Ref392664826][bookmark: _Toc404699013]Software Classification and Categorization

The software classification is based on the functionality and importance related to safety. The software that is developed and/or used within the I&C systems is assigned to one of the following classes:

· Safety-critical (SC; Protection): Software whose function is necessary to directly perform reactor protection system initiation actions, engineered safety features actuation system (ESFAS) control actions, and safe shutdown control actions.

· Important-to-safety (ITS): Software whose function is necessary to directly perform diverse protection system (DPS) control actions, software that is relied on to monitor or test SC functions, or software that monitors plant critical safety functions.

· Important-to-availability (ITA): Software that is relied on to maintain operation of plant systems and equipment that are critical to operate the plant.

· General purpose (GP): Software that is not assigned to SC, ITS, or ITA class.

This report makes distinctions regarding the methods applied to each class. Specific parts of the software in a single system may be assigned to different classes. Each part of the software has an assigned class. The tasks required for each class of software are described in Table 4‑3.

This report also makes distinctions regarding methods applied to each of the following categories of software:

· Original, developed for the APR1400

· Existing, to be modified

· Existing, not to be modified

Every software item is assigned to one of the above categories. Software in several categories may be included in each I&C system. The tasks required for each category of software are described in Table 4‑2.

[bookmark: _Ref392680755][bookmark: _Toc404699014]Software Life Cycle

This report uses a software life cycle model consistent with RG 1.152 (Reference 4) and RG 1.173 (Reference 11). The software life cycle includes the following phases: 

· Concept

· Requirements

· Design

· Implementation

· Test

· Installation and checkout

· Operation and maintenance (including retirement)

Figure 2-1 shows the relationship between each phase of the software life cycle and the software life cycle plans for the SC class software. The numbers in Figure 2-1 represent the section numbers in this report. For the other software classes, some of the plans in Figure 2-1 are not prepared. Refer to Table 4‑3 for the software life cycle plans for each software class.

[bookmark: _Ref398298314][bookmark: _Toc404699015]Indoctrination and Training[bookmark: _Ref394492728][bookmark: _Ref394493906][bookmark: _Ref394493899]Figure 2-1 Overview of Software Life Cycle Plans and Engineering Process



Personnel involved in software engineering of the I&C systems shall be trained as described in this report. Such training records shall be prepared and maintained in accordance with the requirements of the QAM (Reference 32).

[bookmark: _Ref392235796][bookmark: _Toc404699016]Organization

The technical activities of the software engineering process are organized into the following two teams:

· Design team: The design team develops or obtains software of the I&C systems based on the system requirements. The design team develops the requirements, design, and code of original software.

· V&V team: The V&V team performs V&V activities on the software product. The V&V team is composed of competent individuals who have not performed the software design for the project. The individual responsible for the V&V is independent of the person responsible for the design.

Each V&V team for SC and ITS class software shall be independently organized of those responsible for the design. Each V&V task for SC class software shall be performed by the independent V&V team. Each V&V task for ITS class software shall be performed by the independent V&V team, or by the member of the design team who is not directly involved in the software design.

Each V&V team for ITA and GP class software is not required to be independently organized of those responsible for the design. Each V&V task for ITA and GP class software is performed by the member of the design team who preferably is not directly involved in the software design.

The organizational structure of KEPCO E&C NSSS division to control software life cycle process for the safety I&C systems is described in Appendix B.





[bookmark: _Ref392681295][bookmark: _Toc404699017]Software Management Plan

[bookmark: _Toc404699018]Overview

A concise summary of the objective for software development, the product to be delivered, major work activities, major work products, major milestones, required resources, and master schedule and budget is provided in this section.

[bookmark: _Toc404699019]Project Summary

Purpose, Scope, and Objectives

The SMP is the basic governing plan for the entire development efforts. Project oversight, control, reporting, review, and assessment for systems are described in the SMP.

The SMP shall be prepared in accordance with BTP 7-14 (Reference 1) and meets IEEE Std. 1058 (Reference 24).

The contents of the SMP can be roughly divided into several categories: overview, project organization, managerial process plans, technical process plans, supporting process plans, and additional plans.

This SMP, which may be developed when deemed necessary by the management, provides the guidance and detailed information to manage software development of the digital I&C system.

Assumptions and Constraints

The SMP describes the following:

· The assumptions upon which the project is based.

· The external events upon which the project is dependent.

· The imposed constraints on project factors such as schedule, resources, technology, etc.

Project Deliverables

The SMP shall list the work products that will be delivered to the customer, the delivery dates, delivery locations, and quantities required to satisfy the terms of the project agreement.

Schedule and budget summary

The SMP shall provide the schedule for the software development process including system functions, activities, and tasks which take into account the precedence relations and the required milestone dates, schedules expressed in absolute calendar time or in increments relative to a key software development process milestone and the allocation of budget and resources to the various project functions, activities, and tasks. 

[bookmark: _Toc404699020]Evolution of the Plan

The SMP shall specify the plans for producing both scheduled and unscheduled updates to the SMP, and also the mechanisms used to place the initial version of the SMP under configuration management and to control subsequent changes.

[bookmark: _Toc404699021]Project Organization

The SMP shall address organizational issues; internal organizational structure, boundaries and interfaces, and project responsibilities. Software project organization is described in Section 2.4.

[bookmark: _Toc404699022]External Interfaces

The SMP shall describe the organizational boundaries between the project and external entities.

[bookmark: _Toc404699023]Internal Structure

The SMP shall describe the internal structure of the project organization to include the interfaces among units of the software development team. In addition, the organizational interfaces between the project and organizational entities that provide supporting processes shall be specified.

[bookmark: _Toc404699024]Roles and Responsibilities

The SMP shall identify and state the nature of each major work activity and supporting process and identify the organizational units that are responsible for those processes and activities.

[bookmark: _Toc404699025]Managerial Process Plans

The SMP shall specify the project management processes for the project, and also include project start-up plan, risk management plan, project work plan, project control, and project closeout plan.

[bookmark: _Toc404699026]Start-up Plan

The SMP shall specify the estimation, staffing, resource acquisition, and training plan. These plans may be incorporated directly or by reference to other plans, depending on the size and scope of the project.

Estimation Plan

The SMP shall specify cost and schedule as well as methods, tools, and techniques used to estimate project cost, schedule, resources requirements, and associated confidence levels.

Staffing Plan

The SMP shall specify the number of staff by skill level, the project phases in which the numbers of personnel and the types of skills that are needed, and the duration of need.

Resource Acquisition Plan

The SMP shall specify the plan for acquiring the resources in addition to personnel and shall include a description of acquisition process, including assignment of responsibility for all aspects of resource acquisition, and shall also include acquisition plans for equipment, computer hardware and software, training, service contracts, transportation, facilities, and administrative services.

Project Staff Training Plan

The SMP shall describe the training needed to ensure necessary skill levels, and include types of training, numbers of personnel, entry and exit criteria for training, and the training method. 

[bookmark: _Toc404699027]Work Plan

The SMP shall specify the work activities, schedule, resources, and budget details for the software project.

Work Activities

The SMP shall specify the various work activities to be performed in the software project. A work breakdown structure shall be used to depict the work activities and the relationship among work activities. Work activities shall be decomposed to a level that exposes all risk factors and allows accurate estimate of resource requirements and schedule duration for each activity.

Schedule Allocation

The SMP shall provide scheduling relationships among work activities in a manner that depicts time-sequencing constraints and illustrates opportunities for concurrent work activities.

Resource Allocation

The SMP shall describe a detailed itemization of resources allocated to each major work activity. Resources shall include numbers and required skill levels of personnel for each work activity.

Budget allocation

The SMP shall describe details of necessary resource budgets for each major work activity. The activity budget shall include estimated cost for personnel, travel, meetings, computing resources, software tools, special test and simulation facilities, and administrative support.

[bookmark: _Toc404699028]Control Plan

The SMP shall specify control procedures for requirements, schedule, budget, and quality. The SMP shall also specify procedures for reporting and metrics collection.

Requirements Control Plan

The SMP shall describe the control mechanisms for measuring, reporting, and controlling changes to the product requirements.

Schedule Control Plan

The SMP shall describe control mechanisms to measure the progress of work at the major and minor milestones, and also specifies the methods and tools to measure and control schedule progress.

Budget Control Plan

The SMP shall describe control mechanism to measure the work cost, and also describe methods and tools to manage the budget.

Quality Control Plan

The SMP shall specify the mechanism to be used to measure and control the quality of the work processes and resulting work products.

Reporting Plan

The SMP shall describe reporting mechanisms, report formats, and information flows to be used in communicating the status of requirements, schedule, etc., within the project and to entities external to the project.

· Internal reporting: within the design team

· External reporting: to auditors and regulators

Metrics Collection Plan

The SMP shall describe methods, tools, and techniques in collecting and retaining project metrics. Refer to Section 4.4.3.

[bookmark: _Toc404699029]Risk Management Plan

The SMP shall specify the risk management plan for identifying, analyzing, and prioritizing project risk factors. Risk factors that shall be considered include contractual risks, technological risks, risks caused by the size and complexity of the product, risks in the development and target environments, etc. throughout the life cycle of the project.

[bookmark: _Toc404699030]Project Closeout Plan

The SMP shall contain the plan to ensure orderly closeout of software project, and also include preparation of final report and analysis of project objectives achieved.

[bookmark: _Toc404699031]Technical Process Plans

The SMP shall specify the development process model, the technical methods, tools, and techniques to be used develop the various work products; plans for establishing and maintaining the project infrastructure; and the product acceptance plan. 

[bookmark: _Toc404699032]Process Model

The SMP shall define the relationships among major project work activities. The following specifications shall be provided: 

· Timing of major milestones

· Software project baselines

· Timing of project reviews and audits

· Work products of the software project

· Project deliverables

[bookmark: _Toc404699033]Methods, Tools, and Techniques

The SMP shall specify all of the methods, tools, and techniques that will be used to develop the software. For the methods, tools, and techniques, refer to Section 7.

[bookmark: _Toc404699034]Infrastructure Plan

The SMP shall specify the plan for establishing and maintaining the development environment (hardware, operating system, network, and software), policies, procedures, standards, and facilities required to conduct the software project. 

[bookmark: _Toc404699035]Product Acceptance Plan

The SMP shall specify the plan for acceptance of the deliverable products generated by the software project, for objective criteria for acceptability of deliverable product, and for any technical processes, methods, or tools required for product acceptance.

[bookmark: _Toc404699036]Supporting Process Plans

The SMP shall contain plans or references for the supporting processes that span the duration of the software project.

[bookmark: _Toc404699037]Configuration Management Plan

The SCMP shall include the methods that will be used to provide configuration identification, control, status accounting, evaluation, and release management. Refer to Section 6.

[bookmark: _Toc404699038]Verification and Validation Plan

The SVVP shall include scope, tools, techniques, and responsibilities for the V&V work activities. Refer to Section 5.

[bookmark: _Toc404699039]Documentation Plan

The SQAP shall include plans for generating non-deliverable and deliverable work products, and also a list of documents to be prepared, the controlling template or standard for each document. Refer to Section 4.3.

[bookmark: _Toc404699040]Quality Assurance Plan

The SQAP shall assure that the software project fulfills its commitments to the software process and the software product as specified in the requirements specification. It shall also indicate the relationships among the QA, V&V, review, audit, configuration management, system engineering and assessment processes, Refer to Section 4.

[bookmark: _Toc404699041]Reviews and Audits Plan

The SQAP shall specify schedule, resources, and methods and procedures to be used in conducting project reviews and audits. Refer to Section 4.5.

[bookmark: _Toc404699042]Problem Resolution Plan

The SQAP shall specify the resources, methods, tools, techniques, and procedures to be used in reporting, analyzing, and processing software problem reports generated during the project. Refer to Section 4.7.

[bookmark: _Toc404699043]Subcontractor Management Plan

The SQAP shall include plans for selecting and managing any subcontractors that may contribute work products to the software project. Refer to Section 4.10.

[bookmark: _Toc404699044]Process Improvement Plan

The SMP shall include plans for periodically assessing the project, determining areas for improvement, and implementing improvement plans.

[bookmark: _Toc404699045]Additional Plans

The SMP shall contain additional plans required to satisfy product requirements and contractual terms.



[bookmark: _Ref392682917][bookmark: _Toc404699046]Software Quality Assurance Plan

[bookmark: _Toc404699047]Introduction

[bookmark: _Toc404699048]Purpose

The SQAP describes the requirements and methodology to be followed by the responsible team in developing, acquiring, using, and maintaining software of digital computer-based I&C systems.

The design team shall document the appropriate software classification in its software requirements specification (SRS) and software design description (SDD).

The SQAP shall describe in more detail the requirements for software configuration management (SCM), V&V and coding standards to be used for the APR1400.

The SQAP shall be prepared in accordance with BTP 7-14 (Reference 1) and meets IEEE Std. 730 (Reference 16).

[bookmark: _Ref392864819][bookmark: _Toc404699049]Scope

The SQAP is required for all software classifications defined for digital computer-based I&C systems: SC, ITS, ITA, and GP.

All software developed or used within a system shall be documented by class and category. This shall be performed by the design team and included in the SRS. 

Software that is initially assigned to one software class can be reassigned to any other class provided that all tasks appropriate for the new class, up to the current phase of the software life cycle, are completed and satisfactorily reviewed.

Existing software is software that has been created, but not under this report.

To qualify existing software for use under this report, the software must be evaluated by the design team to meet the following criteria:

· Existing commercial software may be used as SC or ITS class if it is qualified in accordance with EPRI TR-106439 (Reference 30). To qualify existing commercial software as ITA or GP class, the design team shall select applicable portions of EPRI TR-106439 to qualify the software.

· Existing NPP non-commercial software that has been actively used in a NPP may be used as the same class of software under this report provided it has been maintained under an acceptable quality plan with an active program for problem reporting and corrective action during the software life cycle. This software shall also have adequate design documentation, user documentation and well commented source code. This software shall be analyzed with the criteria for previously developed or sub-vendor software described in Section 5.3.3.2 of this report. This software shall have been verified and validated under another program that is judged by the V&V team to be acceptable.

· Other existing non-commercial software may be used if the review by the design team and the V&V team conclude that it is well organized and has adequate design documentation, user documentation, and source code commentary.

For existing software that is qualified as above, design documentation and code may be used without revision to meet format or content requirements of this report. Modifications to this software may be made in accordance with prior documentation and code format. 

Under the SQAP, a software product that is contracted for development by a subcontractor is treated as original software unless the software already exists and is in use.

The SQAP describes the methodology by which all software and associated documentation is managed throughout the life cycle. 

[bookmark: _Toc404699050]Software Development Process

The software development process for the I&C systems is shown in Figure 2-1, which shows the relationship between software and hardware, the process of software integration and testing, the design documentation produced, and the QA documentation required throughout the software life cycle.

Software quality is assured through the process of software reviews and testing at the different stages of development, and SCM during all phases of software development.

Software V&V activities are governed by SVVPs. Test procedures and test reports required are based on the level of the test and the class of the software.

[bookmark: _Toc404699051]Management

[bookmark: _Toc404699052]Organization

The implementation of an effective SQAP is the responsibility of all persons involved during the software development process. Each person responsible for the software development shall perform his work in accordance with established standards, methods, and procedures identified in this SQAP.

Software life cycle activities for the I&C systems shall be performed by the organization described in Section 2.4. The design team, V&V team, and QA team are involved in the execution of software QA tasks.

Management of the SQAP is overseen by the managers of design team and V&V team. Organizationally, verification of the implementation of QA requirements is performed by the QA team in accordance with the QAM.

The design team and V&V team shall ensure that software and associated documentation are developed in accordance with the standards specified in the SQAP. This includes ensuring that the coding standards (Section 4.4.1), testing standards established in the STP, and documentation standards (Section 4.3) are followed. 

[bookmark: _Toc404699053]Tasks and Responsibilities in the Software Life Cycle

This section describes the specific tasks and responsibilities. Tasks are listed in the life cycle phase for which they will be performed. Typical tasks are: software design and development, software QA planning, verification reviews, audits, test planning, test execution, and test reporting. Tasks required are based on software category. Table 4‑2 shows the software tasks for each category in each phase. Table 4‑3 shows the division of responsibilities for document preparation and verification review activities between the design team and the V&V team. If required, the procedure for the activities shown in the Table 4‑3 will be written as an internal document.

The following are some typical procedural actions that are performed to ensure traceability throughout the development and verification stages:

· The software design documents are dated and signed by the designer and the corresponding manager.

· Each original or revision of a software component written by a programmer is dated and signed by the programmer of the software component.

· The corresponding project software V&V report and software test documents are dated and signed by the author and the manager of the responsible team.

· Each software component is reviewed and documented.

Concept Phase

During this phase, SMPs, SQAPs, SVVPs, SCMPs, SDPs, and SSPs shall be prepared. SIntPs, SInstPs, STrngPs, SOMPs, STPs, and coding standards shall be prepared before they are to be used. For example, coding standards shall be prepared no later than the end of the design phase, and SInstP shall be prepared no later than the end of test phase.

Requirements Phase

During this phase, the SRS is developed. The SRS involves analyzing and documenting the requirements for the software. An SRS shall be developed in accordance with the system requirements which are pertinent to the software.

The design team shall be responsible for developing, maintaining, and updating its SRS. An SRS shall provide the detailed information sufficient to design the software. For software which has functions spanning more than one software class, the SRS shall be divided to describe software requirements for the software in each class. The SRS shall be developed in accordance with Section 4.3.1 of this report.

Each SRS shall be reviewed by the team indicated in Table 4‑3. The review shall ensure that the system requirements are properly reflected in the SRS. The review of each SRS shall be performed in accordance with Section 4.5.1.

A prototype may be devised and coded in this phase following the management decision. All the activities related to the prototype development must end at a time before the start of or during the design phase. Further details regarding the prototype activities are provided in Section 4.2.2.3.

[bookmark: _Ref392864766]Design Phase

The design team shall be responsible for developing, maintaining and updating the SDD for each software unit. Each SDD shall be traceable to the requirements set forth in the SRS, and shall include details sufficient to begin coding in the implementation phase. All SDDs shall be developed in accordance with the requirements of Section 4.3.2.

Each SDD shall be reviewed by the team indicated in Table 4‑3. The review shall ensure that the software requirements identified in the SRS are properly reflected in the SDD. The review of SDD shall be performed in accordance with Section 4.5.2.

During this phase, prototype software may be developed to prove a new principle or to help further define the functional design. As such, prototype software has a different (and usually shorter) software life cycle than the other categories of software. Specifically, prototype QA tasks shall include:

· Adherence to coding standards

· Documentation of prototype design (format at the discretion of the design team)

· Informal verification reviews within design team

· Limited SCM

Implementation Phase

Original software development and modifications to existing software shall begin with the coding by the design team in accordance with the appropriate coding standards listed in Section 4.4.1. Existing software, which has been qualified as described in Section 4.1.2, may be integrated and tested during this phase.

The code review shall be performed by the team identified in Table 4‑3. Details of the code review are described in Section 4.5.3.

Component testing shall be performed in accordance with the STP.

Component testing consists of module testing and unit testing.

The responsibility for component (module/unit) testing is assigned to the design team and V&V team as shown in Table 4‑3. Module test cases, procedures, and reports are only required for SC class software. Unit test procedures and reports are only required for SC and ITS class software.

Test Phase

During this phase, the components of a software product are evaluated and integrated into the hardware, and the software product is evaluated to determine whether or not requirements have been satisfied.

During this phase, integration testing and system testing shall be performed.

Testing during this phase can be accomplished by several methods. Some possible methods are identified below:

· One method is to hierarchically assemble the software components and perform integration and system tests.

· Or, the test sequence can be performed in a series of expansions. This could be accomplished by continually adding successfully tested software components and testing after each addition until the complete software system is assembled and tested.

The test procedures and reports shall be documented in accordance with the STP, by the teams identified in Table 4‑3.

The final software V&V report for the deliverable software shall be prepared during this phase. (Refer to Section 4.3.4.)

Installation and Checkout Phase

During this phase, the software becomes part of the installed equipment incorporating applicable software components, hardware, and data. The process of integrating the software with applicable components may consist of installing hardware, installing the program, and verifying that all components have been included.

An installation log shall be maintained during the installation and checkout process. After installation, the equipment and software shall be checked out in accordance with the site acceptance test (SAT) procedure.

The utility has the responsibility for this phase and associated requirement.

Operations and Maintenance Phase

Activity in this phase consists of maintenance of the software to:

· Remove identified errors,

· Respond to new requirements, or

· Adapt the software to changes in the operating environment.

Software modifications shall be approved, documented, verified and validated, and controlled in the same manner as described previously in the design, implementation and test phases. The SVVP, in conjunction with the SCMP, shall also be used to assist in the management of these activities and procedures.

The utility shall have the responsibility for this phase and associated V&V requirements.

[bookmark: _Ref392680960][bookmark: _Toc404699054]Documentation

Documents required by the SQAP are listed in Table 4‑2. This section provides guidance for the development of documents. All documents listed shall be made lifetime quality records in accordance with the QAM.

Software documentation shall be provided for all computer software to be used or delivered. The author of each software document shall provide trace information for each requirement or item of the document to each requirement or item of the upstream document. With this information, the V&V team performs a traceability analysis for the document in accordance with the SVVP.

[bookmark: _Ref392864704][bookmark: _Toc404699055]Requirements Documentation

For the software engineering, documentation of system requirements and software requirements is required. The system requirements may be included in the system design documentation such as the design specification (DS) for the system, or be documented separately in the SysRS. The software requirements are documented in the SRS, based upon the documented system requirements.

The SRS is developed in accordance with RG 1.172 (Reference 10) which endorses IEEE Std. 830 (Reference 19). The SRS is used as the source document for design of the software, including:

· Description of major software components which reflect the software requirements

· Technical description of the software (i.e. control flow, data flow, control logic, data structures)

· Description of all interfaces and allowable ranges of inputs and outputs

· Any other design items which must be translated into code

· A description of the intended platform and programming language(s) expected to be utilized

· Data necessary for final implementation such as setpoints

· Abnormal conditions to be accommodated by the software shall be described, including resulting functional operations.

· Plant input signal transient conditions to be accommodated by this software shall be described.

Each software requirement documented in the SRS shall be traceable to the system requirement.

Each requirement in the SRS shall be defined such that its achievement is capable of being verified by the SVVP.

[bookmark: _Ref392864777][bookmark: _Toc404699056]Software Design Documentation

The software design is documented in the SDD. The SDD is prepared in accordance with the IEEE Std. 1016 (Reference 22).

The purpose of the SDD is to depict how the software will be structured to satisfy the requirements of the SRS. The design shall be described such that it can be translated into software code.

The SDD is a detailed description of the software to be coded. It describes the decomposition of the software into entities. Each entity is described by its type, purpose or function, subordinate entities, dependencies, interfaces, resources, processing and data.

Each design feature shall be described and defined such that its achievement is capable of being verified and validated per the SVVP. The adequacy of the SDD shall be verified against how the requirements of the software as documented in the SRS are to be implemented in code, and how the design is traceable to the requirements in the SRS.

[bookmark: _Toc404699057]Source Code Documentation

Source code documentation shall include source code listings which reflect the translated design representation into a programming language. Also, any associated documentation generated during the coding shall be included with the source code documentation.

Source code shall be traceable to the software design documented in the SDD and the requirements in the SRS. It shall include sufficient comments to provide the user of the source code with an understanding of the functioning and programming of each component. All source code, whether developed or modified from existing software, shall be documented in accordance with the coding standards listed in Section 4.4.1.

[bookmark: _Ref392864879][bookmark: _Toc404699058]Software Verification and Validation Documentation

Software V&V documentation shall include the SVVP and the software V&V reports, prepared in accordance with RG 1.168 (Reference 6) which endorses IEEE Std. 1012 (Reference 21).

Software Verification and Validation Plan

The SVVP shall identify the software items to be evaluated. The SVVP describes the V&V evaluation and reporting activities. Software review requirements and guidelines are described in Section 4.5 and Section 5.3. Software tests to be performed are described in a separate STP.

For original software to be developed, the SVVP shall be developed as early as during the concept phase.

For existing software to be modified, the SVVP shall include methods for verifying and validating modifications to this existing software.

The SVVP shall provide adequate planning for the following:

· Software V&V process for the various software classes;

· Software V&V process for existing software to be modified and to be used "as-is";

· Software V&V process for prototype software.

The SVVP shall also facilitate the tracking and recording of the hardware configuration pertinent to the software V&V process during all phases of the software life cycle.

Software Verification and Validation Report

The software V&V phase summary report shall be produced for each phase, describing the results of V&V tasks performed. It shall include the following:

· Description of V&V tasks performed,

· Summary of task results,

· Summary of anomalies and resolution, and

· Recommendations.

A V&V file shall be maintained by the V&V team throughout the software life cycle to document all V&V activities. It shall be an ongoing compilation of all test results, problem reports and corrective actions (Section 4.7), and review results (Section 4.5). This file shall form the basis for the development of the final software V&V report upon the installation and checkout phase.

Each final software V&V report shall be developed by the V&V team in accordance with the SVVP.

[bookmark: _Ref392681984][bookmark: _Toc404699059]User Documentation

User documentation is prepared in accordance with IEEE Std. 26514 (Reference 28). The purpose of user documentation is to provide sufficient information about the software to permit users to employ the code as it was intended. It shall be written by the design team. User documentation shall be developed to the extent practical during the test phase and delivered to the user during the installation and checkout phase.

User documentation shall consist of vendor documents and documents prepared as part of the project. Project prepared user documents shall be as follows:

· User Manual

· Installation and Operations Manual

· Maintenance Manual

User documentation shall include all error messages and identify the necessary corrective action procedures. Also, it shall provide the means for the user to report problems to the design team.

[bookmark: _Toc404699060]Software Configuration Management Documentation

The design team shall be responsible for developing the SCMP in accordance with RG 1.169 (Reference 7) which endorses IEEE Std. 828 (Reference 17) to satisfy the unique requirements of their software development process.

An SCMP is described in Section 6. The SCMP shall provide the necessary means to enable traceability of software and documentation products following their origination.

[bookmark: _Ref392683154][bookmark: _Toc404699061]Computer Code Certificate

The completion of preparing the final software V&V report is the basis for the issuance of a computer code certificate, Sheet 14.

A computer code certificate is only issued for SC class software.

The issuance of a computer code certificate allows the release of a configuration item for use in its intended application.

[bookmark: _Ref392681557][bookmark: _Toc404699062]Standards, Practices, Conventions, and Metrics

[bookmark: _Ref392864598][bookmark: _Toc404699063]Coding Standards

The design team shall provide guidance to ensure standardization, compatibility and maintainability of resulting software products. The guidance shall include a coding standard for each language, database, or software tool that allows author's discretion in establishment or use of convention. This requirement applies to the following typical programming languages:

· High Level Languages (e.g., C/C++, FORTRAN, etc.)

· Assembly Languages

· Database Query Languages

· Display Building Languages

· Functional Graphical Languages

Each coding standard shall contain, but is not limited to, the following information:

· General

· This area outlines general ideas and concepts used to guide the creation of software written under a specific language.

· Naming conventions

· Filename extensions as far as how they are used to organize files.

· Information pertaining to file organization within a system.

· Variable naming.

· Internal documentation guidelines

· Program identification header content, placement, type, quality, and quantity.

· Revision history recording within each source file.

· Stylistic conventions

· Issues that affect readability, such as indentation and use of white space.

· Use of specific language features

· Software tool usage guidelines

· Information and use of automatic make facilities (e.g., automated code generator, disassembler, automatic data generator, etc.)

· Appropriate compiler flag usage.

· Functions

· Modularity

· Naming

[bookmark: _Toc404699064]Software Testing Standards

Software testing methodologies, policies and practices shall be described in the STP. Specific format and content for test procedures, test cases, and test reports shall also be provided in the STP. Refer to Section 13.

[bookmark: _Ref392861020][bookmark: _Toc404699065]Metrics

The following metrics are maintained:

· The errors discovered during component, and integration testing shall be identified through the use of test exception report (TER) forms so that all errors discovered can be resolved during the testing and that the number of errors discovered can be tracked. The overall goal is to identify a decreasing number and severity of errors as the testing progresses from component testing to SAT.

· The system testing errors shall be reported through the use of TERs and the number and severity shall be identified.

· Software errors discovered after system testing and before SAT shall be tracked through the use of TERs and the number and severity shall be identified.

[bookmark: _Ref393094335][bookmark: _Toc404699066]Software Reviews

This section addresses the review requirements throughout the software life cycle. 

Software reviews are technical in nature and are designed to verify the technical adequacy and completeness of the design and development of the software.

The methodology of performing reviews shall be included in each SVVP. The reviews shall be performed by peers who have an equivalent knowledge of the topic and who satisfies the independence requirement as described in Section 2.4.

[bookmark: _Ref392683769][bookmark: _Toc404699067]Software Requirements Review

The software requirements review shall examine the SRS to verify that it is clear, verifiable, consistent, modifiable, traceable, and usable during the operation and maintenance phase. The software requirements review shall include evaluation of the software requirements against the user's software application which is described in a higher level requirements document such as a system design specification or a SysRS.

Specific software requirements review items are described in Section 5.3.3 and shall be described in detail as necessary in the SVVP. 

As a minimum, the following items shall be included:

· Traceability and completeness of the requirements 

· Adequacy of rationale for derived requirements

· Testability of functional requirements 

· Adequacy and completeness of verification and acceptance requirements

· Conformance to documentation standards

· Adequacy and feasibility of performance requirements

· Adequacy and completeness of interface requirements

[bookmark: _Ref392683791][bookmark: _Toc404699068]Software Design Review

The software design review is to determine the acceptability of the detailed design as depicted in the SDD in satisfying the requirements of the SRS. Software design review items are described in Section 5.3.4 and shall be described in detail as necessary in the SVVP. The software design review shall be performed at the completion of the SDD and generally address the following items:

· Technical adequacy

· Completeness of design requirements

· Consistency

· Correctness of software design

· Traceability of software design to software requirements

Responsibilities, methodologies, and reporting of results shall be described in detail in the SVVP. Frequently encountered categories or types of errors normally found in the SDD may also be included in the SVVP in order to aid the independent reviewer.

[bookmark: _Ref392683812][bookmark: _Toc404699069]Code Review

The objective of code review process is to verify:

· That the code implementation decisions are consistent with good software engineering practice based on expert opinion;

· That the code meets the coding guidelines and other requirements;

· The executable code listing against SDD to ensure that no errors were introduced during the code generation process.

[bookmark: _Toc404699070]Software Verification and Validation Plan Review

The SVVP shall be reviewed to evaluate the adequacy and completeness of the V&V methods defined in the SVVP.

[bookmark: _Toc404699071]Functional Audit

The functional audit is conducted prior to the software delivery to verify that all requirements specified in the SRS have been met.

[bookmark: _Toc404699072]Physical Audit

The physical audit is conducted to verify internal consistency of the software and its documentation, and their readiness for release.

[bookmark: _Toc404699073]In-Process Audits

The in-process audits of samples of the design are conducted to verify the consistency of the design, including:

· Code versus design documentation

· Interface descriptions in design documentation (hardware and software)

· Design implementations versus functional requirements

· Functional requirements versus test descriptions

[bookmark: _Toc404699074]Managerial Reviews

The managerial reviews are conducted to assess the execution of all of the actions and the items identified in the SQAP. The managerial reviews are performed by, or on behalf of, the management personnel having direct responsibility for the system.

[bookmark: _Toc404699075]Software Configuration Management Plan Review

The SCMP review is conducted to evaluate the adequacy and completeness of the configuration management methods defined in the SCMP.

[bookmark: _Toc404699076]Post-Implementation Review

The post-implementation review is conducted at the conclusion of the project to assess the development activities on that project and to provide recommendations for appropriate actions.

[bookmark: _Toc404699077]Test

Refer to Section 13.

[bookmark: _Ref392681002][bookmark: _Toc404699078]Problem Reporting and Corrective Action

The purpose of a formal procedure of software problem reporting and corrective action is to ensure that all software errors and failures are acted upon promptly and in a uniform manner encompassing all project software. This procedure ties together with the requirements of the SVVP and the SCMP. V&V activities are the primary vehicle to uncover software problems, while the SCMP shall ensure that actions taken to correct problems by changing configured software are consistent and traceable.

Problem reporting and corrective action procedures shall span the entire software life cycle and all software classes identified in this report.

[bookmark: _Ref392503739][bookmark: _Toc404699079]Problem Reporting

Discrepancies, deficiencies, or comments identified as a result of testing, review, or other means shall be documented in a formal manner. This includes any general discrepancy found outside of the normal V&V test process. Table 4‑1 illustrates the type of report required by each method:

[bookmark: _Ref394580883][bookmark: _Ref394580904][bookmark: _Ref394580894]Table 4‑1 Problem Reporting Methods

		Method

		Report



		Reviews

		Comment Record (Sheet 1)



		Tests

		Test Exception Report (Sheet 15)



		General Findings

		Comment Record (Sheet 1)





The appropriate configuration identification data (refer to Section 6.3.1) for each deficient software item or document shall be included on the appropriate form (or report). The form (or report) shall also include a description of the observed deficiency, the name of the individual reporting the deficiency, and the date of the report finding.

In the case of a TER, each form shall include the description of the resolution and any retest or review required after the resolution. If retest is performed, a copy of the test procedure or test case used shall be attached to the completed TER. Copies of all completed TER forms shall be distributed by the independent reviewer to the design team and managed by the V&V team. All TER forms shall also be placed in a lifetime records per the QAM. The steps which cause the discrepancy shall also be included on the TER form in order to reproduce the problem. These steps shall be noted as best as possible if the problem is not repeatable.

The extent of the retest shall be determined by the design team and V&V team based on the relative impact of the software change on the overall system operation. For SC and ITS class software, all changes require complete retest for the system or function, unless otherwise justified in writing including steps to ensure that new errors were not introduced.

[bookmark: _Toc404699080]Corrective Action

The design team and the V&V team shall establish, as a clear objective, the goal of resolving all test problems (via TERs) and review comments (via CRs) expeditiously to minimize the potential for unidentified effects during later life cycle phases.

The corrective action procedures used shall be based on the level of problem reported.

In addition, the design team shall adhere to the following corrective action methodology that:

· Problems are identified, evaluated, documented and, if required, corrected by the appropriate reporting mechanism (Section 4.7.1).

· Corrections or changes shall be controlled in accordance with the SCMP.

· Preventive actions and corrective actions are documented on the appropriate form and distributed to the design team.

Corrective actions shall be documented on TERs and CRs by the design team and shall be completed by the due date specified on the form.

[bookmark: _Ref392676682][bookmark: _Toc404699081]Tools, Techniques, and Methodologies

During software development, a number of techniques will be used to help assure all software is designed, implemented, and documented in accordance with the objectives of building software which meets the requirements and which is maintainable over time in the most cost effective manner. The tools, techniques and methodologies employed in this process shall ensure that the software is verifiable from each phase of the project to the next.

Use of structured analysis and design techniques and methodologies helps to define and design systems from the "top-down", i.e., based upon the broad requirements of the end user. The data flow diagram describes only the functions themselves, without any mention of how or by what components they will be implemented. Structured methods also provide techniques and guidelines to aid in the software design. A structure chart breaks down functions into a sequence of tasks (corresponding to procedures or subroutines), with the input and output parameters shown. While the decomposition is left to the designer, the design methods recommend high cohesion with each software module (i.e., each software module performs only a single function) and simple coupling among the software modules.

The software development organization may use its own life cycle model provided that, within its work scope, the required activities and tasks described in this report are performed and the required outputs specified in this report are provided.

The use of automated tools for SCM shall be employed to the maximum extent possible.

[bookmark: _Toc404699082]Media Control

This section describes the methods and facilities used to protect computer program physical media from unauthorized access or inadvertent damage or degradation.

[bookmark: _Toc404699083]Media Identification

The portable media shall contain a serial number and description which lists the file(s) backed up on the medium. The media shall not be switched, renamed, or initialized without prior approval of the design team manager.

A log shall be maintained which cross references serial numbers to file(s) backed up. A log is not required if alternate methods are in place to identify software release version accurately.

[bookmark: _Toc404699084]Archival Requirements

A locked fire/water proof facility shall be installed and maintained at a separate premise from the computer facility to store all project software. This facility shall be able to accommodate the storage of all utilized types of media.

After important software development milestones or baseline configurations are archived, a known software configuration shall be completely backed up and stored in the facility.

[bookmark: _Ref392861132][bookmark: _Toc404699085]Supplier Control

This section describes the level of software QA measures to be applied to software supplied from parties other than the design team.

[bookmark: _Ref392683053][bookmark: _Toc404699086]Existing Software

This report defines existing software as software which was previously developed to satisfy a general market need and may be considered for use on this project. The software may be subsequently modified prior to delivery, or it may be used "as-is".

Existing software includes commercial software which is integral to the delivered system and software which is determined to be in support of the delivered system.

Examples of integral software would be:

· Operating systems

· Compilers, linkers, loaders

· Database software

· Communication drivers

· Man-machine interface software

· Display building software

All commercial software which will be used in the safety I&C systems must meet the requirements established in EPRI TR-106439 and are based on the software's classification as follows:

· SC - All requirements

· ITS - All requirements, except as modified or reduced by the design team in the following areas:

· Software service experience data

· Software inspection and testing techniques

· Software problem reporting

· Software change control

For existing software which is modified prior to delivery, all requirements specified in the SQAP for original software shall be in effect for at least the modifications, except that modifications may conform to coding standards already in use.

The minimum V&V activities applicable for modifications to existing software are software modifications requirements review, software modifications design review, program modification documentation review, and testing.

Regression testing using test cases shall be conducted to ensure that the modifications do not produce unintended adverse effects, and to ensure that the modified software still meets the original software requirements.

Existing software that is not modified shall be qualified for use in accordance with Section 4.1.2.

Once qualified for use, the software shall fall under the SCMP. Once installed, the software shall meet the following requirements:

· V&V during installation and operation per the SVVP,

· Configuration management during installation and operation per the SCMP,

· Documentation including: STPs, test procedures, software V&V reports, and user manuals,

· Problem reporting and corrective action procedures, and

· Records of delivered documents and software

[bookmark: _Ref392683093][bookmark: _Toc404699087]Sub-Contracted Software/Services

Original software, which is developed by a contractor and purchased, shall adhere to the QA requirements for original software specified in the SQAP. This applies regardless of whether the software will be modified or not.

Where available, third party contractors who supply software are required to provide feedback of problems encountered by the supplier of other users of similar software. Where available, this feedback information shall be supplied automatically without request from the project. Also, the design team has the responsibility for informing the supplier of any problems encountered by the user in the use or maintenance of the software.

Additional requirements for subcontracted software and services are as follows:

· Software and services must be procured from approved suppliers in accordance with the QAM.

· Suppliers must have written QA policies which meet the principles and intent of the SQAP.

· Purchase orders shall require the supplier to make available documents which are evidence of compliance with the principles and intent of the SQAP.

· Purchase orders shall require the supplier to deliver adequate user documentation, test procedures and test reports.

[bookmark: _Toc404699088]Records Collection, Maintenance, and Retention

Records collection, retention, and maintenance shall be in accordance with the QAM. If required, documents listed in the SQAP shall be collected, maintained, revised and retained as lifetime records in accordance with the QAM.

[bookmark: _Toc404699089]Training

The managers of design and V&V teams shall ensure that there are sufficient, independent, technically qualified and trained resources to implement the requirements of the SQAP.

[bookmark: _Toc404699090]Risk Management

Risk management is included as part of the internal project review process.

The categories of risks that are reviewed include organization and interfaces, resources, technical work scope, schedule, and commercial/financial issues.

Risk that may occur in project execution shall be assessed during all phases of the software life cycle, and actions identified to mitigate identified risks. The mitigating actions shall be presented to project management.


[bookmark: _Ref394578894][bookmark: _Ref394580923][bookmark: _Ref394580919]Table 4‑2 Tasks required for Software CategoriesTS
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[bookmark: _Ref394580931][bookmark: _Ref394580939][bookmark: _Ref394580935]Table 4‑3 Software Tasks and ResponsibilitiesTS







[bookmark: _Ref392681851][bookmark: _Toc404699091]Software Verification and Validation Plan

[bookmark: _Toc404699092]Purpose

The purpose of this section is to establish requirements for the software V&V process to be applied to the I&C systems. This section includes various V&V methodologies aimed to increase the software reliability and availability. Some of these methodologies employ systematic checks for detecting errors in the software, during the software development process. This section explains requirements for the V&V processes starting with the system design document stage and all necessary V&V activities to verify and/or validate software for the I&C systems. This SVVP complies with RG 1.168 (Reference 6) which endorses IEEE Std. 1012 (Reference 21).

The goals of the SVVP are to:

· Improve the software reliability and availability,

· Reduce costs by exposing errors as early as possible,

· Provide a systematic process of objectively evaluating the performance, and

· Demonstrate compliance with customer requirements, industry standards and licensing requirements.

V&V activities are integrated into the concept, requirements, design, implementation, test and installation and checkout phases described in Section 2.2. Experience has shown that the earlier a deficiency is discovered the easier and more economical it is to resolve. The initial activity is the review of system functional requirements prior to any detailed software design. V&V activities are performed at the end of this phase, and each subsequent phase. These activities determine that all requirements have been properly transferred from the input products to the output products of the phase, with amplifications or modifications appropriate to the phase. Upon completion of the software implementation, test activities are performed. These activities determine that the operation of the software is consistent with the system requirements. Thus V&V activities are integrated with project activities from the beginning to the end.

[bookmark: _Toc404699093]Verification and Validation Overview

[bookmark: _Toc404699094]Organization

The organization is described in Section 2.4.

For SC and ITS class software, the V&V team is organized independently of the design team. The V&V team members shall have not been directly involved in the software design of the project.

For ITA and GP class software, the V&V team is not required to be organized independently of the design team. The V&V team members may have been involved in the software design of the project.

[bookmark: _Toc404699095]Master Schedule

The SVVP shall include the V&V schedule and required milestone delivery dates. This shall be developed in coordination with the V&V team leader.

[bookmark: _Ref394588780][bookmark: _Ref394588788][bookmark: _Ref403749621][bookmark: _Toc404699096]Software Integrity Level Scheme

The V&V tasks, including tests, for specific software to be performed are determined by the classification of the software described in Section 2.1. The minimum V&V tasks for each software class are identified in Table 5‑1.TS
















[bookmark: _Toc404699097]Resources Summary

The V&V team shall have all the same working resources (i.e.: facilities, tools, securities, access and documents) as the members of the design team.

The V&V plan shall summarize the resources to perform the V&V tasks, including staffing, facilities, tools, man-hours, and special procedures such as security, access rights, and documentation control.

[bookmark: _Toc404699098]Responsibilities

The V&V team shall evaluate the software design and test documentation, and perform the software review and testing as deemed necessary.

The emphasis shall be placed on assuring that the software documentation detailing the software functional requirements and performance specifications are clear, accurate and complete.

The documentation shall be reviewed looking for omissions, inconsistencies, inaccuracies and errors of omission/irrelevant requirements. Some significant functional requirements may be identified and monitored as development progresses.

The emphasis shall be placed on full independent analysis of the software requirements and design documentation, independent testing and evaluation for SC class software.

The actual assignment of responsible team for software tasks is shown in Table 4‑3.

The requirements and the implementation of design shall be evaluated to ensure that the resulting software operation is functionally correct and meets the performance objectives.

[bookmark: _Ref392680621][bookmark: _Toc404699099]Tools, Techniques, and Methods

Tools

Part of the V&V planning process includes the selection of appropriate tools. Commercial automated tools for software V&V may be selected to complete the required V&V tasks.

V&V Core Activities

The following V&V core activities are applicable to all software:TS















[bookmark: _Ref392682743]Requirements Traceability Analysis

Throughout the software life cycle, a requirements traceability matrix (RTM, Sheet 10) is maintained and requirements traceability analyses are performed for each software system. The author of each software document to be used for the requirements traceability analyses is responsible for providing trace information from each item in the document to the items in the upstream document. The V&V team is responsible for analyzing the trace information provided. The V&V team shall review the trace information for the adequacy and accuracy.

The use of automated tools for the requirements traceability analyses is recommended to the maximum extent possible.

Risk Analysis

At the concept phase, a risk analysis is performed to identify risks and to provide recommendations to eliminate, reduce, or mitigate the risks.

At each of the succeeding phases, a risk analysis is performed to review and update previous analysis results and to provide recommendations to eliminate, reduce, or mitigate the risks.

Sheet 2 is a typical form for risk analyses based on the NUREG/CR-6430 (Reference 13).

[bookmark: _Ref392682950][bookmark: _Toc404699100]Life Cycle Verification and Validation

[bookmark: _Ref394588917][bookmark: _Ref394588922]This section describes the V&V tasks during the software life cycle.

Table 5‑1 describes the V&V tasks required for each software class during software development process.

[bookmark: _Ref398738447][bookmark: _Toc404699101]Management of V&V

The management of V&V spans all life cycle phases. Software development is a cyclic and iterative process. The V&V effort shall re-perform previous V&V tasks or initiate new V&V tasks to address software changes. V&V tasks are re-performed if errors are discovered in the V&V inputs or outputs.

Management of V&V includes:

· SVVP: Generate the SVVP outlining resources and schedule of the V&V activities.

· Baseline Change Assessment: Evaluate proposed software changes for effects on previously completed V&V tasks. When changes are made, plan iteration of affected tasks which includes re-performing previous V&V tasks or initiating new V&V tasks to address the software changes.

· Management Review: Conduct periodic reviews of the V&V process in the area of technical accomplishments, resource utilization, future planning and risk assessment. Support daily management of V&V phase activities. Review final and interim V&V reports. Evaluate V&V results and anomaly resolution to determine when to proceed to the next life cycle phase and to define changes to V&V tasks to improve the process.

· Review Support: Support management and technical reviews (e.g., software requirements review, software design review, code review, etc.). Identify key review support milestones in the SVVP and schedule V&V tasks to meet milestones. Establish methods to exchange V&V data and results with the design team.

[bookmark: _Ref394589062][bookmark: _Ref394589075][bookmark: _Toc404699102]Concept Phase V&V

Concept phase V&V is the period prior to formal definition of the system requirements, which may include a feasibility phase.

The SVVP, including schedule and personnel requirements shall be developed at this time. The SVVP must reflect the V&V activities to be performed during each phase. Any specific tools to be used must be stated in the SVVP.

The concept phase checklist must be completed (Sheet 3).

The actual reporting of the concept phase V&V activities may be combined with the requirements phase.TS
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[bookmark: _Ref393100451][bookmark: _Toc404699103]Requirements Phase V&V

The intent of verifying the system requirements and software requirements is to ascertain that the requirements are correct, complete, accurate, testable and consistent.

Requirements phase V&V includes software requirements review.

The principal purpose of a requirements document is:

· To clearly define the objectives and needs of the software design and development process. Both the designer and the user must be able to understand and perform a meaningful assessment of the software.

· To serve as a means against which an implementation can be validated and the intermediate steps can be verified.

The goal of V&V activities during this phase is to ensure that the requirements documents do indeed serve the above purpose. 

Extraneous issues which are not requirements shall not be in the SRS or it shall be explicitly stated that they are for information only.TS






























TS



















































[bookmark: _Ref393100464][bookmark: _Toc404699104]Design Phase V&V

The purpose of the design phase V&V is to ascertain that the SDD represents a faithful translation of the SRS before the design is committed for implementation. Documentation of this V&V shall consist of completing the appropriate section of Sheet 5.TS




























[bookmark: _Ref394589218][bookmark: _Ref394589222][bookmark: _Ref403749106][bookmark: _Toc404699105]Implementation Phase V&V

The purpose of the implementation phase V&V is to ascertain the implementation documents are clear, understandable, logically correct and a faithful translation of the SDD. The objectives of the implementation documents are to facilitate the effective production, testing, use, transfer, conversion to a different environment, future modifications, and traceability to the design. In general the V&V activities during this phase are oriented towards evaluating the following:

· Does the implementation satisfy the SDD?

· Does the implementation follow established design standards?

· Does the implementation follow established documentation standards?

· Does the implementation serve production, test, use, transfer and other needs that motivated its creation?

· What is involved in testing the actual resulting product?

The implementation phase V&V activities also include the inspection of the source code program to assess the performance of either derived or resulting assembly. Also, the V&V team prepares or reviews detailed test procedures in preparation for the next stage of component testing. Component testing in this phase is to test that the executable code of each program behaves as specified. Test procedures and reports for component testing shall be documented by the teams identified in Table 4‑3. Component tests shall be conducted by the teams identified in Table 4‑3.
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[bookmark: _Ref392683876][bookmark: _Toc404699106]Test Phase V&V

The overall objective of testing is to find faults in the software. The test phase covers integration testing and system testing. The V&V engineer ensures that the software requirements and system requirements allocated to software are satisfied by execution of the software.

Integration testing is to test that the software components, integrated together with the target hardware and pre-developed software, meet the requirements specified in the SRS. The testing is also to find errors in the software, hardware, and pre-developed software interfaces, errors in handling stress conditions, timing, fail‐safe features, error conditions, and error recovery. Test procedures and reports for integration testing shall be documented by the teams identified in Table 4‑3.

System testing is to test that the entire executable code meets the system requirements. System testing shall be conducted, per the STP, during this phase in the development environment when all of the software components have been integrated by design team. Test procedures and reports for system testing shall be documented by the teams identified in Table 4‑3. Integration and system tests shall be conducted by the teams identified in Table 4‑3.

All user documentation shall be developed during this phase in accordance with Section 4.3.5. The user documentation shall be reviewed by the V&V team.TS
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[bookmark: _Ref394589286][bookmark: _Ref394589309][bookmark: _Toc404699107]Installation and Checkout Phase V&V

The system installation package shall be reviewed to ensure that all elements necessary to install and operate the system have been correctly and completely specified.

Typical V&V tasks for the installation and checkout phase are:

· Review installation procedures and user manuals to ensure they are complete and correct.

· Complete the installation and checkout phase V&V checklist (Sheet 9).

· Records of all V&V activities shall be documented.

The installation and checkout phase V&V is the responsibility of the utility.

[bookmark: _Ref394589412][bookmark: _Ref394589417][bookmark: _Toc404699108]Operation and Maintenance Phase V&V

The operation and maintenance phase V&V is the responsibility of the utility. 

Software may have to change in this phase for the following reasons:

· Modifications are made in the hardware which may cause the software to be changed.

· Modifications are made to the program for enhancements.

· Errors may be discovered which require software modifications.

Typical V&V tasks for the operation and maintenance phase are:

· Evaluation of new constraints, proposed change assessment, and operating procedures

· SVVP revision

· Anomaly evaluation

· Migration assessment

· Retirement assessment

[bookmark: _Toc404157112][bookmark: _Toc404699109][bookmark: _Ref392681908][bookmark: _Toc404699110]Software Verification and Validation Reporting

V&V reporting shall occur throughout the entire software life cycle and include the following (which have been identified in the software life cycle activities).

[bookmark: _Toc404699111]V&V Phase Summary Report

This report is separately produced for each software life cycle phase until the test phase. Each report shall summarize the results of V&V tasks performed during each phase.

This report shall contain the following:

· Description of V&V tasks performed

· Summary of task results

· Summary of discrepancies and resolution

· Assessment of software quality

· Recommendations

[bookmark: _Toc404699112]Final V&V Report

This report shall be issued at the end of the project to summarize and document the V&V activities performed throughout all software development processes.

The report shall include:

· Summary of life cycle V&V tasks

· Summary of task results

· Summary of discrepancies and resolutions

· Assessment of overall software quality

· Recommendations for enhancements

· Code certificate

[bookmark: _Ref392861112][bookmark: _Toc404699113]Verification and Validation Administrative Procedures

[bookmark: _Toc404699114]Anomaly Reporting and Resolution

Any discrepancies detected during any phase of the V&V process shall be immediately brought to the attention of the design team. Resolution shall be made in writing by the design team. The V&V team must document the resolution in the V&V phase summary reports as well as the final V&V report.

[bookmark: _Toc404699115]Task Iteration Policy

If there are any changes (e.g., design changes, revision of approved document, etc.), the V&V tasks must be identified for the effects of the changes, and re-performed. The tasks must be identified in the reports identifying the rationale and the results of the tasks. This information shall be documented in the V&V reports to be produced.

[bookmark: _Toc404699116]Deviation Policy

If any deviation from the reviewed and approved V&V task plan is required, the change must be identified, rationale for the change provided, and a determination of effect on software quality provided. Any deviation must be approved by the V&V team leader and management.

[bookmark: _Toc404699117]Control Procedures

Procedures for V&V and software development in this report provide the controls for the activities associated with these efforts.

[bookmark: _Toc404699118]Standards, Practices, and Conventions

Specific standards, practices, and conventions for the V&V effort which differ from those stated in this procedure and its references shall be specifically stated in the SVVP.

[bookmark: _Ref394589546][bookmark: _Ref394589549][bookmark: _Toc404699119]Verification and Validation Test Documentation

Refer to Section 13.




[bookmark: _Ref398639565]Table 5‑1 V&V tasks required for Software Classes during Software Development ProcessTS







[bookmark: _Ref392681421][bookmark: _Toc404699120]Software Configuration Management Plan

[bookmark: _Toc404699121]Introduction

The SCMP shall be prepared in accordance with RG 1.169 (Reference 7) which endorses IEEE Std. 828 (Reference 17).

[bookmark: _Toc404699122]Purpose

The purpose of this section is to describe the methodology used in managing the control of software for the systems.

This control will be accomplished by:

· Maintaining historical records of software as it is developed and maintaining the relationship between that software and the corresponding functional documents.

· Controlling changes to software

· Recording and reporting change processing and implementation status.

The SCM forms described in this section are typical. Details will be provided in the SCMP. Systems may employ automatic configuration management software to support the requirements of this section. Such packages may produce documentation that is different in format but meets the intent of the forms in this section.

The SCMP shall establish the objectives that it intends to satisfy in order to support the realistic needs of the software life cycle. The following objectives shall be considered in developing SCMPs:

· To record and document the work in progress on each software item to facilitate understanding of current project status.

· To identify all software codes and data associated with a system, including revision level, completion status, test status and history.

· To maintain the association among software documents, code and data.

· To identify sets of software items that compose the system (baselines), test status and history, and readiness for release.

· To maintain the status of each released baseline, customer lists, and associated software problem reports.

· To support the evaluations of impact of a software problem on other baselines and customers.

· To maintain the association among software problem reports, change reports and the affected documents sections, lines of code and data items.

· To implement the appropriate controls and approvals for any changes to the software configuration.

· For safety critical software, identify all personnel with a given software item, problem report, or software change.

· To document the criteria for the generation of releasable baselines.

· To assure that designated prior revisions of individual software items and baselines can be reconstituted in the future.

· To backup software (completed and in progress) to protect against disaster.

· To plan for controlling access to computer software and protecting against software viruses.

[bookmark: _Toc404699123]Scope

All software items and associated documentation shall be controlled in such a manner as to maintain the items in a known and consistent state at all times. Original software and modifications to existing software shall follow the configuration requirements for all life cycle phases. Existing software which is not modified shall only fall under configuration control procedures upon its introduction into the software systems.

[bookmark: _Ref392669860][bookmark: _Toc404699124]Management

[bookmark: _Ref392666438][bookmark: _Toc404699125]Organization

All SCM activities are performed by the design team. The design team leader is responsible for the implementation of adequate measures to manage and control the software configuration in accordance with the SCMP. A configuration control board (CCB) sets out the ground rules and policies of configuration control. The CCB members include the managers and leaders of the design team and the V&V team.

The system administrators are responsible for performing ongoing backup of work in progress for the system periodically in addition to the private backup by each engineer. The system administrators are responsible for developing procedures appropriate to their development facilities to meet the requirements of this plan.

[bookmark: _Toc404699126]Software Configuration Management Responsibilities

The design team leader is responsible for the implementation of adequate measures to manage and control the software configuration in accordance with the SCMP.

The librarian maintains all controlled software items as well as all control records. The librarian also maintains multiple backups of these items at alternate locations to assure sufficient disaster recovery capability. The librarian may be a member of the design team, but reports to the design team manager.

A single librarian may be used for more than one system under the cognizance of more than one manager.

A system administrator, who may also be the librarian, is responsible for performing ongoing backup of work in progress for the system.

[bookmark: _Toc404699127]Applicable Policies, Directives, and Procedures

The SCMP shall identify any external constraints placed on the SCMP by other policies, directives, and procedures, and state the impact and effect on the SCMP for each.

[bookmark: _Toc404699128]Management of the Software Configuration Management Process

The organization for the SCM process is described in Section 6.2.1.

The anticipated cost of the SCM process is included in the anticipated cost of the software development process.

The V&V team performs reviews for independent surveillance of SCM activities to ensure compliance with the SCMP.

[bookmark: _Toc404699129]Software Configuration Management Activities

[bookmark: _Ref393100509][bookmark: _Toc404699130]Configuration Identification

Throughout the software life cycle, all versions of all software items shall be tracked along with their associations. For example, the association of a particular version of a code item and related design and requirements documents, test reports, etc. will be maintained in lifetime software records in accordance with the QAM. The association of software items with each particular software baseline shall also be maintained in lifetime software records.

Identifying Configuration Items

All software and documentation shall be uniquely identified by a system name, number, and corresponding revision date, appropriate category and appropriate software classification. Reviews, audits, problem reports, and test reports shall specifically identify the system name, number, revision number, and revision date to minimize confusion. This identification structure shall also have the ability to track resolution of test results and subsequent retesting of software components and integrated systems.

This configuration identification data shall be defined as part of the baseline at the completion of each major phase of the software project. In order for the baseline to change, it must incorporate all approved changes and represent the most recent approved software configuration.

Appropriate baselines shall be defined at control points within the project life cycle in terms of the following:

· The event that creates the baseline

· The items that are to be controlled in the baseline

· The procedures used to establish and change the baseline

· The authority required to approve baselined documents

Naming Configuration Items

Each software item shall have a numbering method that shall uniquely identify the item and its versions. The configuration identification scheme will be consistent with the numbering method for all software items. Software documents are identified by character string appearing on the cover sheet of each document. The software identifier shall be described in the SCMP.

Acquiring Configuration Items

The SCMP shall identify the controlled software libraries and describe how the baselined software products are to be controlled.

[bookmark: _Toc404699131]Configuration Control

Following the original baseline after the Implementation Phase, software and documentation shall be placed under configuration control by the design team. Configuration change control by the design team shall continue up to the point when the software is no longer expected to be changed. Software configuration control shall include limited access to master copies of documentation and software in either hard copy or digital form. Access to software and documentation shall be controlled by the librarian.

After the software is "system level certified" by the design team, it shall be delivered for integration testing.

The SCMP shall address how software changes will be managed. Software configuration control shall be performed in a single software environment or in multiple software environments such as the following:

· The development environment is where all software is written, changed, and tested, and controlled by the librarian.

· The control library is where all master copies of software components reside for integration test purposes, and are controlled by the librarian.

· The platform or FAT environment is where all software will be tested and integrated in preparation for final FAT on the deliverable equipment.

Changes to software shall be formally documented. This documentation shall contain a description of the change, the rationale for the change, and the identification of affected software element(s). Software V&V shall be performed on the change, in accordance with the SVVP, to ensure the necessary traceability, consistency, and correctness of the change.

Details of this control procedure shall be given in the SCMP. (The methods of configuration control may vary from those described above if an automated configuration management package is used. In this case the SCMP will describe the procedure from the programmer and librarian perspective.)

Requesting Changes

The SCR is the mechanism by which change requests are approved by the design team manager and presented to the librarian. This action allows a developer to check out software/documentation from the SCM controlled libraries. An SCR may be generated from an action documented in a TER. Refer to Section 4.7 for a description of problem reporting. The mechanism for requesting authorization is to present the SCR to the design team manager and request approval for work to begin. The SCR form shown in Sheet 11 is to be used.

The design team manager is responsible for assigning personnel to perform and develop requirements and procedures for configuration control.

Evaluating Changes

The design team leader evaluates proposed software changes to determine the impacts of the changes.

Approving or Disapproving Changes

The CCB determines whether the proposed software changes are feasible and appropriate or not. The CCB decides approval of each proposed change.

Implementing Changes

The design team implements approved software changes. The information for the implementation is recorded in the SCR and the software release history.

The V&V team performs V&V for the change implementation of SC and ITS class software, and the results are documented in the V&V reports.

[bookmark: _Toc404699132]Configuration Status Accounting

A software configuration status control log shall be maintained by the design team for a record of the revision history and current status of each controlled software element. This log shall include:

· Identification of the approved baseline configuration

· Status of proposed changes

· Status of approved changes

An automated configuration management system may be incorporated. If this is the case, the features of the configuration log described above shall be included in such a tool.

[bookmark: _Toc404699133]Configuration Audits and Reviews

Generally, there are a physical configuration audit and a functional configuration audit of configuration items prior to the release of a product baseline or an updated version of a product baseline. The physical configuration audit portion of the audit consists of determining that all items identified as being part of the configuration are present in the product baseline. The functional configuration audit portion is similar, in that someone acknowledges having inspected or tested each item to determine that it satisfies the functions defined in the specifications or contract for which it was developed.

The audits and reviews shall define ways to ensure that established configuration management procedures are followed.

[bookmark: _Toc404699134]Interface Control

Interface control is handled in the same manner as other types of software or documentation. Any difference between the SQAP and the SCMP must be resolved prior to the establishment of any baselines. 

The SCMP shall identify the external items to which the project software interfaces.

[bookmark: _Ref392861153][bookmark: _Toc404699135]Subcontractor/Vendor Control

Subcontractor/vendor control activities incorporate items developed outside the project environment into the project configuration items. Included are software developed by contract and software acquired in its finished form. Special attention shall be directed to these SCM activities due to the added organizational and legal relationships.

The SCMP shall define the activities to incorporate the externally developed items (subcontracted and acquired software) into the project configuration items and to coordinate changes to these items with their development organizations.

[bookmark: _Toc404699136]Release Management and Delivery

The software release history shall be documented. This will enable the configuration management program to maintain an accurate status of the software at all times and enable the reconstruction of a given release at any time in the future. The document will include the software version and indicate which components are affected in the revision.

[bookmark: _Toc404699137]Software Configuration Management Schedules

The project schedule shall include the SCM schedules.

The following are the major milestones or baselines:

· Configuration baseline based on available baseline software

· Intermediate baseline with requirements for major components

· Requirements implemented (ready for test and error correction)

· Test and error correction completed

· Final software release

[bookmark: _Toc404699138]Software Configuration Management Resources

The SCMP shall address the environment, infrastructure, software tools, techniques, equipment, personnel, and training necessary for the implementation of the specified SCM activities.

[bookmark: _Toc404699139]Software Configuration Management Plan Maintenance

The responsibilities for monitoring SCMP are defined in Section 6.2.

The SCMP shall be updated as deemed necessary by the design team.

Changes to SCMP shall be documented and approved to the same level as the original issue of the document and transmitted to each engineer for software configuration control effectiveness.

[bookmark: _Ref392861033][bookmark: _Toc404699140]Software Development Plan

[bookmark: _Toc404699141]Introduction

The SDP provides necessary information on the technical aspects for the software development that are required by the design team in order to carry out the project.

The design team shall follow the software life cycle model described in Section 2.2, which is in accordance with RG 1.173 (Reference 11) that endorses IEEE Std. 1074 (Reference 25) for information on life cycle processes.

This section provides the guidance and the detailed information to develop software of the digital I&C systems.

[bookmark: _Toc404699142]Life Cycle Processes

The SDP shall describe the software life cycle processes that will be used on the project. The SDP shall discuss the various processes that make up this life cycle. For each process, the SDP shall give the input information required in order to carry out the process, a description of the actions that must take place during the process, and the output information produced by the process. Since the output of one process is likely to be used as input to another, a data flow diagram will be appropriate.TS
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[bookmark: _Toc404699150]Methods, Tools, and Techniques

The SDP shall describe the methods and techniques that will be used to develop the software, and the tools that will be used in connection with those methods and techniques. For the methods, tools, and techniques, refer to Section 4.8.

[bookmark: _Toc404699151]Standards

The list of all international, national, and company standards that must be followed in the project shall be founded in the section of the SDP.

[bookmark: _Toc404699152]Schedule and Milestones

The SDP shall provide the list of the technical milestones that must be met and describe what is expected at each milestone.

[bookmark: _Toc404699153]Technical Documentation

The SDP shall provide the list of the technical documents that must be produced during the software development and define milestones, baselines, reviews, authors and sign-offs for each document.

[bookmark: _Ref398301311][bookmark: _Toc404699154]Software Integration Plan

[bookmark: _Toc404699155]Introduction

Software integration consists of three major phases: integrating the various software components together to form single programs, integrating this with the hardware, and testing the resulting integrated product. During the first phase, the various object components are combined to produce executable programs. These programs are then loaded in the second phase into test systems. The final phase consists of testing the integrated system, and these test results are created in the test phase of software life cycle.

This section provides the guidance and the detailed information to integrate the digital I&C system.

The SIntP shall include the system build document that describes precisely how the system hardware and software components are combined into the specific operational system. And it shall describe how the system is assembled, including hardware and software component names and versions, the particular hardware components, the method by which the hardware components are connected together and to the sensors, actuators, and terminals, and the assignment of logical paths connecting software components to hardware communication paths.

The SIntP shall be prepared in accordance with BTP 7-14 (Reference 1).

[bookmark: _Toc404699156]Identification of the Integration Process

[bookmark: _Toc404699157]Integration Level

Multiple levels of integration may be necessary, depending on the complexity of the software system that is being developed. Several integration steps may be required at some levels.

The SIntP shall provide the different levels of integration and the scope of each integration step at each level. And the SIntP shall provide a general description of the various objects that will be included in each step at each level.

[bookmark: _Toc404699158]Integration Objects and Strategies

The SIntP shall provide a complete list of all objects, computer hardware, instrumentation, software, and data that will be included in each integration step.

The SIntP shall describe the strategy that will be used for each integration step.

[bookmark: _Toc404699159]Integration Conditions

[bookmark: _Toc404699160]Integration and Testing Environment

The SIntP shall describe the environment that will be used to perform and test each integration step.

The SIntP shall provide the lists of the tools that will be used in each integration step.

[bookmark: _Toc404699161]Priorities

The SIntP shall provide the priority allocation for each integration step, based on schedule, dependence along the integration products, risk, and the allocation of any other factors deemed important.

[bookmark: _Toc404699162]Risks

The SIntP shall provide the risks that refer primarily to budget and schedule and other forms of risk that can be considered, at the option of the design team.

If any integration step involves significant risk, the SIntP shall describe the potential problems and the preventive measures that will be taken to avoid them.

[bookmark: _Toc404699163]Other Conditions

If an additional condition will be required, the SIntP shall describe it.

[bookmark: _Toc404699164]Organization of Integration

[bookmark: _Toc404699165]Integration Network Plan

The SIntP shall provide the integration steps listed by a time sequence. This will be determined primarily by the dependencies among the integration steps. And the SIntP shall provide the detailed level steps that will generally be required to complete successfully before a general level steps can be performed. Other factors can be considered.

[bookmark: _Toc404699166]Personnel and Responsibilities

· List of the personnel who will be involved in the integration steps

· Means to keep this list up to date

[bookmark: _Toc404699167]Integration Procedures

[bookmark: _Toc404699168]Required Products

The SIntP shall provide the lists of the products of each integration step.

[bookmark: _Toc404699169]Integration Instructions

A procedure shall be prepared which defines the integration process that is to be followed. The organization that is responsible for integration shall prepare the integration procedure. The procedure shall address any unique requirements imposed by the computer environment on the integration process. The procedure shall also address the recording and analysis of metrics related to integration errors (as may be required by the SQAP).

The integration may occur gradually, in a number of discrete steps throughout the implementation phase, or it may occur as a single activity. The responsible organization shall determine the most appropriate approach and timing for integration, and shall prepare the integration procedure accordingly.

The procedure shall be issued prior to commencing the integration activities and the plan shall consider the following items:
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[bookmark: _Toc404699170]Special Handling

If any special handling item will be required, the SIntP shall be revised for the special handling item.

[bookmark: _Ref398300612][bookmark: _Toc404699171]Software Installation Plan

[bookmark: _Toc404699172]Introduction

Software installation is the process of installing the finished software products in the production environment. The SInstP will describe the general procedures for installing the software product. For any particular installation, modifications or additions may be required to account for local conditions.

The SInstP shall provide all of the installation requirements included as an actual plan. Installation testing shall be included in the SInstP and/or in the SVVP.

The SInstP shall consist of the transportation and installation of software from the development environment to the installation environment. The SInstP shall include the formal customer acceptance requirements.

The SInstP provides the guidance and the detail information to install software of the digital I&C system.

The SInstP shall be prepared in accordance with BTP 7-14 (Reference 1).

[bookmark: _Toc404699173]Identification of the Installation Environment

[bookmark: _Toc404699174]Application Environment

The SInstP shall describe the environment within which the software product is expected to perform.

[bookmark: _Toc404699175]Computer Hardware and Instrumentation

The installation environment description in the SInstP can include the reactor itself, the reactor protection system, and the protection system instrumentation and computer hardware. This description shall be limited to those items required for successful installation and operation.

[bookmark: _Toc404699176]Installation Package

[bookmark: _Toc404699177]Installation Software

The SInstP shall describe all of the materials that must be included in the installation package.

[bookmark: _Toc404699178]Installation Documents

The SInstP shall describe the software products, the media that contain them, and associated documents and, if alternatives are available, describe each of the software products, the media that contain them, and associated documents.

[bookmark: _Toc404699179]Installation Procedures

The SInstP shall describe completely the procedure for installing the software in the operational environment. This shall be a step-by-step procedure, written for the customer (contractor). Anticipated error conditions shall be described, with the appropriate recovery procedures. The following installation activities shall be categorically described in the specific SInstP;


TS

TS



· 

[bookmark: _Ref398301581][bookmark: _Toc404699180]Software Training Plan

[bookmark: _Toc404699181]Introduction

The STrngP shall describe the procedures that will be used to train the operators of the software. The operators, maintenance personnel, and management personnel will need to be trained in use of software of the I&C systems.

Because the actual training requirements depend to a great extent on the actual software product, development team, maintenance team and customer (utility), they are provided in the specific STrngP. This section describes only the contents of the generic STrngP.

The STrngP shall be prepared in accordance with BTP 7-14 (Reference 1).

[bookmark: _Toc404699182]Required Activity

The STrngP shall describe the following activities:

· Training program

· Training material (includes the operation manual)

· Training program validation and results report

· Training program implementation

· Training records

Training is essential for operators, technical support staff, and maintenance staff. Therefore, an operator training program shall be required so that the operators may learn the correct ways to use the system. The training manual is an important part of the training program. It will be provided by the system developer and/or the customer.

The operations manual provides all of the information necessary for the correct operation of the system. This includes normal operation, off‐normal operation, and emergency operation. Start-up and shut-down of the system shall be discussed. All communications between the system and the operator shall be described, including the time sequencing of any extended conversations. All error messages shall be listed, together with their meaning and corrective action by the operator. The operations manual structure is dependent on the system characteristics.

[bookmark: _Toc404699183]Customer Training Need

The training need for the customer operation and maintenance personnel are described in this section. When an agreement is reached between the system designer and the utility, the content of this section shall be used as the guideline in preparing the customer training material.

· Training shall consider the following types of customer training needs:

· Operators training needs

· Maintenance personnel training needs

· Management personnel training needs

· Training shall allow the operating personnel to witness installation activities and the site installation testing activities for practical familiarization with the software/system and its characteristics in the site environment.

· If practical, user classroom training shall be completed prior to installation. This will allow the operating personnel to support and operate the software/system immediately after it is installed.

· Training shall be in accordance with the training policy and procedures.

· Training materials shall be produced and delivered to the training location sufficiently in advance of the scheduled training activities to assure they will be available at the start of training.

· The V&V team shall review training materials to assure they properly reflect the safety aspects of the software/system.

· Instructors shall be certified for training in accordance with the applicable policy.

· Any training aid (such as videos or CDs) shall be prepared, controlled and distributed in accordance with the training policy and procedures. 

· Training records shall be collected and retained for each operating personnel. Electronic copies of the training records shall be maintained as part of the software safety records.

· Consideration shall be given to dividing the training into two (2) sessions. Pre-installation class room training, and post‐installation training in which the installed system will be utilized to provide additional hands-on practical training, using the actual delivered system.

[bookmark: _Ref392684282][bookmark: _Toc404699184]Software Operation and Maintenance Plan

[bookmark: _Toc404699185]Introduction

The SOMP is to specify the requirements for the operation and maintenance computer software utilized for nuclear related functions.

The requirements described in this section shall be met by the utility.

The SOMP shall be prepared in accordance with BTP 7-14 (Reference 1).

[bookmark: _Toc404699186]Operation Phase

The SOMP shall contain the elements listed below. The SOMP will most likely contain little detail at the beginning of the project. As the system develops, details will be added until, at project completion, it is fully detailed.TS












[bookmark: _Toc404699187]Maintenance Phase

The activities necessary to maintain the software, to remove uncovered errors, respond to new or revised requirements or to adapt the software to changes in the operating environments shall be coordinated.

Software maintenance work shall be coordinated in accordance with IEEE Std. 14764 (Reference 27).

Software modifications shall include the activities of the development cycle phases as appropriate, including V&V. These activities and their documentation shall be limited to those portions of the program that are actually modified except that the test phase shall include testing as necessary to verify that the modifications have not caused unintended adverse effects.

It shall be ensured that errors reported by users or the software developer are evaluated, documented and reported to other users, and to the software developer for correction if required.

The TER (Sheet 15) is prepared to document a problem with the system. If the problem is determined by the V&V team to be a defect in the software, the design team shall notify all users that are affected by the defect.TS
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[bookmark: _Toc404699188]Retirement Phase

When a software product is no longer needed or has been superseded by a later revision, the users shall be formally notified of the termination of the computer code certificate (Sheet 14) and necessary steps to prevent access to the program shall be taken.

[bookmark: _Ref398301605][bookmark: _Ref398639859][bookmark: _Ref398639863][bookmark: _Toc404699189]Software Safety Plan

[bookmark: _Toc404699190]Introduction

[bookmark: _Toc404699191]Purpose

The goal of the SSP is to enable development of SC class software for the digital I&C systems. The SSP provides reasonable assurance that any software defects do not present severe consequences to public health and safety.

[bookmark: _Toc404699192][bookmark: _Toc404699193][bookmark: _Toc404699194][bookmark: _Toc404699195]Scope

The safety objective of the SSP is to provide procedures and methodologies for the development, procurement, maintenance, and retirement processes of SC class software that the engineers will follow to mitigate the potential of a software defect jeopardizing the health and safety of the public.

Any acceptable risks shall be defined in the relevant plan for a given system implementation.

The SSP shall be prepared in accordance with BTP 7-14 (Reference 1) and IEEE Std. 1228 (Reference 26).

The SSP applies to all SC class software whose failure could result in severe consequences to public health and safety.

[bookmark: _Toc404699196]Definitions, Acronyms and Abbreviations, and References

Refer to the acronyms and abbreviations, definitions, and Section 17 of this report.

[bookmark: _Toc404699197][bookmark: _Toc404699198][bookmark: _Toc404699199][bookmark: _Toc404699200][bookmark: _Toc404699201][bookmark: _Toc404699202]Software Safety Management

[bookmark: _Toc404699203]Organization and Responsibilities

The organization of software activities is described in Section 2.4.

The software safety organization is composed of the following three teams:

· The design team is responsible to ensure that the requirements of the SSP are met throughout the software life cycle.

· The V&V team independently performs the software safety activities as the following:

· To ensure there are sufficient, independent, technically qualified and trained resources to implement the requirements of the SSP.

· To coordinate software safety task planning and implementation with the design team.

· To ensure that records are kept in accordance with the SVVP and the QAM.

· To participate with the QA team on any audits within the purview of its responsibilities.

· The QA team, which is independent and outside of the design and V&V team, generates QA procedures and directives that are followed by all involved members. The QA team provides oversight by way of periodic audits to verify that the design team and the V&V team is correctly abiding by both the procedures and directives it generates, and those generated by the design team and the V&V team.

[bookmark: _Toc404699204]Resources

An early understanding of the resources required to develop SC class software shall be developed, so that these resources are put in place when they are required. The design team manager and the V&V team manager shall determine and assign the resources required to implement the SC class software. The following resources shall be considered:

· Personnel

· Equipment support

· Test materials and data

· Computers and other equipment

· Tools

· Financing and schedule

The managers shall maintain an up-to-date resource plan and assure that the resources are made available when required.

A project schedule, which includes the software safety activities, shall be established and maintained to monitor progress throughout the project.

[bookmark: _Toc404699205]Staff Qualification and Training

One of the most important factors in developing reliable software is the development and use of a qualified staff. SC class software needs to be prepared by carefully selected personnel who can produce a reliable product. Although staff selection is one means of establishing a capable staff, training is also a key factor in establishing and maintaining a qualified staff. In assessing the training requirements, the manager shall consider that:

· Training needs vary by individual;

· Training and retraining may be needed at various project phases;

· Staff qualification and training need to be periodically reassessed.

The V&V team members shall be trained in the tools, techniques and methodologies described in Section 5.2.6.

All personnel participating in the following tasks for SC class software shall be qualified to perform their assigned tasks:

· Safety requirements definition

· Design and implementation of SC class software

· Software safety analyses

· Testing SC class software

· SSP implementation audit

· Process certification

The manager assesses the capabilities of candidates and appropriately selects qualified personnel based on their experience.

In determining whether any candidate is qualified, the design team manager considers whether the candidate:

· Understands the system and its potentially hazardous effects;

· Understands the job to be performed;

· Has, or is capable of obtaining working knowledge of system software and tools required to do the job;

· Possesses the combination of skills and knowledge to perform the job through a proper level of formal education, supplemental training, and experience;

· Understands the related SQAP, SCMP, and SVVP;

· Is able to produce reliable software, good documentation, and can implement required QA practices.

Throughout a project, requirements and tasks may change. These changes, which are sometimes subtle, may result in previously qualified personnel being unqualified for the changed work. Therefore, the manager periodically reassesses the qualifications of all personnel working on SC class software, particularly when specific changes to the project become known. The manager may direct additional training before the changes are effective, in order to maintain a fully qualified project team.

[bookmark: _Toc404699206]Software Life Cycle

The phases of the software life cycle are described in Section 2.2. Specific software safety tasks and activities in the each life cycle phases are described in Section 12.4.

[bookmark: _Toc404699207]Documentation

The documentation for SC class software shall be prepared in accordance with the requirements in Section 4.3, and incorporates the software safety documentation requirements. The change and approval process for SC class software portions of the project documentation is the same as for other documentation as specified in Section 4.7.

Software Project Management

Section 3 identifies project organization and management activities that will be used to coordinate both the system development activities and the QA activities to ensure that both are done according to prescribed procedures and that adequate resources are allocated for their proper execution.

Software Configuration Management

Section 6 describes the configuration management of SC class software.

The design team manager will be responsible for developing its own SCMP to satisfy the unique requirements of software development process. It will address the following areas as a minimum:

· Description of software covered

· Change control procedures

· Documentation required

· Baseline identification and configuration

The SCMP for each design team covers the following phases of life cycle:

· Concept

· Requirements

· Design

· Implementation

· Test

The formal SCM activities during the installation and checkout life cycle phase is the responsibility of the utility.

Software Quality Assurance

Section 4 describes the requirements and methodology to be followed by the design team and the V&V team in developing, acquiring, using and maintaining software to be used for the design and operation of software systems.

Software Safety Requirements

The SRS includes the safety requirements to be met by the software to avoid or control system hazards.

Software Safety Design

The SDD includes descriptions of the software design elements that satisfy the software safety requirements.

Software Development Methodology, Standards, Practices, Metrics and Conventions

The standards, practices, metrics and conventions to be applied to the I&C system software are defined in Section 4.4.

Test Documentation

Section 13 describes the test documentation.

Software Verification and Validation

Section 5 describes how the software safety will be verified and validated.

Reporting Safety Verification and Validation

Section 5.4 describes how the results of software safety-related V&V activities are documented.

Software User Documentation

Section 4.3.5 describes the software user documentation which may include information probably significant to the safe installation, use, maintenance, and/or retirement of the system.

Results of Software Safety Requirements Analysis

The results of the software safety requirements analysis as described in Section 12.4.2 shall be included in the SRS, STP, and hazard analysis.

Results of Software Safety Design Analysis

The results of the software safety design analysis as described in Section 12.4.3 shall be included in the following documents:

· Methods - Sections 6 and 4.7, and correction of this document

· Hazards - SRS and SDD

· Classification - design documentation such as SRS

· Architecture evaluation - V&V report (requirements traceability analysis)

· Requirements compliance - requirements traceability analysis

· Required tests - STP

· Modifications to coding and testing techniques - final V&V report

Results of Software Safety Code Analysis

The results of the software safety code analysis as defined in Section 12.4.4 shall be in the V&V report for the implementation phase of the software life cycle.

Results of Software Safety Test Analysis

The results of the software safety test analysis as defined in Section 12.4.5 shall be included in the V&V report for the test phase of software life cycle.

Results of Software Safety Change Analysis

The results of the software safety change analysis as defined in Section 12.4.6 shall be found in the V&V report. For each software life cycle that is revisited by the design team, the V&V team will analyze the impact on the previous life cycle phase as well as the phase it is analyzing. The results of each phase's analysis will be found in the V&V report for that software life cycle.

[bookmark: _Toc404699208]Software Safety Program Records

Results of V&V analyses performed on requirements, design, code, test and other technical documentation are documented in the V&V phase summary reports and the final V&V report. Information on suspected or confirmed safety problems in the prelease or installed system is recorded in the final V&V report. Results of audits performed on software safety program tasks are documented in the V&V phase summary reports and in the final V&V report. Results of safety tests conducted on all or any part of the entire system are documented in the test reports. A record of training provided to software safety program personnel is generated and maintained by the responsible team in accordance with the QAM. Computer code certificate is included in the final V&V report.

Retention of software safety program records is in accordance with the QAM. 

The tracking system used to ensure that hazards and their status are tracked throughout the software life cycle through retirement is the RTM and requirements traceability analysis as described in Section 5.2.6.3.

[bookmark: _Toc404699209]Software Configuration Management Activities

A key factor in developing reliable software is strict and detailed configuration management. SCM activities for SC class software are described in Section 6.

[bookmark: _Toc404699210]Software Quality Assurance Activities

Software QA activities for SC class software are described in Section 4.

[bookmark: _Toc404699211]Software Verification and Validation Activities

Software V&V activities for SC class software are described in Section 5.

[bookmark: _Toc404699212]Tool Support and Approval

The use of software tools for SC class software development follows the requirements specified in IEEE Std. 7-4.3.2 (Reference 14). Tools may produce better program structure and more reliable software through the automation of repetitive or time consuming tasks. The manager approves the use of any tool. This approval is based on an evaluation of the tool's readiness for use on a project involving SC class software. This evaluation considers:

· The tool's past performance;

· The extent of tool validation already performed;

· The consistency of tool design with planned use;

· The use of tool upgrades;

· The retirement of tools;

· The restriction on the use of the tool due to limitations.

[bookmark: _Toc404699213]Previously Developed or Purchased Software

Section 4.10.1 describes the requirements for using existing software, including previously developed or purchased software, as SC class software. In addition, EPRI TR-106439 (Reference 30) provides dedication requirements that must be met when a commercial off-the-shelf software package is to be used as SC class software. Procurement of software is done in accordance with EPRI TR-106439.

[bookmark: _Toc404699214]Subcontract Management

Section 4.10.2 specifies the provisions for ensuring that subcontractor software meets established software safety program requirements.

[bookmark: _Toc404699215]Process Certification

The computer code certificate is included in the final V&V report and is used to document that delivered software produced for the safety I&C system is approved for design use (see Section 4.3.7).

[bookmark: _Ref393109499][bookmark: _Toc404699216]Software Safety Analyses

[bookmark: _Toc404699217]Software Safety Analysis PreparationTS
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[bookmark: _Ref393109761][bookmark: _Toc404699218]Software Safety Requirements Analysis

In preparing the software requirements, the software developer considers techniques that can avoid a hazardous condition. The result of the requirements phase may be a set of required or forbidden design, coding or testing techniques. The requirements phase may also identify tests to be performed or the implementation of certain hazard recovery techniques. When there are more than one software system environment incorporated in the whole system under development, IEEE Std. 1228 requires that a different software system analysis may be performed.

Refer to Section 4.5.1 and Section 5.3.3 for a description of the software safety requirements analyses performed. These activities provide reasonable assurance that each system safety requirement is satisfied by the software safety requirements.

[bookmark: _Ref393109770][bookmark: _Toc404699219]Software Safety Design Analysis

Refer to Section 4.5.2 and Section 5.3.4 for a description of the software safety design analyses performed. These activities provide reasonable assurance that each software safety requirement is satisfied by the software safety design.

[bookmark: _Ref393109913][bookmark: _Toc404699220]Software Safety Code Analysis

Refer to Section 4.5.3 and Section 5.3.5 for a description of the software safety code analyses performed. These activities provide reasonable assurance that each software safety design element is satisfied by the software safety code. 

[bookmark: _Ref393109927][bookmark: _Toc404699221]Software Safety Test Analysis

Refer to Section 5.3.6 and Section 13 for a description of the software safety test analyses performed. These activities provide reasonable assurance that each system and software safety requirement is tested.

[bookmark: _Ref393109937][bookmark: _Toc404699222]Software Safety Change Analysis

Refer to Sections 4.7 and 6 for a description of the software safety change analyses performed. These activities provide reasonable assurance that changes to safety critical software do not create, impact a previously resolved, or exacerbate a currently existing hazard, and does not adversely affect any safety critical software design elements.

[bookmark: _Toc404699223]Post Development

All post development activities are the responsibility of the utility.

In accordance with contractual requirements, the following post development activities may be provided to assist in training, deployment, monitoring and maintenance, and retirement of SC class software that are necessary to ensure the continued safety of the system after its deployment and until its orderly retirement

[bookmark: _Toc404699224]Training

The design team and the V&V team may provide or assist on the job training of utility personnel during software development and/or acceptance testing.

A plan will be developed by the utility to provide formal classroom training for plant operators and maintenance personnel.

[bookmark: _Toc404699225]Deployment

Manpower and other required resources shall be deployed by the utility for the installation of the software. Guidelines for the start-up and transition operations will be provided by the system and software development organization.

· Installation: Generation of software installation guidelines.

· Startup and transition: Generation of guidelines to start‐up and operate the systems in their various modes.

· Operations support: Software documentation, software technical manuals and/or software user manuals shall be provided.

[bookmark: _Toc404699226]Monitoring

Section 11 contains requirements for monitoring the use of delivered software and associated problem reporting.

In addition, SC class software is designed so that the integrity of the software can be verified periodically to detect unauthorized modification of code or data. Procedures necessary to perform this verification are documented. Methods are considered that provide automatic verification of the system during operation.

[bookmark: _Toc404699227]Maintenance

Software changes are maintained in accordance with the SCMP.

[bookmark: _Toc404699228]Retirement and Notification

Section 11 describes the retirement of software and associated notification to current recipients.

[bookmark: _Toc404699229]Plan Approval

The SSP shall be reviewed by the design team and the V&V team. The SSP shall be approved by the manager of responsible team. It shall be reviewed against requirements specified in NUREG/CR-6430 and IEEE Std. 1228.

[bookmark: _Ref393100365][bookmark: _Toc404699230]Software Test Plan

[bookmark: _Toc404699231]Introduction

The purpose of the STP is to describe the scope, approach, resources, and schedule for the software testing activities of the project. It identifies the test items, the requirements to be tested, the testing tasks, and the required resources to perform these tasks.

It also complements the SVVP and provides additional details and minimum information requirements for the test activities.

The STP shall be developed in accordance with RG 1.170 (Reference 8) which endorses IEEE Std. 829 (Reference 18).

The overall objective of testing is to find faults introduced in the software.

Each testing process includes:

· Preparing test procedures to specify the manner and environment in which the code is tested detailing the steps to be followed by the tester, and specifying the set of inputs, execution conditions, and expected results.

· Verifying the test procedure with the objective to ensure that:

· The required test coverage is provided, and

· The procedures are specified so tests can be repeated.

· Verifying the software referenced in the test procedures is qualified for usage.

· Implementing the test procedure, recording the resultant outputs, and assessing the test results.

· Producing the test result report.

· Verifying the test result report with the objective to ensure that:

· Tests were executed as specified in the test procedures,

· Test results were recorded and properly analyzed, and

· Test results reporting checklist (Sheet 8) were completed.

[bookmark: _Toc404699232]Overview

[bookmark: _Toc404699233]Organization

The organization for software test is described in Section 2.4.

[bookmark: _Toc404699234]Schedule

The STP shall describe the test activities within the project life cycle and milestones.

The STP shall summarize the overall schedule of the testing tasks, and describe the task iteration policy for the re-execution of test tasks and any dependencies.

The responsible team leader shall prepare and update test schedule.

[bookmark: _Toc404699235]Integrity Level Scheme

Refer to Section 5.2.3.

[bookmark: _Toc404699236]Resources Summary

The STP shall summarize the test resources, including staffing, facilities, tools, and special procedural requirements (e.g., security, access rights, and documentation control).

The testers shall not have been involved in the software design. The independence requirements described in Section 2.4 apply to the testers.

The development facilities are utilized for the testing. The design team leader and the V&V team leader shall coordinate the schedule for use of the development facilities.

[bookmark: _Toc404699237]Responsibilities

Each testing task is prepared and performed by the responsible entity. (Refer to Table 4‑3.) The responsible entity establishes the test methods and procedures. The responsible entity selects the test input conditions and defines the test output acceptance criteria in the form of documentation and test practices. The responsible entity is responsible for defining and implementing practical tests.

The V&V team reviews all software testing activities including test documentation performed by the design team. It ensures adequate test coverage for the requirements, including operation under failure conditions.

[bookmark: _Toc404699238]Tools, Techniques, Methods, and Metrics

The STP shall describe the documents, hardware and software, test tools, techniques, methods, and test environment to be used in the test process.

The STP shall document the metrics to be used by the test effort, and describe how these metrics support the test objectives.

[bookmark: _Toc404699239]Test Processes

[bookmark: _Toc404699240]Component Testing

The objective of component testing is:

· To evaluate that executable code of each program behaves as specified in the SDD, and 

· To ensure that the executable code of each program does not perform unintended functions.

[bookmark: _Toc404699241]Integration Testing

The objective of integration testing is:

· To evaluate that the software components integrated together meet the requirements specified in the SRS with target hardware and pre-developed software, and

· To find errors in handling stress conditions, timing, fail-safe features, error conditions, and error recovery.

Integration tests are designed to check all software interfaces and all interfaces between software and hardware.

[bookmark: _Toc404699242]System Testing

The objective of system testing (factory acceptance testing; FAT) is to verify that the entire executable code, including newly developed code, modified code, and any commercial or existing code, that have been integrated with the target hardware, successfully functions and fulfills all the system requirements related to the software.

A comprehensive system test is conducted for any safety I&C system. The system test evaluates the system performance in an environment that is real, or as close to real as can reasonably be created. Typically this environment is at the factory. A fully integrated system with the hardware and software, that is similar to the site environment, is required. The system test process demonstrates and proves correct and successful implementation of safety requirements and correct functioning of hardware-software combined system.

System testing includes the following tasks:TS











System test procedures are prepared based upon the requirements of the design documents. The test specifications (if any) and procedures include test cases including the full range of data expected of the system.

[bookmark: _Toc404699243]Site Acceptance Testing

The objective of site acceptance testing is to confirm that the system was not damaged during shipment or installation.

The utility has the responsibility of site acceptance testing.

[bookmark: _Toc404699244]Test Documentation

All of formally issued test documentation shall be signed-off by all designated stakeholders.

All of formally issued test documentation shall be maintained as quality records and under the control of the SCM system.

[bookmark: _Toc404699245]Test Plan

The purpose of a test plan is to specify scope, approach, resources, and schedule of the testing activities for the software system. The test plan shall identify the items being tested, the features to be tested, the testing tasks to be performed, the personnel responsible for each task, and the associated risks.

The test plan shall describe the scope of the system/software to be tested.

A test plan shall contain the following information:

· Test items: The object of testing, e.g., specific attributes of the software, including their version/revision level.

· Features to be tested, features not to be tested, approach: All software product or software-based system features and combinations of software of system features to be test, all features and known significant combinations of features that will not be tested and the rationale for exclusion, and the overall approach for each level of testing. These three types of information are commonly combined in a table. This table contains a unique identifier for each requirement for the test (e.g., system and/or software requirements, design, or code), an indication of the source of the requirement (e.g., a paragraph number in the source document), and a summary of the requirement and an identification of one or more generic methods of test. Some examples of possible methods are as follows:

· Black box: test inputs can be generated and the outputs captured and completely evaluated from the outside of a test item; i.e., test cases are developed from the test item specification, only without looking at the code or design.

· White box: Considers the internal structure of the software (e.g., attempts to reach all of the code). Commonly requires some kind of test support software.

· Analysis: Just viewing the outputs cannot confirm that the test executed successfully; some kind of additional computations, simulations, studies, and so on will be required.

· Inspection: This is a static test; the code or documentation is read and examined without being executed.

· Item pass/fail criteria: The criteria to be used to determine whether each test item has passed or failed testing.

· Suspension criteria and resumption requirements: The criteria used to suspend all or a portion of the testing activity on the test items associated with this plan, with the testing activities that must be repeated when testing is resumed.

· Test deliverables: All documents to be delivered by the test activity such as test procedures and test reports.

· Test management: Planned activities and tasks, test progression, environment/infrastructure, responsibilities and authority, interfaces among the parties involved, resources and their allocation, training, schedules, estimates, costs, risk, and contingency

· Test coverage requirements: The requirements for indications of the degree to which the test item has been reached or covered by the test cases. The test coverage is often expressed in terms of percentage of requirements or code tested.

[bookmark: _Toc404699246]Test Cases

The purpose of a test case is to define the information needed as it pertains to inputs to and outputs from the software or software-based system being tested.

A test case is a set of test inputs, execution conditions, and expected results developed for a particular objective, such as to exercise a particular program path or to verify compliance with a specific requirement. Test case documentation specifies inputs, expected results, and a set of execution conditions for a test item.

Test cases for a test item may be included in a separate document, or incorporated into test procedure for the test item.

A test case shall contain the following information:

· Test case identifier: The unique identifier needed by each test case so that it can be distinguished from all other test cases. An automated tool may control the generation of the identifiers.

· Objective: Brief description of the special focus or objective for the test case or a series of test cases. This is much more detailed than the test items in the STP.

· Inputs: Specific values (with tolerances where appropriate) or names (e.g., constant tables, transaction files).

· Outcomes: All outputs and the expected behavior (e.g., response time) required of the test items. The exact value(s) (with tolerances where appropriate) for each required output and expected behavior shall be provided.

· Environmental needs: Description for the test environment needed for test setup, execution, and results recording. These are commonly documented per scenario or group of scenarios. This information includes the characteristics and configurations of the hardware required to execute the test case, all software configurations required to execute the test case, and any other requirements (e.g., unique facility needs, specially trained personnel, and third-party provided environments) if there are any. This information is not documented in the test case documents if the STP or the test procedure contains the same information.

· Special procedural requirements: Any special constraints on the test procedures that execute the test case such as pre- and post-conditions and/or processing. This may reference the use of automated test tools. This provides exceptions and/or additions to the test procedure, not a repeat of any of the information contained in the procedure.

· Interface dependencies: The identifiers of test cases that must be executed prior to the test case. This includes the summary of the nature of the dependencies. This may not be needed if test cases are documented in the order in which they need to be executed.

[bookmark: _Toc404699247]Test Procedures

The purpose of a test procedure is to specify the steps for executing a set of test cases or the steps used to exercise a software product or software-based system item in order to evaluate a set of features. Also, the purpose of the test procedure is to specify any refinements of the test approach which is described in the STP and to identify the features to be tested by the test.

A test procedure provides detailed instructions for the setup, execution, and evaluation of results for a given test case, or specifies a sequence of actions for the execution of a test. Also, the test procedure specifies the details of the test approach for a software feature or combination of software features and identifies the associated tests.

A test procedure for a test item may include test cases for the test item.

A test procedure shall contain the following information:

· Features to be tested: This information is more detailed than that of the STP.

· Approach refinements: The refinements to the approach described in the corresponding STP. This information includes specific test techniques to be used. The method of analyzing test results shall be identified (e.g., comparator tools, visual inspection, etc.).

· Test identification: The list of the identifiers and brief description of test cases.

· Feature pass/fail criteria: The criteria to be used to determine whether the feature or feature combination has passed or failed. This information is not needed if it is covered by the STP and there have been no subsequent changes to the criteria.

· Inputs, outputs, and special requirements: All that is needed to execute the tests, including test cases, databases, automated tools, and external and/or third-party systems. Any special requirements that are necessary for the execution of the procedure such as prerequisite procedures, special skill requirements, or special environmental requirements.

· Ordered description of the steps to be taken to execute the test cases.

[bookmark: _Ref392755959][bookmark: _Toc404699248]Test Reports

The purpose of a test report is to summarize the results of the designated testing activities and to provide evaluations and recommendations based on these results.

A test report (or a regression test report) is issued for each testing performance. Typically, a regression test report does not cover all test cases or procedures in the corresponding test documentation.

A test report shall contain the following information:

· Overview of test results: The summary of the evaluation of the test items. This information includes the items tested with their version/revision level, the environment in which the testing activities took place, and its impact (if any).

· Detailed test results: The summary of the results of testing. This information includes the following:

· All resolved anomalies and the summary of their resolutions (or available references)

· All unresolved anomalies

· The summary of major testing activities and events

· The summary of relevant metrics collected

· Any variances of the test items from their specifications, any variances from the test documentation (e.g., test changes or tests not executed), and the reason for each variance (or recorded references)

· The evaluation of the comprehensiveness of the testing process (e.g., coverage metrics, if specified) against the comprehensiveness criteria specified in the STP of the test procedure

· Rationale for decisions: The issues that were considered for any decisions and the reasons for the selection of the conclusions

· Conclusions and recommendations: Overall evaluations of test items including their limitation, based on the test results and the item level pass/fail criteria, and the recommendations the status relative to availability for production use and under what circumstances (e.g., immediately, with a specified subset of anomalies resolved, or never).

· TERs: The TER logs and copies of the TERs shall be attached. Any outstanding TERs shall be brought to the attention of the management. Refer to Section 4.7.1 for description of TERs.

[bookmark: _Toc404699249]Test Administration

[bookmark: _Toc404699250]Anomaly Resolution and Reporting

The STP shall describe the method of reporting and resolving anomalies. Refer to Section 4.7.

[bookmark: _Toc404699251]Task Iteration Policy

When the test item or the test documentation is changed (e.g., re-performing tests after the anomaly resolutions), the test cases and/or procedures must be identified for the effects of the changes, and re-performed. The test cases and/or procedures must be identified in the test reports identifying the rationale and the results of the testing. This testing is referred as regression testing.

[bookmark: _Toc404699252]Deviation Policy

If any deviation from the reviewed and approved test documentation is required, the change must be identified, rationale for the change provided, and a determination of effect on software quality provided. Any deviation must be approved by the responsible manager.

[bookmark: _Toc404699253]Control Procedures

All test documents described in the STP or other plans shall be prepared and retained as QA records.

[bookmark: _Toc404699254]Standards, Practices, and Conventions

The STP shall describe the standards, practices, and conventions that govern the performance of testing tasks including internal organizational standards, practices, and policies.

[bookmark: _Toc404699255]Test Reporting

The STP shall specify the purpose, content, format, recipients, and timing of test reports.

Refer to Section 13.4.4.

[bookmark: _Ref398301807][bookmark: _Toc404699256]Secure Development and Operational Environment

[bookmark: _Toc404699257]Introduction

This section describes the establishment of the SDOE for the digital safety I&C systems during the software life cycle phases in accordance with RG 1.152 (Reference 4). The phases include concept, requirements, design, implementation, and test, as defined in Section 2.2. The digital safety I&C systems will be developed in accordance with this section.

[bookmark: _Ref393111065][bookmark: _Toc404699258]System Design Features for Security

The safety I&C system is designed with features that minimize the potential for security vulnerabilities. The system uses a combination of personnel access controls, and hardware and software design features to protect the safety-related software from unauthorized alteration and to ensure the deterministic performance of the safety I&C system. This is achieved through a combination of features within the common digital platform and features within the system applications. These features prevent the system from adverse operating caused by either intentional or unintentional sources. RG 1.152 (Reference 4) security guidance is implemented during the software development process.

This section describes the design features that prevent unintended changes to hardware or software code, and to detect those unintended changes if they occur. These design features are based on the assumption that potential intruders have a detailed knowledge of the safety I&C system, and that unintended functions can be included during initial development or through unintended modifications.

[bookmark: _Toc404699259]Physical Access Controls

The hardware or software of the safety I&C system can only be altered by physically accessing the safety I&C system. Security controls that prevent changes through electronic access are described in Sections 14.2.2 and 14.2.3.TS












[bookmark: _Ref393110826][bookmark: _Toc404699260]Electronic Access ControlsTS








[bookmark: _Ref393110835][bookmark: _Toc404699261]Software Alteration ControlsTS
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[bookmark: _Toc404699262]Deterministic Performance Controls

Deterministic behavior is a key attribute of the safety I&C system that ensures predictable performance for all abnormal plant conditions. This section describes the key features of the safety I&C system that achieve deterministic performance, the security design features that protect that performance against external threats, and the security features that ensure any disruption to deterministic performance is detected and alarmed.TS
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[bookmark: _Toc404699263]Software Development Processes for Security

This section describes the processes implemented during each software life cycle phase for the safety I&C system, which prevent inclusion of unintended functions in documents and software code. Unintended functions can be included during initial development or through unintended modifications. This section assesses the effectiveness of those processes. 

These processes are based on the assumption that potential intruders have a detailed knowledge of the safety I&C system, including development tools and development processes. All types of unwanted designs and software code are considered in the assessment of the effectiveness of these processes.

[bookmark: _Toc404699264]Concept PhaseTS
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[bookmark: _Ref393110962][bookmark: _Toc404699265]Requirements Phase

The SRS fully documents the security design requirements established during the concept phase. Requirements applicable to the common digital platform or to the safety I&C system applications are clearly distinguished. These documents are generated by the design team based on peer review, such as design review meetings. The system requirements documents undergo formal independent technical review and formal technical management review.TS
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[bookmark: _Toc404699266]Design Phase

During this phase the SDD is created. The SDD provides the necessary software design detail to implement all software functions, including all security features described in Section 14.2. The SDD reflects the requirements documented in the SRS, which is provided from the requirements phase.TS
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[bookmark: _Toc404699267]Implementation Phase

Software code is created during the implementation phase for the common digital platform and for the software that is implemented on each target processor for each safety I&C system. The software is documented in source code listings and in graphical diagrams that show the interconnection of various common platform software function blocks.

The software code reflects the detailed designs documented in the SDD, which is provided from the design phase. Software is configured in units that represent logical groupings of platform or application functions.TS
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[bookmark: _Ref393110971][bookmark: _Toc404699268]Test Phase

During this phase, common digital platform operating system and application software is integrated with the common digital platform hardware for each system. The test phase covers two types of testing:

· Integration testing: This testing confirms that the software components, which are integrated together with the actual common platform hardware, meet the requirements specified in the SRS. The testing looks for errors in the software, errors in the hardware and software interfaces, errors in timing and fail-safe features, errors in handling self-test detected failure conditions, and errors in failure recovery. Integration tests are conducted on multiple units that form a logical test entity or subsystem.

· System testing (FAT): This is a test of the fully integrated system to validate that the system meets the system requirements related to the software. The system test is conducted with all connected system interfaces, including those that pose security threats. The system testing demonstrates that all system requirements related to the software function correctly in the final integrated system. The FAT is the final test performed by the equipment supplier, prior to delivery of the equipment.TS
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[bookmark: _Ref393110985][bookmark: _Toc404699269]Security Measures for Document and Software StorageTS
























[bookmark: _Ref393111106][bookmark: _Toc404699270]Security Processes for Commercial-off-the-Shelf Software

There are two kinds of COTS software:

· System software: This software runs within the operating system of the safety I&C system processors.

· Engineering tools: This software is used to create original software in accordance with this report, which runs within the safety I&C system processors. 

This section describes the processes employed to (1) achieve high assurance that COTS software products are free of unwanted code that could degrade the security of the safety I&C system, and (2) to ensure that any unwanted code that may be introduced into the safety I&C system by the COTS software products is detected and eliminated.TS



























[bookmark: _Toc404699271]Vulnerability Assessment

Sections 14.2, 14.3 and 14.4 describe the security features and processes planned during the concept phase. As described above, the adequacy of these design features and processes are reassessed during each subsequent life cycle phase to ensure they remain adequate to mitigate any new threats that may be identified. 

The safety I&C system exhibits susceptibility to unwanted changes and introduction of unwanted functions throughout the software development life cycle. Without SDOE, the safety I&C system software may be adversely affected by personnel engaged in the development process. Potential threats arise from:TS









TS







The assessment shall address each of these threats, and mitigation activities appropriate for the each life cycle phase. The assessment assumes that potential undesirable changes originate from personnel with significant knowledge of the safety I&C system and the life cycle processes. There is no type of undesired change that is excluded from the assessment, whether intentional or unintentional.

[bookmark: rev2_RAI_07_01_33_response_rev1]Recurring vulnerability assessments confirm the adequacy of the safety I&C system design features and development processes in mitigating the potential threats and any new threats that may be identified. The assessment shall be performed and addressed in the V&V report as a part of the secure analysis described in RG 1.168. It will assure that the security features and processes are protected from inadvertent manipulation of the development.

[bookmark: _Toc404699272][bookmark: _Toc404699273][bookmark: _Toc404699274][bookmark: _Toc404699275][bookmark: _Toc404699276][bookmark: _Toc404699277][bookmark: _Toc404699278][bookmark: _Toc404699279][bookmark: _Toc404699280][bookmark: _Toc404699281][bookmark: _Toc404699282][bookmark: _Toc404699283][bookmark: _Toc404699284][bookmark: _Toc404699285][bookmark: _Toc404699286][bookmark: _Toc404699287][bookmark: _Toc404699288][bookmark: _Toc404699289][bookmark: _Toc404699290][bookmark: _Toc404699291][bookmark: _Toc404699292][bookmark: _Toc404699293][bookmark: _Toc404699294][bookmark: _Toc404699295][bookmark: _Toc404699296][bookmark: _Toc404699297][bookmark: _Toc404699298][bookmark: _Toc404699299][bookmark: _Toc404699300][bookmark: _Toc404699301][bookmark: _Toc404699302][bookmark: _Toc404699303][bookmark: _Toc404699304][bookmark: _Ref393121396][bookmark: _Toc404699305]Sheets

This section provides typical forms referred in this report for software tasks.




[bookmark: _Ref394580209]Comment Record (Typical)

		Doc. No.

		

		Rev. No.

		

		Date of Issue

		



		Doc. Title

		



		No.

		Sec./Page
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		Reviewed by:
Name 
Signature 
Date 

Approved by:
Name 
Signature 
Date

		Resolved by:
Name 
Signature 
Date 

Approved by:
Name 
Signature 
Date










[bookmark: _Ref394580494]Risk Analysis Worksheet (Typical)

System: 					Subsystem: 			



· Software class:

Safety-critical (  )				Important-to-safety (  )



· Hazard severity category (based on Figure 3 of NUREG/CR-6430):

	Catastrophic (  )				Critical (  )

	Marginal (  )				Negligible (  )



· Hazard probability level (based on Figure 4 of NUREG/CR-6430):

	Frequent (  )				Probable (  )

	Occasional (  )				Remote (  )

	Improbable (  )



· Risk level (based on Figure 5 of NUREG/CR-6430):

	High (  )			Medium (  )			Low (  )



· Recommendations for eliminating, reducing, or mitigation the risks:







Prepared by:
Name: 				  Signature: 				  Date: 		    




[bookmark: _Ref394581618]Software V&V Checklist – Concept Phase (Typical)

System: 				

Documents/items reviewed:



Check results:

		No.

		Check Point

		Yes/No



		1

		Are the concept documents complete?

		



		2

		Are the concepts correct?

		



		3

		Are the concept documents consistent and complete?

		



		4

		Are the concepts clear and unambiguous?

		



		5

		Are the concepts feasible?

		



		6

		Are the concepts testable?

		



		7

		Are the concept documents properly entered into the requirements traceability tool?

		



		8

		Are the concept document requirements marked per traceability requirements?

		





Comments (optional):















Prepared by:
Name: 				  Signature: 				  Date: 		    




[bookmark: _Ref394581680]Software V&V Checklist – Requirements Phase (Typical)

System: 				

Documents/items reviewed:



Check results:

		No.

		Check Point

		Yes/No



		1

		Are the requirements documents complete?

		



		2

		Are the requirements correct?

		



		3

		Are the requirements documents consistent and complete?

		



		4

		Are the requirements clear and unambiguous?

		



		5

		Are the requirements feasible?

		



		6

		Are the requirements testable and related to performance goals?

		



		7

		Are the requirements documents properly entered into the requirements traceability tool?

		



		8

		Are the requirements documents marked per traceability requirements?

		



		9

		Are the requirements for interfacing with other equipment consistent and complete?

		



		10

		Are process or digital data input requirements identified properly?

		



		11

		Are initialization requirements identified?

		



		12

		Are in-service tests or diagnostic capabilities defined?

		



		13

		Do the requirements specify handling of abnormal events?

		



		14

		Has a requirement analysis been performed to address potential hazards?

		





Comments (optional):







Prepared by:
Name: 				  Signature: 				  Date: 		    




[bookmark: _Ref394581776]Software V&V Checklist – Design Phase (Typical)

System: 				

Documents/items reviewed:



Check results:

		No.

		Check Point

		Yes/No



		1

		Are the design documents complete?

		



		2

		Are the design documents properly entered into the requirements traceability tool?

		



		3

		Are the design documents marked per traceability requirements?

		



		4

		Is the design traceable to the requirements?

		



		5

		Is the design complete?

		



		6

		Is the design correct?

		



		7

		Is the design internally consistent?

		



		8

		Is the design clear and unambiguous?

		



		9

		Is the design feasible?

		



		10

		Is the design testable?

		



		11

		Is software architecture adequately addressed?

		



		12

		Are input/output interfaces adequately addressed?

		



		13

		Is the testability of the system adequately addressed (e.g., response time)?

		



		14

		Is algorithm design adequately addressed (e.g., base functions addressed)?

		



		15

		Is information flow adequately addressed (communication between subsystems, data management and signal conversion to engineering units)?

		



		16

		Are operating modes/sequences adequately addressed (e.g., initialization, startup, test system mode of operation)?

		



		17

		Does the design adequately address potential hazards?

		





Comments (optional):







Prepared by:
Name: 				  Signature: 				  Date: 		    




[bookmark: _Ref394581807]Software V&V Checklist – Implementation Phase (Typical)

System: 				

Documents/items reviewed:



Check results:

		No.

		Check Point

		Yes/No



		1

		Does the source code conform to specified standards and procedures?

		



		2

		Is the source code traceable to the functional design requirements?

		



		3

		Are the comment statements provided sufficiently to give ad adequate description of each routine and data structure?

		



		4

		Is the source code understandable?

		



		5

		Is the source code consistent with the design?

		



		6

		Are all the variables properly specified and used?

		



		7

		Is there satisfactory error checking?

		



		8

		Have potential software hazards been adequately addressed, including implementation of prevention and/or control techniques (e.g., logic, data, interfaces, constraint, non-critical code, timing/sizing)?

		



		9

		Do all subroutine calls transfer data variables correctly?

		



		10

		Is the data correctly passed between components, and/or integrated subsystems or systems?

		



		11

		Do the database components adequately and correctly reflect the program and general content?

		



		12

		Do component test reports indicate correct execution of critical software elements?

		



		13

		Do procedures exist (as necessary) to:

a. Configure the application programming tool(s)?

b. Generate and upload the application code?

c. Maintain application source code configuration control?

		





Comments (optional):





Prepared by:
Name: 				  Signature: 				  Date: 		    




[bookmark: _Ref394581835]Software V&V Checklist – Test Phase (Typical)

System: 				

Documents/items reviewed:



Check results:

		No.

		Check Point

		Yes/No



		1

		Is the test plan description complete?

		



		2

		Are the test case definitions adequate and complete?

		



		3

		Is each testable requirement adequately covered?

		



		4

		Is the plan for evaluating and reporting test results adequate?

		



		5

		Does the test plan specify the required test environment (hardware or software)?

		



		6

		Have all the elements of an integrated program been identified?

		



		7

		Does the plan require a test case log?

		



		8

		For program maintenance changes, have adequate regression tests been specified to verify that the modifications have not caused adverse effects on unmodified code?

		





Comments (optional):















Prepared by:
Name: 				  Signature: 				  Date: 		    




[bookmark: _Ref394581843]Software V&V Checklist – Test Results Reporting (Typical)

System: 				

Documents/items reviewed:



Check results:

		No.

		Check Point

		Yes/No



		1

		Do the test results comply with the format specified in the test plan?

		



		2

		Do the test results provide and accurate statement of the testing performed?

		



		3

		Has each section of the test procedure been completed accurately?

		



		4

		Have all test cases been executed correctly?

		



		5

		Have test results been evaluated as acceptable?

		



		6

		Does the test report provide a summary of test results and recommendations?

		



		7

		Have any deviations from the test plan or expected test result (criteria) been properly documented in test exception reports?

		



		8

		For program maintenance changes, have adequate regression tests been specified to verify that the modifications have not caused adverse effects on unmodified code?

		





Comments (optional):













Prepared by:
Name: 				  Signature: 				  Date: 		    




[bookmark: _Ref394581869]Software V&V Checklist – Final (Typical)

System: 				

Documents/items reviewed:



Check results:

		No.

		Check Point

		Yes/No



		1

		Is the information in the user documentation consistent with that in the requirements?

		



		2

		Is the information in the user documentation consistent with that in the design?

		



		3

		Is the information in the user documentation an accurate reflection of the coded program?

		



		4

		Is the information in the user documentation internally consistent?

		



		5

		Is the information in the user documentation clear and unambiguous?

		



		6

		Is the user documentation installation package sufficient to install the software on the delivered hardware?

		



		7

		Have all discrepancies and V&V findings been resolved to the satisfaction of the V&V team?

		



		8

		Is the corrective action process in place for the user to report errors?

		



		9

		If required, have installation/integration tests been successfully performed and documented?

		



		10

		Have access controls on the program source been implemented?

		



		11

		Is the software identified by a unique code name and version number which appears on its hardcopy output?

		



		12

		Are all applicable elements of the V&V report present?

		



		13

		a. Cover sheet

b. Design description, or reference

c. Requirements document, or reference

d. Test plan, or reference

e. Test results evaluation

f. Test results hardcopy computer output where available/appropriate

g. User documentation, or reference

h. Source code listing

i. Computer code certificate

j. V&V checklist

		





Comments (optional):





Prepared by:
Name: 				  Signature: 				  Date: 		    


[bookmark: _Ref394582045]Requirements Traceability Matrix (Typical)

		RTM No.

		System Requirements

		Software Requirements

		Design

		Implementation

		Test



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		








[bookmark: _Ref394587493]Software Change Request (Typical)

SCR NUMBER:				ISSUE DATE:				Page  1 of  1

		Plant

		





		System Name

		





		Software Component

		





		Version

		





		REFERENCES

		





		DESCRIPTION

		





		REASON FOR CHANGE

		



		DOCUMENT AFFECTED

		



		DOCUMENT ATTACHMENT

		





Prepared by:
Name: 				  Signature: 				  Date: 		    
	XXX system engineering group

Reviewed by:
Name: 				  Signature: 				  Date: 		    
	XXX system engineering group

Approved by:
Name: 				  Signature: 				  Date: 		    
	XXX system engineering group




[bookmark: _Ref394587552]Computer Program Error Notification (Typical)

Program Name: 					Version(s): 		

Error Number for This Program: 				

Program Executable File Identification

		No.

		Computer System

		Permanent File Name

		Owner ID

		Cycle



		1

		

		

		

		



		2

		

		

		

		



		3

		

		

		

		





Error Description:



Possible Impact of Error:



Recommendation to User (Error Avoidance and/or Remedial Action):







Prepared by:
Name: 				  Signature: 				  Date: 		    
	XXX system engineering group

Reviewed by:
Name: 				  Signature: 				  Date: 		    
	XXX system engineering group

Approved by:
Name: 				  Signature: 				  Date: 		    
	XXX system engineering group






[bookmark: _Ref394587584]Computer Program Error Notification Response Receipt (Typical)

Program Name: 					Version(s): 		

Error Number for This Program: 				

Receiving EGS: 					Date: 			
		XXX Department

		I acknowledge receipt of the attached error notice, and have assessed the impact on design analyses as indicated. When the error impact is yes, appropriate actions will be taken, documented and made a quality record.



		User Name

		Signature

		Date

		Error Impact



		

		

		

		No

		Yes



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		





Receiving EGS is to return this signed form within sixty (60) days to:



EGS: 						Date: 			
	XXX Department






[bookmark: _Ref394587624]Computer Code Certificate (Typical)

The following code, as noted by its name, version number and executable file identification, is approved for design use.

Code Name: 						

Version Number: 						

Executable File Identification: 				

Computer(s): 						

List any limitations on use, special hardware considerations, etc.:











Software V&V Report Number: 					









EGS: 						Date: 			
	XXX Department






[bookmark: _Ref394587662]Test Exception Report (Typical)

TER NUMBER:

		System Name

		

		Plant

		



		Procedure Name

		



		Procedure Number

		

		Rev.

		



		Tested By

		

		Date

		



		Reviewed By

		

		Date

		



		Approved By

		

		Date

		



		Summary of Exception

		







		S/W Class

		



		Resolution

		







		Implementation

		







		Software Change Number

		



		Implemented By

		

		Date

		



		Reviewed By

		

		Date

		



		Approved By

		

		Date

		



		Re-test Result

		



		Re-tested By

		

		Date

		



		Reviewed By

		

		Date

		



		Approved By

		

		Date
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[bookmark: _Toc404699307][bookmark: _Ref474514584]Definitions

The following definitions are used in this report. The definitions of all other terms not described here can be found in Reference 29.

		1. Accident

		An unplanned event or series of events that result in death, injury, illness, environmental damage to or loss of equipment or property



		2. Application software

		Software designed to fulfill specific needs of user



		3. Baseline

		Software and related documents which have been formally reviewed and that can be changed only through formal change control procedures



		4. Component

		One of the parts that make up a system



		5. Component testing

		Testing of individual components



		6. Configuration control

		The process of identifying and defining the configuration items in a system, and controlling the release and change of these items



		7. Configuration item

		A collection of hardware or software elements treated as a component for the purpose of configuration control



		8. Control point

		A project agreed on point in time or times when specified agreements or controls are applied to the software configuration items being developed, e.g., an approved baseline or release of a specified document/code



		9. Factory acceptance testing

		Final testing performed to demonstrate that deliverable system satisfies acceptance criteria as a condition of its transfer to a receiving authority



		10. Hazard

		A condition that is a prerequisite to an accident



		11. Integration testing

		Testing in which software components, hardware components, or both are combined and tested to evaluate the interaction between them



		12. Milestone

		A scheduled event used to measure progress. Examples of major milestones for software development process may include an acquirer or managerial sign‐off, baselining of a specification, completion of system integration, and product delivery. Minor milestones might include baselining of a software component or completion of a chapter of the user's manual.



		13. Module testing

		Testing of a single subroutine, or a main routine with stubs



		14. Product

		Any output of the software development activities; e.g., document, code, model



		15. Project agreement

		A document or set of documents baselined by the acquirer and the supplier that specifies the conditions under which the project will be conducted. A project agreement may include items such as the scope, objectives, assumptions, management interfaces, risks, staffing plan, resource requirements, price, schedule, resource and budget allocations, approved products, and acceptance criteria for the approved products. Documents in a project agreement may include some or all of the following: a contract, a statement of work, user requirements, system engineering specifications, software requirements specifications, a software development process management plan, supporting process plans, a business plan, a project charter, or a memo of understanding.



		16. Project deliverable

		A work product to be delivered to the customer. Quantities, delivery dates, and delivery locations are specified in contract. Approved products may include the following: operational requirements, functional specifications, design documentation, source code, object code, test results, installation instructions, training aids, user's manuals, product development tools, and maintenance documentation. Approved products may be self‐contained or may be part of a larger system's deliverables.



		17. Regression testing

		Testing replication performed as a result of changes to the previously tested design specified regression analysis



		18. Risk

		A measure that combines both the likelihood that a hazard will cause an accident and the severity of that accident



		19. Software life cycle

		The period of time that starts after a software product is conceived and ends when the software product is no longer available for use. The software life cycle typically includes a concept phase, requirements phase, a design phase, an implementation phase, a test phase, an installation and checkout phase, and an operation and maintenance phase.



		20. Software module
(or module)

		The smallest software entity that is subjected to testing



		21. Software project

		The set of work activities, both technical and managerial, required for satisfying the terms and conditions of a project agreement. A software project has specific starting and ending dates, well‐defined objectives and constraints, established responsibilities, and a budget and schedule. A software project will span all the software life cycle to develop the software of a specific digital I&C system.



		22. Software safety program

		A systematic approach to reduce software risks



		23. Software unit
(or unit)

		A separately testable software element that is the integration of several modules



		24. Software validation

		The test and evaluation of the completed software/configuration item to ensure compliance with software requirements



		25. Software verification

		The process of determining whether the product of a given phase of the software development cycle fulfills the requirements imposed by the previous phase



		26. Supplier

		An organization that develops some or all of the approved products for an acquirer. Suppliers may include organizations that have primary responsibility for project deliverables and subcontractors that deliver some part of the project deliverables to a primary supplier. In the latter case, the primary supplier is also an acquirer.



		27. System testing

		Testing of a system during or at the end of the development processes to determine whether it satisfies specified requirements



		28. Unit testing

		Testing of individual hardware or software units or groups of related units to witness a function



		29. Utility

		Combined license applicant



		30. Vulnerability

		Weakness in a system, system security procedures, internal controls, or implementation that could be exploited or triggered by a threat source











[bookmark: _Ref404759090]The I&C System Software Classes

A.1 Assignment of Software for the I&C Systems to Classes

The following table describes the assignment of software for the I&C systems to specific classes defined in Section 2.1.

[bookmark: _Ref404180966]Table A-1 Assignment of Software for the I&C Systems to ClassesTS











































TS



















A.2 Software Classification for the Safety I&C Systems

The software for the safety I&C systems is classified as one of the two software classes: SC class and ITS class. Both classes of the software for the safety I&C systems are implemented on Class 1E hardware.

IEEE Std. 603 (Reference 15), Clause 5.3 requires that components and modules be of a quality that is consistent with minimum maintenance requirements and low failure rates. RG 1.152 (Reference 4) endorses IEEE Std. 7-4.3.2 (Reference 14) which supplements IEEE Std. 603 for computer-based safety I&C systems. IEEE Std. 7-4.3.2, Clause 5.3.3, “Verification and validation” states that software V&V effort shall be performed in accordance with IEEE Std. 1012 (Reference 21) and the IEEE Std. 1012 V&V requirements for the highest integrity level (level 4) apply to systems developed using IEEE Std. 7-4.3.2. Performing adequate V&V is a critical part of ensuring a high quality development process for safety I&C systems.

In the safety I&C system design, for ITS class software, V&V activities are not performed in accordance with the V&V requirements for the highest integrity level as stated in IEEE Std. 7-4.3.2. However, the assurance is given to demonstrate that ITS class software is of sufficient quality and reliability to maintain the safety function of the software and does not present a hazard on SC class software.TS
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KEPCO & KHNP	A3

Software Project Organization for the Safety I&C SystemsTS
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KEPCO & KHNP	B2

[bookmark: _Ref394580592][bookmark: _Ref404759175]Conformance to IEEE Std. 1012-2004
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KEPCO & KHNP	C1

FPGA Development ProcessTS
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