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Charlotte, NC 28202
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Serial: RA-18-0005 10 CFR 50.54(p)
February 2, 2018

U.S. Nuclear Regulatory Commission
ATTN: Document Control Desk
Washington, DC 20555-0001

BRUNSWICK STEAM ELECTRIC PLANT, UNIT NOS. 1 AND 2
DOCKET NOS. 50-325, 50-324 / RENEWED LICENSE NOS. DPR-71 AND DPR-62

CATAWBA NUCLEAR STATION, UNIT NOS. 1 AND 2
DOCKET NOS. 50-413, 50-414 /| RENEWED LICENSE NOS. NPF-35 AND NPF-52

H. B. ROBINSON STEAM ELECTRIC PLANT, UNIT NO. 2
DOCKET NO. 50-261 / RENEWED LICENSE NO. DPR-23

MCGUIRE NUCLEAR STATION, UNIT NOS. 1 AND 2
DOCKET NOS. 50-369, 50-370 / RENEWED LICENSE NOS. NPF-9 AND NPF-17

OCONEE NUCLEAR STATION, UNIT NOS. 1, 2 AND 3
DOCKET NOS. 50-269, 50-270, 50-287 / RENEWED LICENSE NOS. DPR-38, DPR-47 AND
DPR-55

SHEARON HARRIS NUCLEAR POWER PLANT, UNIT 1
DOCKET NO. 50-400 / RENEWED LICENSE NO. NPF-63

SUBJECT: TRANSMITTAL OF DUKE ENERGY CYBER SECURITY PLAN, REVISION 0
AND REVISION 1

Ladies and Gentlemen:

Pursuant to 10 CFR 50.54(p)(2), Duke Energy Carolinas, LLC and Duke Energy Progress, LLC,
collectively referred to as Duke Energy, is submitting Revision 0 and Revision 1 to the Cyber
Security Plan (CSP). This CSP is for the Duke Energy Carolinas (DEC) Catawba, McGuire, and
Oconee Nuclear Stations, as well as the Duke Energy Progress (DEP) Brunswick, Robinson,
and Harris Nuclear Plants. Among other changes, Revision 0 superseded both of the separate
DEC and DEP CSPs and combined them into one document, referred to as the “Duke Energy
Carolinas, LLC Duke Energy Progress, LLC [Duke Energy] Cyber Security Plan.” The effective
date of implementation was December 7, 2017 for Revision 0 and January 15, 2018 for
Revision 1. Duke Energy has determined that the changes in Revision 0 and Revision 1 of the
CSP do not constitute a reduction in effectiveness under 10 CFR 50.54(p). Enclosure 1
contains a description of the changes from the DEC CSP Revision 1 to the combined Duke
Energy CSP Revision 0, Enclosure 2 contains a description of the changes from the DEP CSP
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Revision 1 to the combined Duke Energy CSP Revision 0, Enclosure 3 contains a description of
the changes for the Duke Energy CSP Revision 1, Enclosure 4 contains a copy of the Duke
Energy CSP Revision 0, and Enclosure 5 contains a copy of the Duke Energy CSP Revision 1.

This submittal contains no new regulatory commitments. If you have questions concerning this
request, please contact Art Zaremba, Manager, Fleet Licensing, at (980) 373-2062.

Sincerely,

y Ag

M. Christopher Nolan
Director — Nuclear Regulatory Affairs

Enclosures:

Description of Changes from DEC CSP Revision 1 to Duke Energy CSP Revision 0
Description of Changes from DEP CSP Revision 1 to Duke Energy CSP Revision 0
Description of Changes for Duke Energy CSP Revision 1

Copy of Duke Energy Cyber Security Plan, Revision 0

Copy of Duke Energy Cyber Security Plan, Revision 1
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cc: (all with Enclosure unless otherwise noted)

C. Haney, Regional Administrator USNRC Region Il
G. Smith, USNRC Resident Inspector — BNP

J. Zeiler, USNRC Resident Inspector — HNP

J. Rotton, USNRC Resident Inspector — RNP

J. D. Austin, USNRC Senior Resident Inspector — CNS
G. A. Hutto, USNRC Senior Resident Inspector — MNS
E. L. Crowe, USNRC Senior Resident Inspector — ONS
A. L. Hon, NRR Project Manager — BNP

M. C. Barillas, NRR Project Manager — HNP

D. Galvin, NRR Project Manager — RNP

M. Mahoney, NRR Project Manager — CNS & MNS

A. L. Klett, NRR Project Manager — ONS
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Enclosure 1

Description of Changes from DEC CSP Revision 1 to Duke Energy CSP Revision 0
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Enclosure 2

Description of Changes from DEP CSP Revision 1 to Duke Energy CSP Revision 0
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Enclosure 3

Description of Changes for Duke Energy CSP Revision 1

- - - - - -
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Enclosure 4

Copy of Duke Energy Cyber Security Plan, Revision 0
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Enclosure 5

Copy of Duke Energy Cyber Security Plan, Revision 1
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