CERTIFICATION FOR CYBER SECURITY SUPPORT TECHNICIANS

This certification process has been derived from the Inspection Manual Chapter (IMC) 1245
qualification for cyber security inspectors. The Information Technology (IT) specialist would not
necessarily need fully developed inspector skills because he/she would function as part of a
team conducting the cyber security inspections. Therefore, the IT specialists would be obtaining
a cyber security support technician certification, which would only require partial completion of
IMC 1245 Appendix A, B, and C as stipulated below:

1. IMC 1245 Appendix A:

Training Courses
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H-100, Site Access Training (or licensee site access)

R-100, Reactor Concepts (for power reactor and construction inspectors
only)

G-105, Conducting Inspections

Ethics Training for New NRC Employees

Allegations Process

Information Security (INFOSEC) Awareness

Non-Concurrence Process

Industrial Safety Courses (Health, Safety, and Security Curriculum (MC-
1245))

Individual Study Activities
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ISA-3 Inspector Objectivity, Protocol, and Professional Conduct

ISA-5 Allegations

ISA-7 The Enforcement Process

ISA-8 The Office of Investigations

ISA-15 Interactions with the Public

ISA-16 Contacts with the Media

ISA-17 Institute of Nuclear Power Operations, Nuclear Energy Institute, and
National Organization of Test, Research and Training Reactors

ISA-18 The Freedom of Information Act and the Privacy Act

ISA-21 Open, Collaborative Working Environment & Ways to Raise Differing
Views

ISA-25 Security Requirements for Nuclear Power Plants (for power reactor
and construction inspectors only)

On-the-Job Training Activities
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OJT-1 Facility Familiarization Tour with a Qualified Inspector

2. IMC 1245 Appendix B:

None

3. IMC 1245 Appendix C-14:

All required training courses, individual study activities, and on-the-job training

activities described in this Appendix

Once these activities are completed, the individual will receive a certificate that attests
successful completion (see enclosure 2).
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