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1 A LEARNING OPPORTUNITY MISSED

On the evening of December 27, 1999, storm winds caused a loss of offsite power for Units 2
and 4 of the French nuclear power plant Le Blayais (IPSN, 2000; IAEA, 2000; Gorbatchev et al.,
2000; Vial, Rebour, and Perrin, 2005).! Shortly afterwards, a combination of rising tide, storm
surge, and wind-driven waves led to the overtopping of a protective dyke and flooding of the
site. Floodwaters entered a number of plant buildings through unsealed cable and pipe
penetrations and led to, among other things, the failure of one train of essential service water for
Unit 1 and the inoperability of low head safety injection (LHSI) pumps and containment spray
pumps for Units 1 and 2.2 The flooding also led to falling trees and blocked roads, thereby
preventing access to the site for a number of hours.

! Offsite power was lost completely at Units 2 and 4. There was also a partial loss of power at Units 1 and 3.

2 Each reactor unit at the Blayais plant has four essential service water pumps to transport reactor decay heat to the
plant’s ultimate heat sink (the Gironde River estuary). The pumps are arranged in two independent trains. One
pump (out of the four) is sufficient to ensure adequate heat removal. The LHSI pumps and containment spray
system pumps are backup safety components provided to support safe shutdown should a loss of cooling accident
occur.



Although the situation was challenging, electric power® and decay heat removal were
available to all four units, and all three operating units* eventually reached a safe shutdown state.
The event was classified as an “incident” (Level 2) on the International Atomic Energy Agency’s
(IAEA) International Nuclear and Radiological Event Scale (INES), i.e., an event involving
“significant failures in safety provisions but with no actual consequences.” However, given the
nature of the hazard, the unsealed building penetrations, and the failure of plant structures and
components (the dyke and various internal doors) to prevent water movement, it appears that the
event could have been much worse.’

With the advantage of 20-20 hindsight following the Great East Japan Earthquake of March
11, 2011 and the subsequent tsunami-induced reactor accidents at the Fukushima Daiichi site, it
is now clear that the Blayais flood should have been a warning to the probabilistic risk
assessment (PRA®) community, whose job is to identify and analyze potentially risk-significant
scenarios, including scenarios that lie outside a plant’s design basis.

External flooding hazards have been analyzed in a number of early PRA studies, but their
risk significance was generally considered to be relatively low. Indeed, NUREG-1407 (Chen et
al., 1991), which provided the U.S. Nuclear Regulatory Commission’s (NRC) guidance to
licensees performing vulnerability assessments under the Individual Plant Examination of
External Events (IPEEE) program, stated that “core damage frequencies are estimated to be less
than 10°° per [reactor] year for a plant designed against NRC's current [external flooding]
criteria.” Based on this perspective, NUREG-1407 indicated that licensees could avoid detailed
analysis of external floods as long as the plant’s design basis for such events met the
deterministic criteria provided in the NRC’s 1975 Standard Review Plan (SRP) (NRC, 1975).”
Using this and other criteria (e.g., regarding the estimated frequency of severe floods), the large
majority of licensee submittals (58 of the 70 provided to the NRC) determined that external
floods did not require detailed analysis (NRC, 2002). In PRA parlance, these events were
“screened out.” Of the remaining 12 submittals, the reported flooding CDFs ranged from
insignificant (around 2x10°%/ry) to potentially significant but not dominant (around 7x10°%/ry).

Blayais provided an empirical indicator of the potential risk significance of beyond design
basis external floods. (The plant’s original design basis did not consider the combination of

Units 1 and 3 had power from offsite sources; Units 2 and 4 were powered by emergency diesel generators
(EDGs). Unlike many plants in other countries, the EDGs at French plants are air-cooled, and are therefore not
dependent on service water for cooling.

Unit 3 was in a refueling outage and had already shut down.

Vial, Rebour, and Perrin (2005) indicate that the conditional core damage frequency (CDF) during this event was
about 3x1073/reactor year (ry), a value significantly larger than the baseline CDF for the plant. Conversation with a
regulatory staff member monitoring the event indicates that there was considerable worry at the time because it
wasn’t known where and when the rising water level within the plant buildings would peak.

In general, the terms “probabilistic risk assessment (PRA)” and “probabilistic safety assessment (PSA)” are
synonymous.

NUREG-1407 provided similar guidance for non-seismic and non-fire events. These events were collectively
addressed under the category “high winds, floods, transportation and nearby facility accidents.” The expectation
was that such events were, for most plants, unlikely sources of vulnerabilities (as compared with seismic or fire
events).



storm-driven waves with a high water level in the estuary.) Moreover, the event involved
multiple concurrent hazards, affected multiple units, led to complications in plant operator
response, and blocked access to the site. These are characteristics that are now widely recognized
as important contributors to the Fukushima accidents, and also as challenges to existing PRA
methods, models, tools, and data (e.g., Siu et al., 2013). However, neither Blayais, nor the
tsunami-induced flooding of the Madras plant in 2004 (AERB, 2005), nor the flood-debris
clogging of service water at the Cruas plant in 2009 (Dupuy, Georgescu, and Corenwinder,
2014), initiated much activity in the general PRA community. A review of the conference
programs for the Probabilistic Safety Assessment and Management (PSAM) and PSA
conferences held after Blayais and prior to Fukushima shows considerable interest in the
treatment of internal flooding (especially in the 2008-2011 time period), but little activity
regarding external flooding. It took the Fukushima accidents, bolstered by compelling images of
the U.S. Fort Calhoun nuclear power plant site surrounded by floodwaters in June 2011,8 to spur
serious reconsideration of external flooding in particular and extreme non-seismic hazards in
general.’

The failure of Blayais and other pre-Fukushima flooding events to affect PRA community
views on the potential importance of flooding is troubling from a very practical perspective. As
indicated in Regulatory Guide (RG) 1.200 (NRC, 2009), PRA standards are important tools for
ensuring that a PRA provides appropriate risk information to decision makers. However, the
2009 version of the American Society of Mechanical Engineers/American Nuclear Society PRA
standard (ASME/ANS, 2009), which has been endorsed by the NRC, follows the lead of
NUREG-1407 (a 1991, pre-Blayais document) and allows screening using the previously
mentioned SRP criterion. Furthermore, the standard states, “these [external flooding PRA]
approaches, based on a combination of using of the recurrence intervals for the design-basis
floods and analyzing the effectiveness of mitigation measures to prevent core damage, have
usually shown that the contribution to CDF is insignificant.” The ASME/ANS standard is
currently being revised and may better address the potential for premature screening of external
events, including external floods. Nevertheless, in the years since Blayais, whether it was
because the PRA community was unaware of published reports, or the actual event did not
extend beyond the “incident” stage, or readers did not consider the specifics of the event to be
relevant to their facilities, or some other reason or combination of reasons, the message of
Blayais and the opportunity for changes in PRA practice were missed.

The Blayais experience highlights the challenge of making significant operating experience
salient and relevant to the technical community. Key information indicating the potential risk
significance of external flooding was published soon after the event. However, this information
was either not readily available to the proper technical communities or simply overwhelmed by

8 For example, see “Flooding Brings Worries Over Two Nuclear Plants,” The New York Time, June 20, 2011
(http://www.nytimes.com/2011/06/21/us/21flood.html).

9 As late as 2014, discussions at an international workshop on multi-unit risk revealed that even some prominent
PRA experts were not aware of the Blayais event or its significance.
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the routine deluge of information of the modern world. Thus, making user-friendly information
management tools accessible to the larger technical community and helping to strengthen the
signal-to-noise ratio of pertinent information sources is an important knowledge management
objective.

2 OBJECTIVE AND SCOPE

The preceding discussion illustrates one risk-related knowledge management (KM) challenge
for the NRC as well as the broader PRA community: ensuring that information users (e.g.,
researchers, analysts, and decision makers) are cognizant of relevant international operational
events and their potential risk significance. Risk and KM are broad topic areas, of course, and
there are many other challenges.

The objective of this paper is to provide an overview of:

e How, why, and where the NRC uses risk information in its decision making;

e The multi-faceted nature of this information and the associated knowledge
engineering (KE)'? challenges for information systems supporting KM; and

e Potential technical approaches to improving the management of risk information.

The paper’s discussion of KE is intended to highlight important engineering aspects of KM.!!
The authors’ perspective is that of PRA “user” staff who (1) are charged with providing risk
information to others, including decision makers; and (2) rely heavily on the NRC and public
information systems to perform their work.

3 RISK INFORMATION AT THE NRC: USES AND PERSPECTIVES

This section provides background information regarding the NRC’s approach to KM, its uses
of risk-related knowledge and information, and different ways of viewing risk-related knowledge
and information that can affect KM and pose KE challenges.

3.1 KM at the NRC

KM involves the capturing, preservation, sharing, and use of organizational knowledge
(Hudson et al., 2014; Reyes, 2006). The NRC has, since its inception, conducted knowledge
management activities such as staff development programs, training, and mentoring. A formal
KM program was established in 2006, spurred by (1) the changing demographics among NRC

10 There appears to be no commonly accepted definition for the term “knowledge engineering.” In this paper, we use
it to refer to engineering activities associated with the development and maintenance of information systems.

' KE and information systems are, of course, only part of the KM toolbox. For example, in the case of Blayais, a
non-technical KM solution would be to improve cross-disciplinary and cross-organizational communication on
topics relevant to risk.



staff and (2) the expectation of increased work with different knowledge requirements (e.g.,
regarding the licensing of new reactors with potentially novel technologies and operational
concepts) for the agency. The initial focus of the program was on capturing and preserving the
knowledge of aging staff, then transferring that knowledge to others.

KM is currently an agency priority, as recognized by the NRC’s Strategic Plan for 2014—
2018 (NRC, 2014). Figure 1 shows that the scope of the program goes beyond the original
vision. KM, of course, is a driving force for the NRC’s standard documents (e.g., regulatory
guides), information systems (notably, the NRC’s Agencywide Document Access and
Management System [ADAMS]!?), and staff training programs. The NRC’s KM program also
covers a number of KM-dedicated activities, including the production of special KM reports
(e.g., on the 1979 Three Mile Island accident [NRC, 2016b]); the organization of KM
workshops, panel discussions, and seminars (e.g., on the origin of the WASH-1400 study [NRC,
2016c)); and the formation and coordination of “communities of practice” for selected topic
areas.

Human Capital Strategy 3: Improve knowledge management by identifying and capturing critical
knowledge from employees, transferring it to those who need it now, and making it accessible for the future.

CONTRIBUTING ACTIVITIES
=  Provide innovative agency support structures for knowledge management.

= (Create communities of practice that enable the sharing of relevant knowledge and critical skills
among employees who perform the same job function.

=  Capture operating experience, new information on safety and security issues, and knowledge gained
from inspection, research, and licensing activities in regulatory guidance.

=  Capture relevant critical knowledge from employees departing the agency, recapture knowledge
from former employees where possible, communicate leadership expectations for knowledge
sharing, formalize knowledge management values and principles, and incorporate knowledge
management practices within agency work processes.

Figure 1. NRC KM-related strategic planning (NRC, 2014)

Our experience indicates that the agency’s KM champions and activity leads described by
Hudson (2014) have been critical for the promotion, coordination, and implementation of
successful KM program activities. The communities of practice provide useful informal settings
for the transfer and sharing of knowledge. (Discussion summaries and presentations can be
captured in staff-created websites and reports stored in ADAMS.) More formal KM seminars,

12 For a description of and access to ADAMS, interested readers can go to http://www.nrc.gov/reading-
rm/adams.html.
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panel discussions and workshops are recorded, transcribed and adapted to support post-activity
training. In some cases, such training is required as part of a formal qualification program.

Recently, the NRC has been implementing the concept of “Centers of Expertise” (NRC,
2015a). These are defined as organizations that provide agencywide centralized services,
leadership, best practices, processes, support, mentoring, training, and knowledge management
for specific focus areas in accordance with established priorities.

Regarding risk-related KM, Tobin, Coyne, and Siu (2011) observe that a wide range of
resources are available to NRC staff. Some of the more important resources include formal risk
assessment and risk management training courses, informal training (including on-the-job
training, seminars, and conferences), communities of practice, technical libraries, and electronic
databases (including document collections).

3.2 Data, Information, and Knowledge

Discussions of KM systems and programs frequently use the related terms “data,”
“information,” and “knowledge.” In this paper, we follow Reyes (2006):

= Data: Structured, factual records of discrete transactions or events.

= [nformation: Data that is structured or arranged to inform or influence by
communicating a message to a recipient (user).

» Knowledge: Information that is influenced by and combined with the user’s own
experiences.

The principal focus of this paper is on risk information. However, it should not be forgotten
that the ultimate purpose of a KM program is to manage knowledge, which implies
organizational activities supporting user recognition and understanding, such as those discussed
previously.

It should also be recognized that knowledge can be explicit, implicit, or tacit. Explicit
knowledge, i.e., knowledge that can be declared (e.g., the key conclusions of a report), is the
most easily identified, codified, and transmitted. Implicit knowledge, i.e., knowledge that is
implied but not directly stated (e.g., additional insights resulting from the user’s synthesis of a
report’s key conclusions), is both more difficult to elicit and more user-dependent. Tacit
knowledge, i.e., knowledge expressed without words or speech (e.g., how to abstract a complex
system in developing a model, how to persuade others to take specific actions based on a report’s
key messages), is generally based on skills obtained through practice and experience. By its
nature, such information is the most difficult to explain and communicate. It can be seen from
the Blayais example that all three forms of knowledge are relevant to risk-related KM.



33 NRC Uses of Risk Information
3.3.1 PRA Policy Statement

In 1995, based upon its experience with PRAs to date, the NRC issued a policy statement
(NRC, 1995) to encourage increased use of PRA methods, and to help ensure that potential
applications of PRA could be implemented in a consistent and predictable manner that promoted
regulatory stability and efficiency. Besides setting the NRC on its current path of increasing and
improving its use of risk information, this document provided some important principles for
PRA, which can be paraphrased as follows:

e PRA is useful because it (1) considers a broader set of potential challenges to safety
than traditional, deterministic analyses; (2) supports an improved prioritization of
these challenges; and (3) can treat a broader set of resources to defend against these
challenges.

e PRAs used to support regulatory decisions should be realistic.

e PRAs should be capable of supporting the relaxation as well as the addition of
regulatory requirements, and should be of sufficient quality to support decision
making.

Clearly, these principles have implications for the information sought from PRA studies, and
for the information used to support the performance of such studies.

3.3.2  Risk-Informed Regulation

In 1998, NRC staff issued a tone-setting white paper on risk-informed, performance-based
regulation that (1) defines risk as a triplet answer to the three fundamental questions posed by
Kaplan and Garrick (1981): “What can go wrong?” “How likely is it?”” and “What are the
consequences?” and (2) describes how the NRC would use risk information in regulatory
decision making (NRC, 1999);'? and a landmark regulatory guide, RG 1.174 (NRC, 1998),
which provides an acceptable approach by which a licensee can use risk information to support a
voluntary change from a plant’s current (and accepted) licensing basis to a new licensing

basis. %13

13 The NRC Commissioners approved the white paper in 1999 via a memorandum to the staff. The memorandum
(NRC, 1999) includes a slightly edited version of the original paper.

14 In the U.S., the “licensing basis” for a nuclear power plant is a legal prescription specifying the conditions under
which the plant is allowed to operate.

15 Though developed for a specific application (risk-informed changes to a plant’s licensing basis), the RG is written
quite broadly, and its general philosophy and some specific criteria have been adopted in many other risk-
informed regulatory applications.



Both the white paper and RG 1.174 emphasize that the NRC’s approach is “risk-informed”
(i.e., the results and findings of risk assessments are considered together with other factors)
rather than “risk-based” (i.e., decisions are based solely on the results of the risk assessments).
RG 1.174 provides specific guidance regarding the elements of a risk-informed decision. In
particular, the decision needs to consider current requirements, considerations of defense-in-
depth and safety margins, and the use of monitoring, as well as risk (see Figure 2).

The proposed change is
consistent with the

defense-in-depth philosophy

The proposed change meets
the current regulations unless — The proposed change

it is explicitly related to a maintains sufficient

requested exemption or safety margins

rule change
INTEGRATED
DECISION
MAKING

/ When proposed changes

The impact of the proposed result in an increase in risk, the
change should be monitored increases should be small
using performance and consistent with the intent
measurement strategies of the Commission’s Safety

Goal Policy Statement

Figure 2. Risk-informed decision making (NRC, 1998)

34 Information to Support Risk-Informed Decision Making and “Risk Information”

Figure 2 shows that the information needed to support a risk-informed decision is not limited
to “risk information,” i.e., the information indicating the risk associated with a particular
situation or decision. Furthermore, it should be recognized that the risk information is more
extensive than that provided by a PRA. For example, a licensee’s PRA team may submit a set of
results and insights it considers suitably realistic for the decision problem at hand. In many
instances, the regulatory staff will need to review the licensee’s submittal and make an
independent determination of its suitability. In non-routine cases, including cases in which new
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information (e.g., a major event) has come to light, the staff may need to evaluate the methods,
models, tools, and data used by the PRA. An effective KM support system will help the staff
efficiently locate, obtain, review, and understand information (e.g., experiments, analyses,
operational experience) needed to support this evaluation. The agency has developed a series of
reports (e.g., NRC, 2016d) that provide historical summaries of selected topics to help the staff
understand the development of knowledge and agency positions over time.

To further expand on potential complexities affecting risk-related KM, it is useful to consider
the topic of risk information from the perspectives of intended use (“form follows function”),
information characteristics, and current trends.

3.4.1 Intended Use

Regulatory Applications. As discussed in NUREG-2150 (Apostolakis et al., 2012), the NRC
currently uses risk information in all areas of regulatory purview, including materials (e.g.,

medical radioisotope sources), waste (both low-level and high-level), uranium recovery, nuclear
fuel cycle facilities, interim spent fuel storage, and transportation, as well as reactors (both power
and non-power).!'® The extent and formality of usage varies across the program areas, and the
area-specific recommendations provided by NUREG-2150 vary accordingly.

Within the reactor safety area, as discussed by NUREG-2201 (Siu et al., 2016a), risk
information is being used to support all regulatory functions (see Figure 3): regulation, licensing,
oversight, and operational experience (evaluation and response). Furthermore, risk information is
being used at all organizational levels within the NRC. Thus, for example, risk information is
used in relatively routine staff decisions (e.g., the acceptance of a proposed licensing action), in
Commission policy and rulemaking decisions (e.g., regarding the imposition of broad
requirements for major plant changes across the industry), and situations in between (e.g.,
deciding whether to allow a plant to continue operation under degraded conditions).

Decision Support. Figure 4, which is taken from NUREG-2150, provides a view of the
regulatory decision making process. Although not unique to risk-informed decision making, it
can be seen that different steps in the process can involve different types of risk information
(e.g., information supporting the identification of potentially viable options vs. information
supporting detailed analyses of the options) and different modes of support for different phases
(e.g., staff development and transmission of initial technical results and insights during the
analysis phase vs. staff interactions with decision makers during the deliberation phase).

16 An overview of these regulatory areas can be found on the NRC’s website: http:/www.nrc.gov/.
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Figure 4. The regulatory decision making process (Apostolakis et al., 2012)
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3.4.2 Information Characteristics

Volume. Due to the broad nature of risk information (discussed further below), the volume of
information that may need to be considered for a particular decision or process can be enormous.
For example, when attempting to review the Fukushima Daiichi accidents (as well as the
successful earthquake/tsunami responses at other Japanese plants) for lessons leading to
improved PRA methods and models, there are currently over 20 official Japanese investigation
and lessons-learned reports and numerous official reports from other countries and international
bodies. All are voluminous but potentially valuable (despite some duplication of material), as
they are written for different reasons and from a range of viewpoints.

Form. The specific form in which information is provided can be important when developing
automated tools supporting KM.

The information used in agency decision making is usually formal (in the form of
documents, '’ both digital and print), but can also be informal (e.g., internal knowledge of
individual staff, corporate knowledge of the organization and sub-organizations). Documents can
contain information in many formats, including video, audio, and images, as well as text. The
information can be structured (e.g., databases, PRA models) or unstructured (e.g., free text).

Note that documents typically include both structured and unstructured information:
databases usually have freeform comment fields, and text documents have internal structures
(e.g., different chapters and sections, tables) that affect the meaning of text. Also note that the
meaning of some documents can rely heavily on implicit information: for example, an audio
recording of a meeting and the transcript of that meeting will often contain incomplete sentences
whose meaning can only be inferred from other parts of the record.

Different information forms also arise from the differing purposes of documents. For
example, a research paper assessing the pros and cons of specific PRA methods will have a
different format (and possibly even a different intended audience, with associated differences in
interests, knowledge, and preferred communication style) than a report summarizing the results
of a PRA for a particular facility or an inspection report identifying risk-relevant findings for that
facility. (When considering the information needs of risk-informed decision making, the variety
of potential document types increases significantly, as shown in Figure 5.)

17 In this paper, the term “document” is used broadly to encompass records (e.g., computer files) that include but are
not limited to traditional text documents.
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Risk Problems. Many risk problems of concern to the NRC have characteristics that distinguish
them from other regulatory decision problems. These characteristics include:

e Need for systems viewpoint. A risk-informed decision generally needs to consider the
performance of the system as a whole, and should not focus exclusively on one aspect of
the problem. In some cases, analysts and decision makers may need to cope with
situations in which potentially important parts of the system are poorly understood.

o Diverse and implicit sources of information. The basis for a PRA model may reside in a
wide range of sources (e.g., licensing basis information, operating experience, licensee
submittals) that may or may not be explicitly referenced in the PRA model’s
documentation. Understanding this basis can be key to the appropriate use of the model’s
results and insights.

o Involvement of multiple disciplines. Dealing with the system as a whole typically requires
input from a wide range of technical disciplines. These disciplines have, in addition to
their unique bodies of knowledge, their own technical cultures, which affect how they use
and create information (including how they view and deal with uncertainties).

e Problem complexity. A risk management decision may require consideration of a large
number of disparate scenarios. For example, both scenarios triggered by low-
probability/high-consequence natural disasters that immediately overwhelm facility
defenses and scenarios involving chains of less severe but more likely failure events
could be important to a facility’s risk profile.

e Rare events. Risk assessments and risk-informed decision making often deal with
unlikely, beyond design basis events. In some situations, analysts and decision makers
need to deal with novel designs and even design principles. In situations where direct
experiential data are sparse, modeling (including modeling assumptions) plays a
fundamental role, and it is critical that modeling details be adequately understood.

e Legacy documents. In addition to the long return periods of potentially key but rare
phenomena (e.g., extreme earthquakes, floods), risk-informed decisions may need to
consider old but still relevant information (e.g., analyses of and decisions regarding
previously considered reactor concepts which have become the subject of renewed
interest). Some of this information may reside in legacy, non-digitized documents.

e [mportant “details.” Risk-significant scenarios can arise from unique, plant-specific
design and operational features that lead to subtle dependencies between potential failure
events. Changes in relatively small details (e.g., the location of a particular set of
electrical cables) sometimes dramatically impact a risk study’s results and insights.

e Large uncertainties. Due to preceding factors, the results of a PRA are often subject to
large (sometimes multiple orders of magnitude) uncertainties. Determining and
communicating the meaning of such results, especially in situations where the events
treated are rare and the overall risks are small, is a continuing challenge.
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Broad user base. Within the NRC, risk information is being generated and used by staff
with a broad range of technical backgrounds and exposure to risk concepts. For example,
PRA models can be developed, and their results used, by inspectors with limited
exposure to PRA, as well as by PRA experts. Similarly, some NRC decision makers have
only limited formal training in risk-informed decision making, while others formerly
worked as PRA technical experts.

Current Trends

A number of trends relevant to risk information needs have been underway for some time at
the NRC. These include:

Increasing use of currently available PRA models. The number of risk-informed licensee
requests requiring NRC review and approval is increasing (see Figure 6). Many of these
requests (e.g., to increase allowed outage times for safety equipment) involve relatively
routine use of PRA models. The NRC’s Standardized Plant Analysis Risk (SPAR)
models (NRC, 2015b) are also being increasingly used (e.g., to support evaluations of the
risk significance of inspection findings).

120 1

100 1

80 -

60 -

40 1

20 -

Estimated Submittals Under Review

FY14 FY15 FY16 FY17 FY18
Fiscal Year

Figure 6. Projected risk-informed licensing actions (adapted from Rosenberg, 2016)
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o [ncreasing number of applications requiring extensions of the PRA models. Such
applications (e.g., risk-informed criteria for reactor pressure vessel embrittlement, safety
significance of consequential steam generator tube ruptures) impose an associated burden
on decision makers to understand model assumptions and limitations in these extended
applications. Notable PRA modeling extensions in support of these applications include
severe accident, seismic, and fire modeling.

o Increasingly demanding use of the PRA results and insights. Situations in which PRAs
are used to support decisions where the absolute results play a significant role (e.g., when
a recommended course of action relies in part on the “bottom line” results of the PRA)
impose a greater burden on the PRA than situations in which relative results are
sufficiently informative. Decisions requiring the assessment of the value of a new
technology (e.g., a new approach to fire detection) can also require more precision from
the PRA than decisions requiring only the assessment of a general class of risk
contributors (e.g., fires).

o [ncreasing need to review reactor design applications with new features. Reactor designs
involving extensions of current light water reactor designs (e.g., multiple reactor
modules, new concepts of operation) or major departures (e.g., high-temperature gas or
molten salt designs) can require PRAs to address phenomena, scenarios, and
dependencies not addressed in PRAs for the operating fleet.

o Changing demographics of NRC staff as more experienced members approach
retirement. These changes affect the average level of risk-related experience among the
staff (many new staff members have not had the chance to develop hands-on experience
with practical PRA modeling prior to joining the NRC). '

The 2011 Fukushima Daiichi reactor accidents and concurrent challenges at other Japanese
nuclear power plants have highlighted a number of additional issues relevant to the performance
and use of PRA. The resolution of these issues may further affect the agency’s changing risk
information needs. As discussed by Siu et al. (2013), these issues include:

e the scope of current PRAs for operating U.S. plants, many of which, according to a post-
Fukushima U.S. Government Accountability Office report (GAO, 2012), have not
updated their treatment of external events since the IPEEE program in the 1990s;

e the risk from events involving multiple units at a site and even multiple sites;

e the assessment and treatment of uncertainty for extreme natural events (and, more
generally, low-probability/high-consequence events); and

18 Note that the increasing use of digital devices and media has not only dramatically improved access to potentially
relevant information, it has also led to changes in expectations (e.g., that answers to factual questions should be
readily available), in increased use of non-text forms (e.g., images, video, audio) to convey information, and even
changes in reading habits (e.g., skimming versus deep reading). For example, Rosenwald (2014) provides an
overview of changes in reading habits spurred by digital devices and media and associated effects on
comprehension.
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e the appropriate balance of deterministic and probabilistic information in regulatory
decision making.

Regarding the last point, following the Fukushima Daiichi accident, there have been calls to
reduce the emphasis on, or even to entirely abandon, the explicit use of risk information. Such
calls include recommendations to perform “worst-case analyses” and to develop mitigation
strategies that are independent of accident cause. Even within the PRA community, there have
been proposals to increase the emphasis on “conditional analyses” and “resilience” (e.g., Lanore
et al., 2013; Takada, 2013). The ongoing discussions in this area are beyond the scope of this
paper. However, it is important to recognize that the outcome of these discussions could affect
the agency’s risk information needs.

4 RISK-RELATED KE CHALLENGES FROM A USER’S PERSPECTIVE

The NRC, as with any organization that deals with large volumes of information, has a
number of information technology systems and associated activities aimed at (1) electronically
capturing information important for the agency’s decision making efforts and (2) making the
captured information accessible to the staff. In addition to the NRC’s official recordkeeping
system (ADAMS), staff can access information through a variety of tools, including the agency’s
website and staff-created sites used to share information. Staff can employ a variety of standard
and NRC-specific search tools (e.g., those included in ADAMS) and other aids (e.g., hyperlinks,
file structures, citations and reference lists, tables of content and indices) to find relevant
documents (e.g., text files, spreadsheets, databases, images, computer codes and models) and
specific pieces of information in these documents.

As illustrated in Section 6, current databases and tools are quite effective and efficient.
However, users are naturally interested in improvements that will enhance their ability to find,
access, review, and assess potentially relevant information. The KE challenges in making
improvements range from the simple to complex. There are three general challenges involved:

I.  Expanding and improving the electronic database (e.g., digitizing more legacy
documents, improving the accuracy of digitization);

II.  Improving search tools and aids, including guidance for users, to increase the
likelihood that the search process finds desired information while reducing the
number of undesired (“false positive”) results; and

III.  Providing capabilities to automatically derive explicit information from implicit
information (e.g., by mimicking the ability of subject matter experts [SMEs] to
develop insights from a number of documents'®).

1% In the case of Blayais, for example, inferring from the event description and from siting documents (i.e.,
documents that provide the technical basis for the geographic positioning of a nuclear power plant) for other
nuclear power plants that beyond design basis external floods can be important for other nuclear power plants.
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These general challenges are clearly not unique to the risk arena; significant development
efforts are underway in the commercial information technology sector, and a number of products
are already available, as discussed in the following section. However, from the perspective of a
risk information user, the challenges are modulated (and probably amplified) by the risk
information characteristics described in the preceding section. For example, the interdisciplinary
nature of a PRA implies that KE solution development may require a wide range of SMEs (e.g.,
to provide word/phrase associations and search heuristics). This, in turn, implies a special
challenge in ensuring the efficient use of numerous and diverse experts.

It should also be noted that some of the special characteristics of risk information may affect
the effectiveness and efficiency of KE solutions sought by other communities. For example,
analytics-based approaches that rely solely upon the number of times a search query finds a
document with matching text (i.e., the number of search “hits”’) may miss situations in which a
single document contains information on a rare event of interest, and may place undue emphasis
on facts provided by multiple documents that are actually based on the same underlying
information, as in the case of reports on the Fukushima accidents.

5 THE PROMISE OF ADVANCING TECHNOLOGY

One useful approach for meeting the general challenges discussed in the preceding section
involves enlisting additional knowledge from SMEs to organize and make sense of the risk
information stored in current databases. Three core technologies for automating this process are
natural language processing, content analytics, and formal methods.

5.1 Natural Language Processing

Figure 7 includes an excerpt from Gorbatchev et al. (2000), which provides a portion of the
description of the 1999 Blayais flooding event. The meaning of the excerpt is clear to human
readers familiar with the underlying terminology and concepts. However, with an automated
system, challenges arise due to ambiguity, context dependence, implicitness, and non-
uniqueness. For example, the text indicates that the Train A service water pumps were “lost,”
while other (LHSI and containment spray) pumps were “considered completely unavailable.”
Should an automated system supporting the use of risk information consider these effects
synonymous? If so, under what circumstances? Table 1 provides additional examples of natural
language challenges associated with the Blayais excerpt.
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noted:

motors;

“Of the facilities which were flooded in Units 1 and 2 (Illustrations 10 and 11), the following should be

*  the rooms containing the essential service water pumps. The essential service water
system of each unit comprises four pumps on two independent trains (A and B), each
pump is capable of providing the entire throughput required. In Unit 1, the essential
service water system pumps of Train A were lost as a result of immersion of their

»  some utility galleries, particularly those running in the vicinity of the fuel building
linking the pump house to the platform;

*  some rooms containing outgoing electrical feeders. The presence of water in these
rooms indirectly led to the unavailability of certain electrical switchboards;

e the bottom of the fuel building of Units 1 and 2 containing the cells of the two LHSI
pumps and the two containment spray system pumps. The nuclear operator considered
that the pumps were completely unavailable. The systems to which these pumps belong
are the engineered safety systems of the installation which are designed mainly to
compensate for breaks in the primary system.

Hllustration 12 illustrates the roles of the aforementioned systems. The essential service water system
operates during normal operation of the units to cool the reactor auxiliaries and when the reactor is
shut down to cool the decay heat removal system during accident situations in order to remove the
decay heat by heat exchange in the containment spray system heat exchangers.”

Figure 7. Summary Description of 1999 Blayais flood (Gorbatchev et al., 2000)

Table 1. Examples of natural language challenges for automated processing arising in Blayais excerpt

(Figure 7)

Challenge Type

Example Phrase

Challenge for KE Tool

Ambiguity (multiple meanings for
the same word or phrase)

“pumps of Train A were
lost”

Determining that “lost” means “failed” (as
opposed to its many other possible meanings,
e.g., “missing” or “bewildered”).

Context dependence (meaning
depends on other factors, including
document type, purpose, structure,
and surrounding text)

“essential service water
pumps”

Recognizing that “essential” is part of the name
of the system (as opposed to being a descriptor;
consider the possibility of narrative references
to “non-essential service water pumps”).

Implicitness (meaning is not stated
directly, and must be inferred from
other facts in document)

“the rooms containing
the essential service
water pumps”

Recognizing that these rooms were flooded, as
implied by the preceding “the following should
be noted.”

Non-uniqueness (multiple ways of
making a statement with the same
meaning)

“The essential service
water system of each
unit comprises four
pumps on two
independent trains (A
and B)”

Extracting information on system configuration
from multiple possible alternatives (e.g., using
different words, such as “...has four pumps in
two separate trains...” or different grammatical
constructions, such as “There are four pumps
in the essential service water system, arranged
in independent trains A and B”).
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Figure 7 also illustrates another challenge to natural language processing algorithms: widely
separated text. In this figure, the text referring to the “cells” containing the LHSI and
containment spray pumps is several text passages away from the introductory text indicating that
the discussion concerns flooding. It is easy for human readers to infer that the cells were flooded,
but it is not simple for algorithms relying on proximity measures (e.g., the number of words
separating phrases). Figure 8, which provides highlighted excerpts from NUREG/CR-6738

(Nowlen, Kazarians, and Wyant, 2001) addressing a 1975 fire at the Browns Ferry nuclear
power plant, provides another example. In this case, the Page A3-1 statement that the following
event descriptions generally apply to Unit 1 is necessary to determine that the Page A3-5
statement (that the reactor was scrammed at 00:31) applies to Unit 1.

The highlighted text in Figure 8 shows a further challenge: the potential need to deal with
flawed data. Due to the particular optical character recognition (OCR) software used to create the
digitized version of NUREG/CR-6738, the digitized text available to search tools does not
recognize the structure implied by the document graphics. Thus, for example, the highlighted
text for the Page A3-6 entry is literally stored as “At 1:00pm Unit 2 control room operators
demand for multi-unit shutdown may introduce [line break| observed several annunciations...”
Aside from being nonsensical, the fragmentation of the actual phrase “may introduce unique
equipment demands” potentially masks a key message from the document.

Within the information technology industry, advances continue in improving the access to
and use of information. One of the most widely publicized activities was highlighted on January
14,2011, when a computer system called “Watson,” developed by International Business
Machines (IBM®), defeated two human experts on the television quiz show “Jeopardy!”.?" In
addition to addressing complexities associated with natural language processing, the Watson
project demonstrated the ability of computer technology, including the technology currently
available and the technology developed specifically for the project, to address challenges
associated with the volume, breadth, form, and trustworthiness of potentially relevant
information. However, the Watson project, which was large and sustained (the project started in
2005 and involved a core team of about 20 researchers [Ferrucci et al., 2010]), was a focused
research activity with a relatively narrow problem domain.

Work is ongoing within many organizations to apply the technologies demonstrated by
Watson, including the content analytics technology discussed in Section 6, to a variety of
practical problems (Keim, 2015). The relatively free-form query interface supported by common
search engines and the widespread deployment and use of voice-activated virtual assistants
provide additional demonstrations of the significant progress that has been made in
understanding natural language queries and responding in kind.

20 For a popular account, see: “Computer Wins on ‘Jeopardy!’: Trivial, It’s Not,” The New York Times, February
16, 2011 (http:/www.nytimes.com/2011/02/17/science/17jeopardy-watson.html?pagewanted=all& r=0 ).
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From Page A3-1:
Whether an event from the chain of events is typically included in a fire PRA is discussed where

deemed appropriate. Lessons that may be

gleaned from a specific event in the context of fire PRA
proIceR et (el Unless otherwise noted, the event descriptions refer to events impacting

Time Event Description Fire PRA Implications
(rel. to (Note 1)
ignition)
(hr:min)
Prior to | The power cables for two 480 VAC boards from | In a fire PRA, error in routing of cables is not
the opposite safety trains were routed during taken into consideration. The actual discovery
incident | construction, erroneously, inside the same cable | of such a construction error is rare. No other
tray. (Regulatory Guide 1.75 which was in such incidents are known to the authors.
effect at the time disallows this practice.) Therefore, the assumption used in fire PRAs
should generally be considered as acceptable.

From Page A3-5:

00:31

At 12:51pm, operators manually scrammed the
reactor from 704 MWe power level

It is not entirely clear why operators delayed the
scram for 15 minutes after learning of the fire.
In a fire PRA a scram immediately upon a
report of an unsuppressed CSR fire would
typically be assumed.

From Page A3-6:

On the Unit 2 contro! panel, operators noticed
malfunctions on ECCS panel 9-3 and feedwater
panel. Unit 2 RB fans were switched to low by
the operators.

00:40

observed several annunciations j= i l=80[®
power and that one reactor protection M-G set
had tripped. They proceeded to scram the Unit
2 reactor and initiate shutdown cooling. Unit 2

operator confirmed that all rods inserted.

Typical fire PRAs consider the impact of a fire
only on a single unit, even if that fire occurs in
a common or shared plant area. In this case,
the second unit also experienced some
difficulties and was shut down. Simultaneous
unique equipment demands that may not be
covered by current fire PRAs.

Figure 8. Excerpts from analysis of 1975 Browns Ferry fire (Nowlen, Kazarians, and Wyant, 2001)
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5.2 Content Analytics

In the information technology world, where increasing amounts of resources are being spent
to make better use of large (and ever-increasing) amounts of unstructured information, “content
analytics” tools are being developed to, among other things, help users improve their searches
and enhance their “discovery” activities (i.e., activities to develop insights through exploration of
databases).?!-?? As further discussed in Section 6, such tools use software routines to convert
unstructured data (typically free text) into structured data (e.g., terms with assigned
characteristics), make that data readily accessible to user queries, and provide various means
(quantitative and qualitative) of characterizing query results.

5.3 Formal Methods

A third line of technology development that may be helpful to the NRC’s risk-informed
activities concerns the use of so-called “formal methods.” Formal methods, which are well
known in the computer science field, involve the development of mathematical specifications for
hardware and software systems, and are intended to support the development and verification of
such systems.

The PRA community has long recognized that logically equivalent (or nearly equivalent)
models can take many different visual forms. (This recognition is exemplified by the resolution
of the “large event tree/small fault tree” versus “small event tree/large fault tree” debate in the
early days of PRA, later discussions on the merits of event sequence diagrams versus event trees,
and current work on the automated development of binary decision diagram models.) A formal
modeling approach could help suitably trained reviewers understand the essential aspects of the
model despite these different forms.

A second potential benefit is that a formal modeling approach can put the PRA model being
reviewed and external benchmarks (e.g., models of similar systems in other PRAs, relevant
operational experience) into a common format, thereby helping a reviewer to identify key
similarities and differences.

21 The term “content analytics,” although widely used in an information technology context, does not appear to have
a standard definition. In this paper, it is used to refer to a broad class of software tools that use a variety of
approaches (e.g., natural language queries, trends analysis, contextual discovery, and predictive analytics) to
identify patterns and trends across an unstructured database (e.g., text). Note that this usage is somewhat more
limited than that implied from dictionary definitions of “content analysis,” which refer to latent as well as
manifest content (Webster, 1969).

22 In content analytics literature, the terms “discover” and “explore” are used to indicate a more open-ended use of a
database than is implied by the term “search,” which involves looking for the specific answers to a particular
question. Thus, a tool aimed at supporting “discovery” can, in addition to responding to a particular search,
provide information suggesting further searches that provide alternate perspectives on the search topic.
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The Open PSA initiative discussed by Epstein and Rauzy (2013), which is aimed at
providing a standardized modeling language for PRAs, provides a promising technology for
NRC staff, who often need to function as model reviewers rather than developers.?* Friedlhuber,
Hibti, and Rauzy (2015) present a model comparison methodology, and Meléndez Asensio and
Santos (2015) present review-oriented applications developed and considered for Consejo de
Seguridad Nuclear (CSN, the Spanish regulatory authority). Both works are based on this
technology. Although not further discussed in our paper, it seems clear that formal methods
could be very useful for the NRC’s risk-related applications.

6 A RECENT EXPLORATION

In order to provide an indication of the status and potential value of commercially available
tools benefitting from advances in natural language processing and document content analysis,
the NRC’s Office of Nuclear Regulatory Research (RES) has performed a feasibility study to
explore the application of advanced KE tools and techniques to support PRA activities. The
study, which was initiated in 2014 and completed in 2016, was conducted under the auspices of
the NRC’s Long-Term Research Program (LTRP), which is used to investigate topics expected
to meet critical mission needs in five to ten years (NRC, 2012).2* Following LTRP guidelines,
the project was conducted as a scoping study aimed at the planning of future KE-related
activities.

The following discussion provides a summary of the project. Additional details can be found
in Siu et al. (2016b).

6.1 Project Objectives and Scope

The overall objective of the project was to determine whether additional agency effort to
develop production-level KE tools aimed at supporting risk-informed applications could be
worthwhile.

As a scoping study, the project employed the following limitations:

e The evaluation was limited to the consideration of content analytics tools.

e The evaluation was performed using IBM Content Analytics Version 2.2 (ICA 2.2),
which was already licensed to the NRC. Based on responses to a staff request for
information on capabilities from potential contractors (a “sources sought” notice [NRC,
2013a]), this tool was judged by the project team to be representative of the broad set of
commercially available content analytics tools.

23 More information on this initiative is available at www.open-psa.org.
24 Per NRC (2016), the NRC is re-evaluating the LTRP as part of its ongoing activities to improve agency
efficiency.
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e The evaluation considered three applications (“use cases”) described in the following

section.

e The documents selected to provide the search space for ICA 2.2 were limited to the
document types shown in Table 2. This document set, called a “corpus,” was finalized in
late 2015. It included over 330,000 documents, representing a combination of selected
documents from the ADAMS library (which, at the time of the project, contained around
2 million documents, of which roughly half are publicly available) and a number of other

documents.

Table 2. Project corpus contents

Description

Notes

Publicly available documents from
the NRC’s ADAMS Main Library

Includes NRC staff (NUREG) and contractor (NUREG/CR) reports, staff
papers to the Commission (SECY papers) and Commission Staff
Requirements Memoranda (SRMs), License Amendment Requests (LARs),
and New Reactor Design Control Documents.

Final Safety Analysis Reports
(FSARs)

Provide terminology and design-related information useful for event
analysis.

Documentation for NRC
Standardized Plant Analysis Risk
(SPAR) models

Provides design-related information useful for event analysis (e.g., the size
of the system involved) and PRA results that can be compared with
licensee/applicant results.

Immediate notifications

Documents notifying the NRC of events submitted per the requirements of
10 CFR 50.72.

Licensee Event Reports (LERs)

Documents notifying the NRC of events submitted per the requirements of
10 CFR 50.73.

Inspection reports

Staff reports from the NRC’s Reactor Oversight Process (1999—present).

Individual Plant Examinations
(IPEs)

Licensee submittals in response to Generic Letter 88-20.

Individual Plant Examination of
External Events (IPEEEs)

Licensee submittals in response to Generic Letter 88-20, Supplement 4.

Advisory Committee on Reactor
Safeguards (ACRS) letter reports

1985—present.

ACRS Meeting Transcripts

1999—present (subcommittee as well as full committee).

ICA 2.2 consists of a number of major software components, including the following (Zhu et

al., 2011):

e “Crawlers,” which go through the documents in the corpus and extract document content;

e Document processors, which convert the unstructured text data generated by the crawlers
into structured data using rules provided by text analytic “annotators” (including standard
annotators to do such things as identify the document language, perform a linguistics
analysis, and identify text patterns using user-supplied rules, as well as any additional

custom annotators);
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e An indexer, which prepares an optimized index of the processed document content
(called a “text analytics collection,” or “collection” for short) suitable for high-speed text
mining and analysis; and

e A text mining application, which provides the user interface that enables an analyst to
search the corpus.

ICA 2.2 is a general product that can be customized to address the needs of specific
problems. This customization process requires (1) that software engineers configure the tool
(e.g., to control how a crawler uses system resources and when it should be run) and develop
desired annotators, and (2) that SMEs work with the software engineers to collaboratively define
the search problem of interest and ensure efficient tool development.

From an end-user perspective, most of the work performed by the software engineers is
“behind the scenes.” For example, the SME generally does not construct or perform a detailed
review of the annotators produced by the software engineers, but uses a customized text mining
application, also produced by the software engineers, which provides a number of tools
supporting user searches and discovery. The principal tools are “facets,” different subject-
oriented collections of keywords that provide different views of the corpus data, and their
associated searches.?> A significant portion of the SME effort in developing the customized
ICA 2.2 tool is involved in developing facets for a particular use case that help identify relevant
documents without an excessive number of false positives.

Other tools can filter search results and support the development of statistics (e.g., matching
document counts, frequencies of and trends in search phrase occurrences, and correlations
between pairs of search phrase occurrences) and the visual identification of relationships
between facets.

6.2  Overall Approach

The work involved the performance of three case studies (“use cases”) summarized in
Table 3: the identification and characterization of operational events involving multiple reactor
units (referred to as “Use Case 1”); the determination of current CDF estimates developed in
licensee PRAs (“Use Case 2”); and a general exploration of a wide set of documents to identify
potentially interesting risk-relevant topics for more detailed investigation (“Use Case E). The
first two use cases employ the ICA 2.2 tool in a traditional search mode to address the typical
staff task of searching for answers to highly specific questions. The last employs the ICA 2.2 tool
in a more general, discovery-oriented mode.

25 For example, a facet intended to provide a view of operational events involving multiple units could be
constructed from sets of keywords capturing important aspects of such events (e.g., extent of effect, causes,
coupling mechanisms, near misses). A search hit involving one of these keywords would indicate that the
identified document addresses one of these aspects and is therefore potentially relevant to an analysis of multi-unit
events.
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Table 3. Project use cases

ID | Description Notes

1 Search for multi-unit events Supports characterization of past events involving multiple units at a
site. This characterization could identify events that may need to be
addressed in a site-wide PRA model.

2 Characterization of current Supports decision makers’ understanding of current risk levels and
licensee PRA results contributors. This activity addresses a common question raised by
managers and external stakeholders.
E Exploration of corpus Uses ICA 2.2 in a discovery/exploration mode. This use case

supports the project’s evaluation of the tool when used in a non-
direct search mode.

For each use case, the ability of ICA 2.2 to effectively and efficiently meet staff needs was
assessed and compared with the capabilities of other tools currently available to the staff. Use
Cases 1 and 2 involved a team of SMEs and software engineers performing four steps:

Specify the search problem.

Develop a project-specific, customized search application using ICA 2.2%6.

Test and refine the customized application.

Exercise the application to identify and retrieve documents containing the information

b S

sought, and compare with alternate approaches.

Use Case E involved a single SME exercising the application “as-is” (i.e., without further
modification for the needs of Use Case E).

It is important to recognize that for all use cases, exercising the application involved an
iterative search process in which the user provided an initial search query, reviewed results,
refined the query, and so forth until either the desired results were achieved or the effort was
terminated. Thus, both the application and ICA 2.2 should be viewed as human-in-the-loop tools,
rather than fully automatic answer generators, as is the case with IBM’s Watson.

6.3 Use Case 1

As argued by Fleming (2005) and illustrated by the March 2011 reactor accidents at the
Fukushima Daiichi nuclear power plant, events involving multiple reactor units at a single site
can be important contributors to site risk. There are numerous technical challenges in assessing
these contributions. NRC/RES is currently engaged in a full-scope Level 3 PRA study intended
to address all relevant site radiological sources (including the spent fuel pool and dry cask
storage), internal and external initiating event hazards, and modes of operation for a two-unit
Westinghouse four-loop pressurized water reactor station with a large, dry containment (NRC,

26 For expediency, a single tool (with multiple use case-specific facets) was developed for the project.
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2011; Kuritzky et al., 2013). The technical approach for addressing multi-unit (and, more
generally, multisource) events is described in broad terms in the project’s Technical Analysis
Approach Plan (NRC, 2013b). To inform the modeling of such events, it is a good idea to review
past operational events to provide an indication of the likelihood and impact of these events, and
of their salient features.

However, such a review, although straightforward in principle, can be extremely labor-
intensive. The NRC receives thousands of Licensee Event Reports (LERs) each year, containing
both structured and unstructured data. (Figure 9 provides the first page of an example LER.)
Aids such as LERSearch,?’ search tools provided by the ADAMS system, and general search
aids (e.g., indices for pdf files created using programs such as Adobe Acrobat) are helpful but are
not tailored to address the multi-unit problem, and (in the case of LERSearch) do not provide
access to a number of non-LER related documents that might be useful.

6.3.1  Use Case 1 Objective and Scope

The specific objective of this use case was to evaluate the effectiveness and efficiency of
ICA 2.2 in helping users identify and characterize past U.S. operational events involving
multiple reactors. The use case scope limitations were as follows:

e The project corpus was limited to the document types shown in Table 2.

e The focus was on events involving an “initiating event” (i.e., an event that perturbs the
steady-state operation of a nuclear power plant and could lead to an undesired plant
condition?®) at one or more units at a single site. The search did not exclude but was not
aimed at identifying degraded conditions that could affect the response of multiple units
at a site during an accident, or at identifying events/conditions affecting multiple sites.

e The events were characterized in terms of the event date, site involved, event extent, and
event cause.

27 LERSearch (https://lersearch.inl.gov/LER SearchCeriteria.aspx) provides public access to the LERs and enables
various searches of these records.
28 See NUREG-2122 (Drouin et al., 2013c¢) for definitions of PRA terms.
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actual breaker position being closed).

On June 18, 2001 at approximately 0315 hours,
an electrical fault causing it to trip.
transferred to their respective alternate power gupply (25U-E offsite power sourcej.
result, an invalid actuation of primary containment isolation valves in multiple systems
occurred as expected for the loss of power.

ABSTRACT (Limit to 1400 spaces, Le., approximately 15 single-spaced typswritten lines) {18)

the 3435U-E offsite power source experienced

Two emergency 4160 VAC buses on both Units 2 and 3

As a

After the affected emergency buses transferred to the 2SU-E emergency power source, the
operating crew entered procedure “Response to a Losz of #343 Off-site Startup Source.”
procedure diracted the crew to “flag” all “tripped” breaker control switches to their
actual position; however, it did not address the alternate breaker control switches.
resulted in the normal power supply (tripped) breaker control switches being taken to open
and the alternate power supply breaker control switch being left in the open position (with
With both the norxmal and alternate breaker control
switchés in the open position, an interlock would have prevented the emexgency diesel
generator associated with two emergency 4160 VAC buses on each unit from antematically
supplying power to their respective bus in the event of a loss of offsite power/LOCA. This
condition existed for approximately three hours, when the operatinyg crew took the contrgl
switch for the altetnate power supply breaker to the closed position.

The

This

MRC FORM 366 (1-2001)

Figure 9. Excerpt from example LER for a multi-unit event
(multi-unit fields highlighted)
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6.3.2  Use Case 1 Technical Challenges

On the surface, it might seem that a search for multi-unit initiating events should be
straightforward. After all, surely a human analyst, upon reading an event summary, can readily
determine whether that event involved initiating events at multiple units or not. However, there
are an enormous number of event reports to review. (For example, the project’s corpus contains
nearly 55,000 LERs covering the period 1980-2014.) Furthermore, although determining
whether an event involved multiple units is straightforward (see the highlighted text in Figure 9),
the event descriptions often must be read carefully to determine whether the event involved an
initiating event or a degraded condition (i.e., a situation that weakened the plant but did not
actually involve an accident).

Computer tools, at least in principle, are well suited for addressing large numbers of
documents. However, at least for text-based tools such as ICA 2.2, there are significant
challenges in recognizing the significance of graphical elements (e.g., box lines around text to
provide special emphasis) in an arbitrary document; taking advantage of the highlighted field in
Figure 9 requires a non-trivial custom programming effort. Another challenge arises from the
natural language used to describe events. As an example, Table 4 provides a sample of multi-unit
events identified as precursors by the NRC’s Accident Sequence Precursor (ASP) Program.?
The last column in the table contains key phrases from the associated LERs indicating that the
event involved initiating events at multiple units. Not only are the phrases non-standardized,
sometimes the effects on different units are described in different places in the LER. Additional
challenges to software tools include those discussed in Section 5.1 (e.g., flawed digitized data).

6.3.3  Use Case 1 Approach

The general approach for this use case followed the process described in Section 6.2. The use
case team comprised three SMEs and two software engineers. Two of the SMEs had pre-project
experience performing manual searches of LERs for multi-unit events and conditions, and helped
the software engineers develop the use case-specific facets for the customized search application
(constructed using ICA 2.2). The third SME, who had no formal experience searching for multi-
unit events, conducted the final demonstration (Step 4, as described in Section 6.2).

2 Per SECY-15-0124 (NRC, 2015b), which provides the status and results of the ASP program as of 2015, a nuclear
power plant accident precursor is defined as an event with a conditional core damage probability (CCDP) or a
change in core damage probability (“delta CDP” or ACDP) greater than or equal to 1x10°,
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Table 4. Example multi-unit precursor events with indicative phrases

Date

Site

Type

LER(s)

Indicative Phrase(s)

6/22/82

Quad Cities

LOOP

254/82-012

Separated text, requires inference: “Unit Two
reactor tripped” AND “Due to the degraded mode of
the Unit One emergency AC power system, a
Generating Station Emergency Plan Unusual Event
was declared.”

Could also infer from: “Unit 1/2 Diesel Generator
tripped.”

8/11/83

Salem

LOOP

272/83-033,
272/83-034

Direct statements: “Both Salem units tripped,”
“Salem Units 1 and 2 Reactor Trips.”

7/26/84

Susquehanna

SBO
during
test

388/84-013

Separated text, requires inference: “Unit 2
operating” AND “This resulted in a scram” AND
“Unit 1 entered an LCO.”

5/17/85

Turkey Point

LOOP

251/85-011

Direct statement: “An Unusual Event was declared
for both Units 3 and 4.”

7/23/87

Calvert Cliffs

LOOP

317/87-012

Direct statement: “Resulting in both reactors
tripping on loss of load.”

3/20/90

Vogtle

LOOP

424/90-006,
425/90-002

Direct statement: “Tripped Unit 1 RAT A and Unit
2 RAT B.”

Could also infer from: Unit 1 LER (424/90-006)
“Further description of the Unit 2 response to this
event is provided in LER 50-425/1990-002” OR Unit
2 LER (425/90-002) “See Licensee Event Report 50-
424/1990-006 for a discussion of the resulting effect
on Unit 1.”

The analysis was performed in two phases to exercise the customized search application in

two different usage modes: informed search (in which very specific information is known about
the target documents) and basic search (in which only general information is known about the
target documents). In all cases, the demonstration was limited to events involving initiating
events. This greatly reduced the number of LERSs to be reviewed. (For example, of the 392 multi-
unit LERs identified by Schroer and Modarres (2013) for the period 2000-2011, the large
majority do not involve initiating events.)

Phase 1 — Informed Search. This phase, which involved searches of the corpus to find specific

LERs for multi-unit events, was performed in two stages.

The first stage, which helped the SME conducting the final demonstration to become better
acquainted with the use case-specific facets of the customized search application, was aimed at
finding the LERs for a 2011 dual-unit loss of offsite power (LOOP) at the North Anna nuclear
power plant (caused by an earthquake) and a 2011 three-unit LOOP at the Browns Ferry plant
(caused by a tornado). The search process involved performing an initial search using selected
facets and individual keywords. Progressive refinements of the search query, sometimes using

additional user-supplied keywords to supplement the built-in keywords, eventually resulted in a

manageable number of hits. At this point, a quick review of contextual text accompanying a




search hit (see Figure 10 for an example screen shot), or of the target documents, was usually
sufficient to determine whether the hits represented desired search results.

The second stage involved a search of the corpus for the LERSs for all of the multi-unit
initiating events judged to be accident precursors by the NRC’s ASP program (NRC, 2015b).*°
This stage used a user-constructed search query building on the keywords included in the
customized search application, and taking advantage of the ICA 2.2 interface compatibility with
standard word processors, which facilitated the construction of complex queries.

Phase 2 — Basic Search. This phase involved two separate searches for multi-unit initiating
events that exercised the customized search application in a more exploratory mode, i.e., without
prior knowledge regarding which specific events involved multiple units. The first search
focused on the LERSs in the project corpus. The second search focused on finding ASP-related
SECY papers referring to multi-unit initiating events.?! The search was only aimed at identifying
relevant SECY papers; the papers themselves typically provide the LER numbers for the events.

6.3.4 Use Case 1 Results

The general results of Use Case 1 are provided below. Additional details are provided by Siu
et al. (2016b).

With respect to multi-unit event identification, when provided with highly discriminating
information (e.g., unique characteristics, such as the occurrence of an earthquake or tornado, or
specific event identifiers, such as LER number), the customized search application enabled
effective and efficient searches. The search results were as complete as could be expected
(search misses were caused by missing documents in the corpus rather than application
deficiencies) and resulted in very few false positives. The application was easy to use and
provided rapid responses (often within a few seconds) to queries.

When provided with less specific information, the searches were less successful; they only
identified a small number of relevant events and also identified a fair number of false positives.
Improved keyword lists better reflecting the variety of key terms used in the LERs would
probably help, but more advanced programming (e.g., to draw inferences across widely separated
text) is likely necessary to ensure that the searches are effective and efficient. Such additional
effort was not judged to be necessary for the purposes of this feasibility study.

30 Per Siu et al. (2016b), there were 27 such events from 1969-2015.

3L SECY papers are staff papers submitted to the NRC Commissioners to inform them about policy, rulemaking, and
adjudicatory matters. More information can be found at http://www.nrc.gov/reading-rm/doc-
collections/commission/secys/.
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Figure 10. Example ICA 2.2 screenshot showing customized search application interface
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With respect to multi-unit event characterization, the customized search application provides
a number of aids (principally highlighted contextual text) that help users identify event
characteristics of interest (e.g., event date, facility name, and event extent). However, these aids
were not helpful for all LERs; document download and review remained the surest approach to
collecting the desired information. In this light, the primary value of the application was in
identifying the best documents to download and review.

Two other tools available to NRC staff to identify and characterize multi-unit LERs are
LERSearch and the pdf library search capabilities provided by Adobe Acrobat. LERSearch also
proved extremely effective and efficient for simple searches. However, as compared with the
customized search application, its advanced query capabilities are somewhat less powerful, its
search space is restricted to LERs, and it lacks the ability to save searches. (This last point
becomes especially important when refining a search query, and when performing multiple
searches.) Adobe Acrobat searches of the library of LERs used in this project were slower than
those of the customized search application or LERSearch, less flexible, and less helpful. (Even
though contextual text is provided, users typically will need to download and review documents
to identify targeted information.)

Overall, the customized search application appears to have potential for future use as an
event-search tool. Even in its current feasibility demonstration state, it can support more efficient
LER searches than those currently performed through LERSearch or general purpose search
tools provided by ADAMS.3? With further development of its facets and keywords (see Siu et
al., 2016b) and perhaps some custom programming (e.g., to take advantage of structured data,
such as report tables), it might provide NRC users with an even more powerful search tool to
address PRA-related information needs. However, such developments are likely to require non-
trivial levels of effort; decisions regarding further work will need to consider overall agency
needs.

6.4 Use Case 2

In the U.S., the adoption of a risk-informed approach is generally voluntary for regulatory
applications involving operating reactors; there is no legal requirement for an operating plant
licensee to have a PRA for its plants,>® or to submit such a PRA (or its results) to the NRC for
review. However, if a licensee chooses to adopt a risk-informed approach, then PRA results must
be included as part of the submittal for regulatory approval. For example, if a licensee wishes to
transition a plant’s deterministic fire protection program to a risk-informed, performance-based

32 For this purpose, the restricted corpus of the project (with about 330,000 documents) is actually a benefit, as it
reduces the search time required by the more generic ADAMS tools (which need to consider the entire ADAMS
collection — over 2 million documents at the time of the project).

33 As one partial exception, the calculation of the Mitigating Systems Performance Index (MSPI)—a risk-informed
element of the NRC’s Reactor Oversight Program—relies on licensee plant-specific, limited-scope PRA
addressing events occurring during power operation. More information on the MSPI can be found at
http.//www.nre.gov/reading-rm/doc-collections/nuregs/staff/sr1816/. Also note that plants licensed under 10 CFR
52 are required to have PRAs, although they are not required to submit these PRAs to the NRC.
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program per the requirements of 10 CFR 50.48(c),** the licensee’s license amendment request
(LAR) must, among other things, provide results from its PRA supporting the acceptability of the
transition request. Licensees applying for plant license renewals also typically submit PRA
results in support of evaluations required for environmental assessments. The NRC staff’s
reviews of these evaluations, which include the PRA results, are documented in plant-specific
supplements to NUREG-1437 (NRC, 2013c).

It can be seen that this voluntary approach to risk-informed applications causes the NRC to
receive plant-specific risk information for operating plants on an irregular basis. Moreover, the
information for the overall operating fleet is distributed across a variety of documents (including
risk-informed LARs and license renewal requests), and because the plants and their PRAs
typically change over time, the risk information for a given plant can vary from submittal to
submittal.

To address these challenges, an analyst tasked with the development of a summary set of
current PRA results for all plants must first identify the document containing the latest set of
PRA results for each plant, and then find those results within the document.* In simple cases,
the results are contained in a summary table somewhere within the document. In more difficult
cases, the results are embedded in the document text. Thus, the analyst’s task, while not
conceptually difficult, can be quite labor intensive. (Recent performances have required several
staff-days of effort.)

6.4.1  Use Case 2 Objective and Scope

The objective of this use case was to evaluate the ability of ICA 2.2 to help analysts
efficiently identify documents containing the most recent risk information for operating plants.
To limit staff and contractor resource requirements, and in keeping with the exploratory nature of
LTRP projects, the following scope limitations were employed:

e The project corpus was limited to the document types shown in Table 2.

e The task was limited to the consideration of CDF (at-power operation, consideration of
all hazards).

e The task was limited to information from four representative plants: Brunswick 1, Calvert
Cliffs 1, Wolf Creek 1, and LaSalle 2.

34 This rule is commonly cited as NFPA 805, the National Fire Protection Association (NFPA) standard endorsed by
the rule (NFPA, 2001).

35 For plants that have not undertaken any risk-informed application or requested license renewal, the most recent
information available to the NRC may be from the Individual Plant Examination (IPE) and Individual Plant
Examination of External Events (IPEEE) programs of the mid-1990s. Even for plants participating in risk-
informed applications or license renewal, the plant PRAs may be limited to the treatment of internal events, so the
most recent information on the risk from other hazards may be that developed for the IPEEE program.
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The task focused on CDF because it is a widely used metric in current risk-informed
applications, and because it is expected that lessons learned from a search for CDF will be
relevant in searches for other risk metrics (e.g., large early release frequency [LERF]).

Brunswick and Calvert Cliffs were selected because they (1) have recent LARSs to transition
the plant’s deterministic fire protection program to a risk-informed, performance-based program
per the requirements of 10 CFR 50.48(c); and (2) have also been approved for license renewal, as
documented in appropriate plant-specific supplements to NUREG-1437. Both the NFPA 805
LARs and the NUREG-1437 supplements (e.g., NRC, 2006) contain relevant CDF information;
the latter, which discuss the environmental impact of the license renewal, provide the CDF
information in a discussion of potential severe accident mitigation alternatives (SAMAs). Wolf
Creek and LaSalle were selected to test ICA 2.2 under more information-limited conditions. The
former has a SAMA analysis but not an NFPA 805 analysis, and the latter has neither.

6.4.2  Use Case 2 Technical Challenges
For an automated search tool, a key challenge for this use case is the identification of

documents containing pertinent information (e.g., the most recently estimated CDF for a given
plant). The tool needs to:

e Recognize the variety of non-standardized phrases that refer to numerical estimates of the

plant CDF (e.g., see Table 5) and
e Recognize that CDF estimates often appear in tables (e.g., see Figure 11).

Table 5. Examples of indicative text for plant CDF

Source Indicative Text
NUREG-1437, Supplement 25 (NRC, “The baseline core damage frequency (CDF) for the purpose of the
2006) SAMA evaluation is approximately 4.19 x 107 per year.”

LAR for Technical Specification Change

(Exelon, 2005) The base CDF for the LSCS Unit 2 PRA is 6.64E-6/yr...

Evaluation of Integrated Leak Rate Test ““...the total Internal Events Core Damage Frequency (CDF) = 1.61 E-
Extension (Johnson, 2015) S/year for Unit 1 and CDF = 1.41 E-5/year for Unit 2.”
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Table 5-3. BSEP Core Damage Frequency for Internal Events
CDF Percent Contribution

Initiating Event ’ (per year) to CDF
Loss of offsite power (LOOP) — dual unit 1.47x10% 35.1
Turbine trip - 114x10° 27.3
Main steam isolation valve (MSIV) closure/loss of 478 x10° i1.4
condenser vacuum
Loss of direct current (DC) panel 3;18 x 10 7.6
Loss of alternating current (AC) emergency bus 2.39x 10° 57
Loss of control rod drive (CRD) 1.72x 10 4.1
LOOP - single unit 1.01x 10 24
Other 1.01 x10% 24
Internal floods 8..80 x 107 21
Loss of reactor building closed cooling water (RBCCW) 4.60x 107 1.1
Interfacing systems loss of coolant accident 3.40x 107 .08
(ISLOCA)/excessive LOCA .
Total CDF (internal events) 4.19x10° 100

Figure 11. Example table identifying plant CDF (NRC, 2006)

Regarding the appearance of data in tables, the tool needs to determine the table structure
(which may be obvious visually but not obvious to a text-oriented tool), understand the meaning
of the table structure (e.g., that the middle column of Figure 11 contains the CDF estimates), and
understand the meaning of qualifiers (such as the “internal events” parenthetical in the last line
of Figure 11).

For a semi-automated, human-in-the-loop tool such as ICA 2.2, the need to meet the above
challenges is significantly reduced. However, to be efficient and practical, the tool needs to
produce a relatively small number of hits (both documents and hits within a document) requiring
manual review.

6.4.3 Use Case 2 Approach

The general approach followed a process similar to that for Use Case 1. The task team
comprised one SME and two software engineers. The SME was a PRA analyst who had, prior to
the project, performed manual searches of the ADAMS Main Library for information of interest
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to the use case. The software engineers were the same individuals who had worked on Use
Case 1.

Similar to Use Case 1, the SME used the customized search application (developed using
ICA 2.2) to search the corpus and identify potential problems. Following discussions with the
software engineers, the latter developed refinements for agreed-upon issues. The potential
problems generally involved either a failure to identify corpus documents known to contain the
desired information or an excessive number of “false positives” (i.e., documents that were
identified by the tool but did not contain the desired information). The refinements ranged from
complete changes in the search strategy>° to the development of new facets, to modifications of
the list of search phrases in a given facet. In some cases, it was determined that the corpus did
not contain key documents, and the corpus was updated. Once the customized search application
was finalized, it was exercised in two modes, informed and basic.

Phase 1 — Informed Search. In the informed mode, it was assumed that the user knows that:

e CDF information (for all hazards) is often provided in a plant’s risk-informed LAR (or
associated documents) if the plant has applied for approval of a risk-informed
application;

e The NFPA 805 LARs are fairly recent and should represent up-to-date information; and

e Ifa plant has not made a risk-informed submittal, or if the submittal does not address the
CDF from all hazards, the SAMA analyses typically provide this information. (Although
many of the analyses are dated, they are more up-to-date than the IPE and IPEEE
analyses.)

Phase 2 — Basic Search. In the basic mode, it was assumed that the user does not know about the
above sources of information and starts with a “blind search” of the database. (It was assumed
that the user knows that documents containing information on total CDF are likely to have
information on the contributions from specific hazards, including fire.)

As performed during the project, both search modes involved fairly complex queries
regarding the term “core damage frequency” and its variants. In hindsight, such complexity was
probably not necessary because corpus documents referring to core damage frequency almost
invariably employ the acronym “CDF.” Thus, both the informed and basic searches for this use

36 An early approach involved focusing on the exponential notation typically used in reporting CDFs. For example,
recognizing that these CDFs are typically very small numbers, indicative tokens for a reported CDF of 1x10*/ry
could be the character strings “1x104,” “1E-4,” “1E-04,” “1.0x10*,” “1.0E-4,” and so forth. However, since
exponential notation is also widely used in non-PRA contexts, this approach yielded an excessive number of false
positives and was not further pursued.
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case could have been performed with very simple queries, and would likely have yielded the
same results.?’

6.4.4 Use Case 2 Results

For both the informed and basic searches, the customized search application proved to be
effective and efficient in identifying target documents containing the desired information (recent
CDFs for a given set of plants). The application was easy to use and generally helped the user
find the target documents in a short amount of time. With minor revisions to the facets (see Siu
et al., 2016b), the tool should be useful to a broader range of staff.

Other general purpose search tools provided by the ADAMS system also proved effective
and efficient in identifying the target documents. As compared with one internal NRC tool
(ADAMS P8, scheduled to be phased out in the near future) and the ADAMS search tool
available on the NRC’s public website (http://www.nrc.gov/), the customized search application
provided significant advantages through its advanced interface, which, among other things,
facilitated the construction and saving of complex queries and provided highlighted contextual
text that helped the user more rapidly determine the relevance of a particular hit. As compared
with a more advanced internal NRC tool (ADAMS Enterprise Search), which employs an
interface similar to that of ICA 2.2, the use case-specific facets developed for the customized
search application were of some use, but may not have been necessary for the simple searches
involved in this use case. (Customized facets were of greater use in Use Cases 1 and E.)

It should be emphasized that the Use Case 2 results are based on a search process that takes
advantage of the recency of CDF results developed for NFPA 805 applications and the
standardized reporting of these results. (Later NFPA 805 LARs report CDF contributions from
various hazards in a standard table in a standard section of the LAR. This consistent approach
makes it easy for a user to rapidly review a search-identified document to see if it contains the
desired CDF information.) More general CDF searches may need to consider a wider range of
phrases and reporting formats.

6.5 Use Case E

The questions behind Use Cases 1 and 2 (“What are some key multi-unit events worth further
examination?” “What are the current CDFs for U.S. plants?”) are fairly specific and can be
answered using direct (and often quite simple) search queries. ICA 2.2 is a useful tool for
developing applications to perform such searches, but it is primarily designed to support more

37 In some PRA-relevant documents, the acronym “CDF” can also stand for “cumulative distribution function.”
Thus, it is possible that the search strategy used was actually helpful in avoiding related false positives. However,
we did not investigate this matter.
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complex, open-ended explorations of available data.*® A limited-scope use case was performed
to provide a quick look at the capabilities of ICA 2.2 in this latter mode.

6.5.1 Use Case E Objective and Scope

The objective of this use case was to provide insights regarding the discovery/exploration
capabilities of ICA 2.2. To limit the time and resource requirements, the following scope
limitations were employed:

e The use case employed the same project corpus and customized search application
developed for Use Cases 1 and 2; no additional modifications were made to the corpus or
the application to support this use case, even if a particular search led to inconclusive
results.

e The use case involved the exploration of a small number of topics (described below).

6.5.2  Use Case E Challenges

The principal challenge for this use case was user- rather than technology-oriented. It
required that the application user change his mindset from “searching” to “exploring.” Since the
latter mindset is not strongly aligned with typical staff tasks and, by extension, with typical staff
uses of available data, this challenge proved more difficult than might be expected.** The
approach described in the following section can be viewed as a compromise: it addresses a
broader question than is typically addressed in staff activities, but it isn’t completely open-ended.

A related secondary challenge involved determining how to use the analytics tools provided
by ICA 2.2 to facilitate the exploration process. For example, a key question is how to generate
information that suggests where to look next (as opposed to information that helps narrow a
search for a particular document or particular document content).

6.5.3  Use Case E Approach

This use case involved a single SME. The broad question addressed was “What do the data in
the corpus tell us about the following topics?”’

38 Similar to browsing the stacks of a technical library or “surfing” the website of an organization, the specific
endpoint of a content analytics-guided exploration of a database may not be known at the beginning of the
activity. The goal is to extract useful insights from the mass of available information, rather than to obtain the
answer to a specific predefined question.

3 To some extent, this challenge played a role throughout the project, as the SMEs did not fully appreciate the
principal focus of ICA 2.2 or how it worked for quite a while. See Section 6.6 for further discussion.
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e [External events

o Reported events

o Analyses
e Ice storms at or near the Vogtle Nuclear Power Plant*
e PRA-relevant content in NRC Inspection Reports

The topics were not developed through any systematic process, but reflect questions of
potential interest to PRA analysts.

For each topic, the SME used the facets in the customized search application, sometimes in
combination with additional keywords, to perform an initial search. Using the results of this
search (principally hits and facet keyword frequency counts, but also more advanced analytics,
such as correlations between facets), follow-up search questions (perhaps exploration of sub-
topics) were identified and pursued. As might be expected, the queries sometimes led to a large
number of hits whose relevance could only be determined through document download and
review. Given the scoping nature of this use case, the exploration was generally terminated at
this point.

For some topics, upon completion of the exploration process, a number of the analytics
features of ICA 2.2 (e.g., providing trending or strength-of-relationship information) were
applied to see what insights (e.g., confirmation of current understanding, surprises) or
suggestions for further exploration they might provide.

6.5.4 Use Case E Results

Each of the topic explorations led to observations that supported prior understandings (i.e.,
were not surprising); provided interesting information and even surprises, suggesting areas for
follow-up; provided seemingly spurious correlations requiring further exploration; or provided
indications suggesting potential areas for improvement in the customized search application.

Some of the confirmatory observations included the following:

e LERs generally do not include quantitative CDF estimates. (LER references to CDF are
generally high-level and qualitative, typically indicating that an analysis of CDF was
performed to support assessments of the significance of the event.)

¢ Only a small number of LERs (10) involve ice storms.

e A number of inspection reports indicate that PRA has been used to determine the
importance of inspection findings.

e There is a strong analytic relationship between references to the Turkey Point plant,

40 This subject was picked as an exploratory topic that may be of interest to the NRC’s Level 3 PRA project (NRC,
2011), recognizing that the project involves the Vogtle plant, that severe ice storms can occur in the Southeast
(where the plant is located), and that such storms are not typically addressed in detail in current PRAs.
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which is located in Florida, and references to hurricanes.
The more interesting observations included the following:

e The search revealed an unexpected path to documented staff analyses of some operational
events.*!

e There are more LERs with seismic- and flooding-related keywords than LERs with
keywords related to high winds.

e The annual number of external hazard-related LERs exhibits a major discontinuity in
1988 (see Figure 12).%

e The corpus includes a number of references to several licensee full-scope Level 3 PRAs.
(These studies might provide useful suggestions and context for the ongoing NRC study.)

e A number of inspection report references to ice storms (for plants in the Southeast) have
not been captured by LERs. Although these storms presumably did not meet mandatory
reporting criteria, some of them caused the loss of emergency sirens, a potentially
important event for a Level 3 PRA.

e Some of the inspection reports identify manual actions determined to be important in the
plant PRA.
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Figure 12. LERs over time

41 As a matter of standard NRC procedure, these analyses are uploaded into ADAMS upon finalization. However,
staff members not involved in performing the analyses may not know where to look to find the documents.

42 A quick check indicates that this observation applies to all LERs, not just those associated with external hazards.
Further exploration indicates that the discontinuity might be at least partially explained by the January 1988
publication of NUREG-1022, Rev. 1, which clarified the 30-day reporting requirement for LERs (NRC, 1988).
Note that the plot only includes LERs for which the event date could be determined from the associated pdf file.
The discontinuity in 1988 may be due to changes in LER format, which might have affected the performance of
the routine, as well as changes in actual reporting.
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The seemingly spurious correlations included the following:

e A large number of hits involving documents referring to storm surge and fire protection.
Further investigation (involving document download and review) showed these largely
arose from one plant’s Final Safety Analysis Report (FSAR).

e A number of hits involving documents referring to ice storms and the Vogtle plant.
Further investigation showed that in many of the documents, the references to ice storms
and to Vogtle appeared in independent discussions.

The indications for potential areas of improvement included the following:

e A large number of hits associated with surge tanks and surge lines when searching for
operating events involving external hazards. This suggests a refinement of the keywords
used in the customized tool, where “surge” could also be associated with a flood.

e Separate analytics for keywords that differed only in capitalization (e.g., “seismic” vs.
“Seismic”). Grouping the results for such keywords would lead to a more accurate
understanding of the data.

e Many hits referring to the summer season when searching for events involving the Virgil
C. Summer plant. Minor improvements in the keywords identifying plant names should
easily address this problem.

With respect to the ability of the customized search application (and ICA 2.2) to support
database explorations, the interface was easy to use, the response to queries was suitably quick, a
number of the facets were helpful (even though they were developed specifically to support Use
Cases 1 and 2), and, as in the previous use cases, the contextual text provided with search results
was quite useful. Of the content analytics provided, keyword frequency counts and time series
data plots were helpful. Other analytics (e.g., for indicating the strength of relationships between
keywords) might be useful with further development.

6.6 Scoping Study Conclusions and Commentary
6.6.1  Conclusions

The LTRP scoping study employed three case studies (“use cases”) to investigate the ability
of a particular content analytics tool, ICA 2.2 (customized with problem-specific facets), to

support searches and database explorations of interest to PRA and risk-informed decision
making. The following conclusions are based on the results and observations from the use cases.
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e The customized search application is generally effective and efficient in identifying target
documents of interest to the use cases. In the one test situation in which the tool was not
effective (a basic, uninformed search for LERs involving multi-unit events), additional
refinements (particularly updating the tool facets) would likely improve its performance.

e The application is capable of supporting more open-ended explorations of the database
that lead to potentially interesting insights and suggest avenues for further exploration.

e The human-in-the-loop, stepwise search approach underlying ICA 2.2 is comfortable to
use, at least for the corpus and use cases tested. Feedback from queries is quick (typically
on the order of a few seconds) and informative, and document downloads (when more
detailed information is needed) are also quick.

e The initial development and subsequent refinement of a useful application requires
extensive interactions between the SMEs and the software engineers to ensure mutual
understanding of (1) the technical problem(s) targeted by the tool, (2) examples of a
successful search, and (3) the objectives and capabilities of the tool.

e Although the customized application was developed only to support this LTRP project’s
technology evaluation, it appears to be capable of assisting staff interested in extracting
PRA-relevant lessons from operational experience documents.

o As compared with LERSearch (the current staff tool of choice), the ICA 2.2
interface provides additional capabilities (e.g., supporting the development of
complex searches, the saving of these searches, and the rapid screening of search
results through contextual text). The ICA 2.2 tool also provides access to
potentially useful documents beyond LERs.

o As compared with more general ADAMS-based tools (e.g., ADAMS Enterprise
Search), the reduced size and pre-indexing of the project corpus leads to
significantly more rapid searches.

e Further work, perhaps requiring major programming effort or even technology
development, could significantly increase the application’s power and ease of use. This
includes work to take advantage of data structures in technical documents, including
document sections, structures within text passages (e.g., subordinate clauses), and tables.

6.6.2  Additional Observations

The following observations, derived from the experiences of the scoping project, should be
useful when developing KE solutions:

e In general, problems with database documents (e.g., due to errors in the documents, OCR
faults, or faulty document profiling) can hinder text-based searches by any tool. In many
cases, the keywords of interest occur multiple times within a document, so database
problems may not significantly affect search results. However, cases can arise (e.g., when
searching for a document with a specific identifier) in which such problems are critical. If
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it is important that the search identify all documents matching a specific query,
considerable effort may be needed to ensure that potential errors in the documents are
identified and handled by the tool.

e The willingness of users to pursue searches (or explorations) using any tool depends on,
among other things, the time required to obtain informative feedback for each query. To
help ensure rapid yet helpful feedback, it may be useful to:

o Focus applications on problems that can be addressed with a smaller corpus; and
o Provide users with tips for developing queries that generate quicker responses.

e For ICA 2.2 and similar tools, document download and review is an integral part of the
search process. Download by hyperlink is straightforward. However, the review portion
can be resource-intensive. For Use Case 1, the review was aided by the title and summary
sections of LERs. For Use Case 2, the review was aided by LARs that provided
standardized tables of CDF information in standard document sections. Thus, although
ICA 2.2 has been developed to deal with unstructured data, the overall search process
benefits from structured data.

6.6.3 Commentary — On Oracles Versus Aides

At the beginning of the LTRP project, encouraged by the implications of the IBM Watson
“Jeopardy!” demonstration and the natural language capabilities of personal assistant software,
the project SMEs hoped that ICA 2.2 would be able to provide direct answers to such natural
language questions as “What are some key multi-unit events worth further examination?” (Use
Case 1) or “What is the CDF for Plant X?” (Use Case 2). As the project progressed, it became
clear that ICA 2.2 is not targeted at this kind of problem.

First, as discussed in Section 6, ICA 2.2 is largely intended to support database exploration.
When employed in a direct question/answer mode, it can generate applications that produce
informative intermediate results (e.g., which LERs involving multiple units are referenced in
ASP SECY papers) and potentially useful statistics (e.g., how many documents include
references to total CDF). However, in general, the user must review contextual text or review
linked documents to answer a posed question. Furthermore, given the natural language variations
in source documents (e.g., see Tables 4 and 5 and Figure 9), significant effort (well beyond that
employed in this technology evaluation project) is necessary to ensure that the search results are
reasonably complete (without including an excessive number of false positives).

Second, and related to the point above, ICA 2.2 is designed as a human-in-the-loop tool.
Thus, in search mode, the tool does not function as an oracle that provides final answers to a
user’s questions. Rather, it acts as an aide, providing (1) information that suggests, as the search
progresses, the next steps a user might take to refine a search, and then (2) hyperlinks that help
the user download and review documents that might contain the answers.

Due to the limited scope of this project, we do not have any empirical data relevant to the
current effectiveness and efficiency of commercial, off-the-shelf software to (after appropriate
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customization) directly answer questions of the sort underlying Use Cases 1 and 2.** However,
given the complexities revealed in the two use cases, it appears likely that the development of an
industrial grade, fully automated solution will require considerable SME and software engineer
involvement. Moreover, by not involving the SME as an integral part of the actual search
process, such a solution:

e May not take full advantage of SME skills (e.g., recognizing words and numbers despite
faulty OCR or faulty entry of metadata—titles, authors, dates, etc.—characterizing
documents stored in databases, recognizing the data relationships implied by a tabular
structure) and knowledge (e.g., to recognize apparent conflicts between documents);

e May generate results not fully trusted by the SME; and

e Will minimize the learning benefits associated with formulating and refining a search
(including learning from efforts to develop a search strategy, lessons from “failed
searches,” and useful information and insights from intermediate search results).

In addition to the fully automated (“oracle’) versus human-in-the-loop (“aide”) issue, KE
solution developers need to consider whether the emphasis is on:

e Providing a partner (which collaborates with the user to build knowledge, and may
even alert the user when items of interest, such as the Blayais event, arise**) or a
servant (which only responds to requests);

e Supporting open-ended exploration or answering specific factual questions; and

e Developing broad base understanding by encouraging user “play,” or answering
immediate, task-oriented needs.

A notional representation of how current technologies appear to be approaching these
considerations is shown in Figure 13.

43 Keim (2015) provides an interesting discussion of the status of and challenges faced by Watson (and other
artificial intelligence tools) in the medical field.

4 Note that such a “watchdog” application would need to notice and prioritize the event prior to alerting the user.
Furthermore, it might need to ensure it collects and organizes enough information to overcome user
preconceptions.
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Figure 13. Notional representation of different KE solutions

For such organizations as the NRC, near-term efforts are likely to be aimed at near-term,
highly focused and pragmatic developments. However, it is important to recognize that a broad
staff knowledge base is important for flexible and agile agency operations, and non-traditional
KM approaches (with associated KE solutions) may be helpful in developing it.

7 CONCLUSIONS AND SUGGESTIONS FOR FUTURE DEVELOPMENTS

In this paper, we have shown the following:

e The NRC uses information to support risk-informed decision making in a wide variety of
applications. The breadth of applications and the inherent breadth of considerations
involved in risk-informed decision making imply a wide variety of informational needs.
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e The special characteristics of risk information, including the information supporting
PRAs and the information resulting from PRAs, pose special challenges to KE activities
supporting the creation, management, retrieval, and use of risk information.

e Advanced KE technologies are evolving to support the growing needs of organizations
relying on massive amounts of unstructured information. Currently available commercial
tools based on these technologies are sufficiently capable of supplementing tools used by
NRC staff in risk-relevant activities.

e Additional efforts from the user and developer communities are likely to result in
improved tools for the staff.

o In the near term, useful work could involve improving the electronic database
(e.g., through the digitization of legacy documents and the correction of faulty
digitized records) and the development of more efficient and effective query
structures (e.g., facets in the case of ICA 2.2) for targeted staff tasks (e.g., those
represented by Use Cases 1 and 2). The organizational resources and commitment
required for such work should not be underestimated.

o Somewhat longer-term work, which would require significant programming effort
at least in the case of ICA 2.2, could involve the development of software tools
that can take advantage of internal document structures (e.g., document sections,
structures within text passages, and tables).

o In the long term, work to develop (1) tools that create explicit risk information
from implicit information (i.e., tools that “connect the dots” between declarations)
and (2) a “watchdog” application that alerts users when noteworthy information
(e.g., regarding a potential accident precursor, per the Blayais example) becomes
available could be valuable*®.

It is important to recognize that there are many communities actively engaged in improving
the access to and use of information. These include communities concerned with artificial
intelligence and expert systems, natural language processing, analytics, “big data,” library
science, and education, as well as KM. Involving these communities in future discussions
regarding risk information will not only help avoid unnecessary duplication of efforts, it will also
add a breadth of views that could improve the tools provided to users.

Finally, it is also important to recognize that KE solutions are only part of the KM toolbox.
There are, as discussed in this paper, many non-technical approaches for enhancing staff
awareness of and access to important information. The prioritization of activities to develop and
implement improved KE technology will need to consider the full range of potentially viable
approaches for addressing the staff’s needs.

45 Note that our work has been limited to the use of ICA 2.2. Given the current state of KE technology, it is possible
that the desired tools are available in other software products.

46 Such a watchdog function could be viewed as an extension of existing commercial products (e.g., Google Alerts
(https://www.google.com/alerts) that leverages knowledge management technology.
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ACRONYMS AND ABBREVIATIONS

ACRS
ADAMS
AERB
ANS
ASME
ASP
CDF
CFR
CSN
EDG
FSAR
FY
GAO
IAEA
ICA 22
IBM
IPE
IPEEE
IPSN
KM
LAR
LER
LHSI
LOOP
LTRP
MSPI
NAP
NFPA
NRC
NUREG

Advisory Committee on Reactor Safeguards (NRC)
Agencywide Document Access and Management System (NRC)
Atomic Energy Regulatory Board (India)
American Nuclear Society

American Society of Mechanical Engineers
accident sequence precursor

core damage frequency

U.S. Code of Federal Regulations

Consejo de Seguridad Nuclear (Spain)

emergency diesel generator

Final Safety Analysis Report

fiscal year

U.S. Government Accountability Office
International Atomic Energy Agency

IBM Content Analytics Version 2.2

International Business Machines

Individual Plant Examination

Individual Plant Examination of External Events
Institut de Protection et de Streté Nucléaire (France)
knowledge management

license amendment request

licensee event report

low head safety injection

loss of offsite power

Long-Term Research Program (NRC)

Mitigating Systems Performance Index

National Academy Press

National Fire Protection Association

U.S. Nuclear Regulatory Commission

designator for reports issued by the NRC
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NUREG/CR designator for contractor-developed reports issued by the NRC

OCR optical character recognition

PRA probabilistic risk assessment

PSA probabilistic safety assessment

PSAM probabilistic safety assessment and management
RG Regulatory Guide (NRC)

ry reactor year

SAMA severe accident mitigation alternative

SECY designator for NRC staff papers addressed to the Commission
SME subject matter expert

SPAR Standardized Plant Analysis Risk

SRM Staff Requirements Memorandum (NRC)

SRP Standard Review Plan (NRC)
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