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) 10B. DATED (SEE ITEM 13)
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11. THIS ITEN ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
[[JThe above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers [is extended, [Tlis not extended.
Offers must acknowledge receipt of this amendment prior to the hour'and date specified in the solicitation or-as amended , by one of the following methods: (a) By completing
Items 8 and 15, and returning copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted ; or (c) By

separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER Ifby
virtue of this amendment you desire to change an offer already submitted , such change may be made by telegram or letter, provided each telegram or letter makes reference
to the-solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (if required)

See Schedule
.13.THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT'MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

Net Increase: $38,130.36

_CHECKONE |- o, BQSE%HQSGIE ?I_RI’EE“)AER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

- B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

- C. THIS SUPPLEMENTALAGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER (Specify type of modification and authonity) .
X FAR 52.232-22 - Limitation of Funds

E. IMPORTANT: Contractor {Xlis not. [ jis required to sign this document and.return 0 copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)
NRC-HQ-7N-14-T-0001/GS06F0641Z

CFO Cyber Security Program Support Services

The purpose of this modification is to obligéte funding to the contract on the Labor-Hour
CLIN, which will authorize work under WAFs 28 and 33.

See additional pages for more details.

This modification adds incremental funds to CLIN 00001 for Labor-Hour services, thereby
increasing the obligation amount on CLIN 00001 as follows: ‘

Continued ...

Excebt as provided herein, all terms and conditions of the document referenced in ltem 9 A or 104, as heretofore changed, remains unchanged and in full force and effect.
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CONTINUATION SHEET REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE ~ OF
_ GS06F0641Z/NRC-HQ-7N-14-T-0001/M0011 2 5
NAME OF OFFEROR OR CONTRACTOR
MAR INCORPORATED
ITEM NO. SUPPLIES/SERVICES QUANTITY |UNIT UNIT PRICE AMOUNT
(A) (B) (C) | (F)

1.) CLIN 00001 LH Obligations are added as
follows:

WAF 28: Total is $16,049.08 - BFS (6021)
WAF 33: Total is $22,081.28 - (6026)

Requisition Numbers:
WAF 28 - CFO-16-0029
WAF 33 - CF0-16-0026

Therefore, the Total CLIN 00001 LH Obligations
shall be increased as follows:
From: $891,195.48
By: $38,130.36
To: $929,325.84
LIST OF CHANGES: ’
Reason for Modification : Funding Only Action
Obligated Amount for this Modification: $38,130.36
New Total Obligated Amount for this Award:
$929,325.84 '

Incremental Funded Amount changed: from
$891,195.48 to $929,325.84 ,

CHANGES FOR LINE ITEM NUMBER: 1

Obligated Amount for this modification: $38,130.36
Incremental Funded Amount changed from

$111,240.52 to $149,370.88 ) :
End Date changed from 2016-02-20°00:00:00 to
2017-02-20 00:00:00

NEWAACCOUNTING CODE ADDED:
Account code:
2016-X0200-FEEBASED-7N-7ND001-51-G~156-6021-252A
BBFY 2016

EBEY

Fund X0200

Funds Source FEEBASED

YRA

Office 7N

Division 7ND0O1

Branch

Cost Ctr (Job Code) 6021
Major prog/business 51
Product Line G

Product 156

IBoc 252a

REIM Agreement Num

REIM Agmt Line Num

FAIMIS Template Name 51-G-156-6021
Quantity: 0

Amount: $16,049.08

Continued

.. OPTIONAL FORM 336 (4-86)
Sponsored by GSA

FARI@B GFR

EROGVEN LS




CONTINUATION SHEET REFERENGE NO. OF DOCUMENT BEING CONTINUED , PAGE  OF
GS06F0641%/NRC-HQ-7N-14-T-0001/M0011 3 5
NAME OF OFFEROR OR CONTRACTOR
MAR INCORPORATED A
ITEM NO. SUPPLIES/SERVICES QUANTITY [UNIT UNIT PRICE AMOUNT
(R) (B) )y D (E) (F)

Percent: 9.25067
Subject To Funding: N
Payment Address:

NEW ACCOUNTING CODE ADDED:

Account code: :
2016-X0200-FEEBASED-7N-7ND001~-51-G-156-6026-252A
BBFY 2016 :
EBEY

Fund X0200 ‘

Funds Source. FEEBASED

YBA

Office 7N

Division 7NDO0OO1

Branch

Cost Ctr (Job Code) 6026

Major prog/business 51 '

Product Line G

Product 156

BOC 252A

REIM Agreement Num

REIM Agmt Line Num

FAIMIS Template Name 51-G-156-6026
Quantity: 0 '
Amount: $22,081.28

Percent: 12.72763

Subject To Funding: N

Payment Address:

CHANGES FOR LINE ITEM NUMBER: 2
End Date changed from 2016-02-20 00:00:00 to
2017-02-20 00:00:00 '

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



NRC CSPSS Task Order Work ASSIgnment Form

Contract No. GS06F0641Z, Task Order No. NRC- HQ|-|40 {-| 14 |-T- 000| 1 » ‘ :
2 USNRGC
-Serial Work Assignment Number (e.9., 1, 2, 3): m Umead Suites Nudlear Rigoltory Commission |

Prolecting People and the Envirenment

What SOW area is this work for?

] 7.1 Project Management [X 7.4 Continuous Monitoring - [ 7.7 Policy, Standards, Training
[] 7.2 Special Projects [ 7.5 Data Calls-
[ 7.3 System Authorization [] 7.6 Cyber Situational Awareness

Required Period of Performance: [02/21/2016 to 02/20/2017 .

Detailed description of work to be performed, written in such a way to describe the desired outcome and providing
supporting details that the contractor will need to complete the work but avoiding telling the contractor how to do the

-work:

ACCESS Security Engineering
The Contractor may provide security engineering suppdrt in the following areas: -

1. The Contractor may assist with verifying and validating that proposed architectures and |mplementatlons are_
based on sound securlty engineering pnncuples and practices.

2 The Contractor may assist the offlce in an advisory role to ensure that all federally mandated and NRC defined
cyber securlty requirements are met.

3. The Contractor may assist with keeping all subporting documentation up-to-date (memoranda, agreements,
procedures, etc.) in consultation with the Information Security Directorate (ISD).

Tasks associated with this work assignment include but are not limited to:

- Draft memos or other forms that are required for Security Categorization (SecCat) updates, Authority To Operate
(ATO) packages, etc.

- Quarterly updates to Security Risk Assessment (SRA) and System Security Plan (SSP)

- Follow up / coordination to ensure patching and remediation efforts are on scheduie

- Providing regular updates on cybersecurity activities progress to Information System Security Officer (ISSO)

- Help in updating System Requirements Specification (SRS) documentation from a security aspect

- Regular and ad hoc meetings with ISSO and other parties to determine path forward with regard to required
security milestones

- Deviation and Waiver Request support

- Reviews of independent assessor reports such as: System Cybersecurity Assessment (SCA), Vulnerability
Assessment Report (VAR), Contingency Plan (CP) Test Report and provide feedback to ISSO.




7

List of Firm-Fixed-Price Services Proposed (itemized) and Firm-Fixed-Price for Each of Them:

N/A

Total Amount for Firm-Fixed-Price Services: $0.00

List of Estimated Labor Categories, Fixed Hourly Rates, and Hours per Labor Category Proposed™:

ACCESS QY2 Security Engineering:

Labor Category Fixed Hourly Rate Estimated Hours Estimated Cost
IASS Master (CUS SITE) - site discount $100.07 160 $16,011.20
IASS Journeyman (CUS SITE) - site discount $77.25 40 $3,090.00
QAS Journeyman (CTR SITE) ‘ $81.56 56 $4,567.36

Ceiling Amount: $23,668.56

Ceiling Price for Labor-Hour Requirements: |$23,668.56

*Any labor hours proposed in this WAF demonstrate the proposed labor categories, mix, and hours needed to
successfully perform and complete the requirements within the WAF. MAR, Incorporated may deviate from the WAF's
anticipated labor categories, mix, and estimated hours without modification to this form; given that any deviation is
only to another labor category and corresponding rate within the Task Order's price schedule. The Contractor shall
not exceed the authorized WAF's ceiling price for labor-hour requirement, except at its own risk.

Explanation of Proposal (if necessary):

C
H Digitaliy ugned by Diem
Task Order COR Signature DiemT.Le "i«':gf“v"“;ﬂ;&;:ﬁ”ﬁmwx.m".":;:z“‘ Once concurrence is obtained, -
' . S— pléase forward to the Contract
Authorized MAR Representative Signature [Rebecca Quivey (affiliate)’ :um,,.,,,:m,« | specialist for review.

Revisions to this Work Assignment may be made by written agreement between the Task Order COR and an authorized MAR representative.
Such revisions would be made by creation of a revision to this Work Assignment Number (e.g., Work Assignment 1a, Work Assignment 1b, etc.)




NRC CSPSS Task Order Work Assignment Form

{
Contract No. GS06F0641Z, Task Order No. NRC- [HQJ-[7N]-[14]-T- 000 1]
Serial Work Assignment Number (e.g., 1,2,3):

Do S SR
Protecting People and the Environmsnr :

What SOW area is this work for?

[] 7.1 Project Management [X| 7.4 Continuous Monitoring ‘ [l 7.7 Policy, Standards, Training
[1 7.2 Special Projects [J 7.5 Data Calls
[ 7.3 System Authorization [} 7.6 Cyber Situational Awareness

Required Period of Performance: |02/21/2016 to 02/20/2017

Detailed description of work to be performed, written in such a way to describe the desired outcome and providing
supporting details that the contractor will need to complete the work but av0|dmg telling the contractor how to do the
work:

HRMS (TLM) Security Engineering
The Contractor may provide security engineering support in the following areas:

1. The Contractor may assist with verifying and validating that proposed archltectures and implementations are
based on sound security engineering principles and practices.

2. The Contractor may assist the office in an advisory role to ensure that all federally mandated and NRC defined
cyber security requirements are met.’

3. The Contractor may assist with keeplng all supporting documentation up-to -date (memoranda, agreements
. |procedures, etc.) in consultation with the Information Security Directorate (I1SD).

Tasks associated with this work assignment include but are not limited to:

- Draft memos or other forms that are required for Security Categorization (SecCat) updates, Authority To Operate |
(ATO) packages, etc.

- Quarterly updates to Security Risk Assessment (SRA) and System Security Plan (SSP)

- Follow up / coordination to ensure patching and remediation efforts are on schedule

- Providing regular updates on cybersecurity activities progress to Information System Security Officer (ISSO)

- Help in updating System Requirements Specification (SRS) documentation from a security aspect

- Regular and ad hoc meetings with ISSO and other parties to determine path forward with regard to requrred
security milestones

- Deviation and Waiver Request support

- Reviews of independent assessor reports such as: System Cybersecurity Assessment (SCA), Vulnerability

_ Assessment Report (VAR), Contingency Plan (CP) Test Report and provide feedback to ISSO.




List of Firm-Fixed-Price Services Proposed (itemized) and Firm-Fixed-Price for Each of Them:

N/A

Total Amount for Firm-Fixed-Price Services: |$0.00

List of Estimated Labor Categories, Fixed Hourly Rates, and Hours per Labor Category Proposed™:

HRMS OY2 Security Engineering:

Labor Category

IASS Master (CUS SITE) - site discount
IASS Senior (CUS SITE) - site discount

IASS Journeyman (CUS SITE) - site discount
QAS Journeyman (CTR SITE)

Fixed Hourly Rate Estimated Hours Estimated Cost

$100.07
$ 85.31
$ 77.25
$ 81.56

24 7 $ 2,401.68
120 $10,237.20
, 80 $ 6,180.00
40 $ 3,262.40

Ceiling Amount:  $22,081.28

Ceiling Price for Labor-Hour Requirements: {$22,081.28

*Any labor hours proposed in this WAF demonstrate the proposed labor categories, mix, and hours needed to
successfully perform and complete the requirements within the WAF. MAR, Incorporated may deviate from the WAF's
anticipated labor categories, mix, and estimated hours without modification to this form; given that any deviation is
only to another labor category and corresponding rate within the Task Order's price schedule. The Contractor shall
not exceed the authorized WAF's ceiling price for labor-hour requirement, except at its own risk.

Explanation of Proposal (if necessary):

Task Order COR Signature Kathleen A. Brosky

Once concurrence is obtained,

"Dagraily sugniod by Mebecca Quory (afibate]

please forward to the Contract

032342.19200100.400.1.1w20000567 1
Dats: 201601.20 1439360500

Authorized MAR Representative Signature [Rebecca Quivey (affiliate) it immii-s

Specialist for review.

Revisions to this Work Assignment may be made by written agreement between the Task Order COR and an authorized MAR representative.
Such revisions would be made by creation of a revision to this Work Assignment Number (e.g., Work Assignment 1a, Work Assignment 1b, etc.)




