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[7590-01-P]
NUCLEAR REGULATORY COMMISSION

10 CFR Part 50
~ [Docket No. PRM-50-80] -

Union of Concern'éd‘ Scientisfs and San Luis Obispo Mothers for Peace;
Partial Denial of Petition for Rulemaking '

~ AGENCY: Nuclear Regulatory Commission.
ACTION: Petition for rulemaking: Partial denial.

SUMMARY: The Nucl.ear Regulatory Commission (NRC) is denying.in part, a pétition for
rulemaking (PRM-50-80) submitted by the Union of Concerned Scie'nt‘ists' (UCS) and San Luis
Obispo Mothers for Peace (MFP). ‘The petitioners requested two rulemaking actions in PRM-
50-80. First, the petitioners requested the regﬁlations establishing conditions of licenses and
requiremen‘ts for evaluating broposéd chénges, tests, and experiments for nuclear power plants
be revised to require licensee evaluation of whether the proposed actions cause protection

_ against radiological sébotage to be decreased and, if so, that the changes, tests, and |
experiments only be conducted with prior NRC approval. The NRC is contemplating a
rulemaking action that would address the petitioners’ request énd, if issued as a final rule,
essentially grant this portion of the petition. Second, the petitioners requested that regulations -
governing the licensing and operation of nuclear power plants be amended to require licensees
to evaluate facilities against specified aerial hézardé and make necessary changes to provide
reasonable assurance that the ability of the facility to reach and maintain safe shutdown will not
be compromised by such aerial hazards. The NRC is denying the petition with respe_ct to t-h.e

second issue.




The petitioners further requested‘the Commission to suspend the Diablo Canybn
Independent Spent Fuel Storage Installation (ISFSI) proceeding during the NRC’s consideration
of PRM-50-80. That request was denied by Commission Memorandum and Order CLI-03-04,

dated May 16, 2003,

ADDRESSES: Copies of the petition,. the public comments received, and the NRC’s letter of
partial denial to the petitioner may be examined, and/or copied for a fee, at the NRC's Public
Document Room, located at One White Flint North, 11555 Rockville Pike, Public File Area

O1F21, Rockville, Maryland. These documents are also available electronically at the NRC's

Public Electronic Reading Room on the Internet at http://www.nrc.gov/reading-rm/adams.htmi.
From this site, the bublié can gaiﬁ entry into the Agencywide Document Access and
Management System'(ADAMS), which provides text and image files of NRC's publvic
documents. For further information, contact the PDR reference staff at (800) 397—4209 or (301)

415-4737 or by email to pdr@nrc.gov.

FOR FURTHER INFORMATION CONTACT: Joseph L. Birmingham, Office of Nuclear Reactor
Regulation, U.S. Nuclear Regulatory Commission, Washington, DC 20555-0001, telephone

' (301) 415-2829, e-mail jlb4@nrc.gov.

SUPPLEMENTARY INFORMATION:

The Petition
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The petition was sent to the NRC on April 28, 2003, and the notice of recei..pt of the
petition and request for public comment was published in the Federal Regisl:er (FR) on
~ June 16, 2003 (68 FR 35585). The public commerrt period ended on September 2, 2003. Four
comments were received opposing the petition..“ No cbmments were received supporting the
petition. .

~ First PrepoAsred Action

. The petitioners requested thet 10 CFR 50.54(p), “Cohditions of licenses,” and
10 CFR 50.59, “Changes, tests, and experiments,”’ be revised to require licensee evaluations of
whether proposed. changes, tests, and experiments cause protection against radiological
sabotage to be decreased and, if so, that such activities only be conducted with prior NRC.
approval. The petitioners stated that the-two regulafions have minimal overlap and tﬁat many
changes, tests, and experiments have no effect on security. However, some proposed
changes,btests, and experiments, including those that are short-term or temporary, may affect

plant security.

The petitioners stated that short-term degraded or off-normal conditions are often
determined to be acceptable because df the low brobability of an accident initiator during a
short period of time. However, the petitioners stated that sabotage is not random and the
saboteur or saboteurs may choose to act during the“degrad'ed or off-normal conditions.
Therefore, the probability df sabotage occurring durivng degraded or off-normal conditions
increases towards 100 percent. The petitioners asserted that it is reasonable to assume an
insider acting alone or an insider aided by-several outsiders will time the sabotage to coincide

with a vulnerable plant configuration. Therefore, the petitioners requested that licensees be
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required to evaluate changes, tests, and experiments from both a safety and a sec‘urity
pefspective. "The petitioners suggested that the security review could flag a heightened
vulnerability for a givenvchange, but accept it (for temporary situatiohs) based on compensatory

| measures (armed guards, etc.). The petitioners suggested the result would probébly be that
many licensee actions could proceed as planned, some could proceed with compensatory

measures, a few would require NRC review, and a véry small number might be denied.
Second Proposed _Action

The petitioners requested that 10 CFR Part 50 be amended to require that licensees
evaluate each facility against specified aeriél hazards and make necessary changes to provide
reasonablé assurance that the ability of the facility to reach.and maintain safe shutdbwn will not
bé compromised by an accidental or intentional aerial assault. The petitioners asserted that |
none of the nuclear power plants were designe'd to withstand suicide attacks from the air and
that the fire hazards analysis process qsed by the NRC following the March 22‘-, 1975, fire at the

Browns Ferry reactor in Decatur, Alabama, should 'be implemented for aerial hazards.

The petitioners claimed that the Federal Aviation Administration (FAA) no-fly zones
| established in late 2001 were a concession by the Federal government to the vulnerability of -
nuclear power pla»nts to air assaults. The pe\titioners'also asserted that the control buildings at
) nuclear power plants are outside of the robust concrete structures studied by the Nuclear
Energy Institute (NEI) in théir analyses of nuclear power plant vulnerability to aircraft crashes.
The petitioners further asserted that 37 of 81 Opérati‘onaI‘Safeguards Résponse Evaluations
(OSRE) conducted -.to the date of the petition identified significant Wéakness(e's), and contended

that the control building is the Achilles’ heel in the OSRE target sets. The petitioners claimed




'that an aircraft h|tt|ng the control bu s}roy e-:control eIements for aIl four water

!supplles and much more. The pet|t|oners asserted that the scope of the NRC- requnred flre o

o '~‘_-'hazards analyses are not restrlcted to contamment and that th|s lS a recognltlon that core -

‘ _damage can result from flres outsrde contalnment The pet|t|oners stated that Ilcensees are

B _»--reqwred to show in the|r f|re hazards analyses that there is- enough eqmpment outS|de the ‘,

' control room for safe shutdown and that these analyses have resulted in equ1pment and cable
relocatlon The pet|t|oners further stated that the f|re hazards analyses are “llvmg documents" L

- ‘.that future plant changes must be rewewed agalnst I '_ SRR

The petrtloners suggested that the way to ensure adequate protectlon from aerlal
‘threats is to rephcate the frre hazards analyS|s process and that NRC should deflne the 5|ze and
'.,-_nature of the aerlal threat that a plant must protect agamst as part of the deSIgn basrs threat

- }é’(DBT) The petltloners suggested the aenal threat should mclude at a mlnlmum general _

o awatton alrcraft because post—9/11 alrport securlty measures generally overlook general

| 'avratlon The pet|t|oners suggested the aerlal threat include exploswes dellvered via mortars
and other means (e g- rocket propelled grenades) The pet|t|oners further stated that, |f the
. .aerlal hazards evaluatlon determlnes that aII targets w1th|n a target setare llkely to be dlsabled ’

- T.‘the llcensee should have three optrons

(1) Add or mstall other equment to the target set that is outS|de of the rmpact zone to - ’

"perform the target set's functlon 7

Lo

2y 'Protectin_pIaCe.,at' least one of th'e'ta_rgets v(shield_wall,etc.);- :

(3) , Relocate or reroute _aff_ect_e'd portions of a system to outside of the impact'zone.f o




The petltloners also suggested the aenal hazards analysls should prowde a means to
A - ensurg that future changes do not compromlse protectlon and that whether arnvrng on foot or
':by air adversanes would not be able to neutrahze an entlre target set. The petltloners asserted

that in 13 of 57 plant OSREs the adversary team did not enter contarnment in order to destroy

- every target in the target set (27 of the OSREs snmulated destructlon of at least. 1 target sef). .

-‘ﬁThe petltloners further argued that |f an alrcraft had hlt a nuclear power plant on September 11,.
2001 then the approach set forth in the pet|t|on would have been undertaken as necessary to -

. prevent recurrence. The pet|t|oners suggested that these measures should be |mplemented to

- prevent occurrence in the flrst place

'Public Comment on the Petition

" The NRC received four letters of public comment on PRV-50-80. All of the comments

~ opposed the actions requested in the petition. - Each comment is discus'sed below:

The Aircraft Owners and Pllots Assomatlon (AOPA) stated that they. oppose |ncIu3|on of
-‘A,,.'general av1at|on a|rcraft in the DBT AOPA descnbed the actlons taken to date by the Federal
,government and mdustry in terms. of a|rport and alrcraft secunty and current fllght restrlctlons
_near nuclear power. plants AOPA also C|ted a report by Robert M. Jefferson who concluded

. that general aviation ,alrcraft are not & slgn|f|cant threat to nuclear'power plants. The report is

on'the AOPA's websité at http://www aopa.org/whatsnew/newsitems/2002/02-2-159_report.pdf.
Tennessee Valley Authorlty (TVA) a nuclear power plant llcensee stated that the

'.proposed change fo 10 CFR 50.59 is |nconS|stent W|th the purpose of the regulatlon and that
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- the DBT order already required revised physical security plans for the new DBT by April 2'9 »

2004 The same commenter further stated that Sandia Natronal Laboratories, in conjunction

wrth NRC has been performrng vuInerabrlrty studres of arrcraft rmpacts and that the NRC will -

_ -promulgate ~changes to the regulations if they are needed. :

A consortium of nuclear'power»plants', Strategic Teaming and Resource Sharing

(STARS), stated that industry guidance in NEI 96-07, “Guidelines for 10 CFR 5059

E lrnplententation " for perforrning' 10 CFR 50.59 evaluations specifies that all applicable '

regulations be consrdered in those evaluatrons and that a required dual security review for all -

, changes is unnecessary STARS stated further that requirements to prevent radrologrcal

sabotage already exist in 10 CFR 50. 34 (c) and (d), 50. 54(p) Part 73 and recent security .
orders STARS further asserted that nuclear power plants have drverse drvrded trarns and
shutdown capabrlrty STARS asserted that NRC and rndustry studres of the effects ofa large '
arrborne object showed no. massrve releases of radiatron STARS concluded that an arrcraft ,

impact would pose no »greater or drfferent vulnerabrlrty than has already been analyzed.

NEI an' industry group'representing all U.S. commercial nuclear power plants plant

. :'desrgners archrtect/engrneerrng frrms and fuel cycle facrlrtles opposed the petrtron NE] stated

that mdustry guidance in NEI 96-07, “Gurdelrnes for 10 CFR 50 59 lmplementatron * already -

requrres aIl‘applicabIe regulatrons to be conS|dered in thoseevalu_atrons and a required dual

-security review for all changes is 'u'nnecessary. NEI also argued that 10 CFR 50.59 and
- 50.54(p) are neceSsarily different in pu'rp‘ose' “NEI further asserted that there isno 'direct

_ correlatron between securrty plan’ effectrveness and the plant condrtron NEI also argued that .

the Federal Government not the lrcensee is responsrble for protectron of nuclear power plants _
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_from aircraft attacks. NEI further clairned that extensive aircraft impact analyses are not
Justlfled and cited an lndustry study of the rlsk from an armed terrorrst ground attack that

K concluded there would be non catastrophlc consequences v

Reasons for NRC's Response

_ The NRC evaluated the advantages and disadvantages of the two proposed actions

"requested by the petition against'the NRC S'trategic.Performance' Goals.

First Proposed Action

Ensure protectron of publlc health and safetv and the enwronment The NRC

‘"acknow dges that the requested rulemaklng could help protect publlc health and safety:-"-
‘ b‘-."and the enwronment The NRC. notes that nuclear power plant I|censees are currently

- requrred'to address the continued safety of the plant w_lth regard to any change, test, or .

 experiment (10 CFR 50.59), and also to “ establish. raintain, and follow an.NRC-

" approved safeguards contrngency plan for respondrng to threats, thefts and rad|olog|cal
sabotage (10 CFR 73 55(h)(1)). Further they are requrred to “. . . establish and
.malntarn an onsite physmal protectlon system and securlty organlzatlon that wrll have as.
its- objectlve to prowde hlgh assurance that activities mvolvmg specral nuclear materral
are not |n|m|cal fo the common defense and securlty and do not constltute an
unreasonable risk to the public healthand saf_ety’._” (10 CFR 73.55(a)), and “. . . may

_ make no change which vl/ould decrease the ,effectiveness of a security plan . . i
(10 CFR 50.54(p)(1)). However, the regulatlons do not specmcally requnre evaluation of

the effect of plant changes on securlty or the effect of security plan changes on plant
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safety. Fuither thelregulations do not require.‘coimmuniCatio'n about the implementation
and timing of changes amongst operatrons marntenance and securlty to promote
‘awareness of the effects of changrng condltlons for approprrate assessment and B

response.

“In addition, the NRC is aware of enough occurrences of adverse safety/security

' interactions at nuclear power plants over the years fo justify conside‘ration of a rule : R

change Many, but not all, of these occurrences were during refuellng outages
Examples of operations adversely rmpactrng on securlty include: madvertent securlty

barrrer breaches whlle performlng malntenance actrvrtles (e.g., cuttrng of plpes that

o provide uncontrolled access s to vital areas, removrng ventrlatron fans or other equrpment

' ,from vrtal area boundary walls wrthout taklng compensatory measures to prevent
‘ unauthorlzed entry rnto V|tal areas etc )i blockage of bullet reS|st|ng enclosure (or other ‘
_ defensive’ frrrng posrtlon) frelds of frre erectlon of scaffoldrng and- other eqmpment |
without due consideration of its impact on-security response time-lines or response
pathways; and staging of temporary equipment within security isolation zones. An
' e)tample of security adversely impacting- operations could be inadequate staffing of
-security force personnel on backshifts, Weekends, and holidays, to support operations .
during emergencies (e.g., opening and securing vital area access.doors to allow

ope_rations personnel timely access to safety-related eguipment).

) Ensure the secure use and manaqement of radioactive materlals The NRC believes

_“that. the requested rulemaking could help ensure the secure use and management of
radioactive materials. As discussed, eX|st|ng regulations require the evaluation of

changes to the facility and to the security plan. However, the regulations do not
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specifically require.that these changes be evaiuated for their effect on the
safety/security interface. 'Therefore revising the‘ reguiations to-specifically require these
: changes to be evaluated for their potential effect on the safety/security mterface could

A heip ensure the secure use and management of radioactive materlais

.3 Ensure openness in our regulatory process: The requested rulemaking would further

ope_nne'ssin the regulatory process by providing an opportunity for public comment on
the,merits of the proposed revision. Publiccomment and the rulemaking process could -

help determine the need for the revision and the scope of any revision.

4, Ensure that NRC activities are effective. efficient, realistic, and timely: The proposed
revisi’ons wouId Iikely make existing reguiations more effective and address realistic field
impiementation issues but wouid necessariiy resuit in some increase in licensee and

- NRC burden.

‘ ...‘The NRC evaluation determined that regulations currentiy exnst related to safety and

e securltybu “the. i'_gulations do not speCificalIy requnre an evaiuation of the effect of piant
changes on security or the effect of security pian changes on plant safety "Theréfore, the NRC '_
will consider rulemaking to address this part of the petitlon The NRC believes that rulemaking
s appropriate but also believes that further consideration is needed o determine the sections of
Parts 50 and/or 73 that‘should be revised. Additionally, the staff notes that comrnunicatio_ns

between the'NRC and licensees should comply with guidance in SECY-04-191 for sensitive

~ unclassified inforrnation to preclude. aiding a potential adversary.
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- | Second Proposed Action

- Enéﬁre ’QArﬁotection.-'c}f QTH'L.l'bI-iC- healthandsafety and tﬁe envirlonmer{t: The staff believes
that the requested 'action wou-|d not significantly contribute to protecting public health
--.and safety and the environment because vulnerability asséssments to date indicate that -
.the I'ikelih.dod-of shch events daméging the reactof core ahd releés.ing radioactiVity that
: ‘qqyl_d affect pub_lic_ hgalfgr‘f‘and_ safety ig__low_. In additio__n, the étg_ff belieyes_ thgt the»bgst
way to protect against an.aerial is by effective implementation of Transportation Security -
Administration security measures at the> nation’s airports. ’Additionél site-specific studies
of operating nuclear power planté are underway or being planne_d fo determi‘ne the '
need, if any, for édditiohal mitigating capabiiity ona _site—spec_ific. basis. Furthérmore, the
staff will contihue to review intelligence ahd threat repor_ting to recommend any
ébpfqpr_i_ate rﬁodificationé to the DBT. The]sp.ecifi'cs of the DBT for radiological’
sabotage'are considéfe’d safeguardsA inforhatidn and are not'disclose.vd to the general

public.

" Ensure tﬁe securé use and ménéqemenf of radioa'étiv_e »n-"lét'erials:t_ Thé'stéff believes
thét the requestéd agtion would nét _significantiy contribute to ensurihg the se'cure use
- and management of >radioactiv-e materials because evaluations that support the
adéquacy of the DBT already considér attagks’ by various modes of tranqurt and their

likelihood of occurrence.

Ensure openness in our regulatory process: The proposed revisions would not further

increase openness in our regulatory process because the analyses and/or plant

changes that would be required if the requested action was implemented would need to




A2-,
" be ~protecte'd' as ‘Safeguar'd’s_ Information and would not be discloeed to the general

pubilic.

4. Ensure that NRC actions are effective, efficient, realistic, and timely: The proposed

revisions would not make NRC activities and de_cis_iohs more effective, efficient, realistic,

ahd timely because NRC already required nuclear poWer'pIant licensees to implement

_ specific security enhancements and/or meaéufes to mitigate the petential coneequegces o

of a successful attack on a nuclear power plent ina rﬁanner that inc’orporétes the full
scope of the Interim Cohpensatory Measures required by Order dated February 25,
2002 and the DBT as supplemented by Order on April 29, 2003. Additional site-specific A
. studies »of nucleaf power plants are underway or afe being planned to determine the
- need; .if any, .for additipnal m‘ftigating capability on a site-speciﬂc basis; Furthermore,_ the
staff will cohtinue..to review intelligence and threat reporti,ngt; to recomnier;d ._any‘ , | |

appropriate modifications to the DBT.

For these reasons, the Commission denies the secohd requested action offF"R.M-SO-SO.

Dated at Rockville, Maryland, this _ day of ___ -, 2005.

For the Nuclear Regulatory Commission

" Annette L. Vietti-Cook
Secretary of the Commission




