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RE OCONEE NUCLEAR STATION UNITS 1, 2 3 

Enclosed is a Federal Register Notice of a petition for rulemaking 
regarding physical searches of individuals entering a protected 

area of a nuclear power plant and a copy of a proposed NRC regula
tion which Would 'require clearances for those' individuals who are 

permitted unescorted accesswithin nuclear power plants., 
The 

Commission is assessing-the implicationsof these two actions, 

particularly the. "pat down" searches of individuals, -and their value 
as elements of the total' physical protection system needed for nuclear 

power plants. Also, the Commission is concerned with the potential 
effects on employee effectiveness and morale of the physical search 
and other.'requirementsfor the physical protection of nuclear reactors 
currently 'specified in 10 CFR 73.55.  

In this regard, the Commission is endeavoring to identify alternatives 
that achieve. the neeed 'protection of nuclear power plants when 
combined with the other elements of. the total pl'ant security system.  
The Commission wants a broad base of public comment on these issues 

and, recognizing that physical searches and the.obtaining.of government 

clearances directly affect your employees, the Commissi'on requests 
that you inform them of. this notice off rulemaking and of the proposed 
clearance rule, and of the desire of the Commission to obtain ommehts 

directly from those'who are or would be most affected.  
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UNITED 
STATES 

NUCLEAR REGULATORY COMMISSION 
WASHINGTON, D. C. 20555 

SEP 23 1977 

Docket Nos. 50-269 
50-270 

and 50-287 

Duke Power Company 
ATTN: Mr. William 0. Parker, Jr.  

Vice President - STeam Production 
Post Office Box 2178 
422 South Church Street 
Charlotte, North Carolina 28242 

Gentlemen: 

RE: OCONEE NUCLEAR STATION, UNITS 1, 2 & 3 

Enclosed is a Federal Register Notice of a petition for rulemaking 
regarding physical searches of individuals entering a protected 
area of a nuclear power plant and a copy of a proposed NRC regula
tion which would require clearances for those individuals who are 
permitted unescorted access within nuclear power plants, The 
Commission is assessing the'implications of these two actions, 
particularly the "pat down" searches of individuals, and their value 
as elements of the total physical protection system needed for nuclear 
power plants. Also, the Commission is concerned with the potential 
effects on employee effectiveness and morale of the physical search 
and other requirements for the physical protection of nuclear reactors 
currently specified in 10 CFR 73.55.  

In this regard, the Commission is endeavoring to identify alternatives 
that achieve the needed protection of nuclear power plants when 
combined with the other elements of the total plant security system.  
The Commission wants a broad base of public comment on these issues 
and, recognizing that physical searches and the obtaining of government 
clearances directly affect your employees, the Commission requests 
that you inform them of this notice of rulemaking and of the proposed 
clearance rule, and of the desire of the Commission to obtain comments 
directly from those who are or would be most affected.



Duke Power Company -2- SEP 2 3 1977 

We request that you post this notice on employee bulletin boards or 
otherwise notify your employees of the Commission's concerns and desire 
for comments on these issues.  

Sincerely, 

Edson G. Case, Acting Director 
Office of Nuclear Reactor Regulation 

Enclosures: 
As stated 

cc w/enclosures: 
See next page
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cc: Mr. William L. Porter 
Duke Power Company 
P. 0. Box 2178 
422 South Church Street 
Charlotte, North Carolina 28242 

J. Michael McGarry, III, Esquire 
DeBevoise & Liberman 
700 Shoreham Building 
806-15th Street, NW., 
Washington, D.C. 20005 

Oconee Public Library 
201 South Spring Street 
Walhalla, South Carolina 29691



August 19, 1977 

UNITED STATES OF AMERICA 
NUCLEAR REGULATORY COMMISSION 

In the Matter of 

PHYSICAL SEARCHES AT ) Docket No. PRM 
NUCLEAR POWER REACTORS 

PETITION FOR RULE MAKING 

Pursuant to 10 CFR S2.802, Wisconsin Electric Power 

Company, Wisconsin Public Service Corporation, and-Baltimore Gas 

and Electric Company, hereby petition the Nuclear Regulatory 

Commission to amend 10 CFR S73.55(d)(1) to eliminate the require

ment for "pat-down" physical searches of individuals entering 

a protected area. Such a requirement is unnecessary as demonstrated 

by the absence of such physical searches for facilities such as 

those in which nuclear weapons are stored as well as for 

other highly sensitive areas. However,'"pat-down" physical searches 

would be permitted and individuals entering a protected area 

would be put on notice that they are subject to such searches.  

Existing requirements for the use of detection equipment would not 

be affected.  

The petitioners are interested persons within the meaning 

of 10 CFR S2.802 in that they own and operate nuclear power 

reactors and therefore are subject to the existing physical search 

requirements of 10 CFR S73.55(d)(1) 

The proposed amendment to NRC's regulations would modify 

10 CFR 573.55(d)(1) by deleting the bracketed words and add4ng 

the underscored language:



The licensee shall control all points of personnel 
and vehicle access into a protected area. Identi
fication and search of all individuals shall be 
made and authorization shall be checked at such 
points. The licensee shall post signs at such 
points informing individuals that they may be 

subject to physical search prior to entering a 
protected area. The search function for detection 
of firearms, explosives and incendiary devices 
shall be conducted (either by a physical search 
or] by use of equipment capable of detecting such 
devices, to the extent such equipment is reasonably 
available. The licensee may conduct a physical 
search of an individual if deemed necessary or 
appropriate. The individual responsible for the 
last access control function (controlling admis
sion to the protected area) shall be isolated 
within a bullet-resisting structure as described 
in paragraph (c)(6) of this section to assure 
their ability to respond or to summon assistance.  

A memorandum in Support of Proposed Rule Making is 

attached which sets forth the justification for the proposed 

rule.  

Respectfully submitted, 

SHAW, PITTMAN, POTTS & TROWBRIDGE 

By ~LCc( _ 

Gerald Charnoff 
Jpy E. Silberg 

1800 M Street, N. W.  
Washington, D. C. 20036 
(202) 331-4100 

Dated: August 19, 1977
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UNITED STATES OF AMERICA 
NUCLEARREGULATORY COMMISSION 

In the Matter of ) 

PHYSICAL SEARCHES AT ) Docket No. PRMjJ.9 
NUCLEAR POWER REACTORS ) 

MEMORANDUM IN SUPPORT OF 
PROPOSED RULE MAKING 

On February 24, 1977, the Commission published in the Federal 

Register amendments to its regulations setting forth requirements 

for the physical protection of nuclear power reactors. 42 Fed.  

Reg. 10836. Among these requirements is the obligation imposed 

by 10 CFR §73.55(d)(1) that at all points of personnel access to 

the protected area "searches of all individuals be made" and 

that the "search function for detection of firearms, explosives, 

and incendiary devices shall be conducted either by a physical 

search or by use of equipment capable of detecting such devices." 

Petitioners Wisconsin Electric Power Company, Wisconsin Public 

Service Corporation, and Baltimore Gas and Electric Company believe 

that a requirement for a "pat-down" physical search is unnecessary 

in view of the other protective measures required, the absence 

of such a requirement for other (and more sensitive) facilities, 

and the serious problems which the physical search requirement 

imposes. On the other hand, "pat-down" physical searches should 

be permitted in any case where security personnel are suspicious 

about an individual and signs should be posted that individuals 

entering a protected area may be subject to search.
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I. ACCESS CONTROLS OTHER THAN PHYSICAL SEARCH 
REQUIREMENT PROVIDE ADEQUATE PROTECTION 

Section 73.55(d) establishes numerous requirements 

for the nuclear power plant physical security plan, in 

(addition to the physical search requirement, which provide 

more than adequate control over access to the protected 

areas of the plant. These include: 

1. Control of all personnel and vehicle access 

points; 

2. Identification of all individuals; 

3. Check of authorization for all individuals; 

4. Search of all individuals by metal, explo

sives and incendiary detectors, if available.  

5. Isolation of individual controlling admission 

to protected area within bullet-resisting 

structure; 

6. Search of all hand-carried packages: 

7. Check of all deliveries into protected area 

for identification and authorization; 

8. Search of all deliveries into protected area; 

9. Search of all vehicles (except in emergency) 

priorto entry into protected area; 

10. Escort of all vehicles (except designated 

licensee vehicles) in protected area; 

11. Restriction of designated licensee vehicles 

to protected area except for operational, 

maintenance, repair, security and emergency 

purposes;



12. Positive licensee control over all designated 

licensee vehicles; 

13. Numbered picture badge system for all persons 

authorized.access to protected areas without 

escort; 

14. Escort required for individuals not authorized 

to enter protected area without escort; 

15. Individuals requiring escort must register 

name, date, time, purpose of visit, employment 

application, citizenship and name of individual 

being visited; 

16. Access to vital areas limited to authorized 

individuals requiring access: 

17. Positive control of personnel and vehicle 

access to vital areas; 

18. Special badges for vital area access; 

19. Protection by locks and active intrusion 

alarms of unoccupied vital areas; 

20. Reactor containment doors and hatches to be 

alarmed and locked; 

21. Positive access control to reactor containment 

when frequent access required; 

22. Control of keys, locks, combinations and 

related equipment; 

23. Change of key, lock combination or related 

equipment on evidence of its.compromise;.
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24. Change of keys, locks, combinations or 

related equipment oi termination of employee 

having access thereto.  

Wholly apart from the extent and adequacy of these 

measures, it must also be kept in mind that sabotage of a 

reactor sufficient to cause significant public harm would be 

a most complicated act to complete, that light water reactor 

fuel is not a candidate forstfathgic material diversion, 

and that spent fuel is an unlikely target for sabotage.  

MTR-7022, Brennan et al., The Threat to Licensed Nuclear 

Facilities (MITRE Corp. 1975) pp. 114-118.  

The NRC has also proposed that a personnel security program 

be instituted which would requfre, inter alia, that cer

tain individuals involved in -the operation of-licensed 

nuclear power reactors receive authorization from NRC for 

access to or control of special nuclear material. 42 Fed.  

Reg. 14880 (March 17, 19797). As-the Commission observes in 

the staterment 6 consider&tion accompanying the proposed 

rule, "in the opinion of the Commission, experience has 

shown that EclearanceT programs do substantially reduce 

the risk of such ["insider"F conspiracies." Petitioners 

support the trdosed rule to the extent that it would reauire 

the lower level clearance for lidensee employees.* Certainly, 

if such aclearahce program-is-"'dopted, searches ought nct :o 

be required" for perscns with clearances. This would be 

consistent with NRC's proposed "Performance Oriented
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SafeguardsRequirements", 42 Fed. Reg. 34310 (July 5, 1977), 

§73.46(d)(4), which exempts from the search requirement ERDA 

couriers: and licensee employees with NRC or ERDA clearances.  

Certainly:, any requirements which require searches of cleared 

personnel, are totally unnecessary.  

.. Modifying the rule to explicitly permit physical searches 

on suspicion and to inform all individuals prior to entering 

a protected area that they may be searched would also lend 

further assurance to the security program.  

II. OTHER FEDERAL AGENCIES WITH RESPONSIBILITY 
OVER FACILITIES MORE SENSITIVE THAN NUCLEAR POWER 
REACTORS DO NOT REQUIRE PHYSICAL SEARCHES AS PART 
OF THEIR SECURITY REQUIREMENTS.  

Nuclear power reactors are by no means the most sensitive 

facilities operated or licensed by the Federal Government.  

Nuclear weapons storage areas, military nuclear research 

facilities and many military bases would seem to have .a 

greater need for physical security protection than commercial 

nuclear reactors. Even the anti-hijacking precautions in effect 

for all commercial airlines would appear to need measures at 

least as strict as those for nuclear power plants. Yet in none 

of these cases do government regulations require a physical search.  

The security requirements for nuclear weapons are 

governed by Department of Defense Directive No. 5210.41, 

"Security Criteria and Standards for Protecting Nuclear 

Weapons" (September 10, 1976). This directive applies to 

all Defense Department components having responsibility for
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the protection of nuclear weapons. Enclosure 3 to Directive 

No. 5210.41 sets forth the Criteria and Standards for Protecting 

Nuclear Weapons. Section F, Entry and Access Control,, 

governs entry into Exclusive Areas (defined as a designated: 

area in which one or more nuclear weapons are located) and 

Limited Areas (areas surrounding Exclusion Areas) and ,requires.: 

1. entry control to assure positive identification, 

including as a minimum 

a. controlled picture badge system; 

b. formal entry control rosters; 

c. visitor escort system, and 

d. a duress system (a system whereby 

the security personnel can be covertly 

informed of a situation of duress).  

2. limitation of entry to authorized personnel, 

including either personnel security clearance 

for those authorized entry or surveillance by 

a designated escort for persons without 

clearance.  

3. provisions for rapid entry during actual 

response or exercises.  

No requirement exists for physical searches, even when 

nuclear weapons are involved.  

The U.S. Army nuclear weapons security procedures 

similarly do not require physical searches. Army Regulatibh 

AR 50-5 (eff. September 1, 1976) provides for a badge 'syste m,'
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entry. control rosters, ayisitor control system and a duress 

system. Une.scorted.entrance to Limited and Exclusion Areas 

is restricted to cleared individuals with an escort system 

for persons without clearances. However.,even for uncleared 

(but escorted) persons having4 access to nuclear weapons, no 

physical search is required.  

Security regulations in other defense related areas 

also have no requirement for physical searches. The Energy 

Research and Development Administration procedures are set 

forth in ERDA Manual Chapter 2000. Specifically, ERDA 

Manual Appendix 2401, Physical Protection of Classified 

Matter and Information, makes no mention of physical searches.  

Defense Department regulations used for the security of naval 

shipyard construction (including naval nuclear construction) 

require no physical searches. See DOD 5220.22-M,' "Industrial 

Security Manual for Safeguarding Classified Information", 

and DOD 5220.22-R, "Industrial Security Regulation." 

Nonmilitary security programs similarly do not require 

physical searches. To deter potential hi-jackers, the 

Federal Aviation Administration in 1972 adopted 14 CFR 

§121.538, "Aircraft Security."" This regulation requires that each 

carrier adopt 

A screening system, acceptable to the Administra
tion, that is designed to prevent or deter the 
.carriage'aboard its aircraft of any explosive or 
incendiary device or weapon. . . .  

To our knowledge., no carrier has adopted, nor has the FAA required, 

a screening system which requires physical search.



Thus, our investigation of physical security requirements 

for activities with a sensitivity comparable to, or greater than, 

nuclear power reactors discloses no examples where'physical 

searches are required 

III. THE PHYSICAL SEARCH REQUIREMENT CAUSES NEEDLESS 
PROBLEMS TO LICENSEES REQUIRED TO IMPLEMENT IT 

A number of practical problems have already surfaced in the 

short time since the Commission-mandated physical search require

ments has been implemented. Other problems can be expected over 

the next several months.  

Some plant personnel and their unions have made known their 

feeling that a physical search is highly distasteful, personally 

offensive, and in violation of individual rights. In at least 

one case of which we are aware, the employee refused to submit 

to a physical search. As a result, the utility felt obliged to 

place the employee on leave of absence without pay until such.  

time as another position in the company could be found where the 

employee would not be subject to physical search. The employee 

has retained a Iawyer and is investigating the possibility of 

legal action against the utility. Several unions have protested 

and at least one has asserted that the new physical search 

requirement constitutes a change in working conditions requiring 

a negotiated settlement.  

The problem of women employees and visitors is particu

larly troublesome. Although most utility guard forces may 

include some women, there is no assurance that a woman guard 

would be at every entrance at any time that a woman employee
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o yisitor might appear. In the absence of a woman.guard, 

the, physical search, and the woman's entry, would have to be 

delayed until a-woman ,guard was obtained. In some instances, 

this might result in a significant delay in order to have a 

,woman guard report to the plant.  

The likelihood of a substantial delay in processing 

people through the security system is likely with the onset 

of colder weather and the need for entering personnel to.

remove their coats, jackets and sweaters, so that those 

items can be searched prior to the phypical search of the 

individual.  

Significant delays may be ihvolved in processing large 

numbers of people, particularly during outages, when a 

significant increase in the number of workers coming on-site 

can be expected. This added time may result in additional 

costs to the Utility in terms of reduced productivity or 

requests for additional compensation. Larger guard forces 

may also be required in an attempt to reduce the delay.  

IV. CONCLUSION 

As shown above, the physical search requirement imposed 

by the Commission is unique. In the perspective of the risks 

of industrial sabotage accepted by American society and the 

precautions takeh in connection with those risks, the Commission's 

physical search requirement appears excessive and unreasonable.  

Other government agencies with responsibility over activities of 

equal or greater sensitivity and susceptability to industrial or 

other sabotage do not require a physical search as a part of their
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security plans. And there is no known parallel to such require

ment in connection with otherprivate activities involving, perhaps 

larger risks to society. Other measures'required by the Com

mission give adequate assurance that a nuclear power .reactor is 

properly protected., Finally, the present requirements are causing 

and will continue to cause problems to the utilities which, must 

implement those requirements.. We therefore respectfully request 

that the Commission modify its physical search requirement to 

read as follows: 

The .licensee shall control all points of personnel 
and vehicle access into a protected area. Identi
fication and search of all individuals shall be 
made and authorization shall be checked at such 
points. The licensee shall post signs at such 
points informing individuals that they may be 
subject to physical search prior to entering a 
protectredoarea. The search function for detection 
of firearms,.explosives and incendiary devices 
shall be conducted [either by a physical search 
,or] by use of equipment capable of detecting such 
devices, to the extent such equipment is reasonably 
available, The licensee may conduct a physical 
search of ah individual if deemed necessary or 
appropriate. The individual responsible for the 
last access control function (controlling admis
sionto the protected area) shall be isolated 
within a bullet-resisting structure as described 
in paragraph (c) (6) of this section to assure 
their' ability to respond or to summon assistance.  

Respectfully submitted, 

SHAW, PITTMAN, POTTS & TROWBRIDGE 

',erald Charnoff 
JAy E. Silberg 

1800 M Street, N.W.  
Washington, D.C. 20036 
(202) 331-4100 

Dated: August 19; 1977



UNITED STATES OF AMERICA 
IUCLEAR REGULATORY COMMISSION 

In the Matter of ) 

PHYSICAL SEARCHES AT ) Docket No. PRM -a 
NUCLEAR POWER REACTORS ) 

CERTIFICATE OF SERVICE 

This is to certiy that copies of the foregoing "Petition 

for Rule Making" and "Memorandum In Support of Proposed Rule 

Making" were mailed, first class, postage prepaid, this 19th day 

of August, 1977, to the following: 

Mr. Edson Case Docketing and Service Section 
Acting Director U. S. Nuclear Regulatory 
Office of Nuclear Reactor Commission 
Regulation Washington, D. C. 20555 

U. S. Nuclear Regulatory 
Commission 

Washington, D. C. 20555 

General Counsel 
U. S. Nuclear Regulatory 
Commission 
Washington, D. C. 20555 

JayjE. Silberg
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proposed rules 
This section of the FEDERAL REGISTER contains notices to the pubic of the propose issance of rules and regulations. The purpose of 

these noticas is to give interested persons an opportunity to partcipate In the rule rmaing pior to the adoption of the final rules.  

the opinipn of the Commission are Im
portant to the common defense and se
curityA that may be conducted only by 
persons whose character.f tasoiations 
and loyalty shall have been investigated 
under standards and specifactions 
established by the Commission and as to 
whom the Commission shall have deter
orined that permitting each such person 
to conduct the activity will not be in
ioran to the common defense and 
security. h maye 

Pursuant to this statutory authority, 
the Commission is propoein regulations 
which would require certain individuals 
involved in the operation of licensed nu
clear Power reactors and fuel reprocess
inS Plants, in the licensed use, process
ing, o storage of certain quantities of 
special nuclear materials, and in the 
transoortation by the private sector of 
certain quantities of special nuclear 
material, to receive authorization from 
the Commission for access to or control 
over special nuclear material. ndesevreg
ulations are being prepared to utilize a 
personnel security program ae a measure 
to Protect against those employed In the 
affected nuclear activities who might 
conspire to steal or divert special nuclear 
material or conduct sabotage which 
wouldendanger the pubic by exposure to 
radiation, Of course, a clearance program 
itself does not entirely solve the problem 
of the "insider," but, in the opinion of 
the Commission- experience has shown 
that such Programs do substantially re
duce the risk of such conspiracies. Mfore
over, the proposed program is one of 
several elements in the Commission's 
overall safeguards program which to
gether protect against threats, both in
ternal and external.  

Two levels of special nuclear material 
access authorization are proposed. The 
higher level. NRC-U wouldb e based upon 
o full-field background investigation and 
would apply to x all Individuals who re
quire unescorted access to special nu
clear material or within vital areas, r 
those obs in which an individual alone 

NUCLEAR REGULATORY or In conspiracy with another individual 
COMMISIONwho does not possess an NRC-U special nuclear material access authorization 

10 CFR Parts 11, 50 end 70 J could act to steal or divert special nuclear 
material or to commit sabotage, and l.il SPECIAL NUCLEAR MATERIAL drivers of motor vehicles and pilots of 

Authority for Access to or Control aircraft transporting certain quantities 
Section 1611 of the Atomic fnergy Act of special nuclear material and those who 

of 1954. as amended, permits the Nuclear escort road. rail. air or sea shipments of 
Regulatory Commission to prescribe reg- special nuclear material. The lower level.  
ulations instituting a clearance program NRlC-R. would be based upon a National 
for those individuals who have access to Agency Check and would apply to all edi
or control over special nuclear material. iduals who require unescorted access to 
Specifically, the section provides that thea 
Commission may issue regulations '1* 0 protected areas and who are not required 
designating activities involving quantin to possess an NRC-U special nuclear 
ties of special nuclear material which In material access authorization.  

FIDERAL mOISTar, VOL 42, NO. t2-ooiUtSsAY, MAaCH 17, 1977



AO 

PROPOSED RULES 14881 

Both the National Agency Check and questions of accc-s to spcial nucicar C3TTVRIA 0KR El IGILF1Y MR 

the full-field background investigation material, and some may not be perceived SPirif, NUCLEAR bUTDYAL ACCESS AV

are conducted by the Civil Service Com- as relevant in specific cases. Also. there THORil.ATSOK 

mission. The National Agency Check may be cases In which additional cri- 11.21 ApplicatIon of the criteri.  
consists of a check of files of the FBI teria, not now Included In 10 CPR Part AUTHOriTY: Sec. 7, Pub. L. 93-377. as Stat.  
(fingerprint, criminal, and subversive 10. would be more to the point. Howver, 
files), Civil Service Commission (Secu- these criteria do correspond to the Fed- u.sC 2201).  
rity-Investigative index), and a check of eral Government's general approach to 
military records and records of other personnel seculty, and specifically. ORNERAL PROVISIONS 

government agencies, as appropriate. The ERDA had adopted them for use in its purpose.  
full-field background investigation con- own materials access program (42 FR 
sists of interviews of references, conduct- 7946). Purthennore. the criteria are In This Part establishes the reqhirements 

ed by investigative agerits of the Civil the nature of guidelines to be used in a toria ndcte crteria and re 

Service Commission, in addition to the decision process characterized by con du 
records check. Sources of information de- mon sense Judgments, rather than quan- res for resolving questions concerning 
veloped in the course of the investigation titative criteria. Moreover, the Commis- the eligibility of individuals to receive 
are also interviewed. The full-field back- sion is reluctant to devise a new s of special nuclear merial access authori
ground Investigation conducted' by the criteria without evidence that any new zation for conduct of certain activities.  
Civil Service Commission generally cov- criteria would significantly improve licensed or otherwise, which involve ac
ers the 15-year period of the individual's upon those which presently exist Hence cess to or control over unclassified spe
adult life prior to the Investigation. the Commission's proposal is to rely o cialnuclear material.  

The program being proposed by these the government-wide criteria as guide- 11.3 Scope.  
regulations is intended to supersede any lines in deciding questions of access to T 
existing requirements for licensees t or control over special nuclear material. paoce reof irtapply crite en
screen or otherwise assure the trust- The Commission particularly requests tacds of and eiily fo special 
worthiness of their personnel. comments both on the relevance of Indi

Ifvidual criteria of 10 CR Part 10 and nuclear material access authorization 

amendments s licensees and license applt- on the completeness and suitability o for employees, contractors, consultants 
camnswdmns lieneesiad licaen e pi- the criteria as a whole for questions of of.* and applica nts for employment with, 
cants would be required to amend their 
security plans by identifying and describ- access to or control over special nuclear liceee or Contractors of the Nuclear 

ingmaterial. The Commission intends to give Regulatory Commissionwhere such em
ingtjobszattir Afcites whdiichal requre careful consideration to this matter. in ployment, contract, service, or conaulta
authorization. Affected individuals wouldcomments received, in tiO InV job faling within the 
be required to obtain authorization ac- termining the Provisions of a eective criteria Of 11.11 or 11.13 of this 
cording to the schedules set forth in the rl. chapter.  
proposed rule. Individuals who are newly piroed rleIndus who ahnejb hrte new Pursuantto the Atomic Energy Act of (b) The requirements. criteria, and 

job would require a material access au-In 
addition to 

thorization ruire a at accessiau organization Act of 1974. and section 553 and not in lieu of any requirements, cr
beforezat iong totan anb Authorization of title 5 of the United States Code. teria, or Procedures for access to or con
before beginning the job. Authorizationtrloecasiedpcalnlarm
would be updated every five years. notice is hereby given that adoption of tril.  

With due recognization of the gravity a new 10 CFR Part 11 and adoption of 
of establishing a material access authori- the following conforming amendments § 11.5 Policy.  
zation program in the licensed nuclear to 10 CFR Parts 50 and 70 Is contem- It Is the policy of the Nuclear Regula
industry which would affect individuals Plated. All interested persons who desire tory Commission to carry out its au
who are not employed by any licensee or t sumbit written comments or sugges- thority to establish and administer a 
contractor of the Commission as well as tions with respect to the proposed personnel security program in the Inter
licensee employees. it is the Commission's amendments, or any other matter pertl- ests of the common defense and security 
Itense eomniebtth itpc is ent to the subject of this notice, should for the purpose of safeguarding special intent to minimize both the impact on send them to the Secretary of the Cor- nuclear material and preventing sabo
the rights of privacy and association of 
individuals affected, and the number of mission. U.S. Nuclear Regulatory Coi- - tage which would endanger the public by 
individuals affected, while providing an mission, Washington, D.C. 20555, Atten exposure to radiation In a manner con
effective measure of protection against tion: Docketing and Service Branch, by sistent with traditional American con
those who would seek emoloyment with, May 18 1977. If sufc'ent Interest is evi- cePts of Justice. To this end. the Com
or use their position in. the nuclear in- denced by comments received, the Cor- mission has established criteria for 
dustry for purposes of theft or sabotage. mission will give consideration to a public determining eligibility for specal nu
In preparing these regulations among the hearing on this matter. Copies of cor- clear material access authorization and 
matters considered were the scope of in- ments on the proposed amendments may will afford affected individuals the op
vestigations (e.g., whether a full-field be examined in the Commissions Public portunity for administrative review Of 
background investication should be re- Document Room at 1717 H Street, N.', questions concerning their eligibility for 
quired for all individuals), which job Washington, D.C. special nuclear material access authori
functions should require material access 1 A new Part 11 is added to read as zation.  
authorization (e.g.. require authorization follows: 
only for "key" positions or adopt a 
graded system with level of clearance de- PART 11-CRTERIA AND PROCEDURES As used inthis part: 
termined by job). whether osychological FOR DETERMINING ELIGIBILITY FOR (a) Terms defined in Parts 10, 50. 70.  
sssessment should be required. and the ACCESS TO OR CONTROL OVER UN and 73 of this chapter have the same 
relation of the proposed program to cur- CLASSIFIED SPECIAL NUCLEAR MATE m 
rent NRC and ERDA personnel security GENERAL P30Y148 (b) "Special nuclear material access 
programsauthorization means an administrative 

The Commission also considered the 11. pe. determination that an individual in
question of whether new criteria should 11 5 Policy. i empodabyor r anplant fo 

be developed against which a decision 11.7 Deintions. iploye y omissicntror.  
for authorization would be made. The olcen ofth Commission contractor 
present NRC security clearance criteria Accaa AuTHOAnoro 

(10 CFR Part 10) were developed for 1 Requirenta at fxed sits. or a a o whcordssso or 
ace 11-~~~~~~~~i13 Requiremrents in transportation. wr taJbwihafrsacs oo 

access to information and, as such. not 11.15 Application r specl nuclear control over special nuclear material and 
all criteria may be equally significant for material acces authoriation that peritting the individual to work 
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at that. Job would not be Inimical to the (a) (1) of this section without an NRC-U special nuclear material access authori
common deCense and security. special nuclear material access authori- zatioi. Special nuclear material access 

(c) "NitC 'U1' special nuclrar material zation. (2) After (540 days following authorizatiwi for which a timely appIt
arcces mut1hoil.i'" mouns uldniiils- publication I final form" Io Individual CUon for new has bee made be con
trative dr'tainliuminii based upon a t- moy be permitted uneacorted access to titlhed beyond the expittion datr iend
tionnI agencey 'ieck ind it full-fleld tny loiected oren at R nuclear reactor Ing 11nal action Oil the application, An 
backgr'ound livi' .tih.:itLin conduced by site subject toth,; part, and afte (180 Appication for renewal will consist of the 
the Civil Servlcr (:nminrl-.Inn that oi dnys following publication in final form) following: 
indivlil in the course of eiiployient no individual may be permitted un- (1) A Personnel Security Question
is eligible to work at a job fillig within escorted access to any protected area at naire. completed by the applicant.  
the criteria of §1 11.11a) (1) or 11.13. any other site subject to this part. with- (2) A statement by the employer or 

(d) "NRC-'R' special nuclear material out either an NRC-U or NRC-R special contractor that at the time of applica
access authorization" means an adminis- nuclear material access authorization. tion for renewal the Individual's assigned 
trative determination based upon a or assumed job requires the level of spe
national agency check that an individual §quirenicflS in raniporan. cml nuclear material access authoriza
in the course of employment is eligible (a' All individuals who after(180 days tion which he or she holds, justified by 
to work at a job falling within the cri- following publication in final form) appropriate reference to the licensee'a 
teron of 5 11.11(a) (2). drive motor vehicles in road shipments 4ecurity plan.  

of special nuclear material. pilot air- (d) If at any time, due to new assignREQUIREMENTS FOR SPECIAL NUCLLAR craft in air shipments of special nuclear ment or assmption of duties, a change 
MATHRIAL Acciss AUTHORIATION material, act as monitors at transfer In special nuclear material access au

$11.11 Rta'uiremeti a bi(EI Pet* points, or escort road, rail, sea, or air thorization level from NRC R i n to fr11" 
0dasshipments of special nuclear material is required, the Individual shall apply for (a) Each licensee who (after 90 subject to the appropriate physical a change of level of special nuclear ma

following publication in final form> uses, protection requirements of if 73.20, 73.31, teral access authorization. Such an ap
processes, or stores special nuclear ma- 73.35 or 73.36 of this chapter shall have plication shall include a description of 
terial subject to the physical protection trql ubreet o t p3hfysis prtc ion RC-U special nuclear material access the new duties to be assigned or asrequirements of Part 73 of this chapter, authorization.  
or who operates a nuclear reactor subject 
to the physical protection requirements (b) Licensees who after (180 days after to the licensee's security plan.  
of Part 73 of this' chapter. by amendment Publication In final form) transport or (e) Each application for special nu
to his security plan shall identify at his who deliver to a carrier for transport clear material access authorization. r 
facility or plant afid describe to the special nuclear material subject to the newl, or change in level shall be accom
Commission: physical protection requirements a pajid by the employer's remittance 

(1) All jobs in which an individual . . 73.31. 73.35 or 73.36 of this according to the following schedule: 
could steal or divert special nuclear ma- chapter shall confirm and record prior (1) N application, -- --- 8o 
terial, or commit sabotage which would to shipment the name and special nu- ( Now application. "R"--------30 
endanger the public by exposure to radi- clear material access authorization ( Menewal '-I' or 
ation, by working alone or in cooperation number of all drivers, escorts, and ratial- --I l) Mo.ee of "-" to "ull Miso 
with an individual who does not possess to's assigned to the shipment. (5) Convert oisting NRC or 
an NRC-U special nuclear material ac- § 11.1I Application r Special Nuclear U or " to 
cess authorization. or by directing or Material Acces Authoriztion ( or existing ---- or 
coercing any individual to assist in the (a) Application for special nuclear ma- ERDA,"L" or'7,(X)" to 
theft, diversion, or sabotage. Such jobs terial access authorization, renewal or- ------------------- 0 
include but are not limited to: 

(i) All positions in the licensee's se- chane on lehal be aib t wm X "W'. ezietir -16".  
curity force: ieo behalf of Appintrith or"%X)"toR---------Nocharge 

iii) Management positions with the the Dire tor Admsaion.  
authority to: FOR Nula euo C s COTO 0M. DoKu 

'A? Direct the actions of members Washington. D.C. 20555.A 
of the security force or alter security b Applications for special nuclear CIAL NIYCLZ" MATXRIAL 
procedures. or m3terial access authorization shall be 11.21 Application of the criteria.  

oB' Direct routine movements of spe- "ade on forms supplied by the Commla
cial nuclear material, or siop including: (a) The decision to grant or deny spe

'C~ iret te rutin sttusof ita 41 A Personnel Security Question- cial nuclear material access authoriza(C) Direct the routine status of vital to sacmrhnie omnsnt equipment. naire PSQ compieted by the individual.  
(iii All jobs2 A fingerprint card with the In judgment, made after consideration of all 

acces wthi onitealam satins. dividual's fingerprints (fingerprints May the relevant information, favorable or aiccess within onsite alarm'stations. ufvrbe htt rn rdn pca (iv) All jobs which require unescorted be taken by a local police authority). ufar at to atorin ispei 
access' to special nuclear material or '3 A statement by the employer, pro nr atial tcce aoron s 
within vital areas. specnve emplover, or contractor. Identi

(2'Alljob whch equre nesartd fying the job to be assigned to or assumed and security and is or Is not clearly con(2) All jobs which require unescortedsitnwthheaiolitrs.  
access tithin protected areas and whichlevelofa-dividutlithdhthntionelintre acces wthi prtectd aeasandwhi h iorization needed, justified by appro- (b) To assist in making these deter
do not fall within the criterion of para
graph 'a' i1) of this section pi r 

plan. mation In a particular case. there are set 
'b lI After 4540 days following pub- f ' Special nuclear material access forth In 110.11 of this chapter a number 

licatlon in final form) no individual who atiorizatozshall expire5 years follow- of specific types of-derogatory informa
works at a nuclear reactor subject to this ii( the date of issue. If continued special tton. These criteria ate not exhaustive 
part and after 1 180 days following pub- nuclear material access authorization Is but contain the principal types of deroga
lication in final form Ino other-individ- requned. an application for renewal shall tory information which in the opinion 
ual may be permitted to work at any be submitted at least 90 days prior to ex- of the Commission create a question as to 
job determined by the Commission to piration date. Failure to make a timely the individual's eligibility for special nu
fall within the criterion of paragraph application will result in expiration of clear material access authorization.  

These criteria are subject to continuing 
Thui does not alter the requirement for ['o, eg tine% for specal nuclear material 

int'hots toi ob,.erve individuali within ma. it- ".5 all thOUIZAtIns an be expected to e 
'ruie itreps are"as a ated in 173 60(s) (7) a t 0 day fur NRC U and 3o days tor time as experience and crcumst wsoacn 
)f.1 t~ hapttr NRC R. may make desirable.  
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(c) When the reports of investigation requirements of Part 73 of this chapter, 
of an individual contain information if applicable. at the proposed facility In
reasonably falling within one or more eluding the Identification and description 
of the classes of derogatory Information of jobs at. the proposed 'facility as re
listed in j 10.11, the application of the quired by I 11.11(s) of this chapter.' 
criteria shall be made in light of and Part n shall list tests, Inspections, and 
with specific regard to whether the other means to be used to demonstrate 
existence of such information creates a compliance with such requirqnents. If 
question as to the individual's eligibility applicable. o 
for special nuclear material access au
thorization by raising a reasonable belief PART 70-SPECIAL NUCLEAR 
that the individual would use his access am MATERIAL 
to or control over special nuclear mate
ral for theft or diversion of special . aragraph (h) of 170.22 Is amended 
nuclear material, or sabotage which 
would endanger the public by exposure §70.22 Conlent'o- pplifaatonL' 
to radiation. The Executive Director for 
Operations may -authorize the grantig (h) Each application for a license to 
of special nuclear material access au- possess or use at any site or contiguous 
thorization on the basis of the informa- sites subject to control by the licensee 
tion in the case or may authorize the uranium-235 (contained In uranium on
conduct of an interview with the individ- riched to 20 percentor more in the ura
ual and, on the basis of, such interview nium-235 isotope)" uranium-233, or 
and such other Investigation is he deems plutonium alone or. in any combination 
appropriate. may authorize the granting in a quantity of 5'000 gram or more 
of special nuclear material access au- computed by the formula, gram 
thorization. Otherwise, a question con- (grams contained U-35)+25 (grams 
cerning the eligibility of -an individual 
for special nuclear material access au- 23cns ra psson oru e fsc a 
thoriZation shall be resolved in accord- terial in the operation of a nuclear reac
ance with the procedures set forth in tor liensed pursuant to Part 50 of this 
If 1020 through 10.37 of this chapter. chapter, shall Include a physical security 

(d) In resolving a question concern- plan, consisting of two perts. part I sa 
ing the eligibility or continued eligibility address vital equipment, vital areas, and 
of an individual for special nuclear isolation zones, and shall demonstrate 
material access authorization by action how the applicant plan to meet the 
of the Personnel Security Board.' the physical protection requirements of Part 
following principle shall be applied by 73 of thin chapter in the conduct of the 
the Board: Where there are grounds 
sufficient to establish a reasonable belief actiicato an escritin os 
as to the truth of the information re- requied by descriptischapter.  
gardett as substantially derogatory and Part 11 shall list test8,Linpectjon, and 
when the existence of such information other means to demonstrate coippliance 
raises a reasonable belief that the in- with such requirementi.  
dividual may use his access to or control 
over special nuclear material for theft Dated at Washington, D.C. this 11th 
or diversion of special nuclear material day of March, 1977.  
or sabotage which would endanger the For the Nuclear Regulatory Commi
public by exposure to radiation, this shall sion
be the basis for a recommendation. for SAMUIL J. CHILE.  
denying or revoking special nuclear Secretary ofthe Commission.  
material access authorization if not 
satisfactorily rebutted- by the individual FR Doc.77-802S Filed 3-16-77;8:46 amI 
or shown to be mitigated by circum
.stance.  

PART. 50-LICENSING OF PRODUCTION 
AND UTILIZATION FACILITIES 

2. Paragraph (co of 1 5034 is amended 
to read as follows:aa rc 

cd§ 50.34 COneends of appicatnonti; ndtedhe 
nical inforiattion.  

(c) Physical security plan. Each appi
cation for a license to operate a prcduc-I 
tion or outilization facility shall include 
a physical security plan. The plan shacl 
consit I of two partnsp Part I shall addressn 
vital equipment, vital areas, and Isola
tion zones, and shall demonstrate how 
the applicant plans to comply with the I 

The function of the' Personnel security 
Board is described in Flirt 1o of this chapter.1 
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(Dockct Nos. 50 280 and 50-2811 Chairman of the Atomic Safety and Li- Of equipment capable of detecting such 
VIRGNIAELETRIC& PWERco. censing Board Panel. Timely petitions devices, to the exttent siuch equipment is VIRGINIAwill be considered to determine whether reasonably avaable. The license ay 

Proposed issuance of Amendments to a 'hearing should be noticed or another conduct a physical search o/ an mdi
Facility Operating Licenses appropriate order issued' regarding the vidual i/ deemed necessary or appropri

The U.S. Nuclear Regulatory Conunis- disposition of the petitions. ate. The individual responsible for the 
sion (the Commission> is considering' in the event that a hearing is held and last access control function (controlling 
issuance of amendments to Facility Op1- a person is permitted to intervene, he be- admission to the Protected area) shall 
erating Lienses Nos. DPR-32 and DPR- comes a party to the proceeding and has be isolated within a bullet-resisting 
37 issued to Virginia Electric and Powei a right to participate fully in the con- structure as described in paragraph (c) 
Co. (the licensee), for operatlOl of the duct of the hearing. For example, he may 16) of this section to assure their ability 
Surry Power Station Units Nos. I and 2, prsent evidence and examine and cross- to respond or to summon assistance.  
located inl Surry County. Va. examine witnesses.  

In accordance with the licensee's ap- For further details with respect to this The petitioners state that a require
plicatilon for ameiiwinit dited August 9. acti. see thc application for.amcnd- ment for it t-down" ph vsicn 11 
uW sippl('iIIentLcd August 2(6, 1977, the ifLit datmd August 0, supplenwnted i l o
amendiments would revise the provisions tective measures vlcii are reqired, the 
in the Technical Specifications relating public inspection at the Commission's absence of such a requirement for other 
to the transient and accident analysis as Pulc Document Room, 1717 H Street '(and more sensitive) facilities, and the 
raffected by an increase in steam genera-. Washington, D.C. at the Swein Li serious problems which the physicad 
tor tube plugging levels from the current brary College of William and Mary, Wil search requirement imposes. The pcti
20% t 25(1f lamsburg, Va. tioners state, however, that "pat-down" 

Prior to issuance of the proposed I- Dated at Bethesda, Md., this 6th day Physical searches should be permitted in 
cense amendments, the Commission will of September 1977. any case where security personnel are 
have made the findings required by the suspicious aboit an individual, and signs 
Atomic Energy Act of 1954, as amended For the Nuclear Regulatoiy Commts- should be posted that individuals enter
(the Act), and the Conmission's rules Sion. Ing a protected arca may be subjet to 
and regulations. RosZR W. REID physical search.  

By October 7, 1977, the licensee may Chief,.Operatiny Reactors Branch The. Commission is assessing the in
file a request for a hearing and any per- No. 4, Division of Operating Plications of "pat-down" searches and 
son whose interest may be affected by Reactors. their value as a part of a total physical 

ths roeein my il arequiest for a IFR Dolc 77 -2681i Fled9-47;:7IM protection systemn, considering tbi'ir rethis proceeding may file a requestlain.toohe forrs fseurt as 
hearing in the forni of a petition for 
have to intervene with respect to the 
isuance if tle amendinents to the sub- 'Pocket No. PRM-73--21 cess controls intended to protect with 
ectlchigh confidence against Insiders. it is jec failly pertig lcenes Peitons WISCONSIN ELECTRIC POWER CO., ET AL endeavoring to identify alternatives that for leave to intervene must be filed under 
uth or affrmation in accordance with Filing of Petition for Rulemaking will achieve equivalent protectirn in tie tilepI-vi:j()l,, ofSecton .71 of10 FR otic ISherby ive tht G context of the total security systu'rn. Pub

the pr'ovi:Jns of Section 2.714 of 10 CFRon 
l'art 2 of the Conniiissoins regulations. Clarllff, Esquire, and Jay E. Silbe'g, 
A petition for leave to intervene must set Esquire have filed with the Cois as to the value of searches as a contribut
forth the interest of the petitioner in on behalf of the Wisconsin Electric 

,.h pocediig hov hatinerst aybePower Co;, Wisconsin Public Service igeeeto euiysses he proceeding, o that interest may bePetition for rule making 
nifected by the results of the proceeding. Corp., and Baltimore Gas and Electric 
und the Petitioners contentions with re- CO. a Petition for rulemaking dated Au- iommilsio public Docmnt Rhm 
spect to the proposed licensing action. Ut 19. 1977, ' 1717s'H 's NWl, Washint D.C., 
Such petitions must be filed inl accord- The petitioners request the Commis- petition mayhbegone .  
ance with the provisions of this FEDERAL sion to amend I 73.55(d) (1) of the Coi- wrtn o the ivion of Rue aid by.  
fLISniT notice and Section 2.714, and mission's regulation "Physical Proc oritn ofte Diisn o .5. No
iuiist.bc (Hld with the Secretary of the of Plants and MatcridN," 10 C11R Paut 
Coninssion, U S. Nuclear Itegulatory 73, to eliminate the requirement for put- ton, D.C. 20555.  
Conunission, WashbigLon, D.C. 20555, down" physical selics of iddl 'nw i or 
Attention: Docketing and Service See- entering a protected area, 
tion, by the above date. A copy of the The amendments proposed by the ten comments or suggeions concerning 
petition und/or request for a hearing petitioners would modify 10 CPR 73.55 the Petition for rule making shoudd send 
should be 4ciit to tie Executive Legal (d) 1) by deleting the bracketed words their comments to the Secretary of the 
Director. U.S. Nucleai Regulatory Coin- and adding the italizcd langage as Commission, US, Nuclear Regutory 
mission, Washington, D.C. 20555, and to follows: Commission, Wikshington, D.C. 20555.  
Mr. Michael W. Mitupin, Esquire, Hul- Attention: Docketiig and Service Biaii 
tun, Williams, Gay, and Gibson, P.O. Box § 7 Requiremnm. for physical p_- by October 17, 1977.  
1535, Iticlnond, Va. 23213, the attorney ir'i'ioa of , ailisitic. il n
for tile licensee. rivior wo'e eavioIIW5 ain~t iledsi- Dated at WAslilgton, D.C., this I 3P 

A petition for leave to intervene must Irial LIE 1 . dat 01' Sd eniber 1977.  
be accompanied by a supporting alll- F r tte Nuclear Regudatory rninis
davit which identifies the specific aspect (dl Access requiremen, (1) The Ii- stoli.  
or aspects of the proceeding as to which censee shall control all points of person- SAMUEL J. CHic,.  
intervention Is desired and specilies with nel amid vehicle access to a protected Secretor ol the Cominkio.  
particularity the facts on which the pe- area. Identification and search of all iii- lFR Dc.77 -27053 Filed 9-14 77:8 45 
titioner relies as to both his interest and dividuals shall be made and authoriza
his contentions with regard to each as- tion shall be checked at such points. The Docket No. 50-2661 
pect on which intervention is requested. licensee shall post signs at such points 
Petitions ztating contentions relating Informing individals that they may be WISCONSIN ELECTRIC POWER Co.. AND 
only to niatters outside the Commission s t WISCONSIN MIIGAN POWER CO 
jurisdiction will be denied Ing a: protected arca. The search func- Issuance of Amendments to Facility 

All petitilons will be acted upon by the tion for detection of fireaims, explosives Operating Licenses 
ConunissIon or licensing board, desig- an Incendiary ds'vlces shall be conducted The U.S. Nuclear Regulatory Commis
in alt( by th c Coniilii lon or bv tie civitliti by it pliV :,j, Il mi l'ch ord i oy uise sion thee Conpe i;stoni oi s nsi.ed 
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