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1:L_JRecords properly classified pursuant to Executive Order 13526
2:[ “JRecords regarding personnel rules and/or human capital administration
3:[ JInformation about the design, manufacture, or utilization of nuclear weapons
[information about the protection or security of reactors and nuclear materials
[IContractor proposals not incorporated into a final contract with the NRC
[JOther
4:[JProprietary information provided by a submitter to the NRC
[]Other
S:[ifDraft documents or other pre-decisional deliberative documents (D.P. Privilege)
[] Records prepared by counsel in anticipation of litigation (A.W.P. Privilege)
[ ]Privileged communications between counsel and a client (A.C. Privilege)
[]Other
6:[i¥Agency employee PII, including SSN, contact information, birthdates, etc.
[ JThird party PIL, including names, phone numbers, or other personal information
7(A):[_]Copies of ongoing investigation case files, exhibits, notes, ROI’s, etc. ,
[JRecords that reference or are related to a separate ongoing investigation(s)
7(C):[]Special Agent or other law enforcement PII
[JPII of third parties referenced in records compiled for law enforcement purposes
7(D):[]Witnesses’ and Allegers’ PII in law enforcement records
[]Confidential Informant or law enforcement information provided by other entity
7(E): [ifeaw Enforcement Technique/Procedure used for criminal investigations
[]Technique or procedure used for security or prevention of criminal activity
7(F): [¥Information that could aid a terrorist or compromise security
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El_l:kan. Brett

O e S ]
From: Klukan, Brett
Sent: Thursday, October 30, 2014 10:52 AM
To: Safford, Carrie; StAmour, Norman
Subject: Drone Flyovers at Nuclear Power Plants

Carrie & Norm,

To set the scene a little bit: I've been asked to speak, as Ri's regional counsel, at an upcoming NEI Lawyer meeting in
Philly. Generally, | think, the purpose is just for me to introduce myself and to highlight some interesting legal issues /
problems.

While | plan to discuss the deliberate ignorance rulemaking, | was also thinking about bringing up the topic of video drone
use by journalists / activists. While this hasn't cccurred at any nuclear power plants (yet), it has been used by
environmental advocates to document industrial agricultural operations. The question | would pose to the group is what (if
any) actions should be taken in response to a low-flying video drone over a licensee site. | don't have an answer to this
question—I just want to throw the issue out there as something that i think will need to be addressed at some point.

I just wanted to make sure that the agency isn't already in the process of addressing that question now.
Thanks.

Cheers,

Brett Kiukan

RI Regional Counsel
(610)-337-5301

rOTTTTE—NT T TTOTT-t " o setrys = v tootod-ind T ool
—prrordingly—Benotpublisindiseicsc-withoulpiapacauthagization...



McDermott, Brian

A N N - ]}
From: McOermots, Brian

Sent: Tuesday, September 09, 2014 3:19 PM

To: Layton, Michael; Lui, Christiana

Cc Pretzello, Andrew; Holahan, Patricia; Hahn, Matthew; Masse, Todd

Subject: RE: Drone Overflights

Perhaps worth a mention at next NSWG...simply that we are getting some reports and a pointer to the
applicable guidance?

From: Mdsse, Todd

Sent: Thursday, August 21, 2014 3:41 PM

To: McDermott, Brian .

Cc: Layton, Michael; Pretzello, Andrew; Holahan, Patricia; Hahn, Matthew
Subject: Drone Overflights

Hi Brian,

We've looked over some of our historical Information Assessment Team Advisories arﬂ

(b)(S)

Best,
Todd

Todd Masse

Chief, intelligence Liaison and Threat Assessment Branch
Office of Nuclear Security and Incident Response
Nuclear Regulatory Commission




{301) 492-3933



McDermott, Brian

From: McDermott, Brian

Sent: _ Thursday, August 21, 2014 4:4]1 PM

To: Masse, Todd

Cc Layton, Michael; Pretzello, Andrew; Holahan, Patricia; Hahn, Matthew
Subject: Re: Drone Overflights

Since this is already published guidance, can we put something out on PWS indicating the applicability to suspected
drone based surveillance? Not sure licensees will make the connection but doesn’t seem like enough to issue something
more. Thoughts?

Brian J. McDermott
Deputy Director, NSIR

301.287.3734 office

(b)(6) mobile

Message sent from NRC BlackBerry.

From: Masse, Todd

Sent: Thursday, August 21, 2014 03:40 PM

To: McDermott, Brian

Cc: Layton, Michael; Pretzello, Andrew; Holahan, Patricia; Hahn, Matthew
Subject: Drone Overflights

Hi Brian,

We've looked over some of our historical information Assessment Iea_m_Agmgﬂ_es_a_nd\

(b)(3)




- NRC Headquarters Operations Center at 301-816-5100.

Best,
Todd

Todd Masse

Chief, Intelligence Liaison and Threat Assessment Branch
Office of Nuclear Security and Incident Response
Nuclear Regulatory Commission

{301) 492-3933



McDermott, Brian

From: McDermott, Brian

Sent: Friday, November 07, 2014 3:29 PM

To: Johnson, Michael; Wiggins, Jim

Cc Peduzzi, Francis; Layton, Michael

Subject: OUO - Drone News ¢lips and SID Report {OUQ)

OUO SID report at bottom of page

Three Men With Drone Arrested Near French Nuclear Plant. The AP (11/5) reports, “Three men in
their 20s have been arrested in possession of a drone near a French nuclear reactor, the first such arrests
since a spate of mysterious drone overflights of reactors began in early October.” Security concerns have been
raised since the drone sightings began. The “National Gendarmerie said the men were being questicned after
being found with a drone Wednesday afternoon near the Belleville-sur-Loire reactor in the Cher region south of
Paris.” The drones that “overflew nuclear plants ranged from very smali to one spanning two meters (six feet).”

Reuters (11/6) reports that the people arrested included a man and two women.

Lochbaum: Mystery Drones Over French Nuclear Plants A Cause For Concern. Bloomberg
News(11/4, Patel, 1.94M) reports, “A series of mysterious drone flights over French nuclear reactors recently is
exposing a security threat that has authorities scrambling.” With more than a dozen sightings of smail
unmanned aircraft so far, “including one this week,” French officials are at a loss to explain the incursions.
David Lochbaum of the Union of Concerned Scientists said “Drones can undermine the defenses used to
protect nuclear plants from sabotage,” and added, “They can aid an attack by damaging power supplies and
communications networks that shorten the list of damage that ground attackers must complete,” While
Lochbaum “doesn't consider drones in themselves a ‘clear and present danger’ to the plants, he says they are
an ‘emerging technology and need to be factored as expeditiously as possible into security measures to
protect nuciear plants.”

L.ochbaum's quote:

“‘Drones can undermine the defenses used to protect nuclear plants from sabotage,” Dave
Lochbaum, director of the nuclear safety project at the Union of Concerned Scientists, a
Cambridge, Massachusetts-based advocacy group, said by e-mail. “They can aid an attack by
damaging power supplies and communications networks that shorten the list of damage that
ground attackers must complete.”

(b)(7)E)
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McDermott, Brian

From: McDermott, Brian

Sent: Friday, November 07, 2014 1:31 PM

To: Wiggins, Jim; Johnson, Michael

Ce Peduzzi, Francis; Layton, Michael

Subject: : QUERY: Updated IAT Advisory on Reporting Suspicious Overflights
Attachments: MD 141107 Update Suspicious Flight Activity FINAL DRAFT v6 (ILTAB).doc

NRC issued information Assessment Team (IAT) Advisories on how to report suspicicus flight activities near
licensed facilities in 2005 and 2006. Due to recent international events, and increasing domestic media
coverage reported by OPA, the staff believes it would be prudent to update the reporting_guidance.l ®)3) ]

()9

Please let me know if you have objections to this approach.

Brian
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McDermott, Brian

From: Masse, Todd

Sent: Friday, November 07, 2014 9:42 AM

Yo: McDermott, Brian

Ce: Johnson, Daryl

Subject: HAND DEUVERED FINAL VERSION

Attachments: MD 141107 Update Suspicious Flight Activity FINAL DRAFT vé (ILTAB).doc

Brian — e-copy of what | just delivered to you.

Thanks,
Todd



December 8, 2006

INFORMATION ASSESSMENT TEAM ADVISORY FOR POWER REACTORS,
DECOMMISSIONING REACTORS, NONPOWER REACTORS, CATEGORY | FUEL
FACILITIES, GASEOQUS DIFFUSION PLANTS, INDEPENDENT SPENT FUEL
STORAGE INSTALLATIONS AND CONVERSION FACILITY

IA-06-05

SUBJECT: ‘Updated Suspicious Flight Activity Reporting Procedures
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Approved by

IRAS

William F. Kane

Deputy Executive Director for Reactor
And Preparedness Programs

Office of the Executive Director
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December 8, 2006

INFORMATION ASSESSMENT TEAM ADVISORY FOR POWER REACTORS,
DECOMMISSIONING REACTORS, NONPOWER REACTORS, CATEGORY | FUEL
FACILITIES, GASEQUS DIFFUSION PLANTS, INDEPENDENT SPENT FUEL

STORAGE INSTALLATIONS AND CONVERSION FACILITY

|A-06-05
SUBJECT: Updated Suspicious Flight Activity Reporting Procedures

The OFFICIAL USE ONLY (OUQ) designation applies to unclassified oraf and/or written
informaltion authonzed (o be withheld from public disclosure under provisions of the Freedom of

Information Act and/or Privacy Act. The licensee shail fumish QUO information only to those
persons who need the information in the conduct of official business.
(BY7XE).(BX7)F)
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Approved by IRAS
William F. Kane
Deputy Executive Director for Reactor
And Preparedness Programs
Office of the Executive Director
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UK: David Cameron pledges £1.1 billion for
defence to fight cyber terrorists

The Telegraph, 2014-07-14

The Armed Forces must adapt to deal with “unseen enemies”, David Cameron says as he announces a
£1.1 billion investment in the military to tackle new threats to national security.

The Prime Minister will say that spending on “intelligence and surveillance” equipment, such as drones,
is @ "national necessity”.

Mr Cameron, writing in The Telegraph, warns that Britain faces changing threats in the form of global
terrorism and unseen cyber criminals who can target the country from abroad.

We “cannot defend the realm from the white cliffs of Dover”, he writes.

The new military funding package, to be cutlined when the Prime Minister visits the Farnborough
International Air Show, includes an extra £800 million investment in an intelligence, surveillance, target
acquisition and reconnaissance package.

it will boost the special forces” ability to deal with the threat of global terrorism and hostage taking,
Downing Street says. A further £300 miliion will be used for existing programmes, including next
generation radars for Typhoon jets. The country will not be left safer if the Government “retreated”
from the world by reducing our military capabilities, Mr Cameron says.

Britain’s military must be enhanced to defend against the threat of terrorist attacks as well as the
potential for extra immigration if “fragile and lawless states fracture”, Mr Cameron warns. “Today's
investment demonstrates our approach to national security. :

“There are those who believe we would be safer if we fundamentally retreated from the world. They see
new warships and military investment and imagine a Government bent on foreign adventurism. But the
plain fact is that in the 21st century, you cannot defend the realm from the white cliffs of Dover.

“Terroarist plots hatched thousands of miles away threaten to cause harm on our streets. When fragile
and lawless states fracture, migration flows can affect us right here.”

Mr Cameron’s article will be welcomed by critics of the Government’s programme of defence cuts. A
tota! of 30,000 Armed Forces job cuts have been outlined since the Strategic Defence and Security
Review in 2010. The regular Army has been told it must cut numbers from 102,000 to 82,000 by 2020.

Philip Hammaond, the Defence Secretary, suggested last week that while the Ministry of Defence could
“live with” its current projected budget up until 2020, further cuts could prove damaging.

There has been growing concern in recent months that the defence budget could be subjected to
further cuts after the election next year when a new strategic review will be held.



“Having a modern, technological, advanced and fiexible Armed Forces to protect and advance these
interests is not national vanity — it is national necessity,” Mr Cameron says. “Our national interest is
served by Britain playing a role in the world. That is what we are doing today — whether working with
forces in Nigeria or Somalia to close down terrorist threats at source, training up the security forces in
Afghanistan, or seading Royal Navy warships to the Gulf to ensure vital trade routes remain open.

“We need to maintain this ability.”

Mr Cameron says the Government will focus on “equipping our Armed Forces for the conflicts of this
century, not the last”.

He adds: “The threats we face have changed utterly in 30 years — from the clarity of the Cold War to the
complex and shifting challenges of today: global terrorism, organised crime, hostage taking, the risk of
nuclear proliferation, cyber attack, energy security.

“The enemy may be seen or unseen. So as the Strategic Defence and Security Review in 2010 made
clear, it is not massed tanks on the European mainland we need, but the latest in cyber warfare.”

In his article, Mr Cameron is also highly critical of the last Labour government’s approach to defence
spending. :

“Labour left a £38 billion black hole in the defence budget and a long list of overrunning and over-
budget equipment orders,” Mr Cameron writes. “Trying to build a 21st-century Armed Forces out of a
stack of IOU notes must rank - in a competitive field — as one of the biggest scandals of their time in
Government.”

Labour called on the Prime Minister to say whether the £1.1 billion was “new funding or underspend
from previous years which we were previously told was earmarked for existing projects”.

During his visit to the Farnborough Airshow, Mr Cameron will also outline plans to set up a UK Defence
Solutions Centre in the Hampshire town to develop new defence technology.

It emerged that the airshow would open without one of its star attractions, the F-35B Lightning If fighter
aircraft.

The jet should have been on display when the Queen named the Royal Navy’s new aircraft carrier Queen
Elizabeth earlier this month.

However, an engine fire on an F-35 in Florida last manth led to the jet being grounded.

U.S. needs better intelligence cooperation with
African states for effective counterterrorism
strategy



Homeland Security News Wire, 2014-06-30

The U.S. focus on counterterrorism efforts in Africa will require forming long-term partnerships with
nations, an all-hands-on-deck commitment from all U.S. military branches, and a strong investment in
intelligence, and surveillance technologies to face significant challenges created by the continent’s size
and scape. Forming intelligence partnerships with Africa’s fifty-four countries, all with their own civil and
military traditions, mixed with multiple languages and cultures is complex.

The U.S. focus on counterterrorism efforts in Africa will require forming long-term partnerships with
nations, an all-hands-on-deck commitment from all U.S. military branches, and a strong investment in
intelligence, and surveillance technologies to face significant challenges created by the continent’s size
and scope.

President Barack Obama recently proposed a $5 billion counterterrorism fund, largely focused on north
and west Africa. “As we move to a train-and-advise mission in Afghanistan, our reduced presence allows
us to more effectively address emerging threats in the Middie East and North Africa,” Obama said in a
27 May speech. Congress showed its support for pouring more resources into the continent when

the Senate Armed Services Committee markup of the fiscal 2015 authorization bill added$60 million for
additional intelligence; surveillance and reconnaissance (ISR} in Africa.

Military analysts warn that achieving success in disrupting terror networks in Mali, Nigeria, Somalia,
Kenya, and the Central African Republic will require greater sharing of information and intelligence
assets in the region. In an interview with Defense News, Brig. Gen. John Linder, the head of

theU.S. Army’s Africa Special Operations Command, said that “Africa is not about maneuver warfare and
it's not about seizing terrain, it's about sharing our lessons learned with partner nations and their forces
so they can solve their own problems.”

Forming intelligence partnerships with Africa’s fifty-four countries, all with their own civil and military
traditions, mixed with multiple languages and cultures is complex. Moreover, the long distances
between deployed special operations units make supply and logistics further complicated.

The U.S. Air Force will likely play a major role in cross-country missions. “We're talking about airspace
that’s not highly contested,” said Mark Gunzinger, an analyst with the Center for Strategic and
Budgetary Assessments. “We’re talking about very large geographic areas that could be cavered
persistently by long-duration UAVSs. | do think there will be a growing demand far UAVs to support
missions in Africa, and we’re already seeing evidence of this.” For UAVs (drones) to operate in Africa,
however, basing options must be established with partner nations.

Gen. Frank Gorenc, commander of U.S. Air Forces in Europe and Africa, highlighted a pragram that
builds relationships between Air National Guardunits and African nations. “Those little steps go a long
way, and quite hanestly, those little steps in a country that has a fledgling air force allows them to make
enormous gains,” Gorenc told Defense News in February. “In Africa, there are same-air forces that have
some capability, but they're in the early stages, they need to develop the human capital.” The U.S. Army
National Guard also has partnerships with several African countries to perform short-term advise-and-
assist and humanitarian missions. '




Leveraging these existing relationships to gain better intelligence assats is key to a successful
counterterrarism mission. “Special operations do bring (a history of) long-term relationships with our
partners across the continent of Africa,” Linder said. “It's certainly been proposed that Africa is the -
arena of conflict of tomorrow, and with that | will tell you that ... special operations rarely accomplish
tasks on their own, they need support from others.”

South Korea: Military Secrets Leaked From
State Run Defense Agency |

South Korea: Military Secrets Leaked From State Run Defense Agency

SEQUL, April 10, 2014 {Yonhap) -- Large amounts of military intelligence have been leaked from a state-
run defense agency after its computer networks came under attack from suspected Chinese and North
Korean hackers, an opposition lawmaker claimed Thursday.

The hackers stole classified information by planting malicious codes and programs into the computer
networks of the state-run Agency for Defense Development (ADD), Rep. Kim Young-joo of the main
opposition New Politics Alliance for Democracy said in a press release.

The leaked intelligence included information refated to South Korea's development of midaltitude
unmanned aerial vehicles (MUAV) aimed at strengthening its reconnaissance and inspection capabilities
against North Korea, she claimed.

The lawmaker did not say how she found out about the alleged leak.

“Al} 3,000 or more computers at ADD were hacked, and yet ADD and the military are unaware of when
the hacking took place or how extensive the damage is,” Kim said.

The revelations call for a thorough investigation and countermeasures as ADD is a key arm of the
defense ministry that has been tasked with analyzing the suspected North Korean drones that were
recently found crashed near the border, she said.

ADD reported the case to the police on Wednesday only after Kim requested confirmation of the
suspected leak, she added.

French Defense Minister: Cyber-Defense Now
‘National Priority'

French Defense Minister: Cyber-Defense Now ‘National Priority’



Paris Le Figaro in French 26 Nov 13

(Interview with French Defense Minister Jean-Yves Le Drian by Alaiﬁ Barluet and Veronique Guillemard;
place and date not given: "Jean-Yves Le Drian: 'France Has, and Will Continue To Have, Europe’s
Foremost Army'”]

[Le Figaro] An intervention in Central Africa is imminent. What will France's deployment be?

(Le Drianj The situation is completely different from that in Mali. The Central African Republic (CAR) no
longer has a state now. Rival get groups are killing one another, and violent actions are occurring every
day. The humanitarian situation is tragic. The country is a lawless area at a major strategic crossroad
amang three sensitive regions — the Sahel, the Great Lakes region, and the Horn of Africa. Thisisa
cause for concern for our security, for that of its neighboring countries, and for that of Europe. An initial
resolution has already been unanimously adopted by the UN Security Council. In a few days' time a
second resolution will mandate the International Support mission in the CAR {MISCA) to restore security
conditions in the CAR. This resolution will take account of France's support to the African forces'
security mission. We will be acting in support of MISCA,

[Le Figaro) Difficulties up accumulating in Mali. Has the mission been accomplished?

[Le Drian) We have moved on from war to counterterrorism. The initial objectives have been

achieved. The jihadis' penetration has been halted and their safe havens have been

destroyed. Democracy has returned, even among the peoples of the North, who fielded candidates in
the first round of the general election that is just been held. The conditions necessary for development
now exist. There is still close monitoring of acts of terrorism, a few of which have occurred in recent
months, including the tragic one involving the RFl reporters. Operation Serval's manpower, now 3,000,
will be reduced. But we will maintain a force of 1,000 men tasked amaong other things with conducting
counterterrorism operations. The UN mission in Mali (MINUSMA) is being established. I'm pleased that
the Netherlands has decided to dispatch 400 experienced troops and helicopters. And the Malian Army
is restructuring. The EU will probably extend its training mission by two years.

|Le Figaro] What do you think the priorities should be at the African security summit to be held in Paris
at the beginning of December?

[Le Drian] With regard to defense, the aim is to nurture the emergence in Africa of the concept of
collective security shouldered by the Africans. We're working on two things. First, the idea of African
intervention assets capable of responding swiftly to crises, in coordination with the existing regional
bodies. Second, the maritime issue. The Gulf of Guinea, from Senegal to Angola, is one of Africa's major
fragile areas. It is essential for the African states to assert their action at sea in order to guarantee their
security. France is willing to provide help in establishing these provisions and supporting the Africans in
taking charge of their own security, on which ours very often depends.

[Le Figaro] Some 34,000 positions will be eliminated in the Armed Forces by 2019. Is this not going tco
far?

[Le Drian] France has, and will still have in 2020, Europe’s foremost army, in terms of manpower, too. In
2019 we will have 187,000 military personnel {out of a total of 242,000 defense personnel,) whereas
Britain will have only 145,000, and the German Army will have fewer as well. These military personnel



will be equipped and trained to confront the challenges of the future. Operational preparation
allocations will increase by more than 4 percent per year. This is the backbone of war. 1 saw this when |
visited Mali, the Ametettai Valley, following the tough fighting that took place there. Our soldiers, who
display exceptional courage and spirit, were also equipped to enable them to remain in contact with the
drones and the Rafales {fighter planes] supporting them.

This is the army of tomorrow — not only soldiers’ capabilities and physical courage, but also their
operational preparation and technological capabilities. Proper organization between the armed forces
is essential. What adjustments need to be made to achieve that? This is the question we must
consider, rather than saying: let’s keep these resources and then see what we can do with them. |
wanted a consistent approach.

[Le Figaro] In a few days' time you will be announcing a reform of the military personnel payment
system, following serious dysfunctions of the Louvois software. How can a new departure be made?

{Le Drian] Louvois is a disaster, the nation owes mititary personnel an apology, and | do apologize to
them, an my every visit. No fewer than three major mistakes have been made. Louvois was introduced
much too quickly, without testing, and often the previous personnel management arrangements had
been eliminated. Unfortunately Louvois can't be repaired and in any case the new system will undergo
prior testing.

[Le Figaro] What do you expect from the December meeting of the European Council devoted to
defense?

[Le Drian} France's aim is to secure concrete progress. I'm optimistic. In the operational field, were
working on implementing a joint maritime security strategy. It involves some major challenges. First,
the pursuit of European action off the Horn of Africa, and in particular the future of the Atalanta
mission, which has been a great success for European cooperation. In the Mediterranean, we must deal
with the probiem of human trafficking, with illegal immigration networks and the tragedies that they
entail, but also the danger of infiltration by terrorists that they also entail. With regard to military
capabilities, | will propose the establishment of a European club of users of American Reaper

~ drones. This could constitute a strength in negotiations with the United States with a view to the
turopeanization of its drones so that they can fly in Europe and carry European sensors. And, on
France’'s initiative, we are working on a European solution for the next generation of surveillance
drones. In the industrial field, we're working on tax arrangements to encourage cooperative

projects. It's not right for projects carried out within NATO to be exempt from VAT, whereas European
cooperative projects are taxed.

[Le Figaro] France is the first European country to adopt legislation on cyber-defense. What are the
stakes?

[Le Drian] France is indeed in the lead. | made the decision to make cyber-defense a national priority,
because there is a threat to the state's decisionmaking apparatus and to vital equipment and
infrastructures. We must acquire the legal means to act and react, by attacking if necessary. Thisis a
first. The bodies of vital importance to the nation are obliged to protect themselves and to declare any
incidents to the state. These measures establish a cyber chain of command attached to the Operational
Planning and Command Center. We will also be recruiting at least 400 cyber threat experts.



(Le Figaro] The state will be able to acquire sensitive data, partly from businesses. Is this that not too
intrusive?

[Le Drian) We must adapt our legislative arsenal ta the conduct of terrorists and criminals. The CNCIS,
an independent administrative authority, will govern the gathering of connection and geolocation
data. So this is an exteasion of its powers. Whenever we increase the services' technical or legal
resources to deal with the development of crime or terrorism, at the same time we strengthen the
monitoring capabilities of the administrative and judicial authorities, and those of Parliament.

“Major programs will he pursued”
[Le Figaro] What are the key points of the 2014-2019 Military Planning Bill (LPM?)

{Le Drian) Our military planning is balanced, ambitious, and stringent. France must be equal to the
threats of the future and possess an army capable of dealing with them. With this LPM, | repeat, the
French Army will remain in the forefront in Europe. This army will continue to fulfill three major
missions — the protection of our territory, nuclear deterrence, and external intervention. In response to
the new threats, this LPM embodies some significant changes in the intelligence field, and places the
emphasis on special forces and cyber-defense. Furthermore, our shortcomings in the fields of tactical
transport and in-flight refueling will be remedied. Last, the LPM permits the pursuit of all the major
industrial pragrams already launched.

{Le Figaro] The balance of this LPM is based among other things on an unprecedented level of
exceptional revenue. In the past these have never met expectations.

[Le Drian) | intend this military planning to be observed. | am committed to its complete
implementation. We must not overestimate the scale of exceptional revenue, which amounts to 6.6
billion euros, that is, less than 3.5 percent of total resources aver the six years. Furthermore, unusually,
this revenue will be identified and quantified in the budget. The LPM includes the necessary guarantees
to safeguard the whale plan. And this does work: in 2013 | have received the expected revenue; in
2014, | will have 1.8 billion euros.

[Le Figaro] The Armed Forces' equipment budget has been cut within the adjustment finance bill. What
are the consequences of this for manufacturers that have just renegotiated the scheduling of deliveries?

{Le Drian] In order to compensate fully for this effort, | have secured 500 million euros in exceptional
revenue to be used in case of need. This enables me to honor equipment commitments in 2013 and to

- begin 2014 on a solid foundation, despite some people's fears. | will be able, as | pledged to do, to place
further orders, such as F3R standard for the Rafale (the most highly developed standard for the aircraft,
which will enable it to carry the Meteor long-range air-to-air missile -- Le Figaro editor's note.)

[Le Figaro) The LPM depends on another gamble — the conclusion of export contracts to take over from
national orders, starting in 2017. Are you optimistic?

[Le Drian) This relates mainly to exports of the Rafale {manufactured by the Dassault groug, which owns
Le Figaro -- Le Figaro editor's note.} Yes | am optimistic, because i believe in this. This is a credible
objective. The Rafale will be exported, and we are already very much involved in this in India. This is
why we've planned 11 deliveries to the French Air Force in 2014 and 2015. Starting in 2016 there will be



a gap, because exports will take over. By the end of 2015 we have a clause to re-examine the LPM in
order to see where we stand and to adopt corrective measures if appropriate. Furthermore this LPM
does not signify the end of national orders for the Rafale. We have 225 fighter aircraft planned for our
Armed Forces in 2025. Out of this total, there are the Mirage 2000s that will have to be further replaced
by Rafales. We will embark on a further tranche, the fifth, of orders for Rafale in the next LPM.

Belarus Reinforces Border Security Near
Belarusan Nuclear Power Plant Under
Construction

Moscow Atamic-energy.ru 10 Dec 14




[Top text box: Distance from the Belarus border to the Ignalina Nuclear Power Plant is 8 — 10 kilometers)

[Bottom text box: Distance from the Lithuanian border to the Belarusian Ostrovets Nuclear Power Plant
is about 25 kifometers)

The Belarus State Border Committee has reinforced security at the state border near the Belarus
Nuclear Power Plant under construction. A BELTA correspondent reports that Leonid Maltsev, Chairman
of the State Border Committee, notified Belarus President Aleksandr Lukashenke of this measure on
December 5th.

The Chairman of the State Border Committee has emphasized that national border security remains
stable. The border security services continue to operate under normal status conditions. Tense and
dynamic conditions prevail at the border checkpoints on the eve of the Christmas and New Year
holidays. However, Leonid Maltsev has issued assurances that the State Border Committee is prepared
for any changes in the situation.

With respect to presidential directives to provide reliable national border security, they're currently
being implemented fully, effectively and on schedule. Specifically, the staffing structure is being
optimized, which has made it possible to reinforce security at the state border, including on the
southern side of the border, and to deploy additional guard units and border outposts. Two border
outposts have been deployed to reinforce security in the direction of the nuclear power plant currently
under construction, and deployment of 3 new border guard unit at Mazyr is being finalized.

Engineered security measures at the state border have been expanded considerably, principally on the
southern side of the border, as well as along the Belarus border with Lithuania and Latvia. Leonid
Maltsev has indicated that efforts are ongoing to introduce an electronic access pass management
system at the border checkpoints. Development of a draft decree is being finalized; this will make it
possible to establish a legal framework for the introduction of an electronic access pass system.

The head of state was also briefed on the installation of state-of-the-art engineered security systems for
the state border; specifically, drones, rapidly-deployable tracking and alarm systems and other technical
capabilities that will make it possible to provide more reliable and higher quality state border security at
lower cost.

France Backs Anti-Drone Research After
Mystery Nuclear Flights

Bloomberg, 2014-12-09

France is backing research on how to track and destroy drones as the mystery of who is behind a series
of illegal flights over atomic sites remains unsolved.



The French National Research Agency will start a tender later this month for systems to “detect and
even neutralize” drones, according to a statement from the Secretariat for Defense and National
Security, which advises the president and prime minister.

Areva SA (AREVA), Electricite de France SA and Commissariat ala Energie Atomique et aux Energies
Alternatives confirmed some 20 incidents since the middle of September of remote-controlled drone-
like objects violating protected zones around their nuclear installations. The government vowed to put
an end to the flights, which haven't inflicted damage. No ane has publicly claimed responsibility.

“The use of drones is bringing progress but with it new risks,” the national security committee said in
yesterday's statement.

The flights exposed a security weakness described by speakers at a parliamentary hearing last month in
Paris. Top military and police officials joined experts from the nuclear industry and research
organizations to testify before lawmakers on the kinds of drone technalogy that may be at work and the
risks they pose.

French radar systems aren’t adapted to detect so-called mini-drones weighing a few kilograms and flying
at low altitudes, Denis Mercier, Chief of Staff of the French Air Force, told the hearing.

Drone industry representatives gave evidence on the sector’s exponential growth and iack of adequate
supervision.

EDF operates S8 nuclear reactors at 19 plants dotting the countryside, making France the country that
relies on atomic power the most. EDF’s Deputy Director of Production and Engineering Dominique
Miniere declined to comment on the flights following a press conference today in Paris.

Russia and non-proliferation: A concession
that never was

European Council on Fareign Relations; 2014-11-25

In November 2014, Russia announced that it would build two new nuclear plants in Iran, in spite of
faltering negotiations en Iran’s nuclear programme. Days later, Russia told the United States that it
intended to curtail US-Russian efforts to secure nuclear. materiel left over from the Sov