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The U.S. Nuclear Regulatory Commission (NRC) strives to establish and maintain an environment
that encourages all employees to promptly raise concerns and differing views without fear of reprisal
and to promote methods for raising concerns that will enhance a strong safety culture and support
the agency's mission.

Employees are expected to discuss their views and concerns with their immediate supervisors on a
regular, ongoing basis. If informal discussions do not resolve concerns, employees have various
mechanisms for expressing and having their concerns and differing views heard and considered by
management.

Management Directive, MD 10.158, “NRC Non-Concurrence Process,” describes the Non-
Concurrence Process (NCP), http://nrcweb.nrc.gov:8600/policy/directives/catalog/md10.158.pdf.

The NCP allows employees to document their differing views and concerns early in the decision-
making process, have them responded to (if requested), and attach them to proposed documents
moving through the management approval chain to support the decision-making process.

NRC Form 757, “Non-Concurrence Process” is used to document the process.

Section A of the form includes the personal opinions, views, and concerns of a non-concurring NRC
employee.

Section B of the form includes the personal opinions and views of the non-concurring employee's
immediate supervisor.

Section C of the form includes the agency's evaluation of the concerns and the agency's final
position and outcome.

NOTE: Contentin Sections A and B reflects personal opinions and views and does not represent
official factual representation of the issues, nor official rationale for the agency decision. Section C
includes the agency's official position on the facts, issues, and rationale for the final decision.

At the end of the process, the non-concurring employee(s):

|| Concurred
|| Continued to non-concur

Agreed with some of the changes to the subject document, but continued to non-concur

| ] Requested that the process be discontinued

D The non-concurring employee(s) requested that the record be non-public.

The non-concurring employee(s) requested that the record be public.

|| This record is non-public and for official use only.

This record has been reviewed and approved for public dissemination.

This record has been redacted prior to discretionary release to the public.
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Position Paper on Staff Update to 10 CFR 50.55a(h) Rule Affecting I&C Systems

Issue Statement

The currently proposed rule language updating 10 CFR 50.55a(h), “Protection and Safety
Systems,” fails to meet the threshold of adequately addressing overall system safety for modern
instrumentation and controls (I&C) systems, as it overlooks critical issues that have emerged as
a result of contemporary 1&C system technology.

The following examples illustrate the unintended consequences of such an undertaking:

e 10 CFR 50.55a(h) incorporates by reference (IBR) IEEE Standard (Std. ) 603, “IEEE
Standard Criteria for Safety Systems for Nuclear Power Generating Stations.” The
currently endorsed version, IEEE Std. 603-1991, is a “technology-neutral” standard
whose criteria apply to all I&C safety systems. However, the 2009 version of IEEE 603,
which the staff has proposed as the new IBR rule, includes technology-specific language
that transforms part of the ‘standard’ into a technology-specific document rather than a
‘standard.” The new rule, as currently proposed, will lead to applicants and licensees
designing new I&C systems for licensing certainty rather than optimizing system safety.

e Adding technology specific requirements into a regulation that previously applied to all
I&C safety systems, regardless of the technology utilized, places additional regulatory
burden on licensees, and causes delays in new system designs and implementation that
may result in hampering, rather than enhancing, overall plant safety.

e Additionally, due the economic risk and technical challenges associated with developing
and licensing new, more modern and reliable 1&C systems, licensees will continue to
operate with obsolete components and systems rather than take on the risks, challenges
and uncertainties associated with developing and licensing a new, more reliable 1&C
system due to provisions within the proposed rule language.

e The new rule, as currently written, is silent on how to address new failure modes created
by the technological and architectural complexity of new 1&C system designs. Since
there is no requirement for a systems’ hazards analysis to be conducted for these
devices, some of which contain embedded digital technology, it results in the greater
likelihood of common cause failures (CCFs) that have the potential to defeat system
diversity. This issue was not addressed in the 2009 version of the IEEE Standard or
other language within the proposed new rule.

o As examples, this issue relates to priority modules and final actuation devices
(FADs) containing digital technology. FADs are excluded from consideration
within IEEE 603, and the new rule, yet they have evolved from simple electro-
mechanical devices that now contain new failure modes that impact new I&C
system designs in unexpected and unanticipated ways.

Given the infrequency with which the rule language impacting 1&C safety systems is updated
the prudent choice would involve re-examining the issues cited above and developing rule
language that proactively addresses a greater range of safety concerns that solve the current
and future needs of the staff and industry.

The goal of this paper is to present the consequences of not adequately addressing the issues
described above and to propose mutually beneficial solutions that provide clear, concise rule
language that is both effective and enforceable.
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Concerns Related to the Incorporation of IEEE Standard 603-2009 Into Rule Language

The currently endorsed version of IEEE Std. 603, IEEE Std. 603-1991 is a “technology-neutral”
standard whose criteria apply to all I1&C safety systems. However, the 2009 version of the same
standard includes technology-specific language that transforms part of the ‘standard’ into a
technology-specific document rather than a ‘standard’.

In addition, the standard, and the associated rule, is silent on relevant issues (e.g. use of digital
technology within FADs) that affect both regulators and licensees and the safety systems they
design, develop and/or evaluate.

One of the unintended consequences of endorsing detailed technology-specific language in our
guidance has already manifested itself in the nuclear industry by having one licensee attempt to
avoid detailed regulatory guidance associated with digital systems by designing a replacement
I&C system utilizing analog parts rather than digital technology that has been demonstrated to
be more reliable than its analog counterparts.

Another result of establishing new regulations as well as existing guidance related to the use of
digital technology is revealed itself in the guise of currently licensed nuclear power plants
operating with outdated, obsolete I&C safety systems, with a rarity of spare parts rather than
take on the economic risk and technical challenge of developing and licensing new, more
reliable, modern |&C safety systems. Adding digitally-based requirements into a regulation that
previously applied to all I&C safety systems, regardless of the technology utilized, places
additional regulatory burden on licensees, and causes delays in new system designs and
implementation that may hamper, rather than enhance plant safety.

The currently proposed rule language incorporates the IEEE Standard language in its entirety,
as has been the approach with regard to this standard for over 20 years. However the nuances,
intricacies and complexities of the digital language within this version of the standard required
two NRC Offices to apply the rule differently. Thus, there is demonstrative evidence that the
pattern of applying all the language within the standard in its entirety will not continue as a
matter of policy for all Offices.

By allowing the inclusion of design-specific language into a previously standardized document,
the reviewer and applicant/licensee both must become increasingly fluent in what may become
various ‘design-specific data sets’ within ‘standardized’ documents. As such, the use of
technology-specific language in the standard results in less clarity and more confusion since the
applicability of certain declarative statements within the document may or may not apply to
different I&C safety systems.

Further, as the staff does not control the information incorporated into any given IEEE standard
beyond its membership in IEEE, the design-specific information that has been already
incorporated into the 2009 standard sets a precedent. With the possibility that the Standards
Committee will continue to allow the addition of technology-specific language into a future
standard it would therefore continue to confuse the subject and its applicability to’ all’ versus
‘certain portions’ of given I&C safety systems, should the staff choose to endorse the current
and future versions of IEEE Std. 603. For example, whereas one might ask, “Does all the
criteria of IEEE Std. 603-1991 apply to all safety related I&C systems?” the response is, “Yes,
all the criteria in IEEE 603-1991 applies to all safety related I&C systems.” However, with the
acceptance of the 2009 standard the answer would become — “Well... it depends.”
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The long-established approach related to regulation when compared to guidance deals with
subject matter that flows from the generic (applies to all systems) to the specific (applies to
some systems) appears to be breaking down by allowing technology-specific language into
regulation. True, this action has occurred before, but done so sparingly and not often with
simple long-term results. In an era where designers have chosen to overly complicate 1&C
system designs (e.g. on-line system diagnostic testing, message traffic etc.), beyond what
regulations require, the staff's proposed rule language inadvertently complicates our regulation.

Recommendations Related to the Use of IEEE Standard 603

The following recommendations discuss how IEEE 603 and technology-specific material should
be incorporated into rule language and accompanying guidance documents.

L

Develop a Strategy Document — The first recommendation allows the 1&C rule-making
team members to formulate a mid-term and long-term strategy document that describes
all the issues the staff and industry face with regard to 1&C systems. This document
may take several forms, up to and including a SECY Paper. The strategy document
further explains ‘how’, ‘why’ and ‘when’ these important issues related to the
development and implementation of I&C systems, both safety and non-safety, will be
formally addressed.

For example, during the past four years ‘scope creep’ has occurred during the rule-
making process and as a result the rule making process remained mired in professional
disagreements. To remedy this issue, the staff should develop a strategy document that
describes and maps out the multi-year effort to resolve all issues related to various 1&C
topics, but limit the scope of each effort into manageable pieces, thereby eliminating
‘scope creep’.

Implement the Strategy Using a Two-Tiered Regulatory Model — The strategic method,
described herein, involves adopting a format similar to the one implemented by the
International Electrotechnical Commission (IEC) in which the regulations flow form the
generic ‘applies to all I&C protection and safety systems’ to ‘applies to some 1&C
protection and safety systems’ dependent upon a number of different factors.

This approach would enable the regulator to focus on key factors that relate to a given
type of system or to a development topic that would apply to all protection and safety
systems. When utilizing this approach, updating the entire ‘rule set’ would not be
required when updating a specific topic, such as software diversity that would impact
only those systems executing software or those that are developed with a programming
language.

As displayed in Figure 1, the IEC Standards structure supports requirements for all 1&C
safety systems, such as those described in IEC 61508, and then provides design-
specific requirements for digitally-based 1&C safety systems within nuclear power plants,
similar to those defined in IEC 61226 and IEC 61513.

The comparison would hold for the proposed two-tier regulatory structure that would
apply to safety related I&C systems utilized in American nuclear power plants. These
regulations would reference certain IEEE Standards for all 1&C safety systems, such as
those described in IEEE Std. 603-1991, and then create regulations that provide design-

Page 3 of 11



specific requirements for digitally-based safety systems or other ‘application-specific'
characteristics within 1&C safety systems. For example, one could apply a portion of
those characteristics defined in IEEE Std. 7-4.3.2, which could be used as a starting
point when developing regulations for digitally-based I&C systems.

Purpose: Classifies safety integrity
levels (SlLs) based on the importance
of the safety function (function-based,

not system based classification) and

its need to be carried out.
SIL-1 is lowest, SIL-4 is highest
(Risk based determination)

- Part 1: General requirements

- Part 2: Requirements for electrical/
electronic/programmable electronic
safety-related systems

- Part 3: Software requirements

- Part 4: Definitions and abbreviations
- Part 5: Examples of methods for the
determination of safety integrity levels

- Part 6: Guidelines on the application
of IEC 61508-2 and IEC 61508-3

- Part 7: Overview of techniques and
measures systems

NUCLEAR
SYSTEM
LEVEL
STANDARDS

Purpose: Classifies information and
command functions for nuclear power
plants, and the I&C systems and
equipment that provide those
functions, into categories that
designate the importance to safety of T T

Purpose: This Standard provides
requirements for the total I1&C
system architecture which may
contain either analog or digital
technologies

the function

Category A - denotes the functions that play a S RE
principal role in the achievement or IEC - 60880 e
maintena_nce of NPP safety to prevent DBE Nuclear power plants —
from leading to unacceptable consequences. 1&C Systems important to
Category B - denotes functions that play a “':g ~ Software aspects IEC - 60987
complementary role to the category A functions mw'puwm Nuclear power plants —
in tems performing iy ¢ fot
the achievement or maintenance of NPP safety, Category A functions '&Eumm ;sign
especially the functions required to operate requirements for
after the controlled state has been achieved, to IEC - 62138 computer-based
prevent design basis events (DBE) from leading Nuclaat lants 1&C systems
to unacceptable consequences, or mitigate the impoﬂanp nt!for safety
consequences of DBE. Sofwaraa e for
Category C - denotes functions that play an computer-based systems
auxiliary or indirect role in the achievement or performing :
maintenance of NPP safety. Category B or C functions

Figure 1:

Overview of International Standards as
They Apply to I&C Related Nuclear Safety Systems

Utilizing this strategy provides a benefit since it would be possible to leave the 1991
version as the endorsed standard that applies to all I&C safety systems for nuclear
power generating stations, while also allowing new language to be incorporated into
another, more focused rule (or rules) that describes necessary design characteristics or
attributes that pertain to ‘application specific’ applications for new or modified I1&C
systems. An example of this two-tiered approach to 1&C protection and safety systems
appears in Figure 2 (next page).
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PROPOSED REGULATORY FRAMEWORK for
I&C PROTECTION AND SAFETY SYSTEMS

. lardwars Dwers;ty e mtng Satone T within Final Actuatlon

i
iv. Design Diversity (39 ; : - Devices (FADs)
RULES APPLY TO ALL *The 1998 version of the standard is seen as an
PROTECTION and SAFETY SYSTEMS acceptable alternative to the 1991 version of the standard
RULES APPLY TO

APPLICATION SPECIFIC
PROTECTION and SAFETY SYSTEMS

ii. Predicfablé Performance

Controllmg SR Equnpment

" Requirements

- Regulation Exists

- Regulation Yet to be Developed

Figure 2: Proposed Regulatory Framework for Protection and Safety |&C Systems

Endorse the 1998 Version of IEEE Standard 603 for 10 CFR 50,55a(h) — In relation to
which version of the IEEE 603 Standard to utilize, this author believes the best-fit
solution involves upgrading the endorsed standard for all I&C systems to the 1998
version which includes language related to software common cause failures (CCFs), but
does not yet contain technology-specific language related to a system’s independence,
as does the 2009 version of the standard. It is the language related to the sufficient
independence of digital systems that has caused such consternation between the two
NRC Offices, which has resulted in a significant delay in the publication of the rule itself.
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Additionally, by utilizing the 1998 version of the Standard it allows incorporation of the
concept of CCFs, and their prevention or mitigation, without the divisive language related
to independence. Additionally, it would be beneficial to expand the language in Clause
5.16 related to software CCF language and add language related to the necessity of
performing an engineering evaluation and/or hazard analysis demonstrating how the
plant would be designed in order to eliminate or mitigate and cope, in the presence of
other types of CCFs, (e.g. design-based, culturally based, etc.)

This structure allows a more focused approach for both the designer and regulator when
one attempts to determine the acceptability of a given design from both a design-neutral
and design specific vantage point. Additionally, this solution allows for the application of
technology-specific language into one or more ‘lower-level’ rules while also maintaining
the flexibility of a higher-level more ‘generic’ rule relevant for all I&C systems.

Finally, while the examples presented in the current rule that discuss when a licensee is
required to update the licensing basis due to modifying a safety related I&C system is
valuable information, the language discussing those specifics would be more appropriate
in regulatory guidance or a ‘lower tier rule’ rather than in generic rule language.

4. Revert to the 1991 Standard (if necessary) — Another approach the staff could utilize to
solve the issue of technology-specific language within IEEE Std. 603-2009, and
therefore the rule language, would involve leaving IEEE Std. 603-1991, including the
correction sheet dated January 30, 1995 as the endorsed IBR rule for nuclear power
plant I&C safety systems. By taking that action, the criteria in that standard would
continue to apply to all I1&C safety systems.

Some may suggest that using the 2009 version of the standard while taking exception to
the ‘digital-language’ would be an acceptable approach, however this author deems it
much cleaner to continue to incorporate the entirety of a standard and address
independence and CCF concerns, as appropriate.

The Level of Technological and Architectural Complexity of Current and Future 1&C Systems

With the advent of newly available technology the capabilities of a single device have multiplied
exponentially over the past few decades. Previous I&C designs utilized discrete components to
perform one or two simple functions within a system have been replaced by single multi-function
devices or systems that are able to perform a myriad number of functions and calculations per
second. Indeed, a single, integrated control system now has the capability to control entire
areas of the power plant where it previously utilized thousands of discrete components within
disparate systems, each with its own clearly defined boundaries and characteristics.

As such, some staff members have voiced concern over ensuring the consequences of utilizing
highly-integrated and complex new I&C system designs are adequately examined and
analyzed. The topic of a given system’s complexity has been discussed during several Advisory
Committee for Reactor Safeguards (ACRS) meetings and Commission briefings, discussing
both the benefits and the potential consequences of having a single system control the majority
of a plant’s functions. However, no regulation and little guidance, referring to Branch Technical
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Position 7-19, exists in regard to the subject area of analyzing a system’s given level of
complexity.

In the opinion of this author, the primary concern related to such system complexity is the lack
of total and complete understanding of how a given system will respond under all actual ‘real-
world’ conditions. Even if the verification and validation (V&V) program for a given system
provides 100% testing coverage, there is no guarantee that the testing is all-encompassing or
exhaustive for real-world conditions. Even if one tests ALL the requirements via a robust testing
program, that fact in itself is no guarantee of a flawless or perfect system.

Additionally, since a single device is now capable of controlling so many control pathways within
a given system architecture, (e.g. priority module), I&C system designs have been submitted to
the staff that have the ability to minimize or eliminate overall I&C system diversity but still meet
current regulations. In the aforementioned designs, the priority module receives all 1&C control
signals thus, a CCF of the priority module, software based or otherwise, would disable all
automatic and manual functionality of safety related devices based upon commands from the
safety-related, non-safety related and diverse 1&C systems.

For example three submitted I1&C system designs possess architectures such that the automatic
and manual functionality for the non-safety-related, safety-related and diverse 1&C systems for
engineered safety functions (ESF) are routed through a single device. This single device of a
common type will be replicated in multiple divisions, so that it meets regulations concerning
single failure criteria via redundancy. However the staff's guidance in the area of CCFs pertains
primarily to software CCF failures and other types of CCFs fall outside of the design basis. That
is not to suggest that identifying and combating software-based CCFs is an incorrect approach,
but rather an incomplete one in that other causes of CCFs need to be satisfactorily identified,
examined and adequately addressed as well. The method the agency currently applies appears
somewhat ad hoc based upon the fact that the primary focus is applied myopically towards that
of a software-only based CCF.

In the area of CCFs, other examples of causal factors for CCFs are:

e System/Architecturally-based — layout of devices, or sub-systems in a larger,
system-based construct allows CCF due to common
routing of devices or control signals
(No inherent ‘failure’ of sub-system A or System B,

failure is due to integrated system layout, when systems
are combined together — then issues arise)

e Hardware-based
o Previously undetected design flaw — (affects all devices)

o Bad ‘batch’ of components — (affects some devices)
e Cultural/Organizational/ — personnel performing routine activities on a given
Human Factors CCF system or device that may cause a CCF via

implementing an incorrect practice or procedure

e Application-specific CCF — Newly developed system prone to unknown or
unanticipated operational conditions, classified as a first-of-
a-kind engineering (FOAKE) CCF, (e.g. lithium ion battery
system in the Boeing 787 Dreamliner fleet.)
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All of these CCF ‘types’ must be adequately analyzed and, when necessary, have steps taken
to minimize, mitigate or eliminate the given CCF type, however no regulation and limited
guidance exists to require such an analysis.

Recommendations Related to I&C Safety System Architectural Complexity

1. Require Architectural Diversity — Construct 1&C systems in a manner that requires designs
to incorporate a minimum of two separate, diverse paths from sensor output to FAD for all
I&C safety system functions (e.g. ESF functions) whose failure to actuate or actuation when
system conditions do not require it, would cause the plant to exceed design limits. This
requirement would be similar to the reactor trip requirements of 10 CFR 50.62. This
requirement would prevent the system-level CCF that would potentially arise due to system
layout.

2. Limit System Complexity — Require I&C safety systems to be only as complex as necessary
to perform their functional and regulatory requirements to initiate and complete its safety
function. Use of supplemental add-on features, (e.g. continuous on-line testing, system
message traffic and system monitoring), that may be available due to the copious amounts
of additional logic gates or unused memory within the system should be discouraged
beyond the guidance in Branch Technical Position 7-14 in NUREG-0800, “Standard Review
Plan for the Review of Safety Analysis Reports for Nuclear Power Plants: LWR Edition.”
This requirement would enable the designers and regulators to better understand the
system’s operational capabilities and failure mechanisms.

However, if the designer can demonstrate, through objective evidence and analysis, that
any additional system complexity provides a significant safety benefit while only marginally
raising the level of system risk, due to the higher level of system interconnectivity, (e.g.
lessen the degree of independence between safety system divisions), the system with
additional complexity may be found to be acceptable provided the staff evaluates the
evidence and determines the adequacy and acceptability of the designer’s claims.

3. Require a Systems-based Hazards Analysis — As contemporary system designs are more
integrated, and therefore complex, than in previous generations of I1&C safety systems,
require a detailed system wide, integrated hazard analysis to be conducted to ensure the
system will cope with issues that arise from choosing a design with a high-level of integrated
systems. Additionally, the hazard analysis should include internal failure mechanisms of a
given device due to the complexity of the components within the system (e.g. unused
memory, unused gates, clock overrun issues etc.) to ensure those failures are precluded
from interfering with or otherwise interrupting the operation of the system’s safety function.

The Use of Embedded Digital Devices within Sensors and Final Actuation Devices

The use of EDDs within sensors and FADs has transformed simple electro-mechanical and
pneumatic devices into highly capable and arguably, complex, digitally-controlled devices.
However the benefit and potential consequences associated with the increased level of
functionality within sensors and FADs lie outside the purview of IEEE Std. 603 and are therefore
not addressed as I&C components with new types of failure modes. While there is no certainty
as to why this is the case, the logic behind such a decision resides in the fact that traditionally,
there were no I&C components, or more correctly, I&C functions carried out within the sensors
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or FADs, beyond those of simple electro-mechanical relays, electro/hydraulic sensors,
pneumatic/hydraulic valve positioners and so forth.

The concern related to these devices is the same as it is for other digital devices, components
and sub-systems within 1&C systems — that digitally-controlled devices are often more complex
than their analog counterparts and, as such, require additional examination, analysis and
scrutiny. As such, those devices that previously resided outside the realm of 1&C system level
scrutiny now exist within it due to their modern day designs and capabilities, although
regulations and guidance may not reflect that reality.

In previous generations of sensors and FADs, the failure modes and mechanisms were easily
defined in that the devices used proven time-tested, and arguably ‘simple’ technology. In
today’s more complex equipment, the devices may possess new failure modes due to their
upgrade in technology.

With regard to failure modes, at least one new reactor I&C system design claims that for the
purposes of its failure modes and effects analysis (FMEA), its digitally-based device of an
identical type is sufficient such that no secondary (diverse), independent path exists or is
required for a control signal to pass to the FAD.

Indeed, our current guidance allows for such an architectural system structure since the current
application of NRC policy states that software-based CCFs, although beyond design basis are
the primary focus of CCFs and therefore must be considered and addressed. Per our current
guidance, the 100% testing of a software-based device allows it to be treated as a ‘hardware
only’ device, not susceptible to a software CCF, yet from the explanation given in Topic #2,
100% testing of the requirements is no guarantee of flawless system performance.

To its credit, the agency is working towards releasing a regulatory issue summary (RIS) related
to embedded digital devices; however the RIS limits the application to safety-related

components only and does not take into consideration the impact of non-safety-related devices
that may impact its safety-related counterpart when dealing with highly-interconnected systems.

Recommendation for the Use of Embedded Digital Devices within Final Actuation Devices

1. Treat Sensors, FADs and other Non-Traditional I&C Devices as Part of the I&C System
— Analyze the I&C System from sensor to FAD to ensure the level of review is

commensurate with the technology utilized for the given device, including sensors and
FADs.

Summary

The staff effort to update regulations related to I&C systems under 10 CFR 50.55a(h) fails to
address several technical issues that the staff and licensees face when designing and
evaluating new I&C safety systems intended for use in nuclear power plants and fuel processing
facilities.

Given the frequency with which this regulation has been updated, several additional steps must
be taken in order to ensure the affected regulations remain current, precise, and comprehensive
enough to provide reasonable assurance of safety for currently licensed and new nuclear power
plants.
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Those issues include

The impact of the technology-specific language within IEEE Standard (Std.) 603-2009,
“IEEE Standard Criteria for Safety Systems for Nuclear Power Generating Stations” will
result in unintended consequences for both staff and industry

The impact upon the nuclear industry by adding new requirements related to application-
specific rule language for I&C safety systems and how it adds to the economic risk and
licensing uncertainty for current licensees has not been adequately addressed. The
issue causes licensees to forego updating 1&C safety systems and deal with the struggle
of maintaining obsolete systems or ‘work around’ regulations by developing re-
engineered analog systems.

The level of technological and architectural complexity of current and future 1&C systems
that may contribute towards a common cause failure (CCF) that limits, and potentially
defeats, system diversity and

Embedded digital devices (EDDs) are now being used in sensors as well as interim and
final actuation devices (FADs) to complete their function. This development has blurred
the line between simple electro-mechanical devices and those that may contain new
failure mechanisms and thus impact new plant designs in unexpected ways. This issue
was not addressed in the 2009 version of the IEEE Standard.

To counter or eliminate those concerns, the recommendations in this paper are:

A.

Develop a Strategy Document — The strategy document allows the 1&C rule-making
team members to formulate a mid-term and long-term strategy document that describes
how to:

1. Map out all the issues the staff and industry face with regard to 1&C systems.

2. Group all these issues into manageable workgroups, based upon subject matter
and expected level of effort to reach completion

3. Develop a timeline that explains ‘how’, ‘why’ and ‘when’ these important issues
related to the development and implementation of modern I&C systems, both
safety and non-safety, will be formally addressed, perhaps through the use of a
SECY Paper.

Implement a Two-Tier Strategy — Once the strategy document has been developed,
determine the best method with which to implement the strategy. This author
recommends utilizing a two-tier method that allows generic safety system requirements
that apply to all systems of a given type, such as IEEE Std. 603-1991, then develop
additional upper tier and lower-tier ‘application-specific’ standards for those systems that
utilize a specific technology or chose to develop a system or group of systems with a
high level of system interconnectivity and therefore, complexity.
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Require Architectural Diversity — Construct 1&C systems in a manner that requires
designs to incorporate a minimum of two separate, diverse paths from sensor output to
FAD for all I&C safety system functions (e.g. ESF functions) whose failure to actuate or
actuating when system conditions do not require it, would cause the plant to exceed
design limits. This requirement would be similar to the reactor trip requirements of

10 CFR 50.62. This requirement would prevent the system-level CCF that would
potentially arise due to chosen system layout.

Limit System Complexity — Require I&C safety systems to be only as complex as
necessary to perform their functional and regulatory requirements to initiate and
complete its safety function. Use of supplemental add-on features, (e.g. continuous on-
line testing, system message traffic and system monitoring), that may be available due
to the copious amounts of additional logic gates or unused memory within the system
should be discouraged beyond the guidance in Branch Technical Position 7-14 in
NUREG-0800. This requirement would enable the designers and regulators to better
understand the system’s operational capabilities and failure mechanisms.

However, if the designer can demonstrate, through objective evidence and analysis, that
any additional system complexity provides a significant safety benefit while only
marginally raising the level of system risk, due to the higher level of system
interconnectivity, and potentially lessen the degree of independence between divisions,
the complex system may be found to be acceptable provided the staff evaluates the
evidence and determines the adequacy and acceptability of the designer’s claims.

Require a Systems-based Hazards Analysis — As contemporary system designs are
more integrated and therefore, complex than in previous generations of I&C safety
systems, require a detailed system wide, integrated hazard analysis to be conducted to
ensure the system will cope with issues that arise from choosing a design with a highly-
level of integrated systems. Additionally, the hazard analysis should include internal
failure mechanisms of a given device due to the complexity of the components within the
system (e.g. unused memory, unused gates, clock overrun issues etc.) to ensure those
failures are precluded from interfering with or otherwise interrupting the operation of the
system’s safety function.

Treat Sensors and FADs as Part of the I&C System — Analyze the I&C System from
sensor to FAD to ensure the level of review is commensurate with the technology utilized
for the given device, including FADs.
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EXECUTIVE SUMMARY

A non-concurrence was submitted by Mr. William Roggenbrodt regarding the incorporation of
Institute of Electrical and Electronics Engineers (IEEE) Standard (Std.) 603-2009 by reference
into 10 CFR 50.55a(h). Specifically, the non-concurrence is focused on the proposed rule’s
coverage of overall system safety for modern instrumentation and controls (I1&C) systems and
states the rule overlooks critical issues that have emerged as a result of contemporary 1&C
system technology. Currently, 10 CFR 50.55a(h) incorporates by reference IEEE Std. 603-
1991. The non-concurrence states that if technology-specific portions of the rule are adopted, it
would

¢ Discourage designs that optimize system safety

* Create additional regulatory burden on licensees and cause delays in new system
design and implementation

e Create economic risk and technical challenges that would prevent implementation of
new I&C systems

¢ Fail to address new failure modes created by the technological and architectural
complexity of new I&C system designs

As part of this rulemaking effort, the staff reviewed IEEE Std. 603-2009 and concluded, in
accordance with the process for reviewing IEEE standards, that, with conditions on its
application, this standard is technically adequate, is consistent with current NRC regulatory
policy, and should be used to specify regulatory criteria. The staff included several conditions
on the application of IEEE Std. 603-2009 in the proposed rule to amplify and clarify the
requirements imposed by the standard. They include conditions on applicability of the standard,
predictability and repeatability of safety systems, independence between redundant portions of
safety systems and between safety and non-safety systems, software common-cause failure
(CCF), and maintenance bypass.

| appreciate the issues discussed in the non-concurrence and believe that they have been
considered and discussed during the development of the proposed rule. The proposed rule
does not restrict the types of technologies that can be implemented in both safety and non-
safety I&C systems. However, various technologies (e.g., analog, microprocessor, and field
programmable gate array (FPGA), etc.) are significantly different from one another in the system
development processes, format of the function logic (e.g., arrangement of discrete electronic
components versus software versus hardware description language, respectively), supporting
hardware components, and operating and maintenance characteristics. Therefore, safety
issues arising from these differences in characteristics between technologies could be
sufficiently different that a licensee or applicant could be challenged to address issues such as
electromagnetic compatibility (EMC), equipment qualification (EQ), CCF mitigation, and digital
communication independence. As such, the proposed rule includes conditions on use of digital



technology to ensure that use of different digital technologies does not adversely impact the
ability of I&C systems to perform their intended safety functions.

The non-concurrence provides several recommendations to address the technology-specific
aspects of the proposed rule and architectural/technological complexity with modern I&C
systems. The recommendations include:

¢ Development of a strategy document to address important I&C safety issues,

¢ Implement the strategy using a two-tiered regulatory model,

e Endorse the 1998 version of IEEE Std. 603 for 10 CFR 50.55a(h),

¢ Revert to the 1991 version of IEEE Std. 603 for 10 CFR 50.55a(h),

e Require architectural diversity,

e Limit system complexity,

e Require a systems-based hazards analysis, and

e Treat sensors, final actuation devices, and other non-traditional 1&C devices as part of
the 1&C system.

| have evaluated the dissenting views and recommendations expressed in the non-
concurrence. Based on the technical basis provided in the Statements of Consideration (SOCs)
and discussed in this document, | believe that the proposed rule should go forward for public
comment. The proposed criteria provide a means to address technology-specific failure modes
when implementing digital-based safety systems. It is the responsibility of applicants and
licensees to ensure that, for a particular technology chosen to implement in their safety I&C
system, they address the safety issues associated with the technology and its applications as
part of the I&C system design. The non-concurrence also addresses safety topics such as
architectural diversity, complexity, and hazards analyses which the staff is currently considering.
However, thorough evaluation as to the safety benefits and implications of imposing such topics
as regulatory requirements has not been completed and thus inappropriate for inclusion in the
current proposed rule. For example, hazards analyses are performed by various industries, but
there is little guidance for assessing the adequacy of such analyses. | find that the proposed
rule provides regulatory certainty and timely criteria for applicants by explicitly addressing safety
issues that have been sufficiently evaluated to date. The staff plans to continue to evaluate
ways to improve the |&C regulatory framework and improve on the safety criteria and its
associated technical basis. The recommendations that were proposed in this non-concurrence
can be considered in future regulatory infrastructure development which the staff is planning to
pursue.
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