MFFFPEm Resource

From: Tiktinsky, David

Sent: Monday, December 23, 2013 3:06 PM

To: Gwyn, Dealis W.

Cc: Morrissey, Kevin; MFFFHearingFile Resource
Subject: FW: Request Cyber Security

We would like to set up a call after the first of the year to go over these questions. Let me know if you have
any questions.Thanks.

From: Smith, Brian

Sent: Monday, December 23, 2013 1:37 PM
To: Tiktinsky, David

Cc: Silva, Patricia

Subject: Request Cyber Security

As we discussed, as part of my cyber security project, we have done a recent round of site visits. MOX
Services was not one of them, however, we would like to ask them the questions below to help us better inform
our review. | am not looking for a lot of effort on their part, most questions can be answered with a yes or no. |
would like to have a conference call with them early in January if possible to go over the questions. Can you
help coordinate this? If needed, | can go over these questions with you or them in advance to help explain if
needed.

Do you use digital assets as IROFS?

If yes, are any attached to your plant control network (PCN)? Magnitude?

Do any of your IROFS link to and rely upon data in your MC&A database?

Is your MC&A database attached to your plant control network?

Is your plant control network connected to any other networks/internet?

For your physical security program, do you use any digital assets? If yes, are they connected to a

network/PCN? If on a separate security network, is it isolated?

7. For the security digital assets, do you have any non-digital alternatives that can perform the same
function?

8. For your emergency preparedness program, do you use any digital assets? If yes, are they connected
to a network/PCN?

9. For the emergency preparedness digital assets, do you have any non-digital alternatives that can
perform the same function?

10. For your PCN, is there remote access, and if so, what actions can they perform (i.e., can an engineer
make changes to a PLC)?

11. Do you have any controls on portable media inside your plant?

ok wbd~
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